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Abstract. We propose a simple and efficient deterministic extractor for
the (hyper)elliptic curve C, defined over I 2, where g is some power of
an odd prime. Our extractor, for a given point P on C, outputs the first
F4-coefficient of the abscissa of the point P. We show that if a point P is
chosen uniformly at random in C, the element extracted from the point
P is indistinguishable from a uniformly random variable in F,.

Keywords: Elliptic curve, Hyperelliptic curve, Deterministic extractor.

1 Introduction

A deterministic extractor for a curve is a function that converts a random point
on the curve to a bit-string of fixed length that is statistically close to uniformly
random. Let C be an absolutely irreducible nonsingular affine curve that is de-
fined over I, where ¢ = pP, for some odd prime p and positive integer k, by
the equation y? = f(x), where the degree of f is an odd number d. In this
paper, we propose a simple and efficient deterministic extractor, called Ext, for
C. Let {ag, a1} be a basis of Fy2 over F,. The extractor Ext, for a given point
P on C, outputs the first F-coeflicient of the abscissa of the point P. Similarly
one could define an extractor that, for a given point on the curve, outputs a
F,-linear combination of F,-coordinates of the abscissa of the point. Provided
that the point P is chosen uniformly at random in C, the element extracted from
the point P is indistinguishable from a uniformly random variable in [F,.

Giirel [7] proposed an extractor for an elliptic curve E defined over a quadratic
extension of a prime field. Given a point P on E(F,2), it extracts half of the
bits of the abscissa of P. Provided that the point P is chosen uniformly at
random, the statistical distance between the bits extracted from the point P
and uniformly random bits is shown to be negligible [7]. We recall this extractor
for E in Subsection 5.2l and we improve that result in Theorem [Bl The definition
of our extractor is similar, yet more general. Our extractor Ext is defined for C.

The problem of converting random points of an elliptic curve into random
bits has several cryptographic applications. Such applications are key derivation
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functions, design of cryptographically secure pseudorandom number generators
and a class of key exchange protocols based on elliptic curves (e.g, the well-
known Elliptic Curve Diffie-Hellman protocol). By the end of the Elliptic Curve
Diffie-Hellman protocol, the parties agree on a common secret element of the
group, which is indistinguishable from a uniformly random element under the
decisional Diffie-Hellman assumption (denoted by DDH). However the binary
representation of the common secret element is distinguishable from a uniformly
random bit-string of the same length. Hence one has to convert this group ele-
ment into a random-looking bit-string. This can be done using a deterministic
extractor.

Kaliski [T1] shows that if a point is taken uniformly at random from the
union of an elliptic curve and its quadratic twist then the abscissa of this point
is uniformly distributed in the finite field. Then Chevassut et al. [3] proposed
the TAU technique. This technique allows to extract almost all the bits of the
abscissa of a point of the union of an elliptic curve and its quadratic twist.
Recently Farashahi et al. [B] proposed two extractors for ordinary elliptic curve
E, defined over Fon, where N = 2/ and / is a positive integer. For a given point
P on E, the first extractor outputs the first Foc-coefficient of the abscissa of
P while the second outputs the second Fyc-coefficient. They also propose two
deterministic extractors for the main subgroup G of E, where E has minimal
2-torsion. If a point P is chosen uniformly at random in G, the bits extracted
from the point P are indistinguishable from a uniformly random bit-string of
length £.

Sequences of x-coordinates of pseudorandom points on elliptic curves have
been studied in [QT2/T3IT7]. On the other hand, the x-coordinate of a uniformly
random point on an elliptic curve can be easily distinguished from uniformly
random field element since only about 50% of all field elements are x-coordinates
of points of the curve. Our extractors provide only part of the x-coordinate and
thereby avoid the obvious problem; the proof shows that actual uniformity is
achieved. Our approach is somewhat similar to the basic idea of pseudorandom
generators proposed by Gong et al. [6] and Beelen and Doumen [2] in that they
use a function that maps the set of points on elliptic curve to a set of smaller
cardinality. Our aim is to extract as many bits as possible while keeping the
output distribution statistically close to uniform.

We organize the paper as follows. In the next section we introduce some
notations and recall some basic definitions. In Section Bl we define an affine
variety A of dimension 2 in A%q related to the affine curve C. We show that
there exists a bijection between C(IF,2) and A(F,). Then in Sectiondwe propose
the extractor Ext for C as Ext(z,y) = zo, where x = zpap + z101. We show
that the output of this extractor, for a given uniformly random point of C, is
statistically close to a uniformly random variable in F,. To show the latter we give
bounds on the number of preimages Ext ! (), where xg € F,. In fact, by using
the bijection between C(F,2) and A(IFF,), we give the estimate for the number of
F,-rational points on the intersection of A and the hyperplane x¢g = zg in A%q.
We show that for almost all values of z¢ in F,, this intersection is an absolutely
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irreducible nonsingular curve. Actually this problem is a special case of Bertini
theorems. The classical Bertini theorems say that if an algebraic subvariety X
of P™ has a certain property, then for a sufficiently general hyperplane H C P,
the intersection H N X has the same property (see [8I15]). Then we give two
examples in Section Bl We conclude our result in Section Gl

2 Preliminaries

Let us introduce the notations and recall the basic definitions that are used
throughout the paper.

Notation. Denote by Z, the set of nonnegative integers less than n. A field
is denoted by F and its algebraic closure by F. Denote by F* the set of nonzero
elements of F. The finite field with ¢ elements is denoted by F,, and its algebraic
closure by F,. Let C be a curve defined over [Fy, then the set of F,-rational points
on C' is denoted by C(F,). The cardinality of a finite set S is denoted by #S.
We make a distinction between a variable x and a specific value z in F.

2.1 Finite Field Notation

Consider the finite fields IF; and IF 2, where g = p", for some odd prime number
p and positive integer k. Then F 2 is a two dimensional vector space over IF,;. Let
{ap, a1} be a basis of Fp2 over F,. That means every element z in F,2 can be
represented in the form x = zgap + z1a1, where z¢ and x; are in F;. We recall
that {ao, a1} is a basis of F,2 over Fy if and only if

Qo (1
aj af

£0.

That is equivalent to ag, o € F, and al™t £l
Let ¢ : F; — F, be the Frobenius map defined by ¢(z) = x9. Let Tr : F o —

[y be the trace function. Then Tr(z) = z + ¢(x), for v € Fpe. Let N: Fpo — F,
be the norm function. Then N(z) = z¢(z), for z € F 2.

Remark 1. Let o be a primitive element of F2. So every x € ]FZQ is a power of
. Then N(a) is a primitive element of Fy. Let 2 € F},. Then z is a square in
F,2 if and only if z = o, for some integer 4. Similarly N(z) is a square in F, if
and only if N(z) = (N(a))?, for some integer i. Furthermore x = o, for some
integer 4, if and only if N(x) = (N(a))?, for some integer j. Obviously N(0) = 0.
Therefor x is a square in F2 if and only if N(z) is a square in F,,.

2.2 Hyperelliptic Curves

Definition 1. An absolutely irreducible nonsingular curve C' of genus at least
2 is called hyperelliptic if there exists a morphism of degree 2 from C' to the
projective line.
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Theorem 1. Let C be a hyperelliptic curve of genus g over Fy, where q is odd.
Then C has a plane model of the form

y® = f(x),

where [ is a square free polynomial and 2g + 1 < deg(f) < 2g + 2. The plane
model is singular at infinity. If deg(f) = 2g+1 then the point at infinity ramifies
and C' has only one point at infinity. If deg(f) = 2g+ 2 then C has zero or two
Fg-rational points at infinity.

Proof. See [1/4].

2.3 Deterministic Extractor

In our analysis we use the notion of a deterministic extractor, so let us recall it
briefly. For general definition of extractors we refer to [I6/18].

Definition 2. Let X and Y be S-valued random variables, where S is a finite
set. Then the statistical distance A(X,Y) of X and Y is

AX,Y) = 1Y cq| Pr[X = s] = Pr[Y = 4] |.

Let Ug denote a random wvariable uniformly distributed on S. We say that a
random variable X on S is é-uniform, if A(X,Ug) < 6.

Note that if the random variable X is é-uniform, then no algorithm can dis-
tinguish X from Ug with advantage larger than ¢, that is, for all algorithms
D:S—{0,1}

|Pr[D(X) =1] = Pr[D(Ug) = 1]| < 6.

See [14].

Definition 3. Let S, T be finite sets. Consider the function Ext : S — T. We
say that Ext is a deterministic (T, 8)-extractor for S if Ext(Us) is 6-uniform
on T'. That means

A(Ext(Us), Ur) < 6.

In the case that T = {0,1}*, we say Ext is a §-deterministic extractor for S.

In this paper we consider deterministic (Fy, 6)-extractors. Observe that, convert-
ing random elements of F, into random bit strings is a relatively easy problem.
For instance, one can represent an element of F, by a number in Z, and use
Algorithm Qs from [I0], which was presented without analysis. It can actually
be shown, however, that Algorithm Qs produces on average n — 2 bits given a
uniformly distributed random number Uz_, where n denotes the bit length of ¢.

Furthermore, if ¢ is close to a power of 2, that is, 0 < (2™ — ¢)/2™ < ¢ for
a small ¢, then the uniform element Up, is statistically close to n uniformly
random bits.

The following simple lemma is a well-known result (the proof can be found,
for instance, in [3]).

Lemma 1. Under the condition that 0 < (2" —q)/2™ < 8, the statistical distance
between Uy, and Uan is bounded from above by 6.
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3 Norm Variety

Consider an absolutely irreducible nonsingular affine curve C defined over IF .
We define an affine variety A in A3 from the curve C. Then we show that
the number of Fg.-rational points on "the affine curve C equals the number of
Fg-rational pOlIltb on the affine variety .A.

From now on, let C be an absolutely irreducible nonsingular affine curve that
is defined over F 2 by the equation

y? = f(x), (1)

where f(x) € F2[x] is a monic square-free polynomial of odd degree d. Let

d—1 d
70 = x> et =[x - Ao, (2)
=0 =1

where e; € Fp2 and \; € F,. Then \; # A, for i # j, since f(x) is square-free.
Define the variables xg, x; by x = xgag+x11. Then there exist two bivariate
functions fo, f1 € Fy[x0,x1], so that

f(X) = f(XOaO + Xlal) = fO(X07X1)Oto + fl(Xo,Xl)al- (3)

Let ¢ : F;, — F, be the Frobenius map defined by ¢(z) = x?. Define the
polynomial

£ = X"+ Y ofex )
Define x = xg¢(vo) + x1¢(1). Then

f(x) = f(xo0p(a0) +x10(a1)) = fo(x0,x1)P(0) + f1(x0,x1)P(1).  (5)

Define
F(x0,x1) = f(x0a0 + x101) f(X0p(0) + x10(01)).

Then from equations (3)) and (), we have

F(x0,%x1) = (fo(x0,x1)0 + f1(x0,X1)1)(fo(x0,X1)P(x0) + f1(X0,X1)P(a1)).

We note that fo, f1 are in Fy[xo,x1]. Also a;d(a;) = N(a;) € Fy, for i € {0,1}.
Furthermore agp(ar) + ¢(ag)ar = Tr(ag) Tr(an) — Tr(apor) € Fy. Hence F'is a
polynomial in F[xg, X1].

Proposition 1. The polynomial F is square-free.

Proof. The affine curve C is defined by the equation y? = f(x) = H? 1x=N),
where A\; € Fy and \; # A;, for ¢ # j. Then

d
f(X()Oéo =+ Xlal) = H(Xoao + X101 — /\z) (6)

i=1
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Hence f(xoao+x1a1) is a square-free polynomial. Consider the polynomial f(x)
(see equality [ )). Then f(x) = H?:1(X— ®(N;)). Since A; # Aj, for i # j, and ¢
is bijective, so ¢(N\;) # ¢(A;), for i # j. Hence the polynomial f(x) is a square
free polynomial. Then

d

f(xop(o) +x16(cn)) = [ [(xod(a0) +x1(1) = (i) (7)

i=1

So f(xpp(ap)+x1¢(1)) is a square-free polynomial. Now assume that f(xpag+
x1a1) and f(xod(ap) + x1¢(1)) have a common factor. Then ¢(ag) = vao
and ¢(a1) = yai, for some v € Fg2, which is a contradiction, since agp(ay) #
o(ap)ar (see Subsection [ZTI). Therefore f(xoap + x1a1) and f(xo¢(ap)
+ x16(1)) do not have a common factor. Thus F' is a square-free polynomial.

In particular, Proposition [ shows that the polynomial F' is not a square in
F,[x0,x1]. Consider the polynomial z? — F(xg,x1) in Fy[xo,x1,2z]. Then this
polynomial is absolutely irreducible in F,[x¢, X1, 2].

Definition 4. Define the affine variety A over IFy by the equation
z° — F(x0,x1) =0.

The affine variety A is absolutely irreducible, since the polynomial z2 — F'(xg, X1)
is absolutely irreducible.

Remark 2. Let P = (z,y) € C(Fg2), where x = xoap + z10 and zg, 21 € Fy.

So 4?2 = f(x). Then ¢(y?) = ¢(f(z)) = f(o(x)) = f(wod(an) + z16(a1)). Let
z=N(y) = y¢(y). Then

22 = f(2)f(¢(x)) = f(zoao + z101) f(wod(a0) + m16(ar)) = F (o, z1).
That means (zg, z1,2) € A(F,).

In Theorem[2] we show that the number of IF 2-rational points on the affine curve
C equals the number of F,-rational points on the affine variety A. For the proof
of Theorem [2 we need several lemmas and a proposition.

Lemma 2. Define the projection map ¢ : C(F,2) — A%(F,), by

me(w,y) = (zo, 1),

where ¥ = xgog + x1001. Assume that Wc_l(axo,axl) # 0. If F(xg,71) = 0, then
#ng(xo,xl) =1, otherwise #7751(3307331) =2.

Proof. Let P = (z,y) € 75" (20, 71), where = zgag + 101. Remark [ shows
that (N(y))? = F(zo,21). So F(xg,z1) = 0 if and only if y = 0. If y = 0, then
7 (z0, 1) = {(2,0)}. If y # 0, then —P = (z, —y) € 7 '(z9,21) and —P # P.
Since P, —P are the only points on C(F2), with the fixed first coordinate z, then
7' (z0,71) = {P,—P}.
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Lemma 3. Define the projection map w4 : A(F,) — A2(F,), by

7rA(Jé‘o, T, Z) = (I07I1)~

Assume 73 (zo,21) # 0. If F(zo,21) = 0, then #m ;' (zo,z1) = 1, otherwise
#W;ll(aco,acl) = 2.

Proof. Let (z0,21,2) € 74 (z0,21). Then 2% = F(wo,21). If F(x0,21) = 0,
then z = 0 and 7'&';‘1(.1‘0,.731) = {(zg,21,0)}. If F(xo,x1) # 0, then (zo,x1,2)
and (xg,x1,—2) are the only points on A, such that they have the first and
second coordinates equal zy and z;. Furthermore z # —z. Therefore in this case
77;\1(5507551) = {(z0, 21, 2), (x0, 21, —2)}.

Proposition 2. For all zy,z, € Fy, #wgl(mmm) = #w;ll(mmm).

Proof. First assume that 7' (20, 71) # 0. Then there exists a point (z,y) on
C(F,2), such that = xoag + z101. Let z = N(y). Then Remark 2] shows that
(zo, 1, 2) € A(F,). Therefore (zg,z1,2) € 74" (20, 21) and 7" (2o, 21) # 0.

Second assume that 7' (vo,21) # 0. Then there exists a point (zo, 1, 2)
on A(F,). Thus 22 = F(zg,71). Let = zgap + z1c1. Then from Remark 2]
2% = f(x)o(f(x)) = N(f(x)). So N(f(z)) is a square in F,. Remark [l implies
f(z) is a square in F 2. Let y* = f(z), where y € F2. So (z,y) € C(F,2). That
means (z,y) € n; ' (0, 21) and 7 ' (z0,21) # 0.

Hence 71" (0, 21) # 0 if and only if 75" (z0,21) # 0. Then Lemmas B and B
conclude the proof of this proposition.

Theorem 2. The number of F 2 -rational points on the affine curve C equals the
number of F-rational points on the affine variety A.

#C(Fq2) = #A(F).

Proof. Consider the projection maps m¢ and 74 from Lemmas 2 and Bl Then

#C(Fg2) = > #ag (wo, ),

(z0,21)EA%(Fq)

and

#AF,) = S #ry (wo, 1),

(zo,z1)€A?(Fq)

Proposition 2] shows that #wgl(mmm) = #w;ll (xo, 1), for all xg,z1 € Fy. So
the proof of this theorem is completed.

Remark 3. In fact, one can show that the number of I >-rational points on the
nonsingular projective model of C equals the number of F,-rational points on
the projective closure of A in IP’I%q.
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4 The Quadratic Extension Extractor

In this section we introduce an extractor that works for the affine curve C as
defined in Section [3l We recall that C is defined over the quadratic extension of
F,. The extractor, for a given point on the curve, outputs the first F,-coordinate
of the abscissa of the point. Then, we show that the output of this extractor, for
a given uniformly random point of C, is statistically close to a uniform random
variable in [Fy.

Similarly one could define an extractor that, for a given point on the curve,
outputs a F,-linear combination of [F -coordinates of the abscissa of the point.
In more detail , let ag, a; € F, be such that both are not zero. The extractor, for
a given point P = (z,y) € C(F,2), where x = zoag + z1a1, outputs agzo + aix;.
Interchange the basis ag, a1 to another basis ag, a1, by

. —1
Go\ _ [aobo Qg
()= () ()

where by, by € F,, such that the transformation matrix is nonsingular. Then x
can be represented in the form = = Zodo + 2141, where 2g,2; € Fy. Clearly
To = apxop + ai1z1. This amounts to the extractor that outputs zy. So without
loss of generality we consider the first extractor.

4.1 The Extractor for C

In this subsection we define the extractor for the affine curve C defined over
Fg2 (see Section [ equation (). Then we compute the number of pre-images
of this extractor for an element xy in Fy, in terms of the number of F,-rational
points on a curve A, . In other words, we show some bounds for the number of
[F,»-rational points of C, whose abscissa have the fixed first F;-coordinate.

Definition 5. The extractor Ext is defined as a function
Ext:C(Fp) — F,
Ext(z,y) = xo,

Theorem [ gives some bounds for #Ext~!(zg), for all 7y in F,. For the proof
of this theorem, we need several lemmas and propositions. We define the affine
curve A, as the intersection of the affine variety .4 and the hyperplane xo = o,
for 7o in F;. Then in PropositionBlwe show that #.A4,, (F,) = #Ext~!(z), for all
zo in F,. We show that the curve A, is reducible if and only if 29 € Z (Proposi-
tion M) and the curve A, is singular if and only if g € S (Proposition[H), where
the sets Z, S are defined by Definition[ If the curve A, is absolutely irreducible
and singular, we consider the curve A}, that is a nonsingular plane model of
Az, - By using the Hasse-Weil bound for the curve X,,, we obtain the bound for
# Ay, (Fy), where zg ¢ T (Proposition[B]). Note that we have a trivial bound for
# Ay, (Fy), if g € Z. Then Proposition Bl concludes the proof of Theorem

Consider the affine variety A over F,, as introduced in Definition [l Fix the
element xg in F;. Then the points of 4 that have the first coordinate equal to
xo form a curve which we call A,,.
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Definition 6. Let zg € F,. The affine curve Ay, is defined by the equation
FZE0<X17Z) =z’ - Fﬂlo(xl) =0,
where Fy,(x1) = F(x0,x1).

Therefore

Ay (F) = {P = (21,2) : w1,2 €y, 22 = Fyp(11) = F(zo, 1)}
Note that x; and z are variables and xz( is a fixed element in F,.
Proposition 3. #A,,(F,) = #Ext~!(x), for all z¢ in F,,.

Proof. Let z9 € F,. Consider the projection maps m¢ and m4 from Lemmas
and Bl Then

#A,(Fy) = Z #1 4" (w0, 71),

Ilqu

and

#HExt ™ (wo) = Y #mg (20, 11)

Ile]F

Proposition 2] shows that #ng(axo,axl) = #w;l(axo,axl), for all zo,z1 € Fy. So
the proof of this proposition is completed.

Remark 4. Let xg € Fy. Define

foo(x1) = f(Too +x1011),
fao(x1) = f(zod(an) +x10(11)).

We recall that Fy, (x1) = fa,(x1)f,,(x1). Note that fs,, f,  are polynomials in
F,2[x1] and F,, is a polynomial in F,[x;]. From equalities (@) and (@), we have

d
Jao(x1) H (zoaw +x101 — i),

= I Ik

I
-

faoo(x1) = | | (wog(a0) + x10(a1) — ¢(\i)).

7

Definition 7. Let zg € F,. Define 0; = Ai_a””l(’ao, forie {1,2,...,d}.

Then ¢(6;) = ¢(>‘i)¢:(§(l’(f(a°). Furthemore

d
1

E&

(x1 — ),

fro(xl) =«

=i

f:xo (Xl ) a({d

(x1 — #(0:))-

=1
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Since \; # A;, for i # j, so 0; # 0; and ¢(0;) # ¢(60,), for i # j. Thus f,, and
[z, are square free polynomials in Fy[x;]. Then

d

Fuo(x1) = (N(a)) [ T(Ger = 6:) (1 = 6(6,)).

i=1
Lemma 4. F, (x1) has 0 € F, as multiple root if and only if
fo(zo,0) = fi(zo,0) = 0.
Proof. From Remark @ and equalities ([B)), (@), we have
feo(x1) = fo(wo, x1)a0 + f1(xo,x1)0u1,
fuo(X1) = fo(zo,%1)p(0) + fi(zo,x1)d(1),

where fo(zo,%1) and f1(x0,%1) are polynomials in Fy[x;]. The polynomials f,
and f, are square free, so if (x; — 6)? is a factor of F (x1), then (x; —0) is a

(®)

common factor of both polynomials f;, and f, . Hence

(fo(zo,0) fi(z0,0)) (3? 283) =(00).

Since the matrix is nonsingular (see Subsection 1)), so fo(xo,6) = f1(x0,6) = 0.
Converse is obvious.

Definition 8. For zy € F,, let
Szy = {21 €Fy: fo(wo, 1) = fi(wo, 1) = 0}

and dyy = #Szy, gzo(X1) = ged(fo(zo,%1), f1(w0,%1)).

Since fy,(x1) is square free in Fy[x1], it follows from equality (§) that g,, has
no multiple root in Fy. That means d,, = deg(gs,). Furthermore 0 < d,, < d.

Remark 5. From the proof of Lemmal f,,(z1) = f, (z1) = 0, for z; € Fy, if
and only if fo(zg,z1) = fi(zxo,z1) = 0.Sox1 € Sy, if and only if 1 = 0; = ¢(6,),
for some indexes ¢ and j (see Remark []). In other words

S:vo = {917 927 ceey ed} N {¢(01)7 ¢(92)7 ey ¢(9d)}
Definition 9. Fori,j € {1,2,...,d}, let

(%)) a1

$(ao) ¢(en)
Let S={s€Fy:s5=s;,, for some indexesi,j} andZ ={s € S:ds; = d}.
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Remark 6. Let 0; = ¢(6,), for some indexes i, j. Then

Ai = @00 _ ¢(Xy) — zop(ao)

o ¢(a1)
Thus
Aig(on) —d(Aj)ar _
aop(ar) — dplag)an 7
We note that apd(ar) — ¢(ag)ar # 0 (see Subsection 2T)).

The converse is also true. That means zp = s;; if and only if 6; = ¢(6,).
Furthermore

o —

dzo = #{(Z,]) LS8 = $0}~
So xzo ¢ S if an only if d,, = 0.

Proposition 4. The affine plane curve Ay, is absolutely irreducible if and only

if.%‘o %I

Proof. The affine curve Ay, is defined by the equation z? = F}, (x1). The curve
Ay, is reducible if and only if Fy, is a square in F,[x1]. From equality (??) Fy,
is a square in Fy[x4] if and only if {61,62,...,04} = {¢(61),0(02),...,¢(0a)}.
Remarks [l and [f] explain that this is equivalent to d,, = d.

Remark 7. Assume the affine curve A, is reducible. So from the proof of Propo-
sition @ we have, {01,60,...,04} = {$(01),9(02),...,9(04)}. Then Z?:1 0; =
>4, 6(6;). Therefore

d

ZAZ_CEO&O i¢ —$0¢ 040)‘

i=1 i=1

Because ZZ 1 Ai = eq_1 (see equation (), we have

In other words, if o € Z, then

€d—1 aq
P(ed—1) p(an)
(%)) (05) '

P(ao) p(ar)

Note that the converse is not true. If d is not divisible by p, then #Z < 1.
Otherwise #7 < d.

dl‘o =

Proposition 5. The affine curve Ay, is singular if and only if xyp € S. The
curve Az, has dg, singular points.
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Proof. The point (z1, z) € Fy x F, is a singular point on A, if and only if z =0
and z7 is a double root of F,(x1). From Lemmal] x; is a double root of F, (x1)
if and only if 21 € Sy,. So Ay, has d,, singular points. Remarks [l and [6l explain
that there exists x1 € Sy, if and only if g = s;;, for some indexes 7, j. Since
xo € Fy, therefore 2y € S if and only if A, is singular.

We recall that g, is a square free polynomial of degree dg, in F,[x1]. From
Lemma [ and Remark [l g, is the square factor of F,. Let

Foo(x1) = g3, (x1) Heo (x1),
where Hy, is a square free polynomial of degree 2(d — d,,) in Fq[x1].
Definition 10. Let X, be the affine curve given by the equation
w? — H,,(x1) = 0.
Proposition 6. The affine curve X, is absolutely irreducible and nonsingular
if and only if xo ¢ T.

Proof. The affine curve X, is defined by the equation w? = H, (x;). Since
H,, is a square free polynomial of degree 2(d — dy,) in F,[x1], it is absolutely
irreducible and nonsingular if and only if Hy, is not constant. Clearly H,, is
constant if and only if d,, = d. That means H,, is constant if and only if
rg €1.

Remark 8. If H,, is not constant, the affine curve AX,, is a nonsingular plane
model of A, .

Proposition 7. For xg € Fy, |# A, (Fq) — #X, (Fy)| < dgy -

Proof. The affine curves A;, and X, are defined by the equations z? = F (x1)
and w? = H,,(x1) respectively. We recall that Fy,(x1) = g2 (x1)Hg,(x1).
Define the projection maps 74 : Az (Fy) — Fg, by ma(z1,2) = 21 and
wx Xy (Fy) — Fy, by mx (21, w) = 21.

Let x1 € Fy. First assume that g,,(z1) # 0. Then

0, if Hy,(x1) is a non-square in F,

#r M) = #ry (1) = { 1, if Hyy(21) =0,
2, if Hy,(z1) is a square in Fy.

Now assume that gz, (z1) = 0. Then #7 ;' (z1) = 1 and #73' (1) equals 0 or 2.
Then

|#Ag (Fy) = # X0y (Fo)l = | D #m' (@) = Y #my! (21)

ri1€F, ri1€F,

= > 1 < dy,.

1 qu y Gz (931):0
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Proposition 8. Let g € F,. If xy ¢ Z, then
|#~A$0(Fq) - Q| < 2(d - dﬂlo - 1)\/(] + dwo +1.

Proof. Let xy € Fy \ Z. Then the affine curve A, is absolutely irreducible and
nonsingular (see Proposition ). The degree of Xy, is 2(d — dg, ). Let Xy, be the
nonsingular projective model of A,,. So /'EEO is a hyperelliptic curve of genus
d—dg, — 1. Furthermore #X,, (Fy) — # Xz, (Fy) equals zero or two. (see Theorem
[[). By using the Hasse-Weil bound, we have

#;YV(FQ) - (q + 1) < 2(d - dmo - 1)\/Q~

Then [#X(F,) — q| < 2(d — dy, — 1)y/q + 1. Proposition [[ concludes the proof
of this proposition.

Theorem 3. Let zg € Fy. If vo ¢ Z, then
|#Ext ™ (o) — q| < 2(d — duy — 1)/q + day + 1.

Otherwise,
|#Ext71(axo) — q| <q.

Proof. Let zo € F,. Then Proposition B shows that #.A4,,(F,) = #Ext~!(x). If
zo ¢ Z, then Proposition [ gives the estimate for #Ext™!(zo). If 29 € Z, then
the curve A,, is reducible (see PropositionH]). So in this case we have the trivial
estimate for #Ext~!(zq).

4.2 Analysis of the Extractor

In this subsection we show that provided the point P is chosen uniformly at
random in C(FF,2), the element extracted from the point P by Ext is indistin-
guishable from a uniformly random element in F,.

Let X be a [F;-valued random variable that is defined as

X =Ext(P), for P €p C(]qu).

Proposition 9. The random wvariable X is statistically close to the uniform

random variable Ug, .
1

Va

Proof. Let z € . For the uniform random variable Uy, , Pr[Ur, = 2] = 1/q.
Also for the F,-valued random variable X,

AX,Us,) =0( ).

L #ExtTl(2)
Pr[X =z] = 4C(F )
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Hasse-Weil’s Theorem gives the bound for #C(FF,2) and Theorem [ gives the
bound for #Ext~!(z). Hence

A(X,Us,) :; > |Pr[X = 2] — Pr[Us, = 2|

z€F,
B #Ext1(2) B 1‘
- %F: #C(Fe2)  q
|q#Ext =1 (2) — #C(F,2)| lq#Ext =1 (2) — #C(Fe)|
- ZEZ; 2¢#C (Fy2) i . QFXQ:\I 2q#C(Fy2) '

Let r = #Z. Then

r(¢*+ (d—1)g+ 1)+ (¢ —r)(2(d — 1)g\/q + dg + 1)
AKX, Ur,) < 2¢(* — (d—1)g+1)
2(d-1)gyq+(d+r)g—2(d-1)ryg—r+1 d—1+¢(q)

2(¢° = (d—1)g+1) I/
where €(q) = (dtriavata(d- 2)(d (; BZA; DVa=2(d=1 1f ¢ > 942, then e(g) < L.

Corollary 1. Ext is a deterministic (Fy, O( \}q))—emtmctor Jor C(Fg2) .

5 Examples

In this section we give some examples for the extractors Ext. Our first example
is the extractor for the subgroup of quadratic residues of F;Z. For the second
example, we recall an extractor in [7] for an elliptic curve defined over F2. Also
from the result of Theorem Bl we improve the result of [7].

5.1 The Extractor for a Subgroup of IF(’;Z

In this subsection we propose a simple extractor for the subgroup of quadratic
residues of Fy,. This extractor is the result of Theorem [3 where f(x) = x.

Let G be the subgroup of quadratic residues of IFZQ. We recall that every
element = in [F > is represented in the form x = zoao + z11, where zg, 21 € F,.
Define the extractor ext for G as the function

ext: G — F,
ext(x) = xg.
The following proposition gives the estimate for #ext~!(z), where z € F,.

Proposition 10. For all z € F7,

+1
#exe ™ (2) =17,

and for z =0, #ext™1(0) =0 or #ext *(0) =q— 1.
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Proof. Let the affine curve C be defined by the equation C : y? = f(x) = x. This
curve is of the type considered in Section[l Clearly for each element x € G, there
are exactly two points (z,y) and (z, —y) on C. In fact there is a bijection between
G and the set of nonzero abscissa of points on C. Then #Ext ~!(z) = 2#ext~1(2),
for all z € IF;. It is easy to see that 7 = {0}. Then Theorem [l implies the proof
of this proposition. Also the bound for #ext~1(0) is obvious.

Corollary 2. ext is a deterministic (Fy, ;)-extmctor for G.

Proof. For d = 1, the estimate for ¢(¢q) can be made tighter (see proof of Propo-
sition [)), so that €(q) < ;.

5.2 The Extractor for Elliptic Curves

In this subsection we recall the extractor introduced by Giirel in [7], that works
for an elliptic curve defined over IF 2. This extractor, for a given random point on
elliptic curve, outputs the first F;-coordinate of the abscissa of the point. Then
from the result of Theorem [B] we improve the bounds which are proposed in [7].

Let E be an elliptic curve defined over [F 2, where ¢ = p”, for prime number
p > 3 and positive integer k. Then

E(]Fq‘z) ={(x,y) € Fpo x Fpo: y2 = f(z) = 3+ ax + b} U{Og},

where a and b are in Fg2. Since E is nonsingular, then f(x) is a square free
polynomial in F,[x].

Let ap = 1 and a; = t, where ¢t € [Fg2, such that t> = ¢ and ¢ is a non-
square element in ;. So every element = in Fj2 can be represented in the form
x = xg + x1t, where xg, 1 € F,.

The extractor ext for F is defined as a function

ext: E(Fp) —F,

ext(z,y) = xo,
ext(Og) = 0.

The following theorem gives the tight bounds for #ext~!(z), for all z in F,,.

Proposition 11. For all z € Fy,
’#extfl(z) — q‘ <4\/q+1.
For z=0, if ay #0 or by # 0, then
|#ext™'(0) — (¢+ 1) < 4y/g +1,

otherwise,
|[#ext™H(0) = (¢ +1)| < ¢
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Proof. The proof of this theorem follows from Theorems [ in the case that
f(x) = x3 4+ ax + b. Define the variables x¢ and x; by x = x¢ + x;t. Then

J(xo +x1t) = fo(xo0,%1) + f1(x0,%1)t,

where
fo(x0,x%x1) = Xf’) + SCXOX% + agxg + cai1x1 + bg

f1(x0,x1) = cx‘I’ + 3x(2)x1 + a1xg + apx1 + by.

Then we fix x¢ by z. It is easy to see that Z = {0} if and only if fo(z,x1) = 0.
Clearly fo(z,x1) = 0, if and only if 2 = a3 = by = 0, since p # 3. Recall that
p is the characteristic of F,. Also note that #ext1(0) = #Ext~1(0) + 1, since
ext((’)E) = 0.

Corollary 3. ext is a deterministic (Fy, jq)—extmctor Jor E(Fgp2), if ¢ > 18.

Proof. The proof of this corollary is similar to the proof of Proposition [, in the
case that d =3 and r < 1.

6 Conclusion

We introduce a deterministic extractor Ext, for the (hyper)elliptic curve C, de-
fined over IF 2, where ¢ is some power of an odd prime. Our extractor, for a given
point P on C, outputs the first F,-coefficient of the abscissa of the point P. The
main part of the analysis of this extractor is to compute #Ext~!(z), where
z € F,. That is equivalent to counting the number of F,-rational points on the
fibers A, on the affine variety .A. Theorem Bl gives the estimates for #Ext~!(z).
Our experiments with MAGMA for #Ext~!(z), show that the bounds in Theo-
rem [3] are tight. Then we show that if a point P is chosen uniformly at random
in C, the element extracted from the point P is statistically close to a uniformly
random variable in F,.

Future Work. Consider the finite field Fyn, where ¢ is a power of a prime
p and n is a positive integer. Then Fy» is a n dimensional vector space over F,.
Let {ai1,@s,...,a,} be a basis of Fyn over F,. That means every element z in
F4» can be represented in the form z = z101 +T2a2 +. . . + 2, Where 2; € F,.

Let C be an absolutely irreducible nonsingular affine curve that is defined
over Fgn by the equation

where f(x) € Fyn[x] is a monic square-free polynomial of degree d and m is a
positive integer dividing ¢ — 1.

We define the extractors ext, for C, where £ is a positive integer less than n.
The extractor exty, for a given point P on the curve, outputs the £ first
F,-coordinate of the abscissa of the point P.
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Definition 11. Let ¢ be a positive integer less than n. The extractor exty is

defined as a function
exty : O(Fyn) — AL(F,)
exty(z,y) = (z1,...,20),
where x € Fyn is represented as © = x1001 + Taog + - -+ + Tpovy,, for x; € Fy.

Let X,y be a ]Ff;—valued random variable that is defined as

Xy = extg(P)7 for P € C(]Fqn)

Conjecture 1. The random variable Xy is ¢ o

constant depending on m,n and d. That is
c

\/qn—f ’

We leave the proof of this conjecture for the future work.

A<X€7 UFg) S

[—uniform on F¢, where ¢ is a
n—t
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