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Abstract

A Dbiometric authentication system can be partitioned into a layer that ex-
tracts common randomness out of a pair of related biometric sequences [Maurer,
1993] and a layer that masks a key sequence with this common randomness. We
will analyze the performance of such a layered system first, and will show that
an alternative method, the XOR-technique, is not always secure.

Introduction

owadays with the introduction of biometric technologies in daily life the importance
f secure storage and communication of data in biometric systems increased. In this
aper we concentrate on the security of XOR-based biometric authentication systems.
_ Biometric authentication is the process of establishing the identity of an individual
sing measurements of his/her biological characteristics. The attempts to create secure
uthentication scheme led to so called XOR-schemes [1]. In this work the bicmetric data
assumed to be an independent and identically distributed (i.i.d.) sequence, however,
_practice, this is rarely a realistic assumption. Therefore, in this paper we analyse
e impact of using non i.i.d. biometric sequences in XOR-schemes. Moreover, we
consider methods to build secure authentication schemes by looking at authentication
schemes as the ones partitioned into a layer that extracts common randomness out of a
air of related biometric sequences (2] and a layer that masks a key sequence with this
common randomness. We show that only an XOR-~scheme built using above principles
will lead to an authentication scheme which is always secure.

2 The common randomness extraction layer

S S
M
Encoder Decoder
XN YN

Figure 1: Randomness extraction.

197




Consider a system in which an encoder and a decoder have to extract the samg
random information S from enrollment and authentication biometric measurementg
XN and YV, respectively. To ensure reliable communication the encoder sends helper
information M to the decoder (see Figure 1). In such a system, the communication
channel is assumed to be public. Using a random binning argument [3], we show that

Now the encoder error probability averaged over the ensemble of random binnings
satisfies

U
[L}
IA

Pr{X" ¢ AU (Upnpxnanea M(zV) = M(XV) A S(zV) = S(X™M)}

N N N N N
a system can be constructed such that roughly no information about the extracted S Pr{X7 ¢ A} + . Z Pr{M(z") = M(X"),S(z") = S(XV)}
randomness S is given to an eavesdropper that observes M, while ensuring that the NAXNaNeA,
decoder’s version S of S is equal to S with probability roughly one. The amount < Pr{XM ¢ A} +|{zV 2V e A} - 27 N(Rit+Rs)
of common randomness that can be extracted in this way is given by the following < e ONWHX)+e) | o=N(RitRs)
theorem. <
< 2¢, (4)

Theorem 1 For the common randomness extraction scheme, processing i.i.d. se.
quences, for each 6 > 0, for all N large enough, there exisis a sequence of codes
satisfying ‘

for N large enough if Ry = I(X;Y) — ¢ (and R, = H(X|Y) + 3¢).
Since Fye+ Fee < 4e for N large enough, this implies that for N large enough there
exist two random binnings such that Pye+ P, . < 4e. Now we focus on these codes for

N the rest of the proof.
Pr{S#5} < 6’X'Y 5 ~ Note that H(M) < log, 2" = NR, = N(H(X|Y) + 3¢) and that H(S) <
H(S)/N = I(X;Y) -4, 0g, 2V% = NR; = N(I(X;Y) —¢). Now, using Fano’s inequality in the last step
I(S;M)/N < 6. N

_ where )Y is the encoder’s estimate of z, we find that

Conwversely, there erists no secure (I{(S; M)/N = 0) and reliable (Pr{S‘ # S} =~ 0) H(XM)

scheme if H(S)/N > I(X;Y).

H(X", S, M)

< H(S)+ H(M)+ H(X™M|S, M)
Achievability: Fix an ¢ > 0. Now A.(X) and A.(X,Y) are the sets of typical - N TN
and jointly typical sequences as defined iri Cover and EThomas [4], based on the joint H(S)+ H(M)+ H(X"|S, M, XN)
distribution of the XY -source. < H(S)+H(M)+1+ NP, log,|X|. (5)

We prove the achievability with a random binning argument. We assign to each
sequence " a helper-label m € {1,2,---,2Vf} with probability Pr{M (zV) = m} =
2-NFEr We also assign to each sequence V¥ a randomness-label s € {1,2,---,2" RS}
with probability Pr{S(z") = s} = 2 VAs,

The helper label m(z™) is sent to the decoder by the encoder. The decoder after
having observed 3"V looks for a unique sequence zV with label m such that

From this we may conclude that for all N large enough H(S)/N > I(X 1Y) — 4 for
(z",9") € A(X,Y). (1) _ properly chosen €. Next we study the mutual information

_ Hence the entropy of the common randomness
H(S) > H(X") —H(M)~1- NP, log,|X|

NH(X)—= N(H(X|Y)+3c)— 1~ NP, log, |X]|
NI(X;Y) — 3¢ — delog, | X]) — 1. (6)

(AVANAYS

First problem is now to determine the decoder error probability averaged over the

I(S; M)
random binning:

H(S)+ H(M) — H(S, M)
H(S)+ H(M) - H(S, M, X") + H(X™|S, M)

f

Pre < Pr{(XM, YY) ¢ AU (Upwosxnion ymyen M (") = M(XV))} = H(S)+ H(M) - H(X™) + H(XN|S, M, XN)
< Pr{(XN,YN)¢AE}+ Z PI‘{M(SL‘N)ZM(XN)} < H(S)+H(M)—NH(X)—I'l—i—NPe’Eloglel
TNAXN:(zN Y N)e A, < N(2e +4elog, | X]) + 1. (7
< Pr{(XM, YY"y ¢ A} + |{z" : @V, YNy e A} 27V Now we may conclude that I(M;S)/N < § for all N large enough for properly chosen
< g 4 QNWHXY)+2e)  9=NRy & Note that also Py < § can be achieved in this way and that Pr{$ # S} < P,,. ®
< 9 Remark: When the source is jointly stationary ergodic a similar proof can be for-

_ mulated. The difference is that now the typical sets are defined as in Cover [5].

Converse: We denote by S the decoder’s estimate of the common randomness S
generated by the encoder. Then Fano’s inequality yields

for N large enough if R, = H{X|Y) + 3e.
The encoder wants 2V to be reconstructible from both the helper-label m and the
randomness-label s. It looks for the unique sequence zV with labels m and s such that

HES|)YY, M) < H(S|YY M,35)
o € A(X). 3) < H(S|5)
S 1+PS,€10g2 ISIv (8)
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where P, = Pr{S # S} and S assumes values from S. Note that |S| < |X IV since

Ryand H(K) = NR, = N(I(X,Y) — ¢). Note that [{(K; M, K& S) = HM,K &
the encoder is deterministic. Next we consider

=~ H(M, K & S|K). We first consider

H(S) = I(S;Y", M)+ H(S|Y", M) HM,K®S) = H(M)+ HK® S|M)
< I(S;YN M)+ P, log, |S| + 1 < H(M)+ H(K)
< I(S; M)+ I(S;YN|M) + NP, log, |X| + 1 < H(M)+ NR,. (10)
< I(SM)+HYY) = HY"V|M, S, X") + NP, log, | X| + 1 or the second term we find
1(8; M) &+ HY™) = HY"|X™) + NP, logy | %] +1 HM, K& S|K) = H(M|K)+ H(K & S|M, K)
I(8; M)+ NI(X;Y) + NP, log, |X| + 1. (©) ~ 0D £ HSIM,K)

i

For all large enough N and for P, | 0 we obtain the desired upper bound on the
entropy of the common randomness per source symbol pair. K

Remark: The converse result can also be reformulated for biometric sequences that
are generated by a jointly stationary ergodic source. ~

(
(
H(M) + H(S|M)
H(M) + H(S) — I(S; M). (11)

ow we combine the two terms and obtain

. H{K;M,K®S) < NR,— H(S)+I(S; M)
3 The masking layer < NI(X;Y)—¢)
—~N{I(X;Y) — 3e — 4delog, |X]) + 1
+N (2 + 4delog, | X]) + 1
K —~ KaS ~ K = N(de + 8elog, |X]) + 2. (12)
@ @ . o . g _
Dividing both parts of the derived inequality by NV finalizes the proof. ¢
S S

4 The XOR-scheme

Figure 2: Masking layer.

In the previous section we described a procedure for secure randomness extraction
from biometric data. However, to avoid cross-matching in the databases, to cancel
compromised keys, a possibility to use different keys associated with the same biometric
data X% for authentication is required. That is why, the masking layer as in [6] (see
Figure 3), which is based on the one-time pad principle, is introduced. In the masking
layer, a uniform binary secret key K is generated for a biometric sequence XV, The
encoder transmits extra side information, which is the secret key K added modulo’2
to the common randomness S, to the decoder. Note that here we assume that the
common randomness is a binary sequence. To perform the authentication procedure,
the decoder adds modulo 2 the estimated common randomness S extracted from Y
to the obtained side information and uses the resulting secret key K for authorization
purposes.

cN ChVe XV CVeXVeVYV

@ @ Dec.

—  Bnec.

XN YV
Figure 3: The XOR-scheme.

Now we consider a system (proposed in [1]) as in Figure 3. At the encoding side,
_a binary secret key K for biometric data XV is uniformly chosen. This secret key is
encoded into a binary codeword C¥, from the selected error-correcting code. The offset
N defined as ZV¥ = CN @ XV, is released to the decoder for the authentication.

In the authentication phase, the offset ZV is added modulo 2 to the biometric
sequence YV, observed by the decoder CN = Z¥ @ YN = CN @ XV @ CN. The closest
codeword in the corresponding error-correcting code is determined and this codeword
_is decoded to the secret key K. If K = K, the authentication decision is positive.

In the described XOR-scheme a binary error-correcting code of rate R, is used and
¢ assume that the code is one-to one. Since the secret key sequence K is encoded
into a binary codeword C¥, this implies that H(K) = H(C") = NR,, where R, is the
Iate of the code.

Theorem 2 If we use o masking procedure, based on a uniform binary key sequence,
the system preserves its property of being secure, ie.

I(K; M, K®S)/N ~ 0
if H(K)/N = I(X;Y).

Proof: The proof corresponds to a masking layer added to the randomness extraction
layer described in the achievability proof. Therefore the length of the key sequence is
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Assume that the biometric sequence X is a stationary binary sequence with on.

Theorem 4 Information leakage is unavoidable, i.e. I(K;CY @ XN)/N > 0 for
tropy

H(X) < 1 and for N asymptotically large.

Hoo(X) = A}LH;Q H(X1, X, Xn)/N = ]}{ﬂo H(Xy|X{h). (13) Proof: From our version of the binary analog to the entropy-power inequality

The binary entropy function h(:) is defined as h(p) = —plogy(p) — (1—p) logy (1 - )
for 0 < p < 1. For 0 £ a <1 we define the inverse of the binary entropy functicy,
h ') = ¢ if 0 < ¢ < 1/2 and h(q) = o. Moreover for 0 < py,p; < 1let p; % p, =
p1(l=p2) + (1 = p1)pa.

3 _l_ . 7N - : _}_ N Ny _ p; i N
dim, UG = i HCY 0 X) = i SHOCY
= h[h’_l(Hoo(X)) * h—l(Rc)] - HOO(X) (17)

nspection shows that equality can only occur if Ho(X) = 1. Thus, we conclude
hat a security preserving XOR-scheme is only established if XV is independent and
niformly distributed. .
Another, even better, lower bound follows if we use a simple binary linear code
where the first NR. information symbols are followed by N — NR, parity symbols,
e H(C,ICT™) = 1for n < NR, and H(C,|C™*) = 0 for n > NR,, where we also
assume that N R, is integer. Therefore, from (14),

\%

Theorem 3 For the random binary independent sequences X" and CV, if XN 4
stationary, the following statement holds:

SHZY) 2 WA (Ha()) # B (R,

where Z{V =2y, 4y =X1@®Ch, - , Xy @® Cn. This is an adapted version of the

N
binary analog to the entropy-power inequality (Shamai and Wyner [7]). 1 H(ZN) = %{_Z H(Z,|ZPY
Proof: Forn = 1,2,---, N, from Shamai and Wyner ([7], last but one equation), 1"\,;1 .
; | VR
e bt > S (HeoX0) s bW 4 S0 A (X)) 5 h70)]
H(Za|277Y) = AR (H(Xa|XT7Y) = A7 (H(CRICT)) n=1 n=NRc+1
> B (Heo (X)) * A (H(CalCT ), (14) _ %[NRC + (N = NR)Hoo(X)]
since Hoo(X) < H(X,|X7™1), and where e.g. X* 1 = X),---, X,_1. Next we use the = R.+(1— R.)Ho(X)
U-convexity of h(8 * h~(u)) in u (in the second inequality) and find that: = Hyo(X) + Re(1 — Ho(X)). (18)

Now we obtain

N
1 N 1 n—1 1
FHE) = 5D H(ZZT Jim (G ZY%) > HaolX) + Rl — Hool X)) — Hool X)
n=1 —’ 00
L& = R (1 - Heo(X)). (19)
— - m 1
2 N Z hlh™ (Hoo(X)) * R (H(CR|CT )] Using the same reasoning as before, we again conclude that a security preserving XOR-
n=1 cheme is only established if H = 1.
1 & Example: Let us consider an example of a biometric XOR system with the fol-
> AR Ho (X)) * h™ (= ZH(CAC{‘*))] owing parameters: Hu,(X) = 0.500 and, therefore, h™1(H (X)) = 0.110, and R, =
N~ ~ (X;Y)/N = 0.100 and A~'(R.) = 0.013. Then h(0.110 % 0.013) = h(0.120) = 0.530.
= AhT (Ho(X)) * B Y(R.)). (15) herefore, I(K; ZV)/N > 0.530—0.500 = 0.030, which is 30% of the information about
he secret key K. It we assume that the code is linear, information digits first, we ob-
This finalizes the proof. X ain the lower bound I(K; ZV)/N > 0.1-0.5 = 0.050, which is 50% of the information

Based on this result we would like to analyse the XOR~scheme for biometric binary
stationary sequences X that do not have full entropy. The side information Z"
is publicly communicated to the decoder, and we are interested in the amount of
information that can be obtained by an eavesdropper from Z about the secret key K.
Therefore, to characterize information leakage, we would like to evaluate the mutual
information I(K; Z¥)/N. The mutual information can now be rewritten as

bout the secret key K.

From these results, it is clear that this system is insecure. Note that we considered
he asymptotic case, but it will be clear that for finite values of N there can be a security
roblem. Using the same reasonings, it can also be shown that side information Z¥ in
he XOR-scheme leaks information about biometric data.

I(K;ZY) = H(ZN)- H(ZV|K) 5 Conclusions
H(CY @ XM - H(CN @ XV |K)

HXNecV) - H(XY). (16) k

We investigated the security properties of the XOR. system (some of the provided proofs
verlap with those, for example, in [6], [8]). We could conclude that full security can
nly be obtained for biometric sequences with entropy one. It is therefore better to
se a scheme based on a randomness-extraction layer followed by a masking layer. We
ave analyzed such schemes and they turn out to be optimal.

where the last equality holds since CV is determined by K and X" and K are inde-
pendent.
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Figure 4: Lower bound plot on information leakage, HIGZT) o, Hoo(X), H(K)/N
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