
 

Testing of inter-process communication and synchronization
of ITP LoadBalancer software via model-checking
Citation for published version (APA):
Usenko, Y. S., van Eekelen, M., Hoedt, ten, S., & Schreurs, R. (2007). Testing of inter-process communication
and synchronization of ITP LoadBalancer software via model-checking. In P. Groot, A. Serebrenik, & M.
Eekelen, van (Eds.), Proceedings of VVSS 2007 - verification and validation of software systems, 23 March
2007, Eindhoven, The Netherlands (pp. 201-208). Technische Universiteit Eindhoven.

Document status and date:
Published: 01/01/2007

Document Version:
Publisher’s PDF, also known as Version of Record (includes final page, issue and volume numbers)

Please check the document version of this publication:

• A submitted manuscript is the version of the article upon submission and before peer-review. There can be
important differences between the submitted version and the official published version of record. People
interested in the research are advised to contact the author for the final version of the publication, or visit the
DOI to the publisher's website.
• The final author version and the galley proof are versions of the publication after peer review.
• The final published version features the final layout of the paper including the volume, issue and page
numbers.
Link to publication

General rights
Copyright and moral rights for the publications made accessible in the public portal are retained by the authors and/or other copyright owners
and it is a condition of accessing publications that users recognise and abide by the legal requirements associated with these rights.

            • Users may download and print one copy of any publication from the public portal for the purpose of private study or research.
            • You may not further distribute the material or use it for any profit-making activity or commercial gain
            • You may freely distribute the URL identifying the publication in the public portal.

If the publication is distributed under the terms of Article 25fa of the Dutch Copyright Act, indicated by the “Taverne” license above, please
follow below link for the End User Agreement:
www.tue.nl/taverne

Take down policy
If you believe that this document breaches copyright please contact us at:
openaccess@tue.nl
providing details and we will investigate your claim.

Download date: 16. Nov. 2023

https://research.tue.nl/en/publications/3f6ed91a-3904-425d-ab5c-ba8955e06dad


Testing ITP LoadBalancer

VVSS 2007

Testing of inter-process 
communication and synchronization 

of
ITP LoadBalancer software 

via model-checking

28-1-20072

g

Yaroslav S. Usenko, Marko van Eekelen (LaQuSo)
Stefan ten Hoedt, René Schreurs (Aia Software)

VVSS 2007 - Verification and Validation of Software Systems Symposium

VVSS 2007     201



Outline

• Aia Software and the Case Study
• Case Analysis and Reverse-EngineeringCase Analysis and Reverse Engineering
• Modeling and Analysis with the mCRL2 Toolset
• Conclusions and Open Questions
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The ITP Document Platform
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Applications of ITP

Insurance
– Policies
– Endorsements
– Renewals

Financial Services
– Statements
– Correspondence
– Contracts

Government
T ti
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– Taxation
– Permits
– Correspondence

Independent Software Vendors

Basic Architecture

Client 1

Client 2
Load

Balancer

Server 1

Server 2
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Client 3
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Issues

• LoadBalancer does not respond at all (deadlocks)
• Free workers are not used (partial deadlocks)Free workers are not used (partial deadlocks)
• Client does not get a response (many reasons)
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Artifacts

• source code in C for windows (7681 lines)
• Application layer protocol documentationApplication layer protocol documentation
• Verbal information during meetings, phone and e-

mail communication

• Threads
• MutExes
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• WSA
• WaitForMultipleObjects
• CallBack functions
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Load Balancer

A Typical Use Case Scenario
Cl

ie
nt

nt
 O

bj
ec

t

Se
rv

er

er
 O

bj
ec

t

Work?

Work?

Request job

Yes! (partners)

Wake-up: get data

G t d t

28-1-20079

Cl
ie

n

Se
rv

eGet data

data

Wake-up: data ready

Process data

Properties to Check

• Deadlock freedom
• Critical logsCritical logs
• If the partner of A is B > 0, then the partner of B is A 

or 0
• A server may not sleep w/o a partner (except when a 

request is pending to it)
• Limits on locking

i i b f
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• Limits on a number of requests
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mCRL2 Language

• mCRL2 is based on process algebra (ACP) and 
algebraic (equational) data types. Specificationg ( q ) yp p
structure:
– data types definitions (sort, func, map, rew)
– actions and communication functions definitions (act, comm)
– process definitions (proc): equations involving:
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– initial state (init).

• Extensions to process algebra:
– action parameterized by data                                             ,
–
– systems of parameterized recursion equations.

Experiments

• Experiments on a 3Ghz 32 bit machine with 4Gb RAM
#clients #servers time #levels #states #transitions#clients #servers time #levels #states #transitions

1 1 7m 38s 241 657k 1.38M

1 2 3h 01m 367 18M 38.5M

2 1 9h 55m 444 54M 141M

1 3 13h* 481 213M 465.5M

2 2 > 113h* >215 >511M >1121M
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*On a cluster of 32 64-bit machines, 1Gb each.
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Detected Issues

• partner links inconsistent
– set partner to 0 was forgotten for one of the parties

found by model-code comparison– found by model-code comparison
– confirmed to be a problem by model-checking

• server sleeping w/o a partner
1. set client’s partner link to 0 before waking up the server
2. forgotten to wake up the server
– 1st found by model-code comparison, 2nd by model-checking

• critical logs could occur
1. sending request for disconnect to itself happened in a wrong state (forgot 

to change the state)
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to change the state)
2. request to wake up can lead to an inappropriate state change when server 

disconnects (not critical)
• number of requests exceeds the limit

– server sends request for disconnect to the client and does not break the 
partnership afterwards

Conclusions

• Session layer of Load Balancer is modeled
• A number of properties are verifiedp p
• Number of issues discovered, communicated and 

corrected
• Cases up to 1 client and 3 servers and 2 clients and 1 

server were fully analyzed
• Case with 2 clients and 2 servers was partially analyzed
• Modification of the model and further analysis are 
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possible

• Reverse engineering of the model took most of the time
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Open questions

• How to check configuration with larger number of 
clients and servers
– Optimization of process helps, but doesn’t solve the 

problem

• Is there a sensible limit to the number of 
clients/servers to check?
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WWW AIA ITP COMWWW.AIA-ITP.COM

INTELLIGENT TEXT PROCESSING
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