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A Compositional Proof Theory for
Fault Tolerant Real-Time Distributed Systems

Henk Schepers? Rob Gerth®

Department of Mathematics and Computing Science
Eindhoven University of Technology
P.O. Box 513, 5600 MB Eindhoven, The Netherlands

Abstract

In this report we present a composiiional network proof theory to specify and verify fault tolerant
real-time distributed systems. Important in such systems is the failure hypothesis that stipulates
the class of failures that must be tolerated. In the formalism presented in this report, the failure
hypothesis of a system is represented by a predicate which expresses how faults might transform the
observable input and output behaviour of the system. A proof of correctness of a triple modular
redundant system is given to illustrate our approach.

Key words: Compositional proof theory, distributed system, failure hypothesis, fault tolerance,
real-time system, relative network completeness, soundness, specification, verification,

1 Introduction

It 1s difficult to prove the properties of a distributed system composed of failure prone processes, as such
proofs must take into account the effects of faults occurring at any point in the execution of the individual
processes. Yet, as distributed systems are employed in increasingly critical areas, e.g. to control aircraft
and to monitor hospital patients, the inherently closely related fault tolerance and real-time requirements
become stronger and stronger. In the Hoare style formalism of [6] Cristian deals with the effects of faults
that have occurred by partitioning the initial state space into disjoint subspaces, and providing a separate
specification for each part. In the formalisms for fault tolerance that have been proposed in the more
recent literature to deal with the occurrence of faults during execution (cf. [4, 10, 11, 15, 16, 23]) —
of which only the approaches of [15] and to a smaller degree [4] provide support for reasoning about
real-time issues — the occurrence of a fault is modeled explicitly as an observable action. In contrast, we
suggest a more abstract approach where the effects of faults on the externally visible input and output
behaviour are modeled while the syntactic interfaces of the processes remain unchanged. In particular,
we propose a formalism which abstracts from the internal states of the processes and concentrates on
the input and output behaviour that is observable at their interface. As a consequence, in our proof
theory we do not deal with the sequential aspects of processes. To support top-down program design
our approach is composilional, that is, it allows for the reasoning with the specifications of processes
without considering their implementation and the precise nature and occurrence of faults in such an
implementation. )

In fault tolerant systems, three domains of behaviour are distinguished: normal, exceptional and
catastrophic (see [14]). Normal behaviour is the behaviour when no faults occur. The discriminating
factor between exceptional and catastrophic behaviour is the failure hypothesis which expresses how
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faults affect the normal behaviour. Relative to the failure hypothesis an exceptional behaviour exhibits
an abnormality which should be tolerated (to an extent that remains to be specified). A catastrophic
behaviour has an abnormality that was not anticipated (cf. [2, 14, 17]). Under a particular failure
hypothesis for each of its components, a system is designed to tolerate (only) those anticipated component
failures (see e.g. [19] for some design examples). In particular, the exceptional behaviour together with
the normal behaviour constitutes the accepfable behaviour.

In [22] Schepers and Hooman developed a trace-based compositional proof theory for safety properties
of fault tolerant distributed systems. In this theory, the failure hypothesis of a process is formalized as a
relation between the normal and acceptable behaviour of that process providing a modular treatment of
faults. Indeed, such a relation enables us to abstract from the precise nature of a fault and to focus on
the abnormal behaviour it causes. Here, we extend this proof theory to reason about liveness, fairness,
and real-time issues. To do so, we replace the underlying finite trace model by a model in which the
timed, infinite traces of a process are decorated with timed refusal sets. The extended model enables
deadlock to be taken into account. To exclude unrealistic behaviour, it incorporates finite variability [3],
or non-Zenoness {(c¢f. 1]}, by guaranteeing that each action has a fixed minimal duration. However, the
introduction of time causes the importance of liveness and fairness to decrease, since many interesting
properties become safety properties [13].

The remainder of this report is organized as follows. Section 2 introduces the programming lan-
guage. Section 3 introduces the model of computation and the denotational semantics. In Section 4 we
present the assertion language and associated correctness formulae. In Section 5 we incorporate failure
hypotheses into our formalism. Section 6 presents a compositional network proof theory for fault tolerant
real-time distributed systems. We illustrate our method by applying it, in Section 7, to a triple modular
redundant system. In Section 8 we show that the proof system of Section 6 is sound and relative network
complete. A conclusion appears in Section 9. An extended abstract of this report will appear in [21].

2 Programming language

In this section we present an occam-like programming language [9] which is used to define networks
of processes that communicate synchronously via directed channels. Let VAR be a nonempty set of
program variables, CHAN a nonempty set of channel names, and VAL a denumerable domain of values.
IN denotes the set of natural numbers (including 0), @ the rationals, and IR the reals. Let TIME be
some ordered time domain (0o € TIME). For the scope of this report it is immaterial whether time
domain TIMFE is discrete, that is, TIME = { ur | 7 € IN } for some positive smallest time unit u, dense,
that is, 7IME = { 7 € Q | 7 > 0 }, or continuous, that is, 7IME = { r € R | r > 0 }. The syntax
of our programming language is given in Table 1, withn € IN, n > 1, z € VAR, p € VAL, ¢ € CHAN,
de TIME, and cset C CHAN.

Table 1: Syntax of the Programming Language

Ezpression e = p |z |ete | ex—ex | €1 xen

Boolean Ezpression b 1= ey =ey | eg<ex | =b | byVby

Guarded Command G u= [, bi—F] | [[&, ¢ — Fi [ delay d — P ]

Process P = skip|z=elce | c?z | P;Po | G| xG |
Pil|Pr | P\csel

Informally, the statements of our programming language have the following meaning:

Atomic statements

¢ skip terminates after Ky units of time, where constant Kg.p > 0.

e Assignment z := e assigns the value of expression ¢ to the variable z.



Output statement cle is used to send the value of expression e on channel ¢ as soon as a correspond-
ing input command is available. Since communication is synchronous, such an cutput statement
is suspended until a parallel process executes an input statement c7z.

Input statement ¢?z is used to receive a value via channel ¢ and assign this value to the variable
#. As for the cutput command, such an input statement has to wait for a corresponding partner
before a (synchronous) communication can take place.

Compound statements

Py, Py indicates sequential composition: first execute P;, and continue with the execution of Py if
and when P; terminates.

Boolean guarded command [ |, b — F; ]. If none of the b; evaluate to true then this command
terminates after evaluation of the booleans. Otherwise, non-deterministically select one of the b;
that evaluates to true and execute the corresponding statement P£;.

Communication grarded command { |, ¢;72; — P || delay d — P ]. Wait at most d time
units for some input ¢;7z; to become enabled. As soon as one of the ¢; communications is possible
(before d time units have elapsed), it is performed and thereafter the corresponding P; is executed.
If two or more inputs become enabled at the same time, then one of these is non-deterministically
chosen. If none of the inputs becomes enabled within d time units after the start of the execution
of the communication guarded command, then P is executed.

Iteration * G indicates repeated execution of guarded command ' as long as at least one of the
guards is open. When none of the guards is open * G terminates.

Py || Pz indicates the parallel execution of the processes P, and Ps.

P\ cset hides the channels from cset.

Definition 1 (Variables occurring in a process) The set var(P) of variables occurring in process
P is inductively defined as follows:

var(p) = 0
var(z) = {z}
var(e; + ea) = var(e; — ez) = var(ey X e3) = var(e; = ea) = var(e; < e3) = var(e;) U var(ez)

var(—b) = var(h)

var{by V ba) = var(b;) U var(bs)

var(skip) = @

var(z 1= ¢) = {2} U var(e)

var(cle) = var(e)

var(c?z) = {z}

var( Py ; Pa) = var(Py) U var(Py)

var([ {7, by — P; 1) = Ul var(b;) U UM var(F;)

var([ i, ¢i?e; — P; [ delay d — Py ]) = UP_ {2} U Ul yvar(F;)

var{*G) = var(G)



var(Py || P2) = var(Py) U var(Py)
var{P\ cset) = var(P) <

Definition 2 (Observable input channels of a process) The set of visible, or observable, input
channels of process P, notation in(P), is obtained as follows by structural induction:

in(skip) = in(z :=¢) = in(cle) = O

in(c?z) = {e}

in(Py; P2) = in(Py) U in(Py)

([ [io, b — P ]) = Ul m(5)

([ izr %z — P [ delay d — Po ]) = Ul {ei} U Ulpin(F)

n(*G) = n(G)

in(Py || P2) = in(Py) U in(P)

in(P\ cset) = in(P) — cset <&

Definition 3 (Observable output channels of a process) The set of observable output channels of
process P, notation out( P}, is defined inductively as follows:

L]

out(skip) = oui(z :=¢) = 0

out(cle) = {c}

out{c?z) =0

out( Py ; Po) = out(P1) U out{Ps)

out({ [Py & — P ]) = Ul out(F)

out([ [P, ei?zy — P || delay d — Py ]) = Ul gout(F;)

oul(*(F) = oul ()

out(Py || P2) = out(P1) U out(Fs)

oul( P\ cset) = out(P) — cset O

Definition 4 {Obsecrvable channels of a process) The set of observable channels of a process P,

notation chen(P), is defined by chan(P) = in{P) U out(P). ¢

2.1

Syntactic Restrictions

To guarantee that channels are unidirectional and point-to-point, we have the following syntactic con-

straints (for any n € IN, d € TIMFE, ¢1,...,¢, € CHAN, and 21,...,2, € VAR):

*

*

*

For Py ; Pa we require that in(Py) N owt(Py) = @ and ouwt(Py) N in(Pe) = @.
For [ [, b — P; ] we require that, for all i, € {1,...,n}, i £ j, out(F) N (F;) = .
For [ [’y ¢i?w; — P; || delay d — P, ] we require that

- Ul {a} N UL jout(F) = @, and,
—foralli,j€{0,...,n},i#j, owt(P)Nin(P;) = O.



e For Pi||Py we require that in(Py) N in(P) = @ and out(P) N out () = O,

To avoid programs such as (¢?z)\{c}, which would be equivalent to a random assignment to x, we
require that only internal channels are hidden:

o For P\ cset we require that cset C in(P) N out(P).
Furthermore, we do not allow parallel processes to share program variables:

¢ For P\||P; we require that var(P) Nvar(P) = @.

2.2 Basic timing assumptions

To determine the timed behaviour of programs we have to make assumptions about the time needed to
execute atomic statements and how the execution time of compound constructs can be obtained from
the timing of the components. In our proof system the correctness of a program with respect to a
specification, which may include timing constraints, is verified relative to these assumptions.

In this report we assume that the execution time of atomic statements, except for communication
statements, is given by fixed constants. By assumption, communication takes no time. The execution
time of a (synchronous) communication statement consists of, besides an assumed fixed constant overhead
before and after the actual communication, the time spent waiting for a partner.

In this report we assume maximal parallelism, that is, we assume that each process has its own
processor. Hence, a process executes a local, non-communication, command immediately. Since commu-
nication is synchronous, a process is forced to wait until a communication partner is available. In case
of maximal paralleltsm the communication occurs as soon as such a partner indeed comes forward: it is
never the case that one process waits to perform cle while another process waits to execute e?z. Thus,
maximal parallelism implies minimal waiting.

For simplicity, we assume that there is no overhead for compound statements and that execution of
a delay d statement takes exactly d time units. Besides constant Kgp, we assume given a constant
K, such that execution of each assignment statement takes K, time units, a constant K, denoting the
overhead preceding a communication, a constant K, denoting the overhead following a communication,
and a constant K capturing the time required to evaluate the guards of a boolean guarded command
and non-deterministically select one of the open guards.

3 Model of Computation and Denotational Semantics

The events in the various processes of a distributed system are related to each other by means of a
conceptual global clock (as is done in [12, 18]). This global notion of time is introduced at a metalevel of
reasoning and is not incorporated in the distributed system itself. We use a special symbol T (T ¢ VAR)
to denote the global time.

Definition 5 {(States) Define the set STATE of states as the set of mappings ¢ which map a variable
z € VAR to a value o(z) € VAL and which map T to an instant ¢(7") € TIME. <&

Thus, besides assigning to each program variable & a value ¢(), a state o records the global time. For
simplicity we do not make a distinction between the semantic and the syntactic domain of values and
instants. In the sequel we assume that we have the standard arithmetical operators +, —, and x on
TIME and VAL,

Define the value of an expression e in a state ¢, denoted by £[[e](e), inductively as follows:

o E[1(0) = p,
o £l=)(0) = o(a),



o £ler +ex](0) = Elea] (o) + Ee2](o),

o £ler — eal(0) = Efea](o) — £[e2](e), and

o Efer x e2](o) = Eles](o) x E[e2](o).

We define when a boolean expression b holds in a state o, denoted by B[b}(¢), as
Bler = e2](e) iff E[er](e) = E]eah(o),

Ble, < ex](o) iff E[er](o) < Efex](e),

B[-b](e) iff not B[L](7), and

Blb1 vV b2](e) il B[b1](e) or B[b=](e).

L ]

We represent a synchronous communication of value p € VAL on channel ¢ € CHAN at time
7 € TIME by a triple (r, ¢, ), and define

(Timestamp) ts((r,e,p)) =7
(Channel) ch{{r,c,u)) = ¢
( Value) val((7, ¢, 1)) = pt

To denote the observable input and output behaviour of a process P we use a {imed {race # which is a
possibly infinite sequence of the form {(r1, ¢, 1), (72, ca, pt2),...), where 5 > mi_q, ¢ € chan(P), and
pi € Val, for ¢ > 1; for all # and j such that ; = r; we require ¢; # ¢;. Such a history denotes the
communications performed by P during an execution, and the times al which they occurred.

Definition 6 (Timed traces) Let, for OBS = TIME x CHAN x VAL, TRACE be the set of timed
traces, that 1s,

TRACE = { 0 € OBS* U OBS” | Vi - ts(6(3)) < ts(8(i + 1))
A VG- 1(0(8)) = (s(03)) — ch(0(5)) # ch(0(3)) }
o

Let (} denote the empty trace, i.e. the sequence of length 0. The concatenation of two traces #; and 6
is denoted 81”02 (and equals 8y if #; is infinite). We use first(0) and, if ¢ is finite, last(f) to refer to the
first and last record of @, respectively.

However, a model based on merely timed traces is too abstract to define a compositional semantics, as
has been argued in [18] and [8]. The model proposed there is the timed failures model; a confusing name
for researchers in the fault tolerant systems community. The ‘failure’ refers to the fact that in this model
one not only records the communications that take place but also the falled or refuscd attempts due to
the absence of a communication partner. Henceforth, we will refer to this notion as timed observation.

A timed observation is a timed (trace, refusal) pair. A timed refusal is a set of (channel, instant)
pairs. If the timed refusal of a process contains (¢, 7) then this corresponds to the refusal of the process
to participate in a communication on channel ¢ at time 7.

Definition 7 (Timed refusais) Let REF be the set of timed refusal sets, that is,

REF = {R|{MC CHAN x [0,00) }



We usually define a timed refusal by a cartesian product cset x INT, where csel C CHAN is a set of
channels and INT an interval from TIME.

Let STATE, = STATE U {L}. The semantic function M assigns to a process P a set of triples
(o0, {0,R), ) with op € STATE, 6 € TRACE, R € REF, and o € STATE . A triple (00, (8,R),0) €
M[P] denotes a mazimal observation of process P with the following informal meaning:

e if o # L then it represents a terminating computation which starts in state og, performs the
communications as described in # while refusing those in fR, and terminates in state o, and

o if & = L then it represents a computation which starts in state ¢, performs the communications as
described in # while refusing those in R, but never terminates. A computation does not terminate
either because it is infinite or the process deadlocks.

Definition 8 (Projection on traces) For a trace # € TRACE and a set of channels c¢set C CHAN,
we define the projection of € onto cset, denoted by 81 csef, as the sequence obtained from # by deleting
all records with channels not in cset. Formally,

§ if6=1()
Alcset = ¢ BoTcset ifd = (t,c,v)"0 and ¢ & cset
(t,c,v)"(BpTeset) il =(t c,v)0 and ¢ € eset

&

Definition 9 (Hiding on traces) Hiding is the complement of projection. Formally, the kiding of a
set cset of channels from a trace § € TRACFE, notation #\ cset, is defined as
8\ cset = OT(CHAN — cset)
&

Definition 10 (Time shift on traces) For timed irace f such that ts(firsi(6)) > 7 we define the time
shift operation +~ as follows:

_ [0 if 6= ()
bar = { (t—m e, )BT} UFH= (e v)'b

<&

Definition 11 {Projection on refusals) For a refusal R € REF and a set of channels cset € CHAN,
we define the projection of R onto cset, denoted by R1 csel as follows:

Rlcset = M N (eset x [0, 00))
&

Definition 12 (Hiding on refusals) Hiding is the complement of projection. Formally, the hiding of
a set csef of channels from a refusal R € REF, notation TR\ cset, is defined as

M\cset = M N ((CHAN — eset) x {0, 00))
&

Definition 13 (Time shift on refusals) For R € REF such that for all (¢,1) € R it is the case that
t > 7 the time shifi operation R~ 7 is defined as follows:

Rar = {(ct~7)]| (e, t)ER}



Definition 14 (Variant of a state) The variant of a state ¢ with respect to a variable z and a value
¥, denoted (o : £ — 9), is given by

e ifo=_1Lthen(c:a—d)=1

) if y==«
oly) f y#=

using ‘=’ to denote syniaclic equality. <

. ifa;éJ_then(a:thﬂ)(y):{

The semantic function M is inductively defined as follows. Notice that a terminated process will indefi-
nitely refuse to communicate on its channels.

s Exection of skip terminates after Kyip time units, all the while refusing no communication.
M(skip] = { (o0, ((,, D), (o0: T+~ Kaip) } | E[T)(o0) =0}

s Execution of assignment z := ¢ terminates after K, time units, all the while refusing no commu-
nication. In the final state £ has the value of e in the initial state.

Mizi=d={ (o, 00), (oo:{ 3 2 FH )y errion =0

¢ In the execution of a synchronous io-statement there comes, after an initial period of K, time
units during which the communication are refused, a waiting period for a communication partner
to become available. Execution of output statement cle either never terminates (in case no com-
munication partner ever shows up) or terminates K, time umts after the ¢ communication has
occured.

Miele] =
{ (oo, (0., L) E[TYe0) =0 A R={c} x [0,Kq) }
U { ( oo, ({(7, c,S[[e]}(ao))),SH) (oo T—r1+ ‘Kw) ) | SIIT]iI[(O'O) =0
AT> K,
AR={c}x([0,Ks)U(r,00))}

Recall that we allow at most one ¢ communication at time T = 7.

e Execution of input statement ¢?a2 either never terminates (in case no communication partner ever
shows up) or terminates when the ¢ communication has occurred and the received value is assigned
to x.

Mle?z] =
{ (oo, (,R), L) E[THoo) =0 A R={e} x [0, Ke) }

00, (e (eos {52 L)) £Yo0) = 0
AT \a
A ,ug Val
AR={c} x([0,Ka)U(T,00) )}

s An execution of P, ; Py is either a non-terminating execution of #; or a terminating execution of
P, followed by some execution of . Under the convention that a process can only refuse commu-
nicattons on its own channels we must, in case of sequential and suchlike composition, expand the
refusal sets of the respective components to the union of the channels of those components.



M[P;; P =
{ (o0,(8,RU(chan(Po) — chan{P1)} x [0,00)), L) | ( &0,(6,R), L) € M[P] }
U { |(0'0,(91h92,m),0')

there exist a Py, a Rz, a o1 # L and a r > 0 such that E[T](e1) = 7,

(o0, (01, R ), a1 ) e M[P],

((e1:T—=0), (62, B )nr, (¢:T—=T-r1) )€ M[P)],

and R = Ry U (chan(P2) — chan(Py)) x [0, r)U R U (chan(P1) — chan(Pa)) x [1,00) }

where (8, R}~ t equals (0 AL, Rnt).

» If no guard is open, that is, evaluates to true, the boolean guarded command terminates after
evaluating the guards which takes K time units. Otherwise, the process corresponding to one of

_ the open guards (non-deterministically chosen) is executed. While evaluating the guards, commu-
nications on U;chan(F;) are refused.

MI[ [ b= R ] =
{ (60, ({},Uichan(P;) x [0,00)), (00 : T — Ky)) | E[To0) =0 A --B[‘[\bl V... Vi](e0) }
U { (o0, (6,R),c)| E[T)o0) =0, and there exist a k € {1,...,n} and a R such that
Blbr](e0), (o0, (0,R)n Ky L (0 : T+ T —Ky) ) € M[P], and
R = Ujchan(P;) x [0, K U R U (Uichan(P;) — chan(Py)) x [Kg,00) }

¢ In case of a communication guarded command the first communication that occurs resolves the
choice of which process to execute. If no communication occurs before d time units (0 < d < o)
have elapsed, process P is executed.

M[[Diey ci?e — P [ delayd — P]] =
Wi { { oo, ({({7,c;,v)}"0,R), 0 )

E[TNoo) =0, Ko < 7 < d, v € VAL, and there exists a %R such that
R = (Y chan(P;)U chan(P)) - U {e; }) x [0, 7] — {(e;, )}
UR
U((Uj chan{P;) U chan(P)) — chan(P;)) x [r,00) ,
and (op, (0,R)A(r+ Ko+ ha), (6:T—T—-1—-K,+Ka)) € M[FA] }
U { (o0, (0,R),0)
|
E[T)(o¢) = 0, and there is a R with (oo , (8, R) nd, (¢ T—T-d)e M[P], and
R = ((Ujchan(Pj) U chan(P)) — Ui {c;}) x [0,d] UR U (Uj chan(P;) — chan(P)) x [d,o0) }

s An execution of + (7 consists of either an infite number of executions of (& that terminate in a state
n which at least one of the guards is open, or a finite number of executions of & such that the last
execution does not terminate or terminates in a state in which no guard is open.



M[+G] =
{{00,(8,R),0) | E[T](c0) = 0 and there exists a k € IN U {co}, and for every i, 0 < i < &,
there exists a triple (o , (6i41,MRiy1) , @ig1) such that
o # L,
BIs61(7:),
{ (i :T—0),
(Oig1, Rig) A E[THoi)
(oix1: T—T = E[TN(e:)) ) € M[G], and
if £ = oo then
forallj, 1<j<k, 0" . M; < 0andn_, B D R, andeo= L,
else if £ < oo then
= 6" M, R = N, R ,o=0p,and if o) # L then B[-bg](ok) }

* Since communication is synchronous a trace # of process P || Py has the property that #7chen(P;)
and @7 chan(P2) match traces of Py and P; respectively. Communications along the channels in
chan(Pr) N chan(P,;) are refused if they are refused by P, or P,. Since process P does not refuse
to communicate on the channels in CHAN — chan(P), it is also the case that communications on
the channels in CHAN — chan(P,) N chan(Py) are refused if they are refused by Py or Py. Process
Py || P2 terminates if and only if both P, and P, terminate.

MPy|| P2} = { (a0, (0,R),0 ) | for i = 1,2 there exist (f;,M;), o such that
(0'0’ (His ml)l Ui) € Ml[Pi]]:
andif oy = L or o9 = L then 0 = L else, for all x € VAR,
o(z) = {Z;((z))iif: ; 22:83'1)” By’ (1) = max;(e;(T)),
01 chan(P;) = 0;, 8 chan(P || P2) =0, and R=R; URy }

¢ The observations of P\ csef, where cset C in(P) N out(P), are characterized by the fact that the
internal cset communications take place as soon as they become enabled. This means that such
communications occur at the first instant they are no longer refused. Recall that we allow only
one communication per channel to occur at a particular instant. Furthermore, by our definition of
the semantics it takes a non-zero period before such a taken communication can become enabled
again. Hence, an observation of P\ cset is characterized by the fact that cset communications are
continuously refused, except on single instants.

Definition 15 (As soon as possible) For a timed refusal set R and a set cset of channels:

ASAP(ER, CSEt)EVCE CSEi'th,tQ'{C} X[il,tg] NAR =0 — )=ty

Then,
M[P\cset] = { (o0, (F\cset , R\cset), a )| (op, (#,R), o) € M[P] A ASAP(R, cset) }

Notice that this definition incorporates finite variability, or non-Zenoness.

Definition 16 (Timmed observations) The timed observations of a process P, notation QF], follow
from:

O[P]={ (8, M) jthere exist o and o such that ( oo, (#, R), ) e M[P] }
<&
The set Q[ P] represents the normal behaviour of process P. In Section 5 we determine the set Q[Plx]

representing the acceptable behaviour of P under the assumption of failure hypothesis y. Besides the
already mentioned finite variability, other important properties of the semantic function @ are that if

(8,M) € O[P] then 671chan(P) = ¢ and R chan(P)=R.
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4 Assertion Language and Correctness Formulae

Assertions are used to express the relevant program properties in terms of the observable quantities. Since
we abstract from the internal state of a process, the primitives of our assertion language are similar to the
denotations as used in the semantic function @. In this report we specify the relation between a program
P and an assertion ¢ by means of a so-called correctness formula of the form P sat ¢. Intuitively, such
a formula expresses that all executions of P satisfy ¢.

Similar to the semantic denotation of traces in the previous section, we use record expressions such
as (7,¢,p), with 7 € TIME, ¢ € CHAN, and g € VAL, in assertions. We use instant expressions, e.g.
using the function {s to obtain the timestamp of a record. We have channel expressions, e.g. using
the operator ch which yields the channel of a record, and value expressions, including the operator val
which yields the value of a communication record. We use the empty trace, {}, traces of one record,
e.g. {(r,c,u)), as well as the concatenation operator * and the projection operator | to create trace
expressions. Further, for a trace expression fexp and a value expression vezp we have tezp(verp) to refer
a particular record of texp, provided vezp 1s a positive natural number less than or equal to the length
of trace tezp. We use expressions such as cset x [r1, 72) and the projection operator T to form refusal
expressions, To refer to the timed observation of a process we use the special variables £ and R to
denote the trace of the process and the refusal set of the process, respectively. These variables are not
updated explicitly by the process: they refer to a timed observation from the semantics. Then, we can
write specifications such as ¢!2 sat AT{c} = (} VIt > 0-AT{c} = {(t,¢,2)). To reason about natural
numbers, the assertion language includes, for value expression wvexp, the predicate verp € IN which is
true 1f, and only if, the value of value expression wezp is a natural number. Henceforth we use variables
i,4,k,1, m that range over IN. We use, for instance, Yi- ¢ as an abbreviation of ¥i-i € IN — ¢. For an
assertion ¢ we also write ¢(h, R) to indicate that ¢ has two free variables k and R. We use ¢(fezp, rfzp)
to denote the assertion which is obtained from ¢ by replacing h by trace expression texp, and R by
refusal expression rfzp. Let IVAR, with typical representative ¢, denote the set of logical time variables
ranging over TIME, let VVAR, with typical representative v, denote the set of logical value variables
ranging over VAL, let T'VAR, with characteristic element s, be the set of logical trace variables ranging
over TRACE, and let RVAR, with typical element N, be the set of logical refusal variables ranging over
REF.

Table 2 presents the language we use to define assertions, with 7 € TIME t € IVAR, ¢ € CHAN,
€ VAL v e VVAR, s € TVAR, N € RVAR, and cset C CHAN. Observe that an expression in the
assertion language of Table 2 does not refer to program variables since we abstract from the internal
state of a process in this report.

Table 2: Syntax of the Assertion Language

Instant expression  dexp = T | t | ts(rexp) | iezp, + iezp,

Channel expression ccxp == ¢ | ch(rezp)

Value expression vezp == p | v | val(rezp) | len{lezp)

Record expression rezp o= (lexp, cexp, vexp) | tezp{vexp)

Trace expression tezp == s | h | {} | {rexp) | texp Mexp, | texpTecset

[tezpy, texpy) | {iexp}
N | R | Q| csel xinzp | vfep, Urfrpy, | rfeplcset
Assertion ¢ = dezp, = iexpy | cexp, = cezp, | vewp; = wvexp, | verp €N |

texp, = tezpy, | vfapy = rfap, | 1A ¢2 | 9 |
3¢ | Jv-g | Is ¢ | AN -9

Interval expression  inzp

i

1i

Refusal expression rfzp

Definition 17 (Abbreviation) For record expression rezp and trace expression texp, rexp € texp iff
there exists an ¢ such that lexp(i) = rexp. &
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Furthermore, we use the standard abbreviations ¢; V ¢2 = —(—¢1 A ~¢2), ¢1 — ¢2 = —¢1 V ¢, and
equivalences such as ¥i - ¢ = —(3t - -4).

Definition 18 (Primitive predicates I) Primitive predicates have a free variable ¢, the ‘base time’.
For a set cset of channels and an instant expression fezp, a few typical examples are:

e enable cset at iexp = (csel x iezp) N B = @

e enable cset for iezp = (esel x [{,t+iezp]) N R = @

¢ refuse csetl upto iczp = csel x [t,t+iexp) C R

e refuse cset precisely upto iezp =
Vi - ( refuse csel uptot — t < fezp)

o after iezp: ¢ = @[t + iexp/t]
where [t + iexp/t] denotes syntactic substitution of ¢ + zexp for ¢.

plus obvious combinations, e.g. using the connective ‘and’. <

It is sometimes convenient to refer to the willingness of the environment to communicate. For
instance, as a communication does not occur until the environment stops refusing it, we can specify
preaisely for how long a communication must be enabled by taking the willingness mentioned before into
account. In particular, consider the case that due to faults messages are lost. The fact that, after an
input to a transmission medium, output fails to occur may indicate either that the message was lost,
or that no communication partner has come forward yet. Using assumptions about the readiness of the
environment to receive a message elegantly resolves such issues.

Suppose (8, ) € O[P]. If P did not refuse a ¢ communication at time #, that is, (¢,t) & T, then the
fact that no ¢ communication occurred at ¢, that is, =(3v - (¢, ¢,v) € §), implies that the environment
was not prepared to engage in such a ¢ communication at time t. On the other hand, a ¢ communication
that did occur at time ¢ could not have been refused by the environment. Thus, we can define possible
refusal sets of the environment:

Definition 19 (Match) A timed refusal set N malches timed trace b and timed refusal set R, notation
Match(h, R, N}, iff

Ve, -((c,t) € R A =~(Fv-(t,c,v)eh)) — () EN
AYet,v-(te,v)eh — (e, )& N

<

Definition 20 (Primitive predicates II) We use a second category of primitive predicates tailored
to the refusal set of the environment. For a set cset of channels and an instant expression iezp, a few
typical examples are:

¢ cset enabled at exp =
VN - Match(h, R, N) — (csel x iezp) N N = @

s cset refuscd upto rexp =
YN - Maich(h,R,N) — cset x [t,{+ iezp) C N

o csel refused precisely upto iexp =
¥t - ( cset refused upto! — t < iexp )

Observe that we use the present tense to refer to refusals of the process, and the past tense to refer to
refusals of the environment. <
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Example 1 (Calculator) Consider process C that accepts a value via in, applies a function f to it
and produces the result via ouf. After an input it takes K¢ time units before the corresponding cutput
becomes enabled. Once an output has occurred, a next input becomes enabled after ¢ time units. We
specify €' as follows:

C sat Vi-1<i< len(hlout) — wval(hlout(D)} = floal(h1in(:)))
A h={) — enable ir and refuse out upto co
ANy (Lin,v)Eh —
refuse {in, oui} upto K¢
A after K¢ @ Vt- out refused precisely upto £
— enable out and refuse in for {
A Ytv- (touwl,v)Eh —
refuse {in, out} upto ¢
A aftere: Vi in refused precisely upto T
— enable in and refuse ouf for {

Notice how references to the readiness of the environment to communicate are used to determine, for
instance, the time K¢ +1¢ at which an ¢uf communication occurs after an input. Fay

For an assertion ¢ we define the set ehan(¢) of channels such that ¢ € chan(¢) if, and only if, a
communication along ¢ might affect the validity of ¢. For instance, the validity of assertion A = (} is
affected by any communication and thus we should have chan(h = {}}) = CHAN. Since, by the definition
of the semantics, communications on a channel are refused for some time afler a communication on
that channel did ocenr, assertion R1{c} = @, like assertion R|{c} = {c} x [0, c0), is invalidated by
a communication along ¢, and by a communication along ¢ only. On the other hand, also the validity
of assertion (AT{c})*(5,d,7) = {(5,d,7)) can only be changed by a communication along channel c,
although d occurs in the assertion as well. Hence, chan(¢) consists of the channels to which references
to h and R in ¢ are restricted rather than the channels occurring syntactically in ¢. Note that the value
of a logical variable is not affected by any communication.

Definition 21 (Channels in an assertion) For an assertion ¢ we inductively define the set chan(¢)
as the smallest set of channels such that the validity of ¢ may only be affected by communications on
the channels of chan(g).

¢ chan(T) = chan(t) = O

o chan(ts(rexp)) = chan(rezp)

o chan(iexp, + iezp,y) = chan(iezp,) U chan(iezp,)
o chan(c)=0

e chan(ch{rezp)) = chan(rezp)

o chan(p) = chan(v) = O

o chan{wal(rezp)) = chan(rezp)

o chan(len(lezp)) = chan(tezp)

o chan{(iexp, cexp, vexp)) = chan(iezp) U chan(cezp) U chan{vexp)
o chan(texp(veap)) = chan(tezp) U chan(vezp)

o chan(s)=0

e chan(h) = CHAN
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o chan({}) =0

o chan{{rezp)) = chan(rezp)

o chan(terp,Mtexp,) = chan{texp ) U chan(lezp,)
o chan{texpTesel) = chan(fexp) N csel

e chan([iezp,, iexzp;)) = chan(iezp,) U chan(iezp,)

e chan({iexp}) = chan(iezp)

o chan(N) =0
e chan(R) = CHAN
o chan(@) =0

o chan(cset x inzp) = chan(inap)

o chan(rfzp, U rfrp,) = chan(rfrp,) U chan(rfep,)

o chan(rfrpcset) = chan(rfzp) N cset

* chan(iezp, = iezp,) = chan(iczp,) U chan(iezp,)
o chan(cezp; = cexp,y) = chan(cezp,) U chan(cezp,)
o chan(vezp, = vezp,) = chan(vezp,) U chan{vezp,)
o chan(vezp € IN) = chan(verp)

o chan(texp, = texpy) = chan(lezp,) U chan(tezp,)
o chan(rfrp, = rfrp,) = chan(rfep,) U chan(rfap,)
o chan(dy Aga) = chan(sr) U chan(gs)

o chan(—¢) = chan(3t - ¢) = chan(Iv - ¢) = chan(Is - ¢) = chan(IN - @) = chan(¢) <

Next we define the meaning of assertions. We use an environment ¥ to interpret the logical variables of
TVARUVVARUTVARURVAR, This environment maps a logical time variable ¢ to a value y(t) € TIME,
a logical value variable v to a value y(v) € VAL, a logical trace variable s to a trace ¥(s) € TRACE, and
a logical refusal variable N to a refusal set +(N) € REF. An assertion is interpreted with respect to a
triple (8,R, v). Trace # gives h its value, refusal set R gives R its value, and, as said before, environment
7 interprets the logical variables of JVARU VVARU TVARU RVAR. We use the special symbol {1 to deal
with the interpretation of texp(wezp) where index vexp is not a positive natural number, or if it is greater
than the length of texp. The value of an expression is undefined whenever a subexpression yields . We
define the value of an instant expression iexp in the trace &, refusal M, and an environment 7, denoted
by Z[iezp](8, MR, 7), yielding a value in TIMEU {1}, the value of a channel expression cezp in the trace 8,
refusal fR, and an environment -y, denoted by C[cezp](6,R, ), yielding a value in CHAN U{t}, the value
of a value expression wvezp in the trace ¢, refusal M, and an environment +, denoted by V[uvexzp](8, R, ¥),
yielding a value in VAL U {t}, the value of a record expression rezp in the trace #, refusal R, and
an environment 7, denoted by R[rezp](8,R,¥), yielding a value in (CHAN x VALY U {4}, the value
of a trace expression fexp for trace 0, refusal R, and an environment 7y, denoted by T [tezp](9,R,7),
yielding a value in TRACE U {1}, the value of an interval expression inzp for trace @, refusal R, and
an environment +, denoted by TA [inzp](6,R, v), yielding a value in P(TIME) U {t}, and the value of
a refusal expression rfrp for trace #, refusal fR, and an environment +, denoted by RF[rfrpl(8, R, ),
yielding a value in REF U {1},
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o I[r}O0,R,v) =T
» I[tJ(6, R 7) = (1)

_ | t it R[rezp](8,R,7) = 1
o I{ts(rezp}}(6, %, 7) = { 7 iff there exist ¢ and p such that R[rezp](6,R,v) = (r,¢, )

o I[iexp, + tezp,](0,R,v) = I[iexp J(8,R,7) + I[iezp,](9, ], 7)
o ClcJ(0, 9, 7) = ¢

_ [t it R[rezp](6,3],7) = ¢
© Cleh(rezp)] (0, R, 7) = { ¢ iff there exist 7 and p such that R[rexp](8,R,¥) = (1,¢, 1)

o V[ul(8,R,7) = n

o V[](6,R,7) = 7(v)

il R[rezp](6,],7) =
* VIvel(resp)](6, R, 7) = { jt iff there exist 7 and ¢ such that Rrexp](8,R,y) = (7, ¢, )

iff 7tezp(6,R,4) = 1
o V[len(tezp)](8,R,v) = { len(T [tezp](8,R, ) otheit'[wisg !

o R[(cezp, vezp)]{(4,R,v) =
{ 1 iff Cleezp](8,R,7) = 1 or V[vezp}(0,R,7) = ¢
(Cleexp](0,R,7), V[vexp](8,R, 7)) otherwise

* Ritezp(rexp)l(8, R, vy} =
(r,¢, 1) iff there exist §; and @2 such that lfen(0y) = V[vexp](8,R,v) ~ 1
and T [tezp](0,R, v) = 1" (1, ¢, 1) b2
¥ otherwise

o T[s](0,,7) = 7(s)
» T[A)(6, %, v) =0
o T[ONE, %, 7) = ()

B iff R[rexp](6,R,7)
o T[{rezp)](4,],v) = { {(c, 1) 1ﬁ'7’&1‘§$ﬂ59 R,7)

o Tltezp,texp,](0,R,7) =

.f
(e, 1)

iff Ttexp,](8,R,7) = 1 or T[tezp,](6,R, %) = ¢
Tltexp 18, R, V)T [texp (8, R, v) otherwise

t iff Ttexp](0,R,y) =1
T [tezp](0] cset, R, v)Tesel otherwise

o Tltezptcset](0,M,y) =
o IN[[iezpy, iexpy)](0,R, ) = [Z[iezp,](0, R, 7), L [iexp,](6, R, 7))
o TN {iexp}](8,R,~) = {T[iexp](8, R, ~)}

. 'Rfﬂ:N]}(H,m,‘y) = T(N)

o RF[R|(6,R,7) =

o RE[O)6,R,7) = O
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o RF[cset x inzp](0,R,v) = cset x IN[inzp](8,R,7)
o RF[rfzp, U rfep,J(0,],v) = RF[rfep 10, R, 7} U RF[rfzp,](0,R, )
o RF[rfeplcsetl(6,R,v) = RF[rfep](6,R1 cset,v) ] csel

Definition 22 (Variant of an environment) The varianl of an environment % with respect to a
logical variable u (either in VAR, VVAR, TVAR, or RVAR) and a v (resp. in TIME, VAL, TRACE,
or REFY, denoted (¥ : v v), is given by

U if w=u
SIS RS SO
&

We inductively define when an assertion ¢ holds for trace 8, refusal , and an environment -+, denoted
by (8,9, %) E ¢. To avoid the complexity of a three-valued logic, an equality predicate is interpreted
strictly with respect to t, that is, it is false if it contains some expression that has an undefined value.

o (8,R,7) E vexp, = vexp, ifl
VloeanJ(0,3,3) = Vivespl(0,%,7) and Vverp,(0,%,7) # 1
* (0,R,7) | ceap, = cexp, iff
Clcezp,J(6,R, v) = Clcexp,](8, R, 7) and Clecezp,](0, R, v} #
o (0,%R, %) | texp, = texp, iff
Ttexp ](6,R, %) = T[tezp,](0,R,v) and T [tezp,](6,R,7) # 1
e (0,R,7) = ¢1 A ¢ iff (,R,7) |E é1 and (0,R,%) & &2
o (8,,7) [ ~¢ iff not (6,%,7) = ¢
¢ (8,M,7) | Jv- ¢ iff there exists a value y such that (6, R,(y:v— pu))E ¢
o (8,R,7) |= Js- ¢ iff there exists a tracc 8 such that (8,R, (v : 5 — 0)) E ¢
e (8,R,7) E 3N - ¢ iff there exists a refusal R such that (6,9, (y: N — R) E ¢
Example 2 (Satisfaction) In Example 1 we came across assertion
Vi, v-(1,in,v) € h — refuse {in, out} upto K¢
which is an abbreviation of
Vi,v-(t,in,v) € h ~ {in,out} x[t,t + Kc)C R

This assertion holds for the triple (#,R,+) if, and only if, for any instant r and value g we have, for
environment ¥ = (¥ : £ — 7, v — u) which gives logical variables { and v the value of r and u respectively,

GRVER mv)Eh — {in,out} x[t,t+ Kc)CR

Since h and R obtain their value from # and TR, respectively, this implication holds for those traces #
and refusals R such that if # contains a record (7, in, ) then | contains {in, out} x [r,7 + K¢g). A

Definition 23 (Validity of an assertion) An assertion is valid, notation |= ¢, iff for all 8, R, and 1,
(0,]R,7) E ¢. o

As mentioned before, we use a correctness formula P sat ¢ to express that process P satisfies prop-
erty ¢. Informally, since we abstract from the internal states of the processes and focus on communication,
such a correctness formula expresses that any observation of P satisfies ¢.

Definition 24 (Validity of a correctness formula) For process P and assertion ¢ correctness for-
mula P sat ¢ is valid, notation = P sat ¢, iff for all 4, and all (#,R) € O[P], (4,R,7) E ¢. <
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5 Incorporating Failure Hypotheses

Based on a particular failure hypothesis, the set of observations that characterize a process is expanded.
To keep such an expansion manageable, failure hypothesis v of process P is formalized as a predicate
whose only free variables are h, hoq, R, and R4, representing a relation between the normal and
acceptable behaviours of P. The interpretation is such that (14, Ro14) represents a normal observation
of process P, whereas (h, R) is an acceptable observation of P with respect to x. Such relations enable us
to abstract from the precise nature of a fault and to focus on the abnortnal behaviour it causes. Notice
that the faults that affect a process do not influence the enabledness of its environment to communicate.
If, for instance, due to a failure process €' is sooner than usual willing to receive new input, then still
this input will not occur before the environment is able to provide it.

We extend the assertion language with the trace expression term h,;y and refusal expression term
R,1q. Sentences of the extended language are called iransformation ezpressions, with typical representa-
tive ¥. To indicate that transformation expression 1 has free variables hgpy, b, Ro1e and R we also write
¥(hoid, b, Rota, R). Then, ¥(lezp,, texp,y, rfepy, rfrp,) denotes the expression which is obtained from
by substituting tezp, for ko, lexp, for b, rfzp, for R,ie, and rfzp, for B. A transformation expression
is interpreted with respect to a quintet (6o, 8,9, R, v). Trace 0y gives hyiq its value, refusal My does
so for R,y4, and, in conformity with the foregoing, trace # and refusal 2R give h and R their value, and
environment « interprets the logical variables of IVAR U VVAR U T'VAR U #VAR. The meaning of
assertions, as defined on page 16, can easily be adapted for transformation expressions; the only new
clauses are

. TlIhOi'd]](EO) 0:%,m,7) =1y
. Rj:l[Rofd]l(HU: 8,0, R, '}’) =N

The channels occurring in a transformation expression are defined as in Definition 21 with extra clauses

o chan(hoq) = CHAN

L] Ch(lﬂ(Rojd) = C.I]AN
Since the terms hyyg and Roig do not occur in assertions, the following lemma is trivial.

Lemma 1 {Correspondence) For assertion ¢ it is for all #5 and Ry the case that (8p, 8,90, R, 7) = ¢
i (8,7, 7) | 6. o

Definition 25 (Failure hypothesis) A failure hypothesis y is a transformation expression which, to
guarantee that the normal behaviour is part of the acceptable behaviour, represents a reflexive relation
on the normal behaviour. Formally, we require that | x(heia, hotg, Rota, Roia). Furthermore, a failure
hypothesis of failure prone process F'P does not impose restriclions on communications along channels
not in chan(FP), that is, E x — x(hoalchan{FP), hlchan(FP), Rowal chan(FP), R chan(FP)) O

Care has to be taken that a failure hypothesis upholds the principle that communications cannot occur
while being refused. Also, a failure hypothesis may not allow communications via one and the same
channel to succeed one another arbitrarily fast or even coincide.

Example 3 {Corruption) Consider process C as already defined in Example 1. Assuming that cor-
ruption does not influence the real-time behaviour of C, we formalize corruption by asserting that
h1{in, out} and hoiq1{in, out} are equally long, if the ith element of h,i41{in, out} records an in com-
munication then it is equal to the ith element of h{{in, out}, if the ith element of h 4 7{in, out} records
an oul communication then so does the ith element of 2 {in, cut} and with equal timestamp. In the
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latter case the communicated value recorded in h is not specified allowing it to be any element of VAL.

Cor = len(hT{in, out}) = len(houl{in, out})

Vi -1 <i<len(hT{in,out}) -~ ch(h1{in, out}(i)) = ch(h,aT{in, out}(i))
Vi-l1<i<len(hTin) — h1{tn}(i) = hoal{in}(?)

Vi-l<i<len(hlout) — ts(h1{owt})(?)) = ts(hoaT{out}())

fl = R

> > > >

&

For a failure hypothesis x we introduce, similar to {20], the construct Ply to indicate execution
of process P under the assumption of y. This construct enables us to specify failure prone processes,
with typical representative FP. Using P to denote a process expressed in the programming language of
Section 2, we define the syntax of our extended programming language in Table 3.

Table 3: Extended Syntax of the Programming Language
lFailurc Prone Process FP = P | FP||FPs | FP\csel | FPle

From Definition 25 we obtain that chan(x) C chan(FP). Hence, chan(FPlx) = chan(FP) U chan(y) =
chan(FP). As before, define chan(FP, || FP3) = chan(FP1) U chan(FPs), and chan(FP\cset) =
chan(FP) — cset.

The timed observations of a failure prone process FP are inductively defined as follows:

¢ FP; and FP4 synchronize on communications on the channels in chau(FPl)ﬂchan(FPg). Hence, if
6 is a trace of FP||FPy then 071 chan(#P;) and 81 chan(FP3) are the corresponding traces of FP;
and FPj, respectively. As we already saw in Section 3, a communication is refused by FP}|FP;
if, and only if, it is refused by FP; or FP,.
O[FP,||FPa] =
{ (6,7) | there exist (61,R,) € O[FP;] and (#2,R2) € O[FP:] such that
Btchan(FP;)=0;, for i=1,2, 01 chan(FP||FPy) =@, and R=N; UR, }

e The observations of FP\ csel are, as before, characterized by the fact that cse! communications
are continuously refused, except on single instants.
O[FP\ cset] = { (B\ csel, R\ eset) | (8,R) € O[FP] A ASAP(R, cset) }
¢ The observations of failure prone process FPly are those observations that are related, according
to x, to the observations of FP.
O[FPlx] = { (6,R) | there exists a (6o, Rq) € O[FP] such that, for all 7,
(05,8,%0,R,7) E x, 0] chan(FP) =6, and RIchan(FP) =R }

From this definition of the semantics:

Rule 5.1 (Invariance 1}
cset N chan(FP) =0
FP sat hlcset = {)

Rule 5.2 (Invariance 2)
cset N chan(FPY =0

FP sat Rlcset = ©@

Definition 26 {Composite transformation expression) For transformation expressions ¥¥; and s,
the composite transformation expression ¥ 11 is defined as follows

Yulpe = s, N - ¥i(hora, s, Rota, N} A tha(s, h, N, R)

where s and &N must be fresh. <o
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Since the interpretation of assertions has not changed, the validity of correctness formula FP sat ¢ is
defined as in Definition 24, with P replaced by FP.
The following lemma is easy to prove by structural induction.

Lemma 2 (Substitution) Consider transformation expression ¥(hou4, b, Rota, R)-

a) (60,0,%R0,R,7) |= ¥(lexp, h, Rog, R) il (T [tezp](fo,8, R0, R, 7),0, R0, R, 7) E ¢

b) (6o,6,R0,R,7) = ¥(howa, tezp, Roiq, ) il (o, Ttezp](6o,8,Ro, R, 7), R0, R, 7) E ¥

c) (00.6,%R0,R,7) F ¥{howa, b, nfrp, R) IfT (00,0, R[7fzpl(60,0,%0,7,7),R,7) E &

d) (00,0,%R0,R,7) E ¥(hota, h, Rowa, rfrp) T (0g,0,Ro, R[rfzpl(fo,8, R, R, 7),7) E ¢ e}

6 A Compositional Network Proof Theory

In this section we give a compositional network proof system for the correctness formulae. Since we focus
on the relation between fault tolerance and concurrency, we have abstracted from the internal states of
the processes and do not give rules for atomic statements, nor sequential composition.

The proof system contains the following two general rules.

Rule 6.1 (Consequence)
FP sat ¢, ¢1 — &

FP sat ¢2

Rule 6.2 (Conjunction)
FP sat ¢, , FP sat ¢-

FP sat ¢J1 A QSQ

If i is a timed history of process F/P1||FP; then we know that h restricted to chan(FP,) is the timed
trace of communications performed by process FP;. Similarly, the restriction of A to chan{FP3) is the
trace of communications performed by process FP;. We also know that a communication is refused
by FP[}FP, if, and only if, it is refused by FP; or FPs. The following inference rule for parallel
composition reflects this knowledge.

Rule 6.3 (Parallel composition)

FPl sat ¢1(h,R) y FP2 sat (ﬁg(h,R)
FPlliFPQ sat E|N1,N2' R:N}UNQ
A p1(hTchan(FPy), N1)
A pa(hl chan(FP2), Na)

Observations of FP\ csel are characterized by the fact that cse? communications occur as soon as
possible. Then, the effect of hiding a set cset of channels is simply that records of communications via
channels of that set disappear from the process’s history as do records of refused attempts from the
process’s refusal set. Thus, FP\ cset satisfies an assertion ¢ if FP satisfies ASAP(R, cset) — ¢, unless
a reference to h or R in ¢ includes one or more channels from cset.

Rule 6.4 (Hiding)
PP sat ASAP(R, csel) — ¢(h\ cset, R\ csel)

FP\ cset sat ¢(h, R)

Lemma 3 (Hiding) With respect to hiding the following equalities are useful:
a) (FPi\csel) || FPg = (FPy||FPa)\csel il chan(FP3)Ncsel = O
b) (FP\ csety)\csely = FP\(cset; U csels) e}
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Finally, for the introduction of a failure hypothesis we have

Rule 6.5 (Failure hypothesis introduction)

FP sat ¢
FPly sat ¢lx

Observe that, since ¢ is an assertion, h,y and R,y do not appear in ¢, and hence also the composite
expression ¢y 1s an assertion.

7 Example : Triple Modular Redundancy

Consider the triple modular redundant system of Figure 1. It consists of three identical components Cj,
j = 1,2,3, as already discussed in Example 1, an input triplicating component /», and a component
Voter that determines the ultimate output. The intuition of the iriple modular redundancy paradigm is
that 3 identical components operate on the same input and send their cutput to a voter which outputs
the result of a majority vote. We assume that a component needs K¢ time units to apply a function
f to an input value. Further, we assume that a component may transiently fail to provide output. To
guarantee that a failed component does not arbitrarily fast accept fresh input, and hence confuse Voler,
usually a synchronization channel sync 1s added. In this section we give the main steps of the proof that
such failure of at most one component per round can be tolerated.

n out

. B /

Figure 1: Triple modular redundant system

Definition 27 (Abbreviations) Throughout this section we use the following abbreviations:

{) if tezp = {) or ts(first(tezp)) >t
o until(fezp,t) = < fezxp, if tezp = fexp,texp, such that s(last(Zexp,)) < ¥ and

ts(first(lezpy)) > 1
to denote trace texp’s prefix up to and including ¢.

{ if texp = () or ts(last{tezp)) < ¢

o from{tezp,t) = { texp, if tezp = texp “texp, such that 1s(last{texp,)) < i and
1s(first(tezpy)) > ¢
to denote trace lezp’s suflix starting at . <
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In accepts a value from the environment via channel in and distributes that value via channels inj,
ing and ing after K, time units. When all three of them have occurred /n tries to communicate via
sync. ¢ time units after this communication has been taken, it enables in again.

In osat Vi j.-1<i<lea(hTin;) — val(hTin;(i)) = val(h]in(2))
Ak ={) — enable in and refuse Ui_, {in;} upto co
AVE v {(§,in,v)Eh —

refuse chan(in) upto Ky,
/\f-'=1 after Ky, : Vi, - in; refused precisely upto t;
— enable in; for {;
AVt v (/\?:](L', ing,v) € h) —
refuse chan(fn) upto ¢
A after ¢ : ¥ - sync refused preciscly upto #;
— enable sync for {;
AVE v (t, syne,v) €h —
refuse chan(/n) upto ¢
A after ¢ : Vi, - in refused precisely upto t;
— enable in for ¢

Voler awaits a communication via any of the channels out,, ouis and outf3. Upon occurrence of
such a communication it starts a timer and awaits the remaining communications. If those remaining
communications do not occur within A time units the timer expires, and R v time units thereafter
the tentative vote is communicated to the environment via out. Thus, timing 1s essential as it ends the
waiting for a value that got lost. £ time units after an output occurs, Veter tries to synchronize via sync.
When this communication is taken, it enables channels outy, outs and outs again.

Voter sat h = (} — enable {iny,iny,inz} upto
AVE I mtv-k#ZIAREmAlEm —
(2, outp,v) € h A (t,out,v) € h) —
Vi, - oul,, refused precisely upto i,
—  refuse out upto min(ty, A) + Kypter
A after min(ty, A) + Kvprer
¥i; - out refused precisely upto ¢,
—  enable out for i»
AVuy-(tg,out,n)ER — vy = v
AVt v {t out,v) €Eh —
refuse chan(Voler) uptoe
A after ¢ : Vi - sync refused precisely upto ¢,
— enable sync and refuse chan{ Voter) — {sync} for t;
AVt v (i, syne,v) €L —
refuse chan(Voter) upto ¢
/\?:1 after £ : Vi1 - in; refused precisely upto {;
— enable in; for 1,

Since €1, Cq, and C3 do not share a single channel, we easily obtain, by (Parallel composition) and
(Consequence), that
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C1|[Cl|Cs sat Vi, j-1 <i<len(hfout;) — wval(hlout;(i)) = f(val(hlin;(i)))
A h= () — enable U?:l {inj} upto oo
AV (NS (8 dng,v) € R)
- refuse U}_, {out;} upto K¢
A after Ko :
Vi - U?=1{outj} refused precisely upto {;
—  enable U?=1 {out;} for ¢,
AU2_ {out;} enabled at 1,
— afterf; +¢:
Ytz - U_ {in;} refused precisely upto t;
— enable U?_, {in;} for t,

Under the assumption that faults do not change the rate at which a component. accepts input, we
formalize the hypothesis that per round at most one of the components ', a2, and C; fails in the way
described above as follows:

LossS! = hi{ing, ing, ina} = hoat{iny,ing, ing}
AVIE-1 < i< [len(hoql{outy, ouls, outs})/3] — Tk £ 1. hogloutp(i) €h
A hoigTouti(i) € h
A R‘[{inl, g, 1'113} = RaldT{inln o, i?l3]
A RT{outy, outs, outs}
= Roial{out,, outs, outz}
U?:l{ {outj} x [t1,12) |, v-  (t, outj,v) € hoig A (t,0utj,v) € h
Aty = ts(last(until(hin;, t)))
Aty = ts(first(from(h1ing, t))) }

Observe that in this case the loss of a value boils down to refusing the communication involved until
new input is accepted.

Failure hypothesis LossS! expresses that per round only one output fails to occur, and, furthermore,
that despite such a failure fresh input will be accepted as usual. Observe that it suffices to know that
the environment did allow all cutput to conclude that a particular output does not occur due to a failure
rather than the unavailability of a communication partner. Hence, by applying (Failure hypothesis
introduction) and (Consequence) we conclude that after synchronous input via the channels iny, ing,
and ing at least two of the components of failure prone process {(C1]|C3||Ca) 1 LossS' will provide output
within K¢ time units, and that if at the moment two such outputs occur the environment does not refuse
any of the eu?; communications, j = 1,2, 3, then all three components will accept fresh input ¢ time
units thereafter.
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(C1||Cz||03) Z .[A)SSSl
sat

h={) ~ enable UJ_, {in;} upto co
AV (AD (8, dny,v) € h)
—  refuse U3_ {out;} upto K¢
A after Kq .
vty - U3, {out;} refused precisely upto t;
— 3Jk#£1- enable {outy, out;} for ¢,
AVey,va - (1, outk,v]) eh A (L1, ouly, t3) € h) — v = ve = f(v)
A U}_i{out;} enabled at ¢,
— after t; +¢: Vig - UJ3-=1{inj} refused precisely upto t»
— enable U?_, {in;} for ¢,

Observe that, due to the assumptions concerning the environment’s enabledness to communicate, we
only need the specifications of components Cy, Cy, and Cs and failure hypothesis Loss<! to establish
this non-blocking property.

If the last communication of Voler relative to some instant ¢ is a synec communication, or if Veler
has not engaged in any communication up to and including time ¢, then we know that Voler does not
refuse any out;, j == 1, 2,3, at time ¢. Consequently, if an in communication occurs at time ¢ then the
before mentioned readiness of Voter does not change until an eut; communication, j = 1,2, 3, actually
takes place. Using hyyier = R Tchan(Voter), we obtain, by (Parallel composition):

((C1l|CallC3) ! Loss=' ) || Voter

sat

ASAP(R,Ui_ {out;}) —
Vio o (0 Al (ting,v) €
Aantil(fvoper, 1) = () V Tty v1 - last(until(h voeer, 1)) = (¢, syne, v1) )
A refuse ont upto K¢ + 11 + Kvoter
A after Ke + 11 + Kyper 1 Yo - oul refused precisely upto ¢,
—  enable cut for ¢

AVvy - (ta,out,v1) €L — vy =v
A after K¢ +¢: Vi - US_ {in;} refused precisely upto t;
— g¢nable U?=1 {in;} for ¢,
AVE v (t,out,v) € h —  refuse sync uptoe
A after ¢ : Vi; - sync refused precisely upto {; — enable sync for ¢,

Note that if (r,c, 1) € h and ¢ € csel then also (7,c, 1) € hfeset. Further note that if & = (} then
hieset = ().

Because In will not accept new input until a syne communication occurs, we may conclude that if at
time £ a sync communication oceurs and, for j = 1,2, 3, there either has been no ¢r; communication, or
the preceding in; communications all happened at the same time, then C; does not refuse in;, j = 1,2,3,
at time ¢. Again, this readiness does not change until an in; communication, j = 1, 2, 3, actually occurs.
By (Hiding), the specification of In, and (Parallel composition),
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In || (((GlIC2lICs) 1 Loss=h)||Voter ) \ | J{out;}

j=1
sat

ASAP(R,U3_ {in;} U {sync}) —
Yi,o.- ( (,imv)Eh
A until(h§ U?:l {in;}, )= () Vv Fty,v;- /\?:1 last(until(h¢;, 1)) = ({1, inj,v1) )
— 3 0K, <A
A refuse out upto Ky, + Ko + 8 + Kvoter
A after Ki, + Ko + ty + Kvoter : ¥12 - oul refused precisely upto ¢
—  enable out for i
AV - (tz, oul, ) €Eh — v = f(v)
AVt v-(t, out,v) €Eh —  refusc in upto 2
A after 2z : Vi - in refused precisely upto¢; — enable in for ¢,

If the first ¢n communication occurs at time ¢ then we know that until(he,c,)c,.t) = {}. Con-
sequently, C; does not refuse in; at ¢, j = 1,2,3. Since this willingness does not change until an in;
communication, j = 1,2, 3, actually occurs, the inductive structure that appears above can easily be re-
solved under the assumption that communicationson inj, j = 1,2, 3, occur as soon as possible. Formally,
by {Hiding)

3 3
(In || (CLICalICs) 1 LossS™) || Voter ) \ [ J{in;}u | J{out;} U {sync)
j=1 i=1
sat
Yiv- (tin,0) €h —
I 0<H <A
A refuse out upto K, + Ko + 11 4+ Kvoter
A after Ny, + Ko 4+ 11 + Kvoter @ Viz - out refused precisely upto iy
—  enable out for t5
AV - (tg, 0ul,v)) €h — v1 = f(v)
AVL Y- (L, out,v) € R —  refuse in upto 2¢
A after 2¢ : Vi, - in refused precisely upto t{; — enable in for 1;

8 Soundness and Relative Network Completeness

In this section we show that the proof system of Section 6 is sound, that is, we prove that, if a correctness
formula FP sat ¢ is derivable, then it is valid. Furthermore, we prove the proof system to be complete,
that is, we prove that, if a correctness formula FP sat ¢ is valid, then it is derivable.

Theorem 1 (Soundness) The proof system of Section 6 is sound.
Proof. See Appendix A.

As usual when designing a proof theory, we only prove relative completeness, assuming that we can
prove any valid formula of the underlying logic (cf. [5]). Thus, using - ¢ to denote that assertion ¢ is
derivable, we add the following axiom to our proof theory.

Axiom 1 (Relative completeness assumption) For an assertion ¢,

Fé if Fé
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As in [24] we use the preciseness preservation property to achieve relative completeness. The intuition
15 that, as long as the specifications of the individual processes are precise, so are the deduced specifi-
cations of systems composed of such processes. Informally, a specification of a failure prone process is
precise if it characterizes exactly the set of observations of the process.

Definition 28 (Precisencss) An assertion 6 is precise for failure prone process FP iff

i) | FP sat ¢.

i)  if 0t chan(FP) = 6, R chan(FP) =R, and, for some 7, (6,R,7) E ¢, then (§,R) € O[FP].

iit) ¢ — ¢(hlchan(FP), Rl chan(FP)) o

Let F P sat ¢ denote that correctness formula P sat ¢ is derivable. Note that no proof rules were
given for the sequential aspects of processes, so our notion of completeness is relative to the assump-
tion that for a process P there exists a precise assertion ¢. This leads to the definition of nefwork
completeness.

Definition 29 (Network completeness) Assume that for every process P there exists a precise as-
sertion ¢ with - P sat ¢. Then, for any failure prone process FP and assertion 5, = FP sat 5 implies
F FP sat 7. <

The following lemma asserts that preciseness is preserved.

Lemma 4 (Preciseness preservation) Assume that for any process P there exists an assertion ¢
which is precise for P and + P sat ¢. Then, for any failure prone process FP there exists an assertion
i which is precise for FP and F FP sat 7.

Proof. See Appendix B.

The following lemma asserts that any specification satisfied by a failure prone process is implied by the
precise specification of that process. Since a precise specification only refers to channels of the process,
and a valid specification might refer to other channels, we have to add a clause expressing that the
process neither communicates on those other channels nor refuses to do so.

Lemma 5 (Preciseness consequence) If ¢, is precise for FP and &= FP sat ¢ then
E(¢1 A hichan(FP)=h A Richan{(FP)=R)} — ¢

Proof. Assume that ¢ is precise for FP, and that = FP sat ¢2 (1.
Consider any 0, R, and y. Assume (¢, R,7) = ¢, Ahlchan(#FP)= h A Rfchaen(FP) = R. Then, by the
preciseness of ¢, for FP, (6,R) € O[FP]. By (1), for all 4, (8,R,%) |= ¢2. Hence, (6,R,7) | ¢2. 0O

Now we can establish relative network completeness.

Theorem 2 (Relative network completencss) The proof system of Section 6 is relatively network
complete.

Proof. Assume that for every process P there exists a precise specification ¢ with = P sat ¢. Then,
by the preciseness preservation lemma, for every failure prone process FP there exists an assertion 7

which is precise for ¥ and F FP sat 7 (1.
Assume |= FP sat £. By the definition of the semantics,

F FP sat hichan(FPY=h A Richan(FP)=R (2)-
Then, by (1), (2), the preciseness consequence lemma, the relative completeness assumption, and (Con-
sequence), - FP sat £. a
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9 Conclusions

We have defined a compositional proof theory for fault tolerant real-time distributed systems. In this
theory, the failure hypothesis of a process is formalized as a relation between the normal and acceptable
behaviour of that process. Such a relation enables one to abstract from the precise nature of a fault
and to focus on the abnormal behaviour it causes. With respect to existing SAT formalisms, only one
new rtule, viz. the failure hypothesis introduction rule, is needed. We illustrated our method by proving
correctness of a triple modular redundant system.

An obvious continuation of the research described in this report is to find a logic to express failure
hypotheses more elegantly, e.g. using the classification of failures that appears in [7].
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A Proof of the Soundness Theorem

A.1 Soundness of the consequence and conjunction rule

Trivial.

A.2 Soundness of the parallel composition rule

Assume |= FPy sat ¢,, | FP; sat ¢, (1).
Consider any . Let (6,R) € O[FP,|{FP2]. By the definition of the semantics there exist, for i = 1,2,
MR; such that (07 chan(FP;), M) € O[FP;] (2),
and 9= 0y UR, (3).

Let, for fresh Ny and Na, 7 = (7 : (N1, N2) — (R, Ry)).

By (3), (0,R,9) E R =Ny UNs, or (§,R,y) = 3N, Ny - R= NiUN2 (4).
By (1) and (2), for all ¥/, (0Tchen(FP;), R, ¥) E ¢i, i = 1,2. Then, (8]chan(FP;), R, %) E ¢i.
Observe that RF[N;](#,R,5) = Wy and that T[Alcharn(FP;)](8,'R,7) = 01 chan(FP;). Consequently,
we have (T[h1chan(FP)](0,R,5) , RF[N:J(6,R,7) , 7) E ¢i. Then, by applying substitution lemma
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b) and d), we obtain that (6, R, %) k= ¢ (AT chan(FP;))/h, Ni/R], from which we may conclude that
(0,9, 7) E IN1, No - ¢i[ (hTchan(FP;))/h, N;/R] (5).
By (4) and (5) we conclude that the parallel composition rule is sound. a

A.3 Soundness of the hiding rule

Assume that | FP sat ASAP(R, cset) — ¢(h\ cset, R\ cset) (1).
Consider any . Let (7,R) € O[FP\cset]. Then, by the definition of the semantics there exists a
(8,R) € O[FP} (2)
for which ASAP(R, cset) (3),
such that § = 0\ cset (4),
and | = R\ cset (5).

By ( ) and (1), we have that, for all ¥, (6,1, 7) b2 ASAP(R, cset) — ¢(h\ cset, R\cset) Then, by (3),

(6 R, v} E ¢(h\ csel, R\ cset). By substitution lemma b) and d}, we obtain (8\ cset, R\ cset, 1) E ¢.
Hence, by (4) and (5), (¢,M,~) E ¢, from which we conclude that the hiding rule is sound. o

A.4 Soundness of the failure hypothesis introduction rule

Assume that = FP sat ¢ (1).
Consider any v. Let (#,R) € O[FPlx]. Then, by the definition of the semantics, there exists a
(00,R0) € O[FP], such that, for all 7, (65,8, R0, R,7) = x (2).

Let, for fresh s and N, 5 = (v : (s, N) — (0o, Re)).

Since (6,M0) € O[FP], we know, by (1), that, for all v, (f0,%0,7) | ¢. Consequently, we have
(00,%0,7) E ¢. As, for all § and R, T[s1(6,%,5) = 8, and RF[N](6,R,5) = Ro, we may conclude
(T[s](8, R, %), 7’3—"|[M]} (6,7,%),%) = ¢. Hence, by applying substitution lemma b) and d), we obtain
(0,%,9), k= ¢l s/h , N/R} (3).
By (2), (80,0,™M4,R,¥) E x, that is, (T[s]{(0,R,7), 8, RF[N](6,R,7),R,7) |E x- Then, by substitution
lemma a) and ¢), (6g,8,R0, R, ¥) | x{5/hota , N/Rotg]. Since hioig and R,iq obviously do not appear in
x[s/hota , N/Roia) we may conclude that (8,R,%) | x[s/hoa , N/Rotd] (4).
By (3) and (4) we obtain that (8,R,%) E ¢[s/h, NJR] A x[s/heta , N/Roia ], from which we conclude
(0,R,v) E3s,N -¢[s/h, NJR] N x[ $/hoia , N/Roa |- Hence, the failure hypothesis introduction
rule is sound. 0O

B Proof of the Preciseness Preservation Lemma

By induction on the structure of FP. (Base Step) By assumption, the lemma holds for P. {Induction
Step) Assume the lemma holds for FP:

a) Assume b FP) sat ¢; and b FP, sat ¢, with ¢; and ¢, precise for P, and FPa, respectively.
By applying (Parallel composition), we obtain
|_FP1 ” FP2 sat 3N1,N2- R:N1UN2 (1)
A ¢1(hTchan(FPy), N1)
A ¢2(hTCha1L(FP2),N2)

We show that the above specification is precise for #Py || FPa.
i) By (1) and soundness, we obtain
t:FPIHFPE sat 3Ny, Ny - RE=NiUN,

A @1(hlchan(FP1), N1)
A ¢a(hichan(FPs), Na)
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ii)

i)

Let chan(®) C chan(FP||FP5)
and Rchan(FP||FP2) =R
Assume further that, for some v, (,R,7) E3IN;,N2- R=NUN;
TAN ¢1(}lTChan(FP1), Nl)
A ¢'2(hT ch.an(FPg), Ng)
Hence, there exist 5‘{; and 5’&; such that
(9,9{,(7:(Nl,Ng)H(ﬁl,mg)))i’—‘aNl,Nz- R=NUN,
A ¢1(hTchan(FP1), N1)
A ¢52(hT Chan(FP'z), Ng)
Then, by substitution lemma b) and d},
(01 chan(FP1), R, (v (N1, Na) = (R1,92)) = ¢1,
and since N; and Ny do not occur free in ¢y, (61 chan(FP1),R1,7) E ¢1.
By the preciseness of ¢; for £Pq,

(01 chan(FP},R1,7) | ¢1{k1 chan(FP1)/h, RT chan(FP1)/R).

By substituiion lemma b) and d), using (81 chan(FP1))T chan(FP1) = 01 chan(FP1),

(07 chan(FP1), R 1 chan(FP1),v) k= ¢1

Trivially, chan(81chan{FP1)) C chan(FP)

It is also obvious that (ﬁTChan(FPI))T chan(FP,) = R, T chan{FPy)
By (5b), (5¢), and (ba), the preciseness of ¢; for FP leads to

(01 chan(FP,),R; 1 chan(FP,),) € O[FP1]

Similarly, (81 chan(FP3), R, 1 chan(FP3),) € O[FP,]

By (2), trivially, 0 chan(FP||FPz) =0

By (4), R = 2, UR,, that is, by (3), ® = (R Tchan(FPL)) U (Ra chan(FPy))

By (5), (6), (7), and (8), (0, %) € O[FP,||FP2].
Consider any ¢, R, and + such that
(9,91,‘}’)|=3N1,N2- R:N1UN2
A ¢1(hTchan(FPy), N1)
A ¢2(hTCh(IH(FPg),N2)
which is, obviously, equivalent to
(9,9:{,7)}:3N1,N2- R:N1UN2
A Qﬁl((hTChﬂn(FPluFPQ))TCh(Hl(FPl),Nl)
A ¢2((}lTChQ?J(FP]”FP2))TE.’lﬂﬂ(F.Pz),N?)

(2),
(3).

(ba).
(5b).

{5c).

(5).
(8).
(7)-
(8)-

By the preciseness of ¢; and ¢, for FP; and FP3, we have, using N = NiTchan{FP;),i=1,2,

(9,91,7)':3N1,N‘2- R=N{UN; N
A ¢;((hTchan(FPlﬂFPg))Tchau(FPl),1"\/:1)
A ¢a((h1chan(FP,||FP2))T chan(FP3), Na)

Following the steps that were taken sub #1), we obtain, using R = R1chan(FP,||FP3),

(6,%,7) 3N, Nz R=NURN,
A $1((h1chan(FP1||FP))1 chan(FP1), Ny)
A éa((h1chan(FP1||FP2))1 chan(FPy), Na)
or, equivalently,
(0, %7 E3N,N,- R=NMUN,
A 1((h1 chan(FP1||FP2)) chan(FP1), Ny)
A ¢a((hTchan(FP1||FP2))1 chan(FP3y), N2)
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b) Assume - FP sat ¢ (1),

with ¢ precise for FP. Define a = 35, N ¢(s5,N)
N ASAP(N, cset)
A b= s\ csel
A R =N\csel

We show that - FP\ csel sat @, and, furthermore, that 3 is precise for FP\ ¢set. The following
lemma 1s trivial.

Lemma 6 E¢ — a(h\csei,R\csei,E\cset) O

By Lemima 6 and the relative completeness assumption,

Fé — $(h\cset,R\csei)

Hence, by (1) and (Consequence),

- FP sat @(h\ cset, R\ cset)

Then, by (Hiding), F FP\ cset sat ¢ (2).

1t remains to be shown that @ is precise for F'P\ cset

i) By (2) and soundness | FP\ csel sat é.

ii) Let chan(f) C chan(FP\ cset) (3),
Michan{FP\ cset) =R (4),
and assume that, fczf some 7, (8,R.v) E qg Then, there exist some 7 and % such that
(8, R,(y: (s, N) — (6,9} = é(s, N) (5).

A ASAP(N, cset)

A h = s\ csel

A R= N\ cset
Then, ASAP(R, cset) (6),
0 = G\ cset (1),
and 9t = R\ cset (8).
By (5), (8,%,7) = ¢ (9a).
By (3) and (7}, chan(g) C chan(FP\ cset), and, hence, cha1z(§) C chan(FP) {9h).
By (4) and (8), and the fact that ¢set C chan(FP), we obtain RTchan(FP) = R (9¢).
By (9b), (9¢), and (9a), and the preciseness of ¢ for FP, (8,R) € O[FP] (9).
By (9), (6}, (7), and (8), (#,R) € O[FP\ cset].

i)  Assume (8,R,y) |E &. Then, there exist # and M such that

@R (v: (s V)= ORNE 65, N) (1).
A ASAP(N, cset)
A h=s\csel
A R = N\cset
By the preciseness of & for FP,
d(s, N) — ¢(sTchan(FP), N1chan(FP)) (2).
It is obvious that ASAP(N, cset) — ASAP(N\ chan(FP), csel) (3).
Note that h = s\ csel - hTchan(FP\ecset) = (s1chan(FP))\ cset {4),
By (1), R = N\ cset, that is, RTchan(FP\ cset) = (N1 chan(FP))\ cset (5).
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By (1) - (5), (0,%,(v: (s, N) = (B,R))) = é(schan(FP), NTchan(FF))
A ASAP(NTchan(FP), cset)
A h1chan(FP\cset) = (s chan(FP))\ cset
A RTchan(FP\ cset) = (N {chan(FP))\ cset

From which we may conclude (#,9R,7) E $[thhan(FP\cset)/h, Rilchan(FP\ cset)/R].

¢} Assume b FP sat ¢ (1},
with ¢ precise for F/P. Define ;5 = ¢ly, that is

¢ = 3As,N-o[s/h, NJR} A x[s/hota , N/Rota ]

Then, by (1) and (Failure hypothesis introduction), - FPlyx sat ¢ (2).
We show that q? is precise for FPlyx.

i)

i)

By (2) and soundness, we have = FPly sat .

Let chan(f) C chan(FPlx) (3),
Richaen(FPlx)=M {(4),
and assume that, for some 7, (0,R,v) E ;5 Consequently, there exist some g and A such that
(0,9, (7 : (5, N) = (0,%))) = 6] s/h, N/R]A X[ 8/hota, N/ Rota ] (5).

Then, by substitution lemma b) and d), (5, R,(v:(s,N) — (a,i?{))) E ¢, and thus, since s
aEd N do not oceur free in ¢, (§,R,v) | ¢. Since ¢ is precise for FP, we may conclude that
(8,R,7) E ¢[(h}chan(FP))/h,(R]chan(FP))/R). Hence, by substitution lemma b) and d),

(91 chan(FP), R chan(FP),7) E ¢ (6).
Trivially, chan(aT chan(FP)) C chan{FP) (n.
It is also obvious that (Eﬁ‘[chan(FP))Tchan(FP) A1 chan(FP) (8).
By results (1), (8) (3), (4), (8), and the fact that ¢ is precise for F'P, we may conclude that
(HT chan( FP), R1chan(FP),) € O[FP] (9).

By (5) and the correspondence lemma, for all fy and g

(00,8,R0, R, (v (s N) — (@,fﬁ))) = x[ s/ha;d,N/Rogd ]. By substitution lemma a) and
¢) we obtain (8,4, ‘R,ER (v : (5,N) = (8,]))) E x, and thus, since s and N do not oc-
cur free in y, (0 o,m M,v) E x. Since x is a failure hypothesis, we may conclude that
(6 8,R,M,v) E x[(ho;dTchau(FP))/hom,(Ro;chhmr(]’P))/Ro;d] By substitution lemma a)
and ¢) (91 chan{FP),0, Richan(FP),R,7) = x (10).
By (9), (10), (7), and (8), (8,M) € O[FPIx].

Follows from the fact that, since ¢ is precise for FP,

¢ — ¢[(h]chan(FP)}/h,(R]chan(FP))/R], the fact that, since x 1s a failure hypothesis,

x — x[(h1chan(FP))/h,(R}chan(FP))/R], and the fact that chan{FFPlx) = chan(FP).
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