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Summary

Secure multiparty computation is a basic concept of growing interest in modern cryp-
tography. It allows a set of mutually distrusting parties to perform a computation on their
private information in such a way that as little as possible is revealed about each private
input. The early results of multiparty computation have only theoretical significance since
they are not able to solve computationally complex functions in a reasonable amount of
time. Nowadays, efficiency of secure multiparty computation is an important topic of
cryptographic research.

As a case study we apply multiparty computation to solve the problem of secure lin-
ear programming. The results enable, for example in the context of the EU-FP7 project
SecureSCM, collaborative supply chain management. Collaborative supply chain manage-
ment is about the optimization of the supply and demand configuration of a supply chain.
In order to optimize the total benefit of the entire chain, parties should collaborate by
pooling their sensitive data.

With the focus on efficiency we design protocols that securely solve any linear program
using the simplex algorithm. The simplex algorithm is well studied and there are many
variants of the simplex algorithm providing a simple and efficient solution to solving linear
programs in practice. However, the cryptographic layer on top of any variant of the
simplex algorithm imposes restrictions and new complexity measures. For example, hiding
the number of iterations of the simplex algorithm has the consequence that the secure
implementations have a worst case number of iterations. Then, since the simplex algorithm
has exponentially many iterations in the worst case, the secure implementations have
exponentially many iterations in all cases.

To give a basis for understanding the restrictions, we review the basic theory behind the
simplex algorithm and we provide a set of cryptographic building blocks used to implement
secure protocols evaluating basic variants of the simplex algorithm. We show how to
balance between privacy and efficiency; some protocols reveal data about the internal
state of the simplex algorithm, such as the number of iterations, in order to improve the
expected running times.

For the sake of simplicity and efficiency, the protocols are based on Shamir’s secret
sharing scheme. We combine and use the results from the literature on secure random
number generation, secure circuit evaluation, secure comparison, and secret indexing to
construct efficient building blocks for secure simplex.

The solutions for secure linear programming in this thesis can be split into two categories.
On the one hand, some protocols evaluate the classical variants of the simplex algorithm
in which numbers are truncated, while the other protocols evaluate the variants of the
simplex algorithms in which truncation is avoided. On the other hand, the protocols can
be separated by the size of the tableaus. Theoretically there is no clear winner that has
both the best security properties and the best performance.



The rounding errors due to truncations may cause the simplex algorithm to become
unstable leading to incorrect results. To securely determine correctness of the output of
the protocols we show how to extract a certificate from the output and how to securely
prove correctness of the result given this certificate. The protocols for extracting and
verifying the certificates are, compared to protocols evaluating the simplex algorithm,
very efficient.

We extend and generalize the ideas of using certificates to build efficient universally
verifiable protocols, i.e., protocols allowing anyone to check correctness of the output
without revealing the private results. Examples of universally verifiable protocols are,
typically, relatively expensive protocols in which every transmitted message is accompanied
by a noninteractive zero-knowledge proof. If the protocol evaluates a function of which a
certificate of correctness can be efficiently extracted, then the protocol will be universally
verifiable if the validation of the certificate is universally verifiable.

In addition to the case study on secure linear programming we discuss proofs of re-
stricted shuffles. The scenario is as follows: given a list of encrypted data, some party
permutes the list in such a way that nobody learns the permutation applied to the list.
Then, the party proves in zero-knowledge that the resulting list consists of encryptions
of the same list where the entries are permuted. The party proves in addition that the
applied permutation satisfies some restrictions. We apply a result from the literature that
provides zero-knowledge protocols for any permutation group represented as an automor-
phism group of some graph. In order to instantiate the protocols we provide hypergraphs
of which the automorphism group is represented by either a rotation, an affine transfor-
mation, or a Mobius transformation.



Contents

Summary

Contents

1 Introduction

2 Cryptographic Primitives

2.1

2.2

2.3

Basic Primitives . . . . . . . ..o Lo
2.1.1 Indistinguishability . . . . . . . . ... ... o
2.1.2  Secret Sharing . . . . . . . ..
2.1.3 Commitment Schemes . . . . . .. .. .. ... .. L.
Zero-Knowledge Proofs . . . . . . . . ... o
2.2.1 X-protocols . . . . . ... e
2.2.2 Noninteractive zero-knowledge proofs . . . . . ... ... ... ...
Multiparty Computation Model . . . . . . . . .. .. ...
2.3.1 Real Model . . . .. . . . . .
2.3.2 Ideal Model . . . . . . . . . e
2.3.3 Hybrid Model . . . . . . .. ..
2.3.4  Multiparty Computation from Shamir Secret Sharing . . . ... ..

3 Linear Optimization

3.1

3.2

3.3

Linear Programming . . . . . . . . . . . . . e
3.1.1 Simplex Algorithm . . . . . . .. .. ... .. o
3.1.2 Imterior Point Methods . . . . . . . . ... ... ... .........
3.1.3 Imitial Feasible Solution . . . . ... ... ... ... .........
3.1.4 Verification of the Result . . . . .. ... ... ... .........
Implementations of the Simplex Iterations . . . . . . . . ... ... .....
3.2.1 Large Tableau Simplex . . . . . . . ... ... ... ... ... ...
3.2.2 Small Tableau Simplex . . . . . . . .. .. .. .. ... ... .....
3.2.3 Revised Simplex . . . . . ...
Implementations of the Simplex Initializations . . . . . . .. ... ... ...
3.3.1 Standard two-phase Simplex . . . . . ... ... ... ... ... ..
3.3.2 Two-Phase Simplex with One Artificial Variable . . . . .. ... ..
3.3.3 Big-M Method . . ... ... ..

vii

vii

10
10
13
13
14
18
20
20
21
22
23



viii Contents
4 Building Blocks for Secure Linear Programming 75
4.1 Statistical Security . . . . . . ..o 76
4.2 Efficient Primitives for Shamir Secret Sharing . . . . . . . .. ... ... .. 78
4.2.1 Encoding Signed Integers as Prime Field Elements . . . . . .. . .. 78

4.2.2 Noninteractive Random Number Generation . . .. ... ... ... 79

4.2.3 Efficient Arithmetic for Shamir Secret Sharing . . . ... ... ... 83

4.3 Arithmetic Circuits for Prefix and k-ary Operations . . . ... .. ... .. 86
4.3.1 Multiplication . . . . . .. ... Lo 88

4.3.2 Prefix-Or . . . . .. 90

4.3.3 Bitwise Comparison . . . . . .. ... 90

4.3.4 Bitwise Addition . . . . ... ..o L 93

4.3.5 Bit Decomposition . . . . . .. ... o oo 95

4.4 Integer Comparison . . . . . . . . .. .. L L o 96
4.4.1 Equality Tests . . . . .. .. .. o 96

4.4.2 Less Than Zero Tests . . . . . . . . . .. .. ... ... 98

4.5 Fixed Point Arithmetic . . . . . . .. ... .. ... .. ... ... . ... . 99
4.5.1 Truncation . . . . . . .. ... e 101

4.5.2 Division . . . . . . .. e 101

4.6 Secret Indexing . . . . . . ..o 104

5 Secure Linear Programming 107
5.1 Secure Simplex Iterations . . . . ... .. ... ... ... .. ... . ..., 108
5.1.1 Large Tableau Simplex . . . . . . . .. .. ... ... ... ...... 108

5.1.2  Small Tableau Simplex . . . . . . . .. ... ... ... .. 115

5.1.3 Revised Simplex . . . . . . ... 118

5.2 Secure Simplex Initialization . . . . . . . .. ... 0oL 121
5.2.1 Standard two-phase Simplex . . . .. .. .. ... .. ... ..... 121

5.2.2 Two-Phase Simplex with One Artificial Variable . . ... ... ... 127

5.2.3 Big-M Method . . . . ... .. 134

5.3 Secure Simplex Verification . . . .. ... ... ... ... .. ... ... . 135
5.3.1 Verification of Optimality . . . . . .. .. ... ... ... .. .... 136

5.3.2  Verification of Infeasibility . . . . . . ... ... ... ... 137

5.3.3 Verification of Unboundedness . . . . .. ... ... ... ...... 140

5.4 Performance Comparison . . . . . . . . .. ... 141

6 Universal Verifiability 145
6.1 Universally Verifiable Secure Computation . . . . . . .. ... ... .. ... 145
6.1.1 Multiparty X-protocols . . . . . . . .. ... o 147

6.1.2 Non-interactive Multiparty Y-proofs . . . . . .. .. ... ... ... 149

6.2 Efficient Universally Verifiable Computation from Certificate Validation . . 151

7 Restricted Shuffling 155
7.1 Proofs of Restricted Shuffles . . . . . . . ... ... ... L. 155
7.2 Rotation and Rescaling . . . . .. .. .. ... ... . 157
7.3 Affine Transformations . . . . . . . . . . . .. ... .. ... ... ... ... 158
7.4 Mobius Transforms . . . . . . . .. oL oo 160
7.5 Other Permutation groups . . . . . . . . ... .. oo 162



Contents ix
8 Conclusions 163
Bibliography 165
A Secure Simplex Protocols 173
A1 Simplex Tteration . . . . . . . . ... 173
A.1.1 Large Tableau Simplex . . . . . . . ... ... .. .. .. 174

A.1.2 Small Tableau Simplex . . . . . . ... ... ... ... ........ 176

A.1.3 Revised Simplex . . . . . .. Lo 177

A.2 Simplex Initialization . . . . . . . . . . . ... 179
A.2.1 Standard two-phase Simplex . . . . . . ... ... ... ... 180

A.2.2 Two-Phase Simplex with One Artificial Variable . . . . .. ... .. 186

A.2.3 Big-M Method . . . .. ... ... ... 195

A.2.4 Output Solution . . . . . . .. ... ... 197

A.2.5 Alternative Iterations . . . . ... ... ... ... .. ... ... .. 198

A.3 Simplex Verification . . . . . . . . ... 201
A.3.1 Large Tableau Simplex . . . . . . . ... ... ... ... .. ..... 201

A.3.2 Small Tableau Simplex . . . . . . . ... ... ... ... ... .. 203

A.3.3 Revised Simplex . . . . . . . ... 205

Index 209
List of symbols 211
List of Protocols 213
Acknowledgements 217
Curriculum Vitae 219



Contents




CHAPTER 1

Introduction

Secure multiparty computation is a basic concept of growing interest in modern cryp-
tography. It allows a set of mutually distrusting parties to perform a computation on
their private information in such a way that as little as possible is revealed about each
private input. Such interactive computations are typically described by protocols which
are step-by-step descriptions of each action to be performed by each party. An adversary
controlling some of the parties is neither able to prevent the correct result to be computed
nor to gain additional information, even by making parties deviate from the protocol. In
the 1980s it was proven that secure multiparty computation is feasible for any computable
function [Yao82, Yao86, GMW87, BGW&S|.

Secure multiparty computation involves many different aspects. This makes defining
security and designing protocols complicated. For example, a protocol can be designed to
be secure against adversaries of some special type. The parties controlled by an adversary
are usually called corrupt parties. An adversary is passive or semi-honest if the corrupt
parties follow the protocol specification, but try to learn as much as possible from the
data collected. An active adversary makes the corrupt parties to behave arbitrarily. In
addition to those two properties, an adversary is static if the set of parties it is going to
corrupt is decided at the start of the protocol and is fixed during the protocol execution.
The adversary is adaptive if the parties are corrupted during protocol execution.

There are many ways of formally defining security of protocols [MR91, Bea91, Gol02].
Commonly, security against some adversary means that all information gained by the
adversary can be simulated efficiently using only information that the adversary is allowed
to know. Simulation usually means that an adversary communicates with some simulator
that computes messages on behalf of the parties that are not corrupt. In other words, the
protocol is said to be secure if the messages computed by the simulator are such that the
adversary cannot distinguish them from messages it would have received from the parties
that are not corrupt during protocol execution.

The definitions of security also depend on the environment in which a protocol is exe-
cuted. A protocol can be secure in the stand-alone setting, where composition and inter-
action with other protocols is not considered. More general environments are considered
in [Can00]. Ultimately, the environment allows any type of composition [Can01, PW01],
which is also known as universal composability.

Another important aspect of secure multiparty computation is the model of communi-
cation, that describes how messages are transmitted among parties and what an adversary
is allowed to observe. For example, in the cryptographic setting [Gol02] the parties com-
municate via a broadcast channel, where the adversary sees all communicated messages.
Typically, security in this setting is based on a complexity assumption restricting the
computing power of the adversary to be polynomial time. Examples of protocols in the



cryptographic setting are [FH96, JJ00, CDNO1, DN03]. On the other hand, in the informa-
tion theoretic setting, parties are connected via private channels allowing parties to send
each other messages that are not visible to the adversary, if both parties are not corrupt.
Security in this setting is unconditional, meaning that no restriction with respect to the
computing power of the adversary is assumed. Examples of protocols in the information
theoretic setting are [BGWS88, CCD8S|.

The early protocols have only theoretical significance since they are not able to solve
complex functions in a reasonable amount of time. However, conceptually they are able
to solve practical problems such as electronic voting, secure data mining and secure col-
laborative supply chain management. Nowadays, efficiency of secure multiparty compu-
tation is an important topic of cryptographic research. Next to electronic voting schemes,
in [BCD™09], a real life application of secure multiparty computation is presented, where
some 1200 Danish farmers participated in a secure multiparty computation protocol to
determine the market price of their sugarbeets. The protocol took roughly 30 minutes to
complete.

This thesis is mostly about efficient multiparty computation. As a case study, we address
the problem of secure linear programming to solve the problem of secure collaborative sup-
ply chain management by secure multiparty computation. We focus on communication
complexity, i.e., the total number of communicated bits by each party, and round com-
plexity. The latter counts the total number of interactive rounds, where in each successive
round parties are sending messages that are dependent on received messages in earlier
rounds.

In addition to efficiency, we address the issue in secure computation that the protocols
guarantee nothing if none of the parties is honest. This is unacceptable in, for example,
voting schemes and cloud computing.

In voting schemes voters send an encrypted vote to a group of talliers. The talliers
engage in a protocol to compute the election result. It is unacceptable if nothing can be
guaranteed if all talliers are corrupt. The notion of universal verifiability ensures that even
if all talliers are corrupt, correctness of the election result can be verified.

In cloud computing, a group of computationally weak parties wish to evaluate some
function on their private inputs. Instead of participating in a multiparty protocol, the
parties provide encryptions of their private inputs to computationally strong servers that
perform the computation. In this setting it is required that the validity of the computed
results can always be checked.

In this thesis, we will show how to design protocols that guarantee a correct result, even
if all parties are corrupt. This property will be called universal verifiability using the same
terminology as commonly used in voting schemes. Precisely, we show how universally
verifiability can be defined to ensure that correctness of the result of a protocol can always
be verified by anyone. We show how to achieve universal verifiable multiparty computation
from the protocols of [CDNO1].

In addition, we show how universal verifiability can be efficiently achieved if there exists
a certificate of correctness for the result of the function that can be validated at relative
low computational costs. For example, we will show that computing an optimal solution
to a linear program is a computationally expensive task, while validating whether the
solution is indeed optimal to the given linear program is a computationally cheap task.
We show that if a protocol that computes a solution to a linear program is extended by a
universally verifiable protocol that validates whether the solution is indeed optimal, then
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the whole protocol will be universally verifiable.

Secure Linear Programming

Optimization is essential in every day life, science, and industry. When traveling, for
example, one wants to know the shortest, fastest, or most scenic route. Many physical
systems converge to a state of minimal energy. Hence, optimization is required to study
those systems. In industry, companies optimize their production numbers and selling prices
for the best revenue; and construction processes are scheduled to optimize the throughput.

Optimization involves a broad collection of methods and techniques to solve all sorts of
optimization problems. An optimization problem contains a function called the objective.
The goal of optimization is to assign values to the variables such that the objective is
optimized. These values may be constrained. In this case the optimization problem
is called a constrained optimization problem. If the objective and the constraints can
be written as linear functions we speak of linear optimization or linear programming,
abbreviated as LP.

Linear programming has been subject of extensive research since George Dantzig used
it to model the Air Force planning process during World War II in 1947. Development of
the field of linear programming was due to the observation that the model also applies to
a large number of economic, industrial and financial systems. In 1947 Dantzig proposed
the simplex algorithm, the first practical method solving linear programs [DT97].

The simplex algorithm is iterative, where the total number of iterations depends on
the choices made within each iteration. Although one can show that in the worst case it
requires exponentially many iterations, in practice the method finishes almost always in a
linear number of iterations [BT97, NW99].

Trying to solve linear programming problems as efficiently as possible, many variants of
the simplex algorithms have been proposed and many completely new iterative methods
have been developed. In 1979 Leonid Khachiyan showed that the linear programming
problem is solvable in polynomial time, but a larger theoretical and practical breakthrough
in the field came in 1984 when Narendra Karmarkar introduced a new interior point method
for solving linear programming problems.

Nowadays, the simplex methods are still competitive to the interior point methods,
where the interior point methods beat the simplex methods usually on some classes of
very large problem instances [Mur05, Mil00].

At the time Dantzig invented the simplex algorithm there was no computer to run
it. Thus, real life applications could not be solved because of their complexity. With
this argument he persuaded the Pentagon to fund the development of computers. Their
introduction has lead to a revolutionary treatment of planning processes [DT97]. The
evolution of planning processes is still going on. The availability of fast computer networks
and the desire of centralization lead to optimization problems involving many different
parties sharing their data. This leads to new type of problems when some parties need to
share data that they don’t want to share.

For example, companies are often part of a supply chain, i.e., the collection of parties
involved to provide customers with their needs. As a simple example, consider a customer
buying some good from a warehouse. This warehouse most likely bought the good from
distributors who are stocked by the manufacturers. The manufacturers may have bought
raw materials from different suppliers in order to produce the good. The warehouses,



distributors, manufacturers and the suppliers of the raw materials are all part of the
supply chain.

The process of optimizing the benefit of the supply chain is called supply chain man-
agement. It is well known that the best results are obtained by collaborative supply
chain management, i.e., a process where all parties from the supply chain collaboratively
compute the optimal configuration (stock quantities, prices, etc.) for the whole supply
chain [AR93, CS60, LPG02, LB93|. In other words, if parties collaborate in optimizing
the configuration of the supply chain, then the total benefit of the whole chain is opti-
mized. This does not mean that the resulting configuration is best to all parties. However,
when the benefit is properly shared among the parties then all parties will benefit.

In order to be able to collaboratively compute the optimal configuration of a supply
chain, the parties need to share confidential data such as stocking costs, production ca-
pacities, shipping costs, prices and current sales data. Sharing this data implies risks on,
for example, bargaining power. Indeed, if the exact costs of a supplier are public, cus-
tomers can use this knowledge to obtain better prices. A solution to this problem is a
system computing the desired optimum of the supply chain, where every party learns their
part of the result and nothing more.

Solutions using multiparty computation are, for example, [Tof09] and [LA06]. Both so-
lutions prove security using standard cryptographic techniques. Unfortunately they are
able to solve only a sub-class of linear programs. Moreover, their performance allows solv-
ing very small problem instances only. Follow-ups to these solutions are [DK09, CH10b],
focused on improving the performance.

While these solutions securely perform each step of an algorithm solving linear programs,
other solutions such as [Vai09a, Vai09b, Du01, DK11, WRW11] apply a completely different
approach: transform the given LP to a random LP securely, reveal it to all parties and
solve the transformed LP publicly. In terms of efficiency, these solutions are clear winners.
One only needs cryptographic primitives for the transformations, while the hard work
—solving the actual LP— can be done without cryptography. But in terms of security
it is unclear what can be guaranteed [BBR09]. A major issue is that the distribution of
the transformations is unclear and certainly not uniform. Therefore, these solutions fall
outside the scope of this thesis.

With the focus on secure implementations of Dantzig’s simplex algorithm, this thesis
provides

(i) an unified and rigorous description of relevant basic literature on linear programming
and

(ii) describes efficient secure protocols for secure linear programming.

The description of the protocols will be such that any model of secure multiparty compu-
tation is applicable. However for the sake of simplicity and efficiency we will instantiate
the protocols in the information theoretic setting in the presence of a passive adversary.

With respect to (i), we will describe the basic ideas behind the simplex algorithm. We
show that its efficiency depends on several implementation choices. We point out what
those choices are and what impact those will have in the corresponding secure protocols.
For example, there are three classical implementations of the simplex algorithms of which
the one known as the revised simplex is the most popular due to its efficiency. We show
that, on the contrary, the secure protocols for the revised simplex algorithm will not be
favorable.
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With respect to (ii) we review and design efficient secure protocols for basic operations
required by secure linear programming protocols. With respect to basic operations we
provide an unified overview of secure protocols for integer arithmetic and for efficient
generation of random numbers. We show how to apply these protocols to be able to per-
form secure arithmetic over truncated integers being represented by fixed point numbers.
With respect to secure linear programming we show how to design efficient secure proto-
cols from the implementations described in (i). For example, we show how to efficiently
perform linear operations in a matrix without revealing the positions that are involved.

Roadmap of this Thesis

This thesis aims to be complete. We aim at providing every detail of the described pro-
tocols to provide full understanding that enables one to easily implement the protocols.
Therefore, we will review existing tools of every protocol that is applied.

Below, we present an overview of the structure and contributions of this thesis.

Chapter 2: Preliminaries

This chapter introduces basic concepts of the cryptographic tools that are used in this
thesis; with respect to the linear programming protocols our results are based on threshold
linear secret sharing schemes.

Special attention will be paid to Y-protocols and ¥-proofs that play an important role
in Chapters 6 and 7. As a small contribution we present a proof that any Y-protocol that
is a-special sound, meaning that at least a accepting conversations are required to extract
the secret, is a proof of knowledge by extending a proof from [Dam10] for the case o = 2.

Chapter 3: Linear Optimization

This chapter discusses the problem of linear programming by a rigorous and unified de-
scription of the classic simplex algorithm that will form the basis for the secure implemen-
tations.

For linear programming problems on m constraints and n variables, we review the sim-
plex iterations of the classical simplex algorithm, that updates an (n +m + 1) x (m + 1)
matrix over Q. In addition, we discuss extensions to the classical algorithm where the
matrix updates are over Z and where smaller matrices are updated. We contribute a sim-
ple proof of an upper-bound of the values in the simplex tableaus needed to instantiate a
cryptographic system.

Second, we present techniques to initialize the simplex iterations. Basically, this boils
down to solving yet another linear program of which the iterations can be simply initialized.
We will review two variants of algorithms for the two-phase simplex and big-M method.
The classical algorithms for two-phase simplex and the big-M method require the addition
of n columns to the simplex matrix. More advanced solutions show that in fact only one
additional column suffices.

Finally, we show basic techniques to validate the results returned by the simplex algo-
rithm. This will be important in secure simplex, since one may have good reasons to doubt
validity of the result. The elegance of these techniques formed an inspiration to efficient
universal verifiable protocols in Chapter 6.



Chapter 4: Building Blocks for Secure Linear Programming

This chapter provides an overview of efficient protocols with respect to Shamir’s secret
sharing scheme that forms a basis for the protocols in Chapter 5. We will focus on
efficiency, but ensure security to be either perfect or statistical. This is joint work with
Octavian Catrina [CH10a, Sec09].

First, we will show how to combine some properties of Shamir’s secret sharing scheme
with the multiplication protocol of [BGWS8S] to optimize performance. More precisely,
we review the noninteractive generation of secret random numbers from [CDI05, DT08]
for Shamir shared values, which are very efficient if the number of participating parties is
limited. Based on [BGW88, CDI05], we will contribute an inner product protocol that has
same round complexity and communication complexity as a single multiplication. This
will play a central role in secure linear programming.

Second, given an associative binary operator ®, we review techniques to do efficient

e k-ary operation: y=x1 O - QT = @lea;i, and
e prefix operation: y; = @{lei foreach j=1,... k.

We will give generic protocol descriptions of logarithmic rounds for any associative binary
operator. For important tools such as multiplication and prefix-or we contribute more
efficient implementations based on descriptions in the literature.

Third, we consider the problem of integer comparison following the approach of [ST06].
To balance between round an communication complexity we present protocols to securely
compute the result of comparisons of the form < y from both [VB10] having logarithmic
round complexity and [Rei09] having constant round complexity. We contribute a new
protocol for securely computing the result of an equality comparison that has log* round
complexity, where log* (k) = min{i|log’(k) < 1}.

To enable implementation of the simplex algorithm on a matrix over Q we review basic
protocols for fixed point arithmetic based on [CS10]. We contribute an improved protocol
for division [CH10b].

Finally, we discuss the technique of hiding entries in a matrix by means of secret index-
ing [Tof09] and its applications with respect to linear programming.

Chapter 5: Secure Linear Programming

This chapter shows how to build secure multiparty protocols from the simplex algorithms
described in Chapter 3 using the tools described in Chapter 4. Our approach follows the
ideas of Toft [Tof09]. This is joint work with Octavian Catrina [Sec10].

First, we will describe how to build secure protocols for the simplex iterations. We
contribute a full set of protocols evaluating each variant of the simplex algorithm with
both integer tableaus and rational tableaus [CH10b]. We focus on efficiency; we will show
several ideas and tricks to minimize the communication complexity and even improving
the ideas from [CH10b, Sec10].

Second, we contribute a full set of protocols for initializing the simplex algorithms. We
show what additional problems arise when securely connecting the phases of the two-phase
simplex algorithms. We will show how to efficiently and securely implement the two-phase
simplex algorithms and the big-M methods. We discuss that the choice between those
implementations depends on how one balances between security and efficiency.
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Finally, we contribute very efficient protocols for validating the result of the simplex
protocol. We show how to extract a certificate that proves correctness of the result.

Chapter 6: Universal Verifiability

This chapter shows how to convert the protocols of [CDNO1] into universally verifiable
protocols. This is joint work with Berry Schoenmakers.

First we will define universal verifiability. Then, we will show how to make the pro-
tocols of [CDNO1] universally verifiable by means of transforming interactive Y-protocols
into noninteractive Y-proofs in such a way that the security of the original protocols are
maintained in the random oracle model.

Second, we show that universal verifiability in secure circuit evaluation in general does
not require every gate of a circuit that is evaluated to be universal verifiable. For univer-
sally verifiable secure linear programming, for example, just gates computing the result of
the validation of the certificate of correctness need to be universally verifiable.

Chapter 7: Verifiable Restricted Shuffling

This chapter shows how to apply [TW10] to prove correctness of a restricted shuffle as an
alternative to [HSSV09]. This is joint work with Berry Schoenmakers, Boris Skoric and
José Villegas.

To apply [TW10] we need to find (hyper)graphs of which the automorphism group is
exactly the permutation group of the restricted shuffle. We show how to find such hy-
pergraphs for the following restricted shuffles: rotation, affine transformation and M&bius
transformation. We contribute simple graphs and proofs showing the desired properties.






CHAPTER 2

Cryptographic Primitives

This chapter presents cryptographic primitives and tools that form the basis for the re-
sults in the thesis. In addition, we will introduce terminology and notation that is used
throughout the thesis.

We review secure multiparty computation based on Shamir’s secret sharing [Sha79]. The
replicated secret sharing scheme of [ISN87] is also discussed, which allows very efficient
generation of Shamir shares of random values if the number of participating parties is
small [CDIO05].

Special attention will be paid to Y-protocols and Y-proofs that play an important role
in Chapters 6 and 7. As a small contribution we present a proof that any X-protocol that
is a-special sound, meaning that at least o accepting conversations are required to extract
the secret, is a proof of knowledge by extending a proof from [Dam10] for the case o = 2.

2.1 Basic Primitives

This section discusses the basic notations, assumptions and cryptographic schemes.

Vector Notation

We let Z denote the set of integers and we use Z, as a shorthand notation of the set Z/pZ.

For any set M we use bold lowercase letters to denote a vector v € M" of length n. By
v; we denote the i-th entry of v. We use bold uppercase letters to denote a two dimensional
matrix M € M™ "™ of n rows and m columns. By m; we denote the i-th row of M and by
M; we denote the j-th column of M. Finally, m;; denotes the entry in row 7 and column
j of M.

Hardness Assumptions

We will give three basic hardness assumptions in the discrete log setting. Consider a cyclic
group G = (g) of order prime p. The discrete log (DL) assumption is that it is infeasible
given h € G to compute a € Z, such that h = g*. A potentially stronger assumption
based on the DL assumption is the Diffie-Hellman (DH) assumption saying that given
g“ and ¢P, it is infeasible to compute h = ¢*?. Lastly, the Decisional Diffie-Hellman
(DDH) assumption is that it is infeasible given (g%, g”, h) to distinguish between h that is
uniformly random and A that equals g®%.

We also give three assumptions in the RSA-setting. Consider a composite N having
two prime factors p and q. The factorization assumption is that it is infeasible to find p
and ¢ given N. The (strong) RSA assumption is that given modulus N and ¢ € Z}; it is

9
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infeasible to find m and e > 1 that satisfies ¢ = m® mod N. The Decisional Composite
Residue (DCR) assumption says that given y € Zy2 it is infeasible to decide whether an
x € Zy2 exists such that y = 2V mod N2.

2.1.1 Indistinguishability

A distribution ensemble is a set X = {X;}iez, where X; is a random variable and Z an
index set. We only consider random variables from a finite set.

Definition 2.1 (Statistical Distance). Let X and Y be two random variables, both taking
values in some finite set V. The statistical distance between X and Y is defined as

A(X;Y):%ZW’[X:@]—IP[Y:UH. (2.1)
veV

Definition 2.2 (Negligible). A nonnegative function 6 : N — R is called negligible if for
every positive polynomial p there exists a ko € N such that §(k) < 1/p(k) for all k > k.

Definition 2.3. Let X and Y be two distribution ensembles indexed by I. Suppose that
the sizes satisfy | X;| = |Yi| for i € T and all sizes are polynomial in |i|. Then, X and Y
are said to be

perfectly indistinguishable if A(X;;Y;) =0 for alli € Z. We write X 4 V.

statistically indistinguishable if for all i € T, A(X;;Y;) is negligible as a function of
|i|. We will write X = Y.

computationally indistinguishable if for all p.p.t. algorithms D and for alli € T
[P[D(X;) = 1] = P[D(Y;) = 1] |

is negligible as a function of |i|. We will write X = Y.

2.1.2 Secret Sharing

In a secret sharing scheme parties P, ..., P, share their inputs among all parties in such
a way that some agreed subset of parties, called qualified set, can reconstruct the secret,
while any subset of parties that is not a qualified set cannot learn anything about the
secret. The party sharing its secret among the other parties is called the dealer. A secret
sharing scheme with n parties is called a (¢, n)-secret sharing scheme, if any subset of t < n
parties is not a qualified set but any subset of ¢t 4+ 1 parties is.

Typically, a secret sharing scheme consists of three phases. In the share generation phase,
the dealer generates shares of some secret s for each party. Then, the dealer provides each
party Py his share of s, denoted by [s|g, in the share distribution phase. Let [s] denote
the collection of all shares of s. Finally, in the reconstruction phase, the parties compute
s from pooling their shares.

We will present Shamir’s secret sharing scheme, the standard additive secret sharing
scheme and the replicated secret sharing scheme. In the following, if S is a set, then a
uniformly random draw from S resulting in s is denoted by s € S. All arithmetic in this
section is over some finite field [F,.

The (¢, n)-Shamir secret sharing scheme (Protocol 2.1 and Protocol 2.2) is as follows:
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1. Share Generation: To share s € F,, the dealer generates random oq,..., o € Fy
and puts p(x) = s + a1z + - - - + ayx’. Then the dealer computes [s]; = p(i).

2. Share Distribution: For each i € {1,...,n}, the dealer sends [s]; to party F;.

3. Secret Reconstruction: Let D C {1,...,n} be a set of size t + 1. Each party P; for
i € D sends his share [s]; to all parties. Then, each party reconstructs the secret via
Lagrange interpolation:

Protocol 2.1: [s] < SShare(i,t, s)

1 for party F; do
pick aq,...,0¢ €ER IFZ;

2
3 foreach j=1,...,n do
4 [s]j = s+ 2oy e
5 send [s]; to party Pj;
6 return [s]

Protocol 2.2: [s] < SOpen(D, [s])
1 foreach party P; € S do send [s]; to all parties;
—J
s=2 sl ]I 7=
2 ieD  jepyri ' J
3 return s

Additive secret sharing (Protocol 2.3 and Protocol 2.4) is as follows:

1. Share Generation: To share s € [y, the dealer generates random n—1 random values
$1,...,8,_1 and computes s, = s — Z?;ll S;.

2. Share Distribution: The dealer sends share [s]

= s; to each party P;.

3. Secret Reconstruction: Each party P; sends his share [s]; to all other parties. The
parties compute s = Y i [s];.

It follows that only the collection of all parties can reconstruct the secret by adding their
shares, while any other collection of parties misses at least one share and will learn nothing
about s.

Protocol 2.3: [s] < AShare(i, s)
1 for party P; do

2 pick [s]‘f‘, . [3]}?71 €r ]Fg_l;
3 foreach j=1,...,n do
4 send [8]34 to party P;;

5 return [s]4
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Protocol 2.4: [s] + AOpen([s]*)
1 foreach party P; do send [s]; to all parties;

n

s= [slih

2 i=1

3 return s

Replicated secret sharing may be viewed as a generalization of additive secret sharing.
The idea is to allow any qualified set of parties to reconstruct the secret by adding (some of )
their shares. In our applications we will use replicated secret sharing to noninteractively
compute random Shamir shares.

Let T ={Ty,...,T,} be the collection of all possible subsets of parties of size ¢, where
w = (?) The (t,n)-replicated secret sharing scheme is as follows:

1. Share Generation: To share s, the dealer generates w—1 random values s1, ..., Sy—1

-1
and computes s, =5 — Y ;7 Si.

2. Share Distribution: The dealer sends [s]/* = s; to each party not in T;.

3. Secret Reconstruction: Let D C {1,...,n} be a set of size t + 1. All parties P; for
i € D pool their shares and reconstruct s by s =Y. ,[s];.

It follows that since any subset of at most ¢ parties is a subset of at least one 7, they
miss at least one share of s. By construction, each set of ¢t + 1 parties can reconstruct s,
see Protocol 2.6, while any set of at most ¢ parties learn nothing about s.

Protocol 2.5: [s] < RShare(i, T, s)

1w+ |T;

2 for party P, do

3 pick [s]f,... [s] | eg F¥ 1

4 foreach j=1,...,n do

5 send [s]f to each party P; ¢ T;;
6 return [s|?

Protocol 2.6: [s] < ROpen(D, T, [s]%)

1w+ |T];
2 foreach party P; € D do
3 foreach j s.t. P, € 7; do
4 send [s]? to all parties;
w
s=> [s]f
5 k=1

6 return s
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2.1.3 Commitment Schemes

In a commitment scheme, a committer C' and a receiver R run the following scheme that
consists of two-phases. In the committing phase, C' chooses some random number and
commits to z by sending ¢ = b(x,r) to R, for some function b. In the opening phase, C
sends = and 7 to R who accepts only if ¢ = b(z, 7).

A commitment scheme satisfies the following properties: hiding and binding. Informally,
we say that a commitment scheme is hiding if no information about the committed value
x is revealed by b(x, ), and we say that it is binding if no committer can compute values
x, ' and randomness r, ' such that b(x,r) = b(a’, 7).

A classic example of a commitment scheme in the discrete log setting is Pedersen’s
commitment scheme. Suppose that G = (g) is a group of prime order p and h € G from
which log,(h) is unknown. The Pedersen’s commitment scheme is as follows:

Pedersen’s Commitment:

1. Commitment: To commit on value x € Z,, C picks a uniform random r € Z,
and sends
c="b(z,r) :=g"h"

to R.

2. Opening: To open commitment ¢ the sender sends x and r to R. Upon reception
of 2’ and ' from C, R accepts if ¢ = g% h"".

This scheme is perfectly hiding, since for any x the distribution of b(z, ) for a uniformly
random r is uniform over G. On the other hand the scheme is computationally binding
under the DL assumption. Indeed, if C' is able to compute x, 2’ and r, v/, then from

g h" = ¢® b it follows that h = g%.

A commitment scheme is called a trapdoor commitment scheme if the binding property
is only satisfied if some trapdoor remains unknown. This property is useful for example
to enable simulation of multiparty X-protocols used in for example [CDNO1].

Pedersen’s commitment scheme has a trapdoor on the binding property, namely s =
log, h. Knowing s a committer can open any commitment ¢ = g*h" arbitrarily. Indeed,
given s € Z, such that h = ¢°, using the relation = 4+ sr = 2/ + 1/, one computes z, 2/, r
and 7/ such that ¢ = g*h" = g% h"".

2.2 Zero-Knowledge Proofs

Let R be an NP relation. That is, R = {(x;w)} C {0,1}* x {0,1}* is a binary relation
and it can be verified in polynomial time in |z| whether (x; w) belongs to R. The language
induced by R is the set Lg = {z | Jw : (x;w) € R}.

A zero-knowledge proof for relation R is a two party scheme between a prover P and a
verifier V', where both have input . The aim of such a scheme is that P convinces V that
he knows a witness w such that (z,w) € R, without revealing any information about w.
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2.2.1 X-protocols

Classical examples of zero-knowledge proofs are >-protocols. A Y-protocol is a 3-round
protocol, where the prover sends the first message a. The verifier responds with some
random challenge ¢ from which the prover computes the third message r based on his
first message, the challenge and the witness. More precisely, a X-protocol is of the form
as outlined in Figure 2.1 and is defined in the following definition, see also [Sch12]. The
transcript of the protocol is denoted by (a,c,r) and is also known as a conversation. A
conversation (a,c,r) is called accepting if the verifier accepts on input (a,c, 7).

Prover Common input: Verifier
(knows w s.t. (z;w) € R), x
u€r {0,1}
a <+ A(x,w,u)
a
B
c €r {0, 1}k
c
H—
r <+ B(x,w,u,c)
r
_—
o
C(z,a,c,r) =1

Figure 2.1: X-protocol for relation R, where A, B, C are p.p.t. algorithms

Definition 2.4 (X-protocol). A 3-round protocol of the form shown in Figure 2.1 is a
Yi-protocol for relation R if the following three properties are satisfied:

Completeness: If P and V are honest, then V' always accepts.

Special soundness: There exists a probabilistic polynomial time (p.p.t.) extractor E
that on input x and two accepting conversations (a,c,r) and (a,c',r"), where ¢ # ¢,
computes a witness w such that (z;w) € R.

Special honest verifier zero-knowledge: There exists a p.p.t. simulator S that on in-
put any x € {0,1}* and any ¢ computes accepting conversations (a,c,r). If x € Lg,
then the conversations returned by S have the same probability distribution as the
conversations between honest P and honest V' have on input x and c, where P uses
any valid witness w such that (x;w) € R.

The special soundness property implies that, if any prover is able to provide two ac-
cepting conversations with the same initial message and two different challenges, a valid
witness can be computed in polynomial time. One can prove, see for example [Dam10],
that the special soundness property implies knowledge soundness [BG92] with knowledge
error 2%,

Definition 2.5. Let the knowledge error be given by the function  : {0,1}* — [0,1]. A
protocol between P and V is a proof of knowledge for relation R if the following is satisfied.

Completeness: If P and V are honest, then V always accepts.
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Knowledge soundness: For any prover P*, where ¢(x) > k(z) denotes the probability
that V' accepts on input x, there exists a probabilistic algorithm M that on input x
and rewindable black-box access to P* computes w such that (z;w) € R in expected
time

||
e(z) — K(z)’

where ¢ is some constant. Any access to P* is counted as one unit of time.

Hence, every corrupted prover P* not knowing a valid witness has essentially a proba-
bility of 27% to let the verifier accept.

As a slight generalization, we show that a weaker special soundness requirement on
Y-protocols also suffices to achieve knowledge soundness.

Definition 2.6 (a-sound X-protocol). A 3-round protocol of the form shown in Figure 2.1
is an a-sound 3-protocol for relation R if it satisfies the completeness and special honest
verifier zero-knowledge properties of Definition 2.4 and also with respect to soundness
satisfies

a-Special soundness: There exists a p.p.t. extractor E that on input x and o > 2 ac-
cepting conversations (a,c1,71),...,(a,cq,ra), where ¢; # ¢j for all1 <i < j < a,
computes a witness w such that (z;w) € R.

The following theorem shows that for any constant a the knowledge error is exponentially
small in the security parameter k.

Theorem 2.7. An «a-special sound Y-protocol for relation R with challenge length t bits
is a proof of knowledge with knowledge error (o — 1)27F.

Proof. We extend the proof of [Dam10], which covers the basic case of o = 2.

To prove knowledge soundness with knowledge error (o —1)27%, consider any prover P*
with success probability € > (o — 1)27%. Let H be the binary matrix having one row for
each possible random choice u of P* and one column for each possible challenge ¢, where
each entry h, . equals 1 if and only if for these random choices of P* and challenge c the
verifier accepts. Running P* as a black-box and choosing a challenge at random, we can
probe a random entry in H. By rewinding P* we can probe H in the same row since P*
will use the same randomness as before.

Our goal is to find « ones in a single row, as the corresponding accepting conversations
allow us to extract a witness w in polynomial time using the a-special soundness extractor
E.

To this end, we use algorithm M which runs the following two algorithms, named M;
and Mo, in parallel.

Algorithm M;:
1. Probe H until a 1 is found (first hit) in, say row u.

2. Probe a random entry in row w. If a ones are found in row wu, return the «
corresponding accepting conversations and stop.
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3. Pick r € {1,2,...,4a3}. If r = 1, probe H randomly and if a 1 is found go to
Step 1.

4. Go to Step 2.

Algorithm Ms:
1. Probe H until a 1 is found (first hit) in row u, say.

2. Search row w for e — 1 other 1 entries. If success, return the « corresponding
accepting conversations and stop.

3. Go to Step 1.

We will complete the proof by showing that M runs in expected time
1
O —F————= ).
(e “(a- 1>2k)

CaseI: € > aa—le*k. In this case we show that the expected runtime of M; (and therefore
of M) is O(1/e), which is sufficient.

We call a row of H heavy if it contains at least a fraction of O‘T_le ones. We will show
(i) that the probability that a first hit in Step 1 of M is in a heavy row is at least 1/a,
(ii) that the expected time M; spends in Steps 2 and 3 after a first hit is O(1/e€), and (iii)
that if the first hit is in a heavy row then with probability at least 1/4, M; will terminate
in this row. Since « is constant this will imply that the expected runtime of M; is indeed
O(1/e).

(i) We show that all heavy rows together contain at least a fraction of é of all ones in
H. Let H be the sub-matrix consisting of non-heavy rows of H and let vy, denote the
number of entries in H' and similarly v;, denote the number of entries in H. The number
of ones in the heavy rows g satisfies

We distinguish two cases.

a—1 a—1 v
€ > vpe— vy ¢ = hC, (2.2)
Q Q

g > Up€ — Up/

By the assumption on € the number of ones in a heavy row is at least O‘7_162”“ > a.

(ii) By construction the expected time M; spends in a row does not exceed % = 0O(1/e).

(iii) Let T" denote the expected time to find o — 1 ones after the first hit (not counting
the time spent in Step 3). We show that if the first hit is in a heavy row, then with
probability at least 1/2, M; terminates within time 27, and further that with probability
at least 1/2, My will not return to Step 1 within time 27

First, let 7 denote the number of probes to find o — 1 ones in the same row of the first
hit. From Markov’s inequality we get that

P|r > 2T) < T/(2T) = 1/2.
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Hence, the probability that M; requires less than 27 probes to find o — 1 distinct ones
when the first hit is in a heavy row is larger than 1/2.
To show that M; will not return to Step 1 within time 27" we need to compute a bound

on T explicitly. To this end, suppose that ¢ < « ones have been found in a heavy row.
Then, there are at least 0‘77162’“ — 1 > a—1 > 0 ones left in this row. Therefore, the

expected number of probes, T;, to find the (i 4+ 1)-st distinct 1 in this row satisfies

k 2
T, = : <=
(a—1)/a-2ke —i = ¢

, (2.3)

foreachi=1,...,a— 1.
It follows that the expected number of probes to find oo — 1 ones when the first hit is in
a heavy row satisfies

a—1 CY3
T = T < —.

Let B; denote the event that at the i-th invocation of Step 3 after the last first hit
M returns to Step 1. From the union bound we have the following inequality for the
probability that M; requires more than 27" probes before it returns to Step 1:

2T

s

i=1

€ o’ € 1
>1-2T—>1-2——— = —.

1-P
€ 4a3 2

Case II: € < ao‘—_le_k. In this case we show that the expected runtime of M5 (and therefore
of M) is O(1/(e — (o — 1)27F)).
Let 6 > 0 be such that € = (14 §)(a — 1)27%. Then

2
0<d<

a—1"

Observe that H has 257 entries from which at least (1 + 8)(a — 1)2 are equal to 1. At
most (o — 1)2¢ of these ones can be in rows having at most (o — 1) ones. Thus, at least
§(a — 1)2! of the ones are in rows having at least o ones. We call a row that has at least
a ones semi-heavy.

Note that the fraction of ones in semi-heavy rows is at least

Sla—1)28 6
(1+6)(a—1)2t  §+1

among all ones in H and
Sla—1)28  F(a—1)

ot+k - ok

among all entries in H.

Hence, the probability that the first hit is in a semi-heavy row is 6/(1 4+ §). For each
first hit M, requires 2* probes to search the entire row. Therefore, we expect to need
(1 4+ 6)/62F probes in total for probing the entire row after each first hit. In addition to
find a first hit in a semi-heavy row requires ((a — 1)§)~'2* probes.
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In conclusion, the expected runtime of Ms is equal to

2k<<a11>6+5§1> :O<<a2kl>5>'

This is nothing more than the time allowed:

1 1 ok

e—(a—1)2"%  (1+0)(a-1)27F—(a-1)27%  (a—1)5

2.2.2 Noninteractive zero-knowledge proofs

Noninteractive zero-knowledge proof systems (NIZK) are introduced in [BFMS88]. A non-
interactive proof system is a proof system where the only interaction between P and V is
that P sends a message o to V and V' decides whether he accepts or rejects o.

In this section we consider noninteractive versions of any X-protocol of the form given in
Figure 2.1 by means of the Fiat-Shamir transform [FS86] and its generalized form [AABN02].

In [FS86] it is observed that interaction with an honest verifier can be removed in the
random oracle model using a cryptographic hash function H : {0,1}* — {0,1}* with
security parameter k to compute a random challenge as follows. Let a be the first message
of the X-protocol, then the prover computes a random challenge himself by H(a).

If H is public accessible, then if P broadcasts (a,c = H(a), ) anyone can check whether
P knows a witness w such that (v,w) € R, by checking whether (a,c,r) is accepting and
that ¢ = H(a); see also Protocol 2.7. This protocol is also known as a 3-proof.

Security follows in the random oracle model [BR93]. However, in contrast to a real
honest verifier H(a) is a fixed value, meaning that the oracle will return the same result
each time it is queried on a. Therefore, it is not straightforward to show that the special
soundness property from the underlying >-protocol implies knowledge soundness with
respect to the Y-proof. The problem is that rewinding a prover will not lead to two
accepting conversations of the form (a,c,r) and (a,c,r’), where ¢ # ¢’ since the random
oracle H has a fixed output on input a.

Protocol 2.7: 0 + FS(X. = (A, B), H,z,w,t)
u €g {0,1}%

a <+ Az, w,u);

¢ <+ H(a);

r < B(z,w,u,c);

return (a,c,r);

Gk W N =

In [PS00] Pointcheval and Stern show how to produce two accepting proofs (a, ¢, r) and
(a,c,r") from a prover P* that provides accepting proofs of Protocol 2.7 with probability
¢ in time O(1/¢). Their result is also known as the Forking Lemma.

Theorem 2.8 (Forking Lemma (simplified version)). Consider the X-protocol 2.7. Let
P* be a p.p.t. prover that can query the random oracle at most Q) times. Suppose that P*
produces an accepting proof (a,c,r) with probability € > 7Q/2k. Then there exists a p.p.t.
M that controls P* and produces two accepting conversations (a,c,r) and (a,c,r") such
that ¢ # ¢ in expected time O(Q/€), where each invocation of P* counts a single step.
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Proof. This is a direct consequence of [PS00, Theorem 1] by considering the special case,
where m = ().

A sketch of the proof is as follows. Firstly, one shows that if P* provides an accepting
proof (a, ¢, r), then with overwhelming probability P* has queried H on input a. In other
words, let ¢1,...,qg denote the sequence of queries made by P* to the random oracle H,
then with overwhelming probability there exists an i € {1,...,Q} such that ¢; = a.

Secondly, suppose that P* provides an accepting proof (a, ¢, r), while having queried H
on qi,...,qQ, where ¢; = a. Let H' be a random oracle such that H'(q;) = H(qg;) for all
j < i and H'(q;) # H(q:). Then one shows that after O(Q/¢) replays of P* with oracle
H' the prover P* provides a second accepting proof (a,c’,r’") with ¢ = H/(a) # H(a) = ¢
with some constant probability. A replay of P* means that the prover is rewound to its
starting position.

The sequences H(q1),...,H(qg) and H'(q1),...,H'(qq), where H'(q;) = H(qg;) for all
Jj < iand H'(¢;) # H(q;) are called a fork. A fork is called successful if P* provides two
accepting proofs (a,c,r) and (a,c’,r"), where ¢ # ¢ after some integer N replays. This
integer N is defined so that the total expected runtime is O(Q/e).

In conclusion, let N; be some integers. Then, M is on a high level defined by

1. Initialize ¢ = 0.

2. Set £ = £+ 1 and run P* until it provides an accepting proof (a,c,r). Let the queries
made by P* in the last run be denoted by q1,...,qq-.

3. Let 7 be such that ¢; = a. If no such 7 exists, then return to 2, else pick a new
random oracle H' such that H'(q;) = H(qg;) for all j < i and H'(¢;) # H(a).

4. Replay P* N, times. If the fork is successful then return the two accepting conver-
sations, else return to 2.

O

Observe that Theorem 2.8 implies that the X-proof of Protocol 2.7 is a proof of knowledge
with knowledge error k = 7¢Q)/2*. Indeed, one can run M to let P* produce two accepting
proofs (a,c,r) and (a,c,r') in time O(Q/€). Then one runs the extractor E of the X-
protocol of Definition 2.4 to obtain a witness in an additional polynomial time.

In [AABNO02] Abdalla et al. provide a different method to get a non-interactive :-proof,
which they call the Generalized Fiat-Shamir Transform. Instead of computing the random
challenge by #H(a) one generates a random bit string z and computes the challenge by
H(z,a). The resulting 3-proof is given by Protocol 2.8.

Protocol 2.8: 0 < GFS(X = (A, B), H, z,w,t,s)
uer {0,1}%

a < Az, w,u);

z €r {0,1}5;

¢+ H(z,a);

r < B(z,w,u,c);

o+ (z,a,c,1);

return o;

i = TS| B NI R
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One can show that the >-proof of Protocol 2.8 is also a proof of knowledge in the random
oracle model.

Theorem 2.9. Protocol 2.8 is a proof of knowledge.

Proof. Abdalla et al. show in [AABNO02| that if some prover P* has non-negligible prob-
ability to forge accepting proofs, then one can use P* to forge accepting conversations in
the corresponding Y-protocol of Figure 2.1 with non-negligible probability.

Thus, by Theorem 2.7 it follows that a witness can be extracted. O

2.3 Multiparty Computation Model

There are many ways to define security of cryptographic protocols. Most of them use
the simulation paradigm which roughly states that if an adversary’s view from a protocol
execution can be generated from everything it is allowed to know, then the protocol is se-
cure. Intuitively, this makes sense since if everything the adversaries observes in a protocol
execution can be generated by himself, he learns nothing from the protocol execution.

Often, these models contain two worlds: the ideal world and the real world. In both
worlds there are n parties Pi,...,P,. The parties wish to jointly compute the result of
some function f, while revealing nothing about the private inputs and private outputs.
In the real world the parties execute a protocol 7 in the presence of an adversary A. In
the ideal world, on the other hand, the parties send their inputs via a secure connection
to a trusted party that replies with the desired result. The ideal world is such that any
adversary S, also called simulator, learns only public data and private data of the corrupted
parties. If there exists an S that runs in expected polynomially time in the ideal world
that generates views that are indistinguishable from the views by executing 7, then one
concludes that 7w securely evaluates f.

Canetti provides in [Can00] a model based on the simulation paradigm, that allows
modular composition of protocols, i.e., the design of protocols, where simpler protocols
are invoked as subroutines. We will discuss in this section this model, since it is simple
and sufficient for the remainder of this thesis.

The model of [Can00] captures secure circuit evaluation. Circuit evaluation means that
the computation of a function f is done by constructing an arithmetic circuit. The modular
composition theorem of [Can00] states that if the circuit is secure under the assumption
that the gates are secure and if all gates are secure, then the circuit is secure.

We will now present the real model and the ideal model for a static adversary, i.e., an
adversary that starts with a set of parties it is going to corrupt and sticks to that set C.
In our setting, the adversary is allowed to corrupt a minority of the participants.

2.3.1 Real Model

In the real model there are n parties Py, ..., P, running a protocol m and an adversary A.
Each party P; starts with its private input 2§ € {0,1}* his public input 2? € {0,1}* and
random input r; € {0,1}*. All parties have agreed upon some security parameter k € N.
It is assumed that every two parties are connected via a private channel.

There is an adversary A that is t-limited, i.e., can corrupt up to ¢ parties. The adversary
A starts with some auziliary input z € {0,1}*, random input r4 € {0,1}* and the set of
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identities of corrupted parties C C {1,...,n}. Each party P;, where i € C will be controlled
by A.

The protocol is executed in interactive rounds. In each round the honest parties generate
their messages. The adversary learns all messages that are addressed to corrupt parties,
before it is going to generate and send the messages on behalf of the corrupt parties. This
is called rushing. If the adversary is passive it generates messages on behalf of the corrupt
parties as described by protocol m. But if A is active it will generate messages in an
arbitrary way. Finally, the honest parties receive messages from the corrupt parties.

When the computation is finished, the parties and adversary generate locally their out-
puts as follows. The honest parties output whatever is specified by 7. The corrupt parties
output a special symbol L and the adversary outputs its entire view. The view of A
consists of its inputs (z,r.4), all public inputs (x?), the private and random inputs of the
corrupt parties, and all messages send and received by the corrupt parties.

Let ma(k,x%,%P,z,r,ra); denote the output of party P; in the real model and, sim-
ilarly, let m4(k,x®, %P, z,r,7A) 4 denote the output of the adversary. Furthermore, let
ma(k,x%,xP z,r,r4) denote the collection of all outputs from all parties and the adver-
sary, and let m4(k,x*,xP, z) denote the probability distribution of m4(k,x*, %P, z,r,7.4),
where r and 74 are chosen uniformly at random. Finally, let m4 denote the distribution
ensemble over all k € N and x*, xP, z € {0, 1}*.

2.3.2 1Ideal Model

In the ideal model there are the n parties Py, ..., P,, a trusted party 7 and an adversary
S. Each party P; has private input zf € {0,1}* and public input z¥ € {0,1}*. All parties
have agreed upon some security parameter k € N.

The trusted party 7 has an n-party function f: N x ({0,1}*)?" x {0,1}* — ({0, 1}*)",
where f(k,x*,xP r¢); denotes the i-th result of f on input security parameter k, private
inputs x*, public inputs x” and some random input ry.

The adversary S starts with some auxiliary input z € {0, 1}*, random input rs € {0,1}*
and the set of identities of corrupted parties C C {1,...,n}.

In the ideal model the computation proceeds as follows. First, the adversary S learns
all private inputs of all corrupted parties P;, where i € C. In addition it learns all public
inputs x? of all parties. If S is active it may modify the inputs (2%, z) to (y5,y?). If S is
passive then no substitution is made.

Secondly, all parties hand their inputs to the trusted party 7. Let y*,y? denote the
inputs 7 receives from all parties. Observe that (yf,y?) = (zf,2%) if P; is honest and
(y%,¥?) = (x%,xP) if S is passive. Further 7 draws uniformly random 7; and sends
f(k,y®,yP,7¢)i to party P;.

Finally, all parties locally generate their output. Each honest P; outputs f(k,y*,y”,7),
while each corrupt P; outputs L. The adversary S outputs an arbitrary function of its
current view. This view consists of its input, all public inputs, the private inputs and
outputs of the corrupted parties.

Let Zys(k,x®,xP,rs,rs); denote the output of party P; in the ideal model and, sim-
ilarly, let Zrs(k,x*,xP,rs,7s)s denote the output of the adversary. Furthermore, let
Tss(k,x*,xP, z,7¢,1s) denote the collection of all outputs from all parties and the adver-
sary, and let Zr s(k,x*,xP, z) denote the probability distribution of Zr s(k,x*,xP, z,7¢,75),
where ry and rs are chosen uniformly at random. Finally, let Z; s denote the distribution
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ensemble over all k € N and x*, xP, z € {0, 1}*.

Definition 2.10. Let f be a function and w™ an n-party protocol. Then 7 is said to
t-securely evaluate f if for any static t-limited adversary A, there exists a static ideal
adversary S, having a runtime that is (expected) polynomial in the runtime of A, such
that

d
Iis=TmA.

Definition 2.10 provides perfect security. The definition can also be used to define

statistical security or computational security, by replacing 2 with £ or £ respectively.

2.3.3 Hybrid Model

To allow modular composition, a third model is introduced that allows certain subroutine
calls to be replaced by calls to a trusted ideal party. More precisely, in the (g1,...,g¢)-
hybrid model one considers a protocol 7 in which all parties have access to a trusted party

T for computing the results of functions g1, ..., gs.
In the (g1,...,g¢)-hybrid model we have n parties Pi,..., P, running protocol m, a
trusted party 7 that acts as an oracle to the function g1,..., gs and a real life adversary

A. The protocol proceeds in interactive rounds as described in the real model. However,
each time some g; is evaluated one proceeds as in the ideal model.

We denote by 7(91-+9¢) that protocol 7 is evaluated, where function calls of g1, ..., ge
are via a trusted party in the ideal model. Similar to w4 and Zs, we define Wffl""’g“) to
be the distribution ensemble over all inputs of the outputs of all parties and A, where the
random inputs are taken uniformly random.

Definition 2.11. Let f be a function and 7 be an n-party protocol. Then w(91--9¢) g
said to t-securely evaluate f in the (gi,...,g¢)-hybrid model if for any static t-limited
(91, -, 9¢0)-hybrid adversary A there exist a static adversary S which has runtime that is
polynomial in the runtime of A such that

d cery
If,S £ ﬂ_i.‘gly QZ)'

Again, Definition 2.11 provides perfect security. The definition can also be used to define

statistical security or computational security, by replacing 2 with £ or < respectively.

In [Can00] it is shown that modular composition of protocols are security preserving;
if p1,..., pr are n-party protocols that t-securely evaluate the n-party functions g1, ..., gr
respectively and if 7 ¢ securely evaluates the n party function f in the (g, ..., ge)-hybrid
model, then 7 t-securely evaluates f.

Theorem 2.12 (Composition Theorem). Let t < n and ¢ € N and let g1,...,9¢ and f
be n-party functions. Let w9090 be an n party protocol that t-securely evaluates f in
the (g1, ..,9¢)-hybrid model, where no more that one ideal evaluation call is made each
round. Let p1,...,pe be n party protocols, where each p; t-securely evaluates g;. Let m be
the protocol composed from w9190 where each call to evaluate g; is replaced by p;. Then
7 t-securely evaluates f.

This Composition Theorem also applies when security is statistical or computational, but
one needs to be careful. For statistical security for example, suppose that A(Wffl""’gz); Trs) =
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d and A(pi 4;Zy,.s) = 0;. Suppose furthermore that 7 has v; subroutine calls to p;. Then
the total statistical difference A(m4;Zss) is at most § + Zle V;i6;.

In practice, Theorem 2.12 is applied as follows. To prove that 7 is secure, one proves
firstly that p1,..., pe are secure. Let Sy, denote the ideal model adversary constructed in
those proofs. Secondly, one constructs S, where each time p; is run as a subroutine, by
running the corresponding simulation Sy,. See [CDNO1] as an example.

2.3.4 Multiparty Computation from Shamir Secret Sharing

We will show that Shamir Secret Sharing allows for secure multiparty computation in
the model of [Can00]. Let f be an n party function and let C' be the arithmetic circuit
evaluating f.

We assume that in the first round, all parties share their private inputs using Shamir
secret sharing. In the last round all results are opened using the recombination protocol
for Shamir shares. For the sake of simplicity, we take f to be deterministic, having only
private inputs of the parties and returning a single value, i.e., f : ({0,1}*)" — {0,1}*.
Furthermore, we assume that all parties may learn the result y = f(z1,...,x,), where x;
is party P;’s private input. By using private opening gates as described in [CDNO1] the
following result can be extended to the case where each party has private output y;.

Addition and subtraction of secrets: [r + y| is locally computed by each party P;
from [z] and [y] by [z £ y]i = [x]; £ [y]:-

Adding and subtraction of secret with a public constant: [z + a] is locally com-
puted by each party P; by [z £ a]; = [z]; £ a.

Multiplication with a public constant: Multiplication of [z] by a constant b is also
done locally by each party P; by [bx] = b[z];.

Multiplication of secrets: Computing shares of [zy] given [z] and [y] requires an
interactive protocol. Although f(x)g(z) = (fg)(z) for any polynomials f and g, so each
party could compute a share of xy by computing [x];[y];, this is not a correct share in the
sense that if f and g are uniformly random t-degree polynomials then fg is a 2t-degree
polynomial and not uniformly random. The multiplication protocol of [BGW88] computes
interactively a new random t-degree polynomial h, where h(0) = zy if 2t < n. Precisely,
it performs the following steps, where we assume w.l.o.g. that the first 2¢ + 1 parties will
do the interactive computations.

Protocol 2.9: [¢] «+ Mul([z], [y])
foreach party i =1,...,2t +1 do
m; < [z]i[y]i;
[m;] < SShare(m;,t,n);
return [c|

W N =

[N
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Theorem 2.13. Let t < n/2. Let f : (Zy)" — Zp be an n-party function. Let w be an n-
party protocol evaluating circuit C' consisting of arithmetic gates, i.e., addition, subtraction
and multiplication gates, based on Shamir secret sharing. Suppose that C is such that in
the first round all parties share their inputs and in the last round all parties learn their
output by Shamir reconstruction. Then, m t-securely evaluates f.

Proof. We need to give a simulator S in the ideal model that simulates transcripts and
outputs of the parties and the view of the adversary. The simulator S is given the set C
of identities of the corrupted parties of size t.

Recall that the model assumes a network with rushing, so the simulator S needs to act
first every round before getting input from .4 on behalf of the corrupted parties.

In the first round, when all parties share their inputs, simulator S does the following.

e Pick a random value r € Z,.

e For each honest party P;, i & C, share r using Shamir secret sharing scheme. Let p;
denote the polynomial that is used to share r on behalf of honest party P;.

e For each honest party P; record [r]; = p;(j) for later use and for each corrupted
party Py, k € C, send [r]; = pi(k) to the adversary A.

e Receive shares [z;]; from A, where ¢ ¢ C and j € C.

e Reconstruct z; for each corrupted party using the Lagrange interpolation. This is
possible since A is passive and S receives n —t > n/2 >t + 1 shares of each [z;].

e Send z; for j € C to the trusted party 7 to receive y = f(z1,...,2p).

In the next rounds the arithmetic gates are evaluated. We show what the simulator does
depending on the gate.

Addition/Subtraction: To compute a consistent sharing for [x+y], S takes the shares it
recorded for the honest parties of [z] and [y]. Then it computes and stores [z +y|; =
[]; £ [y]; as the result for each honest party P;. If the computation is done with a
public value a then S sets [z + al; to be equal to [z]; + a.

Multiplication by a constant: To compute a consistent sharing for [zb], S takes the
shares it recorded for the honest parties of [z]. Then, it computes and stores [zb]; =

Multiplication: Simulator S just runs the multiplication protocol on behalf of the honest
parties:

e Let M denote the set of parties that is assigned to perform the computation
and let A denote the corresponding length 2¢ + 1 reconstruction vector. Then
for honest P;, where i € M it takes its stored shares [z]; and [y];, and Shamir
shares m; = [z];[y];. Concretely, for each honest P; , where i € M, S generates
a uniformly random polynomial h;(x) restricted to h;(0) = m; and sends h;(j)
to A for each j € C and stores h;(k) for each k ¢ C.

e Upon reception of all shares of A on behalf of each P;, where j € C(\M,
it computes and stores the resulting shares of the honest parties by [zy]; =

2 jem Ailmgli.
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When opening the result y the parties are going to open [¢/] in the last round. Observe
that S has stored a consistent sharing of each input and output of each gate. It follows
that the shares S has recorded are such that S could compute the shares the corrupting
parties should have. This is necessary for the reconstruction part.

In the last round S needs to simulate reconstruction to y. However, since S does not
know the real inputs of the honest parties and has simulated the inputs, most likely the
value that corresponds to the shares that are opened will not be equal to y. The simulator
S proceeds as follows to provide correct views:

e Let D be the size t + 1 set of parties that open the result.
e If D(\C =0, then S returns y obtained from 7 in the first round.

e Else, let A denote the reconstruction vector and let [1//]; be the shares S has on which
the reconstruction will be done. From these shares S reconstructs 3’. Then S picks
i € D, where P; is honest and sets z; = A\, *(y — ¢/) + [v'];- For every other honest
P;, where j € D, it sets z; = [¢/];. S sends zi, to A, where k € D,k & C.

Next, we show that the views of S and A are indistinguishable.

In the simulation of the first round, the view of A consist of the inputs and all shares
of each corrupt party. And with respect to the honest parties it has computed a random
sharing of some random element on behalf of the hones parties. In the real protocol
execution A sees all inputs and shares of the inputs of each corrupted party and t shares
of the inputs of the honest parties. However, these ¢ shares are perfectly indistinguishable
to t uniformly randomly drawn numbers. Hence the views of S and A are indistinguishable.

Similarly, in the last round S sees nothing except for what it has learned in the past,
while A learns y at this moment. Since having at most ¢ shares, any opening to any
value is equally likely. It follows that the simulated views of the last round is perfectly
indistinguishable with the views of the last round of A in the real execution.

The simulated views of S during the circuit evaluation are by construction indistinguish-
able from the view of A corresponding real protocol executions. Indeed, S just follows the
protocol in all steps. Moreover, since all shares are consistent, S can open each sharing to
learn the shares held by the corrupt parties. ]
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CHAPTER 3

Linear Optimization

This chapter introduces linear programming with the focus on the implementation details.
We provide an unified and rigorous description of the elementary simplex algorithms on
which the secure variants of Chapter 5 are based.

In the first section we discuss, following [BT97] and [Lue73|, basic definitions and the-
orems of linear programming leading to the simplex algorithm and to efficient validation
of any solution. In addition, we address several issues with the simplex algorithm. For
example, we show that the simplex algorithm by Dantzig [DT97] may not terminate, us-
ing [KMT72], and how to enforce termination by using Bland’s extension [Bla77]. Another
important issue is that initialization of simplex is not trivial. Generally, it boils down
to solving yet another linear program using the simplex algorithm, but where the linear
program is such that initialization of the simplex algorithm is trivial.

The second section discusses how to implement the simplex iterations. While the sim-
plex algorithm is defined over Q, following [Ros05], we show how to modify the simplex
algorithm so that all computations are over Z. We provide a simple proof of the fact
that these modifications are correct. We will also provide an upper bound on the size of
the values that appear in these computations, which are needed to be able to initialize
the cryptosystems used for secure linear programming. In addition, we describe three
elementary implementations of the simplex algorithm: the original large tableau simplex
algorithm, the small tableau or condensed tableau simplex and the popular revised simplex
algorithm.

The third section describes methods to initialize the simplex iterations. We show two ba-
sic algorithms, the two-phase simplex algorithms and the algorithm for the Big-M method.
Both algorithms add extra variables to the (original) linear program resulting in an ar-
tificial linear program on which any simplex algorithm can be easily initialized. The
two-phase simplex algorithm first solves the artificial linear program and uses the optimal
result to initialize the simplex algorithm to solve the original linear program. The big-M
method on the other hand uses an extended implementation of the simplex algorithm to
find the solution for the original linear program directly. We show the issues that arise
when applying these techniques on the modified simplex algorithm that is defined over Z.

3.1 Linear Programming

A linear programming problem is an optimization problem where the objective function
is linear in the unknowns and the constraints are linear equalities and linear inequalities.

27
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Any linear program can be written down in the following form [Lue73]:

min 1T +  coxo + +  chxn,
subject to ayjry 4+ apxs + -+ apwr, = by,
azizy  +  axpry + + agrn = ba,
am1T1  +  amar2 + - + @mnTn = b,

and 1 >0, x2 > 0, Tp >0

where x1,...,x, are the unknowns.
Using vector notation, the linear program is written as
min CX,
subject to Ax = b, (3.1)
x >0

i

where x € R, ¢ € R", b € R™, and A € R™*". The vector x will be called a solution to
the linear program. If x satisfies all constraints it will be called a feasible solution. The
vector x°P* denotes the feasible solution where cx is minimal.

In the remainder of this chapter we will call any linear program to be in standard form
if it satisfies Eq. (3.1).

The theory of linear programming is closely related to convexity theory. Consider a linear
program in standard form. The solutions to the constraints define a convex polyhedron K,
ie.,

K ={x>0|Ax =Db}.

By linearity of the objective function and the convexity of K one can prove that the optimal
value of the objective is attained at one of the extreme points of K, i.e., a vector in K that
cannot be written as a convex combination of two other vectors in K [Lue73, BT97].

Figure 3.1: Three possible shapes of the polyhedra

Figure 3.1 shows three possible shapes of the polyhedron. From left to right they describe
the following possibilities: if the polyhedron is closed and nonempty, then solutions exist,
and the corresponding linear program will called feasible. But if the polyhedron is empty,
then no feasible solution exists, and the corresponding linear program is called infeasible.
Lastly, if the polyhedron is not bounded in a direction improving the objective of the
corresponding linear program, then no bound exists on the optimum. In that case the
linear program is called unbounded.
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A naive method would be to compute cx for all extreme points in K and output the one
minimizing cx. This method is impractical as there may be exponentially many extreme
points (see for example [KM72]).

The simplex algorithm, on the one hand, exploits the linearity and convexity properties
of the LP to perform a more efficient search on the extreme points. It iteratively moves
from one extreme point to an adjacent one improving the objective and stops if no such
point exists. One can show that an extreme point that has no adjacent extreme point
with better value for the objective, is optimal to the LP [BT97, Lue73]. Unfortunately,
one can show that the simplex method may visit all extreme points. Hence exponentially
many iterations are required [KM72].

Interior point methods, on the other hand, exploit the linearity and convexity properties
of the LP to perform an efficient search in the interior of the polyhedron. They require only
polynomially many iterations in the worst case. However, each iteration of any interior
point method is expensive compared to the simplex algorithm.

We will discuss both methods in more detail in the next sections.

3.1.1 Simplex Algorithm

The simplex algorithm iteratively moves on the boundary of the polyhedron. Precisely,
in each iteration, the simplex algorithm moves from one extreme point (verter) to an
adjacent vertex of the polyhedron that has improved costs. If no such vertex exists then
the current vertex corresponds to an optimal solution.

First, we show how to define vertices of the polyhedra. Second, we show how to define
directions to move between adjacent vertices. Then we will prove three basic theorems
needed to present the basic simplex algorithm.

A solution x is vertex of the corresponding polyhedron if and only if it is a basic feasible
solution to the linear program [Lue73, BT97]|. For any matrix V € RP*™ we write

V= (Vg ... Vg, ),
where s = (s1,...,5m) € {1,...,n}™. We will write s € s if s = s; for some j.
Definition 3.1. Suppose that a linear program is given in standard form. Let s =
(S$1y..-y8m) € {1,...,n}™ and
B=A;=(A ... A;).

Then, s is called a basis if B is invertible. If s is a basis then B is called a basis matrix.
The tuple u = (u1,...,Up—m) € {1,...,n}""™ is called a co-basis if no u; € s.

For any length n vector v, v; is called basic if ¢ € s and co-basic otherwise.

The vector x € R™ is called a solution if Ax = b. If, furthermore, x > 0 it is called
a feasible solution. Let y = B™'b. A solution x is called basic solution with respect to

basis s if
T = { 3> zfz: 5
0, ifi € u,
in other words, if
xs = B7'b,
Xy = 0.

If y > 0 then x is called basic feasible solution with respect to basis s.



30 3.1. Linear Programming

Remark 3.2. Observe that if the rank of A is less than m, then any m columns are linearly
dependent. It follows that no basic feasible solution exists. Therefore, only linear programs
are considered, where n > m and the rows of A are linearly independent!. o

The simplex algorithm is based on the following theorem, from which follows that an
optimal solution, if it exists, is always in an extreme point of the corresponding polyhedron.

Theorem 3.3 (Fundamental Theorem of Linear Programming). Consider an LP in stan-
dard form, where A is an m X n matriz of rank m. Then,

1. if there is a feasible solution, then there is a basic feasible solution, and
2. if there is an optimal feasible solution, then there is an optimal basic feasible solution.

Definition 3.4. Let x be a basic feasible solution with respect to basis s and 'y be a basic
feasible solution with respect to basis s'. If s; = s} for all except one i € {1,...,m}, then
x and 'y are called adjacent.

Definition 3.5. Consider an LP in standard form. Suppose that x is a basic solution
with respect to basis s and co-basis u. A length n vector d is called a

e valid direction at x if for all @ > 0, the equality constraints A(x + 0d) = b are
satisfied.

e feasible direction at x if x 4+ 0d s a feasible solution for some 6 > 0.

e (-th basic direction at x if dj = 0 for all j € u, j # ¢, where { & s and if dy = 1.
The (-th basic direction is often denoted by d°.

Lemma 3.6. Suppose that x is a basic feasible solution to an LP in standard form with
respect to basis s. Let B be the basis matriz. Then,

(i) Ad = 0 for any valid direction d,
(ii) any feasible direction at x is a valid direction at x, and

(iii) the £-th basic feasible direction d* is unique and satisfies

d! = -B A, (3.2)

Proof. (i) Let d be a valid direction at x. Then
A (x+6d) = Db, (3.3)
for all & > 0. Since x is feasible it follows that Ax = b. Hence
9Ad = 0,

for all § > 0. Hence Ad = 0.

(ii) Let d be a basic feasible direction at x. Since x + 0d is a feasible solution for some
6 > 0 Eq. (3.3) holds for some 6 > 0. Again from the feasibility of x and 6 being nonzero
it follows that Ad = 0 so Eq. (3.3) holds for all § > 0. Hence d is a valid direction.

Tf n = m and rank(A) = m, then there exists only one basic solution, so there is nothing to optimize.



3. Linear Optimization 31

(iii) Let d be an ¢-th basic feasible direction at x. Since d is valid we have by (i) that
Ad = 0. Since all nonbasic entries in d are equal to zero, except for dy which is equal to
one,

Ad = Bd, + A,.

Hence Eq. (3.2) follows and dg is uniquely determined. By Definition 3.5 it follows that
all entries of d are uniquely determined. O

The simplex algorithm iteratively moves from one basic feasible solution to an adjacent
one that improves the objective until no such adjacent basic feasible solution exists. In
other words, every iteration, the simplex algorithm being at solution x, searches a valid
basic direction d’ such that

(i) df is cost-improving: cd’ < 0,
(ii) d° is a feasible direction at x: for some 6 > 0, x + 6d’ is feasible,
(iii) d’ leads to an adjacent vertex: x' = x + 6d’ is basic feasible for some 6 > 0.

The following three theorems summarize the ideas behind the simplex algorithm. For
more details about the background of the simplex algorithm see [BT97, Lue73, DT97].

Theorem 3.7 ([BT97]). Suppose that x is a basic feasible solution to an LP in standard
form with respect to basis s and co-basis u. If no cost-improving valid basic direction exists
at x, then x is a optimal solution.

Proof. By Lemma 3.6 any basic feasible direction d‘ satisfies
d: = -BlA,.
For each /-th basic feasible direction at x the changes in costs are computed by
Cp = cd! = Csdﬁ + cpdp = ¢cp — CSB_IAg. (3.4)

Since dy is not cost improving it follows that ¢, > 0.
Suppose that y # x is a feasible solution to the linear program. Let v =y — x. Since
both x and y are feasible it follows that Ax = Ay = b and, therefore, Av = 0. Hence

Av = Bvg + ZAZ"UZ' =0.

i€u

It follows that
Vg = — Z BilAZ"UZ‘
i€u
and the cost difference between x and y is given by
c(y —x) =cv =cyVy + CsVs = Z (c,- — cstlAi) v; = Z@'UZ‘ >0,
icu i€u

since vy > 0. Indeed, y; > 0 and x; = 0 for all ¢ € u by the feasibility of y.
Hence cx < cy and, therefore, x is optimal. ]



32 3.1. Linear Programming

Notice that Eq. (3.4) implies that d’ is cost-improving if and only if ¢ < 0. The vector
C is often called the cost-reduced vector, which is defined as follows.

Definition 3.8. Consider a linear program in standard form. Let s be a basis. Then,
C=c—-cAJ'A
1s called the cost-reduced vector with respect to basis s.

Lemma 3.9. Consider a linear program in standard form. Let s be a basis. Then any
basic feasible direction d* is cost-improving if and only if the cost-reduced vector € with
respect to s satisfies ¢; < 0. Furthermore, ¢; = 0 for any j € s.

Proof. Let B = Ag be the basis matrix, € be the cost-reduced vector with respect to basis
s, and d’ be the i-th basic feasible direction with respect to basis s.
Suppose that d’ is cost improving. Then by Eq. (3.2)

i =c —csBTlA, = cid; + cgdg = cd".

Hence d’ is cost improving if and only if ¢; < 0.
Next, let j € s. Then s, = j for some k and

Cj=cj — csB_lAj = Cg, — csB_lBk. = cg, — Csep, = 0.
O

Theorem 3.10. Suppose that x is a feasible solution to an LP in standard form. If d
18 a cost-improving feasible direction at x having nonnegative entries only, then the LP is
unbounded.

Proof. Suppose that d is a cost-improving feasible direction at x having nonnegative entries
only. Being a feasible direction it will also be a valid direction. Hence for all 8 > 0 the
equality constraints are satisfied. Moreover, from d > 0 it follows that x + 6d > 0 for all
6 > 0. Hence for all § > 0 the solution x + 6d is feasible.
Since d is cost-improving
cd <0,

and thus
c(x+6d) = cx + fcd

is unbounded since 6 is unbounded. O

Theorem 3.11. Suppose that x is a basic feasible solution to an LP in standard form
corresponding to basis s. Let d be the £-th cost-improving valid basic direction at x with
at least one negative entry. Then for any 0 < 0 < 0* the solution x' = x + 6d is feasible

where
. X
f* = min { =

d;

d; <0 andiES}. (3.5)

Moreover, if § = 0* then x' is basic feasible.
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Proof. Since d is a valid direction and x a solution it follows for all § > 0 that x’ is a
solution.

Let 0 < 0 < #*. Suppose that j and k are such that 0" = —x;/d; and j = s. Then, all
co-basic entries of x satisfy z; = x; + 0d; = 0, if ¢ # ¢, and zj, = §. All basic entries of x’
satisfy « > 0, if d; > 0, but also if d; < 0:

X xT;

Adizwi—fdizo.

zy =z +0d; > x; —
i % i = Ly dj dz

Hence x’ is feasible.
If & = 6* then x; =0 and 2, = 0 > 0 then x’ is basic with basis

!/
S = (81,3 Sk—1,0, Skt1s---s5m).

O]

Remark 3.12. Note that 6* can be equal to zero if for some j both d; < 0 and z; = 0.
In such a case d is called a degenerate direction and changing the basis does not result
in a new solution. But since the valid basic directions depend on the current basis (see
Eq. (3.2)) changing the basis may lead to new directions where 6* > 0. o

Definition 3.13. Consider a linear program in standard form. Let s be a basis corre-
sponding to basic feasible solution x. Suppose that d is a basic feasible cost-improving
direction, where dj < 0. If x; = 0, then d is called a degenerate direction at x and the
linear program is called degenerate.

In conclusion, given a basic feasible solution x with respect to basis s the simplex method
performs the following steps during each iteration.

Basic Simplex.

Entering-Variable: Let s be a basis and B = Ag the corresponding basis matrix.
Pick a cost-improving basic feasible direction d, or equivalently (Lemma 3.9),
pick £ such that ¢; < 0. From the proof of Theorem 3.11 it follows that z, will
become basic. If no such /¢ exist, then output current solution being optimal.

Leaving-Variable: Compute 6 from Eq. (3.5) and pick & that minimizes §. Again
by Theorem 3.11 it follows that xj; will become co-basic. If no such k exist then
stop while reporting that the LP is unbounded.

Update the Basis Replace s; by £ in s.

In the first two steps of the algorithm there is some freedom in how to implement the
algorithm: if multiple entries of € are negative then one can choose freely among them,
and if there are multiple values for k£ that minimize 6 then again one is free to choose
among them. A rule restricting the choice of ¢ and k is called a pivoting rule.

The performance due to pivoting rules strongly depends on the problem instance itself.
To illustrate this, we describe two well known pivoting rules: Dantzig’s original pivoting
rule and Bland’s pivoting rule [Bla77].
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Let basic feasible solution x and basis s be given at the start of an iteration of the
simplex algorithm. Consider the following restrictions on the choice of the variable to
become basic and the variable to become co-basic.

Dantzig’s Original Pivoting Rule: With respect to the entering variable, choose ¢
such that
¢ = argmin {¢;|¢; < 0}, (3.6)

where argmin(x) = ¢ if and only if z; = min(x).

Bland’s Pivoting Rule [Bla77]: With respect to the entering variable, choose ¢ such
that
¢ =min{i|¢; < 0}. (3.7)
Let d’ be the corresponding basic feasible direction. With respect to the leaving
variable, choose k such that

Ts;

ds,
J

d¢ < 0 and _2&- :min{

7

£j<o}}. (3.8)

Remark 3.14. One easily verifies that the problem instances given by [KMT72] require
exponentially many iterations if Dantzig’s original pivoting rule is applied, where Bland’s
rule requires just one iteration.

More importantly, Beale provides in [Beab5] an example of a linear program on which
the simplex algorithm with Dantzig’s original pivoting rule will never terminate. This is
due to the fact that at some stage Dantzig’s pivoting rule selects only degenerate basic
feasible directions in such a way that the corresponding basis updates yields a sequence of
bases that is repeated over and over. This is called cycling, see Definition 3.15. o

k = argmin {si

Definition 3.15. Suppose that the simplex algorithm is applied to solve a linear program
in standard form. We say that the simplex algorithm cycles between bases s', ... sP if s

will be updated by the simplex algorithm to s'TY, for alli=1,...,p, where sPTH =s!.

Bland’s pivoting rule is designed to be a very simple rule so that cycling cannot oc-
cur [Bla77]. It uses the fact that the simplex can cycle only if the linear program is
degenerate.

Lemma 3.16. Consider a linear program in standard form. If the simplex algorithm
cycles, then the linear program is degenerate.

Proof. Suppose that the simplex algorithm cycles between the bases s, ...,sP. Let x* be
the basic feasible solution corresponding to basis s'. Observe that the costs should remain
constant during the cycle. Indeed by construction of the simplex algorithm cx! < ... <
cxP < exPt = ex!.

Next, suppose that d is a cost improving basic feasible direction such that x*t! = x*4-6d
for some positive §. Suppose furthermore that s'*! is obtained from s’ by replacing 82 by
¢. Since d is cost-improving ed < 0. By c¢x! = ex'*! = ¢(x’ + 0d) it follows that 6 = 0.

Since d is a basic feasible direction and ¢ enters the basis replacing 32, dy = 1 and
ds, < 0. Furthermore, from 6 = 0 we have by Eq. (3.5) that x5, = 0. O

Theorem 3.17 (Bland’s anti-cycling rule:). Consider a linear program in standard form.
The simplex algorithm using Bland’s pivoting rule will not cycle.
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Proof. Suppose on the contrary, that the simplex algorithm under Bland’s pivoting rule
cycles given a linear program in standard form. Suppose that the simplex algorithm cycles
successively between the bases s!,...,sP with corresponding co-bases u',...,uP. Let T
be the set of indices that leave and enter the basis at some iteration in the cycle, i.e.,

T:{i | H(j,k):iESj/\iEUk}

Next, suppose that ¢ = max7. We will show that due to cycling, at some iteration ¢
should enter the basis and at some other iteration ¢ should leave the basis, resulting in a
contradiction to the choice of the pivot element.

Suppose that ¢ enters basis s’ and leaves basis s/, where i, j € {1,...,p} and i # j. Let
¢ be the cost-reduced vector with respect to basis s’ and let ¢/ be the cost-reduced vector
with respect to basis s/. Since ¢ enters the basis s’ by Bland’s pivoting rule, ¢; > 0, for
all j < ¢, and ¢, < 0.

Suppose that basis s’*! is obtained from s’ by replacing si = ¢q with t. Hence t € T
and t # ¢. Let d’ be the basic feasible direction with respect to basis s’. By Lemma 3.6
Ad! =0and dgj = —As_let. Since € is a cost-reduced vector with respect to basis s* and
d! the t-th basic feasible direction with respect to basis s?, we have

cd' = (c—cgA'A)d" = cd' = ¢ — e A A, = ¢ < 0.

Hence there should be a k such that @d}; < 0. Since ¢ # 0 it follows from Lemma 3.9
that k is not in the basis s’. By dfc # 0 then either k is in the basis s/ or k = t. If
k =t # g, then ¢;di, < 0 and d} = 1 implies that ¢, = ¢ < 0. But since t € T and t # ¢
implies t < ¢, which is a contradiction to the fact that & > 0. So k is in the basis s/. And
hence k € T, since it is not in the basis s’.

Since k € T we have by Lemma 3.9 that 2 = 0. Furthermore, ¢; < 0 and !, = dé <0
SO Eqdfz > 0, but ¢dl, < 0. Hence k # ¢q. By the choice of ¢ it follows that k < g,
contradicting the fact that ¢ leaves basis s7. O

3.1.2 Interior Point Methods

The interior point methods are theoretically more efficient than the simplex methods, since
their worst case running time is polynomial. In practice, however, it is not all clear which
performs best. We will briefly discuss the main ideas behind the interior point methods
and show a simple example.

The interior point methods iteratively move between feasible solutions x, where x > 0.
The idea is that within the interior of the polyhedron one has more freedom in choosing
a feasible direction than on the boundary. In particular one can move into the direction
where the cost improves the most, i.e., —c. This direction is also called the direction of
steepest descent. If one is at the center of the polyhedron, then moving into this direction
will typically result in significant progress.

However, when x is not at all in the center of the polyhedron, then moving into the
direction of steepest descent typically results in moving towards the boundary. Being
close to the boundary limits the choice of the next direction, limiting progression to the
optimum.

This observation is exploited in Karmarkar’s method [Kar84] and Dikin’s method [Dik74].
Their approach is to transform the polyhedron each iteration so that the transformed so-
lution is in the center of the polyhedron and makes a significant improvement on the
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transformed costs by going into the direction of steepest descent. If the improvement of
the costs in the original program is very small, one can show that one is close to the
optimum.

The claims by Karmarkar of his method being faster than the simplex methods stim-
ulated new improvements to the simplex methods but also the development of numerous
alternative interior point methods. For example, instead of going into the direction of
steepest descent leading to costly transformations, one could define a central path, i.e., a
(typically nonlinear) path through the center of the polyhedron that hits the boundary
in the optimal solution. Being close to the central path one can make a significant im-
provement towards the solution by going in the direction of the path. In those methods,
in every iteration, one tries to decide whether the current solution is close to the central
path. If so, the direction of the path is followed, otherwise, one tries to move to a new
solution close to the central path. For more details about these path following methods we
refer to [NW99, Chapter 14].

The following primal affine algorithm illustrates an interior point method. It is Dikin’s
Method [Dik74] based on the description in [DT97]. Let x be an interior feasible point.
We note that A has again full row rank.

Algorithm 3.1 (Dikin’s Primal Affine Method).

Centering First, the LP is transformed to an equivalent LP by letting x; = D™ 'x = 1,

where
zy - 0

D:

Note that D has an inverse since x is an interior point, i.e., x > 0. With A; = AD
and ¢; = Dc, the transformed equivalent LP becomes

min CiX,
subject to Ayx = b,
X > 0

The current solution is x; = 1.

Compute direction of steepest descent: The direction of steepest descent is —c;, but
since most likely A;c; # 0 it will not be a valid direction and, therefore, it will not
be a feasible direction (cf. Lemma 3.6). Its projection onto the null space of A; will
result in a feasible direction of steepest descent. Let

P =T1-AT(AAT) LA,

be the n X n projection matrix onto the null space of A;, which can be computed
since A; has full row rank. Compute

d= —PtCt.

Move to the new interior point Compute the new solution
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where

0 = —min{d;[j € {1,...,n}}

and 0 < a < 1. Hence x} > 0 is an interior feasible point. If § < 0, then d has
no negative entries. Hence, by Theorem 3.10 it follows that the LP is unbounded.
Compute the corresponding solution of the original LP by x' = Dxj.

Check termination condition Terminate if x ~ x’, where some stopping criterium is
defined.

Remark 3.18. The computational expensive part is the computation of the direction of
steepest descent. One way of doing this step more efficiently is by computing d directly
using a Cholesky decomposition or a QR decomposition as follows. Write

d=—c,—Alv,
where v is the solution to

AtA;‘fFV = —AtCt. (39)
Hence,

VvV = —(AtAZ)_lAtCt
and
d= (I- A/ (AA])'AY) (—¢;) = —Pycy.

To solve Eq. (3.9) efficiently, one computes y = —A;c; and decomposes A;A} for example

as LL” (Cholesky decomposition), where L is a lower triangular matrix. If A has rank m
and x > 0 then A;AT is a symmetric positive definite matrix and, therefore, the Cholesky
decomposition is applicable. One solves

Lu=y

and
L'v=u

to find v. o

The most recent interior point methods are based on path following techniques and use
nonlinear optimization techniques such as the Newton’s method and the Barrier method.
The hardest computational part of these algorithms is solving one or more systems of linear
equations like in the given example. While the simplex algorithm is exact in principle,
the interior point methods reach the optimal solution in the limit. On the other hand,
the interior point methods are applicable to more general optimization problems such as
semidefinite programming.

With respect to performance it is hard to decide whether the interior point methods will
do better than the simplex methods [Mur05, Mil00, DT97, DT03]. Furthermore, since the
optimum is on the boundary of the polyhedron, the interior point methods will reach the
optimum only in its limit [NW99, DT97].

Due to simplicity, exact computations, and practical performance we will focus on the
simplex algorithm.
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3.1.3 Initial Feasible Solution

Both the simplex methods and the interior point methods move iteratively between feasible
points in the polyhedron corresponding to the LP in standard form. In order to setup the
methods one needs to identify a feasible solution. This is usually done by solving yet
another LP; the artificial LP.

Consider the following artificial LP:

min S Yi,
subject to Ax+y = b, (3.10)
(xy) = 0,

where y € R™ is called the vector of artificial variables. If b > 0, then LP (3.10) is
initialized by y = b. We will assume without loss of generality that b > 0. One can easily
modify the equality constraints in the original LP in standard form so that all equations
hold where the righthand side is nonnegative.

Theorem 3.19 shows that solving LP (3.10) yields either a feasible solution to the original
LP in standard form or the conclusion that the original LP has no feasible solutions at all.

Theorem 3.19. Suppose that LP in standard form is given, where b > 0. Consider
its corresponding artificial LP (3.10). Let (x°Pt, y°PY) denote the optimal solution to the
artificial LP. Then

(i) the artificial LP is bounded and has at least one feasible solution,
(ii) if Y i, yi = 0 then x°P* is a feasible solution to the given LP,
(iii) if ;%  yi > 0 then the given LP has no feasible solution.

Proof. (i) From the nonnegativity constraints y > 0 it follows that min ;" ; v; is bounded
from below by zero. And from b > 0 it follows that y = b is a feasible solution to the
artificial LP.
(i) Let (x°P%,y°P') be the optimal solution of the artificial LP. Suppose firstly that
y°Pt = 0. Then,
AxP* =b

such x°P! is feasible to the given LP.

(iii) Next suppose that y°Pt # 0. Let x* be a feasible solution to the given LP. From
Ax* = b and x* > 0 it follows that (x*,0) is feasible to the artificial LP contradicting
the optimality of (x°Pt, y°Pt). O

Theorem 3.20 generalizes Theorem 3.19 by considering a more general artificial linear
program.

Theorem 3.20. Suppose that an LP in standard form is given. Consider the following
artificial LP
min S v
subject to Ax+ Cy = b, (3.11)
(x,y) = 0,

where C € R™*? for 1 < p < m. Suppose that it has a feasible solution. Let (x°P,y°P*)
denote the optimal solution to the artificial LP (3.11). Then
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(i) the linear program (3.11) is bounded,
(ii) if Y- yi = 0 then x°P* is a feasible solution to the given LP,
(iii) if YF_y; > 0, then the given LP has no feasible solution.

Proof. (i) From the nonnegativity constraints y > 0 it follows that min } %_; v; is bounded
from below by zero.
(ii) Let (x°Pt y°P') be the optimal solution of the artificial LP. Suppose firstly that
y°Pt = 0. Then,
Ax°P' = b.

This x°Pt is feasible to the given LP.

(iii) Next, suppose that y°P' # 0. Let x* be a feasible solution to the given LP. From
Ax* = b and x* > 0 it follows that (x*,0) is feasible to the artificial LP, contradicting
the optimality of (x°Pt, y°Pt). O

Theorem 3.21 shows a nice property of the simplex algorithm when applied to any
artificial linear program. It shows that if the cost-reduced vector has negative entries only
at positions of the artificial variables, then the corresponding basic feasible solution is
already optimal, or the given linear program has no feasible solution at all. It means that
the simplex iterations do not need to compute the cost-reduced entries for the artificial
variables.

Theorem 3.21. Consider the general artificial LP (3.11) corresponding to a given LP
in standard form. Let (x,y) be a basic feasible solution with respect to basis s. If the
corresponding cost-reduced vector € satisfies ¢; > 0 for all 1 < i < n, then the current
solution is either optimal or the given LP is infeasible.

Proof. For the sake of simplicity we will write z = (x,y). Hence z; = z;,if 1 <1i < n, and
Zi = Yi_n, if n+1 <i<n+p. Let c denote the cost vector corresponding to the artificial
LP. Hence cz = > 0_, vi.

Suppose that € has only nonnegative entries in the first n positions and at least one
negative entry in the next p positions. Let

D={di,....dg} ={s1,....,sm}N{n+1,...,n+p}

denote the set of basic artificial variables in the current solution z.

We will show that from z a feasible and optimal solution to another artificial linear
program, with respect to the original LP, can be computed so that by Theorem 3.20 one
can conclude that either the original LP is infeasible or x’ is a feasible solution to the
original LP.

Consider the linear program that is obtained by removing the co-basic artificial variables
from the artificial LP, i.e., consider

min cv= qu:n-i-l (%R
subject to ( A Cyn ... Cygn )v
v

o

(3.12)

IVl
[=)

where v € R"™ and ¢ < p.
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By construction v = @1,...,Zn, Ydy—n, - - - » Yd,—n is a basic feasible solution to LP (3.12)
with basis s’, where

s/ _ Siy if 8; < n,
T n4+k, if s =dj.
Let B = ( A C )S be the basis matrix corresponding to solution z to the artificial

LP (3.11). And let B = ( A Cyn .. Cyn )S, be the basis matrix corresponding
to solution v to the artificial LP (3.12). Observe that

B,=A;, =A, =B,
if s; <n, and
B; = Csifn = Cdk—n = B;,
if s; = dj, > n. Hence, B = B'.
Similarly, the cost reduced-vector ¢’ with respect to v, satisfies, for i < n, using c,, = ¢
di=—c,B'A; = —cB7'A; =7 > 0.
And if i = n + k < n + ¢ then it satisfies

di=1-— C;/B/flcdk =1- CsBilcdk = Ca), = 0,

by Lemma 3.9 since dj, is basic with respect to s.

Therefore, ¢/ > 0 and, therefore, v is optimal to Eq. (3.12). The theorem follows from
Theorem 3.20 since LP (3.12) is an artificial LP of the same form and corresponds to the
given LP. O

3.1.4 Verification of the Result

This section shows how the result can be verified very efficiently using certificates. Our
definitions are based on the definitions used in complexity theory (see [Hro01]).

Definition 3.22. Let S1 and Sy be some sets and X C S1. A polynomial time computable
function g : S; x So — {0, 1} is called a validating function for X, if

X ={weS|IceS: glwc)=1}.

If g is a validating function for X and g(w,c) = 1, then c is called a certificate of the fact
we X.

Let z be a boolean expression. We will write |z|, to denote the boolean evaluation of
the expression x. For example let x € {0,1} and y € {0,1}, then |z A y|, = 1 if and only
ifx=1and y=1.

Let U = (R™*™ x R™ x R™) be the set representing all linear programs in standard form,
i.e., (A,b,c) € U corresponds to an LP in standard form. For the sake of simplicity we
will call any tuple (A,b,c) € U an LP if we mean the LP to be represented by (A, b,c).

Ezample 3.23 (Certificate of Feasibility). Let

X ={(A,b,c) e U|LP (A,b,c) is feasible}
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be the set of feasible linear programs in standard form. By definition (A,b,c) € U is
feasible if and only if there exists an x € R” such that

Ax=bAx>0.
Hence g : U x R™ — {0,1} defined by
9((A,b,c),x) = |[Ax=bAx > 0],

is a validating function for X and x is a certificate of the fact that (A,b,c) € X, i.e., x is
a certificate of feasibility of the LP (A, b, c). o

It follows from Example 3.23 that if a solution x is a certificate of feasibility, then the
given LP is feasible, but in particular that x is a feasible solution. Similarly, we use
a certificate of optimality to prove that a given result x°P! is indeed optimal. Such a
certificate typically requires the dual of the given LP, which we will introduce next.

3.1.4.1 Certificate of Optimality

To validate optimality of a solution efficiently one considers the dual of a linear program.
Here we will introduce the dual linear program and its relation to a given linear program
in standard form. Then we show how these relations are used to provide a certificate of
optimality.

Given an LP in standard form, its dual LP is given by

max pb,

subject to pA < c, (3.13)

where the p € R™ are the unknowns (Lagrange multipliers). The given linear program is
called the primal linear program corresponding to the dual linear program Eq. (3.13).

The following theorems, which we will prove for the primal LP in standard form, will
form the basis for validating an optimal solution.

Theorem 3.24 (Weak Duality). Let x be a feasible solution to the primal LP in standard
form and let p be a feasible solution to the corresponding dual LP. Then,

pb < cx.

Proof. Since x is feasible to the primal LP it satisfies Ax = b and x > 0. The feasibility
of p implies that pA < c. Thus,

pb = pAx < cx.
O

Theorem 3.25. Let x be a feasible solution to the primal LP in standard form and p be a
feasible solution to the corresponding dual LP. If pb = cx, then both x and p are optimal.

Proof. Let x’ be any feasible solution to the primal LP. Then from Theorem 3.24 it follows
that
cx = pb < cX/,
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thus proving the optimality of x.
Similarly, let p’ be any feasible solution to the dual LP. Then, by Theorem 3.24 again,
we have

pb = cx > p'b,

thus proving the optimality of p. O

Theorem 3.26 (Strong Duality). If the primal LP in standard form has an optimal
solution, then so does the corresponding dual LP, and the optimal costs are equal.

Proof. Suppose that the primal LP has an optimal solution. By the fundamental theorem
of linear programming (Theorem 3.3) there is a basic optimal solution x with respect to
some basis matrix B. From Theorem 3.7 it follows that the corresponding cost-reduced
vector satisfies € > 0. Hence by Definition 3.8

c—csB71A >0,

and, therefore,
csB7'A < c.

Therefore, the vector
p=cB! (3.14)

is feasible to the dual LP. Moreover,
pb = cSB_lb = CgXg = CX.
Hence by Theorem 3.25 it follows that p is optimal. ]

It follows from Theorem 3.25 that if x is feasible to the primal LP and p is feasible to
the corresponding dual LP, then pb = cx if and only if both x and p are optimal. Hence
a certificate of optimality for the given LP in standard form is the tuple (x, p).
3.1.4.2 Certificate of Infeasibility

Note that by Theorem 3.19 the artificial LP (3.10) with respect to an LP in standard form
has an optimal solution and by the strong duality theorem (Theorem 3.26) also its dual
has. Therefore, a certificate of optimality exists for the artificial LP. From this certificate
we can derive a certificate for infeasibility using Farkas’ lemma.

Theorem 3.27 (Farkas’ Lemma). Let A € R™*" and b € R™. Then, exactly one of the
following holds:

(i) there exists some x > 0 such that Ax = b, or
(ii) there exists some p such that pA < 0 and pb > 0.

Proof. (i) and (ii) cannot hold both since they would imply that

0 < pb=pAx <0x=0.
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Suppose (i) does not hold. Given A and b consider the LP in standard form, where c is
chosen arbitrarily. Let p be the optimal solution to the dual linear program corresponding
to the artificial LP (3.10), which can be derived from Eq. (3.13) as follows:

max pb,
subject to p[A|I] < [0]1],
where 0 denotes a length n vector consisting of zeros and 1 a length m vector consisting
of ones.

By Theorem 3.25 it follows that the optimal costs for the dual linear program and the
artificial linear program are equal. By Theorem 3.19 it follows that the optimal costs
of the artificial linear program are positive by the infeasibility of the original LP. Hence
pb > 0.

Observe that from the dual feasibility of p that pA < 0, hence (ii) holds. O

From Theorem 3.27 it follows that any p satisfying (ii) provides a proof that the given
LP is infeasible. It follows that a certificate of infeasibility is given by p.
3.1.4.3 Certificate of Unboundedness

From Theorem 3.10 it follows that if x is a feasible solution and some direction d > 0 is a
feasible direction at x improving the costs, then the LP is unbounded. Hence a certificate
of unboundedness is given by (x,d).

3.2 Implementations of the Simplex Iterations

Recall from Section 3.1.1 that the simplex algorithm performs the following steps during
each iteration given an LP in standard form and a basic feasible solution x, with basis s
and basis matrix B = Ag:

1. Entering Variable: Pick ¢ such that ¢, < 0, where
c=c—-cB'A.

If no such ¢ exists then output current solution, where x4 = B~'b, being the opti-
muin.

2. Leaving Variable: Compute

T,
6 = 1 — L
mln{ d

Si

di<0},

where ds = —B7 1Ay, and x5, = B~'b. Let k be the index such that § = —3—:. If
no such k exists, then exit and report “unbounded LP”.

3. Update Basis: Replace s, by £ in s and update B by replacing the k-th column of
B by Ay.

Naively, to compute € and d one needs to compute B~! at each iteration. We will show
in the remainder of this section how to avoid computing these matrix inverses.

A precise rule to select £ and k is called a pivoting rule, see Remark 3.14. In this Section,
for simplicity, we will give the algorithms where Dantzig’s original pivoting rule is applied.
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3.2.1 Large Tableau Simplex

This section shows how all data used in the simplex method can be represented by a
matrix and that each iteration reduces to elementary row operations, i.e., adding rows
and multiplying the rows by a scalar. Then, observing that the values in the matrix will
be rational even if the inputs are integer, we show how to avoid computing with fractions.
Lastly an upper bound on the size of the values in the representation will be derived.

3.2.1.1 The Simplex Tableau

Let T be an (m + 1) x (n + 1) matrix as follows

/ / /
ay ... ay, | b
: : (3.15)
al al b
ml mn m
) e | —2

Definition 3.28. For any LP in standard form, let x be a basic feasible solution with
respect to basis s and let B = Ag be the basis matriz. Let T be given by Eq. (3.15). If

()2 )

then T is called the simplex tableau corresponding to basis s.

The following proposition shows that by elementary row operations on T one can trans-
form T to tableau T’ corresponding to the new basis s’ after one simplex iteration. In
the following, let I,,, denote the m x m identity matrix and e; the i-th column of I,,,. The
vector e; is also know as the ¢-th unity vector.

Theorem 3.29. Let T be the tableau corresponding to basis s. Let
T' = QT,

where Q is the matrix corresponding to row reduction, or pivot, on element tiy # 0, where
1<k<mandl1l<{<n, ie.,

tiotrq
th =ty — if i £k (3.17)
e
tri
th = —2. 3.18
kj tho ( )
Then T’ is the tableau corresponding to basis 8" = (81,...,8k_1,4, Sk41s---5Sm)-

Proof. Let T be a tableau corresponding to basis s. Let k € {1,...,m}and ¢ € {1,...,n}.
Suppose tgy # 0 and let T = QT satisfy Eq. (3.17) and Eq. (3.18). We will show that T’
satisfies Definition 3.28, i.e.,

B! o A Db
!/ __
T= < —cyB ! 1 ) < c 0 ) (3.19)

where 8’ = (s1,...,8k-1,4, Sk+1,---,5m) and B’ = Ag.
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Since T is a tableau with basis s it holds that

B! 0 A b A" b
T e _1 — . s
—csB 1 c O c —z
where B=A;, A’=B'A, b’ =B 'b,c=c—c;B'A, and z = ¢csB~'b.
From Eq. (3.17) and Eq. (3.18) it follows that Q € R(™+Dx(m+1) j5 equal to

1 0 -2 0 ... 0
kL
| Mene oo
‘1‘1@2
0 0 o 0 0 1. (3.20)
0 0 —Zene g 0
afd
0 0 - 0 1
Qe
Let
B B! o0 A b\ [ QA QV
QT_Q<—CSB1 1><c 0>_< =) (38:21)

where Q' € R™*™ consists of the first m rows and columns of Q.
We will show that

(i)
QB '=B""' (3.22)
implying Q’A’ = B 'A and Q'b’ = B 'b, and,

(i) @ = c—cgB'A and —2' = —cg B’ 'b, implying that QT satisfies Eq. (3.19).

(i) We have
a’
(QA)); = aiy — —“a;, (3.23)
ke
for ¢ # k and
QA = (3:24)
ik Ay '

First observe that

QB 'B'=Q (B'B},....B"'B])
=Q (B'A,,,....B'A,, | ,B7'A,B'A,,,,....B7'A,))
=Q' (e1,...,ep-1,A), €11,...,€n) . (3.25)
For i # k we have Q'e; = Q) = ¢;. And Egs. (3.23) and (3.24) imply Q'A; = ej. Hence

by Eq. (3.25)
QB 'B =1,,.
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(ii) From Eq. (3.20) it follows that

= A
]
¢;=¢

!
Qe

= (cj —esBT'Aj) -

Al
/ I /
B '—Z' I_akjazﬁ o ay
=G Ci | Qg o Ce o
ics ke ke
/ /
= Cj — Z CiQ Ai
ies’
-1
=Cj — CS/B/ Aj, (326)

for j = 1,...n, where we used the identities from Eq. (3.23), Eq. (3.24), and Eq. (3.22).
Similarly,
[ _
I : ) (3.27)
a
ke

O

Notice that in the tableau, the values ¢ are present in the last row and the valid basic
directions are easily extracted from the columns of A’ indeed by Eq. (3.2)

‘ -1
di=-B'A; = —Al
With the tableau representation, the simplex method becomes:

1. Entering Variable: Pick ¢ such that ¢(,,1 1), < 0. If no such ¢ < n exists then the
output is the current solution which is optimal, i.e.,

Xsi:ti,n-i-h
foralli=1,...,mand z; =0 for j &s.

2. Leaving Variable: Compute

0 — min Li(tn+1)
tie

tig>0andi€{1,...,m}}. (3.28)

Let k be the index such that 6 = tk(t%l) If no such k exists, then exit and report
“unbounded LP”.

3. Update Basis and Tableau: Replace s; by £ in s and compute T’ from T by
using Egs. (3.17) and (3.18) in Theorem 3.29.
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The following algorithms provide precisely each step of the simplex iterations.

Algorithm 3.1: (T, s, pred) « Iteratet rp(T, s)
Input: T,s.
Output: T, s, pred.
(¢, k) < FindPivotElement(T);
if /=0 then

return (T,s, Optimal) ;
else if £k =0 then

return (T, s, UnboundedLP);
T PiVOtRp(T, l, k);
Sk é;
return lterategp(T,s);

® N O oA W N

Algorithm 3.2: (¢, k) < FindPivotElement(T)
Input: T.
Output: 7, k.
{ + argmin {t(m+1)i‘ ie{l,...,n}};
if t(m—i—l)é >0 then
return (0,0);
foreach i € {1,...,m} do

W N =

I

5 if t;y > 0 then rﬂ—tiﬁijm;
6 else r; + oo;

7 k « argmin(ry,...,mn);

8 if rp, = oo then

9 return (¢,0);

10 return (¢, k);

Algorithm 3.3: T’ + Pivotgp (T, k, /)
Input: T, 7 k.
Output: T'.

1 foreach i € {1,...,n+ 1} do

2 foreach j € {1,...,m+ 1} do
3 if i # k then
tiotr;

4 t,ij < tij — szf]’
5 else

t. L
6 ij tre’
7 return T';

3.2.1.2 Integer Pivoting

Observe that row reduction is defined over Q, even if all inputs are integer. Many cryp-
tographic tools, however, are able to deal with integers —or rather field elements— only.
The results of [Ros05] and [APO01] describe a way to change the pivoting procedure in
the simplex algorithm so that in each iteration the tableau contains integer values only.
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These tableaux differ only in a constant factor from the rational tableaux containing the
correct values. The following proposition extends their approach by making sure that the
integer tableau is a positive multiple of the corresponding rational tableau. In addition,
we provide a simple and complete proof of correctness.

Theorem 3.30. Suppose that an LP is given in standard form, where all coefficients A, c
cmd b are integer. Let T be its tableau corresponding to basis s and basis matriz B. Let
= | det(B)|T. Then all values in T are integer.

Proof. Let o := sgn(det(B)).

By the definition of a determinant it follows that every square submatrix of A has an
integer determinant. Hence det(B) and det(B’) are integer as well as adj(B) and adj(B’).
From linear algebra we know that

adj(M) = det(M)M !

for any invertible square matrix M € R™*"™,
Observe that by Definition 3.28

_ _ adj(B) 0 A b
= |det(B)|T = a( —csadj(B) det(B) > ( c 0 )’ (3.29)
being a product of two integer matrices. Therefore, T is integer. O

Theorem 3.31 (Integer Pivoting). Suppose that an LP is given in standard form, where
all coefficients are integer. Let T be its tableau corresponding to basis s at the beginning of
an iteration of the simplex algorithm. Suppose that the basis is updated, where £ enters the
basis and sy, leaves the basis. Let tableau T’ = QT be the resulting tableau corresponding
to basis s'. Let T = | det(B)|T and T = | det(B’)|T', where B = Ag and B’ = Ay. Then

o Tty — Tl
Y \det( )\

if i £k (3.30)

Proof. Let a := sgn(det(B)). Let A" = B-'A and A/ = |det(B)|A" and, similarly,
A’ = B''A and A” = | det(B')|A”. We show that the entries A’ can be written as a
determinant depending on B.
g’ij = adet(B)a;
= adet(B)d
= adet(B) de
= adet(B)

ij
et (elv"')ei—lvA;'veH—la”'7em)

t (B~ (By,...,Bi_1,A;,Biy1,....By))
det(B™ )det(Asl,...,Asiil,Aj,ASiH,...,Asm),

hence, using det(B) # 0,
aij = adet (Ag,. ., As, 1, Aj Agiyy oo A, ) (3.32)
Hence, From Eq. (3.32) it follows that

a're = adet(B'). (3.33)
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Observe that from the pivot row selection Eq. (3.28) we have aj, > 0. Hence c?’kg =
| det(B)|a}, > 0, and from Eq. (3.33) it follows that sgn(B’) = « and hence

ke = | det(B')],

which equals the value of the current pivot element #jy.
Theorem 3.29 implies that T/ = QT satisfies Eqgs. (3.17) and (3.18). Hence, using
Egs. (3.29) and (3.33),

Z;j = ‘det(B/)’t;j

_ the tNijZM - tNiﬂ?kj
| det(B)| bt

 tijtre — Liotyy
[det(B)[

if ¢ # k. Also,
=t~

tre

O]

Since all entries in T have the same sign as the entries in T one can run Algorithm 3.9 to
select the pivot element. With respect to Algorithm 3.1 only the updating part is different.
Algorithm 3.4 shows precisely each step of the simplex algorithm keeping all values in the
tableau integer.

Algorithm 3.4: (T,s,pred, q) < Iterate.1 p(T,s, q)

Input: T,q,s.
Output: T,q,s, pred.
(¢, k) < FindPivotElement(T);
if / =0 then
return (T, s, Optimal, ¢);
else if £ =0 then
return (T, s, UnboundedLP, ¢);
(T, q) < Pivotjp(T, ¢, k,q);
s+ /4
return lteratep(T,s, q);

o N O ok~ W N -

3.2.1.3 Size of the Numbers in the Tableau

The efficiency of simplex using integer pivoting will be dominated by the size of the
numbers in the tableau.
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Algorithm 3.5: (T, q) « Pivot;p(T, k, ¢, q)
Input: T,/ k.
Output: T
q' =ty
foreach i€ {1,...,m+1} do
foreach j € {1,...,n+ 1} do

1

2

3

a if i # k then

5 t;j — tijlee—Ttiolky |
6

7

8

q )
else
tij = tij
return (T’,¢');

Remark 3.32. The solution of Li and Atallah [LA06] keeps its tableau integer valued by
pivoting using Egs. (3.30) and (3.31) where the (proper) division by | det(B)| is omitted. It
follows that in their solution the size of the numbers in the tableau doubles each iteration,
i.e., grows exponentially fast. o

By applying the division in Eq. (3.30) the size of the numbers in the tableau is bounded
if the inputs are bounded [Tof07]. Actually, we follow the result of [Goe94], which gives
an upper bound on the size of the output only, to derive an improved upper bound for all
values in the tableau using the results in the proof of Theorem 3.31.

For any vector v let ||v]| denote its Euclidian norm. Theorem 3.34 provides an upper
bound on the values in any integer tableau T.

Lemma 3.33 (Hadamard’s Inequality [Had93]). For any square matriz X € R™"™, we
have

det(X) < [T Il
=1

Theorem 3.34. Given an LP in standard form, where the bit size of the coefficients A,
b, and c is bounded by some positive integer N. Let x be a basic feasible solution x with
basis s and basis matriz B. Then its corresponding tableau T satisfies

]det(B)tij\ < 2L,

where
L=(m+1)N+ % log(m) + log(m + 1). (3.34)

Proof. We consider the four parts of the tableau
/ /
(%),
c —z

where A’ =B 1A, b =B 'b,¢=c—csB7'A and z = ¢csB~'b.
Let T = |det(B)|T.
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From Eq. (3.32) and Hadamard’s Inequality it follows that

|@ij| = | det(B)][aj]

= |det (A, ..., Ag_ 1 A A, AL

b Sm

m

<Al IT 1Al

k=1,k#i

IA
3

m/2gmN. (3.35)
Similarly,

[bi(ns1)| = | det(B)]|by]
= |det (Asy, ..., Ay, b, AsL .. Ay

m

<Ibl IT Al

k=1,k+#3
< m™29mN, (3.36)

Finally, since B is a square submatrix of A of size m, by Eq. (3.35) the determinant of B
satisfies | det(B)| < m"™/22™N  Hence

= | det(B)][5;|
= |det(B)c; — cs (det(B)B'A;)|
< ‘det(B)cj\ + |cs (2&%)‘

< mm/22(m+1)N + moN (mm/22mN)

= (m + 1)m™/2(2m+DNy, (3.37)

[T

and, similarly, by Eq. (3.36) it follows that
|=2(m+1)(nt1)| = | ~csdet(B)B b

< maN (mm/22mN) .

Hence all entries in T satisfy Eq. (3.37), i.e.,
|%VU| < 2(m+1)N+% log m+log(m+1) _ 2L
where L satisfies Eq. (3.34). O
If A has sparse columns, i.e., the columns of A contain lots of zeros, then |det(B)| will

be smaller. Also, the values in T will be smaller. Theorem 3.35 presents an upper bound
on the values in any tableau if every column of A contains at most s nonzero elements.
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Theorem 3.35. Given an LP in standard form, where the bit size of the coefficients A,
b, and c is bounded by some positive integer N. Suppose furthermore that every column
of A contains at most v nonzero entries. Let x be a basic feasible solution x with basis s
and basis matriz B. Then its corresponding tableau T satisfies

’det(B)tiﬂ < 2L,

where
3

L_{ (m+ 1N + Zlog(y) +log(m + 1), if v > 20,

3.38
(m+ 1)N + 2L 1og(y) + 3 log(m), otherwise. (3:38)

Proof. We consider again the four parts of the tableau

/ /
T- < AT D ) ,
c —z
where A’ = B 'A, b =B 'b,é¢=c—csB'A and z = ¢csB~'b.
Let T = | det(B)|T.

|a/ij| = | det(B)||aj;]
m

<lajl IT lagl

k=1k+#i
= ym/2gmN, (3.39)

Similarly,

/| = | det(B)||bs]

m

<ol T lAsl

k=1,k£i
Furthermore, |det(B)| < 4"/22™N by Eq. (3.39). Hence
;] = | det(B)|[¢]
= |det(B)c; — cs (det(B)B™'A;)]
S ,Ym/22(m+1)N + m2N <7m/22mN>
= (m 4 1)y™/2(2m+DN)y, (3.41)
and, similarly, by Eq. (3.40) we have
£ m+1)(nt1)| = |—Ccsdet(B)B~'b)|
An upper bound on all values of T is given by either Eq. (3.41) or Eq. (3.42). Note that
this bound is given by Eq. (3.41) if and only if
(m + 1)7m/2(2(m+1)N) > m3/2,y(m—1)/22(m+1)N

Y
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i.e.,
[m
m+12>,/—m,
v
S0,
2
> e m
7= (m + 1>
Hence, all entries in T satisfy Eq. (3.38). O

Algorithm 3.1, and Algorithm 3.4 when integer computations are required, are known
as large tableau simplex (LT) algorithms. Algorithm 3.1 runs the simplex algorithm on
the large tableau simplex with rational pivoting and is called LT-RP, while Algorithm 3.4
runs simplex on the large tableau with integer pivoting and is called LT-IP.

Remark 3.36. One would expect that the absolute value of the numbers with respect to
integer pivoting will be larger than the absolute value of the numbers with respect to
integer pivoting, since during the tableau updates the division with the pivot element is
postponed to the next iteration.

However, below we provide an LP, where there exists a basis s such that the tableaus
with respect to both integer pivoting and rational pivoting are equally large. Furthermore
it has an entry t;; , where log(|t;;]) is close to L, the bound on the bit size of the numbers
with respect to integer pivoting.

Consider the following LP

min Tx1 — Txo + Txs3,
subject to 5x1 + Txo — Txs3 < 7,
2%1 - 7:1:2 - 3:133 § 1,
and x>0, x9 > 0, ,x3 > 0.

Note that the absolute value of each coefficient is smaller than 8 = 23. Tt follows that

L=(m+1)N+m/2logm +log(m +1) =9+ 1+ log3.

Let s = (1, 3), then
5 =7
B=A = ( ; _3>.

(3 =T
5o (17).

The tableau T with respect to s is given by

Observe that

3 -7 0 5 7 -7 10 7
7T = 2 -5 0 2 -7 -3 01 1
—35 84 1 —-7 -7 7 0 0 0

1 7 0o 3 =7 14
=0 49 1 2 =5 9
0 -840 0 —-35 84 -161

Since det(B) = —1 it holds that T = T, where we have for the largest value
[log (] — 840])] = 10.
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The next sections will show how to derive from Propositions 3.29 and 3.31 variants,
where the tableaus will be smaller.

3.2.2 Small Tableau Simplex

The small tableau simplex (ST) algorithms improve the efficiency of the large tableau
simplex algorithms by using the following properties of T.

Lemma 3.37. Given an LP in standard form, let T be as defined in Definition 3.28
corresponding to basis s. Then

(1)

1 0 . 0
o1 ... 0
Ts = . (3.43)
00 ... 1
00 ... 0
(i1) Let T' be the tableau after one iteration of the simplex method with basis s' =
(S1y+-+ySk—1,4, Sk41, - - -, Sm) using rational pivoting. Then
Lo ... =& ...0
01 ... = .0
T, = e : (3.44)
tm
(m+1)¢
0 ... == ... 0

(iii) Let T/ be the tableau after one iteration of the simplex method with basis s’ =

(S1y+++ySk—1,4, Skt1,---,Sm) using integer pivoting. Then,
te 0 ... —tp ... O
0 tge ... —toyp ... 0
T, = | det(As)| : (3.45)
0 0 ... R 7Y,

Proof. (i) Let B = Ag be the basis matrix. By definition
B! o0 A b
r=( s v )(C D)
T. — B! o0 Ag )\ B~'B e ™
*\ —¢B! 1 cs ) \es—cB'B /) 0 )¢

Hence
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(ii) Theorem 3.29 implies
T,S = (QT)S = QTS
Applying (i) to Tg yields

T’S—Q(Ig‘ ) —(Q1...Qu).

Then Eq. (3.20) in the proof Theorem 3.29 implies Eq. (3.44).

(iii) Theorem 3.31 implies that
/']3‘7 = det(As/)T’ = ZMTI.

Hence (ii) applied to T’ provides Eq. (3.45).
O

It follows that (ts)m+1 = €s = 0 and, therefore, no ¢ € s will be selected for pivoting.
Furthermore, when a pivot element %, is selected, then pivoting yields T’Si =T, T, =
T,,, and T’Sk = Qj,, which can be computed independently from Ts. Hence one can
remove the columns Ty from consideration. Similarly, in the next iteration the columns
T’y can be removed from consideration.

Definition 3.38. Let T be the tableau corresponding to an LP in standard form and basis
s. Let u be the co-basis. Then

T(u,n+l) = (T’Lq v Tunfan—&—l) (346)
1s called the condensed tableau or small tableau.

Small tableau simplex iterates using Algorithm 3.1 or Algorithm 3.4 on tableau Ty 1 1)
with the following two additions: (i) that after each pivoting the ¢-th column of T (unt1)
is replaced by Qj, and (ii) the basis and co-basis are updated by swapping s; with w,.
Small tableau simplex using rational pivoting is called ST-RP and small tableau simplex
using integer pivoting is called .

Algorithm 3.6 gives a precise description of the small tableau simplex iterations.

3.2.3 Revised Simplex

The revised simplez is based on the observation that by Definition 3.28 any tableau T, with
respect to basis s, can be written as the product of two matrices, where one is invariant
during all iterations.

Lemma 3.39. Let an LP in standard form be given. Let

A b
0_
v=(e0)

and
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Algorithm 3.6: (T,s,pred, u, q) < lteratest var(T,s,u,q)

Input: T, s, u, q.
Output: T, s, u, ¢, pred.
1 (¢, k) + FindPivotElement(T);
2 if /=0 then
3 return (T, s, Optimal, u, ¢);
4 else if k=0 then
5 return (T,s,UnboundedLP, u,q);
6 (T/, q’) — PiVOtVAR(T,E, k, q);

VAR =RP:
7a  foreach i€ {1,...,m+ 1} do
8a th, = — b,
24 tre’
9a t%e = i;
VAR =IP:
7b foreach i € {1,...,m+1} do

/ .

10 Sp <> Uy,
11 return lterateSTyar(T’, s, u,¢);

Suppose that T = DTV is the corresponding tableau with respect to basis s at the beginning
of an iteration of the simplex algorithm and that the basis is updated, where £ enters the
basis and si leaves the basis. Let T' = QT be the tableau with respect to basis s’ =
(815++s8k—1,0,8k11,---55m). Then, T/ = D'TY, where

D' = QD. (3.47)

Proof. From Theorem 3.29 it follows that the tableau with respect to basis s’ is given by
T = QT, so
T = QDT = D'T".

Next, let z = (21,..., zm+1) be such that (T?), is invertible, then
T, = QD(T°), = D'(T"),

and thus that multiplying by the inverse of (T), results in Eq. (3.47).

Such z exists if T? has full row rank. So suppose that T has not full row rank. Hence
the rows of T? are linearly dependent. Since a basis exists it follows that A has full row
rank. Hence, there exist (A1,...,\;,) € R™ such that

m
E Na;, =c¢
i=1

and
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Thus, for all feasible x it holds that

CX = i )\iaix = i )\zbz =0.
=1 i=1

The revised simplex updates D only, instead of tableau T. By remark 3.2 it follows that
m < n. In practice, n > m and, therefore, updating D is more efficient than updating T
instead. On the other hand, values required each simplex iteration such as € need to be
computed each iteration from D and T.

The revised simplex algorithm using rational pivoting is called RS-RP and the revised
simplex algorithm using integer pivoting is called RS-IP. The following algorithms specify
the revised simplex iterations.

Algorithm 3.7: D’ + Pivotgs gp(D, k, ¢, T?)
Input: D, v, ¢, k.

Output: D’
1 v+ DTY;
2 foreach i € {1,...,m+ 1} do
3 foreach j € {1,...,m+1} do
4 if i # k then
dye;vs

5 dij  dij — =
6 else

d' dj .
7 kj < ok
8 return D’;

Algorithm 3.8: (D, s, pred, q) < Iteraters var(D, s, T, q)

Input: D, T s, q.
Output: D, s, pred.

(¢,k,v) < FindPivotElementrs(D, T?);
if /=0 then

return (D, s, Optimal);
else if £ =0 then

return (D, s, UnboundedLP);

VAR = RP :
6a D« IDiVO'ER57RF><D7 6, k, TO);
VAR = IP :
6b (D7 q) < PiVOtRS,IP(D7 E’ kv Toq)7
7 Sp < E;
8 return lterateRSyar(D, s, TY, q);

U kW =
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Algorithm 3.9: (/,k,v) < FindPivotElementrs(D, T?)
Input: D, TO.
Output: 7, k, v.
C dm+1 . TO;
l < argmin{c¢lie{1,...,n}}
if ¢, > 0 then
return (0,0);
V DT?;
b+ DT? ;;

foreach i € {1,...,m} do

if v; > 0 then rﬂ—%;

© 00 N O Uk~ W N =

else r; + oo;
R+ (Tl,...,Tm);
k < argmin(R);
if r, = oo then

return (¢,0);
return (¢, k);

I S O Y
AR W N = O

Algorithm 3.10: (D, q) « Pivotgs ip(D, k, ¢, T, q)
Input: D, v, ¢, k, q.

Output: D, q.

1 v+ DTY;

2 foreach i € {1,...,m+ 1} do

3 foreach j € {1,...,m+ 1} do

a if i # k then

5 d;] . d;jvg dk]vl.
6
7
8
9

q )
else
d;w- — vj;
q = Vk;
return (D', ¢);

3.3 Implementations of the Simplex Initializations

The previous section presented how to implement the simplex iterations. This section
presents how to initialize the iterations of the simplex algorithm.

In Section 3.1.3 we showed how to find an initial feasible solution to a given LP in
standard form. The simplex algorithm, however, requires the solution to be basic. This
section presents the following algorithms to find an initial basic feasible solution given any
LP in standard form, the two-phase simplex algorithm and the big-M method.

The two-phase simplex algorithm runs in two-phases. In the first phase it solves an
artificial LP from which it initializes the second phase to solve the original LP. Special
attention will be given to the initialization of the two-phases, since the iterations can be
done by the algorithms from the previous sections.
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The big-M method, on the other hand, merges the artificial LP and the original LP into
a new linear program where the optimum is either a proof that the given LP is infeasible,
or it is optimal the given LP as well. We show that the iterations can in some cases also
be done by the algorithms described in previous sections, or they require some extension.

3.3.1 Standard two-phase Simplex

Suppose that an LP is given in standard form and suppose that b > 0. In this section we
consider the following artificial LP:

min cx =" Tnyi,
subject to (A IL,)x = b, (3.48)
b'¢ > 0,
where Tp+1,. .., Tn+m are the artificial variables.

The two-phase simplex algorithm is as follows:

Phase I: Given any LP in standard form solve the corresponding artificial LP. Decide
whether the given LP is feasible; if not return “infeasible LP” else goto phase II.

Phase II: Given the optimal solution and basis of the artificial LP, compute a basic
feasible solution to the original LP and a corresponding basis. Then solve the original
LP using simplex.

With respect to phase I, we will show how to initialize any simplex algorithm of the
previous sections to solve the artificial LP. Then, if the original LP is feasible, we show
how to use the result of phase I to initialize phase II. The latter consists of transforming
the optimal basis for the artificial LP into a basis corresponding to a feasible solution for
the original LP and computing a corresponding tableau.

Note that in the previous sections we required that A has full row rank m. The artificial
LP has by definition full row rank m since the last columns form I,,,. Hence we could drop
the assumption on A to have full row rank. We show how to find and remove redundant
constraints of the original LP from the result of phase I and compute a consistent tableau
corresponding the LP where those constraints are removed.

More precisely, we need to show how to transform the tableau T returned by phase I
into a tableau T’ that corresponds to a basic feasible solution for the original LP. We show
that the basis transformations can be done by pivot operations. Next, we show how to
modify T so that the redundant constraints are removed. Then we show how to delete
the columns of T’ corresponding the artificial variables. Lastly, we show how to compute
the last row of T’ so that in the end T is a tableau for the original LP by Definition 3.28,
which will, together with the modified basis s’, be the input for phase II.

Initializing Phase 1

To initialize phase I, observe that s = (n+1,...,n+m) is a basisand u = (1,...,n) is a
co-basis. Hence the vector x satisfying

xs = (I,)'b=b

and x, = 0 is a basic feasible solution with respect to basis s.
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Algorithm 3.11: (x,pred) <— TwoPhaseSimplexyar, var, (A, b, c)
Input: A, b, c
Output: x, pred

1 (T, T%s,u,q) < InitializePhaselyag, var, (A, b);
2 (T7 S, preda u, Q) — IterateVARl,VARz (T7 S, T07 u, Q)7
VAR; = LT,ST:
3a t < tm+1n+1;
VAR; = RS :
3b  t 4t T, s
if £ <0 then

return (0, pred);
(T, T s,u,q) < InitializePhasellyag, var, (T, s, ¢, T% u, q);
(T7 S, pred, u, Q) — IterateVARl,VARQ (T, S, T07 u, q)7

i = L BT

03]

return (GetSolutionyar, var,(T,s, T, ¢), pred)

With respect to the costs, observe that c = 1, the all-one vector. Hence

I, 0\(A I, b
T_<1 1)(0 1 0>

is the tableau corresponding to basis s, from which any simplex variant of Section 3.2 can
be initialized. Algorithm 3.12 presents how to initialize phase I.

Basis Transformations

If cycling is avoided, then by Theorem 3.19 a basic optimal solution x and a basis s is
returned by phase 1. If ¢’x = 0, the solution z1,...,z, is feasible to the original LP.
However, s may be not a basis to the original LP. We show how to compute a new basis
s’ that corresponds to x and is also a basis to the original LP using Theorem 3.42.

Remark 3.40. Note that by construction, the artificial LP (3.48) has full rank. Hence,
two-phase simplex will be able to solve any feasible and bounded LP even if A is not of
full rank.

Lemma 3.41. Let B € R™*™ be an invertible matriz. If By = e; then (B™1); = ey.
Proof. Suppose that B, = e;. From B™!'B = 1,,, it follows that
(B, =B le; =B 'B;, = e.
O

Theorem 3.42. Consider an LP in standard form, where b > 0, and its corresponding
artificial LP. Suppose that phase I returns a basic optimal solution x with basis s, where
c¢’x = 0. Let D be the set of indices in the basis of value larger than n, i.e.,

D={n+1,....,n+m}N{s1,...,Sm}

If D=0, then x = (x1,...,2,) is basic to the original LP with basis s. If D # (), then for
any s,y € D either
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Algorithm 3.12: (T,s, T u,q) < InitializePhaselyar, var, (A, b)
Input: A, b
Output: T, s, T? u, ¢.

ENH

0 1 0

I, 0)
2D<_(—1 1)’
s« (n+1,...,n+m);

VAR, = IP :
4a q = 1;

w

VAR; = LT :
sa T« DTO:
6a return (T,s,q);

VAR; = ST :
5b u+« (1,...,n);
6b T DT[(Ju,n+m+1)3
b return (T, s, u,q);
VAR; = RS :
5¢c T + D;

6¢c return (T,s, T, q);

(i) there exists an £ € {1,...,n} such that ' = (s1,...,8k—1,%, Sk+1,---,5m) 1$ also a
basis for x, or

(i) the (s — n)’th constraint is redundant in the original LP.

Proof. Let x = (x1,...,2,). Observe that x satisfies

A'x = b,
where
A=(A IL,).
If D=0, then
Alx = A/SXS = A Xs.
Hence x is a basic feasible solution with basis s € {1,...,n}™ to the original LP.

If D # (), then let s, € D and B = AL.
(i) Suppose that (B~1A), # 0 for some £ € {1,...,n}. Then,

!
s = (Sla s 731671767 Sk+1y--- 78m)
is a basis. Indeed from

B_lA’S/:(el .. e BT'A, ey ... em) (3.49)

it follows that A, is invertible.
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Let T be the tableau corresponding basis s and T’ be the tableau corresponding to basis

s’. Then by Theorem 3.29 T = QT and
AL =QBY,

where Q' is obtained from Q by removing the last row and column.

Since x is optimal to the artificial LP and ¢’x = 0, it follows that Z;”Zl ZTn4; = 0. Hence
x > 0 implies that z,, = 0.

Recall that Q) = e; if i # k. Let x” be the basic feasible solution corresponding to basis
s’. Then

I oAl Ll A1 Y _ l _
Xxg =Ay b=QB 'b=Qxs=xs+ QT = Xs.

Hence, x’ = x and s’ is a basis for x.

(ii) If (B™1A)g = 0 for all £ € {1,...,n}, then the k’th row of B"!A = 0. Let
j = sk —n. Then

Bk = Alsk = An+j = €y.

By Lemma 3.41 it follows that the j-th column of B~ is equal to ej. Let X be the k-th
row of B, It follows that A\; = 1. From AA = 0 and Ab = zy, = 0 it follows that
the constraint a;x = b; is linearly dependent of the other constraints a;x = b; or, simply,
redundant. O

Algorithm 3.13 presents how to transform the result of phase I into a tableau and basis
initializing phase IT using Theorem 3.42. Note that these basis transformations can include
pivoting on a negative entry. By Theorem 3.29 this can be implemented by a simple pivot
operation when the standard pivoting operations are applied (RP variants).

However for the integer pivoting simplex variants, we need to be careful. It follows from
Theorem 3.31 that if the pivot element is negative after the pivot operation the tableau
is multiplied by —1. Theorem 3.43 shows that to avoid this one could ensure that the
whole tableau is multiplied by the sign of the pivot element. This can be done simply by
multiplying the pivot row with the sign of the pivot element before pivoting.

Indeed, consider integer pivoting in tableau T on element t;,. Let a be the sign of tg.
Then integer pivoting in T on t;, implies that every entry ¢;; outside the pivot row is
updated by (t;jtge — tirtrj)/q. However, if row k is multiplied with « first, then updating
t;j becomes

lijatge — tigoty; atijtlcé — tigl;

q q

Theorem 3.43. Suppose that an LP in standard form is given, where all coefficients are
integer. Let T be the tableau corresponding to basis s. Consider basis

!/
S = (8153 8k—1,0, Skt1s---5Sm)-

Let tableau T' be the tableau corresponding to basis s'. Let T = |det(B)|T and T/ =
| det(B’)| T/, where B = Ag and B’ = Ay and let o = sgn(tge). Then
o oty — ety oy
7 J g
o , £k, 3.50

th; = o, (3.51)
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Algorithm 3.13: (T, s, T u, q) < InitializePhasellyag, var,(T,s, ¢, T u, q)

Input: T, c, T% s, u, g
Output: T, T s, u, ¢
1 for k = m down to 1 do
if s > n then

2 { <+ 0;
3 a<+ 1;
4 repeat
5 L+ 041
Vary = ST :
6a o= up < n;
VAR; = RS:
6b try tkTg;
7 t < atpy;
untilt 0 or £ =n ;
if £ =0 then
(T,s, TY) + DeleteRowAndColumny,,, (T, s, k, T?);
10 else
VAR, = IP:
11 tr < sgn(tre)ti;
12 (T, s, u,q) < Pivotyar, var,(T,s, T, u, q);
13 (T, T u) + DeleteColumnyag, (T, s, T, u);

14 (T, TY) < ChangeCostReducedRowyag, var,(T,c, T%, s, u);
return T,s, T u, q;
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Proof. Let o := sgn(tp).
Recall from Eq. (3.33) in the proof of Theorem 3.31 that

tee = o det(B') # 0,
where o/ = sgn(det(B)). Observe that
a = o/sgn(det(B’)).

Hence applying Eq. (3.50) and Eq. (3.51) to T and using the result of Theorem 3.29 to
T and T we get

Tyl Ty
97 [den(®)]

_ tictii
o <tij - Ztkej)

= o/sgn(det(B’))a det(B')t;;

= | det(B')|ti;,

for all ¢ # k and

z;kj = Oé%vkj
 tis
= atpe
ke

= | det(B')]ty;.
Hence T' = | det(B’)|T’ as required. O

Removing Redundant Constraints

Theorem 3.44 shows how deletion of redundant constraints translates in deletion of rows
and columns in tableau T and entries in s. The resulting tableau T’ will be a tableau for the
equivalent linear program, where the redundant constraints are removed, corresponding
to basis s'.

Theorem 3.44. Suppose that the given LP in standard form is redundant and feasible.
Let T be a tableau for the corresponding artificial LP with respect to basis s and optimal
solution x. Let s be such that a minimal number of artificial variables are basic. Then

(i) t; = eny; for some j € {1,...,m},
(i1) n+ k = s; for some k € {1,...,m}, and

(1ii) if T' is equal to T where row j and column n + k are removed and s’ is equal to s
where n+ k is removed, then T’ is a tableau corresponding to the artificial LP where
the j-th constraint is removed with respect to basis s’.

Proof. Let A, b and c be the coefficients of the given LP in standard form. Suppose that
A has rank v < m.
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(i) Let B be the basis matrix corresponding T. Observe that since B is invertible it
contains at most v columns of A. Hence by minimality of the number of basic artificial
variables, it contains precisely v columns of A. Assume without loss of generality that
s=(1,...,u,n+v+1,...,n+m). Hence

B:(A1 e Ay eppr e em).

Fori=1,...,m — v let A; be the (v +4)-th row of B™'. Then by BB~! =L, for all i
it follows that A;A; = 0 for all j =1,...,v. The rank of the first v columns of A is equal
to the rank of A. Hence, for all ¢

XA =0. (3.52)

Since the original LP is feasible ¢’sxs = 0, where ¢’ denotes the cost vector of the
artificial LP. Hence

cB7'b= > Aib; =0. (3.53)
=1

By x > 0 we have B™'b > 0. So, by Eq. (3.53) A\ b=0foralli=1,...,m —v.
Let T be the tableau corresponding to basis s with respect to the artificial LP. Then

T_ B! 0 A I, b
“\ B! 1 o 1 0 )°

Hence for i = v+1, ..., m each row i satisfies t; = e,4;. Observe that in addition n+: € s,

so (ii) follows.
Bt o0
D= < —csB7! 1 >

(iii) Let
A I, b
0 __ m
T_<0 1 0)'

Let furthermore D’ be equal to B where the m-th row and column is removed and T’ ¥ be
equal to T® where the m-th column is removed. Then T/ = D'T"" is equal to T where the
m-th row and (n+m)-th column is removed. Furthermore it is a tableau for the following
linear program

and

. n+m—1
min D it T
subject to (A’ L1 )x = b/, (3.54)
X > 0,

where A’ is the matrix obtained from A by deleting row m and b’ is obtained from b by
deleting entry m. The corresponding basis is s’ = (1,...,v,n+v+1,...,n+m—1). O

Algorithm 3.14 shows how to delete a redundant constraint based on Theorem 3.44.

Finishing the Transformation

If there are no redundant constraints and phase I returns a tableau T and a basis cor-
responding to a basic feasible solution to the original LP, the Lemma 3.45 shows how to
transform T to a tableau corresponding to the original LP.
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Algorithm 3.14: (T,s, T°) < DeleteRowAndColumny,,, (T,s, k, T?)
Input: T, s, k, T°
Output: T, s, T?

/ .
18 <« (81,...,Sk,178k+1,...73m/),
2 j 4 S —n;

VAR; =LT:

3a T’ + DeleteRow(T,k);
4a  T” + DeleteColumn(T’,n + j);

VAR; =ST:
3b T/ < DeleteRow(T, k);
VAR; =RS:

3c T’ «+ DeleteRow(T,k);

4c T" « DeleteColumn(T’, j);

sc T + DeleteRow(T?, j);

6¢c T  DeleteColumn(T%, n + j);

"
3 return (T”,s', T?")

Lemma 3.45. Consider the artificial LP given a feasible LP in standard form having
coefficients A, b and c. Let T be the tableau with respect to basis s corresponding to an
optimal solution x where no artificial variable is basic. Let B = Ag be the basis matriz.
Then T' is a tableau corresponding to s for the original LP if T is equal to T where

(i) the columns n+1,...,n+m are removed and
(ii) the last row is replaced with t where t; = ¢; and t,,,1 = —csB~'b.
Proof. Observe that
T:( (A Im);l_1 O)(A I, b>
-, (A I, )S 1 0 1 0
is the tableau corresponding to basis s of the artificial LP with cost vector ¢’. If no artificial

variable is basic, then Theorem 3.42 implies that s is a basis for the original LP as well.
The corresponding basis matrices are the same since

(A I,) =A;=B.
Hence,
T_ B o0 AL, b\ B 'A B! B~'b
T\ —cB 1 0 1 0) \—B1'A 1-¢B!t o0 '

Furthermore,

T A7l 0 A b\ B!A B~ 'b
T\ —esAS 1 c 0/ \c—-cB'A —cB7'b

is a tableau corresponding to basis s for the original LP. Hence T’ is equal to T where
the columns n+1,...,n+ m are removed and where the last row is replaced according to
(ii). O
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Algorithm 3.15 shows how to remove a non-basic column corresponding to an artificial
variable based on Lemma 3.45.

Finally, Algorithm 3.16 shows how to compute the last row of the tableau corresponding
to the costs of the original LP.

Algorithm 3.15: (T, T° u) < DeleteColumny,, (T, k, T?, u)

Input: T, k, T°, u
Output: T, T°, u

VAR; =LT:

1a T’ + DeleteColumn(T, k);
VARl = RS :

1b T + DeleteColumn(T?, k);
VAR; =ST:

1c  findju; = k;

2¢ u:(ul,...,uj_1,uj+1aun’—m’)§

3c T’ + DeleteColumn(T, j);

4 return (T/,T% u')

Algorithm 3.16: (T, T?) <— ChangeCostReducedRowyag, var,(T,c, T% s, u, q)

Input: T, c, T% s, u, g
Output: T, T

1 V¢ cg;
VAR, = IP:
2 C< qc;
3 T < DeleteRow(T, m + 1);
VAR; =LT:
4a foreach i € {1,...,n+ 1} do
5a tm1)i < ¢ — Vi
VAR; =ST:
4b foreach i € {1,...,n—m+ 1} do
5b t(erl)i <— Cui — Vr:[‘Z7
VAR; = RS:
5¢ foreach i € {1,...,m} do
6c tmy1)i < —VT;

7c Py (men) < L
8 return (T, TY);

3.3.2 Two-Phase Simplex with One Artificial Variable

In order to improve the performance of the two-phase simplex algorithm we consider a
different well known artificial LP using only one artificial variable. This way the corre-
sponding tableau has only one extra column compared to the tableau corresponding to
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the original LP and initializing phase II has to take care of just one artificial variable.
Given an LP in standard form, this section considers the following artificial LP.

min X = xpy1,
—1
subject to A x = b, (3.55)
—1
b d > 0.

Observe that in contrast with the standard two-phase simplex algorithm, a basic feasible
solution to this artificial LP is not obvious. We show that given a basic solution to the
original LP, one can derive a basic feasible solution for this artificial LP easily. However,
a basic solution to this artificial LP exists only if we require that A of the original LP has
full row rank.

With respect to phase II, we note that, except with respect to redundancy, the theorems
of previous section also apply to this artificial LP, and thus that initializing phase II
proceeds as discussed in the previous section. Since A has full row rank, redundancy is
not an issue.

In the next lemma we show that since A has full row rank we may assume without loss
af generality that the original LP is in canonical form, i.e.,

min CcX,
subject to (A’ I, )x = b, (3.56)
b d > 0

where A’ is an m X (n — m) matrix.

Lemma 3.46. Consider an LP in standard form. Suppose that A is of rank m and that
s € {l,...,n}"™ is a basis and u a co-basis. Then, the given LP is equivalent to LP (3.56),
where A’ = AJ'Ay and b’ = AJ'b.

Proof. Without loss of generality s=(n—m+1,...,n) and u= (1,...,n —m). From

AJ'Ax=AJ'D

we have

AJTA=AT (A, Ay )=(A 1,),

and thus we conclude that the constraints are equivalent. Hence, the given LP is equivalent

to LP (3.56). 0

The following theorem shows how to initialize phase I when the original LP is in canonical
form.

Theorem 3.47. Consider an LP in canonical form and the corresponding artificial LP.
Let
3 := argmin(b’).
Ifbg > 0, then the basic solution x' corresponding to basis s = (n—m+1,...,n) is a basic
feasible solution to the original LP. Otherwise, if bg < 0 then x satisfying
bj —bg, ifi=n—m+j,
xT; = —bg ifi=n+1, (3.57)
0 otherwise,
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fori=1,....n+1, is a basic feasible solution to the artificial LP with respect to basis
s'=(s1,...,88-1,n+ 1,5841,...,5m).
Proof. Note that by construction s = (n—m+1,...,n) is a basis for the original LP, since

it is in canonical form. Hence Ag = 1,,.
Let x’ be the basic solution corresponding to basis s.
If bg > 0 it follows that b’ = x} > 0 and thus that x’ is basic feasible to the original LP.
Suppose bg < 0. Then s’ = (s1,...,58-1,n+ 1,5341,...,5m) is a basis, since

-1
B=| A" I, : =(e1,...,e5-1,—1,€341,...,€p)
_1 ,

S

has an inverse

€1 —€p
€s—-1 — €3
B '= —eg
ep+1 —€p
em —€g
The corresponding basic solution satisfies
b, — bg
/ /
xg = B7b' = —bjy
Vo1 — Y
b, — bg

Observe that bg = min(b) and, therefore, x > 0. Hence it is a basic feasible solution to
the artificial LP. O]

Algorithm 3.17 shows ho to initialize phase I with respect to the alternative artificial
LP (3.55).

3.3.3 Big-M Method

Instead of solving an LP in standard form in two-phases, the Big-M method solves both
LPs simultaneously by solving similar to the standard two-phase simplex algorithm either

min cx+ MY " Tng,
subject to (A I, )x = b, (3.58)
b'e > 0
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Algorithm 3.17: (T, s, pred, T, u, ¢) < InitializePhasel LArtyag, var,(A, b)

Input: A, b
Output: T, s, pred, TV, u, ¢
1s+< (n—m+1,...,n);

A -1b
0 .
2T‘_<0 1 0)’

L, 0
3 D < < 0 1 >’
4 o<+ 1;
VAR, = IP :
5a q <+ 1;
6a a+— —1;
7 [ := argmin(b);
VAR; =LT:
sa T <« DT
9a if b3 > 0 then return (T, s, FeasibleO, ¢);
10a tg < atg;
11a (T, q) < Pivotit var, (T, 3,n + 1, q);
12a sg < n+1;
13a return (T,s, FeasibleA, q);

VAR; = ST :
8b u«(1,...,n—m,n+1);
9b T « DT?u7n+2);

10b if bg > 0 then return (T,s, FeasibleO, u, ¢);
11b tg < atg;
12b (T, q) — PiVOtST’VAR2 (T, ﬂ, n—m-+ 1, q);

13b Up—m+1 < 83;
14b return (T, s, FeasibleA, u, q);
VAR; = RS :
8c T < D;

9c if bg > 0 then return (T, s, FeasibleO, T, ¢);
10c tg < atg;
1lc (T, q) — PiVOtRS,VAR2 (T, B,n+1, TO, q);
12c sg < n+1;
13c return (T, s, FeasibleA, T, ¢);
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or, similar to the two-phase simplex algorithm with one artificial variable,

min cx + Mzxpi1,
-1
subject to A x = b, (3.59)
—1
X > 0,

where M is a “very big number”.
Suppose that M = oo, where

0o, ifax >0,
ooxr = 0, ifz=0,
—o0, ifx <0.

Initializing any simplex variant to solve these linear programs can be done using the
algorithms initializing phase I, where the cost vectors of the corresponding artificial LPs are
replaced by respectively (c, M1) with respect to the standard two-phase simplex algorithm
or (¢, M) with respect to the two-phase simplex algorithm with one artificial variable.

We will show that the resulting optimum is either the optimum of the original LP or a
proof that the original LP is infeasible. While Lemma 3.48 proves this fact for LP (3.58),
we note that following the same lines of the proof the lemma also holds for LP (3.59). It
follows that running phase I suffices to solve the original LP.

Lemma 3.48. Let x be an optimal basic feasible solution to the artificial LP (3.58). If
the corresponding costs are equal to oo, then the original LP is infeasible. But if the
corresponding costs are less than oo, then x1,--- ,x, is optimal to the original LP.

Proof. Firstly, suppose that x has cost co. Suppose furthermore that x’ is a feasible
solution to the original LP. It follows that (x’,0) is feasible to LP (3.58) having cost
cx’ < oo, contradicting the optimality of x.

Next, suppose that x has cost less than oo. It follows that all artificial values are set
to zero. Hence X = (x1,...,x,) is (basic) feasible to the original LP. Let x’ be a feasible
solution to the original LP such that cx” < cx. It follows that (x/, 0) is feasible to LP (3.58)
having cost ¢x’ < ¢x, contradicting the optimality of x. Hence X is optimal to the original
LP. O

When implementing the big-M method one has to choose a finite number M so that
any feasible solution to the original LP has lower cost than any feasible solution to the
corresponding artificial problem where one artificial variable is nonzero. Lemma 3.49 shows
how to choose M given that the coefficients of the original LP are bounded.

Lemma 3.49. Consider an LP in standard form, where the absolute value of all coeffi-
cients is bounded. If M > 22Y%1 where L satisfies Theorem 3.34, then the optimal costs
of both LP (3.58) and (3.59) are larger than 2% if and only if the original LP is infeasible.

Proof. By Theorem 3.34 it follows that the size of the numbers in the tableau T are
represented by integers bounded by 2. Suppose that T is a tableau corresponding to an
optimal solution x to LP (3.58) or to LP (3.59). Let the basis be s, and let ¢ = | det(Ay)|.
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Then by Theorem 3.34
lex| = [t 1) ()] < 25 (3.60)

Theorem 3.34 shows that for any nonzero x; one has 1 < |¥;| = ¢|z;| < 2L, where
1 < q < 2L, It follows that 2% < |z < 2T,
If at least one artificial variable is nonzero, then

m
1
‘szn+z| > 22L+17 — 2L+1

oL
i=1
and this it follows from Eq. (3.60) that
m
X+ MY apys > —2" 28 =2k (3.61)

=1

On the other hand if all artificial variables are equal to zero, then

m
cx—l—MZaan =cx < 2%
i=1

O]

Remark 3.50. Instead of making the numbers larger to accommodate M, we could also
represent the numbers in tuples. For example, let a = a; + as M, where 271 < a; < 25
Note that M only appears in the costs, and therefore, in the last row of any tableau T only.
Indeed a pivot operation is never done on the last row, so all updates are independent to
M, except for the last row.

Thus, only the last row of the tableau would contain numbers as tuples. This means
that the existence of M only affects the column selection and updating the last row, since
those are the only parts where the last row of T is touched. Let t denote the last row
of T. Suppose that the i-th entry of the last row is given by (;, tZ(M)) and represents the
value ¢; + Mtz(»M).

With respect to the column selection note that by the definition of M

it Mt <o ™ <ov (i =ont <0).
And with respect to pivoting on txy note that
to + MMt
¢ MED ) (te + tk; )tk
and thus -
t; —t — LUk
e
and o)
(M) _ (M)t Tt
t; =t; .
e
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Remark 3.51. One would expect that the big-M method requires less iterations in total,
since it runs a simplex variant only once. Nabli provides in [Nab09] experimental results
in terms of the number of iterations of the two-phase simplex and the big-M method. It
seems that there is no big difference between the total number of iterations.

Therefore, the Big-M method seems to be less efficient than the two-phase simplex
method since every iteration of the big-M method is more expensive due to either Lemma 3.49
or Remark 3.50. Moreover, while initializing phase II, the two-phase simplex switches to
a smaller tableau without the artificial variables, while the Big-M has the larger tableau
including columns with respect to the artificial variables in all its iterations. o
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CHAPTER 4

Building Blocks for Secure Linear
Programming

In this chapter we review and build protocols for the basic operations used by the linear
programming protocols in Chapter 5.

In the first section we review the security properties of the protocols presented in this
chapter. The protocols are given as arithmetic circuits. Therefore, they will be statistically
secure by Theorem 2.13. The statistical security is due to the fact that random numbers
dependent on some secret values are opened during protocol execution. Basic results on
statistical distance are discussed which are used to prove statistical security.

The second section exploits features of Shamir’s secret sharing scheme to be able to non-
interactively generate random numbers, following [CDI05, DT08]. In addition, we provide
a protocol, following [BGW88, CDI05], that securely computes an inner product that has
the same complexity with respect to communication as the multiplication protocol.

The third section shows how to build efficient arithmetic circuits for evaluating k-ary
and prefix operations for any binary associative operator ®, which are defined on any x
by

e k-ary operation: y =21 ® - - Qxf = @lez):i, and
e prefix operation: y; = @?lei foreach j=1,... k.

For important tools with respect to linear programming, we compare the circuits of loga-
rithmic depth with circuits of constant depth from the literature. In some cases we improve
the performance of the protocols in the literature by slight modifications.

The fourth section shows how to apply those building blocks to build efficient circuits for
integer comparison following the approach of [ST06, GSV07]. With respect to comparisons
of the form = < y, we compare the logarithmic depth circuit of [GSV07] with the constant
depth circuit of [Rei09]. We present a new circuit for comparisons of the form x = y that
has log* depth, where log*(k) = min{i|log’(k) < 1}.

To accommodate computation in QQ, we present in the fifth section protocols for fixed
point arithmetic following [CS10, CH10b]. Special attention will be paid to an improved
protocol for division [CH10b].

The last section shows techniques to hide entries in a matrix by means of secret indexing
following [Tof09]. We present protocols that securely modifies matrices based on secret
indices that will be used in the linear programming protocols.

75
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Efficiency Measures

We focus on communication complexity, i.e., the total number of communicated bits by
each party, and round complexity. The latter counts the total number of interactive
rounds, where in each successive round parties are sending messages that are dependent
on received messages in earlier rounds.

We call the amount of data send by each party in a multiplication protocol (see Protocol
2.9) an invocation, which is abbreviated as inv. We will also count the number of interactive
rounds, which is abbreviated as rnd.

4.1 Statistical Security

The protocols in this chapter will satisfy the requirements of the composition theorem
of [Can00] and, therefore, any modular composition of those protocol will be secure (see
Theorem 2.13).

However, during some of the protocols the parties need to reveal some non-uniform
random number x + U that depends on some secret x, where U is a random variable. By
the following lemmas it follows that statistically, the opened values, in the protocols in
this chapter, reveal nothing about the secret. Precisely, it follows that for any secret x
and random variable U, the distribution of U will be such that the statistical difference
between z 4+ U and U will be negligible.

We first show that if U is uniform on some finite set then the statistical distance between
X +U and U, where X is some random variable of unknown distribution, can be bounded
by the size of the domain of U.

Lemma 4.1. Let M and K be positive integers with M < K. Let X € {0,...,M — 1}
and U € {0,...,K — 1} be random variables, where U is uniformly distributed. Then
AU; X +U) < (M —1)/K and this bound is tight.

Proof. This is Lemma 1 in [ST06, Appendix A]. O

In Theorem 4.4 we show that this holds even if U is not uniform, but a sum of uniform
distributions. For this we will use the following lemmas. See for example [Sho05] for their
proofs.

Lemma 4.2. Let X and Y be random variable taking values in some finite set V and let
f:V = V' be some function mapping to some finite set V'. Then

A(f(X); f(Y)) < AX;Y). (4.1)

Lemma 4.3. Let XY and Z be random values, where X and Z are independent and Y
and Z are independent. Then

A((X, 2); (Y, Z)) = A(X;Y). (4.2)

Theorem 4.4. Let X € {0,...,2% — 1} and U be random variables, where U = > 1 | U;
for some finite n, where each U; is independent and uniform in {0,...,25% —1}. Then:

AX +U;U) < 27", (4.3)



4. Building Blocks for Secure Linear Programming 7

Proof. Let f be defined by f(x,y) := x +y. It follows that

AX +U;U) = X+ZUZ,ZU

n—1 n—1

= AX+Y Ui+ Uniy Ui+ Uy)
=1 i=1

n—1
(fFO U X +Un)i f ZUZ,Un
i=1

n—1

Lemma 4.2 < A((Z Uia X + Un)a (Z Ui, Un))
i=1 =

Lemma 4.3 — A(X + Un; Un)

ok _

Lemma 4.1 < 27k+n <2

O

Theorem 4.5. Let X € {0,...,2F — 1} and U be random variables and let U = U’ +
2k UL, where U’ is a uniform random variable in {0,...,28 — 1} and each U] is
uniform and independent in {0,...,2% —1}. Then

AX +UU) < 27", (4.4)

Proof. Let f be defined by f(z,y) := x + y. Using the same method as in the proof of
Theorem 4.4 we obtain:

AX+U;U) = X+ZU1,ZU

:A(X+ZU1-+U,L;ZU¢+U”)
=1 =1
n—1

(FQ_ Ui X + Un); ZUz,Un

=1

n—1
Lemma 4.2 < A((Z Uia X+ Un)a (Z Ui) Un))
i=1 =

Lemma 4.3 — A(X + Un; Un)
= AX +U' +2"U); U +2FU))

2k _1

Lemma 4.1 < oktr < 27F



78 4.2. Efficient Primitives for Shamir Secret Sharing

4.2 Efficient Primitives for Shamir Secret Sharing

We consider (t,n)-Shamir secret sharing, where we require ¢ < n/2. Recall that this
scheme is defined over some finite field IF,. In our protocols we will take IF, = Z,, where
q is some prime number. We let x denote the security parameter with respect to the
statistical distances.

The simplex algorithm that performs integer pivoting is defined over Z if the inputs are
from Z. Hence, we need some transformations to be able to use Shamir secret sharing to
perform the evaluations.

4.2.1 Encoding Signed Integers as Prime Field Elements

Consider the set of k-bit signed integers
Zyy = {vez|-2" <ot}

Let ® € {+,—,-}. We wish to find ¢ and an injective map ¢ : Zyy — Zg such that
(r) © ¢(y) = ¢(2) for all z,y € Zy,y, where x O y = 2 € Z.
The classical solution is to take ¢ > 2¥ and ¢ : Ly — Zq, where

¢(z) ==z mod gq.

Its inverse map ¢~ : Lq — Ly 1s given by

61 (z) = { x, ifr<q/2,

T —q, otherwise,
where we view = € Z, as an integer being the least nonnegative representative of z mod gq.

Lemma 4.6. Let ® € {+,—,-}. Ifx € Ly, y € Ly and x @y € Zy. Then

Oy =9¢""(g(z) ©d(y)).

Moreover, if y divides x then
T —1 —1
Y =0 (éf)(fﬂ) © o(y) ) .

Proof. First, note that for all x € Z, it follows that ¢ 1 (é(x)) = x. Suppose that
x € Z(k>7 (TS Z(k) and x Qy € Z(k;) Then,

o (d(x) © () = ¢ ((z + a1q) © (y + a2q))
=¢ @20y +Bg) =9 (d(zOy))
=0y,

where
ap +ag, if © =+,
8= o —ag, ifO=—,
roq + yas + ajang, if © =-.
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If y divides x, then % mod ¢ = zy~' mod ¢, where y~! € Z4 denotes the multiplicative

inverse of y mod ¢. Hence for all x € Z, and y € Z;y where y|z, we have % € Zgy and

x

)" o (o(z) 0 d(y) ).
0

Unless stated otherwise, the numbers x in the remainder of this chapter are k4 1 signed
bit numbers, i.e., * € Z41y. We say that y is a k bit number if 0 <y < 2k,

4.2.2 Noninteractive Random Number Generation

In this section we review some basic techniques to efficiently generate Shamir shares of
random field elements. The protocols that we will discuss are efficient since they require
one interactive setup protocol. In the setup protocol each party secretly shares one random
field element. Given those shares the parties can generate fresh random shares by local
computation only.

We apply the result of [CDIO5] to use replicated secret sharing to noninteractively gen-
erate Shamir shares of uniformly random field elements. We remark here that since repli-
cated secret sharing is used with threshold ¢ ~ n/2, in which (’Z) shares are computed,
this noninteractive generation is only efficient if n is small.

Given replicated shares [r]® of some r € F, we will show how the parties can locally
evaluate some function on their shares to get a consistent replicated sharing of some new
secret 7. This 7’ will be uniformly random. We show how to convert the replicated shares
into consistent Shamir shares.

Let T ={T1,...,Ty} denote the set of all size ¢t subsets of {1,...,n}.

Setup:

The parties generate a replicated sharing of some uniformly random k£ € F as follows.
First every party P; draws k; €g F and shares it among all parties using replicated secret
sharing with threshold ¢. Then, all parties locally compute a consistent replicated sharing
of k = > | ki. Precisely, each party P; locally computes [k]f” = > [ki]j, where j is
such that i ¢ T}.

The local addition of replicated shares [z] and [y]® resulting in replicated shares [z +y]?

is denoted simply by [z]® + [y] 7.

Protocol 4.1: [k] + SetupRandRSS(F)
foreach party i =1,...,n do
pick k; e T,
[ki]® < RShare(k;,n, t);
[R] = 300 ] ™
return [k]7

[, B NI S
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Noninteractive Pseudo-Random Share Generation:

Suppose that the parties have replicated shares of k. Let H : F x N — F be a pseudo
random function. Suppose that the parties have agreed upon a ¢ € N. Then each party F;
computes [r/ ]f‘ = H([k];,c) for all j such that i ¢ T}. It follows that [r']? is a consistent
replicated sharing and from

it follows that indeed 7’ is uniformly random.

Protocol 4.2: [r]® + PRandRSS(F)

static ctr + 0;
static [k] « SetupRandRSS(F);
foreach party i =1,...,n do
foreach j s.t. i ¢ T; do
[r] 5 = H([K]), ctr);
ctr + +;
return [r

N O ok W e

]R

Conversion of Replicated Shares into Shamir Shares:

The conversion of replicated shares into Shamir shares is based on the following lemma:

Lemma 4.7. Consider the (t,n)-replicated secret sharing among parties P, ..., P, and
let [r]® be the (replicated) sharing of r € F. Let T = {T4,...,Ty} denote the collection of
all size t subsets of {1,...,n}. The function p(x) = > " [r|Ep;(x), where

pi(x) = Hj_w

JET; J

is a polynomial of degree t that satisfies p(0) = r. Moreover each party P; can compute
p(i) locally.

Proof. Observe, firstly, that py(0) =1 for all £ =1,...,w and thus that
p(0) = [rffpe(0) = > [ =
/=1 /=1
Secondly, since py(j) = 0 for all j € T, the polynomial p satisfies
p(i)= > [rlipeh)-
0=1,i¢T,

Hence p(i) can be computed from the shares [r]f, where i ¢ T}, i.e., all replicated shares

held by party P;. O
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Protocol 4.3: [r] < RSSToShamir([r]%)

1 foreach party i =1,...,n do

w .
—i
e s (),
2 j=1,i€Tj KGT]‘
3 return [r]

In conclusion, Protocol 4.6 generates Shamir shares of uniformly random field elements.

Protocol 4.4: [r] - PRandFId(F)

1 [r]® + PRandRSS(F);
2 [r] < RSSToShamir([r]®);

3 return [r]

Noninteractive Pseudo-Random Integer Share Generation:

Similarly to generating replicated shares of an uniformly random field element we change
the pseudo random function to output a uniformly randomly chosen integer of fixed bit
size. It follows that, repeating the procedure of above, the resulting secret is not uniformly
random distributed, but its distribution is equal to the distribution of the sum of w uniform
random integers.

Here, we assume that F = Z,, is the field to represent Z .

Suppose that parties have [k]%. Let 0 < a < k and H* : Z, x N — {0,1}* be a pseudo
random function. Suppose that the parties have agreed upon a ¢ € N. Then each party F;
computes [r’]ﬁ = H*([k];, c) for all j such that i ¢ Tj. It follows that [r']% is a consistent
replicated sharing and from

it follows that indeed " has bit size « 4 log(w) and its distribution is equal to the sum of
w uniformly random numbers.

Protocol 4.5: [r]f < PRandRISS(Z,, @)

1 static ctr « 0;

2 static [k]® < SetupRandRSS(Z,);
3 foreach party i =1,...,n do

4 foreach j s.t. i ¢ T; do
R )

6 ctr + +;

7 return [r]7

Hence, to noninteractively generate a Shamir sharing of some random r’ with bounded
bit size, we run the following protocol.
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Protocol 4.6: [r] < PRandInt(Z,, a)

1 [r] < PRandRISS(Z,, a);
2 [r] < RSSToShamir([r]%);
3 return [r]

Noninteractive Pseudo Random Zero Sharing:

To noninteractively generate shares of zero, we apply the protocol PRZS from [CDI05].
The goal is to generate consistent shares of a uniformly random 2t-degree polynomial
z(x). While we show how to noninteractively generate Shamir shares on a degree 2t
random polynomial, we remark that instead of 2¢ + 1 parties any ¢+ 1 parties will be able
to reconstruct z(z) due to the underlying replicated secret sharing scheme with threshold
t.

The idea is to use the polynomials p;(z) from Lemma 4.7 as follows.

Theorem 4.8. Consider the (t,n)-replicated secret sharing among parties Py, ..., P, and
let [r]® be a random (replicated) sharing of v €r Ft. Let T = {T1,...,Ty,} denote the
collection of all size t subsets of {1,...,n}. Then z(x), which is defined by

@) =Y pile) ()i + ... [r]ffa')
i=1

is a 2t degree uniformly random polynomial with the restriction z(0) = 0. In addition, any
party P; can locally compute z(i).

Proof. Similarly to Lemma 4.7 observe that from p;(j) = 0 if j € T}, then

w

25) = Y pil) (M + -+ YY),

which can be computed by P; since it has all replicated shares [r]; when j & T;.

Observe that z(z) can be written as z(z) = 32" | ayz*. We need to show that the vector

a = (aq,...,a) is uniformly random in F?. Note that a can be computed by solving
the system
z(1) 1 1 I - 1 o
2(2) A o
23) | = 3 3 3 ... 3% as | . (4.5)
2(2t) 2t (2t)2 (2t)3 ... (26)% Qo

Let u and v be such that T, = {1,...,t} and T, = {¢t + 1,...,2t}. Then let

w

Be= > i) ([r)fk+... rdfE)

i=1,i#v,kgT;
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forall k=1,...,¢, and

w

w= > pilk+t)([r)fk+0)+. )k + 1))
1=1,i#£u,k&T;
Then

z(1) B1
z(.t) _ Bt
z(t+1) gl
z(ét) 'Y'Qt

1 ... 1t po(1)[r1]F

t #t v(t):[rt]f

T t41 - (t+1) pu](gtJr Dir)f | (46)
% . (2 pu(20)[r)?

From Eq. (4.5) it follows that a is uniformly random if z(1),...,2(2¢) is uniformly
random. Since (3,7) is independent on [r]# and [r]%, which are uniformly random and

independent, we have by Eq. (4.6) that (z(1),...,2(2t)) is uniformly random. O

Protocol 4.7: (z1,...,2,) < PRandZero(F)

1 foreach:=1,...,t do
2 [ri]® < PRandRSS(F);
3 foreach party j=1,...,ndo

zj = Z pi(3) ()55 + -+ [rd 50
5 return z;;

4.2.3 Efficient Arithmetic for Shamir Secret Sharing

This section provides efficient protocols for securely computing inner products. In ad-
dition we will use the noninteractive random number generation to efficiently perform a
multiplication or inner product, where the result is opened.

Inner Products

Let x = x1,...,Zm and ¥y = y1,...,ym be vectors in Fy*. Let [x] denote the vector
where each entry is (Shamir) secret shared, i.e., [x] = [z1],...,[%s] and let the vector
x|k = [z1]k, - - -, [Tm]r denote party Py’s shares of x.

Naively, to compute an inner product securely one could run the multiplication protocol
to compute each product [z;y;] and compute the result by " | [z;y;]. The following lemma
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shows how to extend the multiplication protocol of [BGWS88]| to be able to compute any
inner product by adding local computations only. Actually, we will show how to extend
the multiplication protocol to be able to compute any generalized inner product by adding
local computations only.

Lemma 4.9. Suppose that [x]| and [y]| are length m vectors that are (t,n)-Shamir shared

among parties Pi,...,P,. Let a1,...,00m € F" and my, = > ", oylxilplysle for i =
I,...omand k = 1,...,n. Let {r1,...,ro0i1} € {1,...,n}?" and A\1,..., a1 denote
the Lagrange coefficients for reconstruction of parties Py, ..., P, . Then

241

m
E )\jmrj = E QT5Y;.
j=1 =1

Proof. Let f; and g; be the polynomials over F of degree t such that f;(j) = [2;]; and
9i(j) =lyi]j fori=1,...,mand j=1,...,n. Then

my = z; il wi|k[yilk = Z;O‘ifi(k)gz(k)

It follows that each (k,my) is on the polynomial h = > " o f;g;, which is a 2t degree
polynomial. Furthermore, we have by construction that

m
Z azfzgz Z azfz gz ) = Z QG X3Y;
=1

and by Lagrange interpolation

2t41 2t4+1 2t+1

h(0) = Z Ajh(r;) = Z (Z a; fi(ry)gi(r; ) Z A .
j=1 j=1 i=1

O

In conclusion, given [x]| and [y], the parties securely compute shares for the generalized
inner product between x and y as follows:

Protocol 4.8: [c] < Inner([x], [y])
foreach party ¢ =1,...,2t + 1 do
mi = [xlilyli;
[m;] <— SShare(m,, t,n);
o S (Il 15 4 5

return [c]

W N =

[N

Security is immediate by similarity to the multiplication protocol (Protocol 2.9).
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Multiplication with Public Result

If the parties wish to compute and reveal ab from [a] and [b], then they can run [c] +
Mul([a], [b]) followed by ab <— Open([c]). This takes 2 interactive rounds and 2 invocations.

To remove one round of interaction, observe that in the second phase of Mul the parties
secretly share their shares [a];[b]; and then compute shares of ab locally using the recon-
struction formula. Naively, if ab may be revealed then the reconstruction can be done from
the shares [a];[b];. However, the 2t shares [a];[b]; are not uniformly random and depend on
a and b. Hence a simulator not knowing a and b may not provide indistinguishable views.

To fix this problem one noninteractively generates shares on a random 2t-degree poly-
nomial z(z), where z(0) = 0 and use m; = [a];[b]; + 2(7) as reconstruction shares. Hence it
follows that any set of 2t values of m; is uniformly random and does not depend on a and
b anymore. This results in the following protocol, which is proven to be secure in [CDIO05]
using the framework of [Can00].

Protocol 4.9: ¢ < MulPub(]al, [b])
(21,...,2n) < PRandZero(F);
foreach party i =1,...,2t +1 do
m; < [x]i[yli + 2
send m; to all parties ; // 1 rnd, 1 inv.
2641 2A+1 =35 .
c D (m,- Hj:l,j;éi ﬁ)v
return c

W N =

[= I

And similarly with respect to inner products the following protocol is executed.

Protocol 4.10: ¢ < InnerPub([a], [b])
(#1,...,2n) < PRandZero(TF);
foreach party i =1,...,2t+1 do
my < [x; - [yl + 2i;
send m; to all parties ; // 1 rnd, 1 inv.
241 241 —5 .
c D <mi Hj:l,jyﬁi ﬁ)’

return c

B W N =

[<2 3

Computing the Field Inverse

Given [z], where x € F*, suppose that the parties wish to compute [y], where y = 2~ 1. The
parties first generate [r], where r is uniformly random. Then, they compute and reveal
z = xr, which is uniformly random. If z # 0, then they compute the result locally by
z71[r]. Otherwise, they try again.

The probability that a uniformly random z € F is equal to zero is 1/|F|, which is usually
negligible.
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Protocol 4.11: [y] « Inv([z])

1 do

2 [r] < PRandFId(F);

3 z < MulPub([z], []) ; // 1 rnd, 1 inv.
4 while 2 =0 ;

5 [yl < 27 '[r];

6 return [y

Random Bit Generation

Protocol 4.12 generates random bits. Here we assume that ¢ = 3 mod 4.

Protocol 4.12: [b] <~ PRandBit(Z,)

1 do

2 [r] <= PRandFId(Z,);

3 u < MulPub([r], [r]) ;

4 while u =0 ;

5 v u @tD/4 mod ¢;

6 [b] « (v[r] +1)(27! mod q);
7 return [b]

// 1 rnd, 1 inv.

For convenience we specify the protocol for generating multiple bits.

Protocol 4.13: [b] <~ PRandBits(Z,, m)

1 foreach i = 1,...,m do parallel
2 [b;] <— PRandBit(Z,);
3 return [b]

We will use the notation given in Table 4.1(a) to denote invocation of the correspond-
ing protocols. Table 4.1(b) presents the efficiency and security of the protocols that are
discussed in this section.

4.3 Arithmetic Circuits for Prefix and k-ary Operations

Let S be a set and ® : § x § — S be an associative binary operator. We denote [z] ® [y]
as the secure evaluation of x ® y with secret inputs and output. This section considers the
following operations (note that we start counting from 0 in this section)

e k-ary operation: A k-ary operation computes y =29 ® - Q)1 = @f;olxi, and
e prefix operation: A prefix operation computes y; = @fzoazi forj=0,...,k— 1.

This section shows how to construct arithmetic circuits of logarithmic depth to perform
k-ary and prefix operations in general for any associative binary operator. In addition,
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Protocol | Rounds | Invocations | Security

PRandFld 0 0 N.A.

PRandInt 0 0 N.A.
Notation Protocol PRandBit 1 1 Perfect
[c] < [][y] [c] < Mul([z], [y]) Inner 1 1 Perfect
¢ « [z][y] ¢ + MulPub([z], [y]) MulPub 1 1 Perfect
[c] < [x][y] [c] < Inner([x], [y]) InnerPub 1 1 Perfect
¢« [X][y] | [c] < InnerPub([x], [y]) Inv 1 1 Perfect

(a) Shorthand notation (b) Complexity and security

Table 4.1: Efficient protocols based on Shamir sharing

we will give optimized circuits for important building blocks such as k-ary and prefix
multiplication, prefix-or, bitwise comparison and binary addition.

We aim for the best performance. To minimize network delays we minimize the number
of communication rounds, which in turn is minimized by minimizing the depth of the
circuit. On the other hand, the communication complexity is minimized by minimizing
the number of invocations, which is done by minimizing the number of (interactive) gates
in the circuit. Typically reducing the number of rounds results in more gates to be executed
in parallel and vice versa. Hence we need to balance between the number of rounds and
the number of gates.

Assuming that k£ — 1 is the minimal number of invocations of ®, the communication
complexity of both the k-ary and prefix operations is minimized by the straightforward &
round circuit that computes y;11 = yjzjy1 for j =0,...,k — 2, where yg = zo. However,
in our applications a linear amount of rounds is undesirable.

Figure 4.1 shows arithmetic circuits with depth log k, where k is a power of 2. Note that
with respect to k-ary operations the circuit is optimal in the sense that only k—1 gates are
evaluated. On the other hand with respect to prefix operations, the circuit requires more
gates: k/2log(k). There are more circuits for prefix operations requiring O(log k) rounds
and less gates, however with hidden constant larger than 1. For the sake of simplicity we
apply the circuit given in Figure 4.1(b)

Protocol 4.14 implements the k-ary logarithmic depth circuit of Figure 4.1(a) on any
k > 1. Suppose that op is an interactive protocol with « rounds and S invocations. Then
Protocol 4.14 requires exactly a[log k| rounds and (k — 1) invocations.

Protocol 4.14: [y| <+ KOpL([x],op)

1 k + Len([x]);
2 if k=1 then

3 return [z];

4 else

5 [a] < KOpL([zo], .., [®[k/2)-1]):
6 [b] — KOpL([CL‘Lk/QJ],...,[:L’kfl]);
7 return op([al, [b])
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Figure 4.1: Logarithmic circuits for k-ary and prefix operations

Protocol 4.15 implements the prefix logarithmic depth circuit of Figure 4.1(b) on any
k > 1. The number of rounds is exactly a[log k|. Note that there is not a nice formula to
count the number of gates when k is not a power of two. However, observe that an upper
bound to the number of gates is equal to 5[k/2][logk].

Protocol 4.15: [y| < PreOpL([x], op)

1 k + len([x]);

2 fori=1,...,[logk| do
3 foreach j € {1,...,[k/2"]} do parallel
4 0204 (- 1)2°0 — 14

5 ly < min{271 k — 01 —1};

6 if {5 > 0 then
7

8

9

foreach z € {1,...,/5} do parallel

[m€1+2] — Op([ﬂjgl], [$£1+z]);
return [x]|

4.3.1 Multiplication

The k-ary multiplication [y] = H;:ol [;] can be done via KOpL([x], Mul) requiring log k
rounds and k£ — 1 invocations. We present a well known protocol by Bar-Ilan and Beaver
[BB89] to create a circuit of constant depth for the computation of [y], if z; is invertible
for all i.

The idea is to generate nonzero random values [ro], ..., [rx—1] and compute their inverses
[ral], e [r,;_ll] Then, compute and open my = xgrg and m; = r;_llaziri fori=1,...,k—1.
Since x; # 0 and r; are uniformly random and independent all values m; are uniformly
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random and independent. Moreover,

k—1 k—1
o= T mi =i [ o
=0 i=0

so that [y] = 2[r;. 1.

Protocol 4.16: [y] < KMulC([x])
1 foreach i € {0,...,k — 1} do parallel

2 do

3 [ri] < PRandFId(F);

4 [si] - PRandFId(F);

5 u;  [ri][si] ; // 1 rnd, k inv
6 while u; =0 ;

7 foreach i € {1,...,k — 1} do parallel [v;] < [ri][si—1] ; // k—1 inv.
8 [wo] « [rol;

9 foreach i € {1,...,k — 1} do [w;] + [vi]u; "};

10 foreach i € {0,...,k — 1} do parallel m; + [x;][w;] ; // 1 rnd, k inv.
1 [o] + IsporJupty T8 my;

12 return [y

Protocol 4.17: [y] < PreMulC([x])

1 foreach i € {0,...,k — 1} do parallel
2 do
3 [ri] + PRandFld(F);
4 [si] < PRandFId(F);
5 w;  [r4][si] ; // 1 rnd, k inv
6 while u; =0 ;
7 foreach i € {1,...,k — 1} do parallel [v;] < [ri][si—1] ; // k—1 inv.
8 hﬂd é—[Tok
9 foreach i € {1,...,k— 1} do [w;] + [vi]u; '};
10 foreach i € {0,...,k — 1} do parallel m; < [z;][w;] ; // 1 rnd, k inv.

11 [yo] < [zol; ‘
12 foreach i € {1,....k — 1} do [y] « [si]u; " [Tj=; my;
13 return [y]

Protocol 4.17 is an extension of Protocol 4.16 for computing the prefix products [y;] =
Hé‘:o xzj for i =0...,k — 1, without extra communication costs. Indeed,

7 4
[Imi=r]lx
Jj=0 j=0

forall=0,...,k — 1. The inversion of r; can be computed by siui_l.

Observe that Protocol 4.17 is very efficient and, while having constant rounds, its com-
munication cost is very competitive to the logarithmic rounds protocol PreOpL. Indeed,
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the latter requires k/2 log k invocations, while the constant rounds protocol requires 3k — 1
invocations. Hence, for vectors of length larger than 26 = 64 the constant rounds solution
for prefix multiplication has both less rounds and less invocations.

4.3.2 Prefix-Or
Consider [b], where b € {0,1}*¥. We wish to compute

\ b,
=0

for all i = 0,...,k — 1. This can be done via the logarithmic circuit of Figure 4.1(b) via
PreOpL([b],Or) in [log k] rounds and [k/2][log k| invocations, where

Or([2], [y]) = [2] + [y] = [«][y]-

Protocol 4.18 has constant rounds and is based on the observation that zVy = 1 if and
only if (1+2)(1+vy) is even. Note that any positive integer k is even if the least significant
bit of k is equal to zero, i.e., LSB(k) = 0. The protocol for securely computing the least
significant bit is described in the next section.

Protocol 4.18: [x] < PreOrC([b])

1 ([20],---, [2k—1]) < PreMulC([bo] + 1, ..., [bp—1] + 1) ; // 2 rnd, 3k—1 inv.
2 [20] < [bol;

3 foreach i € {1,...,k — 1} do parallel

4 [z;] <~ 1 — LSB([z]) ; // 1 rnd, 2k—2 inv.

With respect to efficiency observe that PreOpL has worse round complexity if & > 2* = 16
and worse communication complexity if & > 210 = 1024.

4.3.3 Bitwise Comparison

Let z € Zz%) be a positive integer. We denote the bitwise sharing of = by [z]p, i.e.,

[ZL‘]B = [xk—l]’ SRR [:L‘O]’

where the z; € {0,1} for i = 0,...,k — 1 are such that z = Z;:ol 7;2'. We also write
r=Tk-1-.-20.

This section shows how to efficiently compare secretly shared bitwise numbers [z]p and
[y]B. More precisely we will describe how to efficiently compute [|z < y|,].

An important tool for these protocols is the extraction of the least significant bit.

Protocol 4.19 is from Schoenmakers and Tuyls [ST06]. Suppose that F = Z,, where
q> 2k+/€+10gn_

Protocol 4.19: [b] < LSB([z])

[ro] = PRandBit(Z,) ; // 1 rnd, 1 inv.
(] - PRandInt(Zq, k + k — 1);
¢ « Open([z] + [ro] + 2[r'] ; // 1 rnd, 1 inv

[b] — o+ [7“0] — 260[7“0];
return b.

Gk W N =
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Figure 4.2: Circuit of BitLTL. Each circle corresponds to evaluating Eq. (4.7) and each
double circle to evaluating in addition Eq. (4.8). Similarly, the squares correspond to
evaluating Eq. (4.9) and Eq. (4.10).

4.3.3.1 Logarithmic Depth Circuit

We will present the result of [GSV07] to compute recursively the result of [|z < y|,] given
shares of the bits of (] and [y] 5. Suppose that z is the concatenation X1||X( and suppose
that y is the concatenation Y7||Yy. Observe that

|z<y|b:\X1 <Y1|b+‘X1:Y1|b’XO<Yb|b (47)
and
’X = Y’b - ‘Xl = Y1|b ‘XO - Y0|b~ (4-8)
Note that when x and y are bits, then
lz <yl, =y(1l —x) (4.9)
and
[z =yl =1-(z—y)> (4.10)

This leads to a circuit of the form of an k-ary operation given in Figure 4.1(a). Figure 4.2
shows the corresponding circuit for the case [z]|p and [y]p are represented by 8 bits.

Protocol 4.20: [z] «+ BitLTL([z], [v]B)

1k« len([z]p);
2 if k=1 then

3 [c] = [zol[yo] ; // 1 rnd, 1 inv.
4 return ([yo] — [¢])

5 else

6 k' « [k/2];

7 (] []) < LTEQ([ze—l. - - [zw], [yr—ls - - [yw]);

8 [r] <= BitLTL([xgr—1], ..., [®o], [yrr—1], - - - [¥0]);

o o] « [G]+[r][te] ; // 1 rnd, 1 inv.

10 return [c]
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Protocol 4.21: ([u], [v]) + LTEQ([z]5, [y]B)

1k« len([z]p);
2 if k=1 then

3 [c] = [zol[yo] ; // 1 rnd, 1 inv.
+ return ([yo] — [d,1 — [zo] = 0] + 2(c)

5 else

6 k'« [k/2];

7 ([a] []) « LTEQ([zk—l,- - - [zw], [yk—1], - - [yw]);

8 ([m] [re]) < LTEQ([zp—1], - - -, [wol, [ywr—1], - - -, [wol);

o o]« [G] + [m][t] ; // 1 rnd, 1 inv.
10 [ca] < [€a][ra] ; // 1 inv.
11 return ([c1], [c2])

Remark 4.10. Notice that BitLTL requires k secure multiplications and 1 round less if
x is public. Indeed, the k secure multiplications on the leafs to evaluate Eq. (4.9) and
Eq. (4.10) are replaced by local multiplications. o
4.3.3.2 Constant Depth Circuit

Reistad provides in [Rei09] a constant depth circuit evaluating [|x < y|,] provided [z]p
and [y]g. The idea is to find the position of most significants bits that are different, i.e.,
compute 0 < 7 < k so that z; # y; but ; = y; for all j = ¢+ 1,...,k — 1. Once the
position is located, the result is given by x; < y;.

Lemma 4.11. Let
ej = yj(l — acj)pj, (4.11)

where
k—1
P = 22]':1'4,_1 z; DY .

Then Zf:_ol e; 1s odd if and only if x < y.
Proof. Let i be the position of the most significant differing bits. For all j > ¢ it follows
that p; =1 and y;(1 —x;) =0, so e; = 0. For all j < ¢, on the other hand, p; is a positive
power of 2 and, therefore, e; is either equal to zero or to a power of 2. Finally, since p; = 1,
e = |z <wil, = [z <yl,.
Hence E = Zf:_ol e; is odd if and only if z < y. O
It follows that from E the result can be computed by
|z <yl, = LSB(E).
To compute p; observe first that

T Dy = T + Yy — 22y,
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and second -
k-1 . —
pi = 2%i=i+1 %PV — H (xi®y +1).
j=i+1
Hence (pg_1,-..,po) can be computed by a prefix multiplication.

As a slight optimization with respect to [Rei09] we observe that y;(1—z;) = (z;®y;)(1—
x;). Hence
ei = (2 ® yi)(1 — z:)p;. (4.12)

While this expression seems to be less efficient than Eq. (4.11) this representation saves k
secure multiplications with respect to [Rei09] if x is public.
Indeed, let d; = x; @ y;. Then

Si = Pi — Pi+1
— 9 4 9 iy
—2Xmand (2% 1)
= pi+1d;.
It follows by Eq. (4.12) that

€; = Si(l — .Tl)
While the expression [e;] < [y;](1 — x;)[pi] requires 1 secure multiplication we observe
that [s;] < [pi] — [pi+1] can be computed locally as well as [e;] « [s;](1 — z;).
Protocol 4.22 evaluates [|z < y|,] given [z]p and [y]p.

Protocol 4.22: [b] < BitLTC(|z]z, [v]B)

1 foreach i =0,...,k — 1 do parallel

2 [dz] — [.Z‘Z] + [yz] — 2[x1][yz] ; // 1 rnd, k inv.
3 ([pk-1]s---,[po]) < PreMulC([dg—1] + 1,...,[do] + 1) ; // 2 rnd, 3k—1 inv.
4 foreach i =0,...,k —2 do [s;] < [pi] — [pi+1];

5 [sk—1] < [p—1] — 1

6 [E] « S5 si) (1 — [a1]) ; // 1 rnd, k inv.
7 [b] < LSB([E]) ; // 1 rnd, 2 inv.
8 return [b].

4.3.4 Bitwise Addition

Given [z]p and [y]p we wish to compute [s|p = [r + y|p using a binary addition circuit.
We will use the same ideas from [GSVO07] to build a circuit of logarithmic depth similar

to Figure 4.1(b).
An addition circuit computes the bits s; by

8; =xi +yi +ci—1 — 2¢;, (4.13)
where bits ¢;, known as the carry bits, satisfy

Ci = X3Y; + Ci—1 (xz +y+i— 21‘@%’) (4.14)
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Figure 4.3: Circuit of PreCarry. Each circle corresponds to evaluating Eq. (4.15) and each
double circle to evaluating in addition Eq. (4.16). Similarly the squares correspond to
evaluating Eq. (4.17) and Eq. (4.18).

and c_1 = 0.

Let ¢ = carry(xg—1...20,Yk—1---Yo) denote the final carry when computing = + y.
Suppose that x is the concatenation X;||Xop and suppose that y is the concatenation
Y1||Yo, where X; and Y7 are ¢ bits. Then

carry(z,y) = carry(X1,Y1) + ‘Xl +Y =2— 1‘bcarry(X0, Y0) (4.15)

and
X+Y:2k—1‘b:‘X1+Y1:2£—1MX0+Y022’“’5—1b. (4.16)

Note that when = and y are bits, then
carry(x,y) = zy (4.17)

and
lzt+y=1,=cdy=x+y— 2uzy. (4.18)

Observe that
k—1
a+b= 2k71‘b = 1_!) |a; @bi’bv
7=

for any k bits a and b, i.e., a + b = 2¥ — 1 if and only if they differ in all bits.

A circuit of the form of a prefix operation given in Figure 4.1(b) is used to compute all
carries ¢; = carry(z;...xo,Y;...yo) for alli = 0...k—1. Figure 4.3 shows the correspond-
ing circuit for the case [z]p and [y]p are represented by 8 bits. This circuit is slightly more
optimal than the one suggested in [CH10a], saving k invocations.

Remark 4.12. Notice that AddBitwise requires k invocations and 1 round less if x is public.
Indeed, the k invocations on the leafs to evaluate Eq. (4.13) and Eq. (4.14) are replaced
by local computations. o

As an application we will use the addition circuit to decompose [z] into its binary
representation [x]p.
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Protocol 4.23: [y] < PreCarry([z]p, [yn])

1 k< len([zp]);
2 foreachi=0,...,k—1do

3 fe] = [willyd 5 // 1 rnd, k inv.
4 i) =[] + [yi] = 2[eil;

5 fori=1,...,[logk| do

6 foreach j € {1,...,[k/2!]} do parallel

7 O+ 27 4 (j—1)2— 1,

8 by < min{2"" 1k — ¢, — 1};

9 if /5 > 0 then

10 foreach z € {1,...,/2} do parallel

11 [co,+2) < [coyt2] + [dey+2)[ce,] 5 // 1 rnd, {3 inv.
12 if j # 1 then [dy, ] « [dey2][de,] ; // f5 inv.
13 return ([cx], ..., [co])

Protocol 4.24: [s] < AddBitwise([z] 5, [y]B)

1 c_1+0;

2 ([ex], - -, [co]) < PreCarry([x]B, [y]B) ; // Tlogk] rnd, k([logk] —1) inv.
3 foreach i € {0,...,k — 1} do [s;] < [zi] + [ys] + [ci—1] — 2[ei];

4 [sk] < [exl];

5 return [s|p

4.3.5 Bit Decomposition

We use the result of [ST06] to apply the LSBs protocol to decompose [z] into [z]p. This
protocol requires ¢ > 2F+5+1ogn t4 provide statical security.

The LSBs gate compute the bits of x as follows. Let rq,...,r;_1 be k uniformly random
bits and let ' € {0,...,2°"°8" _ 1}, Let ¢ = 2" 42 —r 4+ 2%/, Then 0 < ¢ < ¢ and
¢ = cmod 2F = z — r mod 2*. It follows that ¢’ = x — 7 + a2¥, where o € {0,1}. Hence
d 41 =x+ a2 is a k+ 1 bit number where the k least significant bits are the bits of .

Protocol 4.25: [z]p + BitDec([z], k)

1 foreach i € {0,...,k — 1} do parallel

2 [ri] <— PRandBit(Z) ; // 1 rnd, k inv.
3 [r'] < PRandInt(Z,, k);

4 ¢« Open(2F1 4 [z] — oK [r]20 4 28[r)) // 1 rnd, 1 inv.
5 [z|p < AddBitwise((cx—1,---,¢0), ([rk—=1],---,[ro]));

// [logk] rnd, k([logk] —1) inv.
6 return [z]p

Remark 4.13. Reistad and Toft give in [RT09b] a constant rounds bit decomposition
protocol requiring 12 rounds and over 39.5k invocations. Hence their solution is more
efficient with respect to the number of rounds if k¥ > 2'2 = 4096 and with respect to the
number of invocations if k > 28!, It follows that their bit-decomposition protocol may be
more efficient for values of bit size of at least 4096.
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Protocol Rounds Invocations Security
Op([z], [y]) ! g Perfect
KOpL([x], Op) alog(k) B(k—1) Perfect
PerOpL([x], Op) alog(k) Bk/2log(k) Perfect
KMulC([x]) 2 3k —2 Perfect
after preproc. 1 2k — 2
PreMulC([x]) 2 3k—1 Perfect
after preproc. 1 k
LSB([x]) 2 2 Statistical
after preproc. 1 1
PreOrC([x]) 3 5k —3 Statistical
after preproc. 2 3k —2

BitLTL([x], [y]) log(k)+1| 3k—logk—2 Perfect
k

BitLTL(x, [y]) log 2k —logk — 2 Perfect
BitLTC([x], [y]) 4 S5k +1 Statistical
after preproc. 3 3k +2
BitLTC(x, [y]) 3 3k+1 Statistical
after preproc. 2 k+2
AddBitwise([z] 5, [y]B) | log(k) + 1 klog(k) Perfect
AddBitwise(z, [y]B) log(k) k(log(k) — ) Perfect
BitDec([ac], k) log(k) + 2 klog(k) + Statistical
after preproc. log(k) +1 | k(log(k) — 1) + 1

Table 4.2: Complexity and security of the k-ary and prefix protocols

Since we need bit decomposition of numbers that are much smaller, the presented log-
arithmic protocol is in our applications more efficient in both round and communication
complexity. o

Table 4.2 list the protocols with their complexities and security. Note that the interactive
generation of random bits can be preprocessed.

4.4 Integer Comparison

This section shows how to apply the previously discussed protocols to compute the result
of comparing [z] and [y]. Actually we will discuss protocols that compare a secret shared
number with zero. This is sufficient as x — y < 0 if and only if x < y.

Overall the idea is from [STO6] where x € Z 1y is masked with some large random
integer 7 so that 0 < = 4 2F +r < ¢ is statistically close to the distribution of 7. Then one
can use the bit representation of [r] and ¢ = x + r to complete the computation.

4.4.1 Equality Tests

This section discusses two variants of equality comparison protocols. The first protocol
will securely evaluate [|x = 0|,], while the second protocol evaluates |z = 0|, in the clear.
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4.4.1.1 Equality with Secret Result

To compute [|z = 0|,] we present a new log*(k) rounds protocol. The idea is basically to

compute an k-ary Or on the bits of z, i.e., [t =0], =1 — \/f:_ol z;. Viewing the bits as

integers, observe that
E—1 k—1
\/m:O@in:O,
i=0 i=0

which is again an integer consisting of at most log k bits. Thus, we could add those bits
again resulting in an integer consisting of at most loglog k bits. If we continue, then at
some stage we will be left with just one bit, which will be equal to |z = 0],.

Lemma 4.14. Let x be a k-bit integer. Consider the sequence

[log d(i—D]—-1

do= S a

=0
where dy) denotes the j-th bit of dV and

log k1—1

[
aW= 3
j=0

Then |z = 0], = d), where £ = log* (k).

Proof. Notice that
[log(k)] 1
r=0sdV=0s dM =o.
i=0
Let I(x) = [log(z)] and let I(z) denote that [ is i times applied on z. For example,
12(z) = 1(I(x)). Let d? = Y00 a1t

¢ = min{¢ € N|I'(k) = 1},

then
2 =0}, = [a® = 0| = =d®.

O]

Let ¢ = 2+ 2% 47, then = 0 if and only if ¢; = 7; for all i = 0, ...k —1 or, equivalently,
k—1
Zj:o (ci@r;)=0.

With respect to the round complexity, note that all the random bits can be generated
in one round. Hence EQZ requires log*(k) + 1 rounds. We require log*(k) + 1 openings
and less than log*(k) log(k) secure multiplications for the random bit generation.
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Protocol 4.26: [b] < EQZ([z], k)

1 if £ =1 then return [z] else

([rols - -, [re—1]) < PRandBits(Zg, k) ; // 1 rnd, k inv.
[r'] + PRandInt(F, x + 1);
¢ < Open([z] + 2K [ri]20 + 2%] ; // 1 rnd, 1 inv.

[d] = Y20 (i + [ri) = 2eifri]);
return EQZ([d], [log k1)

S A WN

4.4.1.2 Equality with Public Result

If the result of the comparison is public we apply the comparison protocol by Franklin and
Haber in [FH96]. The idea is simply to observe that = 0 if and only if zr = 0, where
r # 0. If r is uniformly random in Zj then zr is uniformly random in Z, which hides x
perfectly if it is nonzero.

Protocol 4.27: b + EQZPub([x])
1 do
2 [r] + PRandFld(Z,);
s |s] « PRandFId(Z,);

4 z < [r][s] ; // 1 rnd, 1 inv
5 while 2 =0 ;
6 u < [r]z] ; // 1 rnd, 1 inv.

7 return |u = 0],

4.4.2 Less Than Zero Tests

To compute |z < 0[,, we use the ideas from [ST06] and [RT09b]. Consider
b= ((m mod 2F) — :1:) 27k,

Observe that if < 0, then (r mod 2¥) = z + 2*. Hence b = |z < 0|,
Let ¢ =2F 4+ x4+ 7. Then 0 < ¢ < ¢ and = mod 2 satisfies

z mod 2F = (¢ —r) mod ok — (c mod 2’“) — (r mod 2’“) + 92

(¢ mod 2F) < (r mod 2%) ,

To compute |(c mod 2¢) < (r mod 2i)|b a binary circuit of Section 4.3.3 is used.

Protocol 4.28: [b] < LTZ([z])

1 [z] + Mod2m([z], k, k) ; // Protocol 4.29
2 [b] < ([e] = [2])2");
3 return [b]
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Notation Protocol
[c] « [z] <[y] | [d] - LTZ([z] — [y])
[c] = [2] < [y] | [d] = 1= LTZ([y] - [=])
[c] < [z] > [y] | [d] <= 1= LTZ([z] - [y])
[c] = [z] = [y] | [c] = LTZ([y] - [2]
[« [z] =yl | [d < EQZ([z] - [y])
¢ [x] =y] | [d] « EQZPub([z] — [y])
(a) Shorthand notation
Protocol Rounds Invocations Security
EQZ([z]) log*(k) +1 | <log(k)log*(k) | Statistical
after preproc. log* (k) log* (k)
EQZPub([z]) 2 2 Perfect
after preproc. 1 1
LTZ([z]) Log: | log(k)+3 | 4k —logk —1 | Statistical
after preproc. | log(k)+2 | 3k —logk—1
LTZ([z]) Const: 4 4k + 2 Statistical
after preproc. 3 k+3

(b) Complexity and security

Table 4.3: Integer comparison protocols

Protocol 4.29: [b] <~ Mod2m([z], k, m)

b I =N NV VI

[r] < PRandBits(Zq, m) ;
[r'] - PRandInt(Zq, k + k —m);
c < Open (2k + [z] + Z;«il[ri]y_l + 2m[r’]) :
c < ¢ mod 2™,

[b] < BitLT (¢, [rm], -
(] ¢ — S 2 + 27
return [z]

) [Tl]) ;

// 1 rnd, m inv.

// 1 rnd, 1 inv.

// Protocol 4.20 or Protocol 4.22.

We will use the notation given in Table 4.3(a) to denote invocation of the correspond-

ing protocols. Table 4.3(b) presents the efficiency and security of the protocols that are
discussed in this section.

From Table 4.3(b) it follows that the constant rounds solution for inequality comparison

is almost as efficient with respect to communication complexity as the logarithmic version.
Furthermore the constant round inequality allows more efficiency gain by preprocessing.

4.5 Fixed Point Arithmetic

In this section we consider the following set of numbers:

Q) = {JJ € Q’x::ﬂ*f,:i € Z<k>},
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where f is called the resolution and e = k — f is called the range of the fixed point
representation.

For all y € Q, y) note that 2fy € Zy- Therefore, we can use the mapping ¢ : Z ) — Zq
from Section 4.2.1 to map elements from Q ) into elements of Z; in such a way that the
arithmetic operations of the simplex algorithm are preserved.

We will show how to apply arithmetic over Z; over representations of both Zgy and

Qe 1)-

Addition and subtraction of fixed point numbers Let x,y € Q y. Then

2= ¢(2/z) £ ¢(27y) = (27 (z £ ),
so2 o (2) =24y

Multiplication of a fixed point number with an integer Let x € Q4 s and
Yy < Z<k> Then

2 =29(x)p(y) = p(2/zy),
so 27/ ¢p71(2) = xy.

Addition and subtraction of a fixed point number with an integer Letz € Q)
and y € Z,y. Then,

z=¢(200) £ ¢(2Ty) = (27 £ 27y),
so 2ol (2) =2ty

Multiplication of fixed point numbers Multiplication of fixed point numbers is not
straightforward. Indeed, let z,y € Q y), then

2= 927 2)o(21y) = (2% ay),
so a =2"T¢71(2) = 2fzy. The absolute error of a satisfies
la —zy| <277,
The multiplication of x and y is performed as follows. First, compute

2 = ¢(272)¢(27y) = (2% zy).

o= P2

where u € [0, 1] is chosen depending on the rounding.
For any x € Q, ) we denote with [z] the Shamir share of the value 2fx e Ligy-

Second, compute

Protocol 4.30: [z] < MulFP([z], [y])

1 (2]« [7][y] ; // 1 rnd, 1 inv.
2 [z] < TruncPr([2],k + £, f) ; // 2 rnd, [ inv.
3 return [z]

Table 4.4 presents the complexity and absolute error of protocols for fixed point arith-
metic.
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T Y Operation Protocol complexity error
Query | Q) + [2] + [y] NA 0
Q) | Ly + [z] + 2/ [y] N.A. 0
Qo) | Zary - [][y] N.A. 0
Que,py | Quiepy - FPMul([z],[y]) | 2 1nd, 2 inv. | 6 < 27

Table 4.4: Complexity and error of basic protocols for fixed point arithmetic

4.5.1 Truncation

To truncate the f least significant bits of & one computes d = 2 mod 2/ so that = — d is a
multiple of 2/. Moreover (z — d)2~/ = |27 /z]. This shows correctness of Protocol 4.31.

Protocol 4.31: [y| < Trunc([z], k, f)
1 [d] < Mod2m([x], k, f) ; // 4 rnd, 4f +2 inv.
£

]
2 [y] « ([=] - [d])2™
3 return [y|.

Protocol 4.32 improves the efficiency by allowing probabilistic rounding by removing the
call to BitLT in Mod2m. Let r be a uniformly random f bit value and r’ a random value
in {0,..., 20 kHoe()=f1 and ¢ = 2571 4 2 4 r + 277/, Then

c’:cmod2f:$+rmod2f:xmod2f+r—u2f,

where u = |(z mod 27) +r > 2f‘b.
Hence
(z—c 472 =(z— (zmod 2/))27/ +u =27 2| +u.

Note that the value of u € {0,1} depends on r and is, therefore, random. It satisfies

]P’[uzl]:IP)[(a:monf)—l—TZQf} :]P’[r22f—(xm0d2f)}.

Protocol 4.32: [y| < TruncPr([z], k, f)

1 [r] <~ PRandBits(Zy, f) ; // 1 rnd, f inv.
2 [r'] < PRandInt(Zy,k + k+ 1 — f);
3ce0pen(2k 2] + S ()20 + 2/ ]) // 1 tnd, 1 inv.

4 ¢ < ¢ mod 27;
[d] < ([] — ¢ + Xy [ri]2 =127,
6 return [d]

[S)]

4.5.2 Division

This section shows how to compute the division of x and y using the Newton-Raphson
method. We will first discuss the Newton-Raphson method. Then, we will provide and
analyze protocols that securely computes a ~ z/y.
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Newton-Raphson

Given a differentiable function f : R — R the Newton-Raphson method iteratively ap-
proximates a zero z of f as follows. Let zp be an initial approximation of z, then the
sequence
f(z)
f'(z)
is computed. If the initial approximation zg is close enough to z then z; converges to z
quadratically.

We will first provide a function f that has 1/y as a zero and show that the Newton-
Raphson method converges quadratically to 1/y. Then, we will show how to initialize the
Newton-Raphson method.

Zitl = Zi —

To compute z = 1/y consider the function f(z) = y — 1/z. Indeed f(z) = 0 implies
that y = 1/z or, equivalently, z = 1/y. From f’(z) = 1/2? it follows that the recurrence
relation becomes

Zi+l = % — W = 2i(2 — zy). (4.19)
Let €; = z — z; be the absolute error for i = 0,1,2,.... Then from Eq. (4.19) we get that

Zip1=2—€41=(2—€)2— (2 —€)y) = 2 — €.
2 = ¢Z', implying that the error decreases quadratically if |eg| < 1.

The hard part is to find a good initial approximation. The classical approach is to
normalize y into ¢ so that ¢ € [1/2,1). It follows that ¢ = y2~l°e¥]=1 and 1/c € (1,2].
Therefore, zg = 3/2 has error ¢y < 1/2 (1 exact bit) so after iteration i the relative error
is at most €3 < 272 (implying 2° exact bits). Hence, after § = [log(k + 1)] iterations we
have k + 1 exact bits of 1/c.

A better initial approximation is suggested by [ELO03], which sets zp = 2.9142 — 2¢, with
relative error g < 0.08578 (at least log(eg) = 3.5 exact bits). Hence, k+1 bits are obtained

after 6 = [log &7 iterations.

Hence €;41 = ¢

Computing z/y

Protocol 4.33 computes the reciprocal of [z], where = € Qr+1,k) and 1/2 <z < 1. It uses
the Newton-Raphson method being initialized following [EL03]. The number of iterations
6 is computed so that the absolute error is bounded by 27*.

Since we use integer arithmetic and all values are in Qg1 1), all values are multiplied
by 2¥. Hence after each iteration we need to truncate 22* bits.

Protocol 4.33: [y] < RecltNR([z], k)

1 6« [log %],

2 [y] + 2.9142 - 2% — 2[x];

3 foreachi=1,...,0 do

1 [y] < [yl2- 2% = [y][z]) ; // 2 rnd, 2 inv.
5 [y] < TruncPr([y], 3k + 1, 2k) ; // 2 rnd, 2k +1 inv.
6 return [z];
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Let © € Qi—y,5y and y € Qg 5)- In the following we will show how to compute a ~ /y.
Then we will compute the absolute error.

To compute a = x/y one computes a ~ 1/y first. To use the Newton-Raphson method
we need to normalize y, i.e., compute v so that 1/2 < v’y < 1. Let m be such that
2m—1 < 2fy < 2™ Then v/ = 2/7™. Observe that 28=1 < 2k+/=my < 9F ig integer. Let
c=2"y. Then c € Q14 and 1/2 < e < 1.

Let v be such that 2¢¢ = 2fyv. Then v is called the normalization factor. Note that in
this case v = 287,

Let a =~ 1/c. So a ~ 1/(v'y) and, therefore, v'a = 2/~™"a ~ 1/y. Hence, ax2/~™ ~ z/y.
With respect to the truncation in Protocol 4.35, we have from a € Q414 and = €
Qig—,p) that

afo—WQf — 2ka2f$2k—m2—(2k:—f)
and 2Fa2fzv < 23%. Hence azv € Q 3k, 26— f)-

With respect to the error, let 1/y —a = § < 27%. We compute a bound on the absolute
error by

z/y —ax2’ ™™ = (1/y — a)x2/ ™™ = §x2/ ™ < o7RFR=2IHmm 9= Smm 9= ],

Protocol 4.34: [z] < DivNR([z], [y], k, f)
[c] < Rec([y], k);

[2] < [z][c];

[2] = TruncPr([z], 3k, 2k — f);

return [z];

W N =

Protocol 4.35: [z] < Rec([z], k)
([e], [v]) 4= Norm([z], );

[a] < RecltNR(]c], k);

[2] < la][v];

return [z]

W N =

Normalization

To normalize y € Z ) we compute ¢ and v so that 2k=1 < ¢ < 2F and ¢ = yv. Note that

v — ok (Llogyl+1).

Let y be decomposed in k bits y_1 . ..yo. Then v is equal to 2577, where 7 is the largest
index such that y; # 0.
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Protocol Rounds | Invocations | Security error
TrunPr([z], f) 2 f+1 Statistical | < 27
after preproc. 1 1

Rec([y], k) O(log(k)) | O(klogk) | Statistical | < 27k+m
Div([z], [y], k, f) | O(log(k)) | O(klogk) | Statistical | < 27/

Table 4.5: Complexity, security and error of protocols for truncation and division

Protocol 4.36: ([c], [v]) + Norm([x], k)
[z]p « BitDec([z], k) ; // [logk] rnd, k([logk])+1 inv.
([dg—1],- -, [do]) « PreOrC([z]B) ; // 3 rnd, 5k —3 inv.
[br—1] <= [dp—1];
foreach ¢ =0,...,k—2 do

[bi] = [di] = [disa];
[o] = iy [be-1-4]27;
[c] « [z][v] ; // 1 rnd, 1 inv.
return ([c], [v])

o 9 o Ok W N =

Table 4.5 lists the protocols with respect to fixed point arithmetic with their complexity,
security and absolute errors, where m denotes the smallest integer such that 2= < 2™z <
2k,

4.6 Secret Indexing

In this section we discuss methods to obliviously perform operations in multiple dimen-
sional arrays. Basically, the idea is to represent an index as an unary array of the right
length, where every entry is shared [Tof09]. Let i denote the i-th length n unary array,
ie.,ij=i=j|, forall j =1,...,n. We call [i] the secret index representing i.

Let [i] be a secret index representing i. Then, from the shared list [x] = [z1],...,[zy]
the i-th entry is obliviously selected by computing the inner product [z;] = [x][i].

To write a shared value [a] at position [i] in array [x] we execute Protocol 4.37 that for
each entry computes

[25] = [i5]le] + (1 = [i])[x;]. (4.20)

Indeed, since i is a secret index representing ¢ Eq. (4.20) implies that [z;] < [z;] for all
j #1and [x;] « [a.

Protocol 4.37: [x] < WriteAtPosition([x], [i], [a])

1 foreach j=1,...,ndo

2 o] < ]+ (o] = [25])[i5];
3 return [x].

A more advanced operation is to obliviously add or delete an element from or to a
shared list [x]. Let [T] be a matrix and suppose we wish to securely delete column & being
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represented by the secret index [k]. Let T/ be the resulting tableau. Then

T _ T;, ifj <k,
iT Ty, ifj>k

Protocol 4.38 shows how to securely delete a column from T given secret index k using
the observation that |j > k|, = Y7_; k;.

Protocol 4.38: [T] < DelCol([T], [k])
1 [z]y < [ka);
2 fori=2,...,n4+1do
3 [xz] — [xz-,l] + [k]l,
4 foreach i=1,...,n do parallel
5
6

(T3] < (1 = [2])[Ti] + [z:][Tia] 5 // 1 rnd, n(m+1) inv.
return [T'].

To remove m columns one could apply Protocol 4.38 m times successively. However,
this would lead to m interactive rounds. We propose an alternative solution, where the m
columns are deleted in log* rounds (Protocol 4.39)

Protocol 4.39: [T] < DelCols([T], [w])
Input: [T] « Zyy ", [w] € {0, 1},

Output: [T] + ZZZ;HX”H.

V] ¢ 1— [wl;
[do] < [0];
fori=1,...,n+mdo

[di] < [di-1] + [vi];
foreach i € {1,...,n+ m} do parallel

[x;] < [vi][di] ; // 1 rnd, n+m+1 inv.
foreach i € {1,...,m} do parallel

foreach j € {1,...,n+ m} do parallel

[Yij] < [z; = 1] ; // log"(m) rnd, m?(n+m)logm inv.

T;] = [T]y; ; // 1 rnd, m inv.

return T’

© 0w N O oA W N

1

=
= o

To convert a shared number [i] into a secret index [i] of length n, we execute Protocol
4.40. The idea to locally compute coefficients of a n—1 degree polynomial p; : {1,...,n} —
{0,1}, where

(1, iti=,
p@(])—{ 0, otherwise.
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Note that for allt=1,...,n

p)= [ Z=2

. P 2 |
J=Lj#i

n—1
= a0 + g aijr!
j=1

—a;-(1,z,2% ..., 2"}

where the coefficients a; can be computed using local computations only.

Protocol 4.40: [i] < ConvertUnary([i],n)

1[I« (1,[4],...,[4);

2 [v] = (1,i,4%,...,i" 1) < PreMulC([I]) ; // 2 rnd, 3n—2 inv.
3 foreach j=1,...,ndo

4 [ij] < aylv];

5 return [v]




CHAPTER 5

Secure Linear Programming

This chapter discusses secure implementations of the simplex algorithm following the ap-
proach of [Tof07, CH10b]. We provide a secure protocol for each simplex variant presented
in Chapter 3. The building blocks of the previous chapter will be used extensively. We
follow the same structure as in Chapter 3.

The first section discusses the secure implementation of the simplex iterations. We
provide a complete overview of efficient secure protocols implementing each variant that
is presented in Section 3.2. To this end, we present several ideas to efficiently select the
pivot column and pivot row, and how to update the tableaus. We show the balances
between security and efficiency. For example, hiding the number of iterations of the
simplex algorithm has the consequence that the secure implementations have a worst case
number of iterations. Hence these implementations would require an exponential number
of iterations.

The second section discusses the secure implementation of the simplex initialization. We
provide a complete overview of efficient secure protocols implementing each variant that
is presented in Section 3.3. We address issues that arise when securely implementing the
initialization of phase II in the two-phase simplex algorithm. In addition, we show that
to solve security issues we have to change the artificial linear program with one artificial
variable.

The third section presents the secure validation of the results returned by the simplex
algorithm. We show how to extract a certificate of either optimality, non-feasibility, or
unboundedness from the simplex tableau and (co-)basis returned by the simplex algorithm.
Then, we show how to securely validate the certificates.

Finally, the last section provides a comparison between all variants with respect to
security and efficiency. We show that there is no variant that is best with respect to both
security and efficiency.

This chapter will present descriptions of how to build the secure protocols. The detailed
protocols are presented in Appendix A.

Representing the Linear Program

In Chapter 3 we considered linear programs in standard form:

min cX,
subject to Ax = b, (5.1)
x > 0.

The simplex algorithm requires that A has full row rank. We showed that this require-
ment may be dropped if one applies the standard two-phase simplex algorithm, or the
corresponding big-M method.

107
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To avoid issues due to the rank of A we consider in this chapter linear programs in the
following form

min CX,
subject to A'x < b, (5.2)
x > 0,

where A’ € Z™*" ¢ € Z" and b € Z™, and x € Q". Indeed, any pair of numbers z, v,
satisfies that x < y if and only if there exists some a > 0 such that x = y + a. Hence, LP
(5.2) can be written in standard form by

min CcX,
. 12 X o
subject to (A’ I, ) ( X, ) = b, (5.3)
X, X > 0,

where x, are called the slack variables and
A=(A 1I,)

has rank m. By construction A is in canonical form and the algorithms with respect to
solving the artificial LP with one artificial variable can be applied (see Section 3.3.2).
In this chapter a linear program is in standard form if it is of the form Eq. (5.3).

5.1 Secure Simplex Iterations

Consider an LP in standard form. Let T be a tableau corresponding to basis s. Recall
that the basis matrix B = Ag is invertible and T can be written as

B! o A b
T = 1 .
—csB 1 c 0
A corresponding co-basis is equal to u = (u1,...,u,), where u; ¢ s for each i. A basic

feasible solution x satisfies x, = 0 and x5 = B~ 'b.
Recall furthermore that with respect to integer pivoting the tableau T can be written

as
B! 0 A b
T_|det(B)|< B 1 ) < S >

With respect to security, a secure implementation of the simplex algorithm should hide
the fact whether the current solution is optimal at the beginning of every iteration. Unfor-
tunately, we showed in Chapter 3 that the simplex algorithm requires exponentially many
iterations in the worst case. Therefore, revealing no data about the number of iterations
implies that the protocol should have worst case running time implying exponentially
many iterations. This makes the protocol infeasible in practice. To avoid exponentially
many iteration we choose to reveal the number of iterations.

5.1.1 Large Tableau Simplex

In Section 3.2 we showed that the large tableau simplex algorithm consists of the following
three steps in each iteration, where ¢ = det(B):
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1. Column step: Find an £ € {1,...,n+ m} such that ¢,,11; < 0. If no such ¢ exists,
then output the current solution being the optimum.

2. Row step: Find a k € {1,...,m} such that

ti,n—l—m—l—l

tig >0, and i € {1,...,m}}.
i

k = argmin {
If tpy < 0 for all k € {1,...,m}, then stop and report that the LP is unbounded.

3. Update tableau and basis: In case of rational pivoting, pivot on tps by updating T
according to:

b= tij — tietkj/the, if i #E,
Y tij/tke, ifi=k.

Otherwise, in case of integer pivoting, pivot on tgy by updating T according to:

oo L (igtee = tutng) /q, iEi # K,
Y tij, ifi=k.

The basis is updated by replacing s with £.

We will describe how to efficiently and securely implement each step. The detailed proto-
cols can be found in Appendix A.1.1.

5.1.1.1 Column Step

Given tableau T this step selects the pivot column Ty, where ¢ € {1,...,n+m} for which
tim+1)e < 0. If no such ¢ exists, then the simplex algorithm stops reporting that the
current solution corresponding to T is optimal.

We describe protocols for both Dantzig’s original pivoting rule as Bland’s pivoting rule.

Dantzig’s original pivoting rule is to take £ € {1,...,m + n} such that

tmt1)e = min {t(m+1)j|t(m+1)j <Oand je{l,...,n+ m}} .

Consider Protocol 5.1, which is due to Toft in [Tof07]. It returns the secret index [€] and
the corresponding minimal entry [u] = [t(;41)¢] on input [t r1)1]s-- -5 [Emt1)(men)] and
g =LTZ
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Protocol 5.1: ([m],[i]) + FindMin(X, g)

Input: [X] € Z}\", g € {LTZ, FracLTZ, BlandFracLTZ}.

Output: [m] € Z, [i] € {0,1}"

1 if n =1 then
2 return ([x1], [1]);
3 foreach j € {1,...,|n/2]} do parallel
4 [ty] < g(lxa], [x25-1]);
5 [Xﬂ — [X2j—1] + [tj}([xgj] — [X2j—1]) ; // 1 rnd, p|n/2] inv
6 if n is odd then
7 [X/(n.;.l)/z} — [xnl;
8 ([m],[i']) + FindMin(x’, g);
9 foreach j € {1,...,|n/2]} do parallel
10 [s] < [4ll] // 1 rnd, |[n/2] inv
1 figja] < [s];
12 [igg] = [i5] — [s];
13 if n is odd then
14 [in] [i/(nJrl)/Q]?
15 return ([m], [i])

According to Bland’s rule /¢ is computed by

= min{i € {1,...,n+m}]t(m+1)i < 0} .

Consider Protocol 5.2. By construction FirstNeg returns [0] if no £ € {1,...,n+m} exists

such that ¢, 1), < 0. Hence, without interaction, one can compute the bit [d] by

[d] « > _[ti].
=1

Protocol 5.2: [£] < FirstNeg([t])

i =R B U R

Input: [t] € Ly

Output: [£] € {0,1}"

foreach i € {1,...,n} do parallel
[zi] < [ti] <O

[v] <= PrefixOr([z]) ;

[61] = [oa];

foreach i € {2,...,n} do
[6i] = [vi] = [via];

return ([¢])

// 4 rnd, n(4k+2) inv
// 3 rnd, 5n —1 inv

In conclusion the pivot column is securely selected as follows:

L. Let [t] = ([tpnanl - - - Bantrymem))-

Dantzig’ Pivoting Rule: Compute ([min],[€]) = FindMin([t],LTZ) and compute

[d] = [min < 0].
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Bland’s Pivoting Rule: Compute [¢] = FirstNeg([t]) and [d] = 77" [4].
2. Reveal the bit d.

3. If d = 1, then return the pivot column [p®] = [T][€] and the index [£]. If d = 0, then
output the current solution being the optimal.

5.1.1.2 Row Step

Given tableau T and the index of the pivot column /¢, this step selects the pivot row ty,
where k € {1,...,m} for which ¢y, 4p41)/tke = min(WV), where

tinm
W:{ (nt+m+1)
Lie

tie > 0, andie{l,...,m}}. (5.4)

If tpy < Oforall k € {1,...,m}, then the simplex algorithm stops and reports that the LP
is unbounded.
In Chapter 3 we showed that k is the minimum of the list W* = {w], ..., w},}, where

()

ti n+m-+1 .
w* _ #, lf tlé >0,
oo, otherwise.

Observe that min(WV*) = oo if and only if tx < 0 for all £ € {1,...,m} and that
argmin(W*) = argmin(W) otherwise.

We encounter two problems for a secure implementation: (i) co € Z,y and (ii) tz(:izl) ¢
Z<k>

In [Tof09] one replaces co by 28~ — 1. Furthermore, it is observed that if ¢ > 0 and
d > 0 then
@b ud<be (5.5)
c— d - '

and, therefore, comparing the fractions in W (and W*, where oo = ) can be replaced
by comparing integers. Indeed, by construction, the entries in W and W* have strictly
positive denominators.

To securely compute the pivot row one proceeds as follows.

1. Fori=1,...,mdo

(a) [Bi] <= [tie > 0O].

(b) [wir] < 2" = 1+ [Bi) ([E(nsmrrys) — 2871 = 1).

() [wig] < 1+ [Bi]([tes] — 1).
) |

(d wi] <— (wil,wig).

2. ([min], [k]) + FindMin([W], FracLTZ).
3. If min = 21 — 1 stop and return unbounded LP.

If Bland’s rule is applied, one should select k such that k = argmin(W) and in addition
sk < s; for all i = argmin(WV), see Protocol 5.4. To select the pivot row using Bland’s rule
one proceeds as before, where w; = (wj1, w2, w;3) and where w;; and w;o are computed as
before and w;3 = s;. Finally, ([m], [k]) is computed by FindMin([w], BlandFracLTZ).
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Protocol 5.3: [b] < FracLTZ([a], [b])

Input: [a] € Z%’C)’ [b] € Z?@'

Output: [b] € {0,1}.
1 [a'] < [a1][ba] ; // 1 rnd, 1 inv
2 [b] « [ag][b1] ; // 1 inv
3 [« ] <[b]; // 4 rnd, (4k +2) inv
4 return [[];

Protocol 5.4: [b] < BlandFracLTZ([a], [b])

Input: [a] € Z‘?M, [b] € Z?k>.

Output: [b] € {0,1}
1 [a'] = [a1][bo] // 1 rnd, 1 inv.
2 [b) < [ag][b1] ; // 1 inv.
3 [y« [a] =[V]; // max{log"(k),4} rnd, log"(k)logk inv.
4 [B] « [a] < [V'] // (4k+2) inv.
5 [a] < [as] < [bs]; // (4k+2) inv.
6 [6] < B+ v(a—p); // 1 rnd, 1 inv.
7 return [J];

We will present a more efficient solution by exploiting the nonnegativity constraints.
The following solution saves m secure multiplications and one equality comparison. This
is based on the following lemma.

Lemma 5.1. Consider a tableau T. Let 8; = |t;y < 0|, and

t. + 5
= { ity T B (5.6)
274
Suppose i € W+ and € W+ and
V1 w1
— C — & vjwy < wyivs.
v2 Wy

Then, W # () implies that argmin(W7T) = argmin(W), and W = 0 implies that d =
it (L=p) =0.

Proof. Consider integers a, b, c,d, where a > 0 and b > 0. If ¢ > 0 and d > 0, then

ad <bces - <

a _b
c—d
but if d < 0 and ¢ > 0 then |ad < (b+1)c|, = 1. If d > 0, ¢ < 0 and a # 0, then
la(d + 1) < be|, = 0.

We show that these three rules imply that the ordering = on W™ yields the desired
result.

Let T be a tableau with respect to some basis s. From the nonnegativity constraints we

have xg = T),+my1 => 0. Hence itntm+1) + B; > 0if t;; <O0.
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The above three rules imply

ti(n;:ﬂrl) < tj(nz;?H) ) if t; > 0 and tj, > 0,
(timpmin) + B)tie < (Eipnrmen) + Bi)tiel, = b Mt > g andiie <0
| i(n+m+1) (2] j(ntm+1) J l‘b 0, ift;y <0 andt; >0,

v, otherwise,

for some v € {0, 1}, which is not relevant in the following.

It follows that = orders W7 in such a way that all entries with a positive denominator
are considered smaller than entries with nonpositive denominators and, moreover, the
entries with a positive denominator are ordered normally, i.e., according to <.

Hence if W # 0, then argmin(W*) = argmin(W), but if W = @ thend = Y ;" | (1-6;) =
0. O

In conclusion, the pivot row is securely selected as follows given pivot column [p€] and
pivot column index [£]:

1. Compute the bits [3;] = [pf < 0] for all i € {1,...,m}.
2. Reveal the bit d = ", (1—[3;]). If d = 0 stop and report that the LP is unbounded.

Dantzig’ Pivoting Rule: (a) Compute the list [W] where

([Eitntmn] + [Bi], [p5]) = [wil

foralli=1,...,m.
(b) Compute ([min], [k]) = FindMin([W], FracLTZ).
Bland’s Pivoting Rule: (a) Compute the list [W] where

(inemany] + [Bil; [p5], [s3]) = [wil,

foralli=1,...,m.
(b) Compute ([min], [k]) = FindMin([W], BlandFracLTZ).

3. Compute the pivot row [p"] « [k][T].

5.1.1.3 Update Tableau and Basis

This step computes the new tableau T’ and basis s/, given tableau T, basis s, pivot column
p¢ with index £, pivot row p” with index k.
In Chapter 3 we showed that T is updated as follows

1 liglee—tietey oo
b=~ 5 if i # k,
tkj

(5.7)
t;fj @

where (q1, g2) is equal to either (txs, tre) if rational pivoting is applied, or to (g, 1) if integer
pivoting is applied.
Note that the computation of t;j depends on the value of 7. To hide the value for i we

introduce two vectors v € Zzgrl and w € Z’Z]z)ﬂ so that Eq. (5.7) is equivalent to

/ T
ti; = tijvi — pjwi,
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which is independent to . For example, v defined by v; = %’ for all i # k and v, = q%

and w defined by w; = @f for all ¢ # k and wyg = 0 suffices.
Let the pivot column [p¢] = [Ty], the pivot row [p”] = [tx], and the pivot element [t]
be given in addition to [g; 1 and (g5 1. Then one securely computes

[v] < WriteAtPosition (1 [tx][q; '], [K], [¢5 '])
using m + 2 secure multiplications and
[w] + WriteAtPosition([¢; !][p¢], [k], 0)

using 2m+2 secure multiplications. Observe that [v] and [w] are computed in 2 interactive
rounds. Note that for the RP variants [tx/][q; 1 = 1 is public knowledge requiring no secure
multiplication at all.

A more efficient choice for v and w is given by v = tqifl and w = qilpC — q%. Indeed,

[v] = [trelar 11
can securely be computed using 1 secure multiplication, and
(w] = [g; '[P - [g5 '][K]

using m + 1 secure multiplications using the fact that ¢go = 1 or s = ¢.
Lemma 5.2 shows that this choice for v and w is also correct.

Lemma 5.2. Let row k denote the pivot row. For all i,j the entries of T satisfy
ti; = tijv — wip},
— twe —1lye_k ;
where v = T and w = -p© — =, satisfies Eq. (5.7).

Proof. Indeed, let ¢;; = |i = j|, denote Kronecker’s delta. We have

, _— .. . T
tij =t;v — wip;

Y pi Ok
=t — g |~ ——
qn T q2

tiithe — tiote; trj
_ g kL Wllkj +5zkﬁ
q q2
tijthe — tioty; tr;j
:(1_51k) 11274 il kj"‘éikﬁv
qn q2
where the last equality holds since t;jtis — tits; = 0 if i = k. ]

In conclusion, the tableau and basis are securely updated as follows, given [T}, [s], [£],
k], [p°], [p"], and [g] if the IP variant is considered,

1. With respect to rational pivoting let v < 1 and compute [w] < [txe] ™! ([p¢] — [k])-
With respect to integer pivoting, compute [v] = [¢7!][ty] and [w] + [¢7!][p¢] — [K].
2. For all i, j compute [t};] < [t;;][v] — [wi][p]].

3. Update the basis by [s]’ + WriteAtPosition([s], k], >_7"[¢]7).
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5.1.2 Small Tableau Simplex

Let T be a tableau corresponding to basis s and co-basis u. In this section, we write T
for the corresponding condensed tableau (Tyn+m+1) as introduced in Definition 3.38 in
Section 3.2.2.

In Section 3.2 we showed that the small tableau simplex algorithm consists of the fol-

lowing three steps in each iteration:

1. Column step: Find an £ € {1,...,n} such that ¢,,41)¢ < 0. If no such ¢ exists, then
output the current solution being the optimum.

2. Row step: Find a k € {1,...,m} such that

Li(ntm41)

tie >0, andie{l,...,m}}.
il

k = argmin {

If tgy <0 for all k£ € {1,...,m}, then stop and report that the LP is unbounded.

3. Update tableau and basis: In case of rational pivoting, pivot on tps by updating T
according to:

foi — tij — tietks/the, if i #E,
N tij/tee ifi=k.

Replace the column corresponding to the variable entering the basis (¢) with the
column corresponding the variable leaving the basis (s;) by computing for all

—lie if Ak
tz‘e:{ e .,

vh otherwise.

In case of integer pivoting, pivot on tz; by updating T according to:

b= (tijte — tietry) /q, ifi#k,
N tiy, ifi=k.

Replace the column corresponding to the variable that enters the basis (¢) with the
column corresponding the variable leaving the basis (s;) by computing for all

L) = _ti€7 if 4 7& k?
= g, otherwise.

The basis is updated by swapping s; with uy.

The detailed protocols can be found in Appendix A.1.2.

5.1.2.1 Column Step

The column step for the small tableau simplex algorithm with Dantzig’s original pivoting
rule is exactly the same as for the large tableau simplex algorithm. Indeed, Dantzig’s
original pivoting rule selects an £ based solely on the value of ¢(;,1). Bland’s pivoting
rule, on the other hand, selects an ¢ for which the corresponding column index (uy) is the
smallest value where ¢(,,,; 1), < 0. Hence for Dantzig’s original pivoting rule we can reuse
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the protocols for large tableau simplex when selecting the pivot column, but for Bland’s
pivoting rule we need to be careful.
According to Bland’s rule one has to compute £ in the condensed tableau by

¢ =argmin {u; € {1,...,n+m}t11) <0}, (5.8)

which cannot be computed securely via FirstNeg (Protocol 5.2), since the entries in u are
not ordered normally.

Observe that Eq. (5.8) is very similar to k& = argmin(WV): the equation to select the
pivot row, where W is defined by Eq. (5.4). A secure implementation of the selection of ¢
according to Bland’s rule is as follows (see also Protocol 5.5).

1. Foralli=1,...,ndo
(a) compute the bits [3;] <= [t(m+1)i < 0],
(b) compute [v;] = [u;] + (1 — [Bi])(n + m + 1).
2. ([min],£) < FindMin([v],LTZ).
3. If > 1 [Bi] = 0 then stop and return the optimal solution.

Since u € {1,...,n+m}" is a co-basis the minimum of u is unique and if some #(,;,4.1); < 0
then argmin(u) is equal to ¢ computed by Eq. (5.8). Otherwise, if no ¢, 41); < 0 then
>iy Bi = 0 and the simplex algorithm stops reporting that the current solution is optimal.

Protocol 5.5: [£] < FirstNegst([t], [u])
Input: [t] € Zj,
Output: [£] € {0,1}"
foreach i € {1,...,n} do parallel
[Bi] + [t:] >0 ; // 4 rnd, n(4k+2) inv
[vi] <= [ws] + [Bi](n 4+ m + 1);
([min], [€]) + FindMin([v],LTZ) ; // [logn](4+2) rnd, (n—1)((4k+2)+2) inv.
d <30 [Bi];
if d =1 then
£=0;
return ([£])

® N O oA W N =

In conclusion, the pivot column is securely selected for the small tableau simplex algo-
rithm as follows:

1. Let [t] = ([t(m+1)1]7 ce [t(m-i-l)n-i-m])'
Dantzig’s Pivoting Rule: (a) Compute [€] by FindMin([t], LTZ).
(b) Compute and reveal the bit [d] <= [t(m41)¢ < 0].
Bland’s Pivoting Rule: (a) Compute [€] by FirstNegsT([t], [u]).
(b) Compute and reveal the bit d < Y1 [¢;].

2. If d = 1, then return the pivot column [p¢] = [T][¢] and index [€]. If d = 0, then
output the current solution being the optimal.
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5.1.2.2 Row Step

The row step for small tableau simplex is completely the same as the row step for large
tableau simplex since all operations of this step are independent to the co-basis. See also
Section 3.2.2.

5.1.2.3 Update Tableau and Basis

This step computes the new (condensed) tableau T’ and basis s, given (condensed) tableau
T, basis s, co-basis u, pivot column index ¢, and pivot row index k.

In Section 3.2.2 we showed that small tableau simplex performs the following three
operations when updating the tableau and basis, when column ¢ is selected as pivot column
and k is selected as pivot row: (i) pivot on element ¢z, in T, (ii) replace column ¢ by the
result of updating column ey, after pivoting, and (iii) swap s with wy.

Similarly to the large tableau simplex we show how to simultaneously and obliviously
perform both operation (i) and operation (ii). Depending on the fact whether rational
pivoting or integer pivoting is applied, the two vectors v and w are given. In addition, a
new vector r is introduced where each entry of the (condensed) tableau T being updated
by

/
tij = tij’U — rjwi.

Then T’ is the new condensed tableau corresponding basis s’ and co-basis u’.
Observe that by Lemma 3.37 the updated condensed tableau is computed according to

ty; = SRR f o ks and § £ (,

th, =L, if j AL,

2 5.9
te=1%
q )

where (q1, g2) is equal to either (txe, tr) if rational pivoting is applied, or to (g, 1) if integer
pivoting is applied.

Lemma 5.3 shows that replacing p” with r = p" + g—;ﬁ in Lemma 5.2 yields the updated
condensed tableau. So the column replacement is for free when rational pivoting is applied
and requires n + 1 secure multiplications if integer pivoting is applied.

Lemma 5.3. If row k is the pivot row and column £ the pivot column, then

/ _ .. p— . .
tl-j = t;;v — w;Ty

satisfies Eq. (5.9) for all i,j, where v = %L w = qilpC — X undr=p" + L¢.

1 )

Proof. Observe that r; = p’ for all j # ¢ and that, by Lemma 5.2,

tij = t;;v — w;Ty

satisfies Eq. (5.9) foralli=1,...,m+1,j=1,...,n+ 1, where j # /.
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Let 0;; = |i = j|, denote Kronecker’s delta. If j = ¢, then

/
tip = tygv — wiry

= tiyv — w;(tee + q1/q2)

Chqiz

Loty — Tipt ¢ t
_ tiete zékﬁ_pz_’_ézk<k£+%>
q1 q2 q2 g5
t; t
:_Le+5ik (M-i-q;)
q2 q2 q5
127 q1
= (1= 6)(——) + bir—5.
q2 q3

O]

In conclusion, in small tableau simplex the tableau and basis are securely updated as
follows, given [T}, [s], [£], [K], [p¢], [p"], and [q]:

1. With respect to the RP variant set v < 1 and compute [w] + [tze] ™! ([p°] — [K])
and r = p” + £. With respect to the IP variant, compute [v] = [¢7][tr], [W] <

[a7[p¢] — [k] and [r] = [p"] + [q][€].
2. For all 4, j compute [t;;] < [ti;][v] — [wi][r)].
3. Update the basis by [s]" «— WriteAtPosition([s], [k], [u][£]) and the co-basis by [u]’ «
WriteAtPosition([u], [€], [s][k])-
5.1.3 Revised Simplex
Let

A I, b
0 __ m
= < c 0 0 >
B! 0
D= ( —csB7! 1 ) '
Then T = DTY is a tableau with respect to basis s and basis matrix B = Ag.

We showed in Chapter 3 that the revised simplex algorithm consists of the following
three steps in each iteration given D and basis s:

and

1. Column step: Compute the last row of T by t,,4+1 = d;p+1T. Findan ¢ € {1,... . n+
m} such that tim+1)e < 0. If no such £ exists, then output the current solution being
the optimum.

2. Row step: Compute the pivot column by T, = DT? and the last column of T by
Trint1 =DTO . Find a k € {1,...,m} such that

t; n+m-+1)

k::argmin{ ‘(t tig>0,andi€{1,...,m}}.

il

If tpy < 0 for all k € {1,...,m}, then stop and report that the LP is unbounded.
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3. Update tableau and basis: In case of rational pivoting, pivot on tx, by updating D
by Egs. (3.17) and (3.18):

do: — dij — tz‘zdkj/tkg, if i # k,
v dij/tre, ifi=k.

Otherwise, in case of integer pivoting, pivot on tg; by updating D by Egs. (3.30)
and (3.31):
& = | (dijtee = tiedry) [q, i # K,
*J dij, ifi=k.
The basis is updated by replacing s with /.

The detailed protocols can be found in Appendix A.1.3.

5.1.3.1 Column Step

Given tableau T this step selects an £ € {1,...,n + m} where ¢, 1), < 0. If no such ¢
exists, then the simplex algorithm stops reporting that the current solution corresponding
to T is optimal.

The only difference between the revised simplex and the large tableau simplex is that
the last row of the tableau needs to be computed.

In conclusion in revised simplex the pivot column is securely selected as follows:

L. Compute [t] < ([ds ][, . [ds 1] ).

Dantzig’ Pivoting Rule: Compute ([min], [€]) = FindMin([t],LTZ) and compute
[d] = [min < 0].

Bland’s Pivoting Rule: Compute [€] = FirstNeg([t]) and [d] = > [4].
2. Reveal the bit d.

3. If d = 1, then return the pivot column [p¢] = [D][T?][€] and the index [£]. If d = 0,
then output the current solution being the optimal.

5.1.3.2 Row Step

Like the column step, the row step is the same as that of the large tableau simplex,
except for the fact that the pivot column and the last column of the tableau T need to be
computed.

In revised simplex the pivot row is securely selected as follows given the pivot column
[p¢] and pivot column index ¢,

1. Compute the bits [3;] = [p§ < 0] for all i € {1,...,m}.

2. Reveal the bit d = ", (1 — [8;]). If d = 0 we stop and report that the LP is
unbounded.

3. Compute the last column of T, i.e., t = DT%+m+1.
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Dantzig’ Pivoting Rule: (a) Compute the list [W], where
([t:] + 18], [pf]) = [wi]

foralli=1,...,m.
(b) Compute ([min], [k]) = FindMin([W], FracLTZ).
Bland’s Pivoting Rule: (a) Compute the list [W] where

([t:] + [Ba], [pi], [si]) = [wil,
foralli=1,...,m.
(b) Compute ([min], [k]) = FindMin([W], BlandFracLTZ).

4. Compute the pivot row [p"] + [k|[D].

5.1.3.3 Update Tableau and Basis

This step computes D’ and basis s/, given D, basis s, pivot column index ¢, pivot row
index k.

Observe that by Lemma 3.39 the updated D is computed using the same row operations
as the pivot operation applied in large tableau simplex, i.e., one computes D’ by

diitke—tiedy;  .p -
d;] ] qul Wl Ak lf 7 # k

d,
(A— 7
dkj_qz

(5.10)

where (q1, g2) is equal to either (txs, tre) if rational pivoting is applied, or to (g, 1) if integer
pivoting is applied.
We apply v and w defined in Section 5.1.1 to compute Eq. (5.10) as follows.

Lemma 5.4. If row k is the pivot row, then
di; = dijv — wip},
_t _ 1 k . .o
where v = qu and w = aP o satisfies Eq. (5.10) for all i, j.
Proof. Indeed, let ¢;; = |i = j|, denote Kronecker’s delta. Then

dij = d;jv w;p;

¢ ¢ g
— dz‘jﬂ — dy; (pl _ k>
a1

q1 q2
 dijtge — tipdy; di;
L
q1 q2
dijtpe — Liedy; d;
= (1= &) L——L 4+ 6 —2.
q1 q2

O]

In conclusion, the tableau and basis are securely updated as follows, given [D], [s], [£],
k], [p] = [Te], [p"] = [di], and [g]:
1. With respect to the RP variant let v < 1 and compute [w] < [tx] ™! ([p€] — [K])-
With respect to the IP variant, compute [v] = [¢7!][tx¢] and [w] + [¢71][p¢] — [K].

2. For all 4, j compute [d;;] = [dij][v] — [wi][p}].
3. Update the basis by [s]’ + WriteAtPosition([s], k], >_7"[¢]7).
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5.2 Secure Simplex Initialization

This section presents how to securely and efficiently initialize the simplex algorithm via
both the two-phase simplex algorithm and the big-M method.
Recall that in this chapter, we consider any LP in standard form:

min CX,
subject to Ax < b,
x > 0.

Observe that if b > 0, then x = 0 is feasible. Hence, if x > 0 we can initialize simplex

directly with tableau
AT, b
T= ( c 0 0 >

and basis s = (n+1,...,n+m) after introducing m slack variables to transform the linear
programming in the standard form of Chapter 3.

If b # 0, then x = 0 is not a feasible solution and we apply the techniques discussed in
Section 3.3 to solve the linear program by using artificial variables. For efficiency reasons
one could try to avoid applying either the two-phase simplex or the big-M method by
computing and revealing the bit |b > 0,. If it is equal to one, then one initializes the
simplex iterations with basis s = (n+1,...,n+m).

In this section we assume that the bit b > 0 is unknown and kept secret.

5.2.1 Standard two-phase Simplex

Recall that the standard two-phase simplex solves the corresponding artificial linear pro-
gram:

min > im) Tnmetis
subject to (A I, ) ( ; > = b, (5.11)
b d > 0.

In slightly more detail, recall that the two-phase simplex consists of the following steps:
phase 1

1. Initialize phase I: Given a linear program in standard form and its correspond-
ing artificial linear program, compute a tableau [T| corresponding to a basis [s]
with respect to a feasible solution [x] to the artificial linear program.

2. Iterate on [T] and [s] using one of the simplex variants until an optimal solution
is found. If the optimum has zero costs, then continue, else stop and report
that the original linear program is infeasible.

phase 11

1. Initialize phase II: Given the tableau [T| and basis [s] from the result of phase
one, compute a tableau [T’] and basis [s'] so that [T'] is a tableau corresponding
to basis [s'] with respect to a feasible solution to the original linear program.

2. Tterate on [T’] and [s'] until either a solution is found, or the simplex algorithm
reports that the linear program is unbounded.
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In the remainder of this section we will show to securely initialize both phase I and
phase II. The detailed protocols are presented in Appendix A.2.1.

5.2.1.1 Initialize Phase I

We will show how to efficiently compute a tableau initializing simplex for solving the
artificial LP. Secondly, we apply the result of Theorem 3.21 implying that we don’t need
to add the m columns with respect to the artificial variables to the tableau T.

Consider again the artificial linear program. It has the obvious feasible solution x, = 0
and xg =bif b >0, wheres=(n+m+1,...,n+2m) and u=(1,...,n+m).

In general, however, b might have negative entries. We will show how to securely
transform the linear program in standard from into an equivalent linear program that has
as corresponding artificial LP the following:

min D int Tndmtis
subject to (A’ I, )x = b/, (5.12)
x > 0,
where xg = b’ > 0 is a basic feasible solution corresponding to basis s = (n+m+1,...,n+

2m).

Let 8 = (B1,...,0m) and 1 — 21|b; < 0[,. It follows that b’ = diag(8)b > 0, where
diag(-) denotes the diagonal matrix with - on its diagonal.

The linear program

min CX,
subject to Ax < b,
x > 0,
is equivalent to
min cX,
subject to ( A 1, )x = b,
x > 0,
which is equivalent to
min CX,
subject to A’x = b/,
x > 0,

where b’ = diag(8)b > 0 and A’ = diag(8) ( A I, ). Hence LP (5.12) is a correspond-
ing artificial LP.
Finally, observe that the last row of T corresponding to basis

s=Mm+m+1,...,n4+2m)

is equal to
c—cs(A b )=-1(A V)

after deletion of the columns n+m +1,...,n 4 2m, i.e., the columns with respect to the
artificial variables.

In conclusion, given an LP in standard form, the following steps are performed to ini-
tialize phase I:
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1. Compute [B;] «— 1 —2[b; < 0] fori=1,...,m.
2. Compute [A'] = diag([8]) ( [A] I ) and [b'] + diag([8])[b].
3. Set [s] < (n+m+1,...,n+42m) and

Large Tableau Simplex: compute the entries of the last row of the tableau by
[c'] = =2 5[] and [2] <= 301, [bi]. Set

me (@ )

Small Tableau Simplex: set [u] < (1,...,n + m). Compute the entries of the
last row of the tableau by [¢/] <= — " [a’;] and [2] <= > " [b}]. Set

me (@ )

Revised Simplex: set

and

[diag(B)] [0]
[D]e( —?ﬁ] . >

Remark 5.5 (Small Tableau Simplex). Observe that the tableaus with respect to the large
tableau simplex algorithm and the small tableau simplex algorithm are initially the same.
The reason is that initially only artificial variables are basic, therefore, the condensed
tableau contains all columns with respect to the non artificial variables.

Observe, furthermore, that a column with respect to an artificial variable is swapped into
the tableau after each iteration of the small tableau simplex, where an artificial variable
becomes co-basic and a non artificial variable basic. Theorem 3.21 implies that we could
remove this column, but this results in shrinking the tableau leaking information.

With respect to small tableau simplex, we will not delete any columns. For efficiency
reasons we use the result of Theorem 3.21 by making sure that no artificial variable will
ever be selected to become basic. This can be done securely using the following extension
to the column selection step.

Initially we set s = ((n +m + 1,0),...,(n + 2m,0)) and u = ((1,1),...,(n + m,1)).
That is, to each (co-) basis entry we add a bit which equals 0 if the value of the entry
is larger than n 4+ m, i.e., when it corresponds to an artificial variable. Then, instead of
choosing a column ¢, where (,,1 1), < 0, pick an ¢, where #(,,, 1)pue2 < 0. Indeed, observe
that ¢, 1)euee < 0 if and only if upy < n+m and t(;,11), <O0. o

5.2.1.2 Initialize Phase 11

The result of phase I is used to check whether the original LP has a feasible solution. If
0, then from the tableau and basis returned by phase I, a tableau and basis are computed
corresponding a basic feasible solution. Recall that in this step the artificial variables are
removed from the basis and all rows with respect to redundant constraints are removed
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from the tableau. However, by construction the any standard form LP is canonical having
no redundant constraints.
In Section 3.3 we showed that phase II is initialized as follows:

1. If T is a tableau with respect to basis s for the artificial LP, where the corresponding
basic feasible solution is a basic feasible solution to the original LP, then perform
the following steps else stop and report that the original LP is infeasible.

2. Remove all artificial variables from s; this results in a basis s’ for the original LP.
3. Delete all columns with respect to the artificial variables from T resulting in T’.

4. Compute the last row of T’ so that T’ is a tableau with respect to s’ for the original
LP.

Note that by construction, the large tableau simplex algorithm and the revised simplex
algorithm did not initialize phase I with columns for the artificial variables. Hence only
for small tableau simplex algorithm we need to consider secure column deletion.

Removing Artificial Variables from the Basis

To hide the fact whether the j-th basic variable is an artificial variable all operations on
each row should be the same. Naively, to securely remove the artificial variables from the
basis one could proceed as follows. For each j € {1,...,m} compute the secret [£] index
of a nonzero entry in the first n + m entries in the j-th row of the tableau. Then, securely
pivot on entry tj. This results in (n + m)m secure comparisons and m?2(n 4+ m) secure
multiplications.

Lemma 5.6 shows that one can use the structure of LP (5.3), which is in standard form
and equivalent to Eq. (5.2), to remove the artificial variables from the basis very efficiently,
i.e., using no secure comparison and no expensive tableau updates.

Lemma 5.6. Consider an LP in standard form, where b > 0, and the corresponding
artificial LP (5.12). Suppose that phase I, that does not allow artificial variables to become
basic, returns tableau T with basis s and co-basis . If Ty ymik is basic then Ty, =
Tn+k = j:ek.

Proof. Let T and s be the tableau and basis returned by phase I. Let B be the corre-
sponding basis matrix.

Recall that phase I is initialized with basis (n+m+1,...,n+2m). Since, by construction,
an artificial variable cannot become basic when it is co-basic at some iteration, it follows
that x,1m+k is basic during all iterations in phase I and sy =n +m + k.

Furthermore, B = e;. Since A;1+k = te; = =By the slack variable x4 has to be
co-basic during all iterations in phase I. Hence u,1r = n + k.

Lemma 3.41 implies B~ e, = e;, and, therefore,

Ty = BilA/n_,'_k = Bil(ﬂ:ek) = j:BilBk = +ey.
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It follows that if z, ., is basic then s = n +m + k and x,,4 is co-basic. For small
tableau simplex u,+r = n+k. Furthermore, Theorem 3.42 implies that we can update the
basis without changing the solution by replacing s, with w,+r = n + k. From Lemma 5.6
we conclude that the updated tableau is obtained by just multiplying row k& of T by
ther = 1.

In conclusion, to remove the artificial variables from the basis securely, we perform the
following steps in each variant of simplex using rational pivoting:

1. Compute the locations of artificial variables in the basis securely: compute [;]
[si = n + m + i]. This equality comparison is sufficient as y; is basic if and only if
s; =n 4+ m + 4. Otherwise, y; has been selected to enter the basis at some step.

2. Update basis: [s;] < [vi](n +4) + (1 — [:])[s4]-
3. Compute the row multipliers [w] and update co-basis [ul:

Large Tableau Simplex: [w;] < [vi][tints)] + (1 — [vi])-
Small Tableau Simplex: [w;] < [vi][ti(nti)] + (1 = [vi]) and [up4i] < [y](n+m+
i)+ (1= [l lunyil.
Revised Simplex: [w;] + [’}/i][t?(n+i)] + (1= [v))
4. Update tableau: [t}] < [w;][ts].

7

We do have to be careful when integer pivoting is applied, since the pivot elements t;(,, 14
can be negative. In Theorem 3.43 we showed that we need to multiply the tableau with
minus one to keep the tableau consistent. Lemma 5.7 shows how to efficiently perform the
pivots with respect to integer pivoting, taking care of negative pivots.

Lemma 5.7. Let tableau T, basis s and q be returned by phase I corresponding to solution
x where integer pivoting is applied. Let vy, = |sy =n+m+ k|, and T' be such that
th; = th (Vetknaky /a4 + (1 — k) and ti; = ti; if k # 0.

Then T’ is the tableau corresponding to basic solution x where all artificial variables are
co-basic.

Proof. Let tableau T, basis s and ¢ be returned by phase I where integer pivoting is
applied.

Let z,1mar be an artificial variable which is basic. Hence 7, = 1. To remove artificial
Tpym+k from the basis the tableau T is updated by pivoting on t(, 1) as a consequence
of Lemma 5.6. The corresponding solution remains the same by Theorem 3.42.

Column n + k of T satisfies T,,+x = =£ger by applying Lemma 5.6 with respect to
integer pivoting. Hence pivoting on ¢, ) results in @y m+x becoming co-basic and @y,
becoming basic.

By Theorem 3.43 the tableau is updated by

bty biy — Lignrky ey 0ty — 0

t;j =« p q :tij, ifi#k‘,
th; = Otpj,
where o denotes the sign of ty(,41). Observe that since [t;,1;| = ¢ it follows that

Uk (n+k)

o =
q
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Note that if x4 1% is co-basic, then v; = 0 and t;cj = ty; as required since no pivot
operation is applied. O

In conclusion, to remove the artificial variables from the basis securely, we perform the
following steps in each variant of simplex using integer pivoting:

1. Compute the locations of artificial variables in the basis securely: compute [v;] <
[si = n + m + i]. This equality comparison is sufficient as y; is basic if and only if
s; =n 4+ m + 4. Otherwise, y; has been selected to enter the basis at some step.

2. Update basis: [s;] < [vi](n +4) + (1 — [v:])[s4]-

3. Compute inverse of ¢: [¢'] < [¢7].

4. Compute the row multipliers [w] and update co-basis [u]:

Large Tableau Simplex: [w;] < [v][¢'][ti(nt4)] + (1 — [1])-

Small Tableau Simplex: [w;] + [vi][¢] [titntiy] + (1 = []) and [un1i] + [y](n +
m+ i) 4+ (1 — [7i]) [tni]

Revised Simplex: [w;] « [%][t?(nﬁ)] + (1 =[]

5. Update tableau: [t}] < [w;][t;].

7

Secure Column Deletion

When the artificial variables are removed from the basis, their corresponding columns need
to be removed. However, we showed in Remark 5.5 that this only applies to small tableau
simplex, as the large tableau and revised simplex did not add columns with respect to the
artificial variables when initializing phase I.

Suppose that the small tableau simplex algorithm for phase one is implemented using
the extension suggested in Remark 5.5. Then the co-basis is given by U, where ug; =
|u; > n 4+ m|,. It follows that uo; is equal to one if and only if the corresponding column
corresponds to an artificial variable.

We apply DelCols(T, uz), (Protocol 4.39), to compute securely delete the columns of
T corresponding the artificial variables. In addition we apply DelCols(uy,uz) to securely
compute a corresponding co-basis.

Note that a DelCols needs to be executed only once by adding u; as a row to T.

Finalizing the Tableau

As a last step the last row of the tableau needs to be changed to be consistent to the cost
of the original linear program. Recall that the last row of T should be equal to

t=(c—csB 1A/, —c,B7'b).

Consider a tableau T corresponding to basis s for the artificial LP such that no artificial
variable is basic. Then T, after deleting the columns for the artificial LP is equal to

r_( B o\(A Vv
“\ —eB! 1 0o 0 )
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where B = AL. Observe that the first m rows of T are equal to
(B~'A",B~'D).

Hence
ty

t=(c,0) —cs
tm

It remains to show how to compute the vector cs. By converting each s; into a secret
index o; it follows that c,;; = co;. In other words cs is computed as follows

e For each ¢ =1,...,m compute

1. Compute [o;] < ConvertUnary([s;],n +m).
2. Compute [v;] = [o][c].

e Set [cg] = [v].

5.2.2 Two-Phase Simplex with One Artificial Variable

Recall that the two-phase simplex with one artificial variable considers the following arti-
ficial linear program:

min Tn4+m+1,
subject to ( A I, ) X — Tpimil = b, (5.13)
b d > 0.

The two-phase simplex with one artificial variable consists of the same steps as the
standard two-phase simplex. We will discuss how to securely initialize phase I and phase
II. The detailed protocols are presented in Appendix A.2.2.
5.2.2.1 Initialize Phase I

Recall that by construction the linear program in standard form is equivalent to

min cX,
subject to ( A1, )x = b,
X > 0,

by adding m slack variables to x and I,,, to A.

Observe furthermore that the latter linear program is in canonical form and we could
apply the result of Theorem 3.47 to compute an initial feasible solution directly. However,
it also follows by construction that if b > 0 then phase I is skipped and phase II is
initialized immediately. This reveals the fact that b > 0.

In order to hide the fact that b > 0, we consider yet another artificial LP with one
artificial variable:

min Tn+m—+1s
subject to ( A1, )x + BZTptme1 = b, (5.14)
b'e > 0,
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where §=2|b > 0|, — 1.
The following Lemma shows how to securely find an initial basic feasible solution to
Eq. (5.14).

Lemma 5.8. Consider LP (5.14). Let k = argmin(b). Then the basiss = (n+1,...,n+
kE—1,n+m+1n+k+1,...,n4+m) corresponds to basic feasible solution x, where

bj—bk, ifi=n+j,
T, = Bbg, ifi=n+m+1,
0, otherwise.

Proof. If b < 0 then 8 = —1 and the lemma follows from Theorem 3.47.
Suppose that by > 0, then b > 0 and § = 1. Observe that from the proof of Theo-
rem 3.47 it also follows that s is a basis since the basis matrix

B= ( A1, (1 )S =(e1,...,€k1,1,€k11,...,€n)

has an inverse
€] — €

€r—1 — €
B != e
€k+1 — €k

€m — €L

The corresponding basic feasible solution x satisfies

by — b
br—1 — by
xs =B 'b = bi
br1 — by
by, — b,

Hence the lemma follows from the fact that by the choice of k£ the solution satisfies x >
0. O

The basic solution x of Lemma 5.8 can be computed from basic solution x’ corresponding
to basis (n 4+ 1,...,n+ m) by a pivot operation. The following three lemmas show that
this pivot operation can be done efficiently in case of respectively the large tableau simplex
algorithm, the small tableau simplex algorithm and the revised simplex algorithm.

Lemma 5.9. Consider the linear program Eq. (5.14). Let T be the large tableau corre-
sponding to basis (n+1,...,n+m). The computation

/
ti; = tij — Tilkj,

where v = 1 — Bey, + (8 — 1)em11, corresponds to pivoting on element ty (i m1)-
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Proof. Observe that 3 € {—1,1} satisfies 1/8 = 8 = sgn(B8) and B? = 1. Furthermore,
column T, 4mi1 = (B1,1). Let 6;; = |i = j|, denote Kronecker’s delta. Then for i =
1,...,m
ti; = tij — ity
= tij — ( — Boik )tk
= (1= dir) (tij — try) + Ok (b — (1 = B)tr;)

(-2 v (%)
t 1(n+m j
(tw kiti(n+ +1)> +5ik< th; >
k(n+m+1) tk(n+m+1)
and

timt1)j = tmt1)j — Tt 1tk
= tmr1); — (B)t;

_ 2%

= tm+1); — B

_y b)) (nkmer )y
()3 tk(n+m+1) ‘

These are precisely the equations describing rational pivoting on ¢x(,,4m+1) in tableau T;
see Theorem 3.29.

With respect to integer pivoting 5 might be negative. Observe furthermore that the basis
matrix with respect to basis (n+1,...,n+ m) is equal to I,,. Hence |det(L,,)|T =T, so
the tableaus with respect to basis (n + 1,...,n + m) are equal in both simplex methods
using either integer or rational pivoting.

Observe that for i =1,...,m

ti; = tij — ity
=(1- &-k) (tij — tis) + Ok (try — (1 — B)try)
(1 - )ﬁ( Uﬁ tkjﬁ) + 5zk5 (tkj)
Lijth(nem—+1) — tkjtitnem+1
= (1 = dik)sgn(tr(ntm+1)) SR 1 ) + 0iSEN(Eh(n4m-+1) )k

and

tl(m+1)j = t(ma1)j — Tm+1tkj

_ 2
= tm41)j — B

= B (tm+1);8 — try)
)t(m+1)jtk(m+n+1) = Um+1) (man+1)tkj
- .

= Sgn(tk(n+m+1)

These are precisely the equations describing integer pivoting on ¢4, 4m+1) in tableau T of
Theorem 3.43. 0
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Lemma 5.10. Consider the linear program Eq. (5.14). Let T be the condensed tableau
corresponding to basis (n+1,...,n+m) and co-basis (1,...,n,n+m+1). The computation

/
tij = tij — riwj,

wherer =1 — feg + (8 — 1)epy1 and w = ty, + e,41, corresponds to pivoting on element

7fk(n—&-m—i—l) .

Proof. From Lemma 5.9 it follows that if j £ n 4+ m, then tgj = t;; — rjw; will correspond

to both rational pivoting and integer pivoting on tg(;,4ym+1) in tableau T.
Ifj=n+landi#m+1,

t;(n—i—l) = li(n+1) — TiWn+1
= titnt1) — (1 = Bik) trnsry + 1)
=p—(1—pB6k)(B+1)
= —(1—dik) + irB

*tz’ n 1
= (1—d) (e t1) + ik
Uk(n+1) to(n+1)

and

t/(m—i-l)(n—i-l) = Um+1)(n+1) — "'m+1Wn+1
= tm+1) (1) — Crngn) +1)
=-p
L(m+1)(n+1)
th(ns1)

Note that these equations correspond to the column replacement with respect to rational
pivoting; see Lemma 3.37.
Observe that the basis B matrix is equal to I, and thus that |det B| = 1. Hence

tini1) = titnt1) — TiWn1
= —(1 = i) + o3
= (1—6ik) (—B°) + 0B
= (1= dit) (—s8n(te(ns1))titnt1)) + Oinsen(tpnrry)| det B,

fori=1,...,m, and

t,(erl)(nJrl) = tm41)(n+1) ~ 'm+1Wnt1
=B

= =880 (th(nt1))E(mt1) (n+1)-

Note that these equations correspond to the column replacement with respect to integer
pivoting taking negative pivoting into account; see Lemma 3.37 and Theorem 3.43. O
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Lemma 5.11. Consider the linear program FEq. (5.14). Let D be the revised tableau
corresponding to basis (n+1,...,n+m). The computation

dij = dij — ri(ex);,
where r =1 — fey, + (B — 1)emy1, corresponds to pivoting on element Uh(ntm1)-
Proof. Observe that the pivot row di = ex. So the statement can be reformulated as
d;j = dij — Tidkj-

The proof that this equation is equivalent to pivoting is analogous to the proof of Lemma 5.9.
O

To initialize phase I, we apply Theorem 3.21 again to exclude the columns corresponding
to the artificial variable in the tableau T. By Remark 5.5 we will not delete this column
in small tableau simplex.

In conclusion, given LP (5.2), the following steps are performed to initialize phase I:

1. Let s« (n+1,...,n+m).
2. Compute ([b], [k]) < FindMin([b],LTZ) for i =1,...,m.

w

. Compute [f] « 2[b > 0] — 1.
4. Set [s] < WriteAtPosition(s, [k|,n +m + 1) and do the following:

Large Tableau Simplex: (a) Let

be the tableau corresponding to basis (n + 1,...,n + m), where column
n+m+ 1 is deleted.

(b) Compute the pivot row by [p”] < [T][k].
(¢c) Compute [r] <=1 —[B][k] + ([6] — D)emq1.
(d) Compute [T'] corresponding to [s] by
[ti;] < [tij] — [r][P}]-

Small Tableau Simplex: (a) Let u<+ (1,...,n,n+m+1).

(b) Let
5]
T | A i b
5]
[o] {1 [o]
be the condensed tableau corresponding to basis (n + 1,...,n + m) and

co-basis (1,...,n,n+1).
(¢c) Compute [w] « [T|[k] + €p41-
(d) Compute [t] + 1~ [B)K] + ([8] — Demsr.



132 5.2. Secure Simplex Initialization

(e) Compute [T'] corresponding to [s] by
[ti;] <= [tig] = [ra][w;]-
(f) Compute [u] < WriteAtPosition([u],n + 1,> ", [k;]i).
Revised Simplex: (a) Let

and

o (Al L] b
[T]*(m 0] [0])

be such that T = DTY, the tableau corresponding basis (n+1,...,n+m),
where column n +m + 1 is deleted

(b) Compute [t] 1 — []k] + (18] — Lens1.

(¢) Compute [D’] corresponding to [s] by

(i) < [dis] = [r][K;].

5.2.2.2 Initialize Phase II

Similarly to Section 5.2.1 we will show how to remove the artificial variable from the basis
while we hide its position in the basis. For the small tableau simplex algorithm, we show
next how to securely delete the column with respect to the artificial variable. Lastly, we
observe that computing the last row of the tableau for the original LP is exactly the same
as for the standard two-phase simplex algorithm.

Removing the Artificial Variable from the Basis

Unfortunately, we cannot assign directly a nonzero pivot entry in the tableau to remove
Tptm—i from the basis, similar to the standard two-phase simplex. We show that still it
is not necessary to search the whole row for the large tableau simplex algorithm and the
revised simplex algorithm to find a nonzero element in Lemma 5.12.

Lemma 5.12. Consider an LP in standard form and the corresponding artificial LP (5.14).
Suppose that phase 1, that does not allow the artificial variable to become basic, returns
tableau T with basis s and co-basis u. If s; = n+m+1 for some j € {1,...,m} then
titnyi) 7 0, for some i € {1,...,m}.

Proof. Consider an LP in standard form and the corresponding artificial LP with one
artificial variable Eq. (5.14). Let T with basis s be the tableau and basis returned by
phase I corresponding to solution (x,y). Let B be the corresponding basis matrix. Let
k€ {1,...,m} = argmin(b). Then column A/, =e;, where A’ = ( A I, ).

Recall that phase I is initialized with basis (n +1,...,n+k—1,n+m+1,n+ k+
1,...,n+m). If y is basic then s, = n + m + 1, because, by construction, an artificial
variable cannot become basic when it is co-basic at some iteration. Since B is invertible,
the k-th row of B~! is not equal to 0. Hence, there should be an i € {1,...,m} where

thnti) = (B™'ei) = (Bi1), #0.
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Unfortunately, since the columns in the small tableau simplex algorithm are shuffled,
it is unknown which columns correspond to the slack variables. Hence, we cannot use
Lemma 5.12 to avoid searching the whole row to find a nonzero element.

Recall that, with respect to integer pivoting, we need to include the sign of the nonzero
pivot element in the calculations.

In conclusion, to remove the artificial variables from the basis securely, we perform the
following steps in each variant of simplex using rational pivoting. Let [k] be the secret
index of the minimum of [b], computed when initializing phase I.

1. Compute the location of the artificial variable in the basis securely: compute [y] <
[s][k] = n +m + 1. This equality comparison is sufficient as @y 1m+1 is basic if and
only if s, = n +m + 1. Otherwise, £,,4+m+1 has been selected to enter the basis at
some step.

2. Update tableau and basis by using Lemma’s 5.2, 5.3 and 5.4:

Large Tableau Simplex: (a) Compute pivot row: [p”] < [k][T]
(b) Compute the secret index [£] of the first nonzero element in [p”], the pivot
column [p¢] < [T][€] and pivot element [p] < [p"][€].
(c) Update basis: [s] + WriteAtPosition([s], [k], >>77 ™ [¢:]4).
Small Tableau Simplex: (a) Compute pivot row: [p”] < [k][T]
(b) Compute the secret index [€] of the first nonzero element in [p"], the pivot
column [p¢] < [T][€] and the pivot element [p] « [p"][£].
(c) Update basis: [s'] + WriteAtPosition([s], [k], [u][£]).
(d) Update co-basis [u'] +— WriteAtPosition([u], [€], [s][K]).
Revised Simplex: (a) Compute pivot row of T by [t] < [k][D][T°] and the pivot
row of D by [p"] « [k|[D].
(b) Compute the secret index [£] of the first nonzero element in [t], the pivot
column [p¢] < [D][T?][€] and the pivot element [p] < [p"][£].
(c) Update basis: [s] + WriteAtPosition([s], [k], >-77™[¢;]7).

3. Compute [v], [w] and [r] of Lemma 5.2, 5.3 or 5.4.

4. If integer pivoting is applied then [v] < (1 — 2[p < 0])[v] and computing [w] <
(1—2[p < 0])[w].

5. Prepare the real or dummy pivot by computing [v] «+ (1 — [7]) + [][v] and [w] «
[yI[wl.

6. Update tableau by [t}.] = [t;][v] — [wi][r;].

Secure Column Deletion

When the artificial variable is removed from the basis, its corresponding columns need
to be removed. However, as we showed in the previous section this only applies to small
tableau simplex, as the large tableau and revised simplex did not add columns with respect
to the artificial variables when initializing phase I. We show how to securely delete one
column with respect to the artificial variable for small tableau simplex.
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Suppose that the small tableau simplex algorithm for phase one is implemented using
the extension suggested in Remark 5.5. Then the co-basis is given by U, where ug; =
|ui > n+m|,. It follows that ug; is equal to 1 if and only if the corresponding column
corresponds to an artificial variable.

In conclusion, we apply DelCol(T, uz), Protocol 4.38, to securely delete the columns of
T corresponding the artificial variables. In addition we apply DelCol(uj,uz) to securely
compute a corresponding co-basis.

Note that a DelCol needs to be executed only once by adding u; as a row to T.

5.2.3 Big-M Method

This section shows how to implement the big-M method discussed in Section 3.3.3. The
detailed protocols are presented in Appendix A.2.3.

The big-M method may be seen as phase I of the two-phase simplex that solves essentially
the same artificial linear program, with a different cost function. Initialization of the big-M
method is, therefore, equivalent to initializing phase I of the two-phase simplex algorithm.

The remaining issue is to accommodate M in the simplex tableaus. We discussed in
Section 3.3.3 two different ways: one where M is represented by some large enough value,
and one where M is a hypothetic value (Remark 3.50).

First of all, consider a linear program in standard form. The Big-M method solves a
linear program of the form

min cx+ MYy,
subject to Q( A Iy )x+Cy = Qb, (5.15)
X,y > 0

where we use the general representation of the artificial linear program.

If p=m, Q = diag(B) and C = Iy, then we have the constraints of the artificial linear
program that is solved by the standard two-phase simplex. But if p = 1, Q = I,,,, and
C = 1, then we have the constraints of the artificial linear program that is solved by the
two-phase simplex based on one artificial variable.

We limit the choices for p, Q, and C to the two choices suggested above. If p = m,
Q = diag(B), and C = I,, we use the protocols described in Section 5.2.1 to initialize
the big-M method. And if p =1, Q = 1,;,, and C = 1, we use the protocols described in
Section 5.2.2 to initialize the big-M method.

With respect to computing the last row of an initial tableau for the big-M method,
observe the following. Suppose that T is an initial tableau with respect to phase I of the
two-phase algorithm. An initial tableau T for the big-M method is derived as follows. If
M is represented as a large value, then the last row of T is updated by

tmt1 < Mty +c.
And if M is hypothetical (see Remark 3.50), then the last row of T is given by
tim+1)i < (Cis tang)i)

and thus T has one extra row.
Suppose M € Zy, satisfies the conditions of Lemma 3.49. Then the big-M method
performs the following steps:
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3.

4.

. Run the protocols of Section 5.2.1 or 5.2.2 to find a tableau and (co-)basis initializing

phase I, without the columns with respect to the artificial variables.

. Replace the last row of [T] by

Large Tableau Simplex: [t 1] < M[ty11] + [c].
Small Tableau Simplex: [ty,+1] < M[ty41] + [c].

Revised Simplex: [t0 ] < [c], and [dp1] < M[dpi1].
Run the corresponding simplex iterations using protocols of Section 5.1

Output the result.

If M is hypothetical then the big-M method performs the following steps:

1.

4.

Run the protocols of Section 5.2.1 or 5.2.2 to find a tableau [T] and (co-)basis [s]
and [u] initializing phase I.

Replace the last row of [T] by two rows, where

Large Tableau Simplex: [t(,,12)] < [t(m+1)] and [tni1)i] < [ei]-
— | and

[t(ms1)i] < [cil-
Revised Simplex: [t?m+2)i] — [t(()mﬂ)i] and [t(()mﬂ)i] +— lail, [d(m+2)i] < [d(mﬂ)i],
and [d(m—i-l)z] +— 0.

Small Tableau Simplex: [t(,,12)i] < [t(mt1)i

Run the corresponding simplex iterations using protocols of Section 5.1, with the
following changes:

e Column Selection: Select [¢] such that
tmr2ye <OV (Lomraye = 0 Atmynye < 0),
which can be surely computed by
[t(m+2)e < 0] + [tmt2)e = O][t(ms1)e < O]
e Update tableau: Update row m + 2 as well.

Output the result.

5.3 Secure Simplex Verification

In Section 3.1.4 we showed how to compute a certificate of correctness and how to use
it to check the validity of the result returned by simplex. In this section we show how
to extract and check such a certificate securely. We will discuss how to securely extract
and check a certificate when simplex reports that the optimal has been found, the linear
program is infeasible, and the linear program is unbounded. The detailed protocols are
presented in Appendix A.3.
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5.3.1 Verification of Optimality

Suppose that T, s, and x are returned being the optimal tableau, basis, and solution of
a given LP in standard form. If small tableau simplex is applied, suppose that also the
co-basis u is returned.

We will show how to extract a p from T such that (x,p) is a certificate of optimality if
the simplex tableau T is indeed the tableau corresponding to basis s and solution x.

We showed in Section 3.1.4.1 that p should be the solution of the dual linear program.
Similarly to the discussion in Section 3.1.4 one observes that the dual of an LP in standard
form is given by

max pb,
subject to pA < c, (5.16)
p < 0

By Theorem 3.25 it follows that x is optimal to the primal LP if and only if (i) x is
feasible, and (ii) p is feasible to the corresponding dual linear program and c¢x = pb.

Hence, to verify the output of simplex reporting the result to be optimal, we need to
extract such p from T, s, and u. Lemma 5.13 shows that if the simplex output is correct,
how such p can be easily extracted from T.

Lemma 5.13. Consider a tableau T with respect to basis s and solution x. Then (x,p)
s a certificate of optimality, where

b= _(t(m+1)(n+1)> s >t(m+1)(n+m))'

Proof. Suppose that x is a solution to with respect to tableau T corresponding to basis s.
Let B be the corresponding basis matrix.

We have by Theorem 3.7 that x is optimal if and only if no cost improving basic feasible
directions exist at x, i.e., from Lemma 3.9 it follows that x is optimal if and only if
(tmr1)1s - - - s Lant1)(ntm)) =€ = 0.

Recall that the tableau T satisfies by definition

B! o0 AI, b
—csB 1 c 0 O

Therefore, p = _(t(m-l—l)(n-‘rl)? . at(m+1)(n+m)) = CSBil.
Since x is optimal we have by Theorem 3.7 and Lemma 3.9

c—csB'A=c—pA>0
and
—csB71,, > 0.

Hence p is feasible to the dual LP (5.16).
Finally,*
CX = CgXg — cSB_lb = pb.

Hence p is optimal by Theorem 3.24.
Hence (x,p) is a certificate of optimality. O
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It follows that to verify the output of simplex we need to verify whether x is feasible to
the given LP, p is feasible to its dual, and pb = cx. If all tests pass then, since (x,p) is
a certificate of optimality, we know for sure that x is optimal.

To verify optimality securely, let tableau [T], basis [s], solution [x], and [g] be returned by
the simplex protocols. In case of small tableau simplex let [u] be the co-basis returned by
simplex and in case of revised simplex let [D] be the revised tableau returned by simplex.

To securely extract and verify a certificate of optimality, we perform the following steps:

1. Extract dual solution:

Large Tableau Simplex: Set [p] <= —([t(nt1)(nt)]s - - 5 [Em+1)(nem)))-

Small Tableau Simplex: (a) Compute the last row t of the corresponding large
tableau from the condensed tableau [T] and co-basis [u] by: [tu,;] < [t(m1)il-

(b) Set [p] = =([tm+1) ()]s - -5 Emt1) (ntm)))-
Revised Simplex: Set [p] < ([dm+1)1]s- -+ [dmt1)m])-

2. Verify Certificate:

Rational Pivoting: Set [g] < 1 and [x] < 1.
Integer Pivoting: Verify positivity of q by [x] + [¢] > 0.

(a) Verify feasibility of primal solution: [a] < [A][x] < [¢][b], and [@'] < [x] > 0.
(b) Verify feasibility of dual solution: [3] + [p][A] < [¢][c], and [3'] + [p] <0
(c) Verify equal costs: [y] « [x][c] = [p][b].
(d) Compute result:
6 —EQZ [ [+ 01+ (@l + 1)+ (gl +18) | (5.17)
i=1 Jj=1

where b = 1 — b for any b € {0, 1}.

In the last step we verify whether all tests have been passed and open the result. Naively,
one would multiply all results of the tests with each other and conclude correctness if ¢
is equal to one. However, observe that if £ > 0 and y > 0 then x + y = 0 if and only if
x =y = 0. Hence § = 0 if and only if all bits in the sum are equal to zero, and, therefore,
all tests should have been passed.

5.3.2 Verification of Infeasibility

To show that a linear program is infeasible, we need to show that no solution exists
satisfying the constraints. In Section 3.1.4.2 we showed Farkas’ lemma, which states that
the system Ax = b has no solution x > 0 if and only if there exists some p such that
pPA <0 and pb > 0.

We will show how to apply Farkas’ lemma to extract a p from T and s so that they are
a certificate of infeasibility of the linear program Eq. (5.2).

The tableau T that simplex returns while reporting that the linear program is infeasible
depends heavily on what variant of simplex is applied, being either
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e standard two-phase simplex, or

e two-phase simplex with one artificial variable, or
e the big-M method with m artificial variables, or
e the big-M method with 1 artificial variable.

Each variant solves a different linear program, and therefore, has different tableaus. For
the sake of simplicity, we can generalize those four linear program as follows

min yex + (1 —v+~yM) Y2y,
subject to Q ( A 1, ) x + Cy
X,y

Qb, (5.18)
0,

AVANT

where in case of

standard two-phase simplex v = 0, p = m, C = I, and Q = diag(3), where g8; =
1—-2(b; <0), or

two-phase simplex with one artificial variable v = 0, p = 1, C = 81, where g =
1 —2(min(b) < 0) and Q =1I,,,, or

the big-M method with m artificial variables v = 1, p = m, C = 1,, and Q =
diag(3), where 3; =1 —2(b; < 0), or

the big-M method with 1 artificial variable v = 1, p = 1, C = p1, where g =
1 —2(min(b) < 0) and Q = IL,,.

Lemma 5.14 shows how to extract such p from the tableau returned by the simplex
algorithm while reporting that the linear program is infeasible.

Lemma 5.14. Suppose that an LP in standard from is given. Consider tableau T for
LP (5.18) with respect to basis s and some optimal solution (x,y). If y; > 0 for some i,
then p is a certificate of infeasibility with respect to the given LP, where

pP= _(t(m+1)(n+1)a s 7t(m+1)(n+m))'

Proof. Observe firstly that Ax < b if and only if there exists some x* > 0 such that
Ax + x* = b. Applying Farkas’ lemma to the latter yields that Ax 4+ x* = b has no
solution (x,x®) > 0 if and only if there exists some p such that p( A I, ) < 0 and
pb > 0.

In conclusion, the linear given LP has no feasible solution if and only if there exists some
p < 0 such that pA < 0 and pb > 0.

Suppose that T is a tableau with respect to Eq. (5.18) corresponding to basis s and
optimal solution (x,y). Let B be the basis matrix and

= (7¢,0,(1 —y+7yM)1)
denote the corresponding cost coefficients. We will show that if y # 0, then

P = —(Emt1)(nt1)s - - s Lm+1) (ntm))
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proves infeasibility of Eq. (5.18).
The tableau T can by definition be written as

o_( B 0)/QA Q C Qb
—\ —cB7t 1 v 0 (I1—-vy+~M)L 0 /)°

First, observe that

=P = (1)t 1)s - - > bt (nrm)) = —€sB7'Q.

Since the tableau corresponds to an optimal solution,

(t(m—l—l)(n—l-l)a s at(m-l—l)(n-l—m)) >0

and
tim1); = —C'sBT'QA; >0

for 7 < n. Hence p < 0 and pA < 0.
Finally, y # 0 implies

X
| x| =yex+(1—y+yM)y > 0.
y
x
Indeed if the two-phase simplex is applied, then v = 0 and ¢/ | x* | = Y7 ;4 > 0.
y
On the other hand if the big-M method is applied then v = 1 and by construction cx <
M Zf:1 Yi-
It follows that
X
0<c | x* | = ~tmi1)(n+mpt1) = €sB7'Qb = pb.
y

O]

Let tableau [T], basis [s], and solution [x] be returned by the simplex protocols. In case
of small tableau simplex let [u] be the co-basis returned by simplex and in case of revised
simplex let [D] be the revised tableau returned by simplex.

In conclusion, to securely extract and verify a certificate of infeasibility we perform the
following steps:

1. Extract p:

Large Tableau Simplex: Set [p] <= —([t(nt1)(nt)]s - - 5 [Em41)(ntm)])-

Small Tableau Simplex: (a) Compute the last row t of the corresponding large
tableau from the condensed tableau [T] and co-basis [u] by: [ty,] < [tm+1)il-

(b) Set [p] — _<[t(m+1)(n+1)]7 ce [t(m-i-l)(n-i-m)])'
Revised Simplex: Set [p] < ([dm+1)1]s- -+ [dmt1)m])-
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2. Verify Certificate:
(a) Verify nonpositivity of [p]: [a] < [p] < [0].
(b) Verify nonpositivity of [pA]: [3] < [p][A] < 0.
(¢c) Verify positivity of pb: [y] < [p][b] > 0.
(d) Compute result:

m n

5§+ EQZ | [7] + Z[O?i] + Z[ﬁj] ;

i=1 j=1

where b = 1 — b for any b € {0, 1}.

5.3.3 Verification of Unboundedness

To prove that a linear program is unbounded, we need to find a solution x that has a
cost-improving feasible direction d that is nonnegative (Theorem 3.10).

Lemma 5.15 shows how to extract such direction from T if simplex returns tableau T
and basis s reporting that the linear program Eq. (5.2) is unbounded.

Lemma 5.15. Consider tableau T for a given LP in standard form with respect to basis s
and feasible solution x. If the i-th cost-improving basic feasible direction d* is nonnegative,
then (x,d") is a certificate of unboundedness with respect to the given LP, where d' =

_(tli, - ,tmz‘).

Proof. From Theorem 3.10 it follows that the given LP is unbounded if there exists some
cost-improving feasible direction having nonnegative entries at some feasible solution. We
show that if T is a tableau with respect to basis s and feasible solution x, where the i-th
cost-improving basic feasible direction d’ is nonnegative, then the i-th column of T proves
unboundedness.

Suppose that T is a tableau with respect to basis s and feasible solution x. Suppose
furthermore that the i-th cost-improving basic feasible direction d’ is nonnegative. Let B
be the basis matrix and A’ = ( A1, )

Recall that from A’(x + d’) = b it follows that d’ = —csB7!A;. By definition d! = 1
and the remaining co-basic entries are equal to zero.

Since
B! 0 A1, b
T — —1
—csB 1 c 0 O
we conclude that d% = —(t14,...,tmi) > 0. O

Let tableau [T], basis [s], pivot column index [£], and solution [x] be returned by the
simplex protocols. In case of small tableau simplex let [u] be the co-basis returned by
simplex and in case of revised simplex let [D] be the revised tableau returned by simplex.

In conclusion, to securely extract and verify a certificate of unboundedness we perform
the following steps:

1. Extract d:

Set [d] < 0.
Large Tableau Simplex: Set [ds] < —([t1¢], - - -, [tme]) and [dy] < 1.
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Small Tableau Simplex: Set [ds] < —([t1¢], - -, [tme]) and [dy,] < 1.
Revised Simplex: Set [ds] < —([d1],. .., [dmn])[T¢] and [d¢] < 1.

2. Verify Certificate:

Rational Pivoting: Set [g] < 1 and [x] < 1.
Integer Pivoting: Verify positivity of [x] < [¢] > 0.

(a) Verify feasibility of primal solution: [a] < [A][x] < [¢][b], and [&/] + [x] > 0.

(b) Verify d is cost-improving: [y] + [c(x + d)] < [cx].

(c) Verify feasibility of [d]: [3] < [Ad] = 0. (Note that if d > 0 and d is a valid
direction then d is feasible direction.)

(d) Verify nonnegativity of [d]: [3'] + [d] > 0.

(e) Compute result:

n m

0 —EQZ [ X+ B+ D (18] + B + o) + >l |

j=1 i=1

where b =1 — b for any b € {0, 1}.

5.4 Performance Comparison

This section summarizes the security properties and performance of the secure simplex
variants. We evaluate on a high level the differences by the tableau representation, pivoting
rule, number representation, and the simplex initialization algorithm. The analysis in this
section will be theoretical. In Chapter 8 we will present a brief analysis based on practical
experience.

There is no best choice of the simplex variant in general; it depends on the problem
instance what variant of the simplex algorithm will be most efficient. The desired security
properties may restrict applicability of some variants as well as the desired precision of
the results.

In this section we consider solving a linear program in standard form Eq. (5.2) using n to
denote the number of variables and m the number of constraints. We let the numbers for
the simplex variants with integer pivoting (IP) be represented by Z,y and the numbers
for the simplex variants with rational pivoting (RP) by Q. f)-

Secure Simplex Iterations

Table 5.1 shows the efficiency of each variant counting the number of secure compar-
isons, secure multiplications, and interactive rounds. We assume that the constant round
protocol for the secure comparisons is applied, i.e., Protocol 4.28 using Protocol 4.22.
Overall, large tableau simplex has worst performance. The small tableau simplex al-
gorithm has best round complexity and the least number of comparisons. The revised
simplex algorithm has the least number of multiplications if n > m. However, we showed
in Chapter 4 that each comparison gate, cf. Protocol 4.28, is equivalent to evaluating
O(k) secure multiplications where k denotes the bit size of the numbers to be compared.
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IP/RP | pivot rule | tableau || comparison | multiplication round
IP Dantzig LT n+3m—1| O(m(n+m)) O(log(m(n +m)))
ST n+2m-—1 O(nm) O(log(nm))
RS n+3m—1 O(m?) O(log(m(n +m)))
IP Bland LT n+5m—3| O(m(n+m)) O(logm)
ST n—+4m —3 O(nm) O(logm)
RS n+5m —3 O(m?) O(logm)
RP Dantzig LT n+3m—1| O(f(n+m)) | O(log(krm(n+ m)))
ST n+2m-—1 O(fnm) O(log(krnm))
RS n+3m—1 O(fm?) O(log(krm(n + m)))
RP Bland LT n+5m—3 | O(fm(n+m)) O(log(krm))
ST n—+4m —3 O(fnm) O(log(krm))
RS n+5m —3 O(fm?) O(log(krm))

Table 5.1: Performance overview per iteration

It follows that the revised simplex has better communication complexity than the small
tableau simplex if n > k + m.

In all cases, the simplex variants using Blands pivoting rule require 2m — 2 additional
secure comparisons, but less rounds compared to the simplex variants using Dantzig’s
pivoting rule. On the other hand, Bland’s pivoting rule ensures termination as opposed
to Dantzig’s pivoting rule.

Lastly, the simplex variants with integer pivoting require less rounds and less multi-
plications than the simplex variants with rational pivoting due to the expensive division
protocol. However, if k; > kg, then the difference in the complexities of the secure com-
parisons will outweigh the additional costs for the divisions. Hence the simplex variants
with rational pivoting will be more efficient.

A major drawback of simplex with rational pivoting is that due to truncation, the
solution will not be exact. Another consequence of rounding errors may cause the simplex
algorithm to become unstable. This typically happens when a value that is very close
to zero is assigned to be the next pivot element. It follows that division leads to a large
number that cannot be represented by Qg r anymore.

Simplex Initialization

Initializing the simplex algorithm is done by executing the simplex iterations on an artificial
LP that has, compared to the given LP, the same amount of constraints but additional
variables. These artificial variables would imply that the tableaus for the artificial LP
have more columns than the tableaus for the given LP, but we showed that this is not
necessary for LT and RS.

The two-phase simplex and the big-M method are essentially the same. The difference
is that the big-M method solves an artificial LP with the property that the result of phase
I is an optimum to the given LP if it is feasible. Since only numbers in the last row of the
tableaus will depend on M, it will be more efficient to split the last row into two parts,
instead of doubling the size of all numbers in the tableau, cf. Remark 3.50.

It follows that the performance differences of the iterations between the simplex initial-
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Algorithm | artificial var. | tableau || comparison
Two-phase m LT n—+m
ST n+m
RS n-+m
two-phase 1 LT n+m
ST n+1
RS n-+m
Big-M m LT 2n+2m
ST 2n + 2m
RS 2n + 2m
Big-M 1 LT 2n +2m
ST 2n + 2
RS 2n + 2m

Table 5.2: Comparisons required for column selection in phase I

ization algorithms are dominated by the comparisons required for the column selection.

Table 5.2 shows the number of comparisons required for the column selection.

Overall, the two-phase simplex with one artificial variable based on ST has the best
performance and the big-M method based on m variables has the worst performance.
However, the big-M method reveals only the total number of iterations, while the two-

phase simplex reveals the number of iterations it requires for both phases.

By construction, the given LP will be in canonical form. Therefore, the two-phase
simplex and the big-M method with one artificial variable are easily initialized. When the
given LP is not canonical, then the initialization may be equivalent to securely computing
the rank of a matrix, which may outweigh the efficiency gain.

In conclusion, selecting the most suitable variant to securely solve a given linear program
depends on many aspects. In Chapter 8, we discuss heuristic choices made in tests by

SecureSCM [Sec08].
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CHAPTER 6

Universal Verifiability

In this chapter we address the issue in secure computation that the protocols break down
if none of the parties is honest. The security properties of the protocols are formulated
in terms of an adversary limited to corrupting proper subsets of parties. Nothing is
guaranteed in case an adversary is capable of corrupting parties beyond the stated limit,
and, in particular, if the adversary is capable of corrupting all parties.

While this seems reasonable, the lack of any security guarantee for secure computations
performed by corrupt parties only is actually unacceptable in many cases. Consider, for
instance, cryptographic schemes for electronic voting. In such voting schemes the election
result is determined by a secure computation executed by so-called talliers. While it cannot
be prevented that the talliers learn all votes if they all collude, it would be unacceptable if
the talliers are also able to announce a fabricated election result without anyone noticing.
Indeed, many cryptographic voting schemes guarantee that false election results will never
be accepted. Similarly, in secure cloud computing, where computations are outsourced,
one generally requires a means to check the validity of the computed results.

In this chapter we construct protocols for which the correctness of the output is guar-
anteed even if all parties in the protocol collude. More precisely, we will require that
correctness of the output can be verified, so that a false result will never be accepted
even if all parties collude. Protocols satisfying this property will be called universally
verifiable, using the same terminology as commonly used in voting schemes. We will in-
troduce universal verifiability for secure computation based on threshold homomorphic
cryptosystems [CDNO1].

Intuitively, a protocol is universally verifiable if all messages sent by each party are
accompanied by a noninteractive zero-knowledge proof of correctness. This implies that
the protocol of [CDNO1] will be universally verifiable if all the zero-knowledge proofs
are made noninteractive by, for example, the Fiat-Shamir transform. However, applying
the Fiat-Shamir transform to the zero-knowledge proofs leads to complications in the
security proof of the overall protocol of [CDN0O1]. We will show how to transform the
zero-knowledge proofs to achieve universal verifiability so that the original security proof
still applies.

6.1 Universally Verifiable Secure Computation

In [GMWS8T7] the basic observation was made that any protocol for secure multiparty
computation that is secure against passive adversaries can be made secure against active
adversaries by requiring all parties to prove correctness for each message they sent. Note,
however, that even if all these proofs pass verification, correctness cannot be guaranteed in

145
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general. For instance, if interactive zero-knowledge proofs are used, an adversary control-
ling all parties is able to generate protocol runs with incorrect output, using zero-knowledge
simulators for the respective proofs.

The protocol of [CDNO1] follows the same structure as [GMW87]. We will show how
to transform the interactive zero-knowledge proofs into noninteractive proofs, so that
correctness can be guaranteed and security is maintained.

We will restrict our treatment of universal verifiability to admissible protocols defined
as follows.

Definition 6.1. A protocol 7 is called admissible if every publicly transmitted bit is either
part of a zero-knowledge proof or not.

The protocol of [CDNO1] can easily be seen to be admissible. We will now define what
we mean by universal verifiability in Definition 6.3. But first we define the tools required
in the following definition.

Definition 6.2. Let m be an admissible n-party protocol that securely evaluates f. Let
trz(x,r) denote the collection of all publicly transmitted messages during an execution of
™ on input X using randomness r. By try ,(x,r) we denote the collection of all transmitted
bits that belong to a zero-knowledge proof and by trr r(x,r) = tre(x,1)\trr - (X, 1) we denote
the collection of remaining transmitted bits. Finally, let tr(x,r) denote the collection of
all publicly transmitted bits during an execution of w on input X using randomness r in
the absence of any adversary.

Definition 6.3. Let m be an admissible n-party protocol that securely evaluates f and let
y = 7m(x,r) denote the public output of ™ on input x and randomness r. Then, we say
that m is universally verifiable if trr »(X,r) is a noninteractive zero-knowledge proof of the

fact that'y = f(x).

Evidently, following the observation of [GMW&87], it holds that any protocol for secure
multiparty computation that is secure against passive adversaries can be made univer-
sally verifiable by requiring that all parties send a noninteractive zero-knowledge proof of
correctness for each message they sent.

Lemma 6.4. Let m be an admissible n-party protocol that securely evaluates f and let w’
be the n-party protocol derived from m by removing all zero-knowledge proofs. If try »(x,r)
is a noninteractive zero-knowledge proof of the fact that try ¢(x,r) € Lg,, where

Ry = {(tr;x,1)[tr =t (x, 1)},
then 7 is universally verifiable.

In [CDNO1] X-protocols are used to enforce honest behavior of the parties. It follows
by Lemma 6.4 that the protocol of [CDNO1] will be universally verifiable if all multiparty
Y-protocols are noninteractive zero-knowledge proofs. The following sections show how
to transform the interactive multiparty Y-protocols into noninteractive zero-knowledge
proofs in the random oracle model.
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6.1.1 Multiparty Y-protocols

First, we introduce a multiparty proof of knowledge of [CDNO1], called multiparty -
protocols, and we prove that these are indeed Y-protocols, if the collection of all parties
acting as a verifier is considered as one entity. With this result we can turn these proofs
into noninteractive zero-knowledge proofs using the techniques described in Section 2.2.2.

Second, we present the simulator S™P¢ for the multiparty X-protocols that is used
by [CDNO1] to prove security of the overall protocol. Based on this simulator we are
able to easily give a simulator of our noninteractive multiparty Y-protocols that can be
used to prove security of the overall protocol of [CDNO1].

The Multiparty Y»-protocol

In a multiparty 3-protocol there are n parties, where one party plays the role of a prover
and the remaining parties play the role of the verifier.

Consider a two-party X-protocol X;. Let A, B and C be the p.p.t. algorithms used in
Y1, see Section 2.2.1. The transformation from [CDNO1] in which a ¥-protocol ¥; for
an NP-relation R is transformed into a multiparty >-protocol for relation R is given by
Protocol 6.1. The number 7 is chosen such that if a majority of the parties is honest, then
at least k bits are uniformly random for security parameter . We refer to [CDNO1] for
the details on the choice of 7.

Protocol 6.1: v < X™P¢(¥X;,x, w, k)

1 foreach party ¢ =1,...,n do
2 pick u; € {0, 1}*;

3  pick z € {0,1}%;

4 a; <+ Az, wi, u;);

5 €; < b,;(al-, Zi);

6 broadcast e;;

7 foreach party i =1,...,n do
8 pick ¢; €r {0,1}7;

9 broadcast ¢;;

10 ¢4 c1l| ... ||en;

11 foreach party i =1,...,n do
12 T < B(:z:i,wi,ui,c);

13 broadcast (a;, z;,7;);

14 foreach i =1,...,n do

15 V; — C’(:U,-,ai,c, 7“,') =1Ae = bi(ai,zi);
16 return v;

Lemma 6.5. If 31 is a X-protocol and b; are perfectly hiding commitment functions for
i=1,...,n, then the n-party X-protocol 6.1 is complete, special sound, and special honest-
verifier zero-knowledge.

Proof. For completeness observe that if the parties follow the protocol, then e; = b;(a;, 2;).
Hence completeness follows by completeness of 3.
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For special soundness, suppose that for all 4 = 1,...,n a common input z; and two
accepting conversations (e;, a;, z;, ¢, ;) and (e;, al, 2, ¢/, r}), where ¢ # ¢/, are given. Then
a; = a} by the binding property of b;.

It follows that (a;, ¢, r;) and (a;, ¢, 7}) are accepting conversations for ¥. Hence, we can
run the extractor E for ¥; to compute a witness w; such that (x;;w;) € R.

Lastly, given ¢ and x;, let S be the simulator for ¥; that provides accepting triples
(a,c,r) that are indistinguishable from real conversations if #; € Lgr. The simulator S
is then defined as follows: run S; several times to get (a;,c,r;) for all i and compute
commitment e; = b;(a;, z;) by generating a random z;.

Since ¥ is special honest-verifier zero-knowledge and b; is perfectly hiding it follows
that the simulated transcripts (e;, a;, ¢, 7;) are perfectly indistinguishable from real con-
versations. O

Observe that £1'° is a proof of knowledge with knowledge error 2~% if a majority of the
parties is honest. If all parties are corrupt, then it is certainly not a proof of knowledge.
Indeed, the collusion of all parties could first generate the random ¢ and then simulate
accepting transcripts using the simulator for .

The Simulator

The security proof of [CDNO1] requires an ideal world simulator S7"7¢ for 1"° with the
following properties.

e S"P runs in expected polynomial time and provides views that are perfectly indis-
tinguishable from the outputs of a real protocol execution using trapdoors of the
commitment scheme for the honest parties.

e S7"P outputs in addition valid witnesses for each corrupted parties providing accept-
ing conversations.

Let t; be the trapdoor with respect to b; for party P;. Let A denote the adversary.

mpc

Then, it is proven in [CDNO1, full version, pp.15-17] that the following algorithm for S
satisfies both properties:

1. For each honest P;, use trapdoor ¢; to compute a commitment e; that can be opened
arbitrarily and give e; to A. For each corrupted P; get ¢; from A.

2. For each honest P; generate 7 random bits ¢; and send those to A and receive ¢;
from A on behalf of all corrupted P;. Compute ¢ = ci|...||cx.

3. For each party P;, in which A may choose the order, do:

e If P; is honest, run the simulator for ¥; on input ¢ to get an accepting conver-
sation a;, ¢, ;. Use the trapdoor t; to compute z; so that e; = b;(ay, ;). Send
(zi,a4,7;) to A.

e If P, is corrupted, then receive (z;,a;,r;) from A.
4. For each corrupted party P; for which (z;,a;,r;) is accepting then do:

(a) Rewind A to just before the state where the challenge is computed.
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(b) Generate fresh random values on behalf of the honest parties. This results in a
new challenge .

(¢) Generate accepting proofs on behalf of the honest parties using the challenge ¢/
and receive (z],al,r.) from the adversary. If the proof is not accepting return
to 4(a).

(d) If a] # a; compute a valid witness w; using the extractor from Xy, else stop and
return (e;, a;, al, z;, z,) as a break of the commitment scheme.

6.1.2 Non-interactive Multiparty >»-proofs

This section shows how to transform the multiparty X-protocols from [CDNO1] into a
noninteractive zero-knowledge proof. We discuss two alternatives:

(i) using the Fiat-Shamir transform,
(ii) using the Generalized Fiat-Shamir transform.

Observe that both heuristics act on a >-protocol between two parties. In Figure 6.1 we
present a YX-protocol that is derived from Protocol 6.1, where all provers are considered
as one party P communicating with some verifier V. Clearly by symmetry it follows from
Lemma 6.5 that the protocol of Figure 6.1 satisfies all properties of a -protocol.

Prover Common input: Verifier
fori=1,...,n do:
u; €r {0, l}k
Zi €ER {0, 1}k
a; < A(w;, i, u;)
e; < bi(ai, Zi)

€1,...,6n
N
cer{0,1}"
c
%
fori=1,...,n do:
r; < B(x1,w;,u;,¢)
T1y...4,Tn
N
for i=1,...,n do:

C(zi, a4, ¢,1) 29

Figure 6.1: X-protocol for relation R using perfectly hiding commitment functions b;

We can apply the Fiat-Shamir transform and the generalized Fiat-Shamir transform
to the protocol of Figure 6.1, turning it into a noninteractive zero-knowledge proof, cf.
Theorem 2.8 and Theorem 2.9 respectively. Note that noninteractive means here that
P generates a proof on its own without interacting with V. However, in this context
P = {Py,...,P,} and interaction between the parties P,..., P, may be necessary to
generate a proof.
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Consider the protocol of [CDNO1]. The protocol consists of multiple interactive rounds,
where in each round one multiparty Y-proof is executed to prove knowledge and correctness
of all transmitted messages in that particular round. Note that the security proofs of the
Fiat-Shamir transform and the generalized Fiat-Shamir transform are in the stand-alone
situation. To avoid complications due to composition of the protocols, in each round we
apply one noninteractive proof and we use a different random oracle.

Let H; : {0,1}* — {0,1}" be a random oracle for round i. Note that given a random
oracle H# : {0,1}* — {0,1}" one can define H;(m) := H(i,m). Protocol 6.2 shows how to
apply both heuristics to the protocol of Figure 6.1 and, therefore, shows how to transform
the multiparty X-protocols of [CDNO1] into noninteractive zero-knowledge proofs.

Protocol 6.2: o « L rr (21, x, W, k, rnd)

Input: ¥, x,w, k,rnd
Output: o

1 foreach party i =1,...,n do

2 pick u; € {0,1}%;

3 pick z €p {0,1}*;

4 a; < A(zi, wi, w;);

5 €; < bi(ai, Zi);

6 broadcast (e;);

VAR = Fiat — Shamir

7a ¢+ H(rnd|le1]|...|len);
VAR = GeneralizedFiat — Shamir
b foreach party i =1,...,n do
8b pick ¢; € {0,1}7;
9b broadcast (c;);
10b c < H(rnd||ci||- .- ||enller]] - - |len);
11 foreach party i =1,...,n do
12 r; < B(xi,wi, ug, ¢);
13 broadcast (a;, z;,7;);
14 0;  (€5,a4,¢,2,15);

15 return o;

It remains to show that if the multiparty 3-protocols of [CDNO1] are replaced by Protocol
6.2 the overall protocol of [CDNO1] remains secure. Let ¢; denote the trapdoor of b;. We
define a simulator S;*” for round j as follows:

1. For each honest P;, use trapdoor ¢; to compute a commitment e; that can be opened
arbitrarily and give e; to A. For each corrupted P; get e; from A.
2. Fiat-Shamir: Compute ¢ = H(j||e1]] ... ||en)-

Generalized Fiat-Shamir: For each honest P; generate 7 random bits ¢; and send
those to A and receive ¢; from A on behalf of all corrupted P;. Compute
¢ =H(lleall - Nlealleall - - [len).

3. For each party F;, in which A may choose the order, do:
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e If P; is honest, run the simulator for ¥; on input ¢ to get an accepting conver-
sation a;, ¢, r;. Use the trapdoor t; to compute z; such that e; = b;(a;, 2;). Send
(zi,ai,1;) to A.

e If P, is corrupted, then receive (z;,a;,r;) from A.
4'. For each corrupted party P; for which (z;, a;,7;) is accepting then do:

Fiat-Shamir: Run the extractor of the forking lemma to get an accepting conver-
sation (e;, 2., c;, al,r}), where ¢, # ¢;.

Generalized Fiat-Shamir:

(a) Rewind the adversary to just before the state the challenge is computed.

(b) Generate fresh random values on behalf of the honest parties. This results
in a new challenge ¢’

(c) Generate accepting proofs on behalf of the honest parties using the chal-
lenge ¢ and receive (2},a},r}) from the adversary. If the proof is not ac-

cepting return to 4(a).

If a} # a; compute a valid witness w; using the extractor from X, else stop and
return (e;, a;, al, z;, z,) as a break of the commitment scheme.

Note that the only difference between S"?¢ and S;"p “ is the generation of the random
challenge in step 2 and the extraction of the witnesses for each corrupt party providing an
accepting proof in this round.

The random challenges are in both the simulated and protocol uniformly random by
the random oracle. The runtime of the witness extraction is O(1/¢;), where ¢; is the
probability that the adversary provides an accepting proof on behalf of the corrupt party
P;. Since with probability ¢; the simulator S7** is going to extract a witness for party P;
the expected runtime for step 4 is O(1).

It follows that the security of the overall protocol of [CDNO1] is maintained.

6.2 Efficient Universally Verifiable Computation from Cer-
tificate Validation

In Section 3.1.4 we showed how to validate an optimal solution for a given linear pro-
gram, or the fact that the given linear program is unbounded, or infeasible. Compared to
computing a result, the validation of a result turned out to be some relatively simple com-
putations on a certificate of correctness. In Chapter 5 we provided protocols for solving
linear programs, extraction of a certificate, and validation of the certificate.

Linear programming is just one example of a problem where any solution can be effi-
ciently validated. Table 6.1 provides other examples. Actually observe that any function
solving an NP problem can be efficiently validated.

Observe that if the protocols for verification of the certificate are universally verifiable,
then the overall protocol is universally verifiable. Indeed, if anyone can check that the
validation is correct, then correctness of the outputs can be verified by anyone using the
result of the validation.

More precisely, the following lemma shows that if there exists a validating function g for
some function f, then a protocol that evaluates f and g successively, where the encryptions
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Problem Input | Output Verification
n-th root T y= Yz y" Ry

field inverse T Yy = % YT 1
? e
= Qx
division with remainder (y = ax + 3) | (z,y) (o, B) Y ?
0<pB<zx
roots of f f Yy fy) )
azr + By L4
extended ged of x and y (z,y) | (a,p,d) Ellix
Yy
d>0
. .. Y ; ?
bit decomposition x 0y Tp | P ip2wi=1a
matrix inverse A B=A"1 AB =T
eigenvalue A (A, v) Av £\

Table 6.1: Examples of problems where the solution can be efficiently validated

of the inputs g are public before g is evaluated and the evaluation of g is universal verifiable,
is universal verifiable. We denote by [z] a probabilistic homomorphic encryption of x.

Lemma 6.6. Suppose that 7y is a protocol that securely evaluates function f. Suppose
that 7y returns (y,c) on input x. Suppose further that c is a certificate of the fact that
y = f(x), with validating function g (see Definition 3.22). If 1, universally verifiably
evaluates g, then the following protocol universally verifiably evaluates f:

1. The parties execute protocol my.
2. All parties broadcast an encryption of their inputs [x] and outputs [y] and [c].
3. The parties execute my on input [x], [y], and [c].

4. The parties accept y as the correct solution if all proofs in m, are accepting and if
the output of my is equal to 1.

Proof. Let b be the output of m,. Since 7, is universally verifiable and is executed on inputs
[z], [y], and [c], Definition 6.3 implies that trr, , is a noninteractive zero-knowledge proof
of the fact that b = g(z, vy, ¢).

Since ¢ is a validating function, see Definition 3.22, b = 1 if and only if y = f(x). Hence
trr, o is a noninteractive proof of the fact that y = f(x). O

Next, we will show how to apply this lemma to build protocols that solve linear programs
universally verifiably.
Universally Verifiable Linear Programming

We will show universally verifiable protocols solving linear programs without enforcing
honest behavior in each step of the computation using Lemma 6.6. To give a precise
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example, we apply [CDNO1] with Paillier’s homomorphic cryptosystem. We note that for
other cryptosystems similar protocols can be applied.

From Lemma 6.6 it follows that the following protocol is universally verifiable, where
only the protocol of [CDNO1] with one of the transformations of previous section is applied
to the certificate validation part, cf. Section 5.3. Suppose that parties wish to solve a linear
program with coefficients A, b and c.

1. All parties execute one of the protocols described in Chapter 3.

2. Upon reception of the solution pred € {Optimal, UnboundedLP, InfeasibleLP}, the
parties run the protocols of Section 5.3 to extract a certificate [v].

3. The parties convert [v] into homomorphic encryptions [v] for the protocol of [CDNO1].

4. All parties P; broadcast encryptions of their inputs [A], [b] and [c], certificate [v]
and solution pred.

5. The parties use [CDNO1] and one of the transformations of the previous section to
universally verifiably validate the certificate of pred on input [A], [b], [c], and [v].

It remains to provide protocols for transforming Shamir shares into homomorphic en-
cryptions. The next section provides protocols that securely convert Shamir shares into
Paillier encryptions.

Conversion of Shamir Shares into Paillier Encryptions

To convert Shamir shares into Paillier encryptions, we use the protocol from Algesheimer et
al. [ACS02] that converts additive shares over any prime field into additive shares over the
integers. They prove that their protocol is statistically secure against any static ¢t-limited
adversary in the model of [Can00)].

Let [z]* be an additive sharing over Z, of = € Ly, Protocol 6.3 shows how to con-

vert [z]4 into (21,...,2,) the additive sharing of = over Z. For the simulator we refer
to [ACS02].
To convert Shamir shares [z] into Paillier encryptions we proceed as follows:

1. The parties compute the reconstruction vector Aq,..., A,.
2. Each party P; computes his additive share of by [z]# = \;[z];.

3. The parties run Protocol 6.3 resulting in each party having z; an additive share of z
Over Z i xtlogn)-

4. The parties broadcast [z;] and the result is computes as [z] = [[;, [z].
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Protocol 6.3: (z1,...,2,) + ConvertZQ2Z([z]*, q)

1t r+k+2
2 foreach party ¢ =1,...,n do

L [=]* J .
a; <— ot |
broadcast a;;

0~ Ft Lizi aiJ ;

oW

5 q

6 a <+ —sgn(l);

7 foreach party i =1,...,n do
8 [b;]4 « AShare(0, Liog(q)+r) )}
0 [0 = Y0, (b

10 foreach party i =1,...,n do
11 if i <|{| then

12 2 2] + [0]) + ag;

13 else

14 2 + [z]A + [0]4;

Protocol 6.4: [z] < ShamirToPaillier([z], ¢, N)
foreach party i =1... ;n do

EEREN |
(21,...,2n) + ConvertZQ2Z([z]4, q);
foreach party i =1,...,n do

pick r; €r Zn;

5] & (1+ N)rV,

broadcast [z];

[]  IT, [=:

return [z]

© W N O A @ N -




CHAPTER 7

Restricted Shuffling

A basic primitive in many secure multiparty computation protocols is shuffling. A shuffle
is an operation on a list of encrypted messages that produces a new list of encrypted
messages with the property that after decryption both lists are identical except for the
order of the messages.

Secure shuffling is applied in, for example, the protocol of [LA06] for linear programming.
To hide the pivot element the rows and columns of the tableau are shuffled. The Mix
and Match protocol from [JJO0] involves shuffling of truth tables of boolean gates to
hide information that can be extracted from the position of the match. Furthermore, in
many protocols for secure integer comparison [BK04, ABFL06, GSV07, RT09a], shuffling
is applied to hide the position of a certain specific value in the list.

This chapter discusses proofs of restricted shuffles. Given two lists of (homomorphic)
encrypted messages [x] and [y], one proves in zero-knowledge that y; = z.(; for each
entry, where 7 is a permutation that satisfies some properties.

In [HSSV09] the design of zero-knowledge protocols for rotation is discussed. This result
can be applied to design zero-knowledge protocols with respect to any of the following
restricted shuffles: rotation, affine transformation and Mobius transform [VB10]. The
idea is to decompose any such restricted shuffle into multiple successive rotations to which
the approach of [HSSV09] is applied.

More general constructions are considered in [TW10, Kelll], providing zero-knowledge
protocols for broad classes of restricted shuffles. We show how to instantiate the protocols
of [TW10] so that the resulting protocol is a zero-knowledge protocol with respect to any
of the following restricted shuffles: rotation, affine transformation and M&6bius transfor-
mation.

This chapter is organized as follows: first we will discuss the protocol from [TW10] and
the successive sections will show how to instantiate the protocol to prove correctness of a
rotation, affine transformation, and Mo6bius Transformation.

7.1 Proofs of Restricted Shuffles

This section introduces the main ideas behind the protocol of [TW10].

Suppose that given two lists of homomorphic encryptions [z1], ..., [zx] and [y1], - . ., [vk]
one wishes to prove in zero-knowledge that y; = x(;), where 7 is a permutation from some
set of permutations.

The protocol of Terelius and Wikstréom is a 5 move zero-knowledge proof of knowledge
in which the prover proves knowledge of a matrix M, such that y = Mx. The matrix M
is a permutation matriz of some permutation w € P C Si, where P is a permutation group

155
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and S the group of all permutations acting on k elements.

Let d > 1 be some positive integer. The idea is to apply a polynomial pp : Z’;d — ZLg,
that is invariant under the permutation group P, i.e., 7 € P if and only if p(z1,...24) =
p(z},...,2z,), where z;.i = 2zjz) foralli=1,...kand all j =1,...d.

The protocol of [TW10] is as follows. Suppose that a permutation group P, a polynomial
pp, and the inputs [x] and [y] are given. The prover P proves that x is permuted into y
according to a permutation m € P by

(i) proving knowledge of a matrix M € Z’;Xk such that y = Mx, and

(ii) proving that M is such that pp(Mey,...,Mey) = pp(e1,...,eq), where e; €r Z’;
are uniformly random challenges from the verifier.

This chapter shows given P how to find a polynomial p that is invariant under P. The
results are based on (hyper)graphs.

Let G = (V, A) denote a directed hypergraph on vertices V and arcs A C 2", where 2V
denotes the power set of V. The hypergraph G is called u-uniform, with w > 1, if every
arc in A contains exactly u vertices. If u = 2, then G is simply called a directed graph.

Definition 7.1. Let G = (V, A) be a u-uniform hypergraph on n vertices. Permutation
m € Sy, is an automorphism of G if and only if

a=(vi,...,vy) € A<= (m(v1),...,7(vy)) € A
for all a € A.

It is well-known that if 7 € S,, is an automorphism of G then 7! is also an automorphism
of G and, moreover, if o € S}, is an automorphism of G then woo is also an automorphism
of G, where 7o o(x) = m(o(x)). Hence the collection of all automorphisms of G (say P)
and the operation o form a group. This group is called the automorphism group of G.

In [TW10] it is observed that the automorphism group of any graph G is the permutation
group P if and only if the polynomial

p(Vi, ..., V) = Z Hviu. (7.1)

(i1,....iu)EA i=1

is invariant under P.

To instantiate the protocol of [TW10] given permutation group P, we wish to find a
polynomial given by Eq. (7.1) that is invariant under P. Recall that the invariance test
by [TW10] is done by computing

?
p(vi,...,vy) = p(Mvy,...,Mv,),

where M is a k X k permutation matrix. Furthermore, M is used to prove the fact that
the secret inputs x and y of the protocol satisfy y = Mx.

Given permutation group P, we can find such polynomial if we can find a hypergraph
Gp = (Vp, Ap) that satisfies |Vp| = k, and

T EP <= |[(v1,...,0y) € Ap <> (w(v1),...,7(vy)) € Ap] (7.2)

for all vy,...,v, € Vp.
The following sections discusses (hyper)graphs, where the automorphism group is either
the group of rotations, affine transformations, or Mébius transformations.
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n-3 4
(a) Rotation Invariant Graph (b) Rescaling Invariant Graph

Figure 7.1: Cyclic graphs

Remark 7.2 (Cayley Graphs). In 1939 Frucht proved that for any finite permutation group
P there exists a finite undirected graph that has P as the group of automorphisms [Fru39].
The proof is based on the Cayley graph corresponding to P. The nice property of the
Cayley graph of P is that its vertices are identified by the elements of P and the group of
automorphisms is (isomorphic) to P.

Consider two lists x and y that are indexed by elements from P. To prove in zero-
knowledge that for each m € P the entry y, satisfies 1, = T or for some 7’ € P one could
apply [TW10] by constructing the Cayley Graph for P.

Note that for the Cayley graph the order of the automorphism group is equal to the
number of vertices. Frucht’s theorem follows by adding vertices and edges to the Cayley
graph in such a way that the automorphism group is preserved after removing all colors
and directions. Hence, if we wish to find a graph on a number of vertices that is smaller
than the order of the group of automorphisms we cannot simply build a Cayley graph.

This chapter discusses two cases where we wish to find a graph, where the number
of vertices is smaller than the order of the group of automorphisms. For example, let
p be prime, we show how to find a 3-uniform hypergraph, where the elements of Z,
are its vertices and where the group of automorphisms is exactly the group of affine
transformations. Note that the group of affine transformations on Z, has order p?—p. o

7.2 Rotation and Rescaling

Rotation
Let R be the set of all rotations of a list of n elements. Hence
T € R <= Jo<r<nVzez, : 7(z) =z +r mod n. (7.3)

Let Vg = Zy, and Ag = {(4,7 4+ 1 mod n)|i € Z,}. The graph Gr = (Vr, Ar) is depicted
in Figure 7.1(a).

Theorem 7.3. 7 € S, is an automorphism of Gr if and only if m € R.

Proof. Observe first that by rotating the vertices of the graph, the neighbors of each vertex
remain the same in the same order. Hence rotation is indeed an automorphism of Gx.
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For the other direction, suppose m € S,, is an automorphism of Gg. Then (7 (i), 7 (i +
1)) € Ar). Hence
(i + 1 mod n) = 7(i) + 1 mod n
foralli=0,...,n— 1.
Define 7(0) =: r, then 0 < r < n and 7(1) = 7(0) + 1 mod n = r + 1 mod n. Next
assume 7(i) =i + r mod n then by induction

(i +1modn) =n(i) + 1 mod n = (i+ 1) + r mod n.

Hence m € R by Eq. (7.3). O

Rescaling

Let p be a prime and let S be the set of the permutations on Zj, that is defined by:
T €S <= Ji<a<pVoez; : 7(z) = az mod p, (7.4)

Let Vs = Zj, be generated by g. Let As = {(i, gi mod p)|i € Z;‘,}. Then Gs = (Vg, AR)
is given in Figure 7.1(b).

Theorem 7.4. w € S, is an automorphism of Gs if and only if 1 € S.

Proof. Observe that (Z},-) is isomorphic to (Z,—1,+). Indeed, the map ¢ : Z} — Z,_;
defined by
P(z) == log, x

is an isomorphism.
Hence, the theorem follows from Theorem 7.3. O

7.3 Affine Transformations

This section discusses how to find a graph with p vertices such that its automorphism group
is the set of affine transformations on Z,. We will first show that this is impossible on
normal graphs and that we have to switch to hypergraphs. Then, we will give an example
of a hypergraph where the group of automorphisms are the affine transformations.

Let p be prime. Suppose A is the set of the permutations on Z, defined by:

TEeA— Jaezs bez, Voez, 7(x) = ax + b mod p. (7.5)

Theorem 7.5 (Impossibility Result). There exists no directed graph G = (Zp, A),

where A C Zz, whose automorphism group are precisely the affine transformations on Zy.

Proof. We will show that if all affine transformations on Z, are an automorphism of G,
then G has to be the complete graph K,. This implies that all permutations on Z, are
an automorphism of GG contradicting the fact that the group of automorphisms consists of
only the affine transformations.

Suppose G = (V, A) has as automorphism group A consisting only of affine transforma-
tions.

If A is the empty set or consists of self loops only then by Definition 7.1 all permutations
belong to the automorphism group of G.
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/

Let (x,y) € A, where x # y. Now consider (2/,y’) for 2’ # 3. Observe that a = wx:gl
mod p exists and is not equal to zero. Moreover from

r ;o
—— yx:y’—x yymodp (=:b)
r—y r—y
it follows that
' =ax+b,
y =ay+b.

Hence () := ax+b, where a € Z; and b € Z;,. Hence 7 € A. Since 7 is an automorphism
of G it follows that (2/,y') € A. O

Extending to Hypergraphs

From the impossibility result it follows that since one relation 2’ = 7(z) does not fix 7 € A
at all, we get the complete graph. It also follows from the two relations 2’ = 7(z) and
y' = w(y) that 7 is fixed to a specific permutation in A. So intuitively one could guess
that in order to restrict m to being an element of A giving a third independent relation
2! = m(z) suffices. So, we should at least consider A being a subset of all possible (directed)
triples (z,y, 2), for z,y,z € V.

Suppose V4 = Zjp, and g generating Z,. We will show that the group of automorphisms
of Gao = (Va,Ax), where

Ag={(b,a+b,ga+b)|1 <a<p,0<b<p},
is given by A.
Theorem 7.6. m € S, is an automorphism of G 4 if and only if m € A.
Proof. Let (X1, X2, X3) € A4 and let a € Z; and b € Z;, be such that

(X1, X2, X3) = (b,a+b,ga+10).
Hence
(m(X1), 7(X2), 7(X3)) = (axb + br, ax(a+b) + br, ax(ga+b) +br) = (V,d' + ¥, ga' + 1),

where @’ = aza € Zj, and V' = azb + by € Zy. Tt follows that (7(X1), 7(X2),7(X3)) € Au.
Second, suppose that m € S}, is an automorphism of G 4. Hence

(m(b), 7(a +b), m(ga+ b)) € Aa

for all a € Z; and b € Zj,.
If b =0 and @ = 1 then there exists a’ € Zy, and V' € Z, such that

(7(0),7(1),7(9)) = (V',a' +¥,ga" + V).
Assume that 7(g%) = g‘a’ + b'. Then, if b= 0 and a = ¢*
(7(0),7(g"), m(g"" ")) = (V,g'a' + ¥, g(g’d) + V) = (V. g'd + ¥, g"" ' + V).

By induction, it follows that 7(z) = a’z + b’ for all x € Z,. Hence 7 € A. O
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7.4 Mobius Transforms

Let p be prime. Given a,b,c,d € Z,, the Mobius transform 7 : ZTD — Zp is defined by

ar +b
where ad # be and Z, = Z, U {co}.
Let a € Z,. The following rules apply in Z,:

e a+ b and ab are computed as in the field Z, for any b € Z,,
® a4 00 = 00,

® 100 = 00,

e a/0 =0 ifa#0,

e a/oo=0if a#0, and

e 0o0/oo = 1.

It is well-known that any three different evaluations of 7 fixes a permutation represented
by a certain Mobius transform. It follows that the hypergraphs used in previous sections
are not sufficient anymore since we would again get the complete 3-uniform hypergraph
under the assumption that all Mobius transforms are representing an automorphism of
the hypergraph.

Mobius transformations are an important primitive in projective geometry, i.e., they
form the group PG(2,F) of projective transformations of the projective line P!(IF) for any
field F. Note that P1(F) = Z, for F = Z,,.

We give some well known results for the Mobius transformations in projective geometry.
Proofs of the following theorems can be found for example in [FL12].

Definition 7.7. Let 21, 22,23, 24 be any four distinct points from Z,. Then, their cross-

ratio is defined by
21— 23 22— 24

[21;'22;23724] = .
22 — X3 X1 T 24

Let M be the collection of the following permutations:

_ b
T € M > Jopodes Vo € Ty m(x) = %,ad — be #£0. (7.7)

Then M is a subgroup of S,1, the group of all permutations on p + 1 elements.

Theorem 7.8 ([FL12]). Let 21, 22,23, 24 be any four distinct points from Z, and let m :
Ly — Zy be an injective map. Then m is a Mobius transformation if and only if it the
cross-ratio is invariant under w. In other words, m € M if and only if

21, 20, 23, 24] = [m(21), 7(22), 7(23), 7(24)] -
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Let Gar = (Vaq, Apq) be defined by
Vi :ZT): {O,go,gl,...,g”_l,oo}
and
Ap = {(zl,zQ,Z3,Z4)\ 21, 22, 23, 24 € Zy are distinct and [21, 22, 23, 24] = g}
Theorem 7.9. m € Sp1 is an automorphism of Gaq if and only if m € M.
Proof. This is a direct consequence of Theorem 7.8. O

The following lemma provides an alternative definition of Ax,.

Lemma 7.10. Let Al be given by

o abatb gatbd
M= ¢c’d c+d get+d

a,b,c,dEZp,ad#bc}.

Then A'\, = Apm.
Proof. Let (z1, 22, 23, 24) € Ap. Consider the function

zZ — Z9 23 — 21

fz) = :
Z3 — 29 z— Z1
Then f(z1) = 00, f(22) =0 and f(z3) = 1. Moreover f(z4) = [21, 22, 23, 24] = g and

f(z1) = f(z3) [f(22) — f(24)
016G T o) = ) TGy P — F(ea)
_ f(z) = f(z3)  [flz2) — f(z4)
f(z1) = fza)  f(z2) = f(23)

_1.0-9

0-1

Hence f(z) is a Mobius transformation and thus 7(2) := f~!(z) exists and is also a Mobius
transformation. Therefore, there exists a,b, ¢, d € Z,, where ad—bc # 0, such that m(c0) =
a/c=z,m(0) =b/d =2, m(1) = (a+b)/(c+d) = 23, and 7(g) = (ga+b)/(gc+d) = 24.

Next, let (21, 22, 23, 24) € A'\,. By definition there exist a, b, c,d € Z,, where ad —bc # 0,
and where

(21,2’2,2’3,2’4) = (

The cross-ratio is computed as follows

abat+b gatb
c’dec+d get+d)

21 —R3 k2T 24

[21722,2’3,Z4] =
22— 23 21— %24

a atb b ga+b

c ctd d  gctd
b _atb a _ gatd
d c+d ¢ ge+d
ad —be d(c+0b) g(cb—ab) c(gec+d)

clc+d) be—ad d(ge+d) ad—be
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7.5 Other Permutation groups

Let P C S, be a permutation group acting on n elements, where P is represented by a ro-
tation, rescaling, affine transformation, or Moébius transformation. The previous sections
discussed u-uniform hypergraphs on n vertices satisfying the property that its group of
automorphisms is precisely P. We used the following property of P: given only u evalu-
ations of some permutation 7, one can decide wether m € P and, if so, one can uniquely
determine 7.

It is well-known that there are finitely many permutation groups acting on n elements
satisfying the property that, given some fixed u < n evaluations of some permutation 7, one
can decide whether some permutation 7 belongs to the group and, if so, uniquely determine
7. Furthermore, these groups have been classified and it turned out that there are just
a few groups with this property (see for example [Pas91]). Let P be such permutation
group. We conjecture that there exists a u-uniform hypergraph on n vertices such that
the group of automorphisms is precisely P.

Note that for the trivial permutation groups, the symmetric group .5,, and the alternating
group A, such hypergraphs are also trivial. Indeed for .S,, one could take the n-uniform
hypergraph G = (V, A) with |V| = n, where the arcs are the n! permutations of S,, applied
to V. Similarly for A,, one could take the (n — 1)-uniform hypergraph G’ = (V, A’) with
|V| = n, where the arcs are the n!/2 permutations of A,, applied to some fixed subset of
V of length n — 1.

If we drop the restriction that the graph should have n vertices if P C S,,, then for any
permutation group P we can find an arc-colored directed 2-uniform graph, such that its
group of automorphisms is precisely P. Indeed the Cayley graph of P has the desired
properties.

Definition 7.11 (Cayley graph). Let P = (S) be a permutation group with generating set
S C P. The Cayley graph of P is an arc-colored directed graph G(V, A) with color set C,
where V. =P and C = {cs|s € S}. The arc with color cs are given by

A, = {(m,mos)|m e P}

for each s € S. And A =J,.q Ac,-

seS

Observe that the graphs for rotation and rescaling in Section 7.2 are the Cayley graphs
of the cyclic groups (Zy, +), generated by 1, and (Zy, x), generated by g.

Ezxample 7.12. A more advanced example is the permutation 7 represented by a translation
over F,, where ¢ = p™ for some prime p and m > 1, i.e., m(z) = x + r for some fixed
r el

Note that with respect to addition F, is isomorphic to Z;', which is generated by the m
unity vectors ey, ..., en.

Let the colors be given by C' = {c1,...,cn}. Then the Cayley graph of Z) is given by
G = (V,A), where V = Z7* and A = |2, A, where

A, ={(v,v+e)|lveV}.
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Conclusions

In this thesis, we have considered secure linear programming as a case study in secure
multiparty computation. To this end, we have discussed in detail how to implement the
simplex algorithm securely.

Our protocols have been tested during the EU-FP7 project SecureSCM [Sec08]. The
performance due to choices between the tableau representations, pivoting rules, and num-
ber representations is compared. It turned out that small tableau simplex with Dantzig’s
pivoting rule performed best in the test cases. Furthermore, rational pivoting turned out
to be advantageous over integer pivoting: the running time for solving linear programs
with about 150 constraints and 150 variables were a few minutes for small tableau simplex
using rational pivoting and about 1 hour for small tableau simplex using integer pivoting.

In addition, we have implemented our protocols using VIFF (Virtually Ideal Framework
Functionality, see [Geil0, VIF08]). Our protocols required about 1 day of computation
on an ordinary Windows 7 PC to solve linear programs with about 300 variables and 200
constraints.

In conclusion, our protocols are able to solve problem instances way beyond toy exam-
ples. However, it will still be practically infeasible to solve linear programming problems
having over millions of variables and constraints, which are quite reasonable in practice.

To be able to solve practical problems securely via multiparty computation the cryp-
tographic tools need to be optimized further. In our experience, it turned out that the
protocols spend most of the time in the protocols for comparison and, more specifically,
generation of random bits. Improving these primitives would increase the efficiency of our
protocols significantly.

With respect to secure optimization as a whole, it would be interesting to have efficient
secure protocols for interior point methods. When solving more general optimization
problems securely such as quadratic programming and semi-definite programming one is
limited to the interior point methods. But also with respect to linear programming current
research is improving the interior point methods so that at some stage they will perform
better in general than the simplex algorithm.

In addition to solving linear programs securely, we addressed the problem of secure
validation of a result. We showed how to extract a certificate from the outputs of the
protocols for linear programming that can be used to validate the outputs very efficiently.

We showed that this idea can be used to design in an efficient way universally verifiable
protocols, i.e., protocols with the property that the outputs can be validated by anyone.
Indeed, if a protocol outputs a solution and a corresponding certificate proving correctness,
then one just needs an universally verifiable protocol to check the certificate. It follows that
any protocol solving an NP-problem is universally verifiable if validation of the certificate
can be verified universally.
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We showed how to transform the protocol of [CDNO1] into an universally verifiable
protocol by turning the interactive -protocols into noninteractive zero-knowledge proofs.
While the protocol of [CDNO1] provides security under modular composition, see [Can00],
we note that our transformations can also be applied to the protocol of [DN03] to achieve
security under any composition, see for example [Can01].

Since universally verifiability is an important issue in practical applications of secure
multiparty computation such as electronic voting and cloud computing, it would be in-
teresting to have more efficient protocols than [CDNO1] that enable universally verifiable
computation.
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APPENDIX A

Secure Simplex Protocols

Here we list the protocols corresponding to Chapter 5.

A.1 Simplex Iteration

Protocol A.1:
([T], [s], pred, [u], [q]) « Iteratevar, var, ([T}, [s], [T°], [u], [q])

Input: T € ZEZ;H)X("/H),S e{l,...,n+m}™,

TO ¢ ZE;’;‘“)X(”H’”‘“),u e{l,....n}" q € Zyy.

Output: T € Z%H)X(nﬂ),s € {1,...,n}" pred € {UnboundedLP, Optimal},
uc {1,...,71}”, qc Z<k>

1 (d, [€], [p€]) < GetPivotColumnyag, ([T], [TY]);

// LT: Prot. A.2, ST: Prot. A.6 or RS: Prot.

if d =0 then
return ([T}, [s], Optimal, [u], [¢]) ;
(d, k], [p"]) < GetPivotRowyag, (T, p°, TO);

W N

// LT Prot. A.3, ST: Prot. A.7 or RS: Prot.

if d =0 then
return (T, s, UnboundedLP, [u], [q]);
([TL [S]v [u]7 [q]) A UpdateVAR1,VAR2([T]7 [SL [k]7 [pc]7 [prL [T0]7 [u]v [‘ﬂ)?

N O«

.10

.11

// LT-RP: Prot. A.5, LT-IP: Prot. A.4, ST-RP: Prot. A.9, ST-IP: Prot. A.8, or

, RS-TP: Prot. A.12
8 return lteratevar, var, ([T], [s], [u], [g]);
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A.1.1 Large Tableau Simplex

Protocol A.2: (d,[{], [p€]) + GetPivotColumn 7([T])
Input: [T] € ZE;’;H)X(HJFT”H)

Output: d € {0,1}, [£] € {0,1}"+™, [p°] € ZZZ;LI

jun

[t] = ([t(m—i-l)l]’ R [t(m+1)(n+m)]);
PIVOTRULE = DANTZIG :

2a ([€], [min]) < FindMin([t],LTZ) ; // 8[log(n+m)] rnd, (n+m —1)(4k +4) inv
3a [d] <= [min] <0 ; // 6 rnd, (4k+2) inv
PIVOTRULE = BLAND :
2b [€] < FirstNeg([t]) ; // 9 rnd, (n+m)(4k+7)—1 inv
b [d] « 3 0L [4;
4 d <+ Open([d]) ; // 1 rnd, 1 inv.
5 if d = 0 then return (0, [¢],0);
6 [p°] = [T][] ; // 1 rnd, m+1 inv.
7 return (1, [£], [p€])

Protocol A.3: (d, [k],[p*]) « GetPivotRow,T([T], [p¢])
foput 1)< 25 00 e < 2

Output: d € {0,1}, [k] € {0,1}™, [p"] € Z?’:gmﬂ

1 [t] = ([tl(n+m+1)]7 R [tm(n+m+1)])§

2 foreach i € {1,...,m} do parallel

3 [Bi] < [p§] < 0 ; // 6 rnd, m(4k +2) inv.
ad< 30 Bl =m; // 1 rnd, 1 inv.
5 if d =1 then return (0, [0],0);

6 [t] < [t] + [B];

PIVOTRULE = DANTZIG :
([k], [min]) < FindMin(([t1], [p$]), - - -, ([tm], [PS,)), FracLTZ) ;// [logm](6 + 3) rnd,
(m—1)((4k+2)+5) inv.
PIVOTRULE = BLAND :
7o ([k], [min]) <= FindMin(([t1], [p§]. [s1])s - - -, ([tm]s [PS,), [sm]), BlandFracLTZ) ;
// [logm](max{6,log*(k)} +4) rnd, (m —1)(8k + log"(k)logk + 11) inv.
8 [p] = [k|[T]; // 1 rnd, n+m+1 inv.
9 return (1, k], [p*])

7

o
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Protocol A.4:
(1], [s], [q]) < Updatei i ([T], [s], [£], [k], [p°], [P"], [a])

Input: [T] € )" sl e (1, n}m, (6] € {0,137, K] € {0,1}™,

[p] € Z7™, [p7] € Z™ T la) € Ly

Output: [T'] € Z{ ™Y (g € {1, n}™, [q] € Zy.

1 [p] « [p[k] ; // 1 rnd, 1 inv.
2 [t] < Inv([g]) ; // 1 rnd, 1 inv.
3 [w] <« [t][p]°—[k] // 1 rnd, m+1 inv.
4 o] [llp) /)1 i,
5 foreachiec {1,...,n'+1} do
6 foreachje{l...,m+1}do
7 ;] < ([tiz], [rs]) - (], =[wil) // 1 rnd, (W +1)(m+1) inv.
8 [(] Zn+m[ il;

9 [s] + WriteAtPosition([s], [Kk], []) ; // 1 rnd, m inv.
10 return ([T/]v [S]v [u]7 [p])§

Protocol A.5:

([T'], [s]) « Updater re ([T, [s], [€], [k], [p], [P"])

Input: [T] € Zy) " sl e 1, nm, (0] € {0,137, K] € {0,1}™,
[P € Z ™, [p7] €

Output: [T'] € Z{ ™ " (s e {1,... n}m.

Zn+m+1

1 [p] « [p“IK] ; // 1 rnd, 1 inv.
2 [t] < Rec([p], k);

3 [w] <« [t]([p] — 2/ [K] ; // 1 rnd, m+1 inv.
4 [r] < [p'];

5 foreachic {l,....,n+m+1} do

6 foreach j € {1,...,m+1} do

7 [ti;] < [tij] — TruncPr([r;][wi], 3k, 2k) ; // 2 rnd, 2(n+m+1)(m+1) inv.
s [0« 355 [b)

9 [s] < WriteAtPosition([s], [], [{]) ; // 1 rnd, m inv.

10 return ([T'], [s], [u], [p]);




176 A.1. Simplex Iteration

A.1.2 Small Tableau Simplex

Protocol A.6: (d,[/], [p€]) + GetPivotColumnst([T])
Input: [T] € ZEZ;H)X(HH)
Output: d € {0,1}, [£] € {0,1}", [p°] € Z%ﬂ
[t] = (Eemsn)r)s -5 s 1ynl)s
PIVOTRULE = DANTZIG :

jun

2a  ([¢], [min]) < FindMin([t],LTZ) ;  // logn](6+2) rnd, (n— 1)((4k +2)+2) inv
3a [d] <= [min] <0 ; // 6 rnd, (4k+2) inv
PIVOTRULE = BLAND :
2b [€] < FirstNeg([t]) ; // (6+3) rnd, n((4k+2)+5)—1 inv
b [d] < > [6];
4 d <+ Open([d]) ; // 1 rnd, 1 inv.
5 if d = 0 then return (0, [¢],0);
6 [p°] = [T][4] ; // 1 rnd, m+1 inv.
7 return (1, [£], [p€])

Protocol A.7: (d, k], [p*]) + GetPivotRowst ([T}, [p€])

Loput (1) € 210, ] 2
Output: d € {0,1}, [K] € {0,1}", [p'] € Z;"

(k)
1 return GetPivotRow 1 ([T], [p€])

Protocol A.8:
(1], [s], [u], [q]) < Updatest ip([T], [s], [£], [k, [p°], [P"], [u], [])

Input: [T] € 2y ™Y (s € {1,...,n}™, [€] € {0,1}", [K] € {0,1}™,

P €z, Pl e 2t [] € {L,...,n}™, [g] € Zy.

Output: [T'] € Z{ " [5] e {1,...,n}™, [u] € {1,...,n}", [g] € Zy.

1 [p] < [p°][K] ; // 1 rnd, 1 inv.

2 [t] = Inv([q]) ; // 2 rnd, 2 inv.

3 [w] « [[t][p]] — K] ; // 1 rnd, m+1 inv.
4 [v] < [t][p] // 1 inv.
5 11+ [q[£]; // 1 rnd, n inv.
6 foreachic {1,...,n'+1} do
7 foreach j € {1,...,m+ 1} do
8 [t3;] < ([tis], [rs]) - (0], —[wi]) 5 // 1 rad, (0 +1)(m+1) inv.
9 [¢'] < [u][€] ; // 1 rnd, 1 inv.
10 [K'] « [s][Kk] ; // 1 inv
11 [s] « WriteAtPosition([s], [k], [¢']) ; // 1 rnd, m inv.

12 [u }<—erteAtP05|t|on([u’],[£]’,[ K1) ; // n inv.
13 return ([T'], [s], [u], [p]);
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Protocol A.9:
([T], [s], [u], [q]) < Updatest rp([T], [s], [€], [k], [p°], [P"], [u], [q])

Input: [T] € 2y ™0 (s e {1,...,n}™, [ € {0,1}", [K] € {0,1}"™,

p] €z, Pl e 2t [ € {L,... .}, [g] € Zy.
Output: [T'] € Z{i " [s e {1,...,n}™, [u] € {1,...,n}", [g] € Zy.
1 [p] < [p°][K] ; // 1 rnd, 1 inv.
2 [t] <= Rec([p], k);
3 [w] « [t]([p]c_Qf[k]) ; // 1 rnd, m+1 inv.
4 [r] < [p"];
5 T r+2/[L;
6
7
8
9

foreach i € {1,...,n' +1} do
foreach j € {1,...,m+ 1} do

[ti;] < [tij] — TruncPr([r;][wi], 3k, 2k) ; // 2 rnd, 2(n'4+1)(m+1) inv.

[0'] < [u]le] ; // 1 rnd, 1 inv.

10 [K'] « [s][k] ; // 1 inv
11 [s] « WriteAtPosition([s], [k], [¢']) ; // 1 rnd, m inv.
12 [u] « WriteAtPosition([u], [£], [K']) ; // n inv.

[
13 return ([T'], [s], [u], [p]);

A.1.3 Revised Simplex

Protocol A.11: (d, [k], [pF]) + GetPivotRowgs([D], [TY], [p¢])
tnput: (D] & 25, (0] € 2T (] e

Output: d € {0,1}, [k] € {0,1}™, [p*] € Z’g;jl

1 [ ] ([dl][ n+m+1] [dm][TngerlD ; // 1 rnd, m inv.
2 foreach i € {1,. m} do parallel

3 [Bi] < [p§] < 0 ; // 6 rnd, m(4k +2) inv.
4 d =08 =m; // 1 tnd, 1 inv.
5 if d = 1 then return (0, [¢],0);

6 [t] < [t] + [B];

PIVOTRULE = DANTZIG :
([k], [min]) <= FindMin(([t1], [PS]), - - - ([tm], [P5,]), FracLTZ) ;// [logm](6 + 3) rnd,
(m —1)((4k +2)+5) inv.
PIVOTRULE = BLAND :
7b ([k], [min]) < FindMin(([t1], [p$], [s1])s - - - s ([tm], [P5,]; [Sm]), BlandFracLTZ) ;
// [logm](max{6,log*(k)} +4) rnd, (m —1)(8k +log"(k)logk + 11) inv.

8 [p] = [K][D] ; // 1 rd, n+m+1 inv.
9 return (1, [k], [p"])

7

o
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Protocol A.10: (d, [¢], [p°]) + GetPivotColumngs([D], [T?])
. (m+1)x(m+1) (m+1)x(n+m+1)
Input: [D] € Z) , [TO] € Zygy

Output: d € {07 1}7 [ﬁ] c {0’ 1}n—i—m7 [pc] c er]z;—l

[t] = dm+1[T?1 ..... n+m)] ; // 1 rnd, n+m inv.
PIVOTRULE = DANTZIG :

=

2 ([€, [min]) < FindMin([t],LTZ) ;  // [logn](6+2) rnd, (n— 1)((4k +2)+2) inv
3 [d] + [min] <0 ; // 6 rnd, (4k+2) inv
PIVOTRULE = BLAND :

la [€] < FirstNeg([t]) ; // (6+3) rnd, n((4k+2)+5)—1 inv
2a [d] < 3L (0]

3 d < Open([d]) ; // 1 rnd, 1 inv.
4 if d =0 then return (0, [¢],0);

5 [p€] = [D]([T][4)) ; // 2 rnd, 2m+2 inv.

6 return (1, [¢], [p€])

Protocol A.12:
([D'], [s], [¢]) « Updaters ip([D], [s], [¢], [k], [p°], [p"], [4])
Input: [D] € 2§\ (sl e {1, n}m, [ € {0,1}", [K] € {0,1}™,
b € Ziy ", [p7] € 2, [u] € {L,....n}", [q] € Zyy.
Output: [T'] € " [s) e {1, n}™, [u] € {1,...,n}", [g] € Zy.
1 return Update,t p([D], [s], [€], [k], [p°], [p"], [q])

Protocol A.13:
([D'], [s], [¢]) « Updaters ip([D], [s], [¢], [k], [p°], [P"], [4])
Input: [D] € 2§\ ™Y sl e {1,...,n}m, [ € {0,1}", [K] € {0,1}™,
b € Ziy s [p7] € 2, [u] € {1,....n}", [q] € Zyy.
Output: [T'] € ™ " [s) € {1, n}™, [u] € {1,...,n}", [g] € Zyy.
1 return Updateit rp([D], [s], [¢], [k], [p°], [P"], [q])
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A.2 Simplex Initialization

A.2.0.1 Zero Feasible Simplex

Protocol A.14: ([x],pred) < ZeroFeasSimplex,t var([A], [b], [c])

Input: [A] € ZZK”, [b] € (Z),, [c] € ZT),

Output: [x] € ZLiyy, pred € {UnboundedLP, Optimal}

1]« ([n+1],...;[n+m]);
[A] [Ln] [b]
e (g Tl )
3 ([T], [s], pred, [q]) < lterate.T var([T], [s], [q]) ; // Prot. A.1
4 if pred = Optimal then
5 ([x], [¢]) < GetSolution.t var([T], [s], [q]) ; // Prot. A.49

6 return ([x], pred)

Protocol A.15: ([x], pred) < ZeroFeasSimplexsT var([A], [b], [c])

Input: [A] € Z%X”, [b] € (Z){},, le] € Z7),

Output: [x] € Liyy, pred € {UnboundedLP, Optimal}
1 [s]« ([n+1],..., [n 4+ m]);

2 fu] ([, [n]):
Al b))
m“( (o] )

3

4 ( TL [S]v pred, [u]7 [q]) — IterateST,VAR([T]v [S]a [u]v [QD ; // Prot. A.1
5 if pred = Optimal then

6 ([x], [q]) < GetSolutionsT var([T], [s], []) ; // Prot. A.50

7 return ([x], pred)

Protocol A.16: ([x], pred) < ZeroFeasSimplexgrs var([A], [b], [c])
Input: [A] € Z%X”, [b] € (Z){},, le] € Z7),

Output: [x] € Liyy, pred € {UnboundedLP, Optimal}

1 [s]« ([n+1],..., [n 4+ m));
[A] [Ln] [b] .
(i e )
L] [0]
[T] < | [0] ;
3 [1]
a ([T],[s], pred, [q]) < lteraters var([T], [s], [T°], [q]) ; // Prot. A.1

5 if pred = Optimal then
6 ([X], [q]) — GetSqutionRsNAR([D], [S], [TD], [q]) ; // Prot. A.51
7 return ([x], pred)
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A.2. Simplex Initialization

A.2.1 Standard two-phase Simplex
A.2.1.1 Large Tableau Simplex

Protocol A.17: ([x], pred) < TwoPhaseSimplex_T var([A], [b], [c])

Input: [A] € ZZK", [b] € (Z),, [c] € ZT),

Output: [x] € ZLiyy, pred € {InfeasibleLP, UnboundedLP, Optimal}
1 ([T],[s], [q]) « InitializePhasel 1 var([A], [b]) ;
2 ([T], [s], pred, [¢q]) < Iterate, T var([T], [s], [q]) ;
3 ¢ < Open([tm+1,n+m+1]) 3
4 if t! =0 then

return (0, pred);
([T], [s]) ¢ InitializePhasell T var([T], [s], [c], [q]) ;
7 ([T, [s], pred, [¢]) < IteraterTvar([T], [s], [4]) ;
[X] — GetSqutionLT’VAR([T], [S], [q]) ;
8 return ([x], pred)

5
6

// Prot. A.18
// Prot. A.1
// 1 rnd, 1 inv.

// Prot. A.19
// Prot. A.1

// Prot. A.49

Protocol A.18: ([T}, [s], [¢]) < InitializePhasel T var([A], [b])

Input: [A] € ZZ”;" b] € Z,.
Output: [T] € EW;H) ("+m+1), s] € {1
1[s]+ (n+m+1],..
VAR = IP :
[q] < [1];
foreach i € {1,...,m} do parallel
[Bi] <= 1—=2([bs] <0);
[b;] « [Bi][bi] ;
[a]] < [ai][5

e (gt

8 return ([T}, [s])

[+ 2m]);

(=L B SR

il 5
] [Diag(8)]
i) 8]

[b]
[0]

)

Sn+2mim, lg] € Zyy.

// 6 rnd, m(4k +2) inv

// 1 rnd, m inv.
// m(n+m) inv.
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Protocol A.19: ([T}, [s]) « InitializePhasell.T var([T], [s], [c], [q])
Input: [T] € Z[™ "™ [e] € 2, [s] € {L,....n+2m}™, [q] € Zy,

Output: [T] € Z?;;“lxn+m+1, [s] € {1,...,n+m}™.

VAR =P :
[q'] « Invert(q);
1 foreachie {1,...,m} do

2 [vi] < [si] =n+m+1i; // log*(n+2m) rnd, m(4k +2)_ inv.
VAR =RP:

3a [wi] <= Dilltinray] + (1 = [il) 5 // 1 rnd, m inv.
VAR =IP:

w wl e bl aes) + (= ) // 2 raa, 2m nv.
4 [si] < [vil(n+@) + (1 — [w])[si] // m inv.
5 [6] « [willti] ; // 1 rnd, m(n+m+1) inv
6 [T] < ChangeCostReducedRow 1 var([T], [c], [s]) ; // Prot. A.20

7 return ([T], [s]);

Protocol A.20: [T] < ChangeCostReducedRow, 1 var([T], [c], [s])
Input: [T] € Z?Z;rlxwrm“, lc] € Zjyy, s €{1,....n+m}™

Output: [T] € Z'ZZ;HX”'Fm"'l

1 foreachi=1,...,m do
2 [o5] < ConvertUnary([s;],n +m) ; // Prot. 4.40
3 [u] < [c][od] ; // 1 rnd, m inv.
4 foreachj=1,...,.n+m+1do
VAR = RP :
5a [t(m+1);] <= TruncPR([e;] — [V][T4], k + f, f);
VAR =IP :
5b [tmr1)s] < lalle;] = [VI[Ta;

6 return [T
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A.2.1.2 Small Tableau Simplex

Protocol A.21: ([x],pred) <— TwoPhaseSimplexst var([A], [b], [c])
Input: [A] € Z7X", [b] € (Z)33y» ] € Zig,

(k)
Output: [x] € Z< oy pred € {InfeasibleLP, UnboundedLP, Optimal}

1 ([T],[S], [U], [q]) + InitializePhaselyar, var,([A], [b]) ; // Prot. A.22
2 ([T],[S], pred, [U], [q]) < IteratePhaselSTst var([T], [S], [U], [q]) ; // Prot. A.52
3 t < Open([tm+1,n+1)) ; // 1 rnd, 1 inv.

4 if t <0 then

5 return (0, pred);

6 ([T],[s], [u]) < InitializePhasellst var([T], [S], [c], [U], [q]) ; // Prot. A.23

7 ([T], [s], pred, [u], [q]) « Iteratest var([T], [s], [u], [q]) ; // Prot. A.1
([x], [¢]) < GetSolutionsT var([T], [s], [q]) ; // Prot. A.50

8 return ([x], pred)

Protocol A.22: ([T}, [s], [u], [¢]) < InitializePhaselsT var([A], [b])

Input: [A] € Z%X”, [b] € Z,.

Output: [T] € ZEW;H)X(TLH), [s] e {1,...,n+2m}™ [u] € {1,...,n+2m}""
9] € Z

(In+m+1],...,[n+2m));

(..., [0+ m)):

la] = {1

foreach i € {1,...,m} do parallel
[Bi] = 1 =2([b;] <0) ; // 6 rnd, m(4k +2) inv
[b] < [Bil[bi] ; // 1 rnd, m inv.
&3] « [a][Bi] // m(n+m) inv.

[A] [Diag(B)] [b]

o T (st P )

11 [u] « ([1,...,[n+m]);

12 return ([T}, [S] U], [q])

© 0w N o o
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Protocol A.23: ([T}, [s], [u]) < InitializePhasellst var([T], [s], [c], [u], [¢])
Input: [T] € ZZSHX"'H”H, [c] € Ziy,y, [s] € {1,...,n 4+ 2m}™,
u] € {1,...,n4+2m}""™, [q] € Zyy,
Output: [T] € Z’%HX”H, [s] e {1l,...,n+m}™ [u] € {1,...,n+m}"
VAR =1IP:

1 [q]' « Invert(q) ; // 2 rnd, 2 inv.

2 foreachiec {1,...,m} do

3 Vil < [si] =n+m+i; // log™(n+2m) rnd, mlog*(k)logk inv.
VAR =RP:

4 [wi] < [villtinga] + (1 = [vl) 5 // 1 rnd, m inv.
VAR =IP:

la [wi] < [Vlld|[tinra)] + (1 = [l) ; // 2 rnd, 2m inv.

2 [s1:] <= [vi](n +4) + (1 = [vi])[s1:] // m inv.

3 [winey]  Dl(n+m+10) + (1 — ) [urnts) // m inv.

4 [u2(n+z)] [vi] + (1 — ’)/i)[UQ(n-H‘)] ; // m inv.

5 [t] < [wi[ts] ; // 1 rnd, m(n+1) inv

6 ([T],[u1]) + DelCols(([T], [u1]), [uz]) ; // Prot. 4.39

7 |T] + ChangeCostReducedRowsT 1p([T], [c], [s1], [u1]) ; // Prot. A.24

8 return ([T], [s1], [uz];

Protocol A.24: [T] < ChangeCostReducedRowst var([T], [c], [s], [q])
Input: [T] € Z?;;;r“”*m“, [c] € 2}y, s € {L,...,n+m}™

Output: [T] € ZZ;;'M”‘*'WH

1 foreachi=1,...,m do
2 [oy] « ConvertUnary([si],n +m) ; // Prot. 4.40
3 [v;] < [c]loi] ; // 1 rnd, m inv.
4 foreachj=1,...,n+1do
5 [v;] < ConvertUnary([u;],n +m) ; // Prot. 4.40
VAR = RP:
6a [t(m+1);j] < TruncPr([c][v;] — [V][T][v;],k + £, f) ; // 2 rnd, m+4 inv.
VAR = IP :
6b [(m+1)5] < lalle][vs] — [V][T][v;] ; // 2 rnd, m+4 inv.

7 return [T]
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A.2.1.3 Revised Simplex

Protocol A.25: ([x],pred) - TwoPhaseSimplexgrs var([A], [b], [c])

Input: [A] € Z%X”, [b] € (Z){},, [c] € Z7,

Output: [x] € Z%, pred € {InfeasibleLP, UnboundedLP, Optimal}

1 ([D],[TY, [s], [q]) « InitializePhaselrs var([A], [b]) ; // Prot. A.26

2 ([D], [s], pred, [q]) < Iteraters var([D], [s], [T"], [q]) ; // Prot. A.1

3 [T «+ [dm+1][T%+m+1} ; // 1 rnd, 1 inv

4 t « Open([t]) ; // 1 rnd, 1 inv.

5 if t <0 then

6 return (0, pred);

7 ([D], [T9],[s]) <« InitializePhasellrs([D], [s], [c], [T"], [q]) ; // Prot. A.27

8 ([D], [s], pred, [q]) « lteraters var([D], [s], [T"], [q]) ; // Prot. A.1
([x], [q]) + GetSolutiongs var([D], [s], [T, [q]) ; // Prot. A.51

9 return ([x], pred)

Protocol A.26: ([T],[T"],[s], [q]) + InitializePhaselrs var([A], [b])

Input: [A] € Z%X”, [b] € Z,.

Output: [D] e Z{y " 0] e Zint 0D gl e (1, n 4 2m}m, [g] € Zy,
[s] < ([n+m+1],...,[n+ 2m]);
VAR = IP:
la] = [1];
foreach i € {1,...,m} do parallel
[Bi] <1 —=2([b;] <0) ; // 6 rnd, m(4k +2) inv
[b;] — [Bi][bi] ; // 1 rnd, m inv.
[aj] « [ai][Bi] ; // m(n+m) inv.
0 [A’]  [Diag(B)] [b'] >
o (o PR )

[Ln] [0] .
s DO < -1] (1] >
9 return ([D], [T, [s],[q])

S Uk W N =

K
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Protocol A.27: ([D],[s], [T]) < InitializePhasellgs([D], [s], [c], [T°], [¢])
Input: [D] € ZZ’ZTM"LH, [c] € Z7,, [TY e ZZ’ZTM"'””H, [s] € {1,...,n+2m}™,
9] € Zy

Output: [D] € Zj ™+, [T0) € Z7r e+l [g] € {1, n}™.

1 foreach i€ {1,...,m} do

2 [vi] < [si]=n+m+1i; // log*(n+2m) rnd, mlog*(n + 2m)log(n + 2m) inv.
3 [Ul] A [%’Ht?(nﬂ‘)] =+ (1 - ['71]) ) // 1 rnd, m inv.
4 [si] < [val(n+14) + (1 = [v])[si] ; // m inv.
5 foreachic {1,...,m} do

6 [ds] < [vi][di] ; // 1 rnd, m(m+1) inv
7 ([D],[T"]) + ChangeCostReducedRowgs([D], [c], [TY], [s]) ; // Prot. A.28

8 return ([D]v [S]v [TO]);

Protocol A.28: ([D],[TY]) +- ChangeCostReducedRowgs([D], [c], [s])
Input: [D] € Zzglxmﬂ, [c] € Ziyy, s €{1,....n+m}™

Output: [D] € Z@;f“mﬂ, [T] e Z?]z;rlxmmﬂ

1 foreach i=1,...,m do

2 [oi] < ConvertUnary([s;],n + m) ; // Prot. 4.40
3 [vi] < [c][oi] ; // 1 rnd, m inv.
4 1] < o)

5 [dypt1] < (—[v],1)[D] ; // 1 rnd, m+1 inv.

6 return ([D], [Ta])
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A.2.2 Two-Phase Simplex with One Artificial Variable
A.2.2.1 Large Tableau Simplex

Protocol A.29: ([x],pred) - TwoPhaseSimplex; T var([A], [b], [c])

Input: [A] € ZZK”, [b] € (Z),, [c] € ZT),

Output: [x] € ZLiyy, pred € {InfeasibleLP, UnboundedLP, Optimal}

1 ([T],[s], [q]) « InitializePhasel 1 var([A], [b]) ; // Prot. A.30
2 ([T], [s], pred, [¢q]) < Iterate, T var([T], [s], [q]) ; // Prot. A.1
3t Open([tm+1,n+m+1]) s // 1 rnd, 1 inv.

4 if t! =0 then
5 return (0, pred);
6 ([T],[s], [a]) « InitializePhasell T var ([T}, [s], [c], [q]);
// Prot. A.31 or Prot. A.32
7 ([T, [s], pred, [q]) < Iterate,T var([T], [s], [¢]) ; // Prot. A.1

([x], [a]) = GetSolution.T var([T], [s], [q]) ; // Prot. A.49
8 return ([x], pred)

Protocol A.30: ([T}, [s], k], [q]) « InitializePhasel T var([A], [b])
Input: [A] € Z%X”, [b] € Z,.
Output: [T] € gt )xntm+l) [s|e{l,...,n+m+1}", [q] € Zy,

(k)
VAR = IP:

1 [g] =1}
2 ([0], [k]) « FindMin([b],LTZ) ; // Tlogm](6+2) rnd, (m —1)((4k+2)+2) inv.
3 [B] < 2([b] = 0) — // 6 rnd, (4k+2) inv.
4 [s] + erteAtPosmon (n+1,...,n+m),[k],n+1);
mello 6 o)
]« 1 —[ ] — [Blem+1 ; // 1 rnd, m inv.
[w] < [K][T] ; // n+m+1 inv.

foreach i € {1,...,m+ 1} do
foreach j € {1,...,n+m+ 1} do
[t;j} — [tiz]) — [ri][w;] ; // 1 rnd, (m+1)(n+m+1) inv.
return ([T'], [s], [k], [¢])

© O N O o«

= o
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Protocol A.31: ([T}, [s]) < InitializePhasell.1 rp ([T}, [s], k], [c])

Input: [T]  Z{ ™Y sl e 1, on+m + 137, K] € {0,1}™, [c] € 23,

Output: [T] + m+1)x(n+m+1) sl ed{1,...,n+m}™.
1 [s] < [s][k] ; // 1 rnd, 1 inv.
2 Y]« [s]=n+m+1; // log"(n+m+1) rnd, log"(n+m+1)log(n +m+1) inv.
3 [r] « [K][T] ; // n+m+1 inv.
4 [0] + FindFirst([r(nH ,,,,, n+m)], 1—-EQZ("));
5 [£] + (0,[£7]) ; // Add n zero’s to /.
6 [s] « WriteAtPosition([s], [k], [y](32i2"[¢:]) + (1 — [v])[s]);

// 2 rnd, m+2 inv.

p'] + Rec([r][£], k);

v] « 1;

w]  [p]([T][€] — 27 [K]);

10 [w] < [v][w] ; // 1 rnd, m+1 inv.

11 foreachic {1,...,m+1} do

12 foreach j € {1,...,n+m+ 1} do

13 [t;j} — TruncPr([ti;][v] — [wi][r;],3k,2k) ;  // 1 rnd, (m+1)(n+m+1) inv.

14 [T] < ChangeCostReducedRow, T rp([T], [c],[s]) ; // Prot. A.20
return ([T'], [s])

© 0w
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Protocol A.32: ([T}, [s], [q]) < InitializePhasell T p ([T], [s], [k], [c], [q])

Input: [T]  Z{ "D sl e 1, on+m + 137, K] € {0,1}™, [e] € 23,

q] € Zyyy-
Output: [T] + ZEZ;H)X(%LT”H), s] € {1,....,n+m}™, [q] € Zy,.

1 [s] < [s][k] ; // 1 rnd, 1 inv.
2 [y« [s]=n+m+1; // log"(n+m+1) rnd, log"(n+m+1)log(n+m+1) inv.
3 [r] < [K][T] ; // n+m+1 inv.
4 [0] + FindFirst([r(n+1 77777 n+m)], 1—-EQZ("));
5 [ < (0,[€]) ; // Add n zero’s to /.
6 [s] « WriteAtPosition([s], [k], [y] (1" 14:]) + (1 — [YD[s]) ; // 1 rnd, m inv.
7 [q'] < Invert([q]);
8 [p] < [r][4];
9 [a] + 1—2([p] <0);

v} « [a]l¢'1[pl;

13 [w] « [][w] ; // 1 rnd, m+1 inv.
14 foreachic {1,...,m+1} do
15 foreach j € {1,..., n+m+ 1} do

16 [t;j}  [tiz][v] = [wil[r] ; // 1 rnd, (m+1)(n+m+1) inv.
17 [q] < [lle]lp] + (1 = [4)d] ; // 2 rnd, 3 inv.
18 [T] < ChangeCostReducedRow, 1 p([T], [c], [s], [¢]) ; // Prot. A.20

return ([T'], [s])
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A.2.2.2 Small Tableau Simplex

Protocol A.33: ([x],pred) <— TwoPhaseSimplexst var([A], [b], [c])

Input: [A] € Z7 X", [b] € (Z)33y» ] € Zig,

(k)
Output: [x| € Z7,,, pred € {InfeasibleLP, UnboundedLP, Optimal}

(k)

1 ([T],[S], [U], [q]) + InitializePhaselyar, var,([A], [b]) ; // Prot. A.34
2 ([T],[S], pred, [U], [q]) < IteratePhaselSTst var([T], [S], [U], [q]) ; // Prot. A.52
3 t < Open([tm+1,n+1)) ; // 1 rnd, 1 inv.

4 if t <0 then
5 return (0, pred);
6 ([T],[s], [ul, [g]) < InitializephaselIST,VAR([T]a [S], [c], [U], [a]);
// Prot. A.35 or Prot. A.36
7 ([T, [s], pred, [u], [¢]) < Iteratest var([T], [s], [u], [¢]) ; // Prot. A.1
([x], [q]) < GetSqutionSTNAR([T], s, [q]) ; // Prot. A.50
8 return ([x], pred)

Protocol A.34: ([T}, [S], k|, [U], [q]) < InitializePhaselst var([A], [b])

Input: [A] € ZZK”, [b] € Z,.

Output: [T] € ZEZ;H)X(TH_m, [sje{l,....,n+m+1}" [u] € {1,...,n+m+ 1}
4] € Zy,y

VAR = IP :

la] = 1]
([0], [k]) < FindMin([b],LTZ) ; // Tlogm](6+2) rnd, (m—1)((4k+2)+2) inv.
Bl < 2(fm] >0)—1; // 6 rnd, (4k+2) inv.
s1] < WriteAtPosition ((n+ 1,...,n 4+ m), [k],n + m + 1);

] ((0,...,0), [k, 1);
ui] < (1,...,n,> " [kili);

[A] [A1] [b] >

(o 0 )
] < 1—[Bk+ (1 —[B])em+1 ; // 1 rnd, m inv.

VAR = RP :
10a [w] < [Kk][T] + 2fen+1 ; // 1 rnd, n+1 inv.

VAR =IP:
10b (W] < [K][T] + eps1 ; // 1 rnd, n+1 inv.

©

11 foreachie {1,...,m} do

12 foreach i € {1,...,m} do

13 [t;j} — [tiz]) — [ri][w;] ; // 1 rnd, (m+1)(n+m+1) inv.
14 return ([T'], [8], [k], [U], [4])
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Protocol A.35: ([T}, [s], [u]) < InitializePhasellst rp ([T}, [S], [k, [c], [U])
Input: [T]  Z{ "2 gl e 1, n+m+ 137, [K] € {0,1}™, [e] € 2,
[u] € {1,. n+m+H“1

Output: [T] « zg“;“N”*” s]€{1,....,n+m}™ [u] € {1,...,n+m}"

1 [s] + [s1]K] ; // 1 rnd, 1 inv.
2 Y« [s]=n+m+1; //log"(n+m+1) rnd, log"(n+m+1)log(n+m+1) inv.
3 [F]F[k”T]E // n+m+1 inv.
4 [£] < FindFirst([r],1 — EQZ("));
5 [€] < [Y[U][€] + (1 - [ ])[S][k] ; // 2 rnd, 6 inv.
6 [k'] « [|[S][k] + (1 — ["]))[U]4] ; // 6 inv
7 [s1] + WriteAtPosition([s1], [k], [¢}]) ; // 1 rnd, m inv.
8 [uy] < WriteAtPosition([u1], [€], [¥]]) ; // n inv.
9 [ug] < WriteAtPosition([us], [£], [K5]) ; // n inv.

10 [p'] + Rec([r][£], k);

11 [v] < 1;

12 [w] « [p']([T][] — 2/ K])

13 [w] < [][w] ; // 1 rnd, m+1 inv.

[

14 [r] « [r] + 27[);

15 foreachic {1,...,m+1} do

16 foreach j € {1,...,n+m+ 1} do

17 [ti;] < TruncPr([ti;][v] — [wi][r;], 3k, 2k) ;  // 1 rnd, (m+1)(n+m+1) inv.
18 [T] « DelCol([T], [uz]);

19 [ug] < DelCol([uy], [ug]);
20 [T'] +— ChangeCostReducedRowst rp([T'], [c], [s1], [u1]) ; // Prot. A.24
return ([T'], [s1], [ui1])
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Protocol A.36: ([T}, [s], [u],[q]) < InitializePhasellst ip ([T}, [S], [k], [c], [U], [¢])
Input: [T]  Z{ "2 gl e 1, n+m+ 137, [K] € {0,1}™, [e] € 2,

(k)
[ul € {1,..., n+m+ 13" [g] € Zyy.

Output: [T] « Z{ Y (sl e {1, n+m}™, [u] € {1,...,n+m}", [q] € Zy.
1 [s] < [s1][K] ; // 1 rnd, 1 inv.
2 (Y]« [s]=n+m+1; // log*(n+m+1) rnd, log"(n+m+1)log(n +m + 1) inv.
3 [r] + [K][T] ; // n+m+1 inv.
4 [€] + FindFirst([r],1 — EQZ(+));

5 [€] « ][Ol + (1 - [Y])[S][k] ; // 2 rnd, 6 inv.
6 [k'] « [][S][k] + (1 — [v])[U][¢];

; // 6 inv
7 [s1] < WriteAtPosition([s1], [k, [¢}]) ; // 1 rnd, m inv.
8 [u1] « WriteAtPosition([u1], [£], [£]]) ; // n inv.
9 [ug] < WriteAtPosition([us], [£], [K5]) ; // n inv.
10 [¢'] < Invert([q]);

11 [p] + [r][€];

12 [a] <= 1 —2([p] < 0);

13 [v] < [o][p][¢'];

14 [w] < [of ([P'][T][€] — [K]);

15 [v] < [Y][v] + (1 + [¥]);

16 [w] < [y][w];

17 [ ] [ } [q”ﬂ] ; // 1 rnd, n inv.

18 foreachie {1,..., m+ 1} do

19 foreach j € {1,...,n+m+ 1} do

20 [ti;] < [tijllv] — [willrs] 5 // 1 rnd, (m+1)(n+m+1) inv.

21 ([T}, [u]) < DelCol([T], [uz]);

22 ([uy]) < DelCol([uy], [ua]);

23 [q] < [Yl[adlp] + (1 = [YD)g] ; // 2 rnd, 3 inv.
4 [T’] < ChangeCostReducedRowsT p([T'], [c], [s], [u], [¢]) ; // Prot. A.24
return ([T'], [s1], [wi], [4])
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A.2.2.3 Revised Simplex

Protocol A.37: ([x],pred) - TwoPhaseSimplexgrs var([A], [b], [c])

Input: [A] € Z%X”, [b] € (Z){},, [c] € Z7,

Output: [x] € Z%, pred € {InfeasibleLP, UnboundedLP, Optimal}

1 ([D],[TY, [s], [q]) « InitializePhaselrs var([A], [b]) ; // Prot. A.38
2 ([D], [s], pred, [q]) < Iteraters var([D], [s], [T"], [q]) ; // Prot. A.1
3 [T «+ [dm+1][T%+m+1} ; // 1 rnd, 1 inv
4 t « Open([t]) ; // 1 rnd, 1 inv.

5 if ¢ < 0 then
6 return (0, pred);
7 ([D]? [To]v [S]a [Q]) A Initializephase”RS([D]a [S}v [C]’ [To]v [(]]);
// Prot. A.39 or Prot. A.40
8 ([D], [s], pred, [q]) < Iteraters var([D], [s], [T, [q]) ; // Prot. A.1

[X] — GetSqutionRSNAR([D], [S], [TO], [q]) ; // Prot. A.51
9 return ([x], pred)

Protocol A.38: (|D],[s], k], [T"],[q]) < InitializePhaselgs var([A], [b])
Input: [A] € ZZ”;” [b] € Z,.

Output: [D] € ZE$+1)X(m+1) [s]€{l,...,n+m+1}™ [T € Zgg“)x(“m“),

9] € Zy
VAR =1P:
1 g =[1];
2 ([b], [K]) « FIndMIn([b],LTZ) ; // Tlogm](6+2) rnd, (m—1)((4k+2)+2) inv.
3 [B] < 2([b] = 0) - // 6 rnd, (4k+2) inv.
4

8
[s] « erteAtP05|t|on (n+1,...,n+m),[k],n+1);
[

- ()

o] ( [?fﬁ] 1 )

6

7 [r] « 1—[Blk+ (1 — [B])em+1 ; // 1 rnd, m inv.
8 foreachic {l,...,m+1} do

9 foreach j € {1,...,n+m+ 1} do

0 [d”] — [d”] — [T’z][k’j] ; // 1 rnd, (m—‘r 1)(m+ 1) inv.

return ([D], [S]’ [k]’ [To]v [Q])

[u=y
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Protocol A.39: ([D],[s],[TY]) « InitializePhasellrs rp ([D], [s], K], [c], [T])

Input: [D] « Z{7 " gl e {1, n 4+ m 41y, K] € {0,137, [] € 23,

0 (m+1)x(n+m+1)
[T°] « Z<k> :

Output: [D] « 2 " 5] € {1, 0+ m)m, [T0) ¢z oremsh),

1 [s] < [s][k] ; // 1 rnd, 1 inv.
2 Y]« [s]=n+m+1; // log"(n+m+1) rnd, log*(n +m +1)log(n +m+1) inv.
3 [r] < [K][D] ; // m+1 inv.
4[] < [r] [T(n+1 ,,,,, n+m)] ; // m inv.
5 [€'] + FindFirst([r'],1 — EQZ("));

6 [E] — (0, [el]) ; // Add n zero’s to £.
7 [s] < WriteAtPosition([s], [k], ['y](Z?jlm[&]) + (1= [DIs) ; // 1 rnd, m inv.
8 [p] + Rec([r][€], k);

9 [v] + 1;

10 [w] « [p']([D][T)[£] — 2/ [K]);

11 [w] < [y][w] ; // 1 rnd, m+1 inv.

12 foreachic {l,...,m+1} do

13 foreach j € {1,...,n+m+ 1} do

14 [ti;] < TruncPr([t;;][v] — [wi][r;], 3k,2k) 5 // 1 rnd, (m+1)(n+m+1) inv.
15 ([D'],[TY]) +- ChangeCostReducedRow, 1 rp([D'], [c], [s], [TY]) ; // Prot. A.28
16 return ([D'],[s])
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Protocol A.40: ([D],[s],[T"], [¢]) < InitializePhasellrs ;p([D], [s], k], [c], [T°], [q])
Input: [D] « Z{5 ™" [ € {1, n 4+ m+ 13, [K] € {0,1}™,

€] € 2y [TO) =z PO ) e 7.
Output: [D] — Z{T V™D, [s] € {1, .0+ m}m, [T9] « 205,

] € Zy.-
1 [s] < [s][K] ; // 1 rnd, 1 inv.
2 Y]« [s]l=n+m+1; // log"(n+m+1) rnd, log"(n+m+1)log(n+m+1) inv.
3 [r] « [k][D]; // m+1 inv.
4 [r'] €_[qu§%+1 ..... "+"U]; // m inv.
5 [€'] + FindFirst([r'],1 — EQZ("));
6 [£] « (0,[£]) ; // Add n zero’s to /.
7 [s] + WriteAtPosition([s], [k], S"17"[4]) ; // 1 rnd, m inv.
8 [¢'] + Invert([q]);
o [p] < [r'][€];
10 [a] «+ 1 —2([p] <0)
11 [v] < [a][p]lq]

16 foreach j € {1,...,m+ 1} do
17 [d};] < [diz][v] — [wi[r;] 5 // 1 rnd, (m+1)? inv.
18 [q] < [v][a][p] + (1 — [7])]al;
19 ([D'],[TY]) « ChangeCostReducedRow, 1 rp([D'], [c], [s], [TY], [4]);

// Prot. A.28
20 return ([D'],[s], [¢])
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A.2.3 Big-M Method

A.2.3.1 Large valued M

Protocol A.41: ([x], pred) < BigMSimplexyar, var,([A], [b], [c])
Input: [A] € Z7 X", [b] € (Z)y e] € Z;

k k k

Output: [x]| € <Z’<>1k>, pred € {Ir<1feasib|eLP<, L>anoundedLP, Optimal}
1 ([T],[s], [q]) « InitializeBigMyar, var, ([A], [b], [c]) // Prot. A.42, Prot. A.43 or

Prot. A.44
2 ([T], [s], pred, [¢]) < Iterateyar, var,([T], [s], [q]) : // Prot. A.1
3 té—-Open(—{@n+Ln+m+1]>>2L); // 1 rnd, 1 inv.
4 if ¢ =1 then
5 return (0, Infeasible);

([x], [q]) < GetSolutionyar, var,([T],[s],[q]) : // Prot. A.49, A.50, or A.51

6 return ([x], pred)

Protocol A.42: ([T}, [s], [¢]) < InitializeBigMT var([A], [b], [c])
Input: [A] € ZZ;;(", [b] € Zi},, [c] € Zj,.

Output: [T] € Z{ ™™ gl € {1, n+2m}™, [q] € Zy.

1 ([T], [s], [q]) « InitializePhasel_ T var([A], [b]) // Prot. A.18 or Prot. A.30
2 [tmi1] < Mtm1] + [c];
3 return ([T], [s], [¢])

Protocol A.43: ([T}, [s], [u], [g]) < InitializeBigMsT var([A], [b], [c])
Input: [A] € Z?’i;n, [b] € Ziy,, [c] € Ziy,.

Output: [T] € ngm>+1)x(n+m+l), s]e{1,...,n+2m}™ [u] € {1,...,n+2m}"t™

[q] € Zyyy-
L ([T), 8], [u], [¢]) - InitializePhaselsT var([A], [b]);

// Prot. A.18 or Prot. A.30
2 [tm+1] & Mtmia] + [c];
3 return ([T],[s], [u], [¢])

Protocol A.44: ([D],[s],[TY], [q]) < InitializeBigMgs var([A], [b], [c])
Input: [A] € Z%X”, [b] € Zig,, [c] € Ziy,.

Output: [D] € 2™ g € {1,... 0+ 2m)m, [T] € ZD*mmsD),

[q] € Zy-
1 ([D], [s], [TY, [g]) < InitializePhaselrs var([A], [b]);

// Prot. A.18 or Prot. A.30
2 [t0,41] + [c];
38 [dimt1] « M[dm4];
4 return ([D], [s], [T], [q])




196 A.2. Simplex Initialization

A.2.3.2 Alternative

Protocol A.45: ([x],pred) < BigMSimplexAltyar, var,([A], [b], [c])

Input: [A] € Z%X”, [b] € (Z){},, [c] € Z7,

Output: [x] € Z%, pred € {InfeasibleLP, UnboundedLP, Optimal}

1 ([T],[s], [q]) « InitializeBigMAltyar, var,([A], [b],[c]) // Prot. A.46, Prot. A.47 or
Prot. A.48

2 ([T], [s], pred, [¢]) < IterateBigMAltyar, var, ([T],[s], [q]) ; // Prot. A.55
3 t < Open([tmi2,ntm+1] =0) ; // 1 rnd, 1 inv.
4 if ¢ =0 then
5 return (0, Infeasible);

([x], [¢q]) < GetSolutionyar, var, ([T], [s], [q]) ; // Prot. A.49, A.50, or A.51

6 return ([x], pred)

Protocol A.46: ([T}, [s], [¢]) < InitializeBigMAIt, T var([A], [b], [c])
Input: [A] € Z?’i;”, [b] € Zi},, [c] € Zj,.-

Output: [T] € Z{ ™™ gl € {1, n+2m}™, [q] € Zyy.

1 ([T],[s], [q]) < InitializePhasel T var([A], [b]);

// Prot. A.18 or Prot. A.30
2 [tmi2] < [bmi];
3 [tm+1] < [C )
4 return ([T], [s], [q])

Protocol A.47: ([T}, [s], [u], [g]) < InitializeBigMAltst var([A], [b], [c])
Input: [A] € Z?,K”, [b] € Zi},, [c] € Zj,.

Output: [T] € Zii ™™ (g € {1, n+2m}y™, [u] € {1,...,n+2m}"+m,

9] € Zy.-
1 ([T],[s], [u], [q]) ¢ InitializePhaselst var([A], [b]);

// Prot. A.18 or Prot. A.30
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Protocol A.48: ([D],[s],[TY], [¢]) < InitializeBigMAItrs var([A], [b],[c])

Input: [A] € Z%X”, [b] € Zi},, [c] € Z’(L>

Output: [D] € Z(Z; D> (m+1) Jlslefl,...,n+2m}m, [T € Z%H)X(nﬂrﬂrl)’
lq] € Zyyy.
1 (D], [s], [T, [q]) < InitializePhaselrs var([A], [b]);

o~

// Prot. A.18 or Prot. A.30
] [9n+1]§

[t

[t 1] < [cl;
[dm-i-]%dm—i-la
d

m+1]

a [
;[
6 return ([D] [s], [T°], [q])

A.2.4 Output Solution

Protocol A.49: ([x],[q]) < GetSolution T var([T], [s], [q])

Input: [T] € g\ ™™D [s) e (1, on+m}™, [q] € Zy.
Output: [x] € Ly [q] € Zyyy-

[x] < 0;
foreach i € {1,...,m} do
1 [oi] < ConvertUnary([s;], n);
2 [x] + WriteAtPosition([x], [0i], [ti(n+m+1)]);

3 return ([x], [q])

Protocol A.50: ([x],[q]) < GetSolutionsT var([T], [s], [¢])

Input: [T] € Z{3 Y (sl e 1, n+m}™, [q] € Zy.
Output: [x] € Ly [q] € Zy.-

1 return GetSolution T var([T], [s], [¢])

Protocol A.51: ([x],[g]) + GetSolutiongs var([D], [s], [T"], [¢])
Input: [D] € Z(Z; 1) (m+1) ,[s] € {1,....,n+m}™, [TY) ng+1)x(n+m+1), [q] € Zyy-
Zi

{
Output: [x] € Zij,, [q] € Zy.
[x] < 0;

[t] < [D][T 4 sas

foreach i € {1,...,m} do
1 [oi] < ConvertUnary([s,—],n);
2 [x] <— WriteAtPosition([x], [o74], [t:]);
3 return ([x], [q])
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A.2.5 Alternative Iterations
A.2.5.1 Phase I Small Tableau Simplex

Protocol A.52:
([T], [s], pred, [u], [q]) < IteratePhaselSTyar([T], [s], [TY], [u], [¢])

Input: T € Zgg+1)x(n+m+1), Se{l,....,n+2m}"™ x {0,1}"™,

Uec{l,...,n+2m}"™ x {0,1}""™ q € Zy,.
Output: T € ZEZ;H)XWH), Se{l,....,n+2m}™ x {0,1}™,
pred € {UnboundedLP, Optimal}, U € {1,...,n+ 2m}"™™ x {0,1}"+™,

qE< Z<k>.
1 (d,[€],[p]) < GetPivotColumnPhaselST([T],1 — [uz]) ; // Protocol A.53
2 if d =0 then
3 return ([T}, [S], Optimal, [U], [¢]) ;
4 (d,[K],[p"]) < GetPivotRowst (T, p°) ; // Protocol A.7
5 if d =0 then
6 return (T, S, UnboundedLP, [U], [¢]);

7 ([TL [S]? [U]v [Q]) — UpdatephaseISTVAR([TL [8]7 [k]v [pc]v [pr]’ [U]v [Q]) ;
// Protocol A.54
8 return IteratePhaselSTyar([T], [S], [U], [q]);

Protocol A.53: (d,[(],[p°]) « GetPivotColumnPhaselST([T], [v])

Input: [T] € ZEZ;H)XWH)

Output: d € {0,1}, [f] € {0,1}", [p®] € Z%ﬂ

[t] = ([1)1] [t(erl)l]v SRR [Un-‘rm] [t(m+1)(n+m)]);
PIVOTRULE = DANTZIG :

=

2a (€], [min]) « FindMin([t],LTZ) ;  // [ogn](6+2) rnd, (n— 1)((4k +2)+2) inv
3a [d] < [min] <0 ; // 6 rnd, (4k+2) inv
PIVOTRULE = BLAND :
2b [€] < FirstNeg([t]) ; // (6+3) rnd, n((4k+2)+5)—1 inv
b [d] < > [6];
4 d + Open([d]) ; // 1 rnd, 1 inv.
5 if d = 0 then return (0, [¢],0);
6 [p°] = [T][4] ; // 1 rnd, m+1 inv.
7 return (1, [£], [p€])
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Protocol A.54:
([T], [s], [u], [q]) <= UpdatePhaselSTyvar([T], [s], [€], [k], [p°], [p], [u], [4])
Input: [T] € Z{3" Y (sl e (1, n}™, [0 € {0,1}", [K] € {0,1}™,
P € Z ™, P e 2t [u] € {1, 0}, ] € Zyy.
Output: [T'] € {1 ™" [ € (1,0}, [u] € {1,...,n}", [q] € Zg).
([T], [s1], [u1]. [a]) « Updatestvar([T]. [s1], [€], (K], [p°], [P"], [wi], [a]) 5 // Prot. A.8

] [ug][£] : // 1 rnd, 1 inv.

1
2 (K]  [so] [K] 5 // 1 inv
3 [sg] < WriteAtPosition([s2], k], [¢]) ; // 1 rnd, m inv.

4 [ug] < WriteAtPosition([us], [E]’, (k) ;
5 return ([T'],[S], [U], [p));

// n inv.

A.2.5.2 Big-M Alternative

Protocol A.55:
(IT], [s], pred, [u], [g]) < IterateBigMAltyar, var, ([T, [s], [T°], [u], [¢])

Input: T € ZETY;H) (' +1),S e{l,...,n+m}™,

TO ¢ ZEZ)‘“) () we {1, )", g € Zgy,.
Output: T € RmHDx(+1) s c {1 n}™ pred € {UnboundedLP, Optimal},
uc {1,...,n}”, qEc Z<k>
1 (d, [£], [p°]) + GetPivotColumnBigMAltyar, ([T], [T?]) ; // Prot. A.56
2 if d =0 then
3 return ([T, [s], Optimal, [u], [¢]) ;

(d, [K], [p"]) + GetPivotRowyag, (T, p¢, T?) ; // Prot. A.3, A.7, or A.11.
if d =0 then

return (T, s, UnboundedLP, [u], [q]);
([TL [S]v [u]7 [q]) A UpdateVAR1,VAR2([T]7 [SL [k]7 [pc]7 [p ] [ T > [u ) Q]);
// Prot. A.4, A.5,A.8,A.9,A.12,A.13

I = N N

8 return lterateyar, var, ([T], [s], [u], [¢]);
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Protocol A.56: (d,[/], [p€]) + GetPivotColumnBigMAltyar([T])

. (m+1)x(n+m+1)
Input: [T] € Ly

Output: d € {07 1}7 [ﬁ] c {0’ 1}n—i—m7 [pc] c er]z;—l

VAR = LT,ST
1a [tl] = ([t(erl)l]’ R [t(m+1)(n+m)]);
2a  [to] = (Lona2)1)s -5 bma2) (nrm)));
VAR = RS
b [t = [t (T, (10, )
o [t] = [l (T [T )
PIVOTRULE = DANTZIG :
3a ([€], [min]) « FindMin(([t1], [t2]), BigMLT) ; // [logn +m](6+2) rnd,
3(n+m—1)((4k 4+ 2) + 2) inv
4a [d] - [min] <0 ; // 6 rnd, (4k+2) inv

PIVOTRULE = BLAND :
sb  [€] < FindFirst(([t1], [t2]), BigMLTZ) ; // (6+3) rnd, (n+m)((4k+2)+5) —1 inv
ab  [d] 30 [4);

5 d < Open([d]) ; // 1 rnd, 1 inv.
6 if d =0 then return (0, [¢],0);
7 [p€] = [T][4] ; // 1 rnd, m+2 inv.

8 return (1, [¢], [p€])

Protocol A.57: [b] + BigMLTZ([z], [y])
1 [a] «+ [y] < 0;

2 [B] [yl =0;
8 [7] + [2] <0;
4 [b] < [a] + (1 —a)By; // 2 rnd, 2 inv.

5 return [b]

Protocol A.58: [b] < BigMLT(([z1], [2]). ([y1]; [v2]))
1 [di] « [z1] — [z2];
2 [do] < [y1] — [v2l;
3 [b] < BigMLTZ([d1], [da]);
4 return [b]
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A.3 Simplex Verification
Protocol A.59: ¢ « VerifySolutionyar, var,([A], [b], [c], [T], [s], [x], [¢], pred, [i])
Input: [A] € Zg;;", [b] € 273, [e] € 2, [T] « Z{tOxrmivtl)
S € (L, .cn+m+p}™, [x] € 22y, la] € Zgg,
pred € {Optimal, Infeasible, Unbounded}, [i] € {0, 1}"+™.
Output: ¢ € {0,1}.
1 if pred = Optimal then
2 return VerifyOptimalyag, var, ([A], [b], [c], [T], [s], [x], [¢], u, T?).
3 if pred = Infeasible then
4 return Verifylnfeasibleyar, var, ([A], [b], [T], [s], [u], [T?]).
5 if pred = Unbounded then
6 return VerifyUnboundedvar, var,([A], [b], [c], [T], [s], [x], [¢], [i])-
A.3.1 Large Tableau Simplex
Protocol A.60: ¢ + VerifyOptimal.t rp([A], [b], [c], [T], [s], [x])
Input: [A] € ZJX", [b] € Z{3, [¢] € Z,, [T] « Z{ 0 rmivtl),
[s] €{1,...,n+m+p}", x| € Ly
Output: 6 € {0,1}.
1 [p} « _([t(m+1)(n+1)]a ) [t(m+1)(n+m)]);
2 [@] 1 —([x] 2 0);
3 [B]+ 1 ([p] <0);
4 [7] < 1= ([p][b] = [c][x]);
5 [a] 1 ([A]lx] < [b]);
6 [8] < 1 - ([p][A] <[c]);
» 8 EQZ (1] + X7y (aa] + [8)) + 5y (feg] + [81]) ):
8 return [J]
Protocol A.61: ¢ < Verifylnfeasible 1([A], [b], [T], [s])
Input: [A] € Z?}i;n, [b] € Z7,, [T] Z%+1)X(n+m+p+1) [s] € {1,...,n+m+p}™.

Output: 6 € {0,1}.
1 [Pl « —([timsnymrn)ls - - s [Emr1)(nrm)));
2 [7] 1 —([p][b] > 0);
3 [a] <~ 1 —([p] < [0]);
4 [B] 1 ([p][A] < [0]);

5 0 EQZ (1) + X7 laa] 21 [81]):
6 [0]
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Protocol A.62: ¢ < VerifyOptimal.t p([A], [b], [c], [T], [s], [x], [¢])

Input: [A] € Z%X”, [b] € Zi},, [c] € A [T] « ZEZ;H)X(nererH)’
[s] € {1,..., n+m+pt", [X] € Ly, ] € Z.
Output: 6 € {0,1}.

p} — _([t(m-i-l)(n—i-l)] 7777 [t(m+l)(n+m)]);

(
8 8 EQZ ([ + ] + X7 (] + 18)) + S ([ag) + 851) );
)

9 return [0

Protocol A.63: ¢ <+ VerifyUnbounded, 1 rp([A], [b], [c], [T], [s], [i])
Input: [A] € 27", [b] € Zf3, [e] € Z,, [T] « Z{ "0 rmivtl),
[s] € {1,..., n+m+p}™, [i] € {0, 1},
Output: 6 € {0,1}.
1 [t] < [T
[d] < 0;
foreach j € {1,...,m} do
[oi] - ConvertUnary([s;],n + m);
[d] < WriteAtPosition([d], [o;], —[t;]);
d] < WriteAtPosition([d], [i], 1);
e 1— (x> 0)
1 ([d] > 0);

11 return [0
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Protocol A.64: ¢ < VerifyUnbounded, T p([A], [b], [c], [T], [s], [i], [¢])
Input: [A] € Z7", [b] € Zf3, [e] € Zfy,, [T] + z > Hmdd),
s € {1,...,n+m+p}™, [i] € {0,1}"™, [q] € Zy.
Output: 6 € {0,1}.
1 [t] « [T
[d] < 0;
foreach j € {1,...,m} do
[oi] + ConvertUnary([s;],n + m);
[d] < WriteAtPosition([d], (o], —[t;]);
d] < WriteAtPosition([d], [i], 1);
T 1-(x]>0);
11— ([d] > 0);

12 return [0

A.3.2 Small Tableau Simplex

Protocol A.65: ¢ < VerifyOptimalst rp([A], [b], [c], [T], [s], [x], [u])

Input: [A] € 27", [b] € Zf3, [e] € i, [T] « 2z 0D
[s] € {1,..., n—+m+p}m, [x] € Ly, [ul € {1,..., n+m+ p}"tP.
Output: 6 € {0,1}.
1 [t] « 0;
2 foreachi=1,..., n do
3 [vi] < ConvertUnary([u;],n + m);
[t] + WriteAtPosition([t], [vi], —[t(m11i]);

[p] — ([tn-i-l] 7777 [tn-‘rm]);

11 0+ EQZ

12 return [J]
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Protocol A.66: 0 < VerifyOptimalsT p([A], [b], [c], [T], [s], [x], [u], [q])
Input: [A] € Z%X”, [b] € Z% c] € Z?k: [T] « Z(mH) (n+p+1)

[s] € {1,...,n+m+p}™, []EZ<>,[]€{1 n—l—m+p}”+p [q] € Zyyy-
Output: 6 € {0, 1}_

1 [t] < O;

2 foreachi=1,...,ndo

3 [vi] < ConvertUnary([u;],n + m);

4 [t] < WriteAtPosition([t], [vi], —[t(m+1)il);
5 [pl < (tntal,- -, tntm])

6 [a] 1 —([x] = 0);

7 (8] 1—([p] <0);

8 [7] < 1—([p][b] = [c][x]);

9 [a] « 1 ([A]lx] < [g][b]);

10 [B] = 1 — ([p][A] < [g][c]);

13 return [0

Protocol A.67: 0 < Verifylnfeasiblest([A], [b], [T], [s], [u])

Input: [A] € Z%X”, [b] € Ly [T] ZEZ;H)X(nerH) [s] e{1,..., n+m+p}",
[u] € {1,...,n+m+ p}"*P,

Output: ¢ € {0, 1}.

1 [t] < 0;

2 foreachi=1,..., n do

3 [v;] «+ ConvertUnary([u;],n + m);

4 [t] <+ WriteAtPosition([t], [vi], —[t(mt1)]);
5 ol ([tnsal - [tnam))s

6 [y] < 1= ([pl[b] > 0);

7 [a] <1 —([p] < [0]);

8

(
8] < 1~ (Ipl[A] < [0]);
o 0 EQZ (1] + X7 lad] 1 [81]);

10 return [J]
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Protocol A.68: § < VerifyUnboundedst var([A], [b], [T}, [s], [¢], [i])

mXxn m n m—+1)x(n 1
Input: [A] € Z<k>X , [b] € ZW7 c] € Z(k) [T] + ng>+ )X (n+p+ )7

s] € {1,....,n+m+p}™, lq] € Zy,y, [i] € {0, 1}rtm,
Output: ¢ € {0, 1}.
return VerifyUnbounded, 1 var([A], [b], [T}, [s], [¢], [i])

A.3.3 Revised Simplex

Protocol A.69: ¢ <+ VerifyOptimalgs rp([A], [b], [c], [D], [s], [x])

ot [4] € 2357 91 € e € 2 0] 20"
[s]e{1,....n+m+p}", [x] € Z7,.

Output: ¢ € {0,1}.

p] < =g+l - [d(mt1)n]);

o] 1 —([x] 2 0);

8 return Open([d]

Protocol A.70: § < VerifyOptimalgs jp([A], [b], [c], [D], [s], [x], [¢])

Input: [A] € Z%X”, [b] € 27}y, [c] € Z7,, [D] Zggﬂ)x(mﬂ)’

1€ (L on+mo+ p)™, b € 2, ] € Zge
Output: ¢ € {0, 1}.

1 [p} A _([d(m+1)1] 7777 [d(erl)n])

2 [@] + 1—([x] >0);

3 (8] 1-(pl<0)

1 [7] 1= ([p)b] = [e]ix));

5 [a] — 1— ([A]lx] < [q][b]);

6 8] « 1 ([p][A] < [g][c]);

v 1= (lg) > 0);

8 8 EQZ (Ix] + ] + 7 (aa] + 18]) + S ([ag] + [851) );

9 return Open([d])
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Protocol A.71: § < Verifylnfeasiblers([A], [b], [D], [s], []T")

Input: [A] € 27", [b] € Z{3, D] 2y ™" (sl € {1, n+m+ p}™,

[TO] — ZE”;“)X("J“”J””“).
Output: 6 € {0,1}.

1 [p} <~ _[dm+1]([T7?+1]7 ceey [Tr(L]—i—m])a
2 [p] < 1= ([pl[b] > 0);
3 [a] « 1 ([p] < [0));
18] < 1 - ([pliA] < [0));

5 0 EQZ (Ir] + X0 [ad] 54 [8)]):
6 [4]

Protocol A.72: ¢ < VerifyUnboundedrs rp([A], [b], [c], [T], [s], [¢], [i])
Input: [A] € Z7", [b] € Zf3, [e] € Zfy,, [T]  zZ, H ) Hmedd),
s] € {1,....,n+m+p}™, [q] € Ly, [i] € {0, 1}rtm,

Output: ¢ € {0, 1}.
1 [t]  [D][T7];
2 [d] «+ 0;
foreach j € {1,...,m} do

3 [o;] < ConvertUnary([s;],n + m);

4 [d] <— WriteAtPosition([d], [o4], —[t;]);
5 [d] + WriteAtPosition([d], [i], 1)

6 [@] +—1—([x] >0)

7 [8]«1—((d] > 0);

8 [a] 1 - ([A][x] < [b]);

9 [B] 1 — ([AJ([x] + [d]) < [b])

10 [7] « [e]([x] + [d]) < [e][x]

12 return [0
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Protocol A.73: ¢ < VerifyUnboundedrs rp([A], [b], [c], [T], [s], [¢], [i])
Input: [A] € Z7", [b] € Zf3, [e] € Zfy,, [T] + z > Hmdd),
[S] € {17 cesntm _|_p}m’ [Q] € Z(k)v [l] € {O¢ 1}n+m‘
Output: 6 € {0,1}.
1 [t]  [D][T];
2 [d] «+ 0;
foreach j € {1,...,m} do

3 [oi] + ConvertUnary([s;],n + m);

4 [d] < WriteAtPosition([d], (o], —[t;]);
5 [d] < WriteAtPosition([d], [i], 1)

6 [@'] +1—([x] >0);

7 [+ 1-([d] = 0);

8 |a] 1 - ([A]lx] <[qg][b]);

9 [B] = 1 — ([A]([x] + [d]) < [g][b]);

10 [7] « [e]([x] +[d]) < [e][x];

11 [x] « 1 —([g] > 0);
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10.

. Let [z] and [y] be secretly shared (or homomorphic encrypted) & bit numbers

and let log"(k) := min{i|log’(k) < 1}. There exists a protocol that, after
a preprocessing stage, runs in log™ (k) interactive rounds and requires log(k)
openings (or decryptions) for securely computing the secret bit {z = y].

. Universally Verifiable Multiparty Computation is achieved by applying the

Fiat-Shamir heuristic, or Generalized Fiat-Shamir heuristic [AABN02], to the
multiparty E-protocol of [CDNO1].

. Let p be prime. Let P C S, be a permutation group, which is represented

by either rotation or affine transformation. There exists a u-uniform directed
hypergraph on p vertices such that P is precisely its group of automorphisms,
where v = 2 if P is represented by rotations and v = 3 if P is represented by
affine transformations.

Furthermore, if P C Spy1 is represented by Mobius transformations, then
there exists a 4-uniform directed hypergraph on p + 1 vertices such that P is
precisely its group of automorphisms.

. Conjecture There exists a 5-uniform directed hypergraph on 11 vertices such

that the Mathicu group My, is precisely its group of automorphisms. Also,
there exists a 6-uniforin directed hypergraph on 12 vertices such that the
Mathieu group My, is precisely its group of antomorphisims.

. Universally Verifiable Multiparty Computation that is also Universally Com-

posable is achicved by applying the Fiat-Shamir heuristic, or Generalized Fiat-
Shamir heuristic [AABN02], to the multiparty X-protocol of [DN03].

. The protocols for linear programming by [LA06] are inefficient, and incorrect:

in every itcration the size of the valucs in the tableau doubles; this leads
to exponentially large values. Furthermore, the solution extraction does not
check independency of the columns; hence the result may be infeasible.

. Let A be an m x n matrix and 7 be a function that rotates the columns and

rows of A, i.c., there exists 0 < r; < m and 0 < ry < n such that the j-th
row of m(A) is equal to the (j +7; mod m)-th row of A for all 0 < j < m and
the -th column of w(A) is equal to the (¢ + 7y mod n)-th column of A for all
0 < i < n. To prove knowledge of 7 the protocol of [TW10] with respect to
the Cayley graph of the group (Z,, x Z,,+) can be used.

. The running times of the protocols in this thesis can be improved by applying

packed secret sharing it there are more than 5 partics.

. Tt is only a matter of time before multiparty computation will be nsed in

practice to solve real life problems.

Having a degree at a technical university does not at all guarantee enough
technical insight to become a skilled handyman.



11. If a cryptographer says that a system is secure, then he means that under
certain circumstances (the model) the system satisfies certain properties (the
corresponding security definition).

12. Security in practice is not a matter of mathematics or computer science; it is
a matter of psychology.

13. Personal experience shows that carnival is the strongest form of team building:

We zijn er weer bij en dat is prima
Viva, Eilandia
We houden van de crypto en koffie is een must
We werken door tot ‘s avonds laat nog lang niet witgeblust
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