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Extractors for Jacobian of Hyperelliptic Curves
of Genus 2 in Odd Characteristic
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! Dept. of Mathematics and Computer Science, TU Eindhoven,
P.O. Box 513, 5600 MB Eindhoven, The Netherlands
2 Dept. of Mathematical Sciences, Isfahan University of Technology,
P.O. Box 85145 Isfahan, Iran

Abstract. We propose two simple and efficient deterministic extractors
for J(Fq), the Jacobian of a genus 2 hyperelliptic curve H defined over
F,, for some odd g. Our first extractor, SEJ, called sum eztractor, for a
given point D on J(Fy), outputs the sum of abscissas of rational points
on H in the support of D, considering D as a reduced divisor. Similarly
the second extractor, PEJ, called product extractor, for a given point D
on the J(Fy), outputs the product of abscissas of rational points in the
support of D. Provided that the point D is chosen uniformly at random
in J(IF,), the element extracted from the point D is indistinguishable
from a uniformly random variable in F,. Thanks to the Kummer surface
IC, that is associated to the Jacobian of H over F,, we propose the sum
and product extractors, SEK and PEX, for KC(IFy). These extractors are the
modified versions of the extractors SEJ and PEJ. Provided a point K is
chosen uniformly at random in K, the element extracted from the point
K is statistically close to a uniformly random variable in F,.

Keywords: Jacobian, Hyperelliptic curve, Kummer surface, Determin-
istic extractor.

1 Introduction

A deterministic extractor for a set S is a function that converts a random point
on S to a bit-string of fixed length that is statistically close to uniformly random.
In this paper, we propose two simple and efficient deterministic extractors for
J(Fy), the Jacobian of a hyperelliptic curve H of genus 2 defined over Fy, for
some odd ¢. Our first extractor, SEJ, called sum extractor, for a given point D
on J(F,), outputs the sum of abscissas of rational points on H in the support
of D, considering D as a reduced divisor. Similarly the second extractor, PEJ,
called product extractor, for a given point D on the J(Fy), outputs the product
of abscissas of rational points in the support of D. Provided that the point D is
chosen uniformly at random in J(F,), the element extracted from the point D
is indistinguishable from a uniformly random variable in F,.

Let K be the Kummer surface associated to the Jacobian of H over F,. Then
there is a map & from J(F;) to K(IF,), so that a point and it’s opposite in
J(IF,) are mapped to the same value. Using this map, we propose two simple
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and efficient deterministic extractors, SEK and PEK, for the Kummer surface K.
If a point K is chosen uniformly at random in &, the element extracted from
the point K is statistically close to a uniformly random variable in F,,.

The use of hyperelliptic curves in public key cryptography was first intro-
duced by Koblitz in [I5]. The security of hyperelliptic cryptosystems is based
on the difficulty of discrete logarithm problem in the Jacobian of these curves.
Hyperelliptic curves of genus 2 are undergoing intensive study. They were shown
to be competitive with elliptic curves in speed and security. Various researchers
have been optimizing genus 2 arithmetic (see [2/T6JT7]). The security of genus
2 hyperelliptic curves is assumed to be similar to that of elliptic curves of the
same group size (e.g see [10]).

The use of Kummer surface associated to the Jacobian of a genus 2 curve is
proposed for faster arithmetic (see [ZIIIIT6]). The scalar multiplication on the
Jacobian can be used to define a scalar multiplication on the Kummer surface.
It could be used to construct a Diffie-Hellman protocol (see [21]). In addition,
it is shown in [21]], solving the discrete logarithm problem on the Jacobian is
polynomial time equivalent to solving the discrete logarithm problem on the
kummer surface.

The problem of converting random points of a variety (e.g a curve or Jaco-
bian of a curve) into random bits has several cryptographic applications. Such
applications are key derivation functions, key exchange protocols and design
of cryptographically secure pseudorandom number generators. As examples we
can mention the well-known Elliptic Curve Diffie-Hellman protocol and Diffie-
Hellman protocol in genus 2. By the end of Diffie-Hellman protocol, the parties
agree on a common secret element of the group, which is indistinguishable from
a uniformly random element under the decisional Diffie-Hellman assumption
(denoted by DDH). However the binary representation of the common secret el-
ement is distinguishable from a uniformly random bit-string of the same length.
Hence one has to convert this group element into a random-looking bit-string.
This can be done using a deterministic extractor.

At the moment, several deterministic randomness extractors for elliptic curves
are known. Kaliski [T4] shows that if a point is taken uniformly at random
from the union of an elliptic curve and its quadratic twist then the abscissa of
this point is uniformly distributed in the finite field. Then Chevassut et al. [5],
proposed the TAU technique. This technique allows to extract almost all the bits
of the abscissa of a point of the union of an elliptic curve and its quadratic twist.
Giirel [12] proposed an extractor for an elliptic curve defined over a quadratic
extension of a prime field. It extracts almost half of the bits of the abscissa of a
point on the curve. Then, Farashahi and Pellikaan proposed the similar extractor,
yet more general, for hyperelliptic curves defined over a quadratic extension of a
finite filed in odd characteristic [§]. Furthermore, their result for elliptic curves
improves the result of [I2]. Two deterministic extractors for a family of binary
elliptic curves are proposed by Farashahi et al. [9]. It is shown that half of the
bits of the abscissa of a point on the curve can be extracted. They also proposed
two deterministic extractors for the main subgroup of an ordinary elliptic curve
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that has minimal 2-torsion. In our knowledge, up to now, no extractor is defined
for the Jacobian of a hyperelliptic curve.

We organize the paper as follows. In the next section we introduce some
notations and recall some basic definitions. In Section [3] we propose extractors
SEJ and PEJ for J(F,), the Jacobian of a genus 2 hyperelliptic curve H over
F,. We show that the outputs of these extractors, for a given uniformly random
point of J(IF,), are statistically close to a uniformly random variable in F,. For
the analysis of these extractors, we need some bounds on the cardinalities of
SEJ"1(a) and PEJ"1(b), for all a,b € F,. We give our estimates for them in
Theorems2land Bl Then, in Section @] we give the proofs of the main Theorems
and Bl In Section B we propose two extractors SEK and PEK for K(F,), the
Kummer surface related to J(F,). These extractors are modified versions of the
previous extractors, using the map x from J(F,) to K(F,). We conclude our
result in Section [l Furthermore, in appendix, we introduce some corresponding
problems for the proof of the main Theorem

2 Preliminaries

Let us define the notations and recall the basic definitions that are used through-
out the paper.

Notation. Denote by Z,, the set of nonnegative integers less than n. A field is
denoted by F and its algebraic closure by F. Denote by F* the set of nonzero
elements of . The finite field with ¢ elements is denoted by F,, and its algebraic
closure by F,. Let C be a curve defined over [Fy, then the set of F,-rational points
on C is denoted by C(F,). The x-coordinate of a point P on a curve is denoted
by xp. The cardinality of a finite set S is denoted by #.5. We make a distinction
between a variable x and a specific value z in F.

2.1 Finite Field Notation

Consider the finite fields IF; and 2, where g = p", for some odd prime number
p and positive integer k. Fix a polynomial representation F,2 = F,[t]/(t* — ),
where o is not a quadratic residue in F,. Then F . is a vector space over I,
which is generated by the basis {1,t}. That means every element x in F2 can
be represented in the form x = x¢ + z1¢, where xy and z; are in F,.

Let ¢ : F; — F, be the Frobenius map defined by ¢(z) = 9.

2.2 Hyperelliptic Curves

Definition 1. An absolutely irreducible nonsingular curve H of genus at least
2 is called hyperelliptic if there exists a morphism of degree 2 from H to the
projective line.
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Theorem 1. Let 'H be a hyperelliptic curve of genus g over F,, where q is odd.
Then 'H has a plane model of the form

y® = f(x),

where [ is a square-free polynomial and 2g + 1 < deg(f) < 2g + 2. The plane
model is singular at infinity. If deg(f) = 2g+1 then the point at infinity ramifies
and H has only one point at infinity. If deg(f) = 2g+ 2 then H has zero or two
Fg-rational points at infinity.

Proof. See [16]. O

In this paper we consider a hyperelliptic curve H that has only one point at
infinity. One calls H an imaginary hyperelliptic curve.

2.3 Jacobian of a Hyperelliptic Curve

Let ‘H be an imaginary hyperelliptic curve of genus g over F,, where ¢ is odd.
Then H has a plane model of the form y? = f(x), where f is a square-free
polynomial and deg(f) = 2¢ + 1. For any subfield K of F, containing F,, the set

H(K) = {(z,y) s 2,y € K, y* = f(2)} U{Px},

is called the set of K-rational points on H. The point P, is called the point at
infinity for H. A point P on H, also written P € H, is a point P € H(F,). The
negative of a point P = (z,y) on H is defined as —P = (z, —y) and — Py, = Pso.

Definition 2. A divisor D on H is a formal sum of points on H

D=> mpP,

PeH

where mp € 7, and only a finite number of the mp are nonzero. The degree of D
is defined by degD = 3 p .,y mpP. The divisor D is said to be defined over K, if
for all automorphisms ¢ in the Galois group of K, ¢(D) = " pcyymp p(P) = D,
where p(P) = (p(x), ¢(y)) if P = (z,y) and p(Pe) = Poo.

The set of all divisors on H defined over K, denoted by Divy(K), forms an
additive abelian group under the addition rule

Z mpP + Z npP = Z(mp —|—np)P.

PeH PeH PeH

The set Div, (K) of all divisors on ‘H of degree zero defined over K is a subgroup
of Divy(K). In particular, Div}, = Div, (K).

Let K[H] be the coordinate ring of the plain model of H over K. Then the
function field of H over K is the field of fractions K(H) of K[H]. For a polynomial
R in K[H], the divisor of R is defined by div(R) = > pc4 ordp(R)P, where
ordp(R) is the order of vanishing of R at P. For a rational function R = F/G,



Extractors for Jacobian of Hyperelliptic Curves 317

where F, G € K[H], the divisor of R is defined by div(R) = div(F) — div(Q)
and is called a principal divisor. The group of principal divisors on H over K is
denoted by Py (K) = {div(R) : R € K(H)}. Specially Py = Py(K) is called the
group of principal divisors on H.

Definition 3. The Jacobian of H over K is defined by
In(K) = Dindy (K)/ P (K).
Similarly, the Jacobian of H is defined by Jy = DivY,/Py.

For each nontrivial class of divisors in Jy(K), there exist a unique divisor D on
‘H over K of the form .
D =) P —rPy,
i=1
where P; = (z;,vy;) # P, P; # —Pj, for i # j, and r < g. Such a divisor is
called a reduced divisor on H over K. By using Mumford’s representation [19],
each reduced divisor D on ‘H over K can be uniquely represented by a pair of

polynomials [u(z),v(z)], u,v € K[z]|, where u is monic, deg(v) < deg(u) < g,

and u | (v? — f). Precisely u(z) = [];_,(z — ;) and v(z;) = y;. The neutral

element of J3(K), denoted by O, is represented by [1, 0]. Cantor’s algorithm, [3],
efficiently computes the sum of two reduced divisors in Jy(K) and expresses it
in reduced form.

2.4 Kummer Surface

Let H be an imaginary hyperelliptic curve of genus 2 defined over F, for odd g.
Then H has a plane model of the form

y? = f(x) =2° + faz' + f32° + fox® + fiz + fo, (1)

where f; € F, and f is a square-free polynomial. Then for the curve H, there
exist a quartic surface K in P3, called the Kummer surface, which is given by
the equation

Ak, ko, k3)ki + B(ky, ko, ks)ks + C(k1, ko, ks) = 0,
where
Alky, ko, ks) =k3 — 4k ks,
B(kl, kz, k‘g) = — Q(Qfokf + flk‘%kz + 2f2k‘§]€3 + fgklk‘gk‘g + 2f4]€1k‘§ + k‘gkg),
C(ky, ko, ks) = — 4 fofaki + fTk) — 4fofakike — 2f1 fakiks — 4fo fakTk3
+ 4fok‘§]€2]€3 — 4f1f4k‘§]€2k‘3 + Qflk%k‘?% — 4f2f4k‘%]€32) + f??]{}%k‘%
— Afok1 kS — Afikik2ks — Afokikok2 — 2fsk1 k3 + ki,
Let J(IF,) be the Jacobian of H over F, (see Subsection [Z3]). Then there is a

map
K J(Fg) — K(Fy),
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where k(D) = k(—D), for all D € J(F,) and x(O) = (0,0,0, 1). This map does
not preserve the group structure, however, endows a pseudo-group structure on
K (see [4]). In particular, a scalar multiplication on the image of « is defined by

mk(D) = k(mD),

for m € Z and D € J(F,). It could be used for a Diffie-Hellman protocol (see
[21]). Furthermore, the above definition can be extended to have a scalar multi-
plication on K. Since each point on K can be pulled back to the Jacobian of H
or to the Jacobian of the quadratic twist of H.

2.5 Deterministic Extractor

In our analysis we use the notion of a deterministic extractor, so let us recall it
briefly. For general definition of extractors we refer to [20/22].

Definition 4. Let X and Y be S-valued random variables, where S is a finite
set. Then the statistical distance A(X,Y) of X and Y is

AX,)Y) = %ZSES |Pr[X = s] — Pr[Y = s]|.

Let Ug denote a random variable uniformly distributed on S. We say that a
random variable X on S is 6-uniform, if A(X,Ug) < 6.

Note that if the random variable X is 6-uniform, then no algorithm can dis-
tinguish X from Ug with advantage larger than ¢, that is, for all algorithms
D:S—{0,1}

|Pr[D(X)=1] - Pr[D(Us) =1]] < 6.

See [1§].

Definition 5. Let S, T be finite sets. Consider the function Ext : S — T. We
say that Ext is a deterministic (T, 8)-extractor for S if Ext(Ug) is 6-uniform

on T. That means
A(Ext(Us), Ur) < 6.

In the case that T = {0,1}*, we say Ext is a §-deterministic extractor for S.

In this paper we consider deterministic (IFy, 6)-extractors. Observe that, con-
verting random elements of F, into random bit strings is a relatively easy prob-
lem. For instance, one can represent an element of F, by a number in Z, and
convert this number to a bit-string of a length equal or very close to the bit
length of ¢ (e.g. see [13]). Furthermore, if ¢ is close to a power of 2, that is,
0 < (2" —q)/2" < 6 for a small 6, then the uniform element U, is statistically
close to n uniformly random bits. The following simple lemma is a well-known
result (the proof can be found, for instance, in [3]).

Lemma 1. Under the condition that 0 < (2" —q)/2™ < 8, the statistical distance
between Uy, and Uan is bounded from above by 6.
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3 Extractors for Jacobian

In this section we propose two extractors for the Jacobian of a hyperelliptic curve
of genus 2 in odd characteristic. Then we analyse them.

We recall that H is an imaginary hyperelliptic curve of genus 2 defined over
F,, for odd ¢, and J(F,) is the Jacobian of H over F,. The hyperelliptic curve
H has a plane model of the form y? = f(x), where f is a monic square-free
polynomial of degree 5 (see equation ().

3.1 Sum Extractor for Jacobian

Definition 6. The sum extractor SEJ for the Jacobian of H over Iy is defined
as the function SEJ : J(F,) — F, by

S xp if D=3 | Pi—1Px, 1 <7 <2

SEJ(D) = {0 if D=0.

Remark 1. By using Mumford’s representation for the points of J(IF,), the func-
tion SEJ is defined as

—uy if D = [2% + u1x + ug, v17 + vol,
SEJ(D) =4 —wug if D =[x+ ug,vo],
0 if D=[1,0].
The following theorem gives the estimates for #SEJ~!(a), for all a in F,. In

Subsection [3:3] we use the result of this theorem to analyse the extractor SEJ.
We give a proof of Theorem [2]in Section [l

Theorem 2. For all a € Fy,

|#SEJ" (a) —q| <8y/g+1

and
|#SEI7(0) — (¢+ 1) < 8y/g+ 1.

3.2 Product Extractor for Jacobian

Definition 7. The product extractor PEJ for the Jacobian of H over F, is de-
fined as the function PEJ : J(F,) — Fy, by

[ zp, if D=3 P —1Px,1<7r<2

PEND) = { 0 if D=0.

Remark 2. By using Mumford’s representation for the points of J(Fy), the func-
tion PEJ is defined as
Ug if D= [2? 4wz + uo, v1z + vo),
PEJ(D) = —wug if D = [z + uop,vo],
0 if D=[1,0].
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The next theorem shows the estimates for #PEJ~!(b), for all b in F,,.

Theorem 3. Let b € F}. Let Iy = {z € F} : f1 = 22, fa = zf4}. Then

8\/q +3 @fjb 7é(L
|#PEJ'(b) — q| < 6\/q+3 if fo=0 and b ¢ Iy,
q+4yq if fo=0 and b € I;.
For b =0,
|#PEJT1(0) — (eq +1)| < dey/q,
where e = #{(z,y) € H({F,) : x = 0}.

3.3 Analysis of the Extractors

In this subsection we show that provided the divisor D is chosen uniformly at
random in J(F,), the element extracted from the divisor D by SEJ or PEJ is
indistinguishable from a uniformly random element in F,,.

Let 4 be a F,-valued random variable that is defined as

A=SEJ(D), for Degr J(F,).

Proposition 1. The random variable A is statistically close to the uniform ran-

dom variable Uy, .

A4, Us,) = 0(\}(1).

Proof. Let a € F,. For the uniform random variable Ur , Pr[Ur, = a] = 1/q.
Also for the [Fy-valued random variable 4,

_ #SEJ ()
O OH#IEF,)

The genus of H is 2, so by Hasse-Weil’s Theorem we have
(Va— 1" < #J(Fy) < (Vg+1)"

Theorem [Z gives the bound for #SEJ~!(a), for all a € F,. Hence

Pr[A = d

A(4,Ur,) :; > |Prla = a] - Pr[Up, = a|
a€l,
1 #SEJ ' (a) 1’
2 ZF: #J(F) g
:|q#SEJ—1(0) — #J(Fy)| Yy lg#SEI " (a) — #J(F,)|
2q#J (Fy) 2q#.J(F,) '

acly
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Then
12 —4 4./q — 1 —1)(12 -5 4./ —1
A4, Us,) S( av/q—4q+4y/q—1)+ (g )i 4/q —5¢ +4y/q — 1)
2q(v/q—1)
124\ =5¢+4/g _ 6+€(q)
2(y/q - 1)* Vi

where €(q) = 43%;55;3*;/11%?. If ¢ > 570, then e(q) < 1. 0
Corollary 1. SEJ is a deterministic (Fy, O( \}q))—emtmctor for J(Fy).
Proof. Proposition [l concludes the proof of this corollary. |

Corollary 2. PEJ is a deterministic (Fq, O( \}q))—extmctor for J(Fy).

Proof. The result of Theorem [3 implies the proof of this corollary. O

4 Proofs of Theorems [2] and

In this section we give the proofs of Theorems 2l and [8l In other words, we are
going to count the cardinalities of #SEJ~!(a), #PEJ"!(b), for all a,b € F,. In
Subsection [l we recall some notes on the Jacobian of H over F,. We give the
proof of Theorem [2lin Subsection £:2l Then, we sketch the proof of Theorem [3]
in Subsection

4.1 Notes on the Jacobian of H over [,

We recall from Section [l that J(IF,) is the Jacobian of H over F,. We partition
J(Fq) as J(Fy) = Jo U J1 U Ja, where Jy = {O} and J,, for r = 1,2 is defined as

J,={D € J(F,): D = [u(z), v(x)], deg(u) = r}.

Recall that O is represented by [1,0].

Note that D is defined over F,, that means for all automorphisms ¢ in the
Galois group of F,, ¢(D) = D.

Let D € Jy, then D = P — P, where P = (zp,yp) € H(F,). The Mumford’s
representation for D is [x — xp,yp].

Let D € J;, then D = P4+ @Q — 2P, where P, # Py and P # —Q. The
divisor D is represented by [u(z),v(z)], such that u(z) = (z — 2p)(z — 2q)
and v is the line through P and Q. Since D is defined over F,, then ¢(D) =
O(P)+ ¢(Q) —2¢(P~) = D, where ¢ is the Frobenius map. There are two cases
for D.

— Suppose ¢(P) = P. Since ¢(D) = D, then ¢(Q) = Q. Thus P, Q € H(F,).
That means

D:P+Q_2PoovPvQEH(]Fq)vpvQ?éPooa-P#_Q

In this case the polynomial u is reducible over F,.
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— Suppose ¢(P) # P. Since ¢(D) = D, so ¢(P) = @ and ¢(Q) = P. Then
¢(¢(P)) = P. Hence P € H(F,2). That means

D =P+ ¢(P)~2Px, P € H(Fz2), P # Po,$(P) # %P.

In this case the polynomial u is irreducible over F,.

Let
:{(PaQ)P7QeH(]Fq)7 PaQ#PDOaQ#_P}7

J? ={(P,¢(P)): P € H(F ), P # Ps, $(P) # —P}.
Lemma 2. Let o : J — Jo be the map defined by
o(P,Q)=P+Q—2P,
and let 04 : J® — Jo be the map defined by
0s(P,¢p(P)) = P+ ¢(P) — 2Px.
Then #0 (D) + #0, (D) = 2, for all D € J,.
Proof. Let D € Jy. Then we have the following cases.

1. Assume D = P+ Q — 2P, such that P,Q € H(F,), P, # P and Q) # P.

Clearly o=1(D) = {(P,Q),(Q, P)} and 0, (D) = 0.
2. Assume D = P+¢(P)— 2Poo,suchthatP€H(]F 2), P # Py and ¢(P) # P.
(

Clearly (D) = 0 and o, (D) = {(P,6(P)), (4(P), P)}.
3. Assume D = 2P — 2P, Where P e H(F,), P # Px. It is easy to see that

o N (D) = 0,1 (D) = {(P, P)}. O

4.2 Proof of Theorem

For the proof of Theorem 2] we need several propositions. First, by Proposition[2]
we transform our problem to the problem of computing sum of the cardinalities
of corresponding sets in Definition Bl Second, in proposition[3 we give a formula
for this sum in terms of the cardinalities of some curves. Finally, by using Hasse-
Weil Theorem, we obtain tight estimates for #SEJ~!(a), for all a € F,.

Definition 8. Let a € F,. Define

Y. ={(P,Q): P,Q € H(F,), zp + z¢ = a},
20 ={(P,¢(P)): Pe H(F.), vp +z4p) = a}.

Proposition 2. For all a € Fg,

$X, + #T9
2

#(SEI" Y (a) N o) = —1.
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Proof. Let a € Fy. Let S, = 0~ Y(SEJ"1(a) N J3) and S = 0;1(SEJ_1(a) N Jo)
(see Lemma ). Then X, = S, U&, and Y?¢ = S? U E?, where &, = {(P,Q) :
(P.Q) € %4,Q = —P} and £ = {(P,6(P)) : (P.o(P)) € 5¢,0(P) = ~P}.
Since S, and &, are disjoint, so #X, = #S,+#&,. Similarly, #X9 = #SP+#E?.

Assume (P, —P) is a point of & or £2, then xp = §. Obviously P is a point
of H(F,) or H(Fg). Suppose f(5) = 0. Then P € H(F;) and P = —P. That
means &, = £ = {(P, P)}. Now, suppose f(3)#0.So P # —P.1f P € H(F,),
then & = {(P,—P), (=P, P)} and £ = . Otherwise, P is a point of H(F,).
Thus ¢(P) = —P. Hence &, = () and £ = {(P,—P), (=P, P)}. In other words

H#Eo + H#HEL =2.
Lemma ] implies that #S, + #S? = 2#(SEJ~!(a) N J2). That concludes the
proof of this proposition. ([

Proposition [ gives the estimate for the cardinality of SEJ™!(a), for a € Fy, in
terms of the sum of the cardinalities of X, and X¢. Now, we are dealing to
have a tight estimate for #X, + #X9, for all a € F,. In order to do that, we
define a curve X,, for a € F,. Then, in Proposition [ we give a formula for
#3,+#X? in terms of the cardinalities of H(F,) and X, (F,). After that, using
the Hasse-Weil’s Theorem, we obtain a tight estimate for #5, + #X9.

The hyperellitic curve H has the plane model defined by

y? = f(x) :H(X_/\i)’ 2)

where \; are pairwise distinct elements of Fy,. (see equation (). Define the two-
variable polynomial @ € F,[x¢,x1] as $(x0,%x1) = f(x0)f(x1). Clearly @ is a
symmetric polynomial. Let a = xg + x; and b = x¢x;. Then from equation (2,
we obtain

5 5
D(xo,x1) = [ (%0 = M) (x1 = Ai)) = [ [ (xox1 — Xilxo +x1) + A7)

i=1 i=1
Define the two-variable polynomial ¥ in Fy[a, b] by

5
#(a.b) = [[(b - ha+ ). (3)

i=1

For a € Fy, let X, be the affine curve defined over Iy, by the equation
y* =¥a(b) = ¥(a,b). (4)
Proposition 3. Let a € F,. Then
#Z0 + #50 = 24+ H(Fy) + #Xa(Fy) — ¢ — 1).

Proof. See Proposition 12 O
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Clearly the affine curve &, is absolutely irreducible, for all a € F,. The curve X,
is nonsingular for almost all a € IF,. Furthermore, the genus of the nonsingular
model of X, is at most 2. By using the Hasse-Weil’s bound for the nonsingular
model of X, we obtain an estimate for #X, (F,).

Proposition 4. For all a € Fy,

[#Xa(Fg) — ql < 4V/q.
Proof. See Subsection [B.1l O

Proof (Theorem[3d). Let a € F,. Proposition 2l shows that

L(SET " (a) N Jp) = 70 s #20 )

From Proposition [3 we have
# T+ #27 = 2(#H(Fy) + #Xa(Fy) —q — 1).
Then by using Hasse-Weil’s bound for H we obtain
[#H(Fy) —q—1] < 4y/q.

Furthermore, from Proposition @l we have

|[#Xa(Fq) — q <4v/qg.
Hence
|#(SEJ71(a) NJ2) —q| <8/

Clearly #(SEJ"1(a)NJ;) equals 0,1 or 2. If @ = 0, then #(SEJ~*(a)NJy) equals
1, otherwise equals 0. So the proof of Theorem 2] is completed. |

4.3 Proof of Theorem

The proof of Theorem Blis similar to the proof of Theorem [l First, in Proposition

Bl we give the estimate for the cardinality of PEJ~1(b), for b € [y, in terms of

the sum of the cardinalities of I, and H;f. Second, in Proposition [@, we give a
relation between #X, +#X¢ and the cardinalities of H(F,) and X, (F,). Finally,
Hasse-Weil Theorem concludes the proof of Theorem [3

Definition 9. Let b € F}. Define
Hb = {(PaQ) : PaQ S HOFQ)’ TpPIQ :b}7
I = {(P,¢(P)) : P € H(F), xprypy = b}.
Proposition 5. For all b € Fy,

[
R L FA T A

where 1, equals the number of square roots of b in .
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Proof. The proof of this proposition is similar to the proof of Proposition 2l So
we leave it for the interested reader. O

Consider the polynomial ¥ € F,[a, b] defined by the equation ([B]). Let A; be the
affine curve defined over Iy, by the equation

5

v =W(a) = [J(0 - na+ D), (5)
=1

for b € F.
Proposition 6. Let b € Fy. Then

#1Dy + 11 = 2#H (Fy) + #X,(F) — q — ),
where e = #{(z,y) € H({F,) : x = 0}.
Proof. The proof of this proposition is similar to the proof of Proposition B [

The affine curve X} is absolutely irreducible and nomnsingular, for almost all
b € F,. In fact the curve A} is reducible if and only if A\; = 0, for some ¢, and
b e Iy, where Iy = {z € F; : f1 = 2%, fo = zf4}. Provided the curve X is
absolutely irreducible, the genus of the nonsingular model of A} is at most 2.
Then Hasse-Weil’s Theorem gives the estimates for # X, (F,).

Proposition 7. Let b € F,. Then

[#X(Fy) — gl <{ 2/q  if fo=0 and b ¢ Iy,
q if fo=0andbe Iy.
Proof. See Subsection [B:21 O

Proof (Theorem[3). Let b € F;. Proposition [o] shows that

[
R LR AT A

where 7, equals the number of square roots of b in F,. It is easy to see that
0 < #(PEJL(b) N J1) <2 and #(PEJ~1(b) N Jy) = 0. So
1, + 11 — 24

[#PEIH(b) —q| < )

+ 2.
From Proposition [0, we have
H#1ly +#11) = 2(#H (Fy) + #X,(Fy) —q —e),

where e is the number of points on H (F,) whose abscissa equals zero. Note that
0 <e < 2. Hence

#I, + H#II) — 29| < 2 |[#H (Fy) + #X(F,) — 2 — 1] + 2.
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Hasse-Weil’s Theorem gives the bound for #H (F,). Then Proposition [7 con-
cludes the proof of Theorem [ for all b € F}.

Now assume that b = 0. It is easy to see #PEJ ™ (0) = e#H (F,) —e+ 1, where
e equals the number of points of H(FF,;) whose abscissa equals zero. So the proof
of Theorem Bl is completed. (I

5 Extractors for Kummer Surface

Consider the hyperelliptic curve H that is defined in equation (). Let & be the
Kummer surface related to J(F,) (Jacobian of H over F,). We recall that each
point of J(F,) can be uniquely represented by at most 2 points on H. Then there
is a map

K J(Fq) — K(Fy)

P+Q—-2Py+—(l:a:b:¢)
P—Py+——(0:1:2p:2%)
Or— (0:0:0:1),

where a = zp + 2g, b = rpxg and

B(a,b) —2ypyo

_ (zp — Q)2 fP#Q
C(a,b) B
4y, if P=0Q,

with _

B(a,b) = ab® + fsab+ fra + 2f4b* + 2f2b + 2fo,
C(a,b) = C(1,a,b).

5.1 Sum Extractor for Kummer Surface

In this subsection we define the sum extractor SEK for the Kummer surface /.
Then we define the sum extractor SEKJ as the restriction of SEK to the image of
k. We briefly mention the analysis of these extractors.

Definition 10. The sum extractor SEK for the Kummer surface K is defined as
the function SEK : K(F,) — Fy, by

ko .
b U RAO,
SEK(k12k22k3:k4): k'S .
ki =0,k
ko if k1=20,ko #0,

0  otherwise.

The following theorem gives the estimates for #SEK~! (a), for all a in F,. By using
the result of this theorem, one can show that SEK is a deterministic (Fy, O( \}q))—

extractor for IC(IFy).
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Theorem 4. For all a € Fy,

[#SEK™!(a) —gq| <4v/q
and
[#SEK™1(0) — (¢ +1)| < 4y/a.
Proof. Note that each point on K can be pulled back to the Jacobian of H or to
the Jacobian of the quadratic twist of H. Furthermore, the map xis 2 : 1 on all
points except the points of order 2 in the Jacobian of H where it is 1 : 1. Then,
the proof of Theorem [2] and the application of that proof for the sum extractor

for the Jacobian of the quadratic twist of H conclude the proof of this Theorem.
O

The scalar multiplication on x(J(IF,)) could be used for a variant of Diffie-
Hellman protocol on this set. For instance, consider the case that J(IF,) is a
cyclic group with generator Dy. Then k(D) is the generator of x(J(F,)). That
brings us to define the following extractor for this set.

Definition 11. The sum extractor SEKJ for k(J(Fy)), is defined as the restric-
tion of the extractor SEK to k(J(Fy)).

The following theorem shows that #SEJ™!(a) = 2#SEKJ !(a), for almost all
a € F;. One can show that SEKJ is a deterministic (Fq,O(\}q))—extractor for

k(J(Fq)) (see Subsection B3)).
Proposition 8. For all a € Fy,
_ #SEJ Ya) +d,
9 )
where d, is the number of two torsion points of J(F,) in SEJ™'(a).

#SEKI ! (a)

Proof. The fact that the map « is 2 : 1 on all points except the points of order 2
in the Jacobian of H where it is 1 : 1, concludes the proof of this proposition. [J

Remark 3. Tt is easy to see that 0 < d, < 3 and Zaqu
two torsion points of J(F,), which is bounded by 16.

d, equals the number of

5.2 Product Extractor for Kummer Surface

In this subsection we define the product extractor PEK for the K. We briefly
mention the analysis of this extractor.

Definition 12. The product extractor PEK for the Kummer surface K is defined
as the function PEK : K(Fy) — F,, by

ks
kj if k1 #0,
L e D B .
PEK(h1 + Ky : ks + Fa) b R=0k#0,

0  otherwise.
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The next theorem gives the estimates for #PEK~!(b), for all b in F,. The result of

this theorem implies that PEK is a deterministic (F,, O( \}q))—extractor for K(Fy).

Theorem 5. Let b € Fy. Let Iy = {z € F} : f1 = 22, fa = 2fa}. Then

[#PEK"'(b) —q| << 2y/g+1 if fo=0andb ¢ Iy,
q—1 if fo=0andbec Iy.

Furthermore, one can define the product extractor PEKJ for k(J(F,)) as the
restriction of the extractor PEK to x(J(F,)).

6 Conclusion

We propose the sum and product extractors, SEJ and PEJ, for J(Fy), the Jacobian
of a genus 2 hyperelliptic curve H over F,. We show that the outputs of these
extractors, for a given uniformly random point of J(F,), are statistically close
to a uniformly random variable in F,. To show the latter we need some bounds
on the cardinalities of SEJ™!(a) and PEJ™!(b), for all a,b € F,. To have these
estimates, we introduce some corresponding problems. In new problems, we are
looking for bounds on the cardinality of some curves. We give our estimates in
Theorems 2 and [ using Hasse-Weil Theorem.

Thanks to the Kummer surface IC, that is associated to the Jacobian of H over
F,, we propose the sum and product extractors, SEK and PEK, for IC(F,). These
extractors are the modified versions of the extractors SEJ and PEJ. Provided a
point K is chosen uniformly at random in K, the element extracted from the
point K is statistically close to a uniformly random variable in F,.

Our proposed extractors can be generalized for the Jacobian of hyperelliptic
curves of higher genus.

Acknowledgment. The author thanks to the anonymous referees for several
useful suggestions.
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Appendix
A Corresponding Problems

In this section we are dealing with computing the bounds for the cardinalities
of ¥, and X¢, for a € F, (see Definition {). We reconsider Definition B related
to an affine curve with an arbitrary genus. In particular, the sum of X, and X¢
are related to subsets of points of the Jacobian of a genus 2 hyperelliptic (see
Proposition [2]).

Let C be an affine curve that is defined over F, by the equation
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where f(x) € Fy[z] is a monic polynomial of a positive degree d. Let a € F,. We

recall that
E”‘ = {(PaQ) : P7Q EC(FQ), $P—|—xQ :a}7

20 ={(P,¢(P)): P€C(Fp), xp+z4p) = a}.

Note that we reconsider Definition [§] that is now related to the affine curve C.

A.1 Cardinality of X,

For an element a € F,, the set X, includes the ordered pairs of points on C(F,),
such that the sum of their abscissas equals a.
Let C, be the affine curve defined over F, by the equation

22 = fu(x) = f(a - ).

Let C} be the affine curve over F,, that is defined by the following equation.

w? = f(x) = f(x)f(a - x).

The next proposition gives a formula for the cardinality of X, in terms of the
numbers of F,-rational points of curves C and C;.

Lemma 3. Define
T, = {(P,Q): P € C(F,),Q € CulF,), op = 10}
Then #T, = #5,.
Proof. Clearly ((z,y),(2',y’)) € T if and only if ((x,y),(a —2',y")) € Xy O

Lemma 4. Define the function mr, : T, — Fy by wr, (P, Q) = xp. Define the
projection map wc : C(Fy) — Fy by me(P) = xp. Similarly define the projection
maps mc, and mcs, for the curves Cq, C;. Then

e () + #re ! (@) + #rg () = 2+ #ap (2),
for all z € F,.

Proof. Define m(x) = #Wil (z) and r(z) = #m; ' (z) + #ﬂ'gal(ax) + #71'5;1(33), for
x € F,. We shall prove that r(z) = 2 +m(z), for all x € F,.

Let € Fy. Let X1, = 77, (T5). First we assume that € X7, and f(z) # 0.
Then there exist points P = (z,y) € C(F,) and Q = (x,2) € Co(Fy). Let R =
(z,w), where w = yz. So R is a point on C} (F,). Note that y, z and w are nonzero
elements in Fy. So —P = (z,—y) # P, also —Q # @ and —R # R. Then it is
easy to see that 7, ' (z) = {P, — P}, ﬂgal(ac) ={Q,—Q} and 7TC_;1 (x) ={R,—R}.
So r(z) = 6. Also 7' (z) = {(P,Q),(P,—Q),(—P,Q), (—P,—Q)}. That means
m(x) = 4.

Second we assume that © € F, \ X7, and fZ(z) # 0. Since = ¢ Xr,, then
m'(z) = 0 and m(z) = 0. If there exist a point P = (z,y) € C(F,) then
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mo'(z) = {P,—P} and ﬂgal(x) = (), since x ¢ Xr,. Also ngl(x) = (), since if
there exist a point R = (z,w) € C}(F,), then (z,w/y) € Cq(Fy), which contra-
dicts the assumption that = ¢ X, . Hence r(x) = 2. Similarly if there exist a
point @ = (z,2) € Cq(FFy), then Wc_nl(ac) ={Q,-Q} and ;' (z) = Fc_;l(l') = 0.
That means r(z) = 2. Therefore assume that there do not exist points on C(F,)
or Co(F,), with the abscissa equals x. So f(x) and f,(z) are not squared in
F,. Hence fr(x) is a squared in F,. Let w be the square root of f¥(x). Then
R = (z,z) € C:(F,). Therefore Wc_él(l‘) = {R,—R} and ;' (z) = Wc_al(x) = 0.
Thus r(z) = 2.

Third we assume that z € Xp, and f;(z) = 0. So ngl(ac) = {Py}, where
Py = (x,0). Since f*(z) = 0, then f(x) = 0 or f,(z) = 0. If both of f(z) and
fa(x) are zero, then 7, ! (z) = ﬂgal(x) = {Py}. Also ' (z) = {(Py, Po)}. Hence
in this case r(x) = 3 and m(z) = 1. If f(z) = 0, but f,(x) # 0, then there
exist a point Q = (z,z) € Cq(F,), where z # 0. Hence n;'(z) = {P} and
7Tc_al (z) = {Q,—Q}. Also 7. (z) = {(Py, Q), (Py, —Q)}. Therefore r(x) = 4 and
m(z) = 2. Similarly in the case that f(z) # 0 and fe(z) = 0, r(z) = 4 and
m(z) = 2.

Finally we assume that z € Fy \ X, and f;(z) = 0. So ﬂc_;(x) ={R}. If
f(x) =0, then 7, ' (z) = {Po} but Wgal (z) = 0, since * ¢ Xr,. Hence r(z) = 2
and m(z) = 0. If fo(x) = 0, then ng(x) = () and Wgal(x) = {Py}. Therefore
r(z) =m(x) +2, for all z € Fy. O

Proposition 9. For all a € Fg,
#Xa = 2#C(Fq) + #C;(Fq) — 2¢.

Proof. From Lemma [l we have

#C(Fy) + #Ca(Fg) + #C (Fy) = Y (#np ' (2) + #m5 ) () + #mg ()

z€F,

= Y @+ #np)(2) = 20+ #To.

zelF,

From Lemma [B we have #T, = #X,. Since #C(F;) = #Co(F,), so the proof of
this proposition is finished. (I

A.2 Cardinality of Z’l‘f
For a € F,, let C/ be the affine curve that is defined by the equation

y2 =F,(x) = f(a+xt)f(a —xt).

Remark 4. The affine curve C, for a € Fy, is defined over F, (see [§]). Further-
more,

#Cé(Fq) = #{P € C(qu) rrp=a-+xt, 1 € ]Fq}.
Theorem [ in [§] gives the bound for #C.(F,).
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Proposition 10. #X¢ = #C’g (Fy), for all a € Fy.

Proof. Let P € C(F,2), where zp = xo + 1t and xo,x; € F,. Since t9 = —t,
S0 2p + Tg(p) = 2xo. That means (P, ¢(P)) € X¢ if and only if 2y = §. Then
Remark [ concludes the proof of this proposition. O

A.3 On the Sum of #X, and #Eg’

In the proof of Theorem Bl (Subsection f.2), we are dealing to have a tight
estimate for #X, + #X¢, for all a € FF,. Following the result of Propositions
and [0, one can obtain separate estimates for #X, and #X¢. Then add them
together to have an estimate for #X, + #X9, for a € F,. But this estimate is
not tight. Using the result of Proposition T2, we give a tight estimate for it. For
the proof of Proposition [I2] we need several lemmas.

We recall some details from Subsection .21 The two-variable polynomial @ in
F,[x0,x1] is defined as &(xg,x1) = f(x0)f(x1). Furthermore, the two-variable
polynomial ¥ in Fy[a, b] is defined by

d
¥(a,b) = [[(b—Na+A),
i=1

where A; are roots of f in F,. For a € IFy, the affine curve X, is defined over F,,
by the equation
y® = ¥a(b) = ¥(a,b).

Lemma 5. Define the map p:Ci(F,) — F, by

pz,y) = z(a — x).

Let b € Fy. Assume p~t(b) # 0. Let (z,y) € p~(b). Then

1, ife =735 and y =0,

#p b)) =S 2, ifz= 5 andy#0orx# 5 andy=0,

4, otherwise.
Proof. Let (x,y) € p~'(b). It is obvious that (z,y) € p~'(b) if and only if
(x,—y) € p~1(b). Furthermore x is a root of polynomial 7(x) = x? — ax +b. [
Lemma 6. Define the map o : C’g (Fy) — Fy by

a2

Q($7y): 4 _a'rQ'

Let b € Fy. Assume o~ '(b) # 0. Let (z,y) € 0~ (b). Then
1, ifx =0 and y =0,
#o7'(0) =X 2, ifr=0andy#0 orxz#0 andy=0,

4, otherwise.
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Proof. Let (x,y) € o0~ '(b). It is obvious that (z,y) € o~ '(b) if and only if
(x,—y) € 0~ 1(b). Furthermore z is a root of polynomial 7(x) = ax? — ‘f +b.
Thus (z,y) € 0~ '(b) if and only if (—z,y) € o~ *(b). O

Lemma 7. Define the projection map m: X,(Fq) — Fy by w(b,y) = b. Then

#p7H(b) + #o ™ (b) = 247 (b),

for all b e IFy.

Proof. Let b € Fy, such that m=1(b) # 0. So there exist a point (b,y) € X,(F,).
Hence y? = W,(b) = ¥(a,b). If y = 0, then 7=(b) = {(b,0)}. So #7x~1(b) = 1.
If y # 0, then 71(b) = {(b,y), (b, —y)}. Hence #n~1(b) = 2. Consider the
polynomials 7,7 € F,[x], that are defined as 7(x) = x> — ax + b and 7(x) =
ax? — ‘f +b. Let D be the discriminant of 7, that is D = a? — 4b. Then aD is
the discriminant of 7. We explain in three cases for D.

First, assume D = 0. Hence ¢ is the multiple root of 7. Since y? = ¥(a,b),
then y? = (5, %) = (f($))% Thus (§,y) € C;(F,) and (0,y) € C’; (Fy). Since

D =0, then b = ‘f, so (%,y) € p~1(b) and (0,y) € o~ *(b). From Lemmas [ and
B if y = 0, then #p~'(b) = #0~ ' (b) = 1, else #p~ ' (b) = #0 ' (b) = 2.

Second, assume D is a square in Fy. So 7 is reducible in F[x]. Let zo,z1 be
the distinct roots of 7 in F,,. Then zo +z1 = a and zoz1 = b. Since y* = ¥(a, b),
then y? = &(xg,z1) = f(x0)f(z1). Thus (xo,y) and (z1,y) are points of C}(F,)
and p~1(b). From Lemma [ if y = 0, then #p~1(b) = 2, else p~1(b) = 4, since
ro and x1 do not equal 3. Since D is a square in F; and « is a non-square in Fy,
then oD, the discriminant of 7, is a non-square in ;. That means 7(x) has no
root in Fy. So o~ 1(b) = 0.

Third, assume D is a non-square in F,. Hence 7(x) has no root in F,. So
p~'(b) = 0. Also aD is a square in ;. Thus 7 is reducible in Fy[x]. Let xo, z1 be

the distinct roots of 7 in IF. Clearly z9 = —x; and zoz1 = —fl. Let 20 = § +xot
and z; = § + x1t. Then 29 + 21 = a and 2921 = b. Since y? = ¥(a,b), then
y? = (20, 21) = f(20)f(21). So y* = Fa (x9) = Fa (21). Thus (x9,y) and (21,y)
are points of C’g (F,) and o~ '(b). From Lemma[@] if y = 0, then #0~'(b) = 2,
else p~1(b) = 4, since z¢ and x1 do not equal 0.

Now, let b € F,, such that 7=1(b) = 0. Then p~'(b) = o~ '(b) = 0. Since if
(z,y) € p~1(b), then z(a — ) = b and (z,y) € C:(F,). So y* = f(z)f(a — ).
Then y? = &(z,a — x) = ¥(a,b) = ¥,(b). Thus (b,y) € X,(F,), which is a
contradiction. Also if (z,y) € o~ 1(b), then ”42 —az? = band (z,y) € C (Fy).
Hence y? = f(§ +at)f(% — xt). Then y? = &(§ + xt, § — xt) = ¥(a,b) = Ya(b).
Thus (b,y) € X, (F,), which is a contradiction. O

Proposition 11. #C}(F,) + #C’g (Fy) = 2#X,(F,), for all a € Fy,.
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Proof. Let a € F,. From Lemma [ #p~'(b) + #0 () = 2#7w(b), for all
b € Fy. Then

HCH(Fy) +#Cu(By) = > #p ')+ Y #07(D)

beF, beF,
=D 21 (b) = 24 Xa(Fy).
beF,
O
Proposition 12. Let a € F,. Then
# 0+ #27 = 2#C(Fy) + #Xa(Fy) — ).
Proof. Propositions [0 [[0 and [Tl conclude the proof of this proposition. a

B Proofs of Propositions

In this section we prove Propositions [ and [

B.1 Proof of Proposition @

Proof (Proposition[f). Clearly the affine curve X, is absolutely irreducible for all
a € F,. The affine curve &, may be singular. Let o; ; = A; + A;, for all integers
i,7 such that 1 <7 < j < 5. Let s, be the number of ¢; ; that are equal to a.
Then the polynomial ¥, (b) has s, double roots, since \; are pairwise distinct.
That means X, has s, singular points. Note that 0 < s, < 2. If s, = 0, then
X, is is an absolutely nonsingular affine curve of genus 2. In fact, the genus of
the nonsingular model of X, equals 2 — s,. By using Hasse-Weil bound for the
nonsingular model of X, we obtain

|#Xa(Fq) - (J‘ <2(2- Sa)\/q + 80 < 4\/(]~

So the proof of this proposition is completed. ([

B.2 Proof of Proposition [7]

Proof (Proposition[7). Let b € F,. Let 6, ; = \;\;, for all integers ¢, j such that
1 <i < j <5 Let sy be the number of §;; that are equal to b. Then the
polynomial ¥, (a) has s, double roots, since \; are pairwise distinct.

If f(0) # 0, then A\; # 0, for all integer 0 < ¢ < 5. Then the degree of ¥(a)
equals 5. So the affine curve A} is absolutely irreducible for all b € F,. Since
U, (a) has s, double root, thus A} has s;, singular points. In fact, the genus of
the nonsingular model of A} equals 2 — s,. By using Hasse-Weil bound for the
the number of F,-rational points of the nonsingular model of X}, we obtain

[#X(Fq) —ql <2(2—s)v/q+s6 <4y/4g.
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If f£(0) = 0, then there exists an integer 7 such that \; = 0. If b = 0, clearly
#X,(F,) = q. Now assume that b # 0. Then the degree of ¥;(a) equals 4. In this
case, one could show that, s, = 2 if and only if b € Iy. If s, = 2, then ¥(a) is
square, so the affine curve A} is reducible. Hence we have only the trivial bound
for #X,(F,), that is

|#Xp(Fq) — gl < q.

Otherwise s, < 1. So ¥,(a) is a non-square. Hence the affine curve X}, is abso-
lutely irreducible. Furthermore A} has s, singular points and the genus of the
nonsingular model of A}, equals 1 — s,. By using Hasse-Weil bound we obtain

[#X(Fq) —ql <2(1 —s)v/q+ s6 < 24/4.

So the proof of this proposition is finished. O
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