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Introduction

The scope of this study was to examine ICT telenieeiinnovations and potentialities in web-
portals, intranet services and tele-radiology tepiespectively, in order to design, develop and,
possibly, realize apposite telemedicine systemssahdions for healthcare and in particular for the
hospitals. ICT techniques and technologies are daws applied in every area of our common
living from work places to our homes, our free-tjraehools, universities and so on. Technology is
full pervasive our lives, spaces and times. Teabmpohas a cost, even in terms of maintenance; to
maintain the drive for producing and marketing neehnologies, the elder lower their prices
allowing also the realization of low cost infragttures even in less industrialized countries.
Technology has a wide range of products and sesvioeering and supporting industry, education,
business and healthcare. The healthcare servideseafby hospitals are heavily supported by
technologies and, behind them, by a wide reseantiib ICT and biomedical sciences. Thanks to
these advances telemedicine is not more consideredimera or only speculation, but is now
becoming a fundamental part of services offeredhbgpitals and healthcare structures. The
healthcare management, the doctors and the comneoplep are now experimenting how
telemedicine is an added value to all the servidised in terms of the quality of care, the patien
follow up, the early diagnose and treatment of plaities and diseases.

Biomedical engineers are the first actors and fatexs that a healthcare staff may consult in order
to study, develop and implement telemedicine sesvicBut to propose, study and realize
telemedicine systems is important an all-inclusngon approach. In fact telemedicine needs in
fact a multidisciplinary approach forcing medictdfsto welcome the technology change meaning
a radical shift of their typical activities in talg care of patients. On the other side the tectumsci
(i.e. bioengineering researchers and technicaf) stafildn’t even design a telemedicine solution
without the continuous support (and often compreindf the actual users, i.e. medical or clinician
staff.

Beyond these “border problems”, emerging in alluaibns where people with different
competencies and cultural background try to codperen my research study an attempt is
presented of an all-inclusive approach to telemeédigroblems and challenges in particular
studying, developing and proposing ICT methods &atinologies in the above mentioned three
areas of interest:

* innovative healthcare and telemedicine-ready habkpitebsite or portal design and
development;

» analysis and study of models for the realizationintfanet healthcare services to enhance
both quality of care and the management of heakhgarsonnel evaluation;

» tele-radiology and some of its actual new perspestas the study and the evaluation of the
“mobile” tele-radiology approach using commercailets (and what it could mean).

Chapter 1 and 2 deals with a general discussiotel@medicine and tele-radiology, presenting
some definitions and the context of the topicshaf hext chapters. In chapter 3 there is a list of
telemedicine studies and projects proposed foritadspvith a presentation of the state of the &rt o
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some technologies and solutions proposed. | ppatied to all the discussed projects proposing ICT
innovative methods and solutions. Chapters 4, 5 Gnate the core of the thesis presenting
objectives, problems, methodologies and innovatiprgposed as well as results obtained in
telemedicine oriented web-portals, hospital-inttaapplications and services, mobile tele-radiology
issues respectively. Conclusions and final conatiters chapter closes this work with some final
reflections about the obtained results and teleceeli



Chapter 1
Telemedicine

“Telemedicine is the use of telecommunication amfdrmation technologies in order to provide
clinical health care at a distance. It helps elatendistance barriers and can improve access to
medical services that would often not be consistemtailable in distant rural communities. It is
also used to save lives in critical care and enmgesituations”. This is a definition of
telemedicine as found on ATA (American Telemedicissociation) web site [W1]. Telemedicine
is essentially a product of 20th century informatend communication technologies (ICT) which
permit communications between patient and meditzdf with both convenience and fidelity, as
well as the transmission of medical, imaging andtienformatics data from one site to another.
Early forms of telemedicine achieved with teleph@re the tele-auscultation of the heartbeat) and
radio have been supplemented with videotelephodyareced diagnostic methods supported by
distributed client/server applications, and addiidy with tele-medical devices to support in-home
care. Other expressions similar to telemedicingladerms "tele-health” and "e-health", which are
frequently used to denote broader definitions ohot healthcare not always involving active
clinical treatments.

1.1 A definition

“Telemedicine is the use of medical information leeged from one site to another via electronic
communications to improve patients' health stat(ATA). “Tele-health” is often used to
comprehend a broader definition of remote healthdhat does not always implicate clinical
services. Videoconferencing, transmission of stihges, e-health including patient portals, remote
monitoring of vital signs, continuing medical edtica and nursing call centers are all considered
part of telemedicine and tele-health (e-health).

Products and services related to telemedicine tie® part of a larger investment by health care
institutions and companies in either informatiocht@logy or the delivery of clinical care. Even in
the reimbursement fee structure, there is usuallgistinction made between services provided on
site and those provided through telemedicine ara$timin USA, often no separate coding required
for billing of remote services.

Telemedicine includes different types of programsl aervices provided for the patient. Each
component involves different providers and conssmer

1.1.1 Telemedicine Services

» Specialist referral services typically involves@esialist assisting a general practitioner in
rendering a diagnosis. This may involve a patiesieing” a specialist over a live, remote




consult or the transmission of diagnostic image¥/@nvideo along with patient data to a

specialist for viewing later (see chapter 3). Résmveys have shown a rapid increase in
the number of specialty and subspecialty areashhae successfully used telemedicine.
Radiology continues to make the greatest use efmedlicine with thousands of images
"read" by remote providers each year. Other mapeciglty areas include: dermatology,

ophthalmology, mental health, cardiology and paifggl According to reports and studies,

almost 50 different medical subspecialties haveesssfully used telemedicine.

Patient consultations using telecommunicationsréwige medical data, which may include

audio, still or live images, between a patient arttealth professional for use in rendering a
diagnosis and treatment plan. This might origifaten a remote clinic to a physician's
office using a direct transmission link or may ue®¢ communicating over the Web (see
chapter 4).

Remote patient monitoring uses devices to remateliect and send data to a monitoring

station for interpretation. Such "home tele-headthplications might include a specific vital
sign, such as blood glucose or heart ECG, remotedardio-fetal signals (see chapter 3) or
a variety of indicators for homebound patients.ISservices can be used to supplement the
use of visiting nurses.

Medical education provides continuing medical etiocacredits for health professionals

and special medical education seminars for targgtewps in remote locations.

Consumer medical and health information includesube of the Internet for consumers to

obtain specialized health information and on-limgcdssion groups to provide peer-to-peer
support.

1.1.2 Delivery Instruments

Networked programs (at regional or wide-area leiigR tertiary care hospitals and clinics

with outlying clinics and community health centémsrural or suburban areas. The links
may use dedicated high-speed lines or the Intedoretelecommunication links between

sites. For example the number of existing telemedimetworks in the United States is
placed at roughly 200 (ATA). These programs invatlese to 2,000 medical institutions

throughout the country. Of these programs, it teveded that about half (100) are actively
providing patient care services on a daily baskse ®thers are only occasionally used for
patient care and are primarily for administrativeeducational use.

Point-to-point connections using private netwask®/PNs are used by hospitals and clinics

that deliver services directly or contract out $pkg services to independent medical
service providers at ambulatory care sites (cfptda3). Radiology, mental health and even
intensive care services are being provided undetract using telemedicine to deliver the
services.



Primary or specialty care to the home connectianglves connecting primary care

providers, specialists and home health nurses patirents over single line phone-video
systems for interactive clinical consultations.

Home to monitoring center links are used for cardpulmonary or fetal monitoring, home
care and related services that provide care temstin the home. Often normal phone lines
are used to communicate directly between the padied the center although some systems
use the Internet.

Web-based e-health patient service sites provigetdconsumer outreach and services over
the Internet. Under telemedicine, these includselsites that provide direct patient care.

1.1.3 Health information technology

Health

information technology (HIT) provides the hmella framework to describe the

comprehensive management of health information sacemmputerized systems and its secure
exchange between consumers, providers, governnmmhtgaality entities, and insurers. Health
information technology is in general increasingigwed as the most promising tool for improving
the overall quality, safety and efficiency of theatth delivery system. Broad and consistent
utilization of HIT will:

Improve health care quality;
Prevent medical errors;

Reduce health care costs;

Increase administrative efficiencies;
Decrease paperwork;

Expand access to affordable care.

Interoperable or integrated HIT will improve indivial patient care, but it will also bring many
public health benefits including:

Early detection of infectious disease outbreaks@idhe country;
Improved tracking of chronic disease managemeit; an

Evaluation of health care based on value enablatidgollection of de-identified price and
quality information that can be compared.



1.2 Relevant telemedicine services

As reported in official EU documents [B4],[B5] “Bghedicine is the provision of healthcare
services, through use of ICT, in situations whére health professional and the patient (or two
health professionals) are not in the same locattoimvolves secure transmission of medical data
and information, through text, sound, images oeoforms needed for the prevention, diagnosis,
treatment and follow-up of patients”.

Telemedicine encompasses a wide variety of servidesse most often mentioned in peer-reviews
and in scientific literature are tele-radiologyletpathology, tele-dermatology, tele-consultation,
tele-monitoring, tele-surgery and tele-ophthalmglo@ther potential services include -call-

centres/online-information centres for patientsnoge consultation/ e-visits or videoconferences
between health professionals. Health informatiorrtgb®, electronic health record systems,
electronic transmission of prescriptions or reflsrrge-prescription, e-referrals) are regarded as
telemedicine services but in particular as e-hesdtiices.

In the following sections, tele-monitoring and tedeliology services are outlined in more detail as
together they cover most of the challenges thatrelevant to the implementation of telemedicine
services in general.

1.2.1 Tele-monitoring

Tele-monitoring is a telemedicine service aimedmaiitoring the health status of patients at a
distance. Data can be collected either automagitatbugh personal health monitoring devices or
through active patient collaboration (e.g. by entgrweight or daily blood sugar level
measurements into a web-based tool). Data, onceegged and shared with relevant health
professionals, may be used to optimize the pagiembnitoring and treatment protocols.

Tele monitoring is particularly useful in the caskindividuals with chronic illnesses (such as
diabetes or chronic heart failure). Many of thes#igmts - who are often elderly people - need
regular monitoring because of the prolonged dumatib their disease, the nature of their health
condition and the drugs that they are using.

Tele-monitoring supports patients and health psifemls. Its use can allow symptoms and
abnormal health parameters to be detected ednber during a routine or emergency consultation,
and corrective measures thus to be taken before semous complications appear. It may also
result in less frequent visits to healthcare faesi thereby increasing the quality of life fottipats
and diminishing welfare spending.
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1.2.2 Tele-radiology

Tele-radiology is a telemedicine service which ines the electronic transmission of radiographic
images (x-rays, CT, MR, PET/CT, SPECT/CT, MG, USrom one geographical location to
another for the purposes of interpretation and wlteison. For this process to be implemented,
three essential components are required:

* an image sending station,
* atransmission network,
e areceiving-image review station.

Tele-radiology has developed alongside the gradhid in medical imaging from film-based to
digital-based technologies. Well structured prafess organizations and early establishment of
standards have supported this development.

The most typical implementation are two computersnected via the Internet. The computer at the
receiving end will need to have a high-quality thspscreen that has been tested and cleared for
clinical purposes. Sometimes the receiving computiirhave a printer so that images can be
printed for convenience. The tele-radiology procbksgins at the image sending station. The
radiographic image and a modem or other conneelterrequired for this first step. The image is
scanned and then sent via the network connectitretceceiving computer.

Today's high-speed broadband based Internet endiesise of new technologies for tele-
radiology: the image reviewer can now have accesdistant servers in order to view an exam.
Therefore, they do not need particular workstatibmsview the images: a standard Personal
Computer, a Digital Subscriber Line (DSL) connectior an UMTS (Universal Mobile
Telecommunication System) network are enough tchrearemote central server. No particular
software is necessary on the PC and the imagebeca@ached from wherever in the world. Tele-
radiology is the most popular use for telemedi@nd accounts for at least 50% of all telemedicine
usage.

Tele-radiology can help healthcare facilities t@ldeith with peak workloads, ensure round-the-
clock services, reduce waiting lists for specificaminations and, above all, cut costs. Tele-
radiology has some specific features:

* ltis currently the telemedicine service in the trexdvanced stage of deployment.

» Itis usually (but not always) carried out as atsourced service, on a commercial contract
basis.

* The service can be offered in a national or crassidr mode involving other EU countries
or third countries.

* It involves massively engineers and technologies.
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The most important challenge for tele-radiologytasensure that it develops in a manner that
benefits patient care and ensures overall pategetys and does not in any way reduce the quality
of radiology services provided to the citizen. Tfere, urgent action needs to be taken to obtain
legal clarity, including assurance of high qualrtypatient care.

1.3 Telemedicine: actual and future challenges

1.3.1 Effectiveness of telemedicine services

There is limited evidence of the effectiveness eost-effectiveness of telemedicine services on a
large scale. Awareness, confidence and acceptgnbedith authorities, professionals and patients
still need to be strengthened.

Various studies have demonstrated benefits of tdéecime on a small scale for patients and
healthcare systems. Commonly accepted methodolégiesssessing effectiveness, such as those
used to assess pharmaceutical products, must terfuteveloped. Health technology assessment
approach may result in a more systematic modeleroity altogether effectiveness, costs and ICT
technologies even if it can be difficult to put eegse monetary value on the factors that are
contributing to gains in effectiveness and costirggs: fewer adverse health events; fewer
prescriptions; more time spent at work or betteality of life of patients. Savings on health costs
may occur in a sector other than the sector wHezdartivestments have been made. For instance,
investment in tele-monitoring for chronic hearidae patients in the primary care sector may result
in savings in hospitals through fewer or shortesgiial stays.

The benefits of action, as well as the full conssgpes of inaction, can sometimes only be observed
over long periods of time and in a broad contexi.dbtain sustained, large-scale telemedicine

programs, it will be essential for the cost of thegrvices to be reimbursed, as shown recent US
studies and publications. However, the readinesgalth authorities' to reimburse certain types of

these services will very much depend on the outsoofeeffectiveness and cost-effectiveness

studies.

Biomedical industry players do not have the finah@apacity to engage alone in large-scale
telemedicine trials as do pharmaceutical compa@genger intervention by the public sector, fully
respecting the National or Community law on statk and public procurement, seems to be
necessary. Public-private partnerships can alsanb@strument for the deployment of large-scale
telemedicine projects.

Healthcare systems focus on meeting the needs t@nfsm Achieving telemedicine’s potential,
therefore, depends on patients being convincedsofbility to satisfy their healthcare needs.
Acceptance by patients depends crucially on acneptay the health professionals treating them,
given the high degree of trust the former placéhm latter. An important factor for ensuring the
confidence and acceptance of health professioaashanced dissemination of the evidence base
regarding the effectiveness of telemedicine sesvyitteeir safety features and user-friendliness.
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The wider deployment of telemedicine raises newcatltoncerns, in particular because of the way
in which the patient-doctor relationship is affette

Privacy and security related aspects are also ncajmponents of building trust and confidence in
telemedicine systems. The respect of rights andamental freedoms, like the fundamental rights
to private life and to the protection of personatad must be guaranteed during the collection and
processing of personal data, in particular wheatired to health. As any other transmission of
personal health-related data, telemedicine can pagsk to data protection right (in the sense that
disclosure of a medical condition or diagnosis doadlversely affect an individual's personal and
professional life). Data privacy aspects shouldspstematically assessed whenever telemedicine
services are provided.

1.3.2 Regulation and legal clearance

Although telemedicine may be an interesting optmmmany healthcare facilities, the lack of legal
clarity is an obstacle to its wider use. The panami@bjective in providing legal clarity in thisear

is to guarantee that telemedicine develops in suchanner that it benefits patient care while
ensuring privacy and the highest standards of piasi@fety. The lack of legal clarity — in particula
with regard to licensing, accreditation and regisbn of telemedicine services and professionals,
liability, reimbursement, jurisdiction — is a majchnallenge for telemedicine and, in particular, for
tele-radiology. Cross border provision of telematicservices also require legal clarification with
regard to privacy.

Only a few States in Europe have clear legal fraartksvenabling telemedicine. In some Member
States, for a medical act to be legally recognaeduch, the physical presence of the patient and
the health professional in the same place, is reduithis is a clear obstacle to the use of
telemedicine. Moreover, there are often limitatioms law or administrative practice on
reimbursement of telemedicine services.

1.3.3 Technical issues

Although some telemedicine services have existe@ fong time and most of the ICT has been in
place for a while, there are still areas wherengaai issues need to be addressed. Broadband access
and the ability of providers to enable full conméty is a prerequisite for the deployment of
telemedicine. With broadband for all, telemediata@ eventually become a public good, accessible
to all. Connectivity with all geographical areasthe EU, including rural and ultra-peripheral
regions, is a precondition for telemedicine depleytrand for universal access of all individuals to
healthcare. The EU's cohesion policy supports bibth broadband accessibility and the
development of content, services and applicationsifizens.

Interoperability and standardization in telemediciare crucial to allow widespread use of the
technologies, to enable them to benefit from timglsi market and to contribute to its completion.
Use of existing standards and adoption of new st@sdand standardized approaches to achieve

13



interoperability should be supported by standardsetbpment organizations, with the active
participation of industry in a necessary coordidadetion.

Trust and confidence in new and innovative techgielo and ICT-based services within the health
sector need to be built through rigorous testiggead standards and a widely accepted certification
process. To avoid market fragmentation, concertéidrais needed at EU and international level to
agree on a common set of specifications for thesemiedicine systems and services. Such
concerted actions could bring together the necessarertise and knowledge to ensure that good
guality and safe and secure telemedicine serweeigh are not covered by existing legislation, are
available throughout the EU and member states.

1.4 Research projects in telemedicine

The next two chapters will show a general presemtaif the state of the art of some national and
international telemedicine research projects.

In chapter 2 some international projects - in patér in tele-radiology - realized by international
teams and stakeholders are presented.

In chapter 3 some proposed telemedicine projecighioh | was directly involved are reported and
discussed. These projects were proposed with mticipation and collaboration using ICT
innovative systems for telemedicine in order toiglesdevelop and, possibly, realize — with an all
inclusive approach as described above - approma@tegions for healthcare and in particular for the
hospitals. Chapter’s 3 projects may be considdreddrtile and multidisciplinary scenario in which
the detailed researches and results | gained awdigh in chapters 4, 5 and 6 of the present thesis
have been generated and grown.
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Chapter 2
Tele-radiology

Tele-radiology may be defined as the “electronamémission of radiological images between two
geographical different places with the aim to d@sgmor for a consult”. At the beginning of 80’s
the first tele-radiology commercial system was agded with a camera (a video-grabber) capable
to select, to digitalize and to transmit printechgas [AA1]. During the 80’s the first industrialtno
standardized PACS (Picture Archiving and CommuriocaSystems) systems were shipped to the
market suffering lots of technical limitations (esplly regarding the transmission of the images
via the “networks”) and the lack of an industriahemon standard [AA3].

2.1 State of the art and questions in tele-radiolgg

During the last decade many technical lacks disagokethanks to an increased digitalization of
radiological practices and the low network and camitation costs. At that point the focus was on
the quality systems for medical images, the avdilplof fastest networks and the utilization of
better compression image algorithms. Nowadaysy #feeconsolidation of technical standards and
frameworks such as HL7 (Health Level 7), DICOM (iag Imaging and Communications in
Medicine), IHE (Integrating the Healthcare Entesp}i the problems regard the clinical governance
(see chapter 1), normative (medical-legal) aspmutisquality features.

Tele-radiology has several applications: it coutdused to gain a second-opinion on a diagnose in
cases of emergency [AA4], personnel availabilityempertise consultation. But it is also of value
for humanitarian operations, educational purposds oase of geographical limitations or barriers
[AA28]. In some cases as for the IRCCS “Burlo Galof it was adopted in emergency, avoiding
the physical presence of the available medicalatanthospital, allowing the consult, the diagnose
and the report right from the remote doctor's hous&31]. Other applications in study allow to
connect different hospitals belonging to the saswon, nation or even different countries (with
different time-zones) or continents. The realizatod regional PACS spread the diffusion of these
kinds of services enabling effective infrastructune terms of networks, storage and organization
(cf. the Friuli Venezia-Giulia (FVG) Regional PAQ@&oject on the Italian National Observatory for
the e-care projects [W6]).

Tele-radiology as telemedicine in Europe sufferghefdifferent National Healthcare systems of the
UE Countries in order to have a continental uniftyrand diffusion. As shown in Chapter 1 EU
Commission is making cultural and financial effatdsfill the gap [W3],[W5]. In USA there are
already institutions like ATA [W1] active and opgve from a longer time than the 2008
documents of UE regarding telemedicine in gendrakthese contest the USA situation is more
homogeneous than in UE and research and experitiwentaf tele-radiological techniques and
systems is more advanced and structured thanx&mgle, in Italy, or between Italy and other EU
countries. Both Regional or National agencies andafe corporations investments are quite low in
EU compared to USA, even if the EU Commission isv remcouraging researchers, universities,
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hospitals and industries to cooperate creatingworts” among different countries as is now
highlighted in 7th European Framework (cf. [W8]) .

National and international boundaries are not they @roblems regarding tele-radiology (and
telemedicine in general). There are a couple dirteal difficulties that must be faced to allow the
circulation of images, reports, diagnoses or evensgltations. By the way most of the actual
PACS, RIS and HIS are compliance with a large paimternational standards and regulations like
DICOM, HL7 and IHE. But for telemedicine isn’t ergiu For telemedicine such systems must be
integrated together and communicate maintainingatralability, the security (privacy) and the
integrity of data and information. And this is nat quite simple task even in a Regional
implementation among different hospitals or heathcstructures with the same IT provider (such
in FVG Region).

In particular for tele-radiology there may be pehbk about the integration of clinical data
concerning patients, image quality assurance duarargmission, the countries’ in force regulations
and provisions regarding data patients, until tleemanisms of refund for the national healthcare
structures to be chosen and adopted for a teleaalesirvice.

At last tele-radiology is not necessarily and immagaly associated to lower costs. Efficient and
affordable services have a high cost due to teehmiecd organizational aspects. World trend is for
e-health or tele-health but this will involve inawy expenditure for automation and communication
together with hi-tech devices and specialized persb

2.1.1 The all-inclusive approach in tele-radiology

An all-inclusive approach for tele-radiology pressnsome points coherent to the clinical-
governance assumptions [B7]:

» Care and responsibility towards the patients

* A healthcare executive model that encourages pigrnemd communication strategies
* Risk and security management

« Staff management and performance measurement

» Education, research and professional advances

* Information management control strategies

About quality and security assurance in data andges transmission there are standardized
technical rules published by the NEMA/COCIR/JIRAcGety and Privacy Committee. In details
there are various policies regarding: informatieawsity, network security, data security with their
own practical and operational guide-lines. CIA drigconfidentiality, integrity and availability)
should be respected implementing controls and systeonfidentiality using VPN networks and
encrypted communications; integrity using the DIC@Mndard; authentication using strong and
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individual username and password. Even very eamglementations of research tele-radiology
systems must obey to these conditions when workintgmoving personal data across the internet.

To encourage e-health services and initiatives Etarated, starting from 2008, a series of
Community Directives and guidelines: e-Commercee€live, Transparency Directive, Personal
Data Protection Directive, e-Privacy Directive, Bguaition of Personal Qualification Directive. All
the member countries might transform these Direstim National Laws within a defined range of
time [W5]. To understand the importance of these®ives, for example, it is interesting to notice
that in the Personal Data Protection Directive lsady requested that data transfer should be
supported by a stable and possibly consolidatedofiredundant) IT infrastructure. The referenced
hospital and the tele-radiology service providevehghe direct responsibility to guarantee data
confidentiality and security both sides of transita.

The same products and applications need to re§iectandards as the MD directives both for
software and devices.

Following the above clinical governance criteridigrat data transmission should occur via VPN
connections and, possibly, HL7 messages. The “tedghow” rule has to be applied for patient
data access, consultation and storage. The Eurcgmaety of Radiology (ESR) [W10], responding
at the Communication of the EU Commission on “Teddinine for the benefits of patients,
healthcare systems and society” [B4] published aité/Paper” about tele-radiology where are
described the forensic aspects of Tele-radiology.

In this document ESR specified that tele-radioleyyt only an image tele-reporting, but instead is
a real medical discipline consisting of differehipes:

* assessment of an exam request

» selection of the proper images

* exam performance optimization

* image and clinical information integration in thelé)report

ESR assures that tele-radiology success will depgritie quality of care offered to the patient in
respect of “traditional” procedures.

Last but not least the Continuing Medical Educapoogram interesting national and international
radiologists (as all medical doctors and personiséipuld continue, allowing for healthcare
stakeholders accreditation and certification ceedit

2.2 International projects in mobile tele-radiology

The international arena is moving its first stepwithe world of mobile tele-radiology, i.e. the
ability to receive on a smartphone or tablet ramjalal images for reporting or making a second
opinion.

17



2.2.1 EU projects

In the European framework were carried out two redeng projects during the last years:
MOMEDA (Mobile Medical Data) And PROMODAS (Professal Mobile Data System).

MOMEDA

Inside the hospital of Oulu, Finland, it has beastalled a server MOMEDA on the intranet.

In the event of a consultation the server recel¥€30M image and sends them, along with patient
information that is retrieved in the EPR (Electm®atient Record), through GSM, to the mobile
device. The device is equipped with an installeftwsoe similar to that used in the hospital base
station with the same functionality but with smakéze. Any additional information requested are
extracted from the EPR using a web browser [AA7AIA].

Results:

With MOMEDAS GSM terminals the picture quality wgeod for the diagnosis in 38% of cases
and for prior consultation in the remaining 62%.eTinansmission time ranged between 15-20
minutes and, in particular, 20-30 minutes to relael éxams for the radiology and less than 10
minutes for neurology. The reading of the MRI waero35 minutes. The quality of diagnosis was
still considered good for emergencies and thengyssem was adopted by the hospital of Oulu for
consultation with regard to the limitations of r@aldgy.

PROMODAS

This project can be defined as the evolution of iediechnologies seen in MOMEDA, because it
uses more affordable and advanced mobile techredogiich as VPN (Virtual Private Network)
encryption and faster mobile networks.

The feasibility of both projects has been testetivm different evaluations by CT and MRI images
sent on mobile systems. For the MOMEDA project hlagen used a total of 115 images while for
PROMODAS 150. For each test there were createdletbtaports and then compared with those
drawn on a fixed MD workstation in the same hogpitaaddition it has been estimated, for an
overall assessment, the time required for transomsand review of images on the mobile terminal.

Results:

With the use of PROMODAS GPRS terminals transmissime is decreased to be between 5-10
minutes depending on traffic of the line. The aggtdiion for viewing images remained similar but
thanks to the superior performance of the new teaihthe time of visualization and diagnosis was
reduced to a range of 5 - 10 minutes. For diagnd§i% of cases was good while for consult the
remaining 60%.

MTM/CHILI [AA3],[AAB]
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Another European project has been named MTM (Me@dim Terminal Mobile) and is CHILI
Digital Radiology software-based providing an istracture for tele-radiology and PACS
architecture. A dedicated version of the CHILI s@fte has been designed for a selected PDA
(Personal Digital Assistant). The aim of the projd M is the use of UMTS for wireless / mobile
communication.

The purpose of the project was to develop a systemmobile tele-radiology independent from the
physical station and the network wiring computeeed The software for remote mobile tele-
radiology uses PDAs or pen-based computers or \aedb-for wireless access to archived medical
images in PACS or directly in DICOM-compatible wsttion.

By means of questionnaires distributed to radigsgithe basic requirements needed were the
following:

* the minimum size of the images must be 256x256fagt users have indicated a range
between 256x256 and 512x512;

» displays necessitate of a lot of gray levels; tbeen size is great and a large display is
preferred even at the cost of a higher weight;

» any loss of quality due to compression is stiletated even if it has visible effects;
e communication must be as fast as possible;
» apenis preferable for the input, while the keyldaa better for long text entries;

» for developing open-source is preferred becausesusave indicated a willingness to
develop their own applications that work normaltyCs.

The PDA hardware uses a UMTS module for wirelessisimission of data. The high-speed
communication is within the range of 150 kb/s an#B/s. Microphone, camera and speakers
would be incorporated. IRDA interface allows theleange of data with the PC.

The device RAM should be between 16-64 MB. Theveaie can be downloaded and stored in a
flash memory. The display can be a SVGA color L@Dch screen with a resolution of 240x320

pixels. The basic functions of the Internet sholbd reading and writing e-mails and browsing

through a web browser. The operating system chassnLinux. The mobile system has been used
for the research study was the iIPAQ Pocket PC H36@3en to be as the "heart" of the MTM

hardware.

For the first prototype it was necessary a conéigan work and the browser came out only with

the next version of the device.

System functioning

A CHILI server sends DICOM images which were thespthyed on the Pocket PC. The
functionality of the software for viewing imageseathe interactive change of the level/window
controls, zoom, measure of the lengths, the R@Intvigation in the image data sets.
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The results obtained were poor and insufficientqrarance of the IPAQ, which makes it difficult
to use; size and weight of the device were judgex@table while quality was considered good
enough for the designated scenario. The battery aitontinuous use lasts 3 or 4 hours. These
results have given a good drive to the improveroétitese technologies.

2.2.2 A Canadian tele-radiology project

Another international project among the others corfrem Canada and just in the 2011 was
published a final study on the use of smartphoned @s iPhone and Android for mobile tele-

radiology [AA4]. The tele-radiology system develdps based on a client-server architecture that
allows quick access to the interactive visualizatmf 2D and 3D images on new generation

smartphones (iPhone and Android version 2.1 or newighout the patient's data are saved on the
mobile device.

The images are not transferred directly to the @ebut an image rendering is made on the server
and then sent to the smartphone. The objectivetavatudy the ability to have a certain accuracy
and a sufficiently low time for the interpretatiohthe images to diagnose a possible acute stroke.

The radiographs were read by two neuro-radiologaste specialist visualizes the images both on
fixed workstations in controlled lighting conditiennside the hospital, and on the mobile device
with normal bright office or with neon lights; tlether specialist instead only on the smartphone.
The connection to the server is done via secufes httode browser, while the connection is via
standard Wi-Fi 802.11g, since at the time of thedgtthe 3G mode was too inefficient. The

interpretations made on mobile devices were thanpewed with those of the base station, the
slightest difference considered to be error; therpretation time was recorded for both locations
(fixed and mobile) directly from the neuro-radiolstg using a watch with stopwatch. The time for
the interpretation of the images on the mobile cewncludes the application start, the start of the
connection to the server, the selection of theystodnterpret and the reading of the image. With
regard to the fixed workstation the calculated timeludes the selection of the study and

interpretation of the image.

Results

The interpretations are not very different from tia® stations. The sensitivity, specificity and
accuracy in the recognition of various diseasewvarg high, always above 90% with the parameter
of the extent of measure acceptance between 0.61@&hdThere is no statistically significant
difference (P <0.5) in the time of interpretaticatween the base station and mobile device.

The conclusions of this study should be generalinetthe clinical utility and acceptance of these
tools, especially for their use in diagnosis ofesagiven the limited number of cases studied (120
and 70) and the number of neuro-radiologists inv@l{2).
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Chapter 3

ICT systems and solutions in telemedicine for
the hospitals

The major role of a biomedical engineer in a ha@dpitust concern at least the knowledge of the
continuous achievements regarding the technology tae capability to propose and support
research topics and possibly to gain funds [Al2ie Particular configuration of some hospitals
such the IRCCS, which is a scientific institute rgeng out biomedical research and clinical
activities of national interest, encourages bioma&di(and clinical) engineers to realize and
participate in both clinical and research actigiti€RCCSs represent scientific centers in which
biomedical engineers can support all clinical redeand researchers, and propose some specific
research projects with national or internationé&vance. Some of these projects may lead to some
advances and innovative products in main topict sisctelemedicine, IT security, signal and data
analysis, web-based software development and ingai@tion, IT infrastructure enhancements,
clinical engineering and health technology assestme

In this chapter the telemedicine projects in whickas directly involved are discussed. Here the
ICT innovative systems and methods studied andgsexp for telemedicine are presented in order
to design, develop and, possibly, realize relegattions for the hospitals. According to national

and international scientific literature, some a#gl projects may be considered as the actualaftate

the art of telemedicine in tele-radiology, interhespital web-portals and intranet services. They
also, as will be discussed in next chapters, mayesent the proposed solutions to some of the
telemedicine challenges both in clinical and teclhissues thanks to the use of information and
communication technologies.

In the next three chapters there will be presetttedstudies conducted in some of these scientific
and technical topics regarding telemedicine, repgrthe most significant and interesting results
and achievements both in terms of scientific reseand — eventually - innovative products or
services.

The support to all of these projects and to theetated research programs has been guaranteed by
a continuous develop of competencies and by legrtie methods and the tools needed to
accomplish the different requirements. The focuslieen targeted especially on:

* low cost but effective tools such as open-sourckrtelogies and systems;
* in-house development of competencies and skills;

» scientific and partnership collaborations with aradt, local and even commercial partners
interested in promoting and supporting the heatthpaocesses.

Finally the design and implementation of solutiamsl services have been focused, starting from
the scientific literature and achievements, onrésd needs of the “customers” (medical doctors,
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researchers, audience-patients, hospital execytikeeping in mind the importance of the
continuous innovation process regarding the healéc

Innovative
ICT
solutions for
telemedicine
in hospitals

Web sites and
portals for
telemedicine

figure 1 — the topics of this thesis

3.1 Web sites and portals for telemedicine

As shown in chapter 1 EU Community does not comsickb-portals as a telemedicine topics, but
the Commission document consider this as a negessduction of the adopted definition. All
across Europe and USA patients and medical proiesisi demand for tele-healthcare (e-health)
services as shown in the first two chapter of thiesis. There are EU initiatives and Community
programs to promote and invest in the realizatibre-dealth services to spread telemedicine
procedures, competences and solutions as to reachdst part of citizens.

Web-portals and sites are considered some of pyioh@res to offer telemedicine solutions starting
from the computerization of some common servicesxéasrnal patient reservation of a visit, or the
consult of a laboratory report or a radiologicabmex Scientific research in such topics regard
especially the creation of service portals for thed world collaborations or co-operations

programs, or the creation of international netwddtsthe transmission of data and information in
order to enhance the quality of care. In the saimg negional or local scientific programs started to
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study the realization of services in order to matnod maintain the quality of care standards and to
enlarge the audience capable to use them.

In particular, as it will be described in chapterstarting from a previously internally-developed
web site and assessing the needs in particulaheofMedical and Scientific Directions, it was
proposed the re-definition of an IRCCS web site][AThe IRCCS “Burlo Garofolo” is a maternal
and child health hospital which supports ICT depailent since 1998, when it became one of the
first Italian hospitals with an internally-develapeeb site.

To accomplish some innovative telemedicine suggestregarding both patients and professionals
it was proposed to provide the web site with adl thodern technologies and advances to allow the
external patient reservation, the creation of waint for the researchers involved in international
or multicentric studies, the implementation of teésglicine services for regional ultrasound tele-
consultation, the construction of a content managgrsystem [A6]. Afterwards, inspired by the
same objectives, the portal was enriched and fudeeeloped according to the web 2.0 and of the
social networking [A4],[A8],[AC1].

3.2 Internet and intranet telemedicine services

Moved by the same telemedicine principles and supgoby the web site development, some
specific applications and computer based prograave lbeen realized in order to satisfy specific
needs. In particular a system for the evaluationheflthcare executives and researchers
[A10],[A11l] and a web-based TPN (Total Parenteratrtion) prescription [A9] have been studied
and then implemented, respectively, to improve menagement awareness and skills and to
guarantee the correct prescription preparatioredimge typical errors occurring in common paper-
based prescriptions.

The genesis of these type of services was diffdmenaimed at the same scope: the study of a novel
model capable to enhance some clinical and evalugiocedures or processes, keeping in mind
the so called “social turning point” and the hecdtle certification process (ISO or Joint
Commission International standards). The solutiadgpted or implemented were designed with
this new “interactive” or “peer” model in mind. R#e can change and modify the way they access
the web services choosing what they want or nedddatarding what is unimportant. In the same
way, as will be shown in chapter 5, medical do@od pharmacist may interact about a TPN
prescription from different wards without movingpea and themselves; evaluator and evaluated
professional may interact about the negotiable pkan evaluation sheet, obliging them only to a
face-to-face confront for the final score and givio the evaluated professional great possibilities
to promote himself compiling the different shedtthe digital evaluation program.

Last but not least all these “social” and intenaetservices are realized in an intranet corporative
web portal [A3], designed and developed to accashpthe management and communication of
corporate documentation according to ISO 9001:2@0ffication process.
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3.3 IT security and technical infrastructure

IT security topics [B12] are complementary to aletmedicine services. As underlined in the EU
Commission Document [B4] and according to tBe.gs. 196/03privacy and security are
fundamental to assure a correct design and realizat telemedicine services and solutions. The
communication of data and images through the ieteneeds to know the solutions and the
advances to face security and privacy issues, mitpwo telemedicine services an affordable
infrastructure.

In particular the information “movement” from hotgs to territory following the patients that need
telemedicine treatments, force the hospital IT éwvaliop and maintain a network infrastructure
affordable and secure both for data integrity avallability. Most of these services need to beyfull
designed and realized from zero through an expeatahéme or period, in collaboration with the
hospital, the ICT service provider, the cliniciaarsd the patients. To design and realize cheap and
affordable telemedicine research projects it iseasary to know national and international
standards (like 1ISO 27001), laws and directivesaréigg both technical, organizational and risk
management aspects.

The next three chapter telemedicine solutions, ifferént but connected ICT issues, have in
common the basic realization of a single techrécal organizational infrastructure, done by mean
of an IT risk evaluation/assessment process basetleoISO 27001 standard [A7],[A13], and in
particular on the writing and editing of the HogpiCorporate Security Plan Document. The ISO
27001 states the requirements of an informatiorurggc management system (ISMS), and
according to this normative a technological anadaganizational infrastructure has been created to
satisfy the requested requirements. In particutar ia terms of study and development a network
management system has been implemented to maridge atitical systems and services running
on hospital telemedicine servers and network syst@mAN switches and routers). In addition an
hospital internal IT regulation cyclically reviséds been written according to the Plan-Do-Check-
Act model and the ISO 9001:2000 requirements.

In the next sub-sections of this paragraph a ltésfcription of the studied and then proposed IT
security solutions is reported according to thaéomad, international and scientific literature and
congresses [A7].

3.3.1 The information security plan

Among the standardized approaches for the creafian IT security model, the ISO 27001:2005 is
considered the most suitable for already ISO ¢edtiforganizations. IRCCSs from 2003 were
obliged to certify themselves ISO 9001:2000 sooiider to introduce an IT security model in a
hospital like an IRCCS, the ISO 27001 was primaciysidered. To realize an IT security model
each organization has to develop an Informationuffigc Management System (ISMS) that
describes how the organization faces and solveséhds for protection. An ISMS (the so called
Security Plan Document for the N°196/2003 Italiaagislation) identifies and organizes the
security tasks of the company and is an officigligeation of the current protection practices. It
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represents a description of the current situatiod also a development project to improve and
consolidate IT security. The plan informs employessd possibly the control authorities, of any
measures that are taken to maintain security aletheds specified by International Standards and
current Regulation. There are seven steps thabd gecurity plan must take into account [A7]:

» Defining the objectives to be achieved

* Giving the “snapshot” of the current state
» Suggesting the solutions to be adopted

* Recommending appropriate controls

» Liability

* Training

« Paying close and continuous attention

The methodological approach in creating an ISMS begtructured in: drafting security policies;
asset identification; risk analysis; evaluation drehtment of risks; review and reassessment of
risks; PDCA model; use of procedures and tools siscimternal audits, non-conformity, corrective
and preventive actions; monitoring, with continugugrovement.

In particular the PDCA model of an ISMS (Informati®ecurity Management System) may be
described as:

1. Plan: assessment of information security riskssalection of appropriate controls;
2. Do: implementation of chosen controls (hardware softivare);

3. Check: detection and assessment of the ISMS' agedbrmances (effectiveness and
efficiency);

4. Act: implementation of those changes necessaryitm lthe system into the desired state
(maintenance and improvement of the ISMS).

As all processes-like approaches PDCA is a cycficatess that must include updates, changes,
additions of new projects and continue auditingnnailnerabilities, new techniques, new best
practices, changes in assets, platforms, configungtetc..).

The general purpose of the Security Plan for atheale organization such as an hospital, is the
protection of information relevant to clinical, aohistrative and research activities. Moreover the
plan has been prepared to monitor and enhancecthgity of the technological resources owned
and the telemedicine services the hospital offérsally, the plan should help the organization to

prevent problems, reduce their impact and to restoan effective and efficient way what it was, in

case, compromised.
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3.3.2 Information risk analysis

Risk analysis [B13] is the key component in theed®ination of those controls necessary to build
an effective security system. The usual approadh identify potential impacts deriving from the
unavailability, loss of integrity, malicious intrioesis and the economic damage resulting from such
threats.

This analysis must be performed on the internal amdhe surrounding environment, trying to
make a picture of security. From a detailed leehis analysis we can then take all those actions
to protect, leading to a process of continuous awement and hardening.

It has been said that a risk is a potential prolttesmh could affect a system in its resources (iatur

economic, human), so the ICT risk analysis, andiipally that related to IT security, may adopt
well established methodologies applied in otheldfiesuch as system engineering or clinical
engineering.

The risk analysis qualitative model adopted forhibepital was the following:
» identification of resources (to be protected of);not
» determining vulnerability (of the discovered resmas);

» estimation of the probability that an event occfirestimation of the probability that the
event is exploited,;

» calculation of the loss associated (risk impact);

* identification of controls to be acquired and trest (risk control);

estimation of the savings due to the adopted ctmtro
Based on these steps it was chosen to do a risysenthat:

* involves people, resources (hardware, softwardesys etc), data, information, but also
structures, facilities, procedures, training, etc;

* requires an assessment of vulnerability at multipleels (for example, simply listing all
those relating to a possible block of the system);

* includes estimates of possible leaks and theiroggpion by the attackers;
» stresses in determining the probable loss due &xploit or a system crash;

* helps, through technical objective, the choiceenfiedies to reduce or cancel the effect of a
threat (damage);

» offers tools for estimating the effectiveness & #ctions that have been made;

This method shows as the design of an IT Seculdly m healthcare is not different from what has
already been done successfully elsewhere.
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The following is a list [A5] of the general adoptedntrols with the detail of the requirements that
each control should front and manage. The listdderabilities all regard telemedicine services,

and need to be considered in developing such gsojexn the earlier state.

Vulnerability

Requirements to be met

Measures: st procedures

fleet management
more user activity control

more user program
installation control

Roles separation

Data and backup
separation

Logical Need for policies Hospital IT Regulation
Implementation of
security procedures Groundwork NMS
Use of monitoring Desktop Management
software and systems
Logs and reports Network and server hardening (eg|
Backup systems domain)
Network management tools (free-
radius, 802.1x)
Infrastructural Heterogeneous computefs Desktop management

Hospital IT regulation
New network architecture (2009)
Technological updating
VLAN implementation (2009)
Firewall

Free-radius and 802.1x

Concerning Services

Disaster Recovery plan

More efficient
troubleshooting

More network services
and application control

More email security

Inefficiency detection

Hospital IT regulation
Groundwork NMS

Moving mail server from external tg
internal management

Certified email (2009)

Organizational

Security budget and
resources

Compliance with
standards

Compliance with actual
Regulation

Hospital IT regulation
Certification
Awareness
Training

IT Security plan

tablel — analysis of vulnerabilities and the addmentrols/procedures to face them
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3.3.3 Conclusion

This section showed how a modern hospital mustldpv@nd maintain an high level of awareness
concerning the IT security problems and challengespecially regarding the management of
complex systems such telemedicine ones.

IT security is a technological and organizationaitem and regards at the same time awareness
and training of the whole corporative employees rmuathagers.

Hospitals manage patient data and information tarajptee the higher quality of care. Medical
personnel must operate using more and more sogdtesti clinical information systems capable and
suitable to assure effectiveness and efficiencthefhealthcare processes. It is also necessary to
preserve and to protect clinical data and infororatin order to assure the requirements stated
above. To accomplish these objectives IT secusgessment of data, information and systems
involved in the complex care giving process is Bsakand may not be avoided or even deferred.

The pressing need for the creation of an IT secpidn or of an ISMS taking in account especially
the necessities of the healthcare processes aaticpsis moving even the I1ISO to propose the next
(but still not defined) ISO 27799:2008 regardingalte Informatics and the ISM in health using
ISO/IEC 27002.

In advance to the next proposals of the ISO, is tief description is showed how to put in
practice in an operative way the actual IT secukitpwledge, policies and standards to create a
hospital IT security plan and a related managemsgstem to assess actual and next healthcare
information security challenges.

3.4 Tele-radiology at home

Tele-radiology projects in collaboration with thRAQCS “Burlo Garofolo” maternal and child
health hospital started in 2007. From 2004 the IBGCadiological ward adopted a PACS, moving
from a manual and “on paper” medical report togatdi one. After the subsequent consolidation of
the PACS and the integration with the Regional Rli@ady used for scheduling reservations and
appointments, emerged the need to allow radioledstcompose medical reports outside of the
hospital directly from their houses [A2],[AA31]. Ehdecision was taken for at least two reasons:
the radiologist staff availability during nights darweek-ends especially in cases of pediatric
emergency; the difficulties caused by the reducesgnnel in turn during the recent couple of
years.

One of the requirements of the project was to aehet home the same standard levels as at the
hospital. To accomplish this requirement it wasidisd to present a research project joint with
information and communication industrial partnégbi{-Esaote S.P.A.; Insiel S.P.A.) and IRCCS’s
Clinical Engineering and Information System uniystudy and realize an infrastructure capable to
guarantee an equivalent level as the “gold staridasdured by the CE medical device PACS
equipped with the CE medical workstations usedospital. As shown in figure 2 it was planned to
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equip medical doctors’ houses with MD workstati@msl monitors, the PACS review application
with the already integrated RIS program, and the afsthe digital sign to allow diagnose and the
complete report of the emergency cases submitted.
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figure 2 — home tele-radiology infrastructure

Network architecture using MPLS VPN encrypted catioas was configured as the workstations
were on the hospital LAN with all the benefits apmbtection of the LAN personal computers
(patch management, firewall, corporate antivirusthanticated domain access) allowing, for
example, also the printing of the digitally sigmegorts directly on the radiological ward printer.

For the research project’s draft it has been foldwecrupulously the SIRM document about Tele-
radiology (2004) and the ACR docs [B6],[B8] condem tele-radiology and the emergency
management. The project has been completed antludeddn 2006 and is now operative and still
working giving to the radiologists, with no costsdaeventually little building adjustments, great
advantages during availability periods with no dvaeks for the clinical quality of care.
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figure 3 — actual implemented home tele-radiologykstation

3.5 From home to mobile?

In 2009 the tele-radiology collaboration with IRCCBurlo Garofolo” moved towards the
possibility to research and develop methods anticgipns for tele-reporting and tele-consultation
using tablets, smartphones and netbooks. Thert#izblic ‘Ricerca Correnté“ Teleconsulenza
TC and RM mobile mediante l'utilizzo di netbookekefono cellulare con tecnologia avanzata e
connessione internet sicurgroject was proposed in collaboration with theCIBS “Burlo
Garofolo” Clinical Engineering and Information Sgst unities, the Department of Electronics,
Informatics and Communications of the UniversityTofeste, the MEDIKO s.r.l., Esaote S.P.A.
and Aycan s.r.l. companies and the IST, Institdif€exhnologies of Bolzano, Italy.

The objective [AA27],[AA30] was to study the feaidily of tele-consult and possibly tele-report
RM and TC images directly on smartphones, examiringtations and providing technical

guarantees and medical approval. Keywords of tihigept were the use of low-medium cost
commercial technologies and infrastructures, antiliy

Last generation smartphones (and then tablets) natidooks provided with usb pen drive or
dedicated circuitry for UMTS wide band communicatowere all devices disposable for an
experimentation, both technical and clinical. Thesearch project started and some adopted
methods and results are part of the present stadydl be presented in chapter 6. It is worthy to
be noted that a mini-PACS was implemented to sughertransmission and the communication of
the small-matrix RM and CT images, together with tise of dedicated encrypted VPNs (and VPN
clients for the smartphones) created to reach a DWHA an external access to the GARR (the
Italian Network for the Scientific Research) netlwofo assess the clinical performance quality it
was chosen to compare the image visualization &edfihal clinical report on these portable
devices with the same images and reports shown AXBSPworkstations in radiological ward
assumed as the “gold standard”. Small matrix (512%5mages were chosen for the display
resolution compatibility with smartphones and téhlén order to reduce artifacts, loss of quality
and distortions.

During the first steps of the project besides thei#AACS derived from the commercial PACS
already in production for the radiology ward, itsuased and configured the open-source version of
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Osirix on the different clients tested. In this wall/the RM and TC worklists could be transmitted
from the mini-PACS right to the tablet or smartplariient in a DICOM format, allowing the
radiologist to fully change, adjust or change patars such as the windows level (WL) or the
window width (WW) to obtain better visual condit®rand responses. To guarantee the results
obtained for the diagnose and tele-report of tHerstied image sets, it was chosen to send to the
mobile devices casual and made anonymous previoeptyted —by the same medical doctor and
using the PACS “gold standard’- RM or TC studies.

3.6 Innovative technologies and systems for mobitele-
radiology

Anticipating what will be discussed in chapter 6uaibthe proposed methods and the obtained
results regarding mobile tele-radiology, some retearoject on mobile tele-radiology have being
presented using the same telemedicine frameworkrdrasgtructure shown in this chapter for other
research projects.

3.6.1 Tablets for tele-radiology

In particular talking about the proposedisualizzazione in real-time di immagini radiololye su
dispositive tablet per consulenza specialisticeopedica e neonatologitahe use of tablet as
innovative and emerging technologies for medicaliaptions will be discussed now.

The objective of the project is giving to the semiedical doctors of a Neonatal and/or Orthopedic
ward the possibility to visualize on iPAD and/ordkaid tablets in real-time the images generated
in the radiology ward PACS 24/7. Each Android BAD tablet is actually equipped with a
DICOM ready app capable to receive and visualizedappropriate and selected images sets as in
hospital, via a wireless network or through a seduMTS/3G broadband connection via secure
web applications and protocols. Both the orthopadid neonatal ward would benefit from the use
of these systems and devices in terms of the mledazors availability, patient quality of care,
problematic or emergency taking care timings amybreal or wide area visibility as a “HUB” and
provider of high level tele-consult of*%bpinion services.
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B ek Biney

figure 4 — iPAD and Samsung Galaxy tablets

Two different typologies of tablets will be usedreang the market offer (and even if with different
—sometimes evident- technical specs — cf. chapter 6

Apple iPAD (1 and 2) with 10” display capable tonmounicate with a PACS system
through a modified version of Osirix Pro progranhisl modified version developed by
Aycan s.r.l. receives the exams directly in Osfrom the PACS and allows the transfer to
the tablet simply via a drag-and-drop operatiorsoreen, choosing both the exams and the
device which to send data. Osirix Pro is certifeeda medical device software and also the
IPAD application is labeled Medical Device Classand responds also to the Apple
document “iPAD in Business — Security Overview” §grcurity topics.

Android tablets possibly equipped with 77 and 1@8pdays are used because of the broad
market diffusion. In collaboration with IST of Belmo and MEDIKO s.r.l. an app called
DicomDroid (now available on Android market) hagbespecifically developed and tested
with the IRCCS “Burlo Garofolo” Information Systeand Radiology ward in order to
transmit and visualize PACS images directly on Aimirmobile devices. Using the same
Osirix Pro system as for iPAD application, each #d tablet or smartphone has a
configured VPN capable to connect to the Osirix Beover and negotiate the secure
transmission of selected patient data and imagée. mobile interface download the
different modalities worklists and the operator nsaject the exams and visualize DICOM
format images on the tablet or smartphone.

The choice to support both systems is motivatedthgast three arguments:

The important market share of both solutions: dgyely or publishing apps for Android
and Apple it is possible to cover almost all the'lked Now, during these last days, has been
released an app also for Windows Phone platform.

The different technological solutions proposedtédriet hardware and in particular displays
could be analyzed and studied showing differences mossible advantages of a platform
(or hardware implementation and solution) in respdcthe other. A comparison among

different tablets, vendors, display and ergonorpiecs based on selected quality protocols,
in particular regarding the fruition in a clinicahd diagnostic contest and the correct
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visualization of medical images could be a welcgraposal in order to identify limits and
possibilities for these promising technologies (Seapter 6);

* Apple platform is a (very) “closed” system while dwid platform is an “open” one. This
can do the difference for a young developer or allsoompany (or even a research study)
in order to design, realize and implement their ®atutions.

From the clinical side of the research projecteéhsill be considered some markers to evaluate the
quality and the effective utility of using tableisr neonatal and orthopedic studies: a temporal
marker for the response time since the exam hasedme senior medical doctor’s tablet; a device

marker for the comparison of the usability, easeisd, quality of perceived images related to the
different used tablets for the tele-consult of eexxm received.

3.7 A.Dop.T. — Anti Doping Teleconsulting

In Appendix B there can be found the executive samrof a tele-consulting project proposed and

selected for the Regional FVG “Start Cup” Final®020The innovative project is based on a

pharmaceutical database interactive service designbe queried by cellular phone or smartphone
via short message system with the aim to providettdetes and subjects involved in sports

(coaches, physicians, trainers) a new informatefierence tool, fast, easy to access in order to
check whenever they want if a medication is foremar not. A.Dop.T. project was presented as a
business plan for the creation of a “Spin-Off” arl@/healthcare small firm.

3.8 Tele-presence and tele-monitoring

3.8.1 HUB-SPOKE model for ultrasound tele-consult

During 2010 another draft of a telemedicine projexs been presented in collaboration with CRS4
research Center in Cagliari, Italy and IRCCS “BufBarofolo” hospital. The project called
“Teleconsulenza ecografica ostetrica di lll livefieediante I'uso di tecnologie COTS (Commercial
Off The Shelf)was proposed to give a decision support in trggpiatients to a I-1l level obstetrical
center without moving the patient. The aim of thedg was to demonstrate the feasibility of a low
cost “live” connection for an obstetrical tele-soit on ultrasound diagnostic examinations
between two healthcare structures or wards. Teediructure acts as a HUB, the excellence center,
while the other serves as SPOKE. There could beglesHUB capable of communicates and have
relations with different SPOKES, and this is a dathodel in cases of a regional or national
excellence center capable to deliver high levetisgist clinical services. Based on this model the
project attempted to accomplish at least two mbjeadives:

» an educational value represented by the know-hamster via an A/V connection between a
skilled senior operator and a junior or less sHitbae;
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a clinical value in cases of emergency using ae"litele-consult audio/video session in
which the senior professional can guide the juoioe to accomplish the exam in the best
way helping the colleague to move and positionptfode as correct as possible.

Following analogous cases found and documentedsdrature, the system should use a secure
connection for the transmission of two video striemnthe first streaming is the output of the
ultrasound system due to the probe position (theesaiewed by the ultrasonographer on the
ultrasound display); the second streaming comes fem ip (or wireless) HD video camera
positioned in such a way to show “live” the entanea of the exam and specifically the patient
zone. The two streams are transmitted in real anmgk through a specific encoder and a dedicated
secure network are showed together on a web bro®sene of the evaluation parameters of the
feasibility of the project have been identified in:

the homogeneity, frame rate and quality of thedmaitted images and videos;

the quality and the security of the connection leetwthe healthcare structures involved
(some tests have been realized in the same hobptiaeen different wards but on the same
LAN — see figure 5 below)

the availability and time response of the Il leheispital medical staff for the tele-consult
request (especially in emergency or during thetnighhe week-ends)

the need to repeat the entire exam in the Il lewedlthcare hospital because of to the
difficulty to recognize or to diagnose correctly the images or videos received from the
remote center

patient satisfaction (apart of privacy awareness @nsensus authorizations obligatory for
each tele-exam taken)

creating a technology infrastructure that connéets pilot centers spokes in FVG Region
(AO Pordenone, Monfalcone ASS2 Hospital / HospaélGorizia) for tele-ultrasound
consultation with specialist remote central hub.
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figure 5 — a “live” ultrasound tele-consult

3.8.2 Innovative devices for tele-monitoring

The second project regarding the tele-monitoringasfsible at risk pregnancy women is based on a
modified HUB/SPOKE model trying to reduce the htal@ation of these women taking care of
them thanks to a remote connection and transmissidocographic traces and clinical data. The
IRCCS “Burlo Garofolo” obstetrical department dealgh a considerable amount of women
coming from outside the metropolitan territory, @splly from Friuli Venezia-Giulia Region so far.

In a at risk pregnancy could be dangerous (apartdists for the patients) to move the women until
the birth but only in emergency.

Clinically, the activation of such a project is @mto increase both the appropriateness and
effectiveness of treatments provided to the wornpaishing up the quality of system performance.

The structured information sharing, with a viewtba regional registry office and consequently an

easy and quick access to patient information, & dperational tool that allows to pursue two

objectives.

Technological objectives:

* implement a register of patients involved in theibagroject integrated with the existing
regional registry

e create a technological infrastructure for tele-homenitoring by means of 20 tablet-pcs
connected in real-time with portable and easy-®-4e£0 and fetal-ECGs, equipped with
video conferencing and messaging features, andlyfidasigned to be used by pregnant
women at average risk pregnancy belonging to tbeipce of Trieste
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Organizational and socio-sanitary objectives:

An organizational / community health goal is toueel physical access to the IRCCS “Burlo
Garofolo” of women with pregnancies at medium rigkjuesting a specialist ultrasound
consult and thereby reduce premature / unnecebsapjtalization.

The proposed solution is the creation of a telepiediplatform that will be implemented on
a server system to be installed at the IRCCS “B@#rofolo” in collaboration with the
Information System service.

Any opportunity to lean to the regional registrst®m would allow a very flexible system
right now, favoring the treatment of patients anggmant women without limitations related
to the location of the various hospitals, distri¢dtsuses. The system itself must also insist
on the Hermes regional healthcare network to enanreffective and secure exchange of
data and information between the HUB and SPOKE eoad to the same network. The
data must travel up channels of communicationseptetl by encryption and authentication
systems. The web pages should be secured usirg) bflp accessible via tokens or smart
cards valid through certificates.
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Chapter 4
Innovative methods and solutions for
telemedicine oriented web portals

4.1 A hospital web portal for telemedicine

The studies conducted in order to realize somenigdicine services and solutions through the use
of ICT technologies in a hospital, lead to a seaksteps aimed to the re-design and development
of a new web site. The impact of ICT in all head#tlecstructures was more evident in dealing with
web portals and intranet services simply becausg dne services people initiated to use more and
more. As for home or remote banking or internebevnerce and transactions even the hospital
may offer services to their clients — the patiemt®ther professionals — allowing them to visualize
information about their healthcare or giving oppaities of on-line visit booking or downloading
clinical documentation.

For their primary role in treating patients andnidal diseases hospitals are the most suitable
structures which may gain advantage in an compaaton process. Worldwide research studies
demonstrate the importance of relevant clinicaladedmmunication and transmission between
patients and the hospitals, and the possibilitn&ike use of advanced health telematics services.

Starting from this wide context it was proposedupgrade” a hospital web site in order to offer
services to the users, the medical doctors involnettlemedicine and the researchers (medical
doctors, biologists, psychologists, epidemiologisb®th from university and hospital units
[A1],[A6].

ICT technologies allow the use of development plats (LAMP) and programming languages

(PHP) enabling the creation of contents suitabll bar the common people and the professionals,
or the portal’'s administrators. These technologae open-source and in order to reduce
development and maintaining costs the portal wageldped by a hospital internal team of

professionals and is housed in a dedicated hodmt®d server. All the services described below
were realized using the LAMP open-source technglpgggramming the CMS and the interface

between forms and database using the PHP language.

4.1.1 Web-portal characteristics and requirements

Keeping in mind an open user oriented design, ¢a@irements of a modern hospital web portal
have been summarized in:

e an easy to use and clear home page allowing tdrakhdhe services for the users (i.e.
appointments for specialty and private medicaltsisan be scheduled by compiling an on-
line form).
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* an account controlled access to a “professionaltual area page for the clinical
professionals and the researchers (i.e. housitaggidhering services for research projects
or studies).

» the availability of telemedicine services (i.e.\se#s accessible using a required account by
which medical doctors could ask a consult relatedtstetric ultrasound images).

» the presence of a CMS to create and manage thentsrihside the pages of the hospital
web site.

4.1.2 Methods, development and results

In order to accomplish these objectives the LAMRrogource technology and the use of a new
sophisticated hospital-hosted server were choseninfernal technical group dedicated to the
design, the implementation and the updating opth#orm was formed.

The operating system used was Linux Debian 4.0l&talhich was developed and maintained by
the open source community and by a pool of Deb&reldpers. The OS license is the GPL-GNU.
Apache 2.0 was the web server used for the pattalas developed and sponsored by Apache
Software Foundation both as source code and bicaalg. The database server was MySQL 5.1
developed by MySQL AB, and PHP 4.4 was used asdheer side scripting language.

The first step of the technical group was to replthe old static web site with a new one using the
MySQL database and the PHP engine to visualizevéiepages. At this step the contents of the old
web site were merely duplicated.

At the same time it was developed a new interftioe CMS) to update the web pages, instead of
using the old-site Dreamweaver or only HTML intedato modify the pages, and to upload the
contents.

Support for the clinical research

The portal houses three databases for scientifec githering related to three research projects: a)
cohort study; b) the IGARIS study concerning claldiwith gastro-esophageal reflux and early
milk allergy; c) a study regarding atypical uterp@yps in women.

i) Cohort study

In 2007 the IRCCS “Burlo Garofolo”, with the co-opgon of the University of Udine, started a
cohort study to follow a population of mothers amildren from the first months of the pregnancy,
sampling biological, health and social informatidrhe longitudinal study is composed by five
different research projects: PHIME, VIVE, PAPP, QXlimentazione To avoid medical doctors
and information physical movement it was proposedcomputerize the studies creating the
different databases and web-forms. The solutiorpgsed solved IT and personal data security
issues too.
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According to the needs described above, it wasiedudith medical doctors and developed a
database and then a related PHP form to allowdkee eéhtry of clinical and biological information.
Every research group involved in the projects Isvedd to edit or to view the database fields via
the form, and the access to the web pages is pedtdxy https protocol. The actual web form is
shown in figure 6.
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figure 6 — cohort study web form

i) IGARIS project

The IGARIS (latrogenic Ghost Allergy and Refluxdnt Syndrome) project, addressed to the Friuli
Venezia-Giulia pediatricians, analyzes the possjhif causing/sustaining food aversion by means
of repeated medical interventions, especially inmmpaunjustified restricted diets and/or “over-
diagnosing” gastro-esophageal reflux. To record BARIS patients coming from the Friuli
Venezia-Giulia region, and in the near future frother Italian pediatric structures, a database and
a related web form have been designed and impleddnt monitor the clinical behavior of the
involved pediatricians towards the problems of #itected babies. Two masks have been
implemented for reporting the gastro-esophagealtiaadnilk intolerance disorders.

To access the forms it is necessary to be a pmiairand to request the credentials from the
hospital Information System Unit.

iii) Multi-center study of atypical uterine polyps inmen

This study started in 2008 and regards the conseeviaedical treatment of atypical uterine polyps
in women monitored during five years, and evenyusilirgically operated.

A database has been developed to archive the fstedinical data and to follow the patients from
different and previously authorized Italian healémters.
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Ultrasound web tele-consult

In 2006 the creation of a Virtual Regional Depamigrovided with telemedicine services such as
radiological tele-consult and transmission of aal@jic diagrams, was proposed to respond to the
needs of exchanging information and data patiemtsugh a unique and secure (using https
protocols). In order to accomplish this aim andekpedite and secure the sending of ultrasound
images and interpretation from the ultrasonographerother specialists, it was realized a tele-
consult system reachable through the hospital voetalp

Using this system the obstetrical ultrasonograplrer® Regional Hospitals and Health-Districts
are provided with telemedicine services accessiBlag a required account by which they could
ask IRCCS’s specialists for a consult related taasbund images of foetal malformations.

Together with image acquisition the applicantsifila web-form especially designed to support the
diagnosis of a large variety of prenatal diseasganding the digestive system, the central nervous
system and the kidneys. To improve the communicatd relevant clinical information the
specialists can start a thread, in which they comoate as in a private forum or in a blog (see
figure 7).
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figure 7 - ultrasound tele-consult web-form figure 8 — outpatient appointment wehaf

Public health services for the users

This was one of the most advanced features ofithgising the possibility to make some specialist
and outpatient appointments using a PHP form (@d)r This feature was very appreciated by the
patients/clients (especially younger ones), and degsded to maintain and to improve it during the
development of the actual web portal as demonstragyeral EU [AC7] and US studies and
publications.
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The reservation of specialist and private medigsits/or outpatient appointments in collaboration
with the hospital Unique Center for Reservation EJWas made possible by compiling an on-line
server-side form. The system was conceived to acemppointment made by an user without
creating credentials but only giving a valid e-maddress. Selecting the visit then the system
automatically generate and send a message to #pitddcappointment office, that will confirm the
request of the sender by e-mail.

In figure 9 below there are some details regardmegquantification of the appointments registered
from the first introduction of the system until thassage to the newest one.

Total appoitments requested

3000+

2500+

2000

1500

1000

500+

Year 2005 Year 2006 Year 2007 Year 2008 Year 2009
(until July)

figure 9 — total appointment requests visualizedyear
CMS and administrator’s control panel

At the same time of the development of the publebwortal and the services described above, a
CMS was created for the management of the web pag#®f the contents giving to the web site
administrators — not necessarily technicians -cthwrol all over the portal. The CMS, programmed
in PHP, has been organized to replicate the wetalparenus to facilitate the update process and
administration. Through the interface is possibladd or modify some menus of the first level (the
horizontal bar) and of the second level (the vattsubjects). There is a third level (like all coorm
CMS) to edit the various pages of the portal, amsl possible to edit all the lateral menus.

Adding more control of the functionality of all tliatabases and web pages by easily modifying the
source code is even possible; through the CMSpibssible to add and control other “satellite” site
residing in other directories (i.e. the English vwefe or other permanent or momentary initiatives
such congresses, courses, schools, etc...).

4.2 The web “social turning point”

During 2008 almost everything changed in the copcegalization and perceiving of the web
technologies and services. It was the dawn of &awetworks”. A social network service focuses
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on building online communities of people who shameerests and/or activities, or who are
interested in exploring the interests and actisiti¢ others. Most social network services aee
based and provide a variety of ways for users to interaach ase-mail and instant messaging
services. Social networking has encouraged new waysommunicate and share information.
Social networking websites are being used regulaylynillions of people. While it could be said
that email and websites have most of the essaslgatlents of social network services, proprietary
encapsulated services gained popularity in thediesade of the 21st century [AC1].

People started not only to interact with machined with each other using and sharing already
engineered social arenas and games, but to real@g@ropose their own contents and share them,
in theory, with everyone at any geographical dis¢ég/AC3].

This is what is called here the “social turning i | share my videos, thoughts, personal
information, games, contents with everyone at amg,tand the web may become a showcase of
what | have, what | do/know and even what | am.

From this point of view a hospital web site maydoree a space where | can not only find services
or documentation but a virtual plaza where to ergleanformation, insert my opinions, comments,
ask to the physicians [AC3],[AC6] — the same mddabactors that visit me or my parents -,
maintaining and retrieving my data or the settiigaonine personal page or blog. This is a real
revolution in approaching to services even if taey provided by public structures and hospitals.

So in re-thinking the characteristic of a hospietb portal in order to provide services in
telemedicine and for the people, the web portal tniugs re-engineered, renewed and updated
according to the most recent ICT technologies auiak networking “advances”. Some solutions
were studied and then proposed to solve the previeguirements according to specific needs and
worldwide transition. The result was that all thheypous web services regarding the audience, the
researchers (biologists, psychologists, epidemisiey and the medical doctors have to be re-
designed, including a new and more flexible CMS &ministrators. In the same way it was
proposed that the hospital satellite sites havgetmtegrated in the portal using the same platform
Most important of all it was realized an “open” lsitecture allowing different and external users to
update and modify eventual their own contents. tidyeng, proposing and developing these
services and to enhance communication and integrdtetween users and healthcare structures,
concepts such WEB 2.0 and social networking haea leenphasized [A4],[A8].

The re-design and the consequent development @vd RCCS’s web portal is essentially due to:
* the advent of new programming techniques

» the opportunity given by the “social” use of thebatbrough a series of “services”

4.2.1 The technigues

The evolution of the web technologies and the mireg functions of the web browsers promoted

the creation and the growth of new standards, basedhew programming languages, the

development of existing technologies and the aggrey of techniques and languages already in
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use. Thus, new techniques and libraries are avaitalthe team of IT professionals, continuing to
offer all the proposed and well-established sesyitaking advantage of the opportunities of data
visualization and presentation offered by WEB 2.0.

In particular with regard to the technologies tloet@l database server is MySQL 5.0, and PHP 5 is
used as the server side scripting language. Deasignehis architecture the portal for data output
and for user-database interaction utilizes a XHTMterface based on AJAX (Asynchronous
JavaScript and XML), which allows a background dedasmission between the web browser (user
side) and the server. AJAX technology createshatraction layer between web-browser and web-
server as shown in figure 10.

CLIENT SIDE

S—

USER INTERFACE
A

Javascript|Call Browser output

[ AJAX ENGINE ]

——HTFR-Reqlest

- INTERNET

XML Re$ nse

WEB SERVER |

‘R ———
STORAGE
DB ENGINE

BACKEND

SERVER SIDE

figure 10 — AJAX abstraction layer representation

This layer intercepts the HTTP requests from thewser sending them to the server in a
transparent way for the user.

Actual web portals are developed utilizing a wholedern graphical layout and are managed by
means of a CMS. The CMS back-end interface giveéedadministrators the control of the public

contents using a three-level menu architecture,adrttie other web-based services regarding on-
line appointments for specialist and private mddigsits, multi-center studies and telemedicine

systems.

4.2.2 The services

The aim of a web portal “social” re-design was fieate a network of services not only between the
Hospital and the patients as before, but also heiwdhe patients themselves, or medical
professionals and nonmedical users. In genera #ni attempt “to link” and to involve people
outside the Hospital.

This healthcare social networking approach willegio the medical professionals the opportunity to
share competencies and knowledge with other priofess or with the audience, thus realizing and
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implementing some innovative healthcare servicesadly at study or in development in other
Countries.

Some of these services are:

» the on-line specialist and outpatient appointmenmvise with a new backend system and
interface for the personnel of the hospital appoentt office

» the creation of an access reserved patient perpagal to maintain and to visualize a whole
view of the requested appointments or, in the #&jtuhe results of some clinical
investigations (such as clinical laboratory examoms) or to evaluate or complain about
hospital services or structures;

Optional future services will include exposition afiedical doctors personal files to show
curriculum (now mandatory for Public Administratiomanagement and Medical Doctors —
Operazione Trasparengaspecializations, offered medical services (withdated prices) and
eventually a personal blog.

Other services, developed using more conventie@inologies, include the support of scientific
databases and studies, the creation of a numbeelofinterfaces to populate some databases for
scientific research, and the creation of accessraited forms regarding some clinical research
studies to monitor the clinical behavior of the alwed pediatricians towards the problems of
infants affected by diseases.

Services for the users and the public

As discussed in previous section 4.1, the IRCCSEb wortal had been realized to offer services
both to scientific and medical professionals, anthe public users. The new portal (concept) aims
to maintain the same healthcare services as befndeserves as a platform to support and develop
new advanced and innovative services. In partictllase new services aim to approach patients
and healthcare institutions such as hospitals,ngiwo the citizens the possibility to register
themselves in order to manage, for example, thedioal appointments, medical visits, requests
and so on.

The user personal page, that was possible to ooeattee portal, could give to patients a secure and
easy access from everywhere (also from foreign twims) to view their own medical data,
simplifying other medical visits, consultations, farther accesses to other medical structures both
hospitals or health districts.

From the administrators’ point of view the platfooan unlock the different services in respect to
four categories of users, easily allowing furthenvgces as soon as they are working and usable.
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figure 11 — user access to the services

Services for clinical research and diagnosis

The platform continues to support the researchviactrelated to some scientific and clinical
projects. Groups of researchers use the web portil electronic forms regarding pediatric and
obstetrical studies, extracting and analyzing datathe corresponding researches. As for the
audience all the researchers need to identify telras and can access previously authorized data.
As soon as new services will start the administeavall give them visibility to authorized people
from the CMS at the backend of the portal (intranet

Currently some of the services inherited from thevipus platform are:

» the tele-consult system capable of receiving uinag images and questions from outside
obstetrical ultrasonographers (see figure below);

» the web and database support to the cohort stadiedtin 2007 to follow a population of
mothers and children from the first months of peewy collecting biological samples,
health and social information;

» the support to the IGARIS project (see previousiser

» the home page news regarding the institutionalities of the Hospital both in scientific
and in clinical fields;

» the renewed support for the multi-center studytgpiaal uterine polyps in women which
regards the medical treatment of atypical uteriobpgs in women monitored during five
years, and eventually surgically operated. A nevalisse was developed to archive the
patients’ clinical data and to follow the patierfitem different authorized Italian health
centers.
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figure 12 — renewed tele-consult web-form

Services for the hospital appointment office

As discussed before the previous on-line resemadigstem available on the home-page used a
form to be filled with data inherent to the reqeeistlinical visit (figure 13). Submitting the reie
generated a web server call and through a simpié seever the system sent a message to the
hospital appointment office, that manually woulahfon the request of the sender by e-mail.

The new system allows the Hospital appointmentceffpersonnel to receive and dispatch the
reservation requests directly on the platform with@pening the mail client and sending an e-mail
(figure 14). As soon as the personnel check tladaility of a medical visit to give the answer to
the request, the system will send an e-mail toptteent to confirm the appointment. The trace of
all the dispatched (or not) requests will be kepttee server, simplifying procedures concerning the
office storage and logistics.

Users’ side Choice of the type of the appointment
Login

P rostarione richiesta ®

Specialith =

(only if different users)
Multiple choice of the medical services

Prenotazioni

Soccalita < Pediatria
Buangiora Antonio Zamban
, Codice impegnativa

Scleziona la visita * Conpulenss
Nome paziente
56 AnErs 08 Antsrs Zamaoe Controfio atiergofogico
Sesso v mbschio L femmana Controflo dermatologica/pediatrico
Data @ nascita Controla paztroentersiogico
Conirafie pediatrice
Controfio pediatrica/endocrinpiogicn

figure 13 — user’s appointment web-form
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Users receive an authomatic e-mail as confirm of clinical reservation; or they may
visualize in their own personal area the same information

figure 14 — hospital appointment office web-form fsers’ request notification

Services for the administrators

The new CMS offers all the functions of a modela éind content management system. Through a
common interface it is possible to change the layoodel and the visualization options. The CMS
has a structure that allows navigation among tferdnt sites (the principal and the satellites) an
among the site’s menus, each organized in a tlaygs-model as shown in figure 15

" ™

Administrators’ side _
The CMS interface

Burlo Garofolo

Sie imag.

P ——

figure 15 — the cms interface

The menus’ contents can be customized allowingtiministrators to create the structure to match
the Hospital organization chart or the satellittessiorganization. The interface allows to upload
files and create contents and dynamic web pagesidhra complete and easy-to-use editor. From
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the CMS it is possible to move to the public aréthe sites staying logged and so visualizing the
contents or the services the authorization levahig:

From this backend it is possible to reach otheasrelated to the users accounts and privileges, a
Hospital scientific publication database (organiped year — see figure 16), and the other satellite
site CMSs. Inside each of these CMSs it is possdideording to the appropriate credentials, to
modify the specific contents and pages.

H ' ™
Professionals’ side Toaisio:gasy pubish skidies or
» Home w» La Ricerca
7 Pubblicazioni
| = 2008 = 2007 = 2006
- Auteri Titole & rivistns
| Bulla R, Agostinis C, Bossi F, Decidud! endothelial cells express surface-bound C1q 85 & molecular
| Rizzi L, Debous A, Tripodo €, bridge between endovascular trophoblast snd decidual endethelium
@ Radillo O, De Seta F, Mol Immunol, 2008 Feb 21; [Epub ahead of print]
| Ghebrehiwet B, Tedesco F
Lagin Calligaris L, Marchetti F, Intestina! plexiform neurcfibromas
Veatura A, Dig Liver Bis. 2008 Feb 20; [Epub ahead of print]
Cattanco A The benafits of breastfeeding or the harm of formuls feading?
J Paediatr Child Health, 2008;44(1-2):1-2
Krafft C, Codrich D, Pelizzo G, Reman mapping and FTIR imaging of lung tissue: congenital cystic
Sergo V. adenomatoid malformation
Analyst, 2008 Mar; 133(3):361-71
~ J

figure 16 — the scientific publications web-form

The last feature of the CMS still in developmend idynamic advanced editor programmed in PHP
that, starting from defined database tables aratiogls, will allow users to define web based forms
and pages only dragging and dropping items. Thisoredvill give to some skilled users the
possibility to create a personalized interface eoted to a database without knowing particular
programming or database languages.

Other features

The easy CMS interface was designed to allow tkatmm of satellite sites in order to extend the
possibilities of creating a single hospital webtfolan even for institutional blog, intranet sensce
and/or other open-source based projects and compubgrams. In Chapter 5 there will be
presented open-source solutions developed for thes@et and clinical services.

The CMS design of Hospital satellite web sitesaadtpertain to specific scientific or educational

areas that are concerned with the Hospital prinaativities but may be thought of as independent
functions. In order to enhance the visibility oésle activities and to grant an easy and well known
access to the same personnel in charge of thethbpprtal, all these sites were integrated in the
same platform, without turning to outsourcing reses.

These sites are parallel web portals reachable thahospital’'s home page, and even if they are
organized with the same structure (the three-layedel), they have different contents and offer
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different services and information. This is a bfisf of the working satellite sites adopting tlzere
CMS as described above:

» theCIB (Bioethical Independent Committee) web site. Hhiis is provided with a restricted
and secure access and holds information concemhi@gprocedures and regulations for
experimental clinical research.

» the English version of the hospital’'s web portalisla not a mere translation of the Italian
version of the portal, but is an independent ssjgeeially committed for the international
contents and activities of the scientific professis of the Hospital.

» the European School for Maternal, Newborn, Child &dolescent Health web site. This
site was created to support the activities of thesl, which is in particular dedicated to the
formation of Eastern Europe countries healthcaoéegsionals.

Other developing satellite sites will host the vdker associations and the hospital's
epidemiologists informative pages.

4.3 Conclusions

The ICT and in particular the Web 2.0 technologiel offer in coming years more and more
opportunities for the worldwide diffusion of teledieine. The paradigm is changed: the world
shifted from an “old” mainframe model then to aeoli-server model and now to a peer to peer
model, and this happened even in healthcare serdetermining more interaction among users,
professionals, developers and administrators: geaplw expect for services in which they are
involved [AC1].

Modern healthcare structures may benefit from tlaebdevements in order to improve quality and
the continuity of care. According to this “socigddint of view patients-users, medical doctors and
IT professionals should cooperate to ensure thatiore of useful healthcare tools, considering a
correct assessment of the technology includingscastl investments.

Only together healthcare and IT may converge tosvaad sustainable and open model of
development that will assure the correct and captiis support of the technology even in critical
demanding health applications and systems, sutheasomplex telemedicine scenario. From this
point of view a Hospital web portal of services eeped with open-source tools and shared
knowledge will assure a technological and econob&nefit not only for the management but
especially for patients demanding effective, stanlé comfortable healthcare services.
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Chapter 5
Innovative methods and applications in
designing intranet services

As will be showed in the paragraphs of this chapter study and the proposal of the realization of
intranet services and applications has been facild thie objective to resolve respectively
organizational, management and clinical needshospital. The solutions proposed and the results
obtained are quite different considering the ddfdrfields of application, but there are some
common principles regarding the approach and theheode (and consequently the chosen
technologies) that may unify what seems a not h@amegus whole.

The all-comprehensive approach adopted considessugps as security or quality of care or
international certification standardization

Quiality of care also means the proposal of solstivat are not directly connected with the
medical practice or diagnose, but give to the msifals in particular tools to better
execute their activities

Technology is not a secondary or only consequenieisThe chosen instruments should be
based on the same platform and might allow to dgvelystems that are easy-to-use,
effective, scalable, customable (possibly by trersithemselves).

Telemedicine is a concept that may be adopted opgze and solve problems with a
different point of view, allowing computerizatiot even “simple” and not deep researched
practices — such as for TPN, see section 5.3.

Some of the results obtained are:

The proposal of the realization of an open-soured wlatform capable to host different
systems and solutions

A different way to reach, organize and manage qatpanformation and data: in a hospital
this means clinical data, but also employees datebasiness documentation (protocols and
procedures)

Specific results for each study which is describeldbw

A more conscious use of technical resources andesmwas about the role covered in a
complex organization
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5.1 Intranet services and solutions for corporate rganization
and business [A3]

The study for the realization of an intranet postdlere to store and to make reachable all the
information and the hospital’s knowledge was prego®r at least five reasons:

* the ISO 9001:2000 certification process adopted dibrthe wards of the hospital (in
particular the laboratories and the cross sensoel as Radiology and Cardiology)

» guarantee high level of healthcare services, sl geoper medical treatments

» the consequent need to share documents, commumisatnd explicit corporate knowledge
in order to achieve as more employees as possible

» the need to formally describe and store the cotpommocedures, protocols, general
documents (vacations, illness, employee behavitr.,..® internal or specific rules and
regulations

» the effort of the hospital leadership focused tdawmb compliance to international and
national regulations and to improve the qualityHokpital medical and clinical services.

According to mandatory lItalian LaviD(L.vo 288/200BIRCCSs must comply with ISO 9001:2000
standards for Health Processes. To comply with ti&hospital starts the re-organization of the
clinical research and medical practice accordinght® international healthcare standards. The
standard is a model and a method. Its adoptioni@spihe opportunity to monitor the performances
and the quality of the offered services (definirrgtpcols, procedures, preventive and corrective
actions, etc...).

This chapter describes the proposal for the desighthe development of an intranet portal of the
hospital, built in accordance with regulations aespecially in accord to the Total Quality
Management approach [AC14] to enhance the int@waimunication among the hospital units and
wards, guarantee high level of healthcare servaed,take proper medical treatments. An intranet
portal has been recognized by the Hospital Strategection and the Quality Assurance Office as
an innovative tool to be designed, developed andhtaiaed. The portal may improve the
distribution of internal documentation, especigiyde lines, procedures and protocols.

The availability of such a portal may representafprm used as a common dashboard where it is
possible to retrieve the documentation in forceictvhis the electronic expression of the corporate
knowledge. The subsequent exploitation of this Kedge may allow to evaluate globally the
production of procedures, guide lines and protobglshe different wards, avoiding redundancies
and enabling work sharing, improving integratio &sarmonization of the corporate processes.

The portal may encourage communication throughueeof an internal blog in which users with
accounts may transmit in real time necessary inftion to get the expected results in a more
effective and efficient manner.
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5.1.1 Methods and materials

One of the first steps of the study was the anslgbthe Total Quality Management (TQM) model
(function vs. processes and continuous enhancerpssppsed by ISO 9001:2000 and its possible
engineering and implementation on an intranet wiéd @igure 17). The TQM approach for
healthcare aims to guarantee high level of healthsarvices, and to take proper medical treatments
through:

» corporate documentation management and distribution
* not conformities and corrective actions;

» audit (internal and external);

e continuous improvement

According to ISO 9001:2000 the explicit and forraapression of the TQM approach is the Quality

Management System (QMS) formally composed of triigumanagement manual (at a corporate
level), the total quality procedures, the processasuals (laboratory, pharmaceuticals), and the
operative procedures, guide lines, protocols, urtsions, services guides, etc created by the hadspit

wards, structures or departments.

The question is if certain QMS issues for a hospithose described in figure - may be modeled
and implemented via an intranet web portal.

> | intranet
Policies

QMS Continual Corporate
R:ﬂsource <$ Improvement :> Quality
anag. procedures

N =

Procedures,
Manuals,
Guide lines,
Etc...

figure 17 — QMS continuous improvement processienplossible intranet mapping

Another step was to find the information technoésgallowing the creation of such a portal. Not
following the same approach used for the designraalization of the hospital internet web-site, it
was chosen to adopt an open-source CMS, avoidiagnéed of programming capabilities and
beneficing of the CMS user-oriented layout. Aftesuavey and some tests it was chosen the popular
free open-source CMS, “Joomla!” (stable version.120- in 2008). Joomla! is a CMS widely
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available by the community and developed to offéarge number of modules and features. It is
possible to customize the web pages, their contamdsthe tools for navigation, visualization and
use of the web sites in which is implemented.

The platform is based on LAMP technology and maybsted in a hospital dedicated server. The
used operating system was Linux Debian 4.0 Stégeache 2.0 was the web server used for the
portal. The database server was MySQL 5.1 develbgedySQL AB, and as server side scripting

language was used PHP 4.4. Joomla! offers a fiyendér interface and a simple configuration

control panel to update the contents and the catpatocumentation. The control panel can be
easily understood, and its use can be taught tointeenal personnel in the wards or in the

administrative offices.

5.1.2 Development and implementation

In order to accomplish the proposed objectivestypeal structure of Joomla! has been applied to
map both the functional organization of the clihidapartments and the major quality items (the
“processes”) as considered in the above Qualitgiara Document.

As shown in figure 18 the main menu of the propas&@net home page was structured into three
macro “areas”, the first two designed accordinghi content structure of Joomla! itself, which is
based on the division in sections, categories antles.

The first “area” is constituted by common interestporate subjects as:

On-line and pdf downloadable address book
Guidelines and rules regarding the day hospitaliact
pharmaceutical vade-mecum

hospital forms catalogue

stationery catalogue

quality programme

budget programme

NookrwhE
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figure 18 — the intranet three macro areas

These subjects reflect the needs both to commenead to validate general procedures, guide
lines and protocols at the corporate level, avgdiedundancies and promoting work sharing to
improve the corporate processes and their integrati

The second “area” lists the Hospital Departments @ffices reflecting the organization chart, and
is composed of:

Strategic Office

Scientific Office

Sanitary Office

Administrative Office

Paediatrics Department

Obstetrical and Gynaecological Department
Surgery Department

Laboratory and molecular medicine Department

N A~ WNE

The structures listed above are organized follovarggeneral scheme built on the Joomla! “sections
-> categories -> articles -> elements” scheme. his fproposed model the sections are the
Departments or the Offices (or the processes infitke area); the categories are the functional
structures composing the single Department or ©ffiar sub-processes in the first area); the
articles are organized for every structure follogvthe scheme shown in figure 18; the articles are
further organized in a table of “elements” (figu/®). The elements are the single procedures, guide
lines, etc, all downloadable and generally visilWehospital employees. The articles of each area
listed below are further organized in a table ithvévery element (a specific protocol or guide line
or procedure) is identified. This feature was chose be adopted to overcome the three layer
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limitations of Joomla! The table format was chosenl internally standardized for every article
published on the intranet web site.

Table 1
Articles Date of upload  Author Contacts

Guidelines dd/'mm/yyyy admin n

Projects and programs

Reports

Lists

Plans
Objectives
Procedures
User manuals
Eules

Newsletters

figure 18 — articles’ organization schema
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figure 19 — the elements organized in tables insaleh article page

In the third “area” of the menu the links to a edyiof services related to the intranet are foussa (
next sections in this chapter), using it as a adiind common platform.

Accesses and permissions

The access to the front-end of the platform is &keough limited to the internal machines located
in hospital private subnets. Thus the access fdtgoed. The back-end of the platform is accessed
only by the administrators who control and mandmgeentire system and by a restricted user of the
Technical Office that has been trained to updatdigh of the technical interventions performed.

Other instruments for communication

An internal blog was proposed to allow better iattion among the hospital’s personnel regarding
the corporate objectives and the discussion arfivadopics:
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job organization

instrumentation and informatics

legal features

guide lines (add, modify, update, etc...)
chain of responsibilities

agrwnE

The blog’s home page may be reachable from thanetrportal; to add or update some of the
contents concerning the topics listed above, adfsusers with different privileges has been
prepared, according to the possibilities offeredtihg platform. Rules have been stipulated for
access and for etiquette to continue using theesysThe Blog is fully moderated by an internal
consultant who acts as a filter for the contentse@ublished.

5.1.3 Results and discussion

The system was implemented and started in early 200 continuing to represent the hospital
portal to deliver information and communicationsieTportal is used to publish and store all the
corporate documentation, from the General Manageéers until the procedure, guide-lines and
documents of each hospital ward or office. Theglarffers as many services as the Hospital wards
or structures require to archive, publish and \ligadheir documentation.

This allows the single department or wardo® involved into their own documentation, creating
manager users with restrictive access policies #amministrators.

From the beginning of the realization of the platiat was necessary to unify, organize and make
available the entire Hospital paper documentatioelectronic format. This documentation can now
be consulted and downloaded in the first area@eciamed “hospital forms catalogue”.

Joomla!’s built-in address book module was immedyasuitable for the on-line address book
allowing an easy search of internal personnel ftedee number, e-mail address, location) and
structures

The hospital Quality Assurance Office and the Infation System Officeollaborated to establish
the portalto improve andupdate the distribution of internal documentation, espgiguide lines,
procedures and protocols.

The availability of such a portal represents afptat used as a common dashboard where it is
possible taetrieve the documentationin force, which is the electronic expression @& torporate
knowledge.

The subsequengxploitation of this knowledge allows to evaluate globally the production of
procedures, guide lines and protocols by the diffewards (PDCA), avoiding redundancies and
enabling work sharing, improving integration andnhanization of the corporate processes.

The portalencourages communicatioralso through the use of an internal blog in whiskrs with
accounts may transmit in real time necessary indtion to get the expected results in a more
effective and efficient manner.
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After the introduction of the platform in 2008wore appropriate use of the hospital correct forms
and amore punctual diffusion of information (such as the new Corporate Act loe hew
information Policies) has been quantified (inste&@-mail...) reporting the visited pages and the
documents downloaded.

The possibility of aontinuous updateof the contents and of the documentation comphds the
ISO 9001:2000 standards for Health Processes, ialdpte know the review number, the author and
the date of the document.

Finally, implementing the intranet has achievedirat fstep todiffuse explicitly corporate
knowledge (both administrative and medical) that wa previously hidden or implicit. This is a
process that should be continued, converting mack raore of the medical and administrative
information into shared knowledge, and even incigdin this path the peculiar scientific and
research aspects of a hospital such as an IRCCS.

5.1.4 Conclusion and actual developments

Apart from the obtained results, remain at least ¢vitical situations: the first regards the extens

of the information tools which may introduce momnplexity to the system and to the regular and
consolidated procedures. The second class of pnsbis related to the first and regards the
formation and the training of the personnel in gdime information tools correctly and effectively.
This represents a challenge at the organizatiopael | especially because it involves the
employment of internal technical competencies anddn resources.

Beyond the continuous update of both the corpadataimentation and the CMS managed by an
internal team composed by IT and healthcare spstsialthe near future is characterized by
implementing an effective knowledge managementesystKMS) by which the 1SO 9001:2000
certified wards may control their quality documeimtia and review/update this documentation
systematically and safely.

In recent months such a system has been studiefdrapdsed also to renew the intranet platform:
the test of some commercial and open-source prediast begun.

5.2 Intranet solutions for the management evaluatio
[A10],[A11]

5.2.1 Purpose

In some hospitals like the IRCCSs which are resebased hospitals, the coexistence of research
activity and the offered healthcare services leadsomplex requirements and solutions in different
areas. In these institutes healthcare cliniciarts rasearchers overlap, and clinical assistance and
research activity are performed very often by tame professional. Both for legal commitments
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and to assure the continuous improvement procaggjaality of care (as discussed in the above
section), these professionals must be monitoredeaatlated [AB1]. The periodic evaluation of
healthcare business managers according to thantéiw which regulates executive healthcare
contracts, is mandatory. Even if this evaluationas binding for the researchers it is an important
process in order to motivate and improve individslalls [AB3] and possibly encourage a sense of
responsibility to safeguard patient health.

For this reason a model [A10] has been proposedhi®rperiodic evaluation of both activities

(clinical and scientific) to enhance and motivdte professionals involved. This kind of model was
refined following quality systems as JCI (Joint Goission International) and ISO (International
Organization for Standardization), developing tHanFDo-Check-Act model (Deming cycle) to

encourage a continuous professional and cultucatir.

For clinical activity this evaluation should:

* increase the sense of duty towards the patients,

* increase awareness of one’s own professional gramdhaspirations

» enhance the awareness of the healthcare execageaeding the institute’s strategies.
For research activity the evaluation should:

» keep track of the researcher’s efforts and invokein

* measure the scientific productivity in terms of |icdtions, papers, talks, international
workgroups, etc,

» calculate an objective index of the effectivenddhe scientific contribution.

To satisfy these requirements the model has beepoped modulating specific literature
achievements and the hospital Direction needs &djyein terms of the documents to be sent to the
Italian Public Health National Department. In pautar this evaluation system has been constructed
according to the Total Quality Model approach fue healthcare discussed in the above section.

After the construction of the model it has proposedevelop and implement and test two computer
programs based on the same open-source platform.

The expected advantages using the models as cangratgams/web applications are: immediate
availability of tools and information, unavoidaldenfront between managers and the evaluator (the
“social turning point” discussed in chapter 4); easy consulting and data updating, an easy
security and control implementation; and finallyeat portability of the computerized evaluation
tool due to its easy application in other contehterent from public and private healthcare.
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5.2.2 Methods

Clinicians’ evaluation model

The model referring to the clinicians is dividedtimo main sections [A10]: the first part is “not
negotiable”, while the second is “negotiable” witte CEO and regards quantitative aspects. Both
the “negotiable” and the “not negotiable” secticare divided in different sub-sections. Sub-
sections are composed of fields, and each fielassociated with a score, while a coefficient is
associated with every subsection that is fixedhe tnot negotiable” part and variable in the
“negotiable” part.

The main model sheet is the evaluation report. &fauation report sheet is divided into two parts,
in which the whole evaluation is reported attribgtia variable mark from 0 to 3. Its first part is
composed of links (see figure H) to user documerieh are: the “job description” link which
describes the work carried out by the manager gelditby the evaluator and read only by the
manager); the “manager target” link (editable by @valuator and read only by the manager), and
the “job assignment” link which describes job matiens, structures, targets, and score/result
indicator.

In the first part, the chief executive officer (CEQcores: 1. behavioral characteristics, 2.
multidisciplinary collaboration and involvement,@ganizational skills, 4. professional quality and
training, 5. relationships with the patients. Thergs for these fields are decided by the CEO.

The first part is “not negotiable”, while the sedois “negotiable” with the manager as regards to
guantitative aspects.

The “not negotiable” section is divided in five sséctions: 1.Characteristic behaviors,
2.Collaboration and interdisciplinary participatior8.Organizational ability, 4.Quality and
vocational training, 5.Relationship with the patgen

In the second part the CEO evaluates: 1. quangtgtib dimension, 2.technology innovation, 3.
scientific and educational activities. The valu®res of these fields are decided by the CEO
together with the professional under evaluatiomréviously established correction coefficient can
be used for all the scores.

The “negotiable” section is divided in three subtgms: 1.Work quantitative dimension,
2.Technological innovation, 3. Scientific and taaghactivities.

In the last part of the evaluation report sheeteth® a summary table concerning the performances
achieved; the average score of the fields in aeuilos, multiplied by a subsection correction
coefficient, summed together gives the final vote.

In order to have a positive evaluation, the fir@re must be greater or equal to the thresholdevalu

There must be a tabulated appointment calendarhwhidlitates to plan a series of meetings for
future improvements. In addition to the evaluatr@port sheet there is a training sheet which
controls individual abilities.
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Users of the “clinicians” evaluation model are dedl into four categories:
» the evaluator (typically the CEO) evaluates all agers and inserts almost all documents;

» the evaluated manager who can insert his own doctsmand consult only his own
evaluation reports;

» the administrative staff which introduces only dmeunts regarding the hospital and cannot
visualize manager/evaluator reports;

» the administrator that can operate directly onsthigware for technical problems and issues
(only for the computer based program developed).

In figure 20 is shown a graphical schema represientaf this clinician model:

g\ Negotiable
Section
:/ ]

E Job Description
= Not [G] Objectives
gam\ Negotiable Job Assignments

Section
=T [ Docs
il Input Data
. . Elaboration
Performance i
Achievements O/ Operations
; <> Decisions
Improvements ' (RD Results
= Calendar ’ |:| Not-negotiable
[ 1 Negotiable

figure 20 — clinician evaluation model schema

Researchers’ evaluation model

The model created for the evaluation of the re$esaisc[A11] was divided into different parts:
 the first reports identifying data of the researde. age, role, ward or department, etc...);
» the second collects information and activities saslpublications,

» the third part meetings and congresses,
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» the fourth one lists proposal submissions to NaitioMinistry of Health, European
Commission Framework program, etc. For each et are the scores to evaluate the
effectiveness of the researcher’s scientific aitiper year.

In the researchers’ model, it is possible to acteésur different sheets: the personal data slieet,
publications sheet, the research projects she@th@nother events sheet. Moreover, it is poss$tle
get and consult a summary sheet.

In the personal data sheet all the informationeported including name, position, CV, age,
structure, department, organized by year, and éxrtdo. In the publications sheet the produced
publications are listed.

All the details about the publications must beexikd in different fields, divided by title, jowin
year of publication, impact factor IF attributed tbe journal. In particular in ltaly IF is
distinguished in three typesgrezza (the usual index to evaluate the quality of stifenjournals),
“normalizzat® (Normalized Impact factor — NIF) which is a methto evaluate the quality of
journals and research work in different disciplirs®wing a direct comparison among different
scientific disciplines journals; and finallynbrmalizzato corretto for which there are some
exceptions in the evaluation of IF, e.g. whenpgheduct is a letter to the editor. Different autho
must be listed in separated cells (hame, surnametsre, position in the list of authors). IF seor
has to be calculated for each author, ward andrtiepat of the hospital. Duplicates in calculating
IF must be avoided for a correct value calculatioa specific year [AB7].

In the research project sheet there are the prbpabaissions reported to the national Ministry of

Health programs, European Commission Frameworkrregional projects. The sheet must specify
for each project the title, the topic, the budgefuired, the budget assigned, the role in theqwalp

as coordinator or partner. In this part all theeegsh projects developed and held by every single
researcher are reported.

The other events sheet reports the list of the remsgs and meetings to which the researcher has
attended actively in oral sessions, as chairman, et

5.2.3 Results

To implement the two theoretical evaluation mod#dscribed above, two web-based software
programs were developed using the same LAMP (Lidypache, MySqgl, PHP) system platform.
For data storage a “MySql” database was used, migtlecause it is an open-source software but
also because it satisfied the project objectivde Graphics interface was developed using both
HTML and PHP languages. The programs implementwhele evaluation path (providing user
authentication giving different authorization pte$i) in respect to individual roles.

Clinician’s evaluation program

For the evaluation of the clinician activities, tfoar different types of user (evaluator, manager,
staff and administrator) can authenticate themsebrethe login page to enter into their personal
home pages as shown in figure 21.
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@EVALUATOR @MANAGER 4
Find a Manager Manager: Daniel Zotti
(empty to view all the list)
Name: | ]
BUDGET COMPANY ACT IMPLEMENTATION PLAN
Surname: I ] [F=
S < o«
Budget2010 CompanyAct2010 ImplementationPlan2010
BUDGET COMPANY ACT IMPLEMENTATION PLAN
2010 <, A «l’
Budget2010 CompanyAct2010 ImplementationPlan2010

figure 21 - Manager and Evaluator home with documsesgarding Hospital activity

For example, the evaluator home page presents agearresearch form and the corporate
documents. Logged in as Evaluator, for every evatudanager the program presents a personal
data web-form, an evaluation report web-form whieps to determine the manager final score,
and a training web-form which follows the managsivéties in parallel with the evaluation report.

The main web-form implemented is the evaluationoregsee figure 22). The evaluation report
form is divided into two parts, in which the whaealuation is reported attributing a variable mark
from O to 3. Its first part is composed of linksthe user documents as requested by the model with
the requested evaluator and manager permissions.

@EVALUATOR v

Manager: Daniel Zotti - Type of evaluation: annual

Evaluation period from: |01/01/2000 to: (317122000 Training (PDF)

Discipline: anary

Targets (PDF) @ ©

Job (PDF) @ O

Job Description (PDF) @O
Scientific Activity (PDF) @ ©)

@MANAGER v

Manager: Daniel Zotti - Type of evaluation: annual

Evaluation period from 01/01/2000 to 31/12/2000 | Training (PDF’ @O
Targets (PDF)

Job (PDF’

Job Description (PDF)
Scientific Activity (PDF)

Discipline: Primary
Job assigned: Surgeon

Department: Surgery

Fix i r iable (field 1,2,3,4,5)

Fix coefficient evaluation, nonnegotiable (field 1,2,3,4,5)

1. Behavioral Characteristics - coefficient: 3

1. Behavioral Characteristics - coefficient: a) Field1: 2
a) Field1: b) Field2: 2
b) Field2: c) Field3: 2
c) Field3: Item Value: | 5.25
Item Value: -
2. idiscipli y Partici| ion - coefficient: = R icipation - 2
a) Field1: a) Field1: |2
b) Field2: b) Field2: &
c) Field3: c) Field3: |2
Item Value: - Item Value: | 3.33

figure 22 - Evaluation report page visualized by Bvaluator and Manager

Then there is the first part with the fields ande tlscores (behavioral
multidisciplinary collaboration and involvement,ganizational skills, professional quality and
training, relationships with the patients) decitbgdhe CEO. This “negotiable” section is divided in
three sub-sections: 1.Work quantitative dimensi&iiechnological innovation, 3. Scientific and

teaching activities.

characteristics,

In the second “not negotiable” part the CEO evasiabn screen the scores together with the
professional under evaluation. The program allanset a correction coefficient for all the scores.
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In the last part of the evaluation report web-fothere is a summary table concerning the
performances achieved; the average score of tluks fie the subsections, multiplied by a subsection
correction coefficient, summed together gives autiecally the final vote. The program
implements a tabulated appointment calendar toachwkacilitates to plan, for each manager
evaluated, a series of meetings for future impracameis

In addition to the evaluation report web-form thisra training web-form as requested by the model
which controls individual abilities, as reportedfigures 23 and 24. It is the most complex sheet to
be implemented for at least two reasons: the rgadiiting permissions on this report are flexible
(i.e. both manager and evaluator can read/writ&, on different positions), and the second reason
is that it is composed of many fields with differenles facilitating the addition of all types of
manager tasks.

% EVALUATOR %

Manager: Daniel Zotti - Type of evaluation: annual

Evaluation period from: IOMOUZODO ] to: [31;12}2000

Training (PDF)

Discipline: [primary | Targets (PDF) @
Job assigned: [Surgeon \ Job (PDF) &
Department: [surgery I Job Description (PDF) &9 ()

Scientific Activity (PDF) @ O

Fix coefficient evaluation, nonnegotiable (field 1,2,3,4,5)

1. Behavioral Characteristics - coefficient:

a) Field1:
b) Field2:
c) Field3:
Item Value: -
2. Multidisciplinary Participation - coefficient:
a) Field1:
b) Field2:
c) Field3:
B

Item Value:

figure 23 - Training report web-form visualized tine Evaluator
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%MANAGER ‘-':'7‘5

Manager: Daniel Zotti - Type of evaluation: annual

Evaluation period from 01/01/2000 to 31/12/2000 | Training (PDF) @ O

Discipline: Primary Targets (PDF)
Job assigned: Surgeon Job (PDF)
Department: Surgery Job Description (PDF)

Scientific Activity (PDF)

Fix coefficient evaluation, nonnegotiable (field 1,2,3,4,5)

1. Behavioral Characteristics - coefficient: 3
a) Fieldl: 2

b) Field2: 2

c) Field3: 2

Item Value:|5.25

2. Multidisciplinary Participation - coefficient: 2
a) Field1: 2

b) Field2: 5
c) Field3: 2
Item Value: | 3.33

figure 24 - Training report web-form visualized thye Manager

Researchers’ evaluation program

In the researchers’ web based program, from theehpage it is possible to access four different
web-forms as shown in figure 25: the personal deg¢h-form, the publications web-form, the
research projects web-form, and the other eventsfaren. Moreover, it is possible to get and
consult a summary web-form. The program allowsdi #e information creating a database of
researchers whose information can be recoveredimeyit is necessary to insert the name of the
person, e.g. insert as author.
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-~ RESEARCHERS DB+

RESEARCHER

MName: [Daniel |

Surname: [Zotti ]

m

PUBLICATION

Title: | |

Type:

Year: [ ]

SEARCH | CANCEL

RESEARCH PROJECT

Title: | |
Number: [ |
Type: ALL

Line: ALL v

Year: [

SEARCH | CANCEL

OTHER EVENTS

Title: | |

Fom:[ |
Too [ ]

Base: [ ]

Type:
SEARCH | CANCEL

figure 25 - The researchers’ “home page”

In the personal data web-form (see figure 26 belWhe information is reported including name,
position, CV, age, structure, department, organizgdear, and h-index too. In this form all the
data can be searched for each sheet or a newepidit be inserted and called up or new
information regarding the publications or the petgen which the researcher is involved.

- RESEARCHERS DB '+

Personal data

Daniel Zotti (16/04/1987)

Name: IDaniEI

| Attachments
Surname: [ZDtti |
Date of birth: [16/04/1987 | :,{ D
Address: [Via Gatteri, 48 | i = e
City: [trieste | (2 X (ZX 42X
Telephone: [040367304 |
e-mail: [zotti@burio.trieste.it | ; ;
cange nke delay flt;w.qif freccia dx.png
notes:

@New Upload
Annual details
Year Role Structure Notes
[2010 ] [pmgmmmatore \ [serviz‘lo informativo ‘ x
{2011 ] [pmgrammatore ‘ [serviz‘m informativo

‘ note
r

add field

X

figure 26 - Researcher’s personal data web-form
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In the publications web-form the produced publwasi are listed. All the details about the
publications are collected in different fields &a®wn in figure 27, divided by title, journal, yeair
publication, impact factor IF attributed to the foal, with IF differences and particularities
described in previous paragraph. The authors df pablication are listed in separated cells (name,
surname, structure, position in the list of authown algorithm was developed to calculate
automatically the IF for the researcher in a spegiear, both the IF gained/reached by all the
researchers working in a specific structure in yiear.

’ RESEARCHERS DB+
PUBLICATION details

Complications associated with total laparoscopic hysterectomy(TLH)

Publication type

- Attachments
Title ‘Cumpll[atmns associated with total Iapamsnc‘

Journal

\ \ ;
Volume(installment):pages[:lES: 46(10):21-23 D e
(

Publisher ] pubb.exe  publication.pdf

G 2X T1IX
Project number D
Line I L -
Type other ~
Impact Factor D
Notes
PUBLICATION AUTHORS
Name Surname Date of birth Type Pos
Daniel Zotti 16/04/1987 | 12 P.¢
[mario ] [Rossi ] [extemal |[s | X
add external author
add Burlo author’
e Back DELETE EDIT

figure 27 — Publication web-form

For this aim it was decided to insert a field tdigate the position of the authors among the list o
authors in order to establish, using another dlgar,i the percentage attributed to the author fer th
publication. In figure 28 a new publication canduiled listing apart the authors that can be already
found in the database or can be added as extethar (nstitutions) or as internal authors.
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' RESEARCHERS DB+
New PUBLICATION
Publication type

Title
Journal

l
I

| e.g. 46(10):21-23

l

Volume(installment):pages
Publisher

DIDDU

Year

Project Number

Line

Type —select— 23

Impact Factor

Notes

AUTHORS

Name Surname Date of birth Type Pos
[Mario | [Rossi | esterno X
Daniel Zotti 16/04/1987 [ \ |2 \ X

add external author]
add Burlo author’

>

CREATE
PUBLICATION

figure 28 — New publication web-form

In the research project web-form the proposal sebiomns are reported to the national Ministry of
Health programs, European Commission Frameworlerregional projects. The implemented
fields specify the title, the topic, the budgetueed, the budget assigned, etc... as specified
before. In this part all the research projects tgerl and held by every single researcher are
reported. In the web-form there are cells wherentlmaber of each research project associated with
the main area of study (obstetrics, neurosciertcg i®edited according to the progressive number
of all the IRCCS’s projects. It is also possibleagsociate the publications that are a “product” of
the efforts and studies referring to the project.

In the program there is also a “other events” waipafwhich reports the list of the congresses and
meetings to which the researcher attended actimedyal sessions, as chairman, etc.

Furthermore in a summary (query) web-form theret@oés to recover useful information regarding
authors, publications, IF, to contribute to theleation of every researcher.

The program is implemented and updated continuobglyhe personnel of IRCCS’s Scientific
Directorate to know in any moment the level andghality of scientific activity of the Institution.

IT Security issues

Every software which treats personal data has tprbtcted. In this case the DB was locked by a
password and was implemented an authenticationaatttbrization model. An initial login form
based on the DB permits entering the corresponasegname and password (encrypted) in order to
have access to the programs.
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Besides the username and password, the referdoleectantains name, surname and user date of
birth (to avoid ambiguity). For the evaluation fietype” is added which represents the role of the
user running the program; thus each user visuabnéshis personal pages designed dynamically
based on the type of authentication respect tdiBeThese types are: the “evaluator” that has a
main page which permits him to see, create and fmoglorts of all managers; the “manager” who
can visualize only his own page but cannot modihatmhe evaluator has written about him; the
“staff” which is limited to entering only hospitalocuments and cannot visualize or modify any
report sheet; the “administrator” that has the pgsran to operate on the entire program in case of
problems and can perform changes if necessaryhéiudeveloping methods are used for the
program IT security, such as the use of the POSthadan input forms instead of the GET method
which shows form data on the URL.

5.2.4 Discussion

There are many advantages using this web applrcaficst of all the model is realized and
implemented for the first time and both for climes and researchers in a valuable platform
designed around a strong database and a widelyamskekihown technologies. Some advantages for
both programs are an immediate availability of $omhd information, an easy consulting and data
updating, saving time, avoiding errors and dupéisatobtaining major information control and
coherence, forcing the operators to respect aesjprgicedure of data entry.

Electronic evaluation Manual evaluation
Saving time in data entry and retrieval Wasting time in data entry and retrieval
Avoiding duplicates and redundancies Presence of duplicates and redundancy

Major control in data entry and visualization JLess data control and coherence
Automatic calculations of evaluation indices  |Manual calculation and evaluation of mdices

Multiple data access Single data access
Major data security Less data security
Fast data availability and summary Slow and complicated data availability

table 2 - Electronic vs. manual evaluation

In particular for researchers’ evaluation the poesi approach was based on a series of Excel data
sheets, calculating all IF scores manually for eaebkearcher and structure or department,
generating errors and duplicates (for instance~idlculation). Instead with the program is now
possible to organize and correlate the informatiomcerning the researchers and all their activities
using a single platform and an easy-to-use interfagpable even of complicated automatic
calculations.
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5.2.5 Conclusion

The programs replicate the evaluation processesticgedifferent profiles of authentication and
authorization which can then give to the evalu#ter possibility to make lists of the professionals
to evaluate, to upload documents regarding theiivines and goals, to receive individual
documents in automatically-generated folders, taiokyear-by-year individual scores and profiles.

The programs help to control and check all thevds performed by the managers and
researchers in a more efficient and intelligent watablishing a skilled and easy-to-use monitoring
instrument. The use of a web interface equippett aitequate security levels permits simplified
management for all users, and can be easily reamlergiwhere at every moment.

In addition, the program itself encourages theodjaé and the exchange of ideas between the
evaluator and the professional (both clinicianesearcher) allowing to schedule meetings in order
to discuss factors of observation/evaluation andmove the manager/researcher activities.

The program is open designed and not proprietaryidang difficulties in exportation and
portability on different platforms (i.e. the use afsingle application such as Excel); the graphics
interface is user-friendly and at a high level ofcenation, hence it can even be used by users with
less informatics skills.

The advantages of using web-based open-source aseftimclude easy data consultation and
update, the implementation of IT security issubs, éasy portability and scalability of the system
itself.

Finally the software are easy to configure andvary scalable, and thus can even be used in other
business or research (other IRCCS?) organizations.

5.3 Intranet solutions for clinical care [A9]

After the discussion of intranet services regardingument management and personnel evaluation,
this chapter ends with the presentation of a smiutiesigned and implemented for clinical practice.
In respect of the other solutions proposed, tlmett in the evaluated hospital - there was a well
established and consolidated model using papeestsjamong the pharmacy and the requesting
wards. So the process was to change (process ngappim technology and measure the results,
instead of the creation of a theoretical model #reh its implementation. Anyway the intranet
telemedicine services have been enriched with thation of a platform for the total parenteral
nutrition prescription.

5.3.1 Objective

Total Parenteral Nutrition (TPN) is defined as fegda new born baby or a child by infusing
nutrients intravenously, bypassing the usual pmoéating and digestion. TPN has extended the
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life of children born with nonexistent or severelgformed digestive organs and is a vital support
for young patients. In the studied IRCCS (Scieatifistitute carrying out biomedical research and
clinical activities of relevant national interetite formulation of TPN is one of the main actigtie
of the hospital pharmacists both for hospitalized Aome patients. There are two kinds of TPN
[AC10]: short-term TPN may be used when a patiedligestive system is temporarily
nonfunctional because of an interruption in itsteuarity; long-term TPN is used to treat patients
with an impairment or a lack in nutrient absorptidhe pediatricians must rigorously schedule and
continuously monitor the nutritional needs of tteient. To accomplish this process they prescribe
TPN by completing a paper-based form which is thent to the pharmacy. Clinical pharmacists
evaluate the patient’s individual data and decitieiw TPN formula to prepare and use.

In this chapter is described the introduction dr&luse of an electronic web-based form in order to
enhance the TPN prescription processes assurimgies f advantages in terms of IT security,

affordability and risks evaluation [AC11] in comn with the paper-based TPN prescription

process [AC12].

5.3.2 Methods

To enhance the TPN prescription process a web-mastdm has been designed, developed and
implemented to replicate the original paper basean$ according to a “process mapping”
approach. The software, developed in PHP programhainguage and based on open-source tools
and services, is embedded in the hospital intramet has been constructed according to the
requirements of the pharmacists and the needs ef dibctors. Figure 29 summarizes the
architecture, showing the virtual database andiegipin server, a few connected web browser
clients and the intranet network layer below.

SURGERY PEDIATRICS

4 [ 4
> VIRTUAL <
SERVER

l

COMPUTERIZED
PRESCRIPTION

‘ HOSRITAL INTRANET

figure 29 — TPN computerized architecture
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The system is based on a LAMP (Linux Apache MySdPPopen-source platform and functions

on a internal virtual server; it consists of a date loaded with prescription data and information
from the authorized wards, and of an on-line fomwhich data is added through a common web
browser or even a smartphone connected to thetabaptwork via wi-fi.

In such a way doctors can prescribe TPN from anggmected to the hospital intranet network,
using a secure and personal authentication methodder to guarantee their correct identity. The
pharmacists open a secured web page where, theeghtinuous polling of the requests’ status,
the complete list of the treated patients appeatls, wn particular, an alert active on the last
requests inserted. Until the request has been ggedeand completed the alert remains. Figure P
shows the different steps of the TPN prescripticocess different steps starting from the doctor’s
direct request through the original (translatedrfnpaper) web-form reported, as example in figure
30, until the final step where pharmacy receivesrédguest and prepare the TPN formula [AC13].

@)
U

——

——

_ \\?CTLL‘i I) Authentication

[ I ISTITUTO "BURLO GAROFOLO" TRIESTE

BURLO

19t mcd, ANDEV2008

2) Web form

Mome Uente. |prova

Password.  sssssesss
(Eca) T ———

i MODULC DI RICHIESTA PER NPT

Cognome = Horve. il m s s pesan |0 (o0-mn-a23%) aaee )
[ o Pt —-
sor B

.........

Traplanti himero sacche
||||

e [ el ]a e )= ]2 5 5] ] = IE]EIE]
= fen i D e g e o o S O o e e i s

3) Pharmacy

figure 30 - TPN prescription process. 1) Login acdess; 2) Computerized TPN sheet as visualizetebgtoctors;
3)The pharmacists receive the prescription ande&)are the TPN
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5.3.3 Results

The two figures below show, respectively, the mednthe computerized TPN prescriptions
obtained per year from 2008 (figure 31) and anrecamparison between the paper-based and
computer-based requesting forms (figure 32). Tretesy started up during 2008, is actually in use
and now almost all the IRCCS hospital wards hawnl@tivated, distributing access credentials in
particular to the neonatologists and pediatriciamslved [A9].

Hospital wards requests

Oncology; 368; 12%1

Pediatric ward; 415;
13% 7 NICU; 1361; 44%

Transplant Center;
968; 31%

figure 31 - total distribution of TPN mean requgsts year from 2008

60T

50+

% prescriptions

20+

10

Patients missing
data
Req. delivery time
Text misunderst.
Missing signature
Wrong modules
Lost requests
Software
difficulties (use)
Forgotten
password
Server failure

figure 32 - paper-based versus computer-based feequrencies
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Figure 32 summarizes the problems deriving fromuse of the paper-based and computer-based
TPN prescription [AC12]. In the paper-based formadblems occur due to: missing patient data;
delays in the delivery of the request; reading anodying misunderstandings. Electronic-based
forms have reduced the incidence of these errotshiere are still some drawbacks and difficulties
regarding the software use because of the necesaanyg in managing it.

5.3.4 Discussion

Computer-based prescription assures the correcpletion of the form, reducing common writing
and reading errors, improving the correct text caghpnsion. In addition there is no risk in losing
the form as is the case with the paper forms. Tdwuests are immediately available to the
pharmacists as soon as the doctors compile andtlsermtita.

Other observed advantages in using the computepizssttription may be summarized as follows:

» to guarantee the correct prescription preparatdministration and tracking through the use
of common .pdf file formats directly on the pharisé personal computers;

» to reduce medico-legal and clinical risks throulgh tise of a password to authenticate both
the doctors and the pharmacists;

* to obtain a medical prescription correctly and dapi

* to assure the not-ambiguous identification of taggmts eventually coded anonymously (to
extract data for clinical studies and research);

* to plan in advance the daily work-lists for pharmaersonnel involved in TPN request
preparation.

» the availability of affordable IT instruments givibe perception of the advantages that such
systems have in improving clinical practice andligyaf care.

5.3.5 Conclusion

The introduction of this system provided advantaggesmprove the security of the pediatric
healthcare process as mentioned above. The systandevised with the goal to avoid common
reading errors, to improve the correct text comension, to ensure prescription preparation,
administration and tracking. The obtained resudishdnstrates the accomplishment of the declared
objectives. According to a process of total qualiyntrol, the system reduces clinical risks
regarding issues such as the correct and rapitbauay of medical prescriptions and the incorrect
identification of the patients.

In comparison with paper-based TPN prescriptionsctmnic-based forms have reduced the
incidence of errors, the possible lack of patieaatacand reading misunderstandings.
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In addition the system is ready to support a sefamprovements such as the compatibility with

hospital information system architecture, the irdéign of the system with the hospital electronic

medical records, the possible integration with tdigsign processes and legal conservation of
electronic parenteral requests. TPN requests deeifrofficial medico-legal documents.

Regarding future developments implementing a TP&tesy working on a smartphone or an I-
phone has been proposed, developing an applicaaaty to manage the prescription process.
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Chapter 6
Mobile tele-radiology: a present approach for
the future [A14],[A15]

As discussed in Chapter 3 (mobile) tele-radiologyrbe used in an emergency when the specialist
or senior staff are not available, and a quick atiason is necessary. Recently smartphones and
tablets with high quality display have been mar#efEhe mobile tele-radiology study started in
2011 aimed to determine if these devices can be 6ise radiologic review, diagnosis and
consultation without diagnostic information lossheTl study was faced both from a clinical
[A14],[A15] and an engineering [A17] points of vieand is reported in the next sections (6.1 and
6.2). In section 6.3 there is the presentatiorheftablet/smartphone evaluation protocol, suggested
in order to obtain a more objective evaluationhaf tlevices’ displays under test [A16].

Apart the considerations and the results obtainethis study, it is worthy of note that some of
these mobile devices and their apps intended faticakdiagnostics are reaching the compliance
with international regulations and standards. B&d and Drug Administration (FDA) [W7], for
example, cleared in February 2011 “a mobile radjplapplication (Mobile MIM, manufactured by
Cleveland-based MIM Software Inc.) that allow pleiens to view medical images on the iPhone
and iPad manufactured by Apple Inc”. The FDA newkase continues specifying that “the
application is the first cleared by the FDA forwiag images and making medical diagnoses based
on computed tomography (CT), magnetic resonancegimga(MRI), and nuclear medicine
technology, such as positron emission tomographyT{P It is not intended to replace full
workstations and is indicated for use only wherréghe no access to a workstation”. About the
certification regarding the compliance to regulaii@and standards, similar evaluations start to be
done for other marketable products as the Aycanil@&pp used in this study. The collaboration
with Aycan Digitalsysteme GmbH started in early 2@then Aycan Mobile App was still in beta
release. This App is labeled with a CE-Mark as aliwtd Device Class | in Europe and provides
also a visualization correction Function (VCF) adiog to the DICOM GSDF curve, which is
similar to a DICOM Preset medical grade displayialfy the same iPAD touchscreen reaches
during 2011 regulations of DIN V 6868-57:2001-020(Gistency and uniformity testing for
medical displays).

6.1 Mobile tele-radiology — a clinical approach

In the clinical part of the study there were eveddaalmost 100 exams [A14]. CT and MRi images
were chosen because of their low matrix, usualls léhen smartphones and tablets display
resolution. CT and MRI examinations were randomiypsen among exams performed in the
IRCCS’s Pediatric Radiology ward in the last twoagge Anonymous exams were sent to

smartphones and tablets using a VPN encrypted ctioneand analyzed (interpreted) by two

senior radiologists. Apple (iPhone 3 and 4 and iPA&Gnd 2) and Android (Nexus One smartphone
and Asus Transformer tablet) devices were useddoistudy. Results were collected in a database
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and compared with gold standard results. The gtaddard is the PACS system used in the
Pediatric Radiology ward. No significant loss ofoirmation was detected. Small inter- and intra-
operator differences were shown and were due mmrendividual variability than to device
inadequacy. CT abdominal examination were the ndeshanding reports because of the high
number of slices. MRI exams, on the contrary, wheseasiest to report, having a low number of
scans and lower resolution. Preliminary resultdioonthat there is no significant loss of diagnosti
information in CT and MRI exams reported using dptawnes.

6.1.1 Materials and methods

Recently smartphones with high quality display h&een marketed, and at the same time fast
internet connections are easily available. To eateluf these devices can be used for mobile and
remote radiologic consultation without diagnostidormation loss, the two most widely spread
systems were chosen: Apple 10S and Android OS badeedes.

Dealing with the technical specs the iPAD's 9.7'D-Backlit display supports pixel density greater
than standard PACS monitors, with resolution (1058} sufficient for 2 frames of 512 x 512 CT

or US images and 8 frames of 256 x 256 images fplnstion keys. Display luminance is 300

cd/m2, on par with 24” PACS monitors. The A4 Systema-Chip combines CPU, GPU, and

hardware controllers, with CPU performance sigaifity faster than most netbooks. The GPU
provides graphics acceleration sufficient to deliv@0Op video with parallelization of CPU and

GPU tasks. Data connectivity is via 802.11n Wi-¢apable of 300 Mbps throughput plus 3G
capability (real world max throughput of 1.7 Mbpis) addition to Bluetooth 2.1. There are 16-GB,
32-GB, or 64-GB flash memory storage options. Fr2010 iOS4the operating system supports
multitasking (for applications like DICOM viewer MR, and speech recognition [SR]).

On the other side Android devices may reveal véfgr@nt specs according to the manufacturer: in
general there were used devices with Android OS2 @eater.

Two DICOM viewers were used: OsiriX v.2 for the AppPhone (version 3 and 4), Aycan Mobile
App. for the iPADs and DicomDroid beta v. 0.9 fondkoid devices. All the viewers are image
processing software dedicated to DICOM images. Taey fully compliant with the DICOM
standard for image communication and image filanfis. They are able to receive images
transferred by DICOM communication protocol fronyd@ACS or imaging modality including the
open-source DCM4CHEE server. They query and redrigudies from/to a PACS server or a
PACS workstation. The iPhone 4 is equipped witbtaa display screen, with a resolution of 960 x
640 pixels. Nexus One, for example, has an AMOLEi2en with a resolution of 600 x 480 pixels.
Both smartphones have a 3.7 inch screen. The Ased?AD Transformer uses an IPS display
technology as the iPAD 1 and 2.

Anonymous exams stored in an ad-hoc mini-PACS gerd to smartphones using an encrypted
connection based on a point to point VPN realizech@ommon mobile network or directly using
the Aycan Mobile App.; the exams were interpretgdvico senior radiologists (80% and 20%). In
the study there have been evaluated 93 exams.
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CT and MRI images were chosen because of theimhatvix, usually less than the smartphone or
tablet display matrix. CT and MRI examinations wexedomly chosen among exams performed in
the Pediatric Radiological ward in the last two rgedn particular there were 24 CT and 69 MRI

exams. CT abdominal examination was the most diffio interpret because of the high number of
scans (slices). MRI exams, on the contrary, wegeetisiest to report, having a low number of slices
and low matrix.
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figure 33 — 26x122 MR image

figure 34 — 512x512 MR Image
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The large number of findings in an entire exam il easily allow for objective analysis. Thus,

only one slice for each exam was chosen by the PA&i®logist to be submitted to the

smartphone radiologist for evaluation. Results warkected in a database built using Filemaker
Bento and compared with gold standard results. Gbkl standard is the PACS system used in
pediatric radiology ward, an Esaote Aet DICOMed iReyv.4.1.

6.1.2 Results

There have been evaluated 93 exams. No signifloaatof information was detected. Insignificant
inter- and intra-operator differences were foundéodue more to individual variability than to
device inadequacy. All missing findings were degdatithout any difficulty on a second check.

Almost as a paradox missing findings concerned nibesimage interpretation on the PACS
workstation rather than on the mobile devices. iHason of this anomalous result may be the fact
that working on a small new workstation focusestlal physician attention, more than working
routinely on an everyday used workstation. Missindings were only minor ones, while the report
was essentially the same.

Total no. exams Matching Partial matching Non matching

24 CT 22

69 MRI 68

93 CT+MRI 90

figure 35 - results

6.1.3 Discussion

This part of the study evaluated the use of smartph and tablets for radiologic review, diagnosis
and consultation. The obtained results confirm tiingre is no significant loss of diagnostic
information in CT and MRI exams reported using nwdevices in accordance with other literature
studies and projects (see Chapter 3). Radiolofyate, however, reported a subjective sensation of
fatigue after long sessions essentially in usingrgpmones; this fact confirms that the systems are
suitable for consultation, not for primary interi@atgon or report.

iPADs’ and tablets’ applications could instead ua® primary interpretation, radiographic viewing,
speech recognition (SR), resident education, arigrgéclinician interaction [AA30]. Advanced
visualization applications are under developmepnine obstacles may remain in 510(k) FDA
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approval or CE Mark certification for all the apgations and all the devices [AA29]. Further, the
tablet's displays require closer positioning, wigotential vision, technical and ergonomic
challenges as showed in next section. The iPAD Asmdloid tablets more than the smartphones,
can provide a portable means for house staff tov vimdiographic images/reports. The use of a
microphone and a speaker opens the door for SRcapphs. For resident education, the tablets
can deliver electronic books, web content, and Isyorwus and individualized viewing for
interactive case-based learning. The device offpportunities for clinician/patient interactionsdan
numerous EMR applications (e.g., a dashboard iategy a range of patient data/images with the
tablets’ intuitive interface).

6.2 Mobile tele-radiology — an engineering approdrc

From an engineering point of view the mobile teddiology challenge may be faced considering
the international standards for the evaluation daddiwal electronic display devices and the
evaluation of IT security issues in transmissiommmunication and media access accountability,
availability and data integrity.

6.2.1 The evaluation of electronic display devices

International standards and regulations proposeriassof technical controls in order to assess the
industry or marketable compliance of display dewiff#2]. Here is proposed a brief list of some of
these standards that may be adopted for the ei@miuaf the tablet displays for review,
visualization, diagnosis and possibly report of roadmages.

The AAPM TG-18 report

The intent of the AAPM TG18 “Assessment of dispteyformance for medical imaging systems”
report [B2] is to provide standard guidelines toaqticing medical physicists, engineers,
researchers, and radiologists for the performaneduation of electronic display devices intended
for medical use. The scope of the TG-18 repoiim#dd to display devices that are used to display
monochromatic medical images. Cathode-ray tubesr§cRnd even more liquid crystal displays
(LCDs) are currently the dominant display techn@egn medical imaging. Even if there are still
many cathode-ray tubes (CRTSs) displays used incaktthaging as described in the report, for the
scope of this research, tests are referred tottall€D panels. Many of the tests and concepts in
the report could be adapted to other display teldgnes that might find their place in medical
imaging now and in the future. The report descrilbesactual primary display technologies; gives
some engineering specs for display devices; andestigan assessment of display performance
through a series of tests intended for quality oftml and technology acceptance, regarding
geometric distortions, display reflection, luminancesponse, luminance spatial and angular
dependencies, display resolution, display noiseilinge glare, display chromaticity and
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miscellaneous general tests. As shown in Appendithé\ proposed assessment protocol for the
evaluation of tablet display characteristics iasially based on the AAPM TG18 tests.

NEMA-DICOM Standard (PS 3)

In 1984, the American College of Radiology (ACR)atle National Electrical Manufacturers

Association (NEMA) formed a committee that producaad currently maintains the Digital

Imaging and Communications in Medicine (DICOM) stard. For the scopes of this study on the
quality of the tablets’ displays it is important tmnsider a document the NEMA-DICOM

committee produced and called “Part 14: Graysctdadard Display Function” (PS 3.14 — 2006)
[B3]. The document specified a standardized disfanction known as the Grayscale Standard
Display Function (GSDF) for grayscale images. Timent of the standard was to allow images
transferred using the DICOM standard to be displaye any DICOM-compatible display device

with a consistent grayscale appearance. While gthets of the DICOM Standard specify how
digital image data can be moved from system toegysit does not specify how the pixel values
should be interpreted or displayed. PS 3.14 smac#ifunction that relates pixel values to displaye
luminance levels. The consistent appearance of eésmagas approached through perceptual
linearization, where equal changes in digital valueause equal changes in perceived
brightness/luminance. The relationship that PS 3l&#nes between digital image values and
displayed luminance (the GSDF) is based upon measnts and models of human perception
(Barten model) over a wide range of luminance, uypdn the characteristics of any one image
presentation device or of any one imaging modadlitys. also not dependent upon user preferences.

ISO 13406

Flat panel display devices were addressed by IS@@&2:2001, Ergonomic Requirements for
Work with Visual Displays Based on Flat Panels.t RarErgonomic Requirements for Flat Panel
Displays (ISO 2001). The key display issues covdrgdhis standard were display luminance,
contrast, reflection, color, luminance uniformitplor uniformity, font analysis, pixel defaults,dan
flicker. Under ISO 9241, ergonomic requirementsdmplay devices were specified under parts 3,
7, and 8.

VESA Flat Panel Display Measurements Standard

In May 1998, the Video Electronics Standards Asstomn (VESA) released Version 1.0 of the Flat
Panel Display Measurements standard (FPDM) (VES#8L9IThe purpose of this document was to
specify reproducible, unambiguous, and meaningfatteonic display metrology. The FPDM
standard was strictly not a compliance standard,réthher a manual of procedures by which a
display’s conformance to a compliance standardcctel verified. It was intended to extend the
standard so that it could be used for all dispjges. However, the standard focused on emissive or
transmissive color displays that are used in thekplace, in laptop computers, or equivalent.
Particular attention was paid to the measuremduaiiswwould characterize the performance of flat-
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panel displays. The measurements were dividedtihmdollowing categories: center measurements
of full screen; detail, resolution, and artifadgx-pattern measurements; temporal performance;
uniformity; viewing-angle performance; reflectioelectrical performance; and mechanical and
physical characteristics.

SID (The Society for Information Display)

Through its journal, publications, symposiums amcpedings SID publishes original and
objective reports and works dealing with the bussnand the technology (theory and practice) of
information displays. Issues include manufacturiaghnologies and the underlying chemistry,
physics, physiology, psychology and human factorsasurement techniques and all aspects of the
interaction between equipment and its users.

6.2.2 IT security issues

The overall security topics regarding the use bfeiz and related apps in telemedicine solutions or
projects and in particular in tele-radiology maysoenmarized as [B12]:

» Device Control and Protection

» Data Protection

» Secure Network Communication
» Secure Platform Foundation

For example the apps for iOS are reviewed by Applere they are released for customers. This is
a benefit for the integrity and security of thetaafre and the iPAD. Currently there are no known
viruses and other compromising software publisioeddS.

Confidentiality topics

Confidentiality assures that no unauthorized ubange access to the information. There are two
possible sources identified which might causelamgarding confidentiality:

» Access to the information during the informatiotremsmitted to the device.
» Access to the information while the informatioroisthe device.

This is addressed by the following topics:
* Use of encrypted transmission channel; data isyeted during transmission.
» Data is stored encrypted on the device.

» Application and data access is secured by password.
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* It is recommended to send only anonymized dat&eantobile devices. Anonymization of
the 'patient name' can be used by default or sedtcmn/off for each individual transfer.

* |t is recommended to make use of remote deletiovicess for the mobile device from the
manufacturer of the device.

» |tis recommended to secure access to the mohiiealby password.

» If a user logs into the application which keepsadat another target user at this time, the
data for the other user is deleted during the |pgotess.

The encryption is implemented in a way which ddesméen allow the device respectively the
operating system manufacturer to get access tdatze

Integrity topics
Integrity assures that the information is correitiat is, it has not been improperly modified.

The data is encrypted during transmission (oveemrypted channel) and during storage on the
device. From that point where the data left the@®mode until the data is displayed on the screen
there is no possibility to alter the informationthe data sets because modification would imply
correct decryption and correct encryption after cation, which is not possible with reasonable
effort.

The data transfer mechanism assures that incompietedified transmissions can be detected and
that the user is notified. Regarding the softwasgridution process it can be assumed that only the
developer or the manufacturer is able to replaeeagiplication itself by another version. Software
modifications on the device are not envisioned.réfoge unwanted software changes can be seen
as precluded.

Availability topics

Avalilability suggests that the information will l@vailable when needed. It is in the nature of a
mobile device that it has to handle the uncertaifithe transmission channel especially if the area
of mobility is not limited to a certain area whesemehow controlled transmission channel
conditions can be expected like at a hospital mgldr campus.

Topics regarding availability in use of mobile dms in telemedicine are:
* Eventual device usage in time critical scenarios.

* The problem to ensure to have a reliable transonsshannel when needed (access to WiFi
hotspots or 3G/EDGE/... network access — depenalinthe technique and on the position
of the user).

» Correct operation of the update/upgrade functibpdom any previous apps’ version will
be checked during the verification process.
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Accountability topics

Accountability is the application of identificaticand authentication to assure that the prescribed
access process is being done by an authorized user.

» Every person who wants to use the system must &axadid user account. For each user
account a unique user name has to be selectsdeitommended not to share user accounts
but to have a dedicated account for each persaomithad like to use the system.

* People who would like to exchange messages respbcimages have to authorize each
other before one is able to send data to the other.

« Each message or sent image set from a fixed statiothe mobile app/user has one
unambiguous user as the target of the message/isehge

» Access to data of a certain user is only possiftée auccessful login

6.3 The assessment of a measurement protocol for bile tele-
radiology

As shown in chapter 3 (sections 3.4, 3.5 and 3@)ia sections 6.1 and 6.2 tele-radiology is an
articulate and complex section of telemedicine raigg the use of radiological high technological
devices and PACS systems to provide appropriagedielgnosis and tele-consulting. Mobile tele-
radiology in particular is a very recent disciplimehose potentials and feasibility have been
explored during the last years in US and Europeaeless hospital wards using MD certified
tablets and medical records, to visualize and tepatient clinical images and data. Some recent
studies (Chapter 3) are now proposing and demaimgjréhe use of commercial tablets such as
iIPAD and Android tablets in hospitals, evaluatirgmpliant technical specs and clinical benefits or
drawbacks deriving from their clinical use. Tablse&em very attractive both for medical staff and
for technicians, especially because the leadingendrging displays technologies (OLED, IPS,
AMOLED, RETINA Display, ecc...) and the ease of use.

6.3.1 Objective

The specific aim of this study focuses about theicdl and technical international standards and
regulations concerning mobile radiological telesatation and/or tele-reporting platform, in order
to identify the criteria, to propose a possiblelesaon measurement protocol for mobile devices’
displays and establish how tablets and smartphanessuitable for radiological diagnosis and
medical image reporting [A16],[A17].

However, the use of mobile devices also for telescdtation presents some restrictions and
drawbacks concerning the reliability and the seguwf the networks, the proper set of DICOM
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images transmitted, the use of software and haeleentified as Medical Device (MD), and at last
the technical specs and performances of mobilecdsVdisplays. After the evaluation of the proper
display technical specs for mobile tele-radiolomythis study it has been proposed a TG18 and
DICOM compliant measurement protocol for mobileides’ displays similar to the calibration and
evaluation protocol used for medical imaging systefie protocol evaluates when mobile systems
based on tablets and/or smartphones could be os¢elé-consulting and possibly tele-reporting in
different environmental conditions.

6.3.2 Materials and methods

The proposed measurement protocol has been applget display’s performances of a couple of
tablets both Android and Apple. The devices arammpd with DICOM compliant apps and have
been chosen among different vendors in order te mato account different display technologies.
The two Android and Apple mobile architectures aydtems used are similar and provide a
transparent way to share DICOM images in local @ed to distant networks. The DICOM images
are stacked into cases (at the workstation OsiRORoftware inside the hospital/imaging center)
and sent to iPADs via the aycan mobile app integrah OsiriX PRO and via a VPN to the
DicomDroid application on Android tablets. In figuB6 there is a representation of the workflow to
send image sets to the remote aycan mobile ap@ \B&/WiFi connection and a Notification
Server. This server doesn’t store any patient dai is only used for establishing the proper
connection between sender and receiver.

Notification Service

Push Notification

Broadcasting the new case

. 1 i “:
’ | 3 j \
o PACS for People

figure 36 — aycan mobile workflow (thanks to Aydambh)

For Android tablets the network connections areut@sk via a VPN established directly on the
OsiriX PRO workstation. The existence of a new dassignalized to the iIPAD user through the
Apple Push Notification service, while for DicomDutas acquired as for a PACS node. After login
to the aycan mobile App some meta data and thurdsbolihe case are retrieved by the iPAD and
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the same is for DicomDroid. For the iPAD applicatid both devices (aycan mobile and aycan
workstation OsiriX PRO) are logged in at the sam®vork, they will establish a secure, encrypted
channel and send the images directly to the iPAlhely are in different networks without routing,
they will establish a secure, encrypted ad-hoc &@hel between the devices and send the images
to the iPAD. Used AES encryption has the advantageliminate the need for time-consuming
VPN connections (as requested for DicomDroid apgilbn).

AAPM report of TG18 “Assessment of display performoa for medical imaging systems” has been
used and in particular TG18-LN, TG18-QC, TG-18-CTE18-UNL, TG18-CX, TG18-AFC,
TG18-GV, TG18-AD tests (see Appendix A). Some @& theasures regarding the luminance and
illuminance tests have been performed with the &itamix LX Plus photometer with the same
ambient illuminance and physical conditions.

6.3.3 Results

In a preliminary set of measures almost all théeteslisplays show that, in an environment with
repeatable and controlled illuminance and displaihance conditions, they may obtain satisfying
responses according to the measurement protocpbged. In particular, regarding the TG18-LN

luminance tests, the best responses (within théaifdits for MD Displays) have been obtained in

images sets with low contrast range; and in geraebatter perceptual linearity (figure 37) has been
obtained in respect to a typical secondary radiokgmonitor. Figure 38 shows a comparison

between an iPAD not-calibrated luminance respomssug a secondary class radiological monitor
with evidence of the Grayscale Display Function EHand the £10% limits for dL/L.

——|aft
menit

0 2000 4000 6000 0 2000 4000 6000
p-value p-value

figure 37 — perceptual linearity calculated for RAD (left) and a secondary display device (right)
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figure 38 - iPAD not-calibrated luminance respowsesus a secondary class radiological monitor lamie response

In the table below are reported the tests anddhkelts of the measurement protocol (cf. Appendix
A) for two tablets, respectively an Apple iPAD ldaan Asus eeePad Transformer Android tablet.
Not all the tests are reported. The measures a&entin a Magnetic Resonance room built for the

diagnosis, interpretation and report of clinicabges.

Excepting the luminance response (that was wonsthéoAsus tablet and is not reported here) the
two tablets, built with the same declared dispkghhology (the IPS — In Plane Switching - active
matrix LCD flat panel technology), showed a goodatpcol evaluation regarding especially

geometric distortions, spatial resolution and lusnice uniformity; display noise and visual angles
reported values comparable to secondary classaglisigvices. Both the tablets suffered for diffuse
and specular ambient reflection artifacts.

Measured characteristic Test iPAD Asus Transformer
L(min) TG18-LN 0,13 cd/m2; 0,11 cd/m2
L(max) 153,9 cd/m2 180 cd/m2

Luminance response TG18-LN (figure 37) -
Geometric distortions TG18-QC (<2%) (<2%)
Luminance uniformity TG18-UNL 0,10% (<30%) 0,25% (<30%)

TG18-CX
Spatial resolution
3 (<4) 3 (<4)
TG18-AFC only details of two| only details of two
Display Noise quadrants on four| quadrants on four
are visible are visible

Veling glare (and Glare Ratid) TG18-GV
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3 details are clearly 3 details are clearly

visible visible
TG18-AD Better if activated | Worse with L(amb)
the visual correction . .
Diffuse ambient reflection function (vcf) L(min)>4*L(amb)

L(min)>4*L(amb)

- L(min)>4*L(amb) | L(min)>4*L(amb)

Specular ambient reflection but there are but there are
P reflected artifacts on reflected artifacts on
the screen the screen
Ambient luminance (L(amb)) - 0,02 cd/m2 0,02 cd/m2
Ambient illuminance - 6,2 lux 6,2 lux
TG18-CT Almost 130° Almost 130°
Visual angle

TG18-LN LR'=103,9 (>70) LR’=75,88 (>70)

table 3 — the protocol test results

6.3.4 Discussion

Medical images produced by the same signal may lawepletely different visual appearance,
information, and characteristics on different digptlevices. In medical imaging, it is important
that there be a visual consistency in how a givigitall image appears. A digital image which has
good diagnostic value when viewed on one devicddctaok very different and have greatly

reduced diagnostic value when viewed on anothercde\GSDF was developed to provide an
objective, quantitative mechanism for mapping digiimage values into a given range of
luminance. An application which knows this relasbip between digital values and display
luminance can produce better visual consistenciiaw that image appears on diverse display
devices.

The relationship that DICOM PS-3.14 defines betwekgital image values and displayed

luminance is based upon measurements and modéianshn perception over a wide range of
luminance, not upon the characteristics of anyiorege presentation device or of any one imaging
modality.

Operatively there are two requirements for obtajn@guivalent image appearance on different
display devices, as requested by the TG18 reparttam DICOM PS 3.14. The first requirement is
that the devices be calibrated using the same lmom response standard. The DICOM Grayscale
Display Function (GSDF) is the model selected fog standardized luminance response. The
second requirement is that the devices have the daminance ratio, LR=L'(max)/L'(min) (see
Appendix 1). When viewing an image, the human Jisyatem adapts to contrast within a limited
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range of luminance. After adaptation to the ovebailjhtness of an image, the visual system has
reduced contrast in brighter and darker regions.idiage viewed on a device with a large
luminance ratio will have poor contrast in brigimdadark regions when compared with the same
image display on a device with a small luminanderg.g., a secondary class display with LR =
100). Thus, equivalent appearance requires thagembe displayed on GSDF-calibrated devices
with the same luminance ratio.

It is notable that equivalent appearance can beéwasth with devices having different L'(max).
While visual perception has poor sensitivity in ldaegions, the GSDF increases the contrast
between display controller input states, p-valwslow luminance levels. The value of a bright
display device is that L'(min) is large for the salaminance ratio, and therefore higher values of
L(amb) can be tolerated. Bright displays can thesused in clinical locations where it is
impractical to reduce ambient light levels.

The obtained results show the iPAD measured cheisiit curve with a shape, a slope and a
degree of scatter not so far from the ideal GSF.|I6w contrast images and studies the luminance
obtained values respect the +10% limits imposedHe primary class medical devices displays.
The curve obtained in the above figure 37 showsif&D measured values regarding perceptual
linearity which assesses a good or bad correspeedegtween the luminance values (in terms of
Just Noticeable Differences) and the grayscaleega(p-values), is more linear for the tablet than
that measured for a secondary class display delvioe a clinical point of view, according to the
standard, this is a good result because a goodeper linearity means a better image
interpretation reducing and avoiding misinterpiietaand diagnosis errors.

6.3.5 Future developments of the study

Mobile devices measurement protocol must be eveduat different conditions in respect of the
controlled illuminance and physical conditions diRi or TAC hospital dedicated room. This is a
critical task and the compliance with the protoseltings and requirements will be more difficult
and problematic (if not impossible) to be achieaed respected. In these conditions the physicians
must be warned in using the device especially fdiagnosis or a tele-consult. Automatic warning
systems must be implemented in programs dedicatedobile tele-radiology almost immediately
in order to inform physicians of the risks may acouthe visualization and interpretation of the
medical images.

A touchscreen imlways affected by fingerprints while usage. Users should always check the
display before and while usage and clean the displeen necessary or use special “pens” in order
to reduce and avoid perceived image artifacts.

The commercial tablets haven't the hardware anth@rsoftware to be calibrated according to the
DICOM GSDF, but there is a way for the tablets ppraximate the GSDF as illustrated in Annex
C of the DICOM PS-3.14 document. In particular atistical analysis of the measured
characteristic function according to the DICOM P.3$43will be performed. The analysis will
regard both the shape of the TG18 luminance caneethe scattering of the measured luminance
values obtained on all the tested tablets compaittdiiterature models. The analysis will show the
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conformance or not with the desired DICOM GSDF {Gcale Standard Display Function). This
desirable conformance will state an important $tgpghe affordable use of tablets as devices for
tele-diagnosis and especially tele-report of selbctdiological images (such as MR, CT or PET
images), despite of actual commercial tablets atecertified as MD in particular for their display
lacks. The TG18 compliance and a consequent oatidin of some devices and apps in repeatable
and controlled environmental conditions may alloatire tele-reporting.

It is still in development an algorithm capablerédurn a score from the measured and qualitative
values and results obtained from the applicationhef protocol. The algorithm’s output will be
encoded in a classification similar to the riskibles used in risk management procedures.

6.4 Conclusion

Almost all the actual tablets displays suffer tinatl of a native resolution of 1024x768 in respeftt
the TG18 1024x1280 recommended specification. Tiogpgsed protocol has been revised to
evaluate the tablets performances in different antbconditions, with the aim to define their
limitations and possibilities of use for clinicavestigations.

Due to the characteristics of the display techngldlge diagnostic use is limited to low resolution
medical studies like MRI, CT, US, NM and PET. Locabulations about display technology
should be followed also. These apps for transfgraimd displaying DICOM images, may be used in
many medical facilities for different use cases.

Finally information security regarding confidentigl integrity, availability and accountability
(aycan mobile app uses an automatic 256-bit AESyption, password protection, and the ability
to anonymize patient names on image files), asestgd in section 6.2, is ensured on a solid level
and complies the current state of the technologijoWing the Italian data protection and security
law (D.Lgs. 196/03which might considered one of the toughest lalasuathis topic worldwide.

It is in development an Android app compatible widicomDroid capable to auto-regulate the
brightness (and then the luminance) of the disglayording to the ambient illumination, and,
consequently, to warn the physician in regard & thblet's use for image visualization and
diagnose. An algorithm will try to reconstructlaaracteristic curve as much as possible “near” to
the GSDF starting from the environmental illuminarend performing an interpolation of the
display luminance values between the maximum (B(nand minimum (L'(min)) calculated (or
permitted by the device).

The mobile tele-radiology softwares have to allbw physician to measure distance on the image
and image intensity values and display measuretmas, annotations and regions of interest. The
tests for an evaluation have to measure luminaimsage quality (resolution), noise, etc... in
accordance with international standards and guids]i reviewing results from demonstration
studies with qualified radiologists under differeigihting conditions. The aim is everyone agrees
that the devices may be considered “sufficient” edagnostic image interpretation under the
recommended lighting conditions and in respectarhes standard requirements (i.e. obtaining a
valid score using an assessment measurement pljotoco
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The display performance of mobile devices can egpee significant variations in luminance
levels even between mobile devices of the same madthe mobile applications must include
sufficient labeling and safety features to mitigdte risk of poor image display due to improper
screen luminance or lighting conditions.

The device should include interactive (regardingtst? luminance?) or automatic tests in order
to reduce the interferences the lighting conditibage with the physician’s ability to discern sebtl
differences in the image contrast or luminance.
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Conclusions and final considerations

Nowadays telemedicine begins to be considered raack more as a service; this means the
realization of infrastructures (from the single @evto the remote server or user) that allows users
not to mind about the network failure or the apgtiien or data corruption. In perspective all
telemedicine services should converge to a plugstad approach, with people and medical
professionals not concerned about anything of puishtton. This is what it was called in this thesis
an all-inclusive approach to telemedicine.

The principal objective of this work was to studglect and develop methods to enhance the
clinical practice and the biomedical research im@dern Italian hospital by using telemedicine
support. To accomplish this goal it was analyzexidtate of the art of the technologies and of the
telemedicine research (chapter 2 and 3) in ordehtmse systems and applications as to enhance
for example the clinical practice. Beyond thistadg of IT infrastructure and security issues was
indispensable if not almost mandatory.

The occurred choices were realized together wighpidrticipation of medical doctors and, in some
cases, other researchers. The whole research stuolyed these professionals starting from the
initial brainstorming to the effective realizatiof studies, models, applications and programs. The
creation of a multidisciplinary group with differeprofessionals allows to realize a research or a
study or even a product for the market (or evepit-sff).

The results obtained in the three principal topidsthis thesis concerned the realization of
innovative solutions for telemedicine oriented waltals, the proposal of new methods and model
for hospital intranet services, and the evaluatanICT technologies in tele-radiology. The
approach was multidisciplinary considering infrasture and security arguments too.

For the first topic the results may be summarizedhe development of a more interactive and
“social” hospital web-portal offering original selons and services to all the categories of users
(audience, professionals, researchers), allowimgntk- through the use of advanced tools - to
configure and select their own pages and interdsts. originality of this approach consists in a

good cost/effective result in the respect of tist &nd worldwide accepted Internet regulations and
policies too.

A similar approach regarded the intranet servicebtae design of web interfaces for the clinical
practice and the executive evaluation. These kihdhovative systems regard a limited and
selected number of more skilled users, typicallpibging to a corporation or to specific offices. As
above the approach is important: interactive sesyitnnovative tools and affordable instruments
are the keywords of the systems designed or propossolve specific problems or needs.

Another original research topic concerned the maltdor the assessment of medical images on
commercial displays, interesting the stakeholderd the groups involved in medical images
treatment, visualization and communication. Theeptilities of the mobile tablet devices improve
day after day. New devices are marketed every vaeekthe innovation is round the corner. The
potentialities must encounter the medical diagoestvorld and meet the standards and the
regulations the international community establisHeavill be difficult for a commercial tablet to
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obtain the medical device CE mark not only for caencral reasons, but the technical limits may be
reached and even surpassed adopting objective nesamind evaluations. This study demonstrates
that commercial tablet may be used in clinical pcacfor the correct visualization and diagnose of
medical images. The measures of some display deaisiccs may be considered acceptable for
mobile interpretation (even report?) of medical g@s but if and only if the ambient lighting
conditions are under objective control and integpfautomated systems in tablets warns physicians
about bad or borderline technical and ambientiogistns or bonds.

All these topics are a real challenge for ICT ilert@edicine because if it is true that the objedtive
of similar studies are often of medical relevanites methods and the results have significant
technical preambles and consequences. Studietemedicine allows not only the re-mapping of
processes and clinical protocols but also the iocreabf innovative services or applications,
allowing a re-engineering of consolidated procedufiée re-engineering perspective allows users
to re-think what they are doing in terms of newhtemlogies and enhancements of previous obsolete
procedures. Re-think a hospital web portal usimfitelogies capable to push new services to the
audience or to the professionals (chapter 4); loiwahg the fruition of innovative services of tele-
consultation by means of blogs or private intradethboards (chapter 5) are both examples on how
the re-think and the innovation together with thgpdsable technologies may bring a wave of
change even in consolidated practices.

Another interesting aspect of this work on telerord was the multidisciplinary approach even in
the specific technical and research approach. Thdysand the realization of telemedicine
innovative systems may be conducted gaining anativerew of many aspects regarding, for
example, information and data security, affordaféworks and communications, the respect of
national or international technical standards andrs Such problems are very sensitive especially
in a hospital. So it is indispensable to think aedign a whole hospital infrastructure considering
matters as information security, privacy, prevemid data lost, affordable networks, redundancy of
servers and systems. Privacy and security are itthnormative and organizational features that
must be taken into account, not only as border itilond but in the core definitions of telemedicine
studies and research projects.

Innovation is not something like a spot but is atowous process of growth and knowledge.
Innovation in telemedicine is something that mutetin consideration more and more of the
aspects and competencies described and presentbd iwork. Innovation in telemedicine in a
hospital is a real challenge because it not coscenty the “to know” aspect but the “to know how
to do” aspect. That is, as told me long time agarafessor | consider one of my masters, what
define at all an engineer.

“All life is problem solving” — Karl Popper
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----- Web-sites— Telemedicine and ICT

[W1] www.americantelemed.of@\merican Telemedicine Association web site)

[W2] www.aitim.it (Italian Association of Telemedicine and Media#okrmatics web site)

[W3] http://ec.europa.eu/information_society/activitiesIth/policy/telemedicine/index_en.htm
(EU program and communication in telemedicine)

[W4] http://www.salute.gov.it/eHealth/paginainternaEHegp?id=2515&lingua=italiano&menu=t
elemedicingItalian telemedicine projects)

[W5] http://ec.europa.eu/information_society/activitieslth/policy/ehealth _governance_initiative/i
ndex_en.htn{EU e-health Governance Initiatives)

[W6] http://www.onecare.cup2000.ifiveb site of the Italian National Observatory the e-care
projects)

[W7] http://www.fda.gov/(US Food and Drug Administration web site)

[W8] www.cordis.euEuropean web-portal for research and development)

[W9] www.ihe-italy.org(Integrating the Healthcare Enterprise web-portal)

[W10] www.myesr.org(European Society of Radiology web site)
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Appendix A

A TG18 Compliant Measurement Protocol for

Mobile Telerad

List of chosen tests

lology

Measured characteristic Test Type N° of images
L(min), L(max), Luminance TG18-LN quantitative 2
ratio

Luminance response TG18-LN guantitative 18

Geometric distortions TG18-QC quantitative 1

Luminance uniformity TG18-UNL quantitative 2
Display Spatial and uniformity TG18-CX qualitative 1
resolution TG18-QC quantitative 1

Display Noise TG18-AFC qualitative 1
TG18-GV gualitative 2
Veling glare (and Glare Ratio) TG18-GQ, TG18- quantitative 3

GQOB, TG18-GQN (proposed)

Diffuse ambient reflection TG18-AD qualitative 1
Specular ambient reflection - - -
Ambient luminance (L(amb)) - - -
Ambient illuminance - - -
TG18-CT gualitative 1
Visual angle TG18-LN quantitative 1

(proposed)
Display Chromaticity TG18-UNL8O guantitative 1
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(proposed)

General Notes: measures must be taken with taidptags turned on from at least 10 minutes.
AAPM TG-18 tests are performed in the same radioklgoom with the same ambient conditions
(T, luminance and illuminance), with the tabletagad in the same positions of the medical device
displays.

All the tests are previously loaded on tablet’ wafte or apps suitable or studied to receive and
visualize DICOM images. The tests are performechwiie native resolution of the tablets,
eventually scaled and considering the proper lptidé8 or 12 bits).

The test’s values or thresholds have been gattievedAAPM TG18 report.
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Monitor calibration

(L(min), L(max), Luminance Ratio, Luminance Respgns

Reference

AAPM Report of Task Group 18: “Assessment of display performance for Medical Imaging
Systems”

Recommended Values and thresholds

Primary medical display:

L(max) > 171 cd/m2

L(min): L(max)/ L(min) (luminance ratio) = 250

dL/L within the DICOM GSDF standard: + 10%
Secondary medical display:

L’'(max) = 100 cd/m2

L’'(min): L’(max)/ L’(min) (luminance ratio) = 100

dL/L within the DICOM GSDF standard: + 20%

Expected response
The slope of the measured response should agree with the slope of the standard response.

The tolerances must be respected

Instrumentation

Photometer. The photometer is used with a ringa(eapsule) capable to reduce the influence of
ambient light and is put in contact with the digpla
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The measurements
tests: TG18-LN
file TG18-LN-1k-01.dcm, .......... , TG18-LN-1k-18.dcm

Through the software or app mounted on the taldktcs on the screen the test pattern AAPM
TG18-LN12-01, in 1X1 modality (test pattern is mhsithe TG18-LN-1k-01.dcm file), make the
measure and read the luminance value obtained meg$lie central region of the pattern.

Repeat the measures for all the patterns (AAPM FE482-02, .......... , AAPM TG18-LN12-18).

Area of interest

Measurement evaluation

L(min), L(max) e L(p) are measured luminance valwék L(amb) equal to zero. If L(amb) > 0

L’(min) = L(min) + L(amb)
L’(max) = L(max) + L(amb)
L'(p) = L(p) + L(amb)

L’(max)/L’(min) is defined as luminance ratio, whilL’(max)/L’(min) is defined contrast ratio
when L(amb) is unimportant.
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Geometric distortions

Reference

AAPM Report of Task Group 18: “Assessment of display performance for Medical Imaging
Systems”

Recommended values and thresholds

The maximum spatial deviations between orthogonal measurements should not exceed 2% (5%
for secondary class devices) within either direction and between directions, within each quadrant
and within the whole quadrant.

Instrumentation
Test pattern AAPM TG18-QC

A flexible plastic ruler
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Procedure of measurement

test: TG18-QC
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file TG18-QC-1k-01.dcm

Visualize the test pattern in 1X1 modality.

Al

_______________

Quantitative evaluation

Maximize the pattern to fill the entire display aréMeasure the length of the four sides of each
guadrant traced in dashed line (Al, A2, A3, A4; B2, B3, B4; C1, C2, C3, C4; D1, D2,D3, D4)
and of the square traced in bold continuous lirle (12, L3, L4).

Qualitative (visual) evaluation

Maximize the pattern to fill the entire usable agésplay and examine it from a viewing distance of
30 cm.

Expected response
Quantitative evaluation

Maximum spatial deviations between orthogonal mesasants should not exceed 2% (or 5% for
secondary display devices) within either directaml between directions, within each quadrant and
within the whole pattern.

Qualitative (visual) evaluation

The pattern should appear straight without sigaificgeometric distortions and should appear
square.
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Luminance uniformity

Reference

AAPM Report of Task Group 18: “Assessment of display performance for Medical Imaging
Systems”

Recommended values or thresholds

200*(|—max'Lmin)/(l-max+|-min) < 30%

Instrumentation
Test pattern AAPM TG18-UNL10

Test pattern AAPM TG18-UNL8O

Photometer
Measurements
test: TG18-UNL
file TG18-UNL-1k-01.dcm and TG18-UNL-1k-02.dcm

Visualize the test patterns in 1x1 modality. Usihg TG18-UNL10 and TG18-UNLS8O test patterns
(respectively shown in figure), luminance is meeaduat five locations over the faceplate of the
display device (center and four corners) usingctdérated luminance meter equipped with a cone
or baffle close to the display.

Measurement evaluation

According to GSDF the maximum luminance deviationdach display pattern (the four quadrants)
calculated as the percent difference between thenmoan and minimum luminance values relative
to their average value (200*(L(max)-L(min))/(L(max)min))) must be less than 30%.
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Spatial resolution

Reference

AAPM Report of Task Group 18: “Assessment of display performance for Medical Imaging
Systems”

Recommended values and thresholds

The Cx elements should be scored between 0 and 4 (0 and 6 for secondary devices) at all
locations

Instrumentatiom
Test pattern TG18-CX

(Telescopic photometer)
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Procedure of measurement

test: TG18-CX

file TG18-CX-1k-01.dcm
Qualitative (visual) evaluation

Visualize the image in 1:1 modality (one displaygbiper image pixel). Using the scores in the
middle of the test image assign a score to theldesaility at different grayscale levels.

Quantitative evaluation (luminance method)
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Using the telescopic luminance meter focusing oe #mtire central patch with the 100%
modulation horizontal line-pair pattern, measure #verage luminance of the patch. Repeat the
measurement on the adjacent vertical line-pairlpaind calculate the percent difference between
the two luminance values relative to the maximunasoeed luminance value. Eventually repeat the
procedure for all four corners.

Expected response
Qualitative (visual) response

The score assigned must be less or equal than grifmary medical displays (6 for secondary
displays).

Quantitative response

The percent luminance difference at the center lghiog less than 30% for primary class display
systems (50% for secondary devices).

Display noise

Reference

AAPM Report of Task Group 18: “Assessment of display performance for Medical Imaging
Systems”

Recommended values and thresholds
Primary devices: all the targets should be visible in almost three (on four) quadrants

Secondary devices: all the targets should be visible in almost two (on four) quadrants

Instrumentation

Test pattern AAPM TG18-AFC
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Procedure of measurement
Test: TG18-AFC
file TG18-AFC-1k-01.dcm

Evaluate the visibility of the small details forcbaquadrant viewing the test pattern from a disgtanc
of at least 30 cm.

Expected results

Respect the indicated tolerances for both primadysecondary devices.

Veiling glare

Reference

AAPM Report of Task Group 18: “Assessment of display performance for Medical Imaging
Systems”

Recommended values and thresholds
More than 3 visible datails in the central zone (qualitative measure)

Glare Ratio GR = 400 for primary class devices

Instrumentation
Test pattern AAPM TG18-GV e TG18-GVN

Test patterns TG18-GQ, TG18-GQB and TG18-GOQN
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A (high collimated) luminance meter

Measurement procedure
test: TG18-GV, TG18-GVN, TG18-GQ, TG18-GQB ardIB-GOQN
file TG18-GV-1k-01.dcm e TG18-GV-1k-02.dcm

Qualitative (visual) evaluation

Visualize the test pattern TG18-GVN in 1x1 modakiyd then count the visible details in the
central zone of the pattern. Then visualize the 3GY pattern setting the bright zone diameter on
almost 20 cm (100% bright surround) in order toezawe bright zone and count the details in the
inner central circle.

Quantitative evaluation

Calculate the Glare Ratio using the TG18-GQ lumieanalue of the center of the central dark
region L, the TG18-GQB luminance value calculatedhie center of the white region Lb and the
background luminance value in the center of the FGODN pattern Ln:

GR = (Lb-Ln)/(L-Ln)
Expected results
Qualitative (visual) results

No significant reduction in the contrast of thegttrobjects should be observed between the two
patterns, one with and one without the bright figtd particular for primary devices almost three
details in the central zone should be visible.

Quantitative results
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GR>400

Diffuse ambient reflection

Reference

AAPM Report of Task Group 18: “Assessment of display performance for Medical Imaging
Systems”

Recommended values and thresholds

The minimal visible detail in the test pattern should be the same in total dark as in usual operative
conditions

L(min) = 1.5 L(amb) (ideally = 4 L(amb)) — the measured values should be useful to regulate the
ambient illuminance

Strumentazione

Test pattern AAPM TG18-AD

Measurement
test: TG18-AD
file TG18-AD-1k-01.dcm

Visualize the test in 1x1 modality both in standésderative) ambient light conditions and in total
dark conditions.
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Measure evaluation

Minimum viewed details should be visible both iteladark and usual operational conditions.

Specular ambient reflection

Reference

AAPM Report of Task Group 18: “Assessment of display performance for Medical Imaging
Systems”

Recommended values and thresholds
There must be no reflected images on the display

L(min) =2 1.5 L(amb) (ideally = 4 L(amb)) — the measured values should be useful to regulate the
ambient illuminance

Instrumentation

Not requested

Procedure of evaluation

Turn-off the tablet display and verify the presenteeflected artifacts or images on the screen.
Expected result

No reflected images should be appear on the display

L(amb) calculation

Reference

AAPM Report of Task Group 18: “Assessment of display performance for Medical Imaging
Systems”

Recommended values and thresholds
Primary class devices: Lamp < 0.25 Liin

Secondary class devices: Lamb < Lmin

Instrumentation
Telescopic luminance meter.

Procedure of evaluation
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The luminance meter (as shown in figure) is useti wie collimator cone inserted and the display
zone in which to evaluate the measure is seleadattipg the device at almost 50 cm. of distance
using the viewfinder.

Viewfinder

Measurement procedure

Turn-off the display. Point the luminance meter aotig the center of the display from a distance of
almost 50 cm. Read the luminance value measured.

Expected response

Match the obtained result with the indicated tahees.

Ambient illuminance

Reference

AAPM Report of Task Group 18: “Assessment of display performance for Medical Imaging
Systems”

Recommended values and thresholds

Operating theatre: 300 — 400 lux

Emergency medicine: 150 — 300 lux
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Typical hospital visualization workstations: 200 — 250 lux

TC, MR PACS workstations: 15 - 60 lux

Typical diagnostic PACS workstations: 2 —10 lux

Instrumentation

Photometer

Procedure of measurement

Turn-off the display and place the photometer prisbéhe middle of the display. Then read the
obtained measured value (in lux).

Probe sensible area

Measure evaluation

Match the measured value with the reference value.

Visual angle

Reference

AAPM Report of Task Group 18: “Assessment of display performance for Medical Imaging
Systems”

Recommended values and thresholds

The angular response should not reduce the luminance ratio by more than 30%

Instrumentatiom

Test pattern TG18-CT
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Test pattern TG18-LN

Luminance meter

(figure)
Procedure of measurement
test: TG18-CT; TG18-LN
file TG18-CT-1k-01.dcm; TG18-LN-1k-01.dcm, TG18+1k-18.dcm

Qualitative (visual) evaluation

The pattern should first be viewed on-axis to deiee the visibility of all half-moon targets.
Change the viewing angle until the on-axis contifasisholds are rendered invisible.

Quantitative evaluation (luminance method)

At different viewing angles determine the angulaninance variations of the display at the 1 and
18 luminance levels using a conoscopic device a@Gd8FLN-1k-01 and TG18-LN-1k-18 test
patterns.

Expected response
Qualitative (visual) response

The viewing angle cone within which the TG18-CTtteggets remain visible is the cone within
which the device may be used clinically.

Quantitative response

The angular response of the display should notaediie luminance ratio by more than 30%. An
acceptable viewing angle cone can be defined witthich luminance ratio (L'(max)/L’(min)) is
greater than 175 for primary class display devares 70 for secondary displays.

116



Appendix B
A.Dop.T project — executive summary and
finance highlights

Executive summary

This project is based on a pharmaceutical datalmdseactive service designed to be queried by
cellular phone or smartphone via short messagersyst

The aim is to provide a new information referencel,t fast, easy to access by everyone and
everywhere, addressed in particular to athletessabgects involved in sports (coaches, physicians,
trainers) in order to check whenever they wantriedication is forbidden or not. In other words, if
it is doping or not.

Nowadays, more and more Governments (193) agrebetdeclaration of Copenhagen against
doping in sports, and in the last five years mant-doping programmes of almost every Sport
Federations (598 in the world) are growing in matar focusing on out of competition un-

announced tests.

These tests are lately getting more and more irapoet by athlete's health viewpoint, because they
are the only tests that can verify cycle of assuwnpaf illicit drugs.

But very often athletes ignore, either superfityabr because anti-doping matter is developing
continuously, that forbidden drugs are divided in&tegories: in-competition, out-of-competition,
allowed only with a TUE (Therapeutic Use Exemptjailowed only in certain Sports.

This regulation induces athlete to have many fahmit medicines or to change a therapy during a
competition or a training without knowing if thateatication was forbidden or not.

It is also important to remark that according toerg studies of Italian Pharmacist Association, 15
teenager out of 100 use to take medicines withoyinaedical consultations.

Today such a tele-service is not available nee¢planned in Italy and around the world.

For example, in ltaly, where there is one of thestmadvanced law about anti- doping, every
medicines have impressed on the packaging a lagjarticates if they are forbidden in sports. But
now, this is not enough.

It's a given there are a lot of drugs forbiddersjorts but many of them are forbidden, only, for
instance, in competition.

So, this project could be very useful to all theletes (as well as to the coach and his medicH) sta
that can verify immediately if what they are assugnis doping or not, or, in other words, if that
medication can lead to serious consequences or not.
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And what is the best and easiest way to do it dhealoubt comes out? What's better than a simple
sms!

It is really user friendly, and at the same tinoglay everybody know how to send a sms, and it is of
great attractiveness in particular among young lgeogllphone addicted as athletes.

The project’s title is:
A.Dop.T. - AntiDoping Teleconsulting
It encapsulates a message, the slogan of the projec
AdopT it!
Means: take it! Make one of your sport tool and iisénenever and wherever you want!

Even the logo we designed it is well studied fas ttele-service. It is not a case that our logo
reminds WADA's logo (World AntiDoping Agency).

ANTI-DOPING
TELE
CONSULTING

...and play with peace of mind

Before projecting this application, we studied dme tmarket other examples of database
consultation for athletes. What we found are maffgr@ént antidoping consultation services: on the
web, by telephone calls and by emails. But eacheh have some important weaknesses.

AdopT is the only one who is based on a sms caatsutt and it is available 24H everywhere, any
time, doesn't need any internet connection or P@dvanced technology and keep your privacy
safe!

This service could be the missing link in the aldping information chain towards the athlete so
that no more excuses can be accepted becausdeatéatignorance on misuse of drugs.

What we consider crucial in this project is the keding campaign. It is fundamental to have a
strong marketing campaign in order to reach evegriS-ederation and athlete, and to be endorsed
by an important event or sponsor (Anti-doping Agen€ONI, Olympic Committees) involved in
sport so that users can trust in it.

Finanche — highlights

Fixed assets. No fixed asset is required to behased as the service is supplied by calls to the
server; the server is owned by the provider: the@le should rent the server of the provider.
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Running expense. They are very limited; for the thtlosy refer to provider fee, advertisement and
company administrative and compliance services.

Cash. A minimum capital stock of Euro 20K is enoggkh size for meeting initial cash needs. Non
loan is planned. Yearly profits are planned to éined for financing further service offers and
geographical expansion.

Performance. The investment of Euro 20K is expebtechultiply by 8 times in 5 financial years at
10%-NPV-rate.
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