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Abstract

Issues: The sale of illicit drugs online has expanded to mainstream social media

apps. These platforms provide access to a wide audience, especially children and

adolescents. Research is in its infancy and scattered due to the multidisciplinary

aspects of the phenomena.

Approach: We present a multidisciplinary systematic scoping review on the

advertisement and sale of illicit drugs to young people. Peer-reviewed studies writ-

ten in English, Spanish and French were searched for the period 2015 to 2022. We

extracted data on users, drugs studied, rate of posts, terminology used and study

methodology.

Key Findings: A total of 56 peer-reviewed papers were included. The analysis of

these highlights the variety of drugs advertised and platforms used to do

so. Various methodological designs were considered. Approaches to detecting

illicit content were the focus of many studies as algorithms move from detecting

drug-related keywords to drug selling behaviour. We found that on average, for

the studies reviewed, 13 in 100 social media posts advertise illicit drugs. However,

popular platforms used by adolescents are rarely studied.

Implications: Promotional content is increasing in sophistication to appeal to

young people, shifting towards healthy, glamourous and seemingly legal depictions

of drugs. Greater inter-disciplinary collaboration between computational and quali-

tative approaches are needed to comprehensively study the sale and advertisement

of illegal drugs on social media across different platforms. This requires coordinated

action from researchers, policy makers and service providers.
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1 | INTRODUCTION

The online sale of illicit substances has been happening
on the dark web for some time [1–4], but commercial
activity is now emerging on Snapchat, Instagram, TikTok

and other social media platforms that are commonly
frequented by young people [5,6]. In a few clicks, social
media posts advertising the sale of cannabis, cocaine or
ecstasy can be found, and media coverage argues that
this has the potential to normalise consumption among
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young people [7–9]. This ease of access also may put
adolescents at a greater risk of consuming lethal concen-
trations of drugs as some cases of teenage overdose coin-
cide with drugs being sourced through social media [10].
Agencies including EUROPOL, the European Monitoring
Centre for Drugs and Drugs Addiction and the United
Nations Office on Drug and Crime have recognised this
and have highlighted the aggravating effects of the
COVID-19 pandemic on the criminogenic landscape. Pre-
liminary evidence points towards the increased use of
social media to buy drugs as these facilitate contactless
deliveries to end-consumers [11,12]. In addition, exposure
to risky online content has been found to correlate with
viewers’ own risk-taking behaviour offline [13–15].

Research that provides insight into this problem and
how to prevent it would be timely given activity under-
way to regulate social media and ensure users’ safety,
such as the UK’s Online Safety Bill [16]. Although in its
infancy, the existing literature offers some insights to
address this growing phenomenon. However, there does
not currently exist a comprehensive review of this litera-
ture. To that end, we present a systematic scoping review
of the advertisement and sale of illicit drugs to young
people through social media. The objective of the review
was to establish the state of the literature on the sale,
purchase and advertisement of drugs across platforms as
well as potential solutions to the problem. In contrast to
ad-hoc literature reviews, systematic scoping reviews
employ a transparent search strategy, are highly replica-
ble and involve steps to minimise bias [16,17]. The
research questions that this review aimed to answer are:
What is the state of the literature on the advertisement and
sale of drugs on social media towards young people
(e.g., methods used, types of data)? In what ways are social
media platforms used to advertised illicit drugs and how
does this vary across countries? What are the characteris-
tics of users that purchase and sell illicit drugs through
social media? What is the rate of posts advertising the sale
of illicit drugs? Finally, what interventions (technical or
otherwise) exist or could be implemented by social media
platforms to address this issue?

The remainder of the paper is organised as follows.
The next two sections describe the methodology
employed and the findings of the review. The discus-
sion then provides key conclusions outlining directions
for future research, for academia and policymakers
alike.

2 | METHODS

This research follows an overall top-down (or deductive)
approach given the systematic nature of reviews [18], but

also incorporates bottom-up (or inductive) elements
including an iterative process to adjusting the search to
optimise results, and a thematic approach to analysis.
More details of these processes are provided below.

2.1 | Scoping review protocol

A protocol adhering to the PRISMA Extension for Scop-
ing Reviews [18] was developed and independently
reviewed by three researchers, an external working group
and an academic librarian. Scoping reviews tend to have
a broader research scope than systematic reviews and do
not require a formal quality assessment, but otherwise
are very similar in execution [19]. This research was
deemed exempt from ethics committee oversight by the
UCL Department of Security and Crime Science’s Ethics
Committee.

2.2 | Databases

The following multidisciplinary electronic databases were
searched: PscyInfo, ProQuest and Scopus. Collectively,
these search engines index over 30 databases. For
example, ProQuest alone indexes over 20 databases. The
Rutgers Law Library and National Criminal Justice Ref-
erence Service databases were searched to provide cov-
erage of the criminological literature, and the ACM
digital library and IEEE Xplore databases were searched
to provide more detailed coverage of the computer sci-
ence and information security literature. The CAIRN
and LILACS databases were searched to provide
coverage of the French and Latin and American and
Caribbean research literature, respectively. Finally, the
Arxiv.com and Open Grey databases identify research
not yet published and otherwise ‘unpublished’ research.

2.3 | Search strategy

A preliminary literature search was conducted to develop
and refine the search terms. Three key concepts were
then used to search the academic databases. These
encompass the target population of the study (young
people), the phenomenon studied (illicit drug advertise-
ment and sale) and the medium through which it is
advertised (social media). Illicit drugs include illegal
drugs including ecstasy, LSD and cocaine but also con-
trolled prescription drugs such as Valium or Xanax
which may be used illicitly. The inclusion of the latter
was (inductively) informed by literature in the field of
computer science concerned with illicit drugs, which
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mostly focuses on (the illegal sale of) prescription drugs.
Specific platforms were also included in the search
terms (see Table A1) to cover the range of platforms
popular among adolescents [20]. Hand searches were
conducted to complement the search strategy, especially
for grey literature publications such as government
reports or legal bills. Backward and forward searches*
were also carried out by identifying relevant articles in
the studies identified through the systematic searches.
Forward searches were based on three seminal papers
[21–23] on the topic of young people using social media
to purchase illicit drugs.

The reference software Zotero was used to manage
the literature database while Rayyan was used to screen
and select relevant articles. The search was carried out
from January to March 2022 and updated in August
2022. It became apparent that the searches conducted
using the IEEE Xplore and ACM digital library databases
retrieved only two records when the search string was
applied to the ‘abstract’ field but retrieved a dispropor-
tionately high number of studies when using the ‘full-
text’ one. This was likely due to disciplinary specificities
related to the keywords used within these two databases.
Despite the identification of many false positives using
automated ‘full-text’ searches, these databases were
included because the papers retrieved were highly rele-
vant to the review from a technical perspective. The
struggle to accurately encapsulate keywords from
the search string across databases is here representative
of the disciplinary challenges encountered when examin-
ing issues of this nature. The specific search string ulti-
mately used for these two databases can be found in
Table S1, Supporting Information.

2.4 | Eligibility criteria

We use the PICOS(T) framework to specify the eligibility
criteria for study selection [24,25] (Table 1). All types of
study design were included, but opinion pieces, news arti-
cles, book reviews and commentaries were excluded. Grey
literature including conference proceedings, industry
reports, government and institutional publications were
also included. The population of interest are children and
young people but given the infancy of the literature, no
specific age restrictions were employed. Publications writ-
ten in English, French and Spanish were included.
Searches were limited to papers published between 2015
and 2022. To be included, publications had to clearly dis-
cuss the advertisement and sale of illicit drugs through
social media platforms and provide empirical evidence.
We considered social media in this review as mobile appli-
cations (in contrast with web-based forums) that: are

popular with young people [20], are known to facilitate
drug supply [22] and that mainly focus on the provision of
video/image-based content [26].

This research excluded papers that examined posts
from jurisdictions where the drugs studied were consid-
ered legal. This criterion was applied to ensure the focus
of the research and avoid confusion or the conflation of
results relating to legalisation status. Publications about
other crimes committed through social media were
excluded. Where interventions were discussed, no restric-
tions were applied to the approach taken.

2.5 | Data extraction and analysis

To address the key research questions and provide a
broader understanding of the strengths, limitations and

TABL E 1 Summary of inclusion criteria for screening and

eligibility assessment phases of the scoping review using the

PICOS(T) format.

Criteria Inclusion Exclusion

Population(s) Human Non-human

Intervention(s) The advertisement and
sale of illicit drugs
to young people
through social
media and mobile
application
platforms

Other types of crime
committed
through social
media

Comparator Not applicable Not applicable

Outcome(s) Data on users, drugs,
terminology and
social media
platforms;

Perceptions and drug
search strategies;

Interventions and
solutions

Study design Peer-reviewed studies,
academic theses,
conferences
proceedings;

Industry reports;
Government or

institutional
publications

Opinion pieces;
Commentaries;
News articles;
Book reviews

Time 2015–2022 Prior to 2015

Language English;
French;
Spanish;
Other if a translation

was available

Other than English,
French and
Spanish

SCOPING REVIEW: DRUGS AND SOCIAL MEDIA 3
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coverage of the existing literature, data were systemati-
cally extracted from each study about: (i) country of
study; (ii) design and methods; (iii) main results of the
study; (iv) identified limitations; (v) sample sizes;
(vi) reliability checks; and (vii) existence of an
ethical review and suggested future research. When
available, the following variables were also extracted:
(i) policy implications; (ii) rate of posts advertising
drugs; (iii) types of drugs advertised and their terminol-
ogy†; (iv) social media platforms used; (v) user character-
istics; (vi) user search strategies (modus operandi);
(vii) perceptions of drug advertisements; (viii) types of
interventions discussed; (ix) exposure to drug-related
content; and (x) expected time horizon of the issue. A
thematic approach [27] was used to identify the main
themes discussed across the included studies.

Inter-rater reliability was monitored during the
screening of titles and abstracts. Two researchers
screened the titles and abstracts of 100 articles, guided
by a decision tree (Figure S1). The computed Cohen’s
kappa score for the sample of papers was 0.82, indi-
cating almost perfect agreement (97%) [28]. The small
number of disagreements were resolved through
discussion.

3 | RESULTS

3.1 | Descriptive characteristics of
studies

Table 2 shows the number of papers identified, screened,
assessed and excluded at each stage of the review, along
with the reasons for exclusions [29]. From an initial
search query of 4626 records, 594 were removed before
screening (592 were duplicates and 2 were retracted stud-
ies). Of the 4032 records reviewed during the screening of
titles and abstracts, 61 met the criteria for full text screen-
ing. Hand searches (including forward and backward)
yielded an additional 39 records which were also
screened. From these 100 records, 35 were excluded leav-
ing 63 records included in the final review. Of these,
56 were peer-reviewed studies and 9 were grey literature
reports. Only one of the latter [30] provided novel empiri-
cal evidence. The others discussed relevant issues but did
not contribute additional data and hence were omitted
from the analysis that follows.

Researchers from 18 countries were involved in the
56 studies. More than half were from the United States
(N = 33), 3 were from Denmark, 13 were cross-national

TAB L E 2 PRISMA 2020 flow diagram for new systematic reviews which included searches of databases, registers and other sources.

Total records identified: N = 4626
where:

Web of Science (n = 271)
APA PsychInfo (n = 261)
ProQuest (n = 292)
ACM digital library (n =1157)
IEEE Xplore (n = 1890)
Arxiv.com (n = 2)
Scopus (n = 282)
CAIRN (n = 42)
LILACS (n = 383)
Rutgers Law Library (n = 39)
NCJRS (n = 6)
Easy (n = 1)

Total records removed before screening: N = 594
Duplicate records (n = 592)
Records retracted (n = 2)
Illegible records (n = 0)

Records screened (Title and abstract)
(n = 4 032)

Records excluded by human (n = 2)
Records excluded by automation tools (n = 592)

Reports screened (Full text)
(n = 61)

Reports excluded: N = 3 971
Irrelevant (n = 3733)
Illegible (n = 213)
Wrong publication type (n = 12)
Wrong study duration (n = 9)
Duplicates (n = 4)

Total records identified from hand searches: N = 39
Organisations (n = 15)
Backward searches (n = 6)
Forward searches (n = 18)

Records screened for eligibility (Full text)
(n = 39)

Items included in review: N = 65
Studies included in review: (n = 56)
Reports included in review (n = 9)

Identification of studies via databases Identification of studies via other methods

noitacifitnedI
Sc

re
en

in
g

In
cl

ud
ed

Reports excluded: N = 35
Irrelevant (n = 11)
Anecdotal evidence (n = 10)
Wrong study duration (n = 4)
Quality (n = 4)
Addiction (n = 3)
Policy and attitudes (n = 2)
Legalised drugs (n = 1)
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collaborations and 7 were from other countries (Italy,
Chile, India, Canada, Mexico, Australia and Ecuador).
Authors spanned eight unique disciplines with com-
puter science being the most represented (N = 20).
This was followed by multidisciplinary projects
(N = 15), health-related disciplines (N = 10), psychol-
ogy (N = 4), sociology (N = 4), communication (N = 2)
and crime science (N = 1). The research methods
employed were diverse, ranging from the application of
machine learning (ML), statistical analysis, interviews,
content analysis, ethnography, ad-hoc literature
reviews, focus groups and surveys.

A total of 30 unique social media platforms were stud-
ied across the studies with Twitter (N = 28) and Instagram
(N = 26) being clearly overrepresented, followed by Face-
book (N = 14) and Snapchat (N = 10) (Figure S2). Most
studies used quantitative methods (N = 35), but 16 adopted
a qualitative approach and 3 used mixed methods. Qualita-
tive papers tended to look at more than one platform
whereas quantitative studies focused on one platform given
the constrains posed by data collection methods (interviews
and surveys can be more flexible than web scrapping).

The 56 reviewed studies examined 30 different types of
unique drugs, although opioids and cannabis represented
40% of the drugs considered (Figure S3). The extraction
and coding of drug names proved challenging as there
were many inconsistencies in reporting across studies:
some using chemical names (e.g., Lorazepam), some using
brand names (e.g., Ativan), while others used the drug
family group (e.g., Benzodiazepines). To minimise this,
drug names were extracted as written and subsequently
classified into the most prevalent categories. For example,
specific prescription drugs were grouped under ‘opioids’.

3.2 | Rates and sample sizes

The rates of posts advertising drugs on social media was
measured in two ways across studies. First, as the propor-
tion of social media posts selling/advertising drugs and
second, as the proportion of user accounts/individuals
buying and/or selling drugs. Studies conducted by com-
puter scientists typically collected and scraped social
media posts and used these as the unit of analysis, while
qualitative studies by researchers from other fields typi-
cally surveyed or interviewed users. The total sample
sizes of the reviewed studies can be found in Tables S2
and S3. Only one study [31] examined video-based met-
rics and provided viewership numbers. Other metrics
such as incidence (new posts in period of time t) virality
(posts viewed in a period of time t) or engagement rates
(interactions of content per follower) were not examined in
the reviewed studies.

For each study that extracted a representative sample of
social media posts, we extracted data on, and calculated the
proportion of illicit drug posts and their confidence intervals‡

(Formulae S1). We also calculated the overall mean and asso-
ciated confidence intervals for each platform (Table S4). The
latter were calculated using the inverse variance weighted
approach and a random effects model [33] which are com-
monly used in statistical meta-analyses [34,35].

Figure 1 shows the proportion and confidence inter-
vals of illicit drug advertisement posts found by studies
and the weighted mean proportion across platforms for
the 23 studies for which data were available. For clarity,
studies are grouped by platform. There is variation in the
estimated percentage across studies, but on average, just
over 13% of all posts sampled in the reviewed studies
advertised illicit drugs. We note that for the overall esti-
mate, the confidence intervals are very small. This is
explained by some studies having very large samples (see
Table S2: six studies had millions of observations). The
calculations were re-computed excluding the studies with
the largest samples, which produced a slightly higher
overall proportion of 0.15 (with confidence intervals of
0.013–0.170). Across the platforms examined, the average
proportion of illicit drug advertisements was highest for
Instagram (0.19, 95% confidence interval 0.12–0.25).
Overall, these rates seem high, although it is worth not-
ing that it is difficult to say what ‘high’ is in the absence
of a meaningful baseline or comparison (e.g., what is the
occurrence for advertisements of vitamins?).

In the first quarter of 2022, Meta (which includes
Facebook and Instagram) reported that they had found
5 per 10,000 posts relating to illicit and regulated
goods [36]. In contrast, in its latest transparency report,
Twitter reports that illegal or regulated goods or services
made up 11.20% of the total content removed (571,902 of
5 million posts) [37]. This is in line with the proportion
of illicit drugs posts found in the reviewed studies for
Twitter (11%, 95% confidence interval 2.5–19.3). How-
ever, Twitter’s categorisation for illegal goods includes
other items such as firearms which might inflate that
number. Overall, these comparisons are useful to provide
a picture of the rate of occurrence of illicit drug advertise-
ment posts on social media but should be carefully con-
sidered given the variation in sample sizes.

3.3 | A multifaceted approach

The studies reviewed captured different aspects of the
issue researched, providing unique perspectives. They
also used different methods and data to understand the
advertisement and sale of drugs through social media.
Figure 2 illustrates how the methodological design

SCOPING REVIEW: DRUGS AND SOCIAL MEDIA 5
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adopted by studies varied according to the social media
platforms studied. This diversity is inherent to the multi-
disciplinarity of this review where technical and solution-
oriented studies complement and inform existing public
health and drug research approaches. Table 3 summarises
how the 56 studies were classified under the four general
themes of research that emerged. The sections that follow
discuss these themes and key findings in more detail.

3.4 | Qualitative research on drug
markets and social media platforms

Papers focusing on drug markets and social media plat-
forms [21,22,31,38–44] tended to use qualitative and in-

depth approaches to investigate social media. The modus
operandi to sell, advertise and purchase drugs on social
media was broadly similar across countries and platforms.
Drugs were found to be advertised on open platforms where
dealers posted images of their product and their contact
details to private or encrypted channels of communication.
This information was either embedded within the picture,
the caption, or comments of the post. After agreeing to a
price and a delivery method (postal or face to face), payment
was then sent either online (through a platform such as Pay-
Pal) or paid in cash during pickup. Despite a high presence
of illicit drug advertisements on social media, studies
acknowledged that most dealing through platforms (notably
the encrypted ones) emanate from a pre-established contact
with a drug dealer, a form of social supply.

F I GURE 1 Forest plot of the average proportion of illicit drug posts found by individual studies and across platforms (N = 23 studies)

and their 95% confidence intervals.

6 FULLER ET AL.
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The convenience, expediency and relative security
attributed to social media drug dealing were recurring
themes across studies [21,22,39,40,43,44,77,79,83–84]
which are also noted in studies comparing social media
with cryptomarkets [90,91]. These findings attest that
users can easily open several accounts to sell or buy, mak-
ing their products always available and findable despite
efforts to remove them by platforms. Emojis, hashtags,
comments, search bars and stories are all used by dealers
to actively promote their accounts, often by spamming.
This content is used to create positive sentiments towards
illicit drugs [38,75], integrating humour (for example) to
explicitly sell their products and to create memorable
advertising [31,76]. This is further accentuated by the
sense of personal proximity that social media yields, as
users can relate to drug dealers as individuals [30] and are
therefore more likely to engage with their content [38].

A concurrent finding between studies related to the
movement of users between platforms when purchasing
or selling drugs. Advertisements are typically placed on
platforms such as Instagram or Facebook whereas discus-
sions around transactions were found to occur on plat-
forms such as Snapchat or Wickr. This distinction is
already observed in Demant’s et al. [21] and Bakken and
Demant’s [78] comparative studies which adapt the pub-
lic/private market divide from the drug literature [92,93]
to classify social media into public, semi-private or pri-
vate digital markets. Thinking of platforms in terms of
degrees of ‘openness’ is valuable for analysing differences
in drug advertisement and sale across countries and
social media applications. For instance, public platforms
are favoured in Denmark, Iceland and Sweden whereas
in Norway and Finland, there is more widespread use of
encrypted messaging platforms such as Telegram [21].

Similarly, findings show variation in the popularity of
platforms between the United Kingdom and Australia,
where Snapchat and Instagram were found to be used
more in the United Kingdom [22] and Facebook in
Australia [84].

Besides cross-national preferences, the unique struc-
tures of platforms make their usage inherently different.
For example, Snapchat provides self-destructing messages
and pictures, QR ‘snapcodes’ to connect to exclusive con-
tent and interactive ‘snapmaps’ which indicate the loca-
tion of contacts in real time [94]. Navigating the sale of
drugs on Snapchat is fundamentally different to Face-
book, the latter being seen as more of a forum [40], or to
Twitter where hashtags can yield large amounts of openly
accessible results, including illicit advertisements spon-
sored by bots [39]. This underlines the relevance of exam-
ining specific social media platforms and the context in
which drugs are sold. The latest evidence suggests that
choice of platform may not rest on national preferences
identified in the literature but rather, it is shaped by the
relationships established between individual buyers and
sellers, such as perceived closeness or friendship [44].
Researching the behaviours of users will be crucial to
explore how these intersect with existing organisations of
online drug distribution [95] and assess their porosity
with darknet markets.

3.5 | Computational approaches to
detecting and monitoring patterns of
advertisements

Most of the reviewed literature concerned the detection
and analysis of drug advertisements on social media.

F I GURE 2 Number of studies researching types of social media platform by their methodological design (N = 56).

SCOPING REVIEW: DRUGS AND SOCIAL MEDIA 7

 14653362, 0, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1111/dar.13716 by U

niversity C
ollege L

ondon U
C

L
 L

ibrary Services, W
iley O

nline L
ibrary on [02/08/2023]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense



T
A
B
L
E

3
Su

m
m
ar
y
of

fo
ur

gr
ou

ps
in

w
h
ic
h
th
e
56

pe
er
-r
ev
ie
w
ed

st
ud

ie
s
w
er
e
cl
as
si
fi
ed

ac
co
rd
in
g
to

th
ei
r
re
sp
ec
ti
ve

ob
je
ct
iv
es

an
d
ch

ar
ac
te
ri
st
ic
s.

Q
u
al
it
at
iv
e
re
se
ar
ch

on
d
ru

g
m
ar
k
et
s
an

d
so
ci
al

m
ed

ia
p
la
tf
or
m
s

C
om

p
u
ta
ti
on

al
ap

p
ro
ac

h
es

to
d
et
ec
ti
n
g
an

d
m
on

it
or
in
g

p
at
te
rn

s
of

ad
ve

rt
is
em

en
ts

C
h
ar
ac

te
ri
st
ic
s
of

u
se
rs
:b

u
ye

rs
an

d
se
ll
er
s

In
te
rv
en

ti
on

s
on

so
ci
al

m
ed

ia
to

p
re
ve

n
t
th

e
sa
le

an
d

ad
ve

rt
is
em

en
t
of

d
ru

gs

D
es
cr
ip
ti
on

St
ud

ie
s
th
at

m
ap

ou
t
th
e
st
ru
ct
u
re
s

of
dr
ug

m
ar
ke
ts
on

so
ci
al

m
ed
ia

an
d
th
e
m
ec
h
an

is
m
s
th
ro
ug

h
w
h
ic
h
pl
at
fo
rm

s
ar
e
us
ed

St
ud

ie
s
th
at

fo
cu
s
so
le
ly

on
th
e

de
te
ct
io
n
of

dr
ug

ad
ve
rt
is
em

en
ts

on
so
ci
al

m
ed
ia

an
d
th
e
an

al
ys
is

of
it
s
re
la
te
d
pa

tt
er
n
s
(p
os
ts
,

us
er
s
or

co
m
m
en

ts
)

St
ud

ie
s
th
at

in
ve
st
ig
at
e
th
e
pr
of
ile

s
an

d
ch

ar
ac
te
ri
st
ic
s
of

us
er
s
th
at

w
it
n
es
s,
bu

y
or

se
ll
dr
ug

s
on

so
ci
al

m
ed
ia

St
ud

ie
s
th
at

ex
pl
or
e
th
e
us
e
of

po
te
n
ti
al

st
ra
te
gi
es

to
pr
ev
en

t
yo
un

g
pe
op

le
to

en
ga
ge

w
it
h

dr
ug

ad
ve
rt
is
em

en
ts
on

so
ci
al

m
ed
ia

R
ef
er
en

ce
s

[2
1,
22
,3
1,
38
–4
4]

(N
=

10
)

[4
5–
74
]
(N

=
30
)

[7
5–
85
]
(N

=
12
)

[8
6–
89
]
(N

=
4)

M
ai
n
di
sc
ip
lin

es
M
ul
ti
di
sc
ip
li
n
ar
y,
so
ci
ol
og
y

C
om

pu
te
r
sc
ie
n
ce

H
ea
lt
h
,p

sy
ch

ol
og
y

M
ul
ti
di
sc
ip
lin

ar
y

D
es
ig
n

Q
ua

lit
at
iv
e

Q
ua

n
ti
ta
ti
ve

Q
ua

lit
at
iv
e/
qu

an
ti
ta
ti
ve

Q
ua

n
ti
ta
ti
ve

M
ai
n
m
et
h
od

In
te
rv
ie
w
s,
co
n
te
n
t
an

al
ys
is
,

et
h
n
og
ra
ph

y
M
ac
h
in
e
le
ar
n
in
g,
au

to
m
at
ed

de
te
ct
io
n

F
oc
us

gr
ou

ps
,s
ur
ve
ys
,e
th
n
og
ra
ph

y,
in
te
rv
ie
w
s,
re
gr
es
si
on

an
al
ys
is

F
oc
us

gr
ou

ps
,m

ac
h
in
e
le
ar
n
in
g,

re
gr
es
si
on

an
al
ys
is
,c
on

te
n
t

an
al
ys
is

D
ru
gs

st
ud

ie
d

Pr
es
cr
ip
ti
on

an
d
ill
ic
it

Pr
es
cr
ip
ti
on

an
d
ill
ic
it

M
ai
n
ly

ill
ic
it

M
ai
n
ly

ill
ic
it

M
ai
n
pl
at
fo
rm

s
F
ac
eb
oo

k
an

d
In
st
ag
ra
m

(m
ul
ti
pl
e)

T
w
it
te
r
an

d
In
st
ag
ra
m

F
ac
eb
oo

k,
In
st
ag
ra
m

an
d
Sn

ap
ch

at
(m

ul
ti
pl
e)

In
st
ag
ra
m
,T

w
it
te
r
an

d
Sn

ap
ch

at
(m

ul
ti
pl
e)

E
th
ic
s

M
ai
n
ly

ap
pr
ov
ed

(Y
es

=
7/
N
o
=

3)
M
ai
n
ly

m
is
si
n
g
(Y
es

=
2/
N
o
=

28
)

M
ai
n
ly

ap
pr
ov
ed

(Y
es

=
9/
N
o
=

3)
M
ai
n
ly

m
is
si
n
g
(Y
es

=
1/
N
o
=

3)

L
im

it
at
io
n
s

•
C
h
al
le
n
ge
s
of

da
ta

co
lle

ct
io
n
:

as
yn

ch
ro
n
ou

s
in
te
rv
ie
w
s
or

ti
m
e-

co
n
su
m
in
g
m
an

u
al

co
lle

ct
io
n
;

•
C
ro
ss

n
at
io
n
al

di
ff
er
en

ce
s
in

pl
at
fo
rm

us
es

•
L
ac
k
of

in
te
r-
ra
te
r
re
lia

bi
lit
y
fo
r

da
ta

la
be
lli
n
g;

•
T
en

de
n
cy

fo
r
im

ba
la
n
ce
d
da

ta
se
ts

•
D
if
fi
cu
lt
y
to

ac
ce
ss

pa
rt
ic
ip
an

ts
an

d
di
sc
lo
se

tr
ut
h
fu
li
n
fo
rm

at
io
n
;

•
Se
lf
-s
el
ec
ti
on

bi
as
,d

is
pa

ri
ty

in
ag
es

of
pa

rt
ic
ip
an

ts
;

•
C
ro
ss
-s
ec
ti
on

al
an

d
sm

al
l

sa
m
pl
es
:l
ac
k
of

re
pr
es
en

ta
ti
ve

fi
n
di
n
gs

•
Se
lf
-s
el
ec
ti
on

bi
as
,p

ar
ti
ci
pa

n
ts

al
re
ad

y
in

h
ar
m

re
du

ct
io
n
/d
ru
g

ed
uc
at
io
n
pr
og
ra
m
s;

•
St
ud

ie
s
on

ly
di
sc
us
s
th
e

po
te
n
ti
al

ef
fe
ct
iv
en

es
s
of

so
ci
al

m
ed
ia

in
te
rv
en

ti
on

s
or

th
e
la
ck

of
th
er
eo
f:
n
o
ev
al
ua

ti
on

s
of

ex
is
ti
n
g
so
ci
al

m
ed
ia

st
ra
te
gi
es

F
ut
ur
e
re
se
ar
ch

•
D
iv
er
si
fy

re
se
ar
ch

ac
ro
ss

so
ci
al

m
ed
ia

pl
at
fo
rm

s;
•

M
ea
su
re

an
d
ev
al
ua

te
th
e
ef
fe
ct
s

of
dr
ug

ex
po

su
re

on
so
ci
al

m
ed
ia

on
dr
ug

co
n
su
m
pt
io
n
be
h
av
io
u
r

an
d
at
ti
tu
de
s;

•
E
m
pi
ri
ca
ls
tu
di
es

on
in
di
vi
du

al
dr
ug

s
to

un
de
rs
ta
n
d
th
ei
r

sp
ec
if
ic
it
ie
s;

•
R
es
ea
rc
h
on

th
e
in
te
rs
ec
ti
on

be
tw

ee
n
da

rk
m
ar
ke
ts
an

d
so
ci
al

m
ed
ia

m
ar
ke
ts

•
M
ov
e
to
w
ar
ds

im
pr
ov
in
g
da

ta
co
lle

ct
io
n
sp
ee
d
an

d
qu

al
it
y

(c
ap

ac
it
y
to

pr
oc
es
s
em

oj
is
an

d
ch

ar
ac
te
rs
);

•
Im

pr
ov
in
g
th
e
ac
cu
ra
cy

an
d

pr
ec
is
io
n
of

de
te
ct
io
n
m
od

el
s;

•
U
n
de
rs
ta
n
di
n
g
an

d
de
te
ct
in
g

be
h
av
io
ur
:f
in
e-
gr
ai
n
ed

de
m
og
ra
ph

ic
s,
se
n
ti
m
en

t
an

al
ys
es
,g
eo
lo
ca
ti
on

,n
et
w
or
k

an
al
ys
is

•
In
ve
st
ig
at
e
th
e
ps
yc
h
os
oc
ia
l

de
te
rm

in
an

ts
an

d
m
ot
iv
at
io
n
s
to

en
ga
ge

in
dr
ug

ad
ve
rt
is
em

en
ts
on

so
ci
al

m
ed
ia
;

•
In
ve
st
ig
at
e
th
e
ex
is
te
n
ce

of
ca
us
al

re
la
ti
on

sh
ip
s
w
it
h
lo
n
gi
tu
di
n
al

st
ud

ie
s
ac
ro
ss

cu
lt
ur
al

se
tt
in
gs
;

•
U
n
de
rs
ta
n
d
th
e
ef
fe
ct
iv
en

es
s
of

m
es
sa
gi
n
g
st
ra
te
gi
es

to
de
te
r

us
er
s;

•
E
st
ab
lis
h
in
g
th
e
ro
le
of

ge
n
de
r
in

in
te
ra
ct
in
g,
bu

yi
n
g,
or

se
lli
n
g

dr
ug

s
on

so
ci
al

m
ed
ia

•
O
ut
lin

e
th
e
m
ai
n
ba
rr
ie
rs

in
yo
un

g
pe
op

le
’s
en

ga
ge
m
en

t
in

dr
ug

pr
ev
en

ti
on

ca
m
pa

ig
n
s
on

so
ci
al

m
ed
ia
;

•
U
se

of
ra
n
do

m
is
ed
-c
on

tr
ol
le
d

tr
ia
ls
de
si
gn

s
to

es
ti
m
at
e
th
e

ef
fe
ct
iv
en

es
s
of

in
te
rv
en

ti
on

s
in

sc
h
oo

ls
;

•
D
ev
el
op

in
g
iO

S
ve
rs
io
n
of

pa
re
n
ta
lc
on

tr
ol

ap
pl
ic
at
io
n
s
to

de
te
ct

ri
sk
y
co
n
te
n
t
in

on
lin

e
co
n
ve
rs
at
io
n
s

8 FULLER ET AL.

 14653362, 0, D
ow

nloaded from
 https://onlinelibrary.w

iley.com
/doi/10.1111/dar.13716 by U

niversity C
ollege L

ondon U
C

L
 L

ibrary Services, W
iley O

nline L
ibrary on [02/08/2023]. See the T

erm
s and C

onditions (https://onlinelibrary.w
iley.com

/term
s-and-conditions) on W

iley O
nline L

ibrary for rules of use; O
A

 articles are governed by the applicable C
reative C

om
m

ons L
icense



These papers were mainly written by US Computer Sci-
ence scholars where insights from Health, Social Net-
works or Linguistics complemented the use of ML
techniques. Twitter was by far the most prominent social
media platform used to carry out these types of studies
(N = 19/30), due to the accessibility of its application pro-
gramming interface. Instagram was also used, yielding
vital insights on drug advertisement on social media from
a ML point of view. However, data sets tended to be rela-
tively small and restricted in the information that could
be extracted. This is representative of the difficulty
researchers experience in accessing representative data
from popular platforms, given companies’ data policies
around sharing their user’s information and surrounding
privacy debates [45,47].

Drug advertisements can be detected by ML algo-
rithms with different rates of accuracy and using different
input sources, which are then analysed by the model to
output a prediction. With respect to methods, ML algo-
rithms can be supervised or unsupervised. Supervised ML
refers to when the algorithm is trained by the researchers to
recognise patterns (i.e., the data is given labels) whereas for
unsupervised ML the algorithm trains itself, sifting through
the data to infer patterns (i.e., the algorithm assigns labels
to data). Some studies [45,46,49,58,63] used natural lan-
guage processing models and unsupervised techniques to
detect and predict the use of specific keywords that charac-
terise drug-related content. For example, Simpson et al. [49]
used word-vector embeddings§ to analyse Twitter data to
generate previously unknown terms for illicit drugs and
compared these to lists of terms generated by drug experts.
Of 200 candidate terms, 115 correctly related to cannabis.
Of these, 30 were previously unknown, thus uncovering
new terminology. Ding et al. [58] and Ginart et al. [63]
employed topic modelling and support vector machine
analysis to disambiguate false negative drug-related key-
words (e.g., ‘dabbing’ as a dance vs. as a cannabis con-
sumption practice). Their classifiers exhibited relatively
high precision and accuracy scores, suggesting that they
could improve the detection of new and relevant hash-
tags on social media related to illicit drugs.

Other studies focused on the detection of illicit drug
content using all the available text data within a post, not
just keywords [47,51,52,54–56,59,60,62]. This included
full sentences, metadata (e.g., the number of times a post
had been retweeted), the comments of the post and user
information. Most papers used supervised or semi-
supervised approaches. Posts were studied in their rela-
tive context, analysing geographic metadata [55,56,62] or
the co-occurrence of drug names [59].

However, a group of papers [48,50,53,57,61,64–66,70–74]
distinguished themselves by extending existing models by
adding increasingly granular layers of input. This includedT
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not only text information but also images, the timing of
posts and the relationships between them. The detec-
tion of content was here elevated to the detection of
behaviour associated with drug advertisement and sale
on social media. Datasets used to train these models
require the aggregation of these various sources of data
to extract plausible behavioural patterns. For instance,
Hu et al. [57] constructed a dataset using multiple
Instagram sources such as post images, comments and
the homepage bio and used deep learning models to
identify likely drug dealing profiles. Some papers
[50,61,66,71,72] explored the relationships between
comments and the posts of users through network
analysis and integrated images in their ML algorithms
(computer vision) to estimate the age and gender of
users [72]. In addition to creating richer datasets to
increase the predictive power of detection algorithms,
these studies provided further data to analyse the fea-
tures and patterns of drug-related posts. For example,
posts relating to cannabis tended to peak at 4 and 9 pm
on Thursdays and Fridays and were associated with
previously unknown words connoting ‘luxury lifestyle’
(high society) [36]. Posts were predominantly from
male users between the ages of 20 and 40 but included
teenagers as young as 15. Network analysis revealed
that most drug users shared common interests based on
the accounts they followed and that they formed a more
centralised community than non-drug users [36]. Further-
more, Li et al. [73] and Majmundar et al. [74] examined
the intersections between types of users (verified or sus-
pended Twitter accounts) and topics (posts including can-
nabis, e-cigarettes and tobacco). Suspended Twitter
accounts mostly posted advertisements and promotions of
illicit drugs but coincided with regular users in the topic of
recreational usage of drugs: cannabis retail constituted
20.6% of the five most discussed topics for regular
users [54]. One important finding was the interest of veri-
fied users in the cannabis industry and the legalisation of
related products, such as cannabis-based social media
brands promoting match-making services based on canna-
bis consumption [54]. Furthermore, tagging other users in
posts and discussing illicit products was a common behav-
iour in Twitter for posts at the intersection of e-cigarettes,
combustible tobacco and cannabis [60]. These strands of
research seem the most promising in terms of detection
accuracy and align with social media’s attempts to lever-
age big data to target more precisely those behaviours that
violate their community guidelines [36,96].

Weaknesses of this body of literature are inherent to
methodological issues of using ML to identify a rarely
occurring phenomenon. Detecting posts is challenging
due to the amount of noise in social media data sets and
the ‘hidden’ nature of drug dealing. Many studies did not

provide tests of inter-rater reliability rates and used
imbalanced data sets to train their algorithms. Evaluation
metrics used to assess the quality of predictive models
were also selectively reported, with Recall being the most
frequent, and receiver operating characteristic analysis
the least.¶ The processing of text used for ML often
involved filtering data by removing emojis and special
characters. While this is necessary to convert raw data
into coherent features, including them in future research
will be important given their role in signalling drug
advertisements [21,22,30,40,77,86]. The removal of non-
English words was also common in the processing stages,
restricting posts by language. Only two papers did not
focus on English but used text-classifications to detect
tweets selling drugs in Arabic [52] and Spanish [61]. This
signals the need for research from non-anglophone coun-
tries, to broaden understandings of diverse drug markets,
social media platform structures and user behaviour, par-
ticularly given evidence of differentiated patterns across
countries. A lack of heterogenous training data sets can
further deepen the gap of research between western and
non-western settings, putting young people in those
countries at risk of less effective solutions.

3.6 | Characteristics of users: Buyers and
sellers

Studies that examined social media users and drug adver-
tisements tended to use a mixture of quantitative and
qualitative methods for data collection such as surveys
[81,83,85], interviews/focus groups [76,77,79,80] and eth-
nographies [78,85]. Methods of data analysis ranged from
content analysis [83] to the use of logistic regression to
analyse survey data [23,81].

Individuals who saw or engaged with drug advertise-
ments and sales online were predominantly young**
[76–79,84], correlating with their increased use of social
media [97,98]. Living in a city, having lower educational
attainment and risk-taking behaviours were positively
associated with the purchase of drugs from social media
[81,83,84]. Few studies solely focused on sellers. How-
ever, an Australian study that used police data revealed
that drug suppliers were more likely to use social media
to sell their products, due to the security features pro-
vided, than buyers were to buy from them.

Rather than exploring advertisement and sale strate-
gies, some studies focused on contextual information
such as the purposes for which drugs were used by young
people. While most authors typically assume that illicit
drugs are purchased for recreational purposes, there is
growing interest in understanding how drugs are general-
ised on social media for study/work performance [38],
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body enhancement or sexual practices [77]. These
approaches investigated the ‘cultural’ aspect of social
media drug posting and their different characterisa-
tions according to specific drugs or the social context
in which they were sold. The ways in which drugs are
marketed varied by and within platforms. Significant
research [85] on this included an exploration of the
gendered approach to cannabis sales on Instagram. By
comparing the user profiles of Swedish illicit drug
dealers and US-based cannabis influencers, Bakken
and Harder [85] demonstrated how the portrayal of
drugs on social media can transform accepted tradi-
tional perceptions of it. Whereas the Swedish dealer
accounts were either attached to masculine concep-
tions of ‘illegality’ or void of any possible gender iden-
tification, the US influencers highlighted their
identities as women and mothers, displaying cannabis
as empowering and fashionable. This highlights how
the line between legality and illegality is murky: influ-
encers may be selling legal products, but which are
prohibited to minors. Despite their profiles being
accompanied by age limit disclaimers, the responsibil-
ity is nevertheless shifted to viewers to avoid such con-
tent. Further empirical and gendered research [99] on
the motivations, habits and roles of influencers in drug
advertising on social media is needed to bridge existing
knowledge gaps.

3.7 | Interventions on social media to
prevent the sale and advertisement
of drugs

The four studies that examined intervention strategies
used various data collection strategies such as focus
groups [87] and surveys [89], and data analysis tech-
niques such as content analysis [86] and ML [88]. Online
prevention campaigns on social media were the most
cited types of interventions recommended across the
studies reviewed. Targeted public health messaging and
educational content on social media delivered by public
health bodies, charities, schools, celebrities or influencers
were suggested as approaches to change young people’s
behaviours.

However, rigorous evaluations of such campaigns
are in short supply. Evans et al. [89] evaluated the
effectiveness of a US-based program aimed at reducing
drug use in young people through the peer-to-peer pro-
motion of prevention messages on social media. It was
found to have a significant protective effect against
drug use intentions among students [89]. However, this
study used a self-report measure of outcomes, as
opposed to a behavioural measure and no control

group was used to estimate the counterfactual, some-
thing that the authors acknowledge as a limitation of
their study. Moreover, the potential success of these
initiatives should not be generalised as the influence of
peers may decrease over time [100]. Further, a problem
with media campaigns is that many people may not
engage with them. Dunn et al. [87] examined the rea-
sons for this and found that most adolescents opted for
limited online engagement when interacting with
harm reduction content on social media. Young peo-
ple’s desire for privacy was a common challenge identi-
fied when implementing these campaigns [87–89], as
adolescents tend to use social media platforms that
provide the most autonomy from their parents. This
speaks to the social cost of young people engaging with
and sharing prevention messages condemning sub-
stance use, as adolescents fear the judgement of their
own peers. Adolescents stated that virality, humour
and the strikingness of content were key to attracting
their attention, and that short video-based formats
were preferred to lengthy posts [87]. While social
media campaigns delivered ‘by and for young people’
require contextual design and rigorous evaluation, the
literature seemed to agree on the importance of using
the same tools and platforms from where illicit adver-
tisements emanate to address the problem. Authors
argued (but have not shown empirically) that social
media is central to breaking down the predominant
misconception of safety when purchasing drugs
online.

One paper proposed the implementation of parental
controls for WhatsApp as an intervention to prevent the
sale and advertisement of drugs [88]. Using a text-clas-
sifying algorithm, the parental control application
scanned messages and detected content that could be
flagged as harmful for the categories of drugs, sex or
bullying. While seemingly effective, these types of
approaches need to be installed by parents and adoles-
cents alike, echoing the issue of realistically consider-
ing to what extent young people are likely to willingly
concede their privacy and the challenges of developing
solutions such as this. Instagram’s recent parental con-
trol ‘Family Centre’ allows parents and teens to share
the same interface, enabling parents to see their chil-
dren’s followers, screen time and reports submitted
[101]. Adolescents need to be proactive in this activity
by ‘inviting’ their parents to supervise their account.
There is no direct oversight of content for parents,
which instead relies on Instagram’s sensitive content
control tool which limits posts that promote the use of
certain regulated goods [102]. There was no evidence
as to the effectiveness of such approaches in the
reviewed literature.
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4 | DISCUSSION

The 56 studies included in this scoping review reveal that
a variety of disciplines and methods have been used to
study the advertisement and sale of illicit drugs. The liter-
ature focused on four main areas of study: how drug mar-
kets vary across social media platforms, the development
of detection techniques, user characteristics and social
media interventions to address the problem. In the sec-
tions that follow, we discuss the implications of findings,
the limitations of this review and directions for future
research.

4.1 | Towards an integrated approach to
detection

Evidence offered by the computer science papers provide
a solid understanding of the state of detection of illicit
drug advertisements on social media. To improve detec-
tion models, research should aim to increase the quality
of data sets and their speed of collection. This is espe-
cially relevant to compare platforms and to reduce the
data and knowledge asymmetries between them.

On average, for the studies reviewed, more than 1 in
10 social media posts were found to advertise illicit drugs.
Unfortunately, while most existing studies provided data
concerning rates of occurrence, they failed to measure
exposure rates which can be significant when assessing
the virality of content and its potential viewership. To
illustrate this, we considered a study of TikTok content
that promoted cannabis [31]. In this study, while only
3.6% of the 881 sampled videos advertised cannabis, these
had been viewed 27 million times and received 5 million
likes. These figures exceed the engagement rates of
macro-influencers with 100,000 to 1 million followers,
which research estimates receive an average of 38,000
views per post [103]. It is therefore important that future
work considers other measures of engagement such as
rates of incidence, virality and viewership as only consid-
ering the overall occurrence of content may not provide
the true picture of the problem.

However, the most significant narrative constructed
by existing studies is the rapid move towards complex
detection, integrating the detection of behaviour through
ML (Figure S4). Models which use multiple data sources
to inform predictions would appear to be essential mov-
ing forwards. As illicit drug advertisements become more
complex in the race to avoid detection, the tools used to
effectively identify violating content need to become
more granular in their analysis of data to increase their
predictive power. Therefore, algorithms would benefit
from studies analysing longitudinal data from a diverse

set of samples (countries, platforms, age of users). This
also applies to integrating different kinds of drugs in
models as the popularity of synthetic drugs are on the
rise [6,12,104] but rarely focused on in the literature.
Illicit drugs have been found to be advertised differently
if they are presented as ‘study’, ‘mental health’ or ‘well-
ness’ drugs [38,77,85]. This highlights the necessity for
future research on detection to integrate the behaviour of
users. The dynamics of the networks of young people, the
types of drugs they consume and the cultural and linguis-
tic context within which they are sold are all elements
which will need to be considered when devising detec-
tion methods. This reinforces the importance of foster-
ing interdisciplinary collaboration, as ML increasingly
combines qualitative data using insights from the beha-
vioural sciences such as linguistics and psychology. For
example, Zhou et al. [72] suggested further comple-
menting fine-grained mining analysis techniques with
network analysis to understand how communities dif-
fer between drug and non-drug related networks.
These computational advances inscribe themselves
within the broader monitoring of drug markets
through online research [105] by institutions like the
European Monitoring Centre for Drugs and Drugs
Addiction, World Health Organization or Interpol.
Social media detection software should therefore be
leveraged as a complimentary tool for longitudinal sur-
veillance of trends instead of ad-hoc research.

4.2 | The need to diversify research

The disciplinary differences highlighted in this review are
reflected in the variation in focus on drugs, platforms and
policy implications formulated by each discipline
and group. If this can be explained by specific constraints
intrinsic to a field or method, it is vital for future research
to attempt to move beyond these boundaries. Papers on
detection focused on opioids while studies investigating
users emphasised ‘typical’ illicit drugs. These differences
could be due to researchers’ preconceptions when
selecting drugs and their keywords according to previ-
ous work, availability heuristics, or contextual biases.
The severity of the opioid crisis in the United States
may explain why the computer science studies (mainly
from the United States) focused their research on
potentially abusable prescription drugs, whereas quali-
tative studies from six continents investigating sellers
indirectly elicited typical perceptions of drug dealers
supplying illicit drugs. It is important for researchers to
consider these biases when selecting their keywords or
target drugs, as the models developed to detect this
content may have limited generalisability.

12 FULLER ET AL.
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These differences are even more significant for the
social media apps studied. While research on new plat-
forms such as Discord [43] is to be welcomed, we find a
glaring omission of some. Only two studies [31,42]
explored the existence of illicit drugs on TikTok, despite
it being the second most popular social media platform
among 13- to 17-year-olds [98]. The recency of these
papers and the authors’ statements that they were the
first to examine TikTok, illustrates the need for research
on all platforms. Evidenced by the move towards
research that recognises the role of cultural and social
analyses on advertisement and sale strategies, a variety of
platforms that may not have previously been thought
of as social media must be examined. This includes gam-
ing platforms such as Twitch or Roblox, or apps that sell
clothes such as Depop.

As Twitter was clearly overrepresented (Figure 2) in
the literature, it is vital for future studies to investigate
social media apps that have not been researched within
their discipline: for example, advances in detection might
only be effective and applicable to Twitter and Instagram.
Similarly, studies using multiple designs focused on a
wider range of platforms including Wickr, Grindr or
Tumblr, but overlooked the use of Twitter. It is acknowl-
edged that fostering research across social media does not
equate to greater generalisability of findings as these may
be unique to some platforms. However, a holistic
approach to this issue has the potential to reveal useful
patterns that may otherwise go unnoticed. The challenge
for future research will be to balance the applicability of
findings across all social media while catering to the
specificities of each platform and its unique solutions.
Further cross-examinations of social media drug markets
with darknet or street markets [106] would allow for the
triangulation of data and the bridging of information
from different sources and methods.

Out of the reviewed papers, 66% had no disclosure of eth-
ical review, a figure close to what Winter and Gundur [107]

find (72.5%) in their review of criminological studies
with digital methodologies. There seemed to be an
observable pattern between the design of the study and
whether ethical approval had been obtained (Figure 3).
A chi-square test of independence was performed to
determine whether there was a significant relationship
between paper type and ethical review. There was
(X 2(2, N = 56) = 16.7, p = 0.0002). Specifically, qualita-
tive studies (see Figure 3) were more likely to undergo
appropriate ethical review than were quantitative stud-
ies (mostly from computer science) which lacked ethical
approval or failed to acknowledge ethical concerns. The
justification for this was that the research used ‘public’
information available on social media platforms and
that it did not involve primary data collection [108].
This is representative of debates within the field of digi-
tal research on what constitutes open-source data or
public/private spaces online and how these should be
researched [109,110]. However, this line of argument
does not account for issues relating to self-disclosure of
social media users. That is, the availability and accessi-
bility of data should not equate to an exemption of ethi-
cal consideration [111–113]. In some instances,
screenshots and the usernames of drug dealers included
in a published paper were not anonymised. While these
studies were mostly published ‘early’ in the study period
(2015–2016), some users could still be found on social
media as of June 2022. The ethical disparities found in
this review underline the importance of understanding
the ‘critical intersections of ethical review and digital
methodologies’ [105] to foster better ethical consider-
ations in illicit drug advertisement studies.

4.3 | Implementing evaluation strategies

While studies examining potential or existing interven-
tions offer important first insights into preventive solu-
tions, they are, for now, only exploratory. These papers
suffer from self-selection bias, whereby participants are
usually those already involved in drug prevention pro-
grams or those who demonstrate a pre-existing interest
in them. Academic studies also tended to rely on self-
reported measures of drug use to estimate the potential
effectiveness of social media interventions or the lack
of thereof. These studies did not examine whether
interventions actually affected behaviour (e.g., by
examining click through rates) and did not employ ran-
domised control designs, which weakens their internal
validity (i.e., the ability to establish causality). More-
over, none of the studies reported findings that exam-
ined the current solutions implemented by social
media platforms.

F I GURE 3 Number of studies with or without ethical

approval according to research design (N = 56).
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If the efforts to increase the presence of drug preven-
tion campaigns on social media and educational work-
shops in schools are to be sustained, these need to be
complemented with other solutions. Despite platforms
generating labels and warning messages to combat misin-
formation or protect users from sensitive content, the use
of these for illicit drugs is not yet widespread. An exam-
ple is Snapchat’s ‘Heads Up’ campaign, which is a part-
nership with the drug education charity With You. It
redirects users searching for illicit drugs to the substance
harm reduction website ‘Talk to Frank’. However,
Rutherford et al.’s [31] study on TikTok reveals that
while the platform flags potential fake news and graphic
content, no such banners were found when performing
searches on cannabis at the time of the study.

Another issue is how these interventions can be imple-
mented by platforms across different jurisdictions or coun-
tries (e.g., the United States vs. the Netherlands) where the
legal status of drugs might differ. The evolving policy land-
scape around decriminalisation requires policymakers,
health practitioners and social media platforms to strike a
balance between the lawful advertisement and sale of sub-
stances and harm reduction measures. While beyond the
scope of this review, the effects of legal drug marketing
practices on young people’s behaviour [114,115] warrants
further examination, especially on social media.

4.4 | Limitations

Carrying out a multidisciplinary review is time consuming
and requires a detailed understanding of the methods used
to rigorously extract and synthesise evidence. While the
expertise of the authors in their respective fields helped to
bridge disciplinary divides, nuances and technicalities may
have been unintentionally simplified. As discussed, differ-
ent strategies were needed to search IEEE Explore and the
ACM Digital Library compared to the databases used to
archive social science literature. This reiterates the struggle
for researchers in different disciplines to access work in
other fields, and systematically review the entire multidis-
ciplinary research space. Finally, to capture the most
recent literature, it was necessary to repeat the searches
throughout the research process. It is acknowledged that
relevant studies may have been published since our last
search and hence not included.

5 | CONCLUSIONS AND FUTURE
TRENDS

The advertisement and sale of drugs through social
media is likely to increase, especially targeting young

people [22,31,43,73,78]. The global rise in smartphone
usage by young people coupled with the popularity and
growing appeal of apps makes plausible a (future) shift
from ‘social dealing’ as the dominant method of drug
supply to one through social media [84]. With
227 million new social media users in 2022 [116] the
potential for illicit and harmful content to expand on
these applications is evident. Environmental changes and
the ease of sending parcels quickly also provide new
opportunities for offenders: the acceleration of the sale of
drugs through social media during the COVID-19 pan-
demic [12] is a telling example.

Greater presence of illicit content on social media has
been suggested as contributing to the normalisation of
substance use in the future [30,117,118], while also
increasing the visibility not only to consumers, but
also to researchers. This trend was particularly suggested
with cannabis, as its growing marketisation on
social media feeds into movements and online communi-
ties of ‘wellness’ and ‘healthy lifestyles’ which may
encourage drug seeking behaviours among young people
[31,43,85]. The influencer and social media culture era
brings new challenges as the expansion of new products
within the boundaries of legal concentrations or marke-
tised as ‘safe’ add to the complexity of an existing legal
grey area. The blurriness of the law and its international
disparities are likely to afford greater opportunities for
sellers to market their goods in new spaces, such as social
media or other apps [73,85]. This echoes suggestions that
anonymous location-based apps may flourish, facilitating
drug commercialisation [75]. Finally, the shift to social
media use for wider-scale drug trafficking has also been
outlined as a potential cause for a change in drug market
structures, as occasional sellers, including adolescents,
may be encouraged to move into higher level retailing
operations [40].

The implications of the studies reviewed motivate the
urgency of mitigating the risks for young people posed by
the proliferation of harmful substances on social media.
Adopting a ‘what works’ approach [119,120] to this prob-
lem is not only an obligatory step within the policy cycle
but will also be essential to fostering inter-agency cooper-
ation between researchers, regulators, law enforcement,
charities and technology companies [47]. We believe that
knowledge sharing will be crucial to the move towards
proactively addressing illegal and harmful content on
social media [16,36,121].
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ENDNOTES
* Backwards searches refer to the search of references or works
cited in an article while forward searches refer to identifying arti-
cles that cite an original article or work after its publication.

† The full list of terms and keywords is available to be shared on
request.

‡ We use the command Metaprop in STATA to perform analysis of
binomial data [32]. Details of the approach used can be found in
Formulae S1.

§ Word embeddings are a way to represent words for machine
learning analysis. They use real-valued vectors where words that
are closer in the vector space are expected to be similar in
meaning.

¶ Recall refers to the true positive rate of detected posts while
receiver operating characteristic analysis represents graphically
the ratio between true positives and false positives.

** As discussed in Section 2, given the infancy of the literature no
specific age restrictions were employed and most studies
included users of all ages.
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APPENDIX A

TABL E A 1 Key concepts for scoping review and their translation into search terms.

Key concepts Search terms

Young people ‘young*’ OR ‘young people’ OR ‘young adults’ OR ‘child*’ OR ‘teen*’ OR ‘student*’ OR ‘kid?’

AND

Drug advertisement and sale ‘drug?’ OR ‘drug? advertis*’ OR ‘drug sale’ OR ‘drug NEAR/2 dealing’ OR ‘drug NEAR/2 purchase’ OR
‘drug market*’ OR ‘illicit drugs’ OR ‘illegal drugs’

AND

Social media ‘social media’ OR ‘direct NEAR/2 messag*’ OR ‘instant NEAR/2 messag*’ OR ‘Facebook’ OR ‘Snap*’ OR
‘Twitter’ OR ‘Instagram’ OR ‘WhatsApp’ OR ‘Telegram’ OR ‘Wickr’ OR ‘TikTok’
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