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Abstract

With the increase in connectivity, the popularization of cloud services, and the rise
of the Internet of Things (IoT), decentralized approaches for trust management
are gaining momentum. Since blockchain technologies provide a distributed ledger,
they are receiving massive attention from the research community in different ap-
plication fields. However, this technology does not provide cybersecurity by itself.
Thus, this thesis first aims to provide a comprehensive review of techniques and
elements that have been proposed to achieve cybersecurity in blockchain-based sys-
tems. The analysis is intended to target area researchers, cybersecurity specialists
and blockchain developers. We present a series of lessons learned as well. One of
them is the rise of Ethereum as one of the most used technologies.

Furthermore, some intrinsic characteristics of the blockchain, like permanent
availability and immutability made it interesting for other ends, namely as covert
channels and malicious purposes.

On the one hand, the use of blockchains by malwares has not been characterized
yet. Therefore, this thesis also analyzes the current state of the art in this area. One
of the lessons learned is that covert communications have received little attention.

On the other hand, although previous works have analyzed the feasibility of
covert channels in a particular blockchain technology called Bitcoin, no previous
work has explored the use of Ethereum to establish a covert channel considering all
transaction fields and smart contracts.

To foster further defence-oriented research, two novel mechanisms are presented
on this thesis. First, Zephyrus takes advantage of all Ethereum fields and smart-
contract bytecode. Second, Smart-Zephyrus is built to complement Zephyrus by
leveraging smart contracts written in Solidity. We also assess the mechanisms fea-
sibility and cost. Our experiments show that Zephyrus, in the best case, can embed
40 Kbits in 0.57 s. for US$ 1.64, and retrieve them in 2.8 s. Smart-Zephyrus,

however, is able to hide a 4 Kb secret in 41 s. While being expensive (around US$
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1.82 per bit), the provided stealthiness might be worth the price for attackers. Fur-
thermore, these two mechanisms can be combined to increase capacity and reduce
costs.

Keywords: Blockchain, Ethereum, Steganography, Cybersecurity, Malware,

Covert channels, Smart-contracts
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Resumen

Debido al aumento de la conectividad, la popularizacién de los servicios en la nube
y el auge del Internet de las cosas (IoT), los enfoques descentralizados para la
gestién de la confianza estdn cobrando impulso. Dado que las tecnologias de ca-
dena de bloques (blockchain) proporcionan un archivo distribuido, estan recibiendo
una atencién masiva por parte de la comunidad investigadora en diferentes campos
de aplicacién. Sin embargo, esta tecnologia no proporciona ciberseguridad por si
misma. Por lo tanto, esta tesis tiene como primer objetivo proporcionar una revisiéon
exhaustiva de las técnicas y elementos que se han propuesto para lograr la ciberse-
guridad en los sistemas basados en blockchain. Este andlisis esta dirigido a investi-
gadores del area, especialistas en ciberseguridad y desarrolladores de blockchain. A
su vez, se presentan una serie de lecciones aprendidas, siendo una de ellas el auge
de Ethereum como una de las tecnologias mas utilizadas.

Asimismo, algunas caracteristicas intrinsecas de la blockchain, como la disponi-
bilidad permanente y la inmutabilidad, la hacen interesante para otros fines, conc-
retamente como canal encubierto y con fines maliciosos.

Por una parte, atin no se ha caracterizado el uso de la blockchain por parte
de malwares. Por ello, esta tesis también analiza el actual estado del arte en este
ambito. Una de las lecciones aprendidas al analizar los datos es que las comunica-
ciones encubiertas han recibido poca atencion.

Por otro lado, aunque trabajos anteriores han analizado la viabilidad de los
canales encubiertos en una tecnologia blockchain concreta llamada Bitcoin, ningtin
trabajo anterior ha explorado el uso de Ethereum para establecer un canal encu-
bierto considerando todos los campos de transaccion y contratos inteligentes.

Con el objetivo de fomentar una mayor investigacion orientada a la defensa,
en esta tesis se presentan dos mecanismos novedosos. En primer lugar, Zephyrus
aprovecha todos los campos de Ethereum y el bytecode de los contratos inteligentes.

En segundo lugar, Smart-Zephyrus complementa Zephyrus aprovechando los con-



tratos inteligentes escritos en Solidity. Se evalda, también, la viabilidad y el coste
de ambos mecanismos. Los resultados muestran que Zephyrus, en el mejor de los
casos, puede ocultar 40 Kbits en 0,57 s. por 1,64 US$, y recuperarlos en 2,8 s.
Smart-Zephyrus, por su parte, es capaz de ocultar un secreto de 4 Kb en 41 s. Si
bien es cierto que es caro (alrededor de 1,82 délares por bit), el sigilo proporcionado
podria valer la pena para los atacantes. Ademaés, estos dos mecanismos pueden
combinarse para aumentar la capacidad y reducir los costes.

Palabras clave: Cadena de bloques, Ethereum, Esteganografia, Ciberseguri-

dad, Malware, Canales encubiertos, Contratos inteligentes
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CHAPTER 1

Introduction

This Chapter introduces the context of the thesis, the statement of the problem,
the main objectives of the thesis, the contributions achieved and the document

organization.

1.1 Context

Nowadays, Internet connectivity is being offered in an increasing amount of places.
The widespread use of cloud technologies and connected devices has enabled new
forms of data and computation outsourcing, along with the irruption of the so called
Internet of Things (IoT). Besides the explosion of IoT devices, network technologies
are also evolving very fast. Speed and reliability of networks are continuously
improving, thus enabling a permanent connectivity of devices as it happens with
the recently developed 5G technology (1).

Both the increase of devices and the improvement of technologies have motivated
the raise of decentralization approaches for many scenarios. Thus, instead of relying
on a single device or entity, it is common to provide services and resources as a result
of the collaboration among multiple communication nodes.

In what comes to cybersecurity of computer systems, one of the main concerns is
where to put the trust. If a given application needs to manage sensitive information,
it is usually solved by protecting a given node or device. Although this solution is
cost-effective (only one resource needs to be protected), it also involves the single

point of failure risk (2). Thus, if the node is compromised, the whole cybersecurity
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is threatened. Thanks to decentralization, the likelihood of success of a cyber-attack
can be reduced. In this vein, blockchain technologies offer a decentralized storage in
which data can be securely stored without the need of any single trusted party (3).
Information is managed through a distributed ledger in which data is consecutively
appended to existing records. Remarkably, nodes maintaining the ledger do not

need to be mutually trusted, which promotes its application in trustless scenarios

(4).

Blockchain is a well-known technology that allows the execution of transactions
ensuring their integrity. It can be described as “an open, distributed ledger that can
record transactions between two parties efficiently and in a verifiable and permanent
way” (5). It has been a growing technology since Satoshi Nakamoto proposed it
in 2008 (6). Blockchain technologies have already been applied in many different
scenarios. Cryptocurrencies leverage blockchains, in such a way that any economic
transaction is appended as a new record. Every node connected to the network is
able to verify that a given amount of funds have been transferred, thus preventing
the overspending problem (i.e., that the payer uses the same coin in two or more
payments) (7). Bitcoin (6) and Ethereum are two of the main cryptocurrencies
nowadays (8) Thus, blockchains open up a vast array of novel applications and

production models (e.g., social manufacturing (9), health (10) or energy (11)).

In the last years we have witnessed a myriad of contributions focused on achiev-
ing cybersecurity when blockchain technologies are at stake. Cryptographic experts
such as Bruce Schneier have already identified an unjustified hype surrounding this
technology, by pointing out its limitations — “A blockchain probably doesn’t solve the
security problems you think it solves. The security problems it solves are probably
not the ones you have.” (12). Therefore, although blockchains provide with some
cybersecurity guarantees, they cannot be regarded as a holistic solution. Indeed,
the extensive adoption of blockchain technologies and, in special, cryptocurrencies

makes them interesting for other purposes besides the provision of cybersecurity.
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Blockchain provides a set of intrinsic features: availability, integrity and
anonymity. On the one hand, availability and integrity make them interesting to
build covert channels (that is, a way to secretly send information) over a publicly
available medium (that is, the list of transactions of the cryptocurrency). Thus,
any data inserted into the ledger will remain unaltered and readable by any party

virtually anytime.

Since a great variety of use cases can be devised, three situations in which such
a covert communication is interesting, although with different degrees of immediacy
are provided. First, in the panic button case a threatened individual is willing to
leave some secret material (e.g., account keys) to be released in case of emergency
and thus, without immediacy in mind. Second, in a sabotage case a malicious insider
aims to immediately exfiltrate sensitive data without being detected. Third, in a
censorship case an individual is willing to share information in a controlled and

censored environment.

To hide a secret in such a setting, steganography is the art of concealing messages
within a non-secret piece of data called cover (13). It is a branch of cryptography
used when discretion is a priority. Steganographic approaches can be generally
divided into implicit and explicit ones. Implicit techniques rely upon the way in
which the system is used (14). For example, if the sending time is odd or even,
it can be understood by the receiver as 1 or 0, respectively. On the other hand,
explicit approaches base on modifying the cover to embed the secret (15). In this

thesis we focus on this latter, information-based approaches.

Indeed, several works have already applied steganography and covert channels
in Bitcoin (16; 17; 18; 19). For example, it has been applied to counter censorship
(20). However, few efforts have been devoted to information hiding in Ethereum.
To the best of the author’s knowledge, only (21) leveraged a single data field, and
(22) proposed the use of a Ethereum-related protocol. Thus, no previous work has

focused on leveraging Ethereum for covert communications considering all its data
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fields. Most of them have never been used for steganographic purposes and this
thesis addresses this issue for the first time.

On the other hand, due to their anonymity and availability, blockchains are
also used for malicious purposes (23). For example, Bitcoin is widely used in the
darknet to pay for forbidden products (24). Similarly, malware developers and
cybercriminals have already used this technology as well (25; 26; 27; 28). As a
massive phenomenon, the relationship between malwares and blockchains is worth
being studied.

Furthermore, as malwares are typically hard to detect, the combination of them
with covert channels could be very useful (thus dangerous). Thus, it should foster

further defence-based research in this direction.

1.2 Motivation

The main purpose of this thesis is to characterize the use of blockchain in relation
with cybersecurity as well to develop mechanisms that make use of this technology
in regard with this field of study.

The hype surrounding blockchain has led to a huge amount of contributions.
However, even though some of their intrinsic characteristics can make this solution
appropriate to provide cybersecurity, this is not a solution for everything. Moreover,
some of their characteristics could facilitate their use for malicious puposes.

The previous issues lead to the identification of four specific problems addressed
in this thesis:

P1. Lack of a systematic review of approaches in regard to cyberse-
curity and blockchain

The increasing protagonism of blockchain technologies is attracting attention
from both industry and academia. However, the frenetic pace of evolution can
make this technology seems the Swiss knife for every new approach, thus leading

to improper uses. Moreover, many related efforts can be carried out in parallel,
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resulting in overlapping approaches. Both issues can threat the widespread adoption

of this technology.

P2. Lack of studies about how malwares take advantage of blockchain

intrinsic characteristics to enhance their malicious capabilities

Malwares have infected at least one third of the computers worldwide (29) and
it is predicted to cost the world $6 trillion annually (30). Previous works have
studied this relationship. For example, (31) analyzed the effect of cryptocurrencies
on ransomware. Similarly, (32) provided a systematic analysis of blockchain-based
botnets. However, most of the previous studies focus on a single type of malware (e.g
botnets or ransomware) or a single type of blockchain technology (e.g. Ethereum
or Bitcoin). As a massive phenomenon, the relationship between malwares and

blockchains is worth being studied.

P3. No previous work makes use of all Ethereum fields to build a

covert channel

Ethereum is gaining momentum thanks to its support to distributed apps by
means of smart contracts. They are pieces of software that can be executed without
human intervention. Since they are stored in the blockchain, they remain perma-
nently (33). Moreover, the underlying data structures that are also stored in the
blockchain are heavily different to those present in Bitcoin. Thus, the unique fea-
tures of Ethereum motivate the need for proposing a tailored mechanism for covert
communications. Since this cryptocurrency holds significant differences against Bit-

coin, it is necessary to characterize its suitability for this purpose.
P4. Lack of a steganographic tool that uses a smart-contract language

As stated in P2, Ethereum is gaining popularity thanks to the support of smart
contracts. This smart contracts are written in a high level language, being Solidity
the most relevant, that is later compiled and stored on chain. The written contract
can be later verified and stored in a blockchain explorer like Etherscan (34). Smart

contracts verification provides additional transparency and increases the level of
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trust in the ecosystem (35). Therefore, it makes sense to take advantage of this
feature to build a covert channel, either for normal communication or to improve

malware resilience.

1.3 Objectives and contributions

The general goal of this thesis is to provide a systematic review of how blockchain
is used with cybersecurity purposes and also from the perspective of an attacker
(via malware), as well as to provide tools that take advantage of the intrinsic char-
acteristics of this technology for different use cases.

In our opinion there was a need to address the previous research topics, which
have been reflected in the objectives of this thesis:

O1. Provide a systematic review of how blockchains are used for cyber-
security purposes. It should set the boundaries on suitable uses, current state of
the art and open research and development directions.

02. Study and categorize the different ways in which blockchains have
been used by malwares. It should explain the current state of the art, how
malwares take advantage of different blockchain characteristics and point out open
research areas.

03. Develop a steganographic tool that leverages all Ethereum data
fields. The stealthiness of the secret should be preserved and the mechanism should
be assessed in terms of cost efficiency.

0O4. Develop a steganographic tool that uses Solidity as a medium of
hiding information. As in O2, the stealthiness of the information should be
maintained and the mechanism efficiency should be evaluated.

The achievement of these objectives has led to the next three contributions:

C1. Achieving cybersecurity in blockchain-based systems and mali-
cious uses of blockchains by malwares (see Chapter 3). It aims to provide

with a comprehensive review of techniques and elements that have been proposed



1.3. Objectives and contributions 13

to achieve cybersecurity as well as a study and categorization of the different ways
in which blockchain has been used by malwares. For the first part, an analysis of 272
papers from 2013 to 2020 and 128 industrial applications has been carried out. A
taxonomy of elements involved in the proposed analysis namely their cybersecurity
properties and related techniques, application areas, technologies and the justified
use of blockchain is provided. For the second part, a study of 104 proposals has been
carried out. They are analyzed in terms of type of malware, technologies, desired

properties, elements, communication features, purpose and cost for the attacker.

C2. Zephyrus: An information hiding mechanism leveraging
Ethereum data fields (see Chapter 4). Zephyrus is a steganographic tool for
Ethereum. While most tools and previous examples of steganography on blockchain
were based in Bitcoin, this technology explores Ethereum as a way to embed secret
messages. It allows inserting secret messages in 8 different fields of Ethereum, like
the receiver address or the value field. Regarding contracts, it hides information in
the swarm hash or bytecode, as well as in the function arguments and constructor.
For it design, a large amount of real-world Ethereum blockchain data was analyzed
to ensure the stealthiness of the secret. Indeed, the mechanism is assessed in terms
of capacity, stealthiness and cost. Furthermore, an open-source proof of concept is
released to foster further research. It is also have been used to assess the time taken

for embedding and revealing a secret in a real-world Ethereum network.

C3. A steganographic tool leveraging Solidity code: Smart-Zephyrus
(see Chapter 5). As mentioned on the malware analysis carried out in C1, it has been
identified that covert communications have not received much attention. To foster
further defence-oriented research, a novel mechanism (dubbed Smart-Zephyrus) is
built leveraging smart contracts written in Solidity. It extends the mechanism
proposed in C2. As well as in C2, the mechanism has been designed based on real-
world data. It is, also assessed in terms of capacity, stealthiness and cost. As in

the previous case, an open-source proof of concept has been developed and used to
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assess real-time consumption of the mechanism on the Ethereum network.

The relationship between the problems detected, the research objectives and the

contributions achieved is shown in Table 1.1.

Problem

Objective

Contribution

P1.  Lack of a sys-
tematic review of
approaches in regard
to cybersecurity and
blockchain

O1. Provide a sys-
tematic review of how
blockchain is used with
cybersecurity purposes

P2. Lack of stud-
ies about how mal-
ware takes advantage

of blockchain intrinsic

02. Study and catego-
rize the different ways in
which blockchains have
been used by malwares

Cl1. Achieving cybersecu-
rity in blockchain-based sys-
tems and malicious uses of
blockchains by malware

characteristics to en-

hance their malicious

capabilities

P3. No previous | O3. Develop a stegano- | C2. Zephyrus: An informa-

work makes use of all
Ethereum fields as a
covert channel

graphic tool that lever-
ages all Ethereum data
fields.

tion hiding mechanism lever-
aging Ethereum data fields

P4. Lack of a stegano-
graphic tool that uses
a smart-contract
guage

lan-

0O4. Develop a stegano-
graphic tool that use
Solidity as a medium of
hiding information

C3. A steganographic tool
leveraging  Solidity  code:
Smart-Zephyrus

Table 1.1: Relationship between problems, objectives and contributions

We find that these issues are a step towards the categorization of the use the

blockchain to provide cybersecurity, as well as a better understanding of different
ways the blockchain (specifically Ethereum, but not limited to that one) can be
leveraged with other purposes, like exfiltrating information or by an attacker to

provide malware with certain characteristics.

All contributions of this thesis are summarized in Figure 1.1. We can distinguish
different entities that interact with the blockchain according with their intentions.
First, legit users (in blue) that utilize the blockchain for legal purposes. We can
include in this group service providers and consumers as well as those users who

want exfiltrate information in a “panic button”-like scenario (recall Section 1.1).
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Then, we have the second group, the neutral users (in gray), in which whether their
intentions are good or bad are based more on morality. An example of this case
would be those that want to use the blockchain as an ”anti-censorship” mechanism
(Section 1.1). After that, there are the malicious users (in red) who leverage the
blockchain to cause damage, often in an illegal way. This is the case for attackers
and malware programs that interact with the chain. Finally we have the victims
that may or may not interact with the blockchain, for example to make payments

to an attacker.

On the one hand, those legit users that interacts with the blockchain in order to
request, provide or consume services often use this technology because it provides
some kind of cybersecurity property, either by using blockchain intrinsic charac-
teristics, like immutability and availability, by their own or combined with other

mechanisms, like homomorphic encryption (studied in C1).

On the other hand, there are the data exfiltrators and consumers. Data exfil-
tration occurs when data is extracted from a system without authorization. The
panic button case is included here because even though the user could have the
authority to share that information, they want to remain hidden. We also include
the anti-censorship one in here because the purpose is to avoid an interception by an
authority. Those that consume the data for both previous cases can be of any type
of user. Moreover, the situation in which an attacker sends or receives information
from and to a malware is also included here. All this cases benefit from a way to
hide in the system. The first case only wants to make the information public after
certain event. The second one wants to share information with a selected group
of individuals without being detected and intercepted. The third one, could use
steganography in order to difficult the detection of the malware, for example by

hiding the commands sent to a botnet behind legit transactions (C1, C2 and C3).
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Figure 1.1: Context and scope of this thesis

1.4 Document organization

This thesis is composed by several chapters distributed along five parts:

Part I. Introduction. This part introduces the whole document, and contains
the present Chapter.

Chapter 1. Introduction. This is the present Chapter, and contains the
thesis context, the statement of the problem, the research objectives and the main
contributions achieved.

Part I1. State of the art. This part analyses the state of the art that is closely
related to this thesis. The reviewed topics have been organised into one chapter.

Part III. Proposal. This part includes the proposal elaborated to fulfil the
research objectives established above. Each of the four contributions is presented
in a separate chapter.

Chapter 3. Achieving cybersecurity in blockchain-based systems and
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malicious uses of blockchains by malware. In this Chapter we present a
comprehensive review of all techniques and elements that have been proposed to
achieve cybersecurity as well as a study and categorization of the different ways in
which blockchain has been used by malwares. For the first Section, we first present
the research methodology used to retrieve and select the pertinent papers. We then
realize an analysis an extract a taxonomy of all the elements extracted. After that,
we describe the different lessons learned based on the data examined. Furthermore,
we provide a summary of the previous studies and compare them to the current
proposal. For the second Section, we also first describe the research methodology
used to retrieve and select the studied works and categorize them according with
how they use the blockchain. We summarize our findings in different lessons learned
and expose some research gaps. Lastly we compare the current work with previous

ones.

Chapter 4. Zephyrus: An information hiding mechanism leveraging
Ethereum data fields. In this Chapter we propose Zephyrus, a steganographic
tool for Ethereum. First we describe the model on which the system will be based.
Then, we present the result of a preliminary study of Ethereum data. Based on
that results, we describe the mechanism. After that, its evaluation is described.
Last but not least, a summary of all related works regarding steganography and
blockhain is introduced and the proposed mechanism is compared with the existing

works.

Chapter 5. A steganographic tool leveraging Solidity code: Smart-
Zephyrus. In this Chapter Smart-Zephyrus, a steganographic tool that leverages
Solidity code to embed information. First, we present an overview of the proposal .
Then, we expose the motivation for this contribution. We carry out a preliminary
contract study. After that, we justify the design decisions for the mechanism. The
assessment of the proposed solution is presented afterwards. Lastly, we summarize

the related work and describe how our mechanism compares with it.
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Part IV. Evaluation and Conclusions. The evaluation of the thesis con-
tributions and the conclusions are presented in this part, which is formed by one
chapters.

Chapter 6. Conclusions and Future Work. In this Chapter, the conclu-
sions of this thesis are provided. A critical discussion of the work performed in this
thesis is presented. In addition, future research directions that may be derived from
this thesis are outlined.

Part V. Bibliography and Appendices. This part includes the bibliography
in use and a set of appendices that complement the main content.

Bibliography. The bibliography contains the list of references to other research

papers, technical documents and standards used in the thesis.
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CHAPTER 2

Background

This Chapter introduces the main concepts of cybersecurity, blockchains, covert
channels and malware. In particular, the foundations of blockchain technologies
are presented in Section 2.1. Afterwards, in order to simplify the presentation of
concepts in the analysis of the literature, a unified model of blockchain technologies
is presented in Section 2.2. Then, the main goals of cybersecurity are described
in Section 2.3. The criteria used to justify the need for blockchains is presented
in Section 2.4. Afterwards, the main notions of Ethereum are described in Section
2.5. Then, the basics on steganographic systems and covert channel are introduced
in Section 2.6. Finally, different types of malware used in blockchains are explained

in Section 2.7.

2.1 Blockchain overview

Blockchain technologies enable having a distributed ledger in which data is ap-
pended in the form of consecutive blocks(6). One important matter is that there
is no need for a single, centralized trusted party — trust is distributed among all
nodes. Therefore, in order to add data to the ledger, a consensus is usually needed
to be reached among all (or a qualified portion of) involved nodes (36).

In order to provide with a general overview, blockchains can be classified de-
pending on their nature and their underlying technology. There are a number of
elements that are present on the blockchain. Furthermore, blockchain also provides,

by default, a set of properties. Each of these issues is introduced below.
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2.1.1 Nature

There are two factors that determine the nature of a blockchain, namely their access
control and their data validation policy. Concerning access control, they can either
be public, where everyone can join freely, or private, where only selected members
can take part. With respect to the validation policy, it is related to the way in
which the nodes allowed to update the ledger (called miners in the case of proof-
of-work based blockchains, and validators from a general point of view) are chosen.
Thus, blockchains in which any node can be a validator are called “permissionless”,
whereas those where only a specified set of users can take this role, are referred to

as “permissioned”.

2.1.2 Technologies

There are three blockchain technologies that are widely used. Bitcoin was the first
cryptocurrency and also the first technology to build a blockchain. Proposed by
Satoshi Nakamoto in 2008, it allows two parties to send transactions between each
other without the involvement of a third one. It has a non-Turing-complete scripting
language which supports different advanced features, such as the use of timelocks
to prevent the execution of a given action before a deadline. Considering previous
classification parameters, Bitcoin is a public permissionless technology.

On the other hand, Ethereum was released in 2015 and allows the execution of
smart contracts. These are software artifacts that are executed by Ethereum nodes
through its Ethereum virtual machine. They are written in specific languages such
as Solidity or Serpent and then compiled into bytecode. Ethereum’s main network
is public (37; 38). A more detailed explanation of this technology is provided later
on in Section 2.5.

Other technologies and cryptocurrencies have been developed, for example,
Monero, which uses a public ledger with privacy-enhancing technologies (ring sig-

natures and stealth addresses) that obfuscate transactions to achieve anonymity
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and fungibility, that is the ability of a good or asset to be interchanged with other
individual goods or assets of the same type (39). Other technology is IOTA, a
distributed ledger and cryptocurrency aimed to record and execute transactions
between devices in the Internet of Things (IoT) ecosystem. One of I0Ta’s inno-
vation is Tangle, a system of nodes used for confirming transactions based on a
Proof-of-Work consensus (40; 41). Because of that, it could be argue whether it
is actually a blockchain, as there is no chain of blocks. However, given that some
authors consider it a blockchain ((42; 43; 44), the same approach is followed in this
thesis. On the other hand, NKN incorporates a blockchain layer on top of existing
TCP/IP in order to allow both individuals and large ISPs to better optimize data
usage and reduce costs. NKN can also be used to develop decentralized web 3.0
applications (45). Dash is an alternative currency that was forked from the Bitcoin
protocol (46). It includes other improvements such as PrivateSend, for increasing
fungibility, and InstantSend, which allows instant transaction confirmation without
a centralized authority (47). Other cryptocurrencies, just to mention a few, are

BitcoinCash (Bitcoin fork), Emercoin and Litecoin.

Finally, the Hyperledger Project consists of a community of software developers
building blockchain frameworks and platforms. It was announced at the end of
2015 by the Linux Foundation. There are different blockchain technologies included
in this project, like Hyperledger Fabric or Hyperledger Iroha (48). Among them,
probably the most used is Hyperledger Fabric (49), which is a blockchain framework
intended as a foundation for developing applications or solutions with a modular
architecture. In this case, it is typically oriented towards private permissioned
networks and it allows different consensus algorithms. Smart contracts written in

Go, node.js or Java, can be executed and are called chaincodes (50).
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2.1.3 Elements

Blockhain is a distributed database shared among nodes. The data is usually
recorded in the form of transactions. When a transaction is recorded in the
blockchain, details of the transaction are recorded, verified and distributed across
all nodes (51). Recorded data can vary among technologies, though some data is
common in all of them. First, there is the sender address, who/which originates
the transaction. Depending of the technology, it can be one or more receiver ad-
dresses, those who/ which are intended to receive the transaction. If the technology
is a cryptocurrency a field that represents the transferred amount or value is usu-
ally included. Some technologies also allow the addition of arbitrary data in the
blockchain. This is the case of the data field in Ethereum (52), OP_RETURN
transaction type in Bitcoin (53) or payment id in Monero (54).

Moreover, some technologies also allow the execution of programs in the
blockchain, for example scripts in Bitcoin or smart contracts in Ethereum, as intro-

duced before.

2.1.4 Properties

As a distributed decentralized ledger, blockchain provides some properties by de-

fault:

e Immutability. It is the ability of the ledger to remain unchanged, unaltered
and inedible (55). This property provides some benefits, like complete data
integrity and auditability. However, this characteristic has some limitations,
namely the 51% attack. In the 51% attack an attacker take control of the
majority of the nodes (51%), allowing him to change the transaction data

(56).

e Decentralization. Control and decision-making capacity is taken from a cen-

tralized entity to a distributed network. These networks aim to reduce the
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level of trust among participants. Some benefits of decentralization include
the ability to provide an untrusted environment, reduce points of weaknesses

and optimize resource distribution (57).

e Data availability. Data can be accessed and used in a timeliness and reliable
way(58). Read availability (consulting data) in blockchains is typically high

because of its immutability and decentralization (59).

e Pseudoanonymity. Anonymity ! can be defined as the situation in which
someone’s identity is not given or known. Although some blockchain tech-
nologies are anonymous (e.g. Monero), most of them are pseudoanonymous.
This is due to the fact that the user has a public address that could be traced
back to an exchange account or IP address via network analysis thus being

possible the revealing of the user’s real identity (60).

2.2 Blockchain model

There are several entities or elements at stake when it comes to maintaining and
using a blockchain (Figure 2.1). On the one hand, there are a set of nodes (referred
to as Blockchain Nodes, BCN) that are in charge of keeping the blockchain infor-
mation itself, which could be either in clear or encrypted. Then, they cooperate
to update blockchain data based on a consensus algorithm. Consensus is typically
reached among a subset of BCNs. Indeed, data to be included in the blockchain is
proposed by one of the BCNs. Such node is either chosen in a deterministic way or
randomly validated based on some established mechanism. Therefore, the so called
miners (which are not present in all types of blockchains), are a subset of BCNs.
Apart from BCNs, there is always another entity that comes into play —
Blockchain Users (BCUs). BCUs are willing to insert information into the

blockchain. Let us consider a hospital that manages clinical reports through a

"https://dictionary.cambridge.org/es/diccionario/ingles/anonymity
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blockchain. Whereas BCNs will be nodes from the hospital taking care of the data,
BCUs can be tablet devices held by doctors which send updated health results to
be stored in the blockchain. In another setting, two BCUs that are cooperating
may want to record the status of their transactions. For example, BCU; offers a
service and BCUs wants to pay for it. Both of them will use the blockchain to store

offers and payments, respectively.

Blockchain Observers (BCOs), on the other hand, are those users of the
blockchain that gain something, by only retrieving the data present in the blockchain
or by observing it. They do not contribute to the blockchain by adding data them-
selves. However, their retrieval might be recorded in the blockchain by means of a
transaction or a interaction with a smart contract. For example, in (61) a transac-
tion must be sent to the blockchain for data retrieval in order to check permissions
and deliver information accordingly. Following the hospital case, patients (or in-
surance companies) are BCOs as long as they only want to see health information.
This can be also the case of auditors of different systems, third companies buying or
analyzing data, users retrieving their own data by using the blockchain as storage

when IoTs are involved, etc.

Given that BCNs are, de facto, the only nodes having direct access to the
blockchain, both BCUs and BCOs should trust them in that the information pur-
portedly stored in or retrieved from the blockchain is the one that is being ex-
changed. However, no BCN is assumed to be trusted — any attempt to alter
blockchain information will be mitigated by the underlying consensus protocol or
access control/permission mechanisms in force. To further prevent mistrust, BCNs

count on incentives such as rewards per successful transaction inserted in the ledger.

Moreover, as storing information in the blockchain is usually expensive and
conveys scalability concerns (62) some additional storage (AS) in the form of cloud
storage or Distributed Hash Tables (DHT), for example, could be used for this

purpose (63). In this case, blockchain vouches for data integrity and auditability
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Figure 2.1: Blockchain entities model

by performing data anchoring, i.e., by storing in the ledger pointers to the data and
the corresponding time stamping (64).

In addition, in some blockchain systems there are other software and hardware
elements to provide all required capabilities. This is the case of extra hardware or

off-chain software components. These elements are called Additional Infrastructure

(AD).

2.3 Cybersecurity goals

According to the US National Institute of Standards and Technology (NIST), cyber-
security is defined as the “prevention of damage to, protection of, and restoration
of computers, electronic communications systems, electronic communications ser-
vices, wire communication, and electronic communication, including information
contained therein, to ensure its availability, integrity, authentication, confidential-
ity, and non-repudiation” (65). Therefore, cybersecurity is indeed a generic name
that refers to the aforementioned five security dimensions, that will be defined in
the following.

Authentication refers to “the process of establishing confidence in the identity

of users or information systems”(66). As opposed to integrity, confidentiality and
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non-repudiation, this feature is related to system stakeholders and not to the data

at stake.

With respect to confidentiality, it refers to the fact that “sensitive informa-
tion is not disclosed to unauthorized entities” (66). This matter is not provided by
blockchain technologies by design, as soon as they have been designed to provide

auditability, that is, enabling any party to verify the data contained therein.

“protection against an indi-

Concerning non-repudiation, it corresponds to the
vidual falsely denying having performed a particular action” (66). Due to the large
amount of potential actions that can be devised into an IT system, variants of this
feature have appeared such as sender or receiver non-repudiation. In particular,
sender non-repudiation is also essential in some blockchain use cases such as cryp-

tocurrencies to avoid the double-spending problem (7). Indeed, blockchains already

provide with sender non-repudiation mechanisms via digital signatures.

A special situation happens with the remaining pair of cybersecurity features.
On the one hand, availability is defined as “ensuring timely and reliable access
to and use of information” (65). Regarding availability, it is necessary to recall
Brewer’s CAP theorem — it is very complex to achieve consistency, availability and
partitioning as a whole. Thus, for the sake of simplicity we assume that availability
is provided to some extent when blockchains come into play. On the other hand, in-
tegrity is “a property whereby data has not been altered in an unauthorized manner
since it was created, transmitted or stored” (67). In this thesis, each cybersecurity
property will be addressed separately, since each blockchain-based proposal may
provide some of them. However, in the case of integrity, it is an intrinsic prop-
erty of the blockchain technology itself. Therefore, the mere use of this technology

provides integrity.
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2.4 Actual need for blockchains

Blockchain is an emerging technology and its use has been steadily increasing over
the years. However, sometimes its use can be unjustified. According to Greenspan
(68), there are eight criteria that must be met in order to ensure that blockchains

are suitable for a given use case:
e Need for a shared database, including a set of transactions forming a ledger.
e Existence of multiple writers willing to insert data to the said database.

e Inter-writer mistrust, so each writer is not willing to allow any peer to edit

its entries.

e Disintermediation, so writers are not willing to give a third party full control

over the database.

e Transaction interaction, so there is a certain undeniable link between trans-

actions.

e Transaction verifiability, so each transaction can be accepted under a set of

(automatically verifiable) requirements.
e Existence of validators, that is, nodes that verify transactions.

e Storing value, so each entry represents something that has real-world value.

2.5 Ethereum

As mentioned in Section 2.1.2 Ethereum is a blockchain technology capable of run-
ning smart-contracts . They are pieces of code executed by the nodes maintaining
the network. In this way, censorship or code changes by third parties are avoided,
thus enabling building distributed applications (69). Apart from smart contracts,

Ethereum enables sending funds among parties as any other cryptocurrency. Every



30 Chapter 2. Background

interaction with this blockchain is carried out through transactions. To avoid false
transactions, a distributed consensus algorithm is run by Ethereum nodes. This
process involves a computational task called mining. In Ethereum, before the min-
ing involved a trial-and-error process, called Proof-of-Work(PoW), until the result
of a cryptographic process (in particular, a hash function) meets a given condition
(70). Since the 6th of September of 2022 PoW consensus has been substituted by
Proof-of-Stake (PoS). In it, miners stake ether on the blockchain. The winner is
selected by the network based on this amount and they need to stake (lock) the
native cryptocurrency of the blockchain. The network then selects a winner based
on the amount of crypto staked who will validate the block (71).

In order to run smart contracts and maintain the blockchain, Ethereum comes
with a decentralized virtual machine called EVM. It uses a Turing-complete lan-
guage to be able to create sophisticated smart contracts (72).

In the following, the different data items of transactions and smart contracts

are introduced.

2.5.1 Ethereum transactions

Figure 2.2: Ethereum transaction fields with their size in bytes. White boxes are
stored immutably in the blockchain, while the greyed one is not.

A transaction in Ethereum contains several fields of different size (Fig. 2.2).

Each transaction is sent by a user, identified by a Sender address that results from
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the 20 last bytes of the hash of the user’s public key. The receiver is also identified
by an address. Note that it can be another user (using a Receiver address) or a
smart contract. In the latter case, the Contract address comes from the hash of the
sender address and the amount of transactions sent by that account. A particular

case happens when the receiver address is null, that is when a contract is deployed.

On the other hand, the Value field includes the amount of funds at stake. Apart
from the value itself, two fields (Gas price and Gas limit) express the costs that
the sender assumes to include this transaction in the blockchain. In particular, Gas
price defines the cost per operation and Gas limit sets the maximum incurred cost
(73). Such a cost depends on the information included in the data field. This can
be of three types, namely a text message, a contract to be deployed (as explained
in Section 2.5.2) or a function call to an existing contract. In the latter case, an
encoded representation (called ABI (74)) of the called function name and arguments

is included.

Last but not least, each transaction is identified by a serial number (Nonce
field) and an Identifier which is the hash of the previous fields. The legitimacy of
the transaction is shown by the sender’s digital signature. The signature is formed
by three values, namely V', r and s, which are the result of applying the ECDSA
algorithm (75).

2.5.2 Smart contracts

A smart contract is a piece of code formed by functions to be executed by any
Ethereum node through its EVM. It can be written in different languages, for
example, Solidity, Serpent, LLL or Vyper. Those are high-level languages that
contain functions, arguments and control flow instructions and operators. Since
Solidity is the most widespread one, it is the one considered in this proposal. Solidity
is similar to Java, as most elements of a Solidity contract are similar to those in

Java language; however, Solidity is specially designed for developing smart contracts
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and, thus, it contains elements that are characteristic of the language (76). These
elements include functions, which have input arguments in different number or type
(77; 78); modifiers, that restrict the behaviour of certain functions; variables; and

events, that allow publishing information about something in the chain.

When Solidity code is compiled, it is transformed into a hexadecimal string
known as bytecode. It is formed by opcodes or low-level, human-readable instruc-
tions the EVM can execute. For example, JUMP instruction indicates the EVM to
go to a particular part of the program and execute it. The order and placement
of instructions is essential because they set the execution flow. The cost of each

instruction depends on its type (72).

For the interest of this proposal, it is relevant to understand how the byte-
code ends its execution. Before the last instruction (STOP or INVALID), usually
a JUMP is placed, which makes the code continue its execution from an address
pointed out in that instruction. That address must contain a JUMPDEST instruc-
tion — otherwise the EVM throws an error. We will refer to this region as the

JUMP-JUMPDEST block.

Apart from bytecode, metadata describing the contract at stake is produced by
the compiler when Solidity is used. This information is intended to be published in
an external repository to help in verifying the contract integrity. Thus, the Swarm
hash field (which is the hash of the contract, including its file name) is included at
the end of bytecode. It serves as a pointer to find the contract in a content-addressed

storage outside the blockchain (79).

Smart contracts may optionally store their current state. Such storage can be
initialized with a special function called constructor. Stored values can be updated
by calling to the appropriate contract functions. Since storage leverages Ethereum

nodes’ memory space, these operations involve additional costs.

Smart contracts work as decentralized applications. Example of smart contracts

applications include trading, investing, gaming or voting. Indeed, there are smart
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contracts called tokens and, according to their behavior, represent a variety of
transferable and countable goods such as digital and physical assets, shares, votes,
memberships, or loyalty points. Any participant of the chain can create smart
contracts and then, they can develop, define and distribute their own named tokens
(80). The most widely used token is, by far, Ethereum’s ERC20 (81), followed by
others like ERC721, or ERC165.

Such smart contracts can be found in websites like Openzeppelin, which is an
open-source platform for building secure distributed applications (called dApps).
The framework provides the required tools to create and automate dApps. In ad-
dition, companies of any size can refer to OpenZeppelin’s audit services to find the
best practices in the industry. Solidity’s programming language is used to develop
modular and reusable contracts within its library, including ERC-20-related Open-
Zeppelin contracts. In addition, the community has tested and reviewed contracts

which, according to OpenZeppelin, are the most popular in the industry (82).

2.6 Covert channels and steganographic systems

It is known as covert channel: ”any communication channel that can be exploited by
a process to transfer information in a manner that violates the system security policy
”(83). Their main purpose is to protect privacy or to increase security of critical
information. However, they can also be used to establish connections that are
theoretically prohibited by the security policy (83). A covert channel has different

properties:

e Stealthiness: the capacity of avoiding detection, thus data sent or received

through a covert channel is not able to be discovered by an undesired party.

e Efficiency: the amount of information that can be sent using the covert chan-

nel in relation to the cost or total size of the channel.

e Secret integrity /resilience: the capacity of hidden information’s integrity to
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remain over changes and time.

Communication channels (cover or not) are commonly limited to a certain ca-
pacity, i.e. the amount of information that can be transmitted through the channel.
In most cases, the goal is to maximize the amount of shared information (efficiency),
though it may impact on stealthiness and thus, a balance between both issues should
be considered. On the other hand, in the case of the blockchain, as its content on
chain is immutable, resilience is provided by default.

A typical technique to implement covert communications is steganography?. In
a steganographic system different elements are involved, see Fig.2.3. A sender and
one or more receivers share a key to hide or extract a secret message. This key
is essential to provide confidentiality by means of encryption (84). Basically, the
sender has an element (e.g. code, image, text, etc.), called cover, in which a secret
is hidden. The steganographic system receives the cover, the secret and the key
and outputs a steganographic object. This object is sent to the receiver through
the channel. In the destination, the receiver uses the steganographic object and the
shared key to get the hidden message. Between both parties, an attacker or warden
might be placed. It can be passive, thus eavesdropping the channel, or active, thus

being able to tamper with the transmitted data (85).

Key

Warden/ Key
[sencer | | Atacker |
Stego Object
Message — Stego System ego Obje Stego System Message
encoder decoder

Channel Cover

Cover

Figure 2.3: Entities in a steganographic system.

In order to transmit information, different operations have to be carried out for
hiding (also called embedding) and retrieving (usually called revealing) the secret
at stake. In information-based steganography, one of the most well-known examples

is the Least Significant Bit (LSB) (86). In LSB, the cover’s rightmost bit(s) are

*https://www.merriam-webster.com/dictionary/stealthy#: ~ : text=1%20%3A%20s1ow%2CY%
20deliberate’2C%20and,radar’20returny20a%20stealthy’%20airplane


https://www.merriam-webster.com/dictionary/stealthy##:~:text=1%20%3A%20slow%2C%20deliberate%2C%20and,radar%20return%20a%20stealthy%20airplane
https://www.merriam-webster.com/dictionary/stealthy##:~:text=1%20%3A%20slow%2C%20deliberate%2C%20and,radar%20return%20a%20stealthy%20airplane
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replaced by the secret. This technique should be applied while keeping the cover

appearance to avoid raising suspicions.

2.7 Blockchain-related malware types

It is known as malware any software designed to cause intentional damage to a
computer, server, client or network(87). They can be classified in different types,
depending on the goal of the attacker and the way it acts. Despite the amount of
malware types, this section introduces those which are known to have been used in
blockchain.

In recent times, one of the most popular types of malware is ransomware. It
prevents users from accessing their system or files and demands a payment as ran-
som in order to regain access (88). Modern ransomware families, also known as
cryptoransomware, encrypt certain file types on the target infected system in order
to force victims to pay the ransom via an online payment method in order to get the
decryption key. They usually take advantage of the anonymity provided by cryp-
tocurrencies in terms of payments and the ransom quantity may vary depending of
variant of the malware and the price of the different coins (89).

With the ever growing interest in decentralization, another common types of
malware that exploit this characteristic are botnets. A botnet is a network of
infected computers that can be remotely controlled and forced to perform different
actions or attacks without the consent of the device owners (90). Orders are given by
a command and control (C& C) server, that is a computer controlled by an attacker
to send commands to compromised systems, called bots, and receive stolen data
from a target network. A bot is ”a program that performs automated, repetitive
and predefined tasks”. They can carry out multiple and assorted tasks, for instance,
hacking, spying or interrupting a service (91). A botmaster is a person who operates
the C& C server for remote process execution (92). Note that a botnet is not

considered a malware by itself but as they can be used for malware propagation
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and because of their use for malicious purposes, herein we considered botnets within

malware types category, in line with (93) (94).



Part 111

Proposal






CHAPTER 3

Achieving cybersecurity in
blockchain-based systems and
malicious uses of blockchains by

malware

3.1 Summary of the chapter

In this Chapter we present a comprehensive review of all techniques and elements
that have been proposed to achieve cybersecurity in blockchain in acadamic pro-
posals as well as a study and categorization of the different ways in which this
technology has been leveraged by malware.

This Chapter is divided therefore in two sections. In Section 3.2, the review of
the state of the art of proposal regarding cybersecurity is defined. In Section 3.3,

the current state of the art on how malware utilizes blockchain is explained.

3.2 Achieving cybersecurity in blockchain-based sys-
tems
In this Section a comprehensive review of all techniques and elements that have been

proposed to achieve cybersecurity in blockchain is . The research methodology used

to retrieve and select the pertinent papers is explained in Section 3.2.1. An analysis
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of the studied sample and a taxonomy based on the findings is presented on Section
3.2.2. A description of the different lessons leaned based on the data studied is
depicted in Section 3.2.3. Moreover, in Section 3.2.4 we provide a summary of the
previous studies and compare them to the current study

3.2.1 Research methodology

In order to ensure the validity of our study and its repeatability, the Typical Sys-
tematic Review Stages proposed in (95) have been followed. For the sake of clarity

related phases have been grouped together, resulting in the following set of steps:
1. Identify and define the question this study intends to address.
2. Determine and search the relevant studies regarding the previous question.
3. Identify those studies that meet the criteria.
4. Extract and synthetize the findings from the studies.
5. Write a report and consider potential effects.

Each of these steps are introduced below, with the exception of the latter which

is indeed materialized in this manuscript.

3.2.1.1 Identify and define the question

The purpose of this study is to analyze how cybersecurity has been tackled when
blockchain technologies are at stake. So, the main question is: Which mechanisms
or techniques have been proposed to achieve cybersecurity in blockchain-based sys-
tems? In order to answer this general question, a set of more concrete matters are

identified:
1. RQ1. Which techniques have been adopted to achieve cybersecurity?

2. RQ2. In which application areas have cybersecurity been achieved assisted

by blockchains?
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3. RQ3. Which are the blockchain technologies that have been more/less com-

bined with cybersecurity?

4. RQ4. Is there any evidence of unjustified use of this technology for cyberse-

curity in academic papers?

Each of the aforementioned questions is targeted to a different audience profile.
In particular, RQ1 is relevant for cybersecurity practitioners, whose interest lies
on the concrete details of the techniques that turn a blockchain-based system into
a cybersecurity solution. On the other hand, RQ2 is interesting for researchers
working on the provision of advanced services in a given topic area (e.g., IoT).
In this case, they are not willing to know the internal, low-level description of the
mechanisms but, the set of provided cybersecurity that if often guaranteed /provided
for each one. RQ3 is interesting for blockchain developers as they want to spot which
design decisions have received more attention and which ones are subject to further
research. Last but not least, RQ4 is interesting for a general audience in order to
know the real advancement from the academic perspective. In order to provide with
a more complete understanding of the matter, the evolution of each of these issues

over time is considered as well.

3.2.1.2 Determine and search the relevant studies regarding the previ-

ous questions

The set of papers at stake is formed by both journal and conference/workshop
papers. Due to the huge amount of publications in the last couple of years (2019
and 2020), the methodology for selecting academic papers published in these years
is slightly different from the previous ones.

DBLP database (96) is considered to retrieve all manuscripts. Only contri-
butions published in top venues are taken into consideration. Thus, only papers
published in the first quartile of Computer Science in the Journal Citation Reports

ranking (97) are at stake. Concerning conferences, those ranked in type A of the
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GII-GRIN-SCIE ranking (98) are selected. On the other hand, Google Scholar has
been considered to filter out those papers with 100 citations or more. This pro-
motes that papers that have not been published in the said venues, but are relevant
for the research community, become part of the sample. However, this issue is not
considered in 2019 and 2020 because of the little time for them to achieve a high
number of citations.

The following query has been developed to filter out relevant contributions based

on their title:

(Blockchain OR Bitcoin OR Hyperledger OR Ethereum OR Solidity) AND
(contract OR secur* OR priva* OR accountab® OR anonym™* OR authentic*
OR confiden* OR identity OR access™ OR trust® OR distributed OR encrypt*
OR hash OR cryp* OR DDoS OR malware OR anomal®* OR avail*) AND
NOT (survey OR (literature AND review))

The query above ensures that the main cybersecurity terms are considered, even
in different forms. After this step, a total of 506 journal and conference papers were
retrieved. Note that not all the used databases allow such a query. In such cases, it

has been transformed into an equivalent set of queries using the allowed operators.

3.2.1.3 Identify those studies that meet the criteria

Once the initial amount of proposals is automatically retrieved, a manual review
is carried out. This ensures that those papers that are not relevant for the sample
(e.g., literature surveys) or that do not contain any particular application for cy-
bersecurity (e.g., smart contracts design related papers) are filtered out. After this
analysis, the sample is definitely formed by 272 articles — 166 journal papers and

106 conference/workshop papers.

3.2.1.4 Extract and synthesize the findings from the studies
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Figure 3.1: Taxonomy of elements involved in the analysis. Numbers in brackets
correspond to the amount of proposals that fit in each category.

The chosen proposals are studied in detail, classifying them according to different
features. In the case that a certain proposal fits into more than one category per
feature, (e.g., belonging to IoT and Health areas), it is counted in each of them.
Four aspects have been analyzed in each proposal, namely the offered cybersecurity
properties and techniques, the application area, the underlying blockchain tech-
nology and the justification of using a blockchain. This classification, depicted in

Figure 3.6, will be used as the basis for the following analysis.

3.2.2 Approaches study

In this section, all papers are analyzed to answer the proposed research ques-
tions — RQ1 to RQ4 (recall Section 3.2.1.1). In particular, section 3.2.2.1 answers
RQ1 by explaining how cybersecurity properties are fulfilled and which techniques
provide them. Afterwards, Section 3.2.2.2 answers RQ2 describing the areas in
which blockchain-based systems have been applied to achieve cybersecurity. Sec-

tion 3.2.2.3 analyzes the use of blockchain technologies and implemented cyberse-
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curity properties to answer RQ3. Finally, Section 3.2.2.4 answers RQ4 by studying
whether the use of blockchain technologies is justified in each proposal. For the

sake of clarity, a table supporting this study is included in the Appendix.

3.2.2.1 Cybersecurity properties and related techniques.

Cybersecurity properties defined in Section 2.3 are individually analyzed. Three
categories are considered for each property— whether it is fully, partially or not
provided. Figure 3.2 summarizes the provision of each property over time. The

different techniques applied to provide them are also introduced.

Authentication

Authentication is studied considering all blockchain entities (recall Section 2.2).

e Complete authentication: All entities are always authenticated. To do so, a
Certification Authority (CA) can be used (99; 100); the user can be regis-
tered or included in a private network (in which at least the administrator of
the network knows his/her identity) (101; 102); roles can be assigned accord-
ingly (103; 104); some off-chain communication or registration system can be
applied (105); or a unique public identifier can be used for authentication

purposes (106).

e Partial authentication. Not all entities are authenticated. This occurs in
(107), where vendors and system operators are publicly known but the system
user is not. Other example is (108) where nodes within the same group know

the identity of each other, but they do not know the nodes outside the group.

e No authentication. Authentication is not provided in any way or it is not

mentioned, such as in (109; 110).

On the other hand, the following techniques are commonly applied for authen-

tication purposes:
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e CA/Authority. Some proposals provide authentication by means of a CA
or other similar entity (e.g. governments, Key Generation Centers, Attribute
Grant Unit, etc.). These authorities usually grant the requester an identifying
item (e.g., certificates, keys, roles/attributes). Proposals like (111; 112; 113)

are included in this category.

e Registration/Pre-enrollment. Some works need participants to be registered
in the system beforehand. This is the case of proposals using a private
blockchain, in which only specific entities are able to join and have to be
known or approved beforehand, by, for example, the blockchain administra-
tor (114; 115). On the other hand, some works based on pre-existing public
blockchain networks (e.g. Ethereum main network) need BCUs, BCOs and /or

BCNs to register in the system before using it (116; 117).

e Off-chain. Authentication is carried out outside of the blockchain. For ex-
ample, in (118) the user needs to know the service identity to generate the
compound identity. This identity is shared among two or more parties, where
at least one becomes owner and the rest have restricted access (become guests)

(118).

e Blockchain transaction/Smart contract. A transaction in the blockchain or
the smart contract (or equivalent) is used to authenticate the different entities,

e.g. (102; 119).

e Public identifier. A unique public attribute is used. This is the case of (120)
in which the DNS name is used, or (121) where the artist profile is linked to

an Ethereum address (121).

e Other. Another method is used for authentication purposes. For instance,
(122) uses biometric data to provide authentication and a token is applied in

(123).
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Figure 3.2: Number of approaches regarding cybersecurity properties per year.

The use and need of authentication in blockchains has increased since 2014
(recall Figure 3.2), when this feature was initially offered. In the following years,
this number has increased and complete authentication is provided in around 67%
of proposals in the last three years. Thus, the ratio has remained quite constant
in the last years and it could be related to the appearance and raise of private and

permissioned networks, versus the initial public permissionless ones (e.g., Bitcoin).

In terms of techniques (Table 3.1), in 2014 and 2015 authentication was pro-
vided off-chain. In the following years, the preferred method is registration/pre-
enrollment. This technique could have a lot to do with the increase of private
networks. Moreover, it is a significantly easy way to manage access control, as it
has been used for many years now. Similarly, the use of an authority or trusted
third party is also a common easy way to provide authentication even outside of
blockchain systems. Indeed, the use of trusted third parties is a widespread solu-
tion to solve security issues, although these entities become a single point of failure.
However, the use of these trusted entities has significantly decreased in 2020, trying

to look for completely decentralized approaches.
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Table 3.1: Number of approaches regarding cybersecurity techniques per year
2013 2014 2015 2016 2017 2018 2019 2020 ‘ Total

Authentication
CA/Authority 0 0 0 2 6 31 25 3 67
Registration/Pre-enrollment 0 0 0 5 9 51 47 13 125
Off-chain 0 1 1 3 3 10 5 12 35
Blockchain transaction/smartcontract 0 0 0 1 4 20 10 5 40
Public id. 0 0 0 2 4 0 7 1 14
Other 0 0 0 1 0 9 6 2 18

Confidentiality
Asymmetric encryption 0 0 0 2 5 13 18 13 51
Symmetric encryption 0 0 1 2 0 8 12 15 38
Homomorphic encryption 0 0 0 0 1 1 5 0 7
Other/Not specified encryption 0 1 0 0 1 10 3 3 18
Hashes 0 0 1 1 1 17 15 11 46
Other 1 1 0 1 2 5 6 4 20

Non-repudiation

Non-repudiation is studied considering all blockchain entities in the system,

analyzing how it is provided.

e Complete non-repudiation: Actions of all entities are recorded in the
blockchain, e.g. (124; 125). Blockchain technologies already provide some

kind of non-repudiation by means of digital signatures.

e Partial non-repudiation. A low number of actions of some entities, e.g. BCOs,
are not logged in the system. This occurs in (126; 127) where the audit process
is not recorded in the system. This could lead to entities denying having

performed an action (e.g. the audit process).

e Repudiation. Entities can deny having done actions or there is not much

information to infer this issue, e.g. (128; 129).

All proposals between 2013 and 2015 do not provide non-repudiation, see Figure
3.2. From 2016 onwards, proposals provide complete non-repudiation in 50% of the
cases or more and partial in around 25%. Despite the growth in the amount of

papers, the ratio remains almost constant, except for 2020 in which it has decreased.
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The provision of some kind of non-repudiation is specially appropriate to look for
better traceability and auditing processes.

Concerning applied techniques, non-repudiation is achieved in a simple way. Ei-
ther all actions of the different elements in the system are recorded in the blockchain
or not. Logging is the only identified technique to achieve this cybersecurity prop-

erty.

Confidentiality

Confidentiality is analyzed within the blockchain network, thus assessing
whether the content of a message within the network is only accessible to authorized

entities.

e Complete confidentiality. Only selected entities are able to know information
from other entities, though there are elements inherent to the blockchain
operation that are public and cannot be hidden, such as block headers (130).
This property is offered, for instance, in (131; 132), where the block content

is encrypted; or in (133; 134), where hashes are the only interchanged data.

e Partial confidentiality. Some information is accessible to a particular set of
entities while other data is public or can be used to infer additional informa-
tion. For instance, in (135), which proposes a voting system using blockchain,
votes are encrypted but the registration content is not. (136) proposes a sim-
ilar approach, in which users’ data is encrypted, but cloud service providers,

token and resource addresses are not.

e No confidentiality. The content is public to all entities that interact with the
blockchain, such as (111; 137).

Confidentiality is achieved by encrypting transactions’ content mainly, sharing
only hashes of information and some other special cases. As different types of

cryptographic algorithms are applied, different techniques are distinguished.
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e Asymmetric encryption. It is also referred as public-key cryptography. It uses
a pair of keys: public keys, which may be disseminated widely, and private
keys, which are known only to the owner (138). Different approaches use
this kind of encryption. (139; 140) use asymmetric encryption to encrypt the

blockchain content.

e Symmetric encryption. In this case, the same key is used for encryption
and decryption purposes. This key, also called secret key, is usually shared
beforehand. It is also possible to derive the secret key based on assorted
parameters. (114; 117) use symmetric key algorithms to encrypt exchanged

data.

e Homomorphic encryption. It is a special kind of encryption that allows per-
forming calculations over encrypted data. It is adopted in some cases as
a means to protect privacy and, implicitly, confidentiality. Proposals like

(141; 142) use this type of encryption.

e Other/Not specified encryption. Proposals that use other encryption types
and those works in which the type is unknown are included in this category.
For example, (143) uses secure certificateless multireceiver encryption which
allows the sender to generate the same ciphertext for a chosen group of re-
ceivers solving the certificate management problem, while in (144) the type

of encryption is not specified.

e Hashes. A hash is the result of applying a cryptographic non-reversible func-
tion, called hash function. They are usually used as indexes or as proofs of
integrity because hash values are identical when applied over the same data.
As in (145), because hashes cannot be used to discover the original message or
any of its characteristics will be considered to provide confidentiality. Hashes
can be identified as pseudorandom numbers or strings with no meaning and

they do not provide information by themselves. For example, in (134) and
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(146) document hashes are stored in the blockchain.

e Other. Any other technique is used to provide confidentiality. For example,
(147) leverages additive secret sharing. Thus, the Key Distribution Center
distributes n shares, derived from the requester secret key, to each user. Then,
each user adds a share to contribute on blinding a given piece of data. All
subsequent operations are performed on blind data. Finally, the impact of the
share on the aggregated result can be eliminated by recovering the requester

secret key.

Analyzing the trend over the years (recall Figure 3.2), confidentiality is specially
considered since 2017. However, less than half of the proposals provide it completely
and a big fraction do not care about confidentiality. This may be reasonable as the
need for this property may depend on the type of data at stake, e.g. health data
should be considered confidential. By contrast, if some authentication and non-
repudiation techniques are in place and a private network is applied, some level of

confidentiality protection is achieved, despite not using encryption.

Considering the different techniques (Table 3.1), in 2013, the only work that
falls into the ‘other’ category uses a mixing service and a coin distribution service
to change the transmitted amount of money. In 2014, hashes, encryption and ‘other’
techniques are equally applied. In 2015, symmetric encryption was used, but from
that year onwards, authors prefer the asymmetric one in most cases, following by
only sharing hashes. The use of encryption is the most common way to provide
confidentiality, regardless of the use of blockchains. Moreover, asymmetric encryp-
tion seems to be more appropriate in a distributed environment as there is no need
to share decryption keys privately. Thus, in the last three years, in which confiden-
tiality techniques have been specially applied, asymmetric, symmetric encryption

and hashes are the most common alternatives.
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3.2.2.2 Application areas and cybersecurity purposes

In this work seven areas are distinguished based on the content and goals of studied

proposals:

e IoT: Internet of Things (IoT) is defined as a global infrastructure for the
information society, enabling advanced services by interconnecting (physical
and virtual) devices based on interoperable information and communication
technologies (148). All proposals that suggest the use of blockchain in relation
to IoT are included in this area. Devices/elements could be smartphones
(149; 150); smart homes or related equipments (114; 151); sensors (102; 152):
vehicles (100; 111; 153) or some other resource-constrained and potentially

portable devices.

e Distributed/Cloud computing: Distributed computing is a system whose com-
ponents are located on different networked computers, which communicate
and coordinate their actions by passing messages to one another (154). Cloud
computing refers to the on-demand delivery of computer power, database
storage, applications and other IT resources (155). This could be used to
increase the storage or computing power of a given system or application. In
this category all kind of parallel, distributed and cloud computing systems
are included. A special case of cloud computing is secure multiparty compu-
tation, which is used to increase data security by computing cryptographic

operations, while keeping some data private (110; 110; 156).

e E-commerce: It focuses on the trade of goods via online services or over
the Internet. Some common cases in this area are fair trade or fair lottery
(110; 157); as well as the relevance of user security when buying or trading
online (105; 141; 158; 159). Moreover, within this category we also consider
e-business use cases, that is applications that affect economy in some way,

but that are linked to business, such as the use of blockchain for doing supply
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chain inventory (160), or carrying out human resources’ records management

(161).

e Citizen services: It involves proposals typically related to smart cities, where
part of the government and citizenship duties, as well as institutional rela-
tionships between them are automated or centralized. In this way, electronic
government (e-government) (162; 163); centralized student records (164); or

electronic voting (e-voting) (135) are included in this area.

e Energy: Smart grids and power distribution supply proposals using
blockchains fall in this area. Their goal is the improvement of energy dis-

tribution (127; 131; 144; 165).

e Health: Patient data or any kind of healthcare-related data could be managed
through a blockchain. It can be applied, e.g., for improving patients access and
control of their data (101; 166) or for sharing data between health professionals

or institutions (167; 168).

e Independent: These proposals can be regarded as “area-independent” uses of
blockchains. Some of them are indeed unrelated to any particular scenario,
while other proposals focus on specific ones (e.g. software factories) but they
could be easily adopted in other settings as well. Some examples include
general access management mechanisms (143; 169); data provenance (170);
or information sharing applications (132; 171); as well as malware analysis or

other cybersecurity-centered proposals like DDoS prevention (172).

In spite of the previous classification, some proposals fall in several areas. For
example, (110) is related to IoT and distributed/cloud computing; and (99; 173)
can be involved in IoT, health and distributed/cloud computing proposals.

An analysis over time is depicted in Figure 3.3. In the early years, most works
were focused on e-commerce but this trend has changed. Although this area is

still present in the following years, its percentage has decreased. Distributed/cloud
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Figure 3.3: Number of approaches per application area and year.

computing related works seemed to be popular in 2014 and 2018 (40% and 21.9%
of proposals respectively), but its popularity has also decreased over the years. IoT
is the most popular area from 2016 to 2020, with more than 45.7% of the works.
The second most popular one is area-independent, in an attempt to achieve generic
solutions. 2017 and 2018 are specially remarkable because 27.8% and 27.6% of

approaches fall in this category respectively.

3.2.2.2.1 Cybersecurity properties vs areas

Table 3.2: Number of approaches regarding cybersecurity properties per application
area

IoT Distributed/ E-commerce Citizen services Energy Health Independent

cloud services
computing
Complete 88 27 22 9 18 28 41
Authentication ~ Partial 8 3 3 1 2 3 6
Not provided 25 12 19 1 4 2 16
Complete 68 16 19 6 8 18 32
Non-repudiation Partial 26 14 11 3 8 5 12
Not provided 27 12 14 2 8 9 18
Complete 41 16 16 4 6 17 21
Confidentiality Partial 26 13 10 2 2 7 7
Not provided 54 13 15 5 16 9 34

Cybersecurity properties and areas are simultaneously studied herein (Table
3.2) to identify if there are properties specially related to particular areas. The

fulfillment of each of these cybersecurity characteristics will be achieved on the
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same bases as in Section 3.2.2.1— complete, partial or not provided.

Authentication

Almost all studies in citizen services (9 works), energy (18) and health (28)
provide complete authentication and something similar happens in the IoT field
(88). By contrast, e-commerce is the field in which this matter is less prevalent,
just 22 proposals provide it completely and 3 partially. These results are probably
related to the kind of provided service because, for instance, health and citizen
services related proposals usually need to identify and authenticate users in the
system before providing the service. Likewise, energy related works also need to
authenticate entities as well as some other information (e.g. location). On the
contrary, the use of blockchain in e-commerce was born to change the need of

authentication, thus the lack of this property in these proposals is not surprising.

Non-repudiation

Most approaches in the health (23 works), citizen services (9) and IoT fields (94)
provide complete and partial non-repudiation. Area-independent proposals also
provide complete and partial non-repudiation in a large number of them, that is
in 32 and 12 respectively. The remaining areas (cloud computing, e-commerce and
energy) also present high provision of this property, 68.7% on average, but little
lower that in other areas. Non-repudiation is usually a very important feature
for the health and citizen services area, as personal information is commonly at
stake. Being able to trace who accesses to which data and how it is carried out
is very useful for accountability purposes. IoT devices sometimes also have access
to private information related to people homes and lives, so the same reasoning
applies. 68% of distributed/cloud Computing and energy proposals also provide
this property. In these fields logging operations are not regarded as critical as the

operations themselves.
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Confidentiality

E-commerce is the field in which the biggest percentage of works offer complete
confidentiality, 16 completely and 10 partially. Given that blockchain technolo-
gies where initially used for cryptocurrencies, where confidentiality could also be
desirable to hide transactions’ content, specially in permissioned networks. Health-
related works usually count on high levels of authentication, strict access control
policies and use private networks. However, probably because of the management
of sensible data in health systems, this is the second area which provides confiden-
tiality the most, 17 proposals completely and 7 partially. By contrast, energy works
do not really care about this property, just 6 provide confidentiality completely and
2 partially. It is presumably due to the use of authentication techniques and the
use of the blockchains to store power consumption data which is not considered

sensible by itself.

3.2.2.3 Blockchain technologies and cybersecurity properties

Different technologies can be used when blockchains are involved. Bitcoin,
Ethereum and the Hyperledger Project are three representative alternatives (re-
call Section 2.1.2). However, since there are different variants, several categories are
identified. On the one hand, some authors rely upon a technology derived from Bit-
coin or Ethereum, referred to as Bitcoin-based and Ethereum-based. Other authors
propose an ad-hoc technology, for example by proposing new block or transaction
formats that suit their needs. Another subset of proposals are based on different
alternatives (classified as ‘other’), that is, existing technologies different from the
main ones. For example, (174) uses Monero, whereas (170) opts for Scrybe. Ad-
ditionally, some proposals are technology-independent or can work with multiple
ones and thus they will be included in each of the previous categories. For instance,
(175) and (176) combine a public ledger with a private one. Last but not least,

technology is not always specified — authors may not explicitly mention this issue
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or the proposal is so general that can be implemented using several technologies
but without giving details in this regard, e.g. (139). In these cases, proposals are

classified as 'not specified’.

Figure 3.4 shows the amount of proposals per technology and year. The most
common technology is Ethereum-based, possibly due to its flexibility and the use
of smart contracts (177; 178; 179). The second largest group is ad-hoc technologies
(144; 166; 180). The third most popular technology is Bitcoin-based (105; 113; 181).
Hyperledger Project is in fourth place, being Fabric chosen in most cases (101; 150;
156). One exception is (150) which uses Iroha. The fourth largest group correspond
to proposals based on other technologies, for example LSB (139), BigchainDB (181),
Zerocoin (182), Multichain (183), Scrybe (170) or Monero (174).

As the blockchain concept has gained popularity, new technologies have been
developed. As seen in Figure 3.4, Bitcoin (2013-2015) was the most well-known
technology at the very beginning and received attention in 2017, but no proposal
is identified in 2020. Nonetheless, after Ethereum emergence (2016-onwards), this
technology gained ground, being the main one used in the whole period except
for 2017. In 2016, ad-hoc technologies appeared for the first time, and have been
gaining momentum over the years, being the second most popular choice since 2018.
The great used of Ethereum can be linked to the fact that it allows the development
of Turing-complete smart contracts and it can be used as a public network or as a
private one.

Cybersecurity properties and the different technologies are simultaneously stud-
ied herein to identify if there is some link between them (Table 3.3). Note that pro-
posals in which properties are not managed, because they are not explicitly pointed

out or they cannot be inferred, are classified as “Not specified”.

Authentication
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Figure 3.4: Number of approaches regarding blockchain technology implementation
per year.

Table 3.3: Number of approaches regarding cybersecurity properties per technology
Ethereum-based Bitcoin-based Hyperledger Based Ad-hoc Not

project on other specified
technologies

Complete 78 28 31 27 53 21

Authentication ~ Partial 9 2 3 5 7 2
Not provided 24 17 6 13 20 3

Complete 56 16 26 20 43 13

Non-repudiation Partial 28 8 7 9 14 5
Not provided 27 23 7 4 23 7

Complete 28 19 12 19 20 12

Confidentiality Partial 14 5 4 7 4 3
Not provided 35 18 15 13 25 5

The great majority of papers based on Hyperledger project (31 works), not
specified (21) and Ethereum-based (78) categories provide complete authentication.
Those based on other technologies also provide authentication in most of them (27
completely and 5 partially). On the other hand, a smaller set of works use Bitcoin-
based technology (28 completely and 2 partially). These results are probably due to
the fact that Hyperledger Project technologies are often private, so they need some
kind of user authentication. Ethereum allows the use of private networks too, which
could be the reason of providing authentication in most cases. However, regardless

of the technology this cybersecurity property is provided quite often.

Non-repudiation
This property is considered in all technologies to some extent. Hyperledger project

is present in the highest amount of proposals (26 completely and 7 partially)
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whereas Bitcoin-based is in the lowest one (16 completely and 8 partially). Thus,
non-repudiation is most provided in technologies that allow private and/or per-
missioned networks (Hyperledger Project, Ethereum and ad-hoc) and less in pub-
lic/permissionless ones (Bitcoin). However, in all cases complete non-repudiation is
is preferred — in some cases it doubles the amount of proposals in contrast to partial

non-repudiation.

Confidentiality

Confidentiality provision does not seem to be linked to particular technologies in
any way. Proposals based on Ethereum-based and ad-hoc technologies are those
in which it is less considered, 42 (18.9%) and 24 (15%) proposals respectively.
By contrast, those Bitcoin-based or based on other technologies apply complete
confidentiality more frequently, 26 (42.2%) and 24 (40.4%) proposals respectively.

It may be due to being public networks in most cases.

3.2.2.4 Use of Blockchain. Justification

The actual need for blockchain is studied in all proposals, considering the principles
stated by Greenspan (recall Section 2.4). Based on the fulfillment of these principles,

three different categories have been considered:

e Complete justification. All criteria are met. This includes proposals like (177;
184). At first glance, it may seem that private and permissioned networks
do not achieve Inter-writer mistrust and/or Disintermediation because some
level of trust is required between the peers— they often need to trust the
organization(s) controlling the network. However, according to (68), users
cannot trust each other even between the same organization. As a special
note, those systems that only share hashes in the blockchain will be included in
this category, as long as they fulfill all the remaining conditions and assuming
that, though they do not represent something that has real-world value per se,

they do serve as a pointer or proof to something that does (e.g. (185; 186)).
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e Partial justification. Systems in which a trusted third party or authority
knows the nodes writing into the blockchain fall into this category. In this
case, the disintermediation and even the inter-writer mistrust principles are
not fully met. Thus, proposals are included in this category as long as the

remaining principles are met. For example (111; 187).

e No justification. The criteria are not fulfilled (except for those exceptions
mentioned above). This happens, for example in (188) where, even though
there are multiple users in the system, only OriginStamp submits transactions
to the blockchain. Another example is (189), where an entity may be able to

modify data stored in the blockchain.

Most proposals provide a complete justification (188), though this number has
significantly increased in 2018 (71), see Figure 3.5. A smaller amount of them
integrate the blockchain in their systems with partial justification, being 2018 and
2019 years that stand out from the rest (29 and 31 proposals respectively). The
high number of proposals with partial justification could be due to the need to
trust an entity and the raise of technologies that allow private and permissioned
networks in contrast to the initial preference for public ones (e.g. Bitcoin). On the

other hand, the use of blockchain is not justified in 11 proposals. Though this is
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not a high number, it shows that some research results are using blockchains in an
improper manner.

Whether the use of blockchain is justified or not has changed over the years,
but maintained high percentages of complete justification (more than 60%). Most
unjustified proposals are relatively novel as they belong to 2018 (4), 2019 (1) and
2020 (6). One potential reason is that blockchains were initially developed as an e-
commerce technology. From then on, they have been used for many other activities

and maybe some of them do not need all features they offer.

3.2.3 Lessons learned

Once the considered sample has been analyzed, it is possible to identify a set of
lessons learned to summarize the main findings of the study.

Lesson 1. Recent and growing interest. The academic interest of
blockchain when cybersecurity is at stake has rocketed since 2016. Although our
thesis covers since 2013, it is in 2016 when a dramatic increase on the amount of
papers is perceived.

Lesson 2. Preferred cybersecurity properties. Authors usually tend to
implement some cybersecurity properties over others. Authentication and non-
repudiation mechanisms are often provided, and though their joint application pro-
vides some kind of secrecy, if such countermeasures are bypassed, confidentiality
would not be achieved. Indeed, confidentiality is applied to a lesser extent.

Lesson 3. Simpler and most well-known techniques to provide cy-
bersecurity properties is often used. Authors seem to prefer the easiest, most
well-known cybersecurity techniques when applied. For example, Registration/Pre-
enrollment or simply using a CA/Authority in order to provide authentication, or
asymmetric encryption and sharing hashes for confidentiality. There is a lack of
approaches relying upon novel lightweight or non-conventional cryptographic tech-

niques.
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Lesson 4. Topic alignment, under-represented areas. All approaches
are similar in their choice of focus — IoT and area-independent proposals are very
prominent. While area-independent approaches can be perfectly valid, there is an
underlying threat of forgetting specific requirements (e.g., tailored trust assump-
tions) that might render a particular use case unsuitable for blockchains. On the
other hand, energy applications are developed in just a small set in academia, con-
sidering only approaches in which cybersecurity is addressed using blockchain and
not the general use of blockchain for energy provision. Something similar happens in
academia concerning cybersecurity in citizen applications, as this area has received

little attention.

Lesson 5. Preferred cybersecurity properties are strongly related to
the area of the proposal. Depending on the area of the proposed system, some
cybersecurity properties are preferred over others. For example, authentication and
non-repudiation are often implemented in areas like health and citizen services,

while not so much in e-commerce.

Lesson 6. Ethereum prevalence. Proposals are firmly choosing Ethereum-
based technologies. One reason is the use of smart contracts, which are at stake in
the majority of the papers. Another factor could be that most of the technical books,
references and sources of information about blockchain are centered in Ethereum
and Bitcoin. However, ad-hoc technologies have gained momentum over the years
so this trend may change and it is considered the second preferred alternative,

followed, by far, by Bitcoin-based and Hyperledger project technologies.

Lesson 7. The use of blockchain is mostly justified in academic
approaches. Most academic proposals use blockchain technologies in a justified

manner, though around 26% in a partial way.
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3.2.4 Related works

Blockchain is a trending topic nowadays and lots of studies have been developed
in this regard. Security has not been neglected either. For example, in (190)
security issues of blockchain technologies are studied. (191) presents a deeper anal-
ysis, describing vulnerabilities and attacks of blockchain technologies. Also, (192)
surveys security threats and real attacks against blockchain systems. Considering
blockchain security but from a different perspective, (193) explores business, orga-
nizational and operational issues. In this vein, security issues at different levels,

such as data, smart contracts or networking protocols are studied.

In terms of blockchain applications and cybersecurity, (194) points out
blockchain advantages and classifies blockchain applications for cybersecurity. Sim-
ilarly, (195) and (196) analyze blockchain-based applications, though the latter also
points out blockchain security and privacy challenges. (197) surveys blockchain ap-
plications in the area of fog-enabled IoT. Given the relationship between blockchain
and fog computing in IoT, it is studied the fulfillment of cybersecurity goals. In
this same context, (198) analyzes the integration of blockchain, categorizing ap-
plications but without a clear focus on security, though highlighting its need and
pointing it out as a challenge. Focusing on Industry 4.0, which can be considered
within ToT solutions, (199) presents an extensive survey on how blockchain sys-
tems can overcome cybersecurity barriers. Some cybersecurity issues are analyzed,
like failure of key nodes in centralized plarforms, but this work does not directly
analyze cybersecurity properties and techniques. To the best of the authors knowl-
edge, only (200; 201) focus on studying how cybersecurity is achieved when applying
blockchains. In both cases the sample is substantially smaller, 30 and 33 papers
in (200) and (201) respectively. Moreover, in (200) the analysis is quite limited,
without providing a careful review of methods to provide cybersecurity properties.

By contrast, (201) bases on electronic health record systems exclusively.

A summary of related works considering the proposed research questions is de-
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picted in Table 5.5. Note that there are many other proposals focused on blockchain
cybersecurity which look for analyzing attacks, threats and vulnerabilities, but only
those that share the goal of this study are considered herein. Indeed, this thesis stud-
ies the relationship between cybersecurity objectives and blockchain capabilities,
considering their application areas or technologies among other issues. Moreover,
technologies at stake and the analysis on the justified use of blockchains (questions

RQ3 and RQ4) have not been explored yet.

Table 3.4: Related works comparison concerning proposed research questions.
RQ1 RQ2 RQ3 RQ4

(192) X X X X
(193) X X b X
(194) X vV X X
(195) X N4 X X
(191) X X X X
(197) v V' X X
(196) X Vv X X
(199) X Vox X
(200) Vv Vv X X
(201) \/X‘** \/X‘*X‘ X X
OURS vV vV vV Vv

**Industry — IoT

***In healthcare

3.3 Malicious uses of blockchains by malware

In this section, how malware utilizes blockchain is analyzed. In Section 3.3.1, we
first describe the research methodology used to retrieve and select the studied works.
In Section 3.3.2 categorize them according with how they use the blockchain. In
Section 3.3.3we summarize our findings in different learned lesson and expose some
research gaps. Lastly, in Section 3.3.5 we review past related works and compare

them to our study.
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3.3.1 Research methodology

The same methodology used in Section 3.2.1 is used. In this case, our main research
question would be How different malwares use the blockchain? Therefore, the goal
is to answer that question and identify research gaps to develop a mechanism after-
wards. The applied methodology bases on starting searching for relevant research
papers (both journal and conference/workshop papers) in Google Scholar.

The following queries have been developed to filter out relevant contributions

based on their title:

blockchain AND (malware OR botnet OR ransomware OR trojan OR spy*)

and

(Blockchain OR Bitcoin OR Hyperledger OR Ethereum) AND ( malware OR
trojan OR backdoor OR botnet OR spy OR ransom?*)

The queries above ensures that the main terms are considered, even in different
forms. After this step, a total of 400 proposals were retrieved, ordered by relevance.
Then, a manual review was carried out, which includes a snowball search of the
papers. This ensures that those papers that are not relevant for the sample (e.g.,
literature surveys), are repeated among queries or that do not use the blockchain to
enhance the malicious capabilities of the malware (e.g. cryptominers) are filtered
out. After this analysis, the sample is definitely formed by 125 proposals.

Identified proposals are studied in detail, classifying them according to different
features. In the case that a certain proposal fits into more than one category per
feature, (e.g., possibility of use different technologies), it is counted in each of them.

The following features are analyzed in each proposal.

e Type of malware. The analysis of the malware type related to blockchains
may provide information to defenders for a better understanding of how to

react against such malicious programs.
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e Blockchain technology. As each one exhibits different features (recall Section
2.1.2), it may help defenders to identify which ones are present (e.g. real

anonymity if Monero is at stake) to counter a threat.

e Desired properties. As mentioned in Section 2.1.4, blockchains provide some
properties by default. Knowing which ones are relevant for malwares may be

helpful for defending against them.

e Used blockchain elements. The analysis of used blockchain elements (recall
Section 2.1.3) provides a deeper understanding of how the system is developed
and what it is really needed to work properly. This entails a better under-
standing of how a malware works and what resources it uses, which can help

in an earlier detection and better defense.

e Seed address. If a malware is using a blockchain, an address is needed for such
interaction. How this address is delivered to the malware could help defenders

prevent this communication taking place.

e Data protection. Blockchain data can be protected to provide confidentiality,
or even secrecy with covert channels. In this way, the malware communication
stealthiness is studied in order to provide a better understanding and early

detection of possible hidden communications.

e Goal of using blockchains. Studying the use of blockchain for malicious pur-

poses helps defenders understand what they can expect or search.

e Cost for the attacker. Whether there is a cost for the attacker and how much
an attack would cost are important matters in terms of proposals’ feasibility.
If the cost of using a given approach is too high, its feasibility can be negatively

affected.

These features, depicted in Figure 3.6, are used as the basis of the following

analysis. Numbers in brackets represent the amount of proposals in each category.



by malware

ms

f blockcha

1C10Us uses O

bersecurity in blockchain-based systems and
mal

Chapter 3. Achieving cy

66

T Blockchain Desired Elements |ICommunication Cost for
,_ﬁ.m technology properties used feaiures Purpose aftacker
1
I‘ Avalianliey _ Transaction Seed address E
(27) (101)
Botnet Q Ethereum Immutability
(24) (8) 5

Data protection

Paymants

ID_._@D_.:S_mﬂb
(100)

1oy (100)

Data fleld
(13)

Cac
(20)

Use of Covert channels

Hardcoded Recelve Send Gonfidantiality
Any _ Monaro /I‘ Anonymity _ . Program code g (87) ransactions ransactions (5) Key distribution
(m (] (121) () (3
Webpage From one 1o From one 1o %
Decentralization Signatures 23) one ane 1o
125 (2 (1) 1)
Mall _ Pantial
(10) From one to 2) Malware storage
- various (1)
Blockchain (7)

2

- From various
to various to one

From various TOM varnous
% to not known to various
(4 g

NKN Not known
L

ﬁza known g
(n i)

)

Figure 3.6: Proposals analysis



3.3. Malicious uses of blockchains by malware 67

3.3.2 Malware and blockchain analysis

How malwares are being used leveraging blockchain is studied herein (recall Section
3.3.1). For the sake of clarity, the analysis is structured following the dimensions
shown in Figure 3.6.

In particular, Section 3.3.2.1 discusses the blockchain properties relevant for mal-
ware. Section 3.3.2.2 presents the communication features. The set of blockchain
elements at stake and the data protection issues are described in Section 3.3.2.3
and 3.3.2.4, respectively. The purpose, malware type, blockchain technology and
cost for the attacker are presented in Sections 3.3.2.5, 3.3.2.6, 3.3.2.7, 3.3.2.8. The
summary of the analysis is addressed in Section 3.3.3. Furthermore, a discussion
of how Mitre Att&CK matrix could be applicable in our research is available in

Section 3.3.4 . Related work regarding this topic is available in Section 3.3.5.

3.3.2.1 Desired properties

Properties provided by blockchain in malware proposals are studied in the following:

e Availability. Blockchain information is always available, although accessibility
is limited by the nature of the blockchain (private and public). In our study,
27 works of the sample aims to exploit this characteristic. For example, (25;

202; 203) intend to provide availability.

e Immutability. Content, once mined, is very difficult to change as an attacker
needs to be in control of 51% of the nodes of the network (recall Section 2.1).

Only 5 proposals use this feature (e.g. (202; 203; 204)).

e Decentralization. As a distributed ledger, blockchain is decentralized by de-

sign and some level of decentralization is provided in all works.

e Anonymity. Authors use the blockchain with the intention of providing

pseudo-anonymity in 117 works (e.g. (25; 26; 205)) and real anonymity in
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4 of them ((206; 207; 208) and (209) if Monero is the chosen currency to pay

with).

According to this study, blockchain are mainly used to provide some level of
decentralization, thus making more difficult to locate and take a malware down, and
anonymity /pseudoanonymity, to hide data origin. Availability, although useful, is
only considered in less than 21.6% of the cases, for example by (202) to download
different parts of the malware at any time. This property is also common in the
development of botnets (e.g. (210) and (211)) to make them more resilient and
always accessible. Immutability of the content is the least used property, though
(202) provides it for different chunks of malware stored in the blockchain to not be
changed over time if discovered. (203) also exploits this feature, a semi-autonomous

ransomware is developed and its code in the smart contract cannot be changed.

3.3.2.2 Communication features

3.3.2.2.1 Seed address

The seed address can be the one receiving payments ((26), (205),(212)). It can
also be used to manage the malware, for example by using smart contracts (203).
There is only one case in which there is no seed address, as the system checks the
validity of every OP_RETURN transaction posted in the blockchain (210).

The way the seed address is delivered is classified as follows:

e Hardcoded. The address is written in the malware itself, for example in a file
or in the code. Most of the seed addresses are hardcoded (87 proposals) such
as in (26), (205) or (27).

e Webpage. The address is delivered via web when the client or victim accesses a
website ((212), (213),(214)). Delivery via website is the second most common

method, with 23 proposals.
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e Mail. The address is delivered via email, e.g. (215),(216) or (217). This is

the third most common category with 10 cases.

e Blockchain. The address is extracted from the blockchain itself. This happens

with all addresses except for the first one in (218) and (211) proposals.

e C&C server. The address is delivered via a C&C server. Each time an address
has been used, a component in charge of monitoring the health of the C&C
server, sends the new address to this server, which then sends it to bots (219).

1 work uses this method.

e Unknown. How the address is delivered to the system is unknown. (203),

XLockerv5.0 in (220) and (206) are the ones that fall in this category.

3.3.2.2.2 Transaction flux

This Section focuses on the communication patterns between the malware and
the blockchain. In particular, this communication will take place by means of sent
or received transactions.

Transactions can be sent from one or multiple sources (e.g unique attacker ad-
dress or different attackers/addresses) to one or various seed addresses which will
be used by the receivers (bots) to interact with the malware or victims . In the case
of receiving transactions the roles are reverse.

Most transactions are sent from one to one (11 works), as in (221) where the
attacker only interacts with the smart contract address used to control the bots.
Furthermore, there are 9 cases in which there are either various attackers or various
addresses used by the attackers to communicate with a range of different seed
addresses ((219),(207),(204)) . After that, the third most common flux is from
one address to various addresses with 7 proposals of this kind (e.g. (222) and
(223)). Moreover, in (224) the author of the ransomware, or an individual renting its

services, communicates with the ransomware smart contract, thus being a various
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to one communication. In the case of (225) it is known that the malware sends
transactions but it is not specified how.

Regarding received transactions, most of them are from various to one (54
works). They are mostly ransomware in which various victims pay the ransom
to a unique attacker address (e.g.(26), (226)). This category includes those works
whose attacker address is static for a long time, but it is changed at some point. For
example, FakeGlobe ((220)) . FakeGlobe ((220)) changes its address per malware
campaign. The second largest group are those in which different clients commu-
nicate with a range of attacker addresses (48 proposals). For example, in Locky
(220) a wide range of attackers addresses are found. However, one collector address
which sends money back to the attacker address (from one to one) is used in (223).
On the other hand, the number of seed addresses are not identified in 4 samples.
For example, Dharma addresses are distributed by mail in (227). Fantom (228) is
another example in which it is unknown if it uses an unique address or not. Finally,
in (225) it is known that the malware receive transactions but the way it is not

specified.

3.3.2.3 Used blockchain elements

This section studies what elements of the blockchain are used in the analysed pro-

posals:

e Transactions common fields. In every blockchain system there are fields that
are usually common. Transactions usually need a sender address, a receiver
address (in some of them can be null) and a value to exchange (this one is
specially common in cryptocurrencies, recall Section 2.1.3). These fields are

applied in 101 proposals, such as in (26; 205; 212).

e Data. Field or type of transaction in which arbitrary data can be included

(Section 2.1.3). This has been considered apart from transaction common
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fields because some technologies (e.g., Bitcoin) only include this field in spe-

cific transaction types. This is the case of 13 proposals ((202; 204; 210)).

Program code. A program hosted in the blockchain (e.g. smart contracts in
Ethereum) is used in 6 works. They are often used to send commands to the

bots of a botnet. For example (203; 221; 229).

Nonce for digital signatures. Blockchain usually use elliptic curves to generate
signatures linked to transactions. In this process a secure nonce is generated
per message for later use in the computation of the curve. This value is
modified in a pair of proposals (211; 230). As it happens with the program

code, the nonce is usually used as a way to send commands to bots.

Services on top of blockchain. For example, EmerDNS is used to provide a
DNS service over EmerCoin and (28) uses it. Whisper is a message protocol

on top of Ethereum, applied in (231). Only 5 works use these services.

3.3.2.4 Data protection

This section studies how information is protected by analyzing whether it is confi-

dential or if covert channels are used to conceive data exchanged. First in order to

evaluate the stealthiness of the mechanism an attacker model is proposed in Section

3.3.2.4.1. Then the data is analyzed in Section 3.3.2.4.2.

3.3.2.4.1 Attacker model

In this section the sample is studied in terms of data protection.

To evaluate covert channel stealthiness we adopt the following attacker model:

three different types of attackers are considered. A pair of them are assumed to

be passive, inspecting blockchain contents using a block explorer (e.g., Etherscan

(34)).

However, while one of them is an eavesdropper (Basic Eavesdropper, BE),

the other one might carry out syntactic checks on each transaction (Advanced

Eavesdropper, AE). The third type of attacker (Interactive Attacker, IA) is active,
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being able to make transactions. Therefore, while BE and AE threaten the secret’s
confidentiality, TA aims to impact its integrity. Lastly, we will also consider a special
case of BE, BE* (Basic Eavesdropper with a simple hiding technique) when there
is no really a hidden technique in place or it is extremely simple, so the message

will be easily spotted by anyone.

3.3.2.4.2 Data protection analysis

Some proposals need to exchange the data order for the malware to work prop-
erly. This data can be transmitted via normal channels or covert channels (recall
Section 2.6). To evaluate covert channel stealthiness we adopt the attacker model
defined in 3.3.2.4.1, composed of three different types of attacker.

Data posted in the blockchain can be either in clear or hidden in some way, e.g.
encrypted. For example, (232) and (219) both use RC4 to encrypt data transmitted
to the blockchain. It can also be obscured by sharing only hashes of the data ((221)).

Table 3.5 shows the maximum capacity (in bytes) of each proposal in which data
is exchanged in the blockchain; which element is used to exchange the information;
and the attacker model applied in terms of stealthiness in case they use a covert
channel. There is some kind of information exchange in the blockchain in 24 works,
while the remaining ones do not use this technology for that end.

According to the table, OP_RETURN in Bitcoin, the data field in Ethereum and
Payment id in Monero are actually used to insert data in the blockchain. Because
of that, very low stealthiness is considered as it is a field which usually contains
messages (e.g. (204),(232),(207))

On the other hand, some works use function arguments (e.g. (229), (203), (233),
(234)). They do not hide the information in any way — data is exchanged using
the corresponding argument type. For example, normal text is shared by using
string arguments, hashes and keys by using bytes32, etc. Because of this, their

stealthiness is considered low (BE*). Furthermore, their capacity usually depends
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on how many arguments each function has and which type they are (recall Section

2.1.3), categorized as Argument-related limit (ArL).

Hiding information as a receiver address is a common way to disguise it (e.g.
(16),(235)) as, in general, no transformation is applied to the data, so reading
information from the address is trivial. For these reasons, although they do use a

covert channel, their stealthiness is considered low.

Formatting the data as the value field in the transaction (e.g amount of trans-
ferred Ethers or Bitcoins) has also been used in (236). This is less common and
often some transformation is applied previously to convert information to a suit-
able value. Their stealthiness is considered medium as the message is not easily
readable, but usually a simple transformation from integer to hexadecimal allows

to retrieve the message.

Whisper messages ((231)) are encrypted and private, however, all the mem-
bers know there is a message being exchange even though they cannot decrypt it.
Masked Authenticated Messages are a gossip protocol used in (42) that allows to
publish encrypted messages on IOTA Tangle. An adversary is capable of lurking
the messages even though the botmaster can fork the channel and establish a new
encryption key. In (28) data is embedded on EmerDNS as a DNS record. Although
it theoretically has a big capacity of insertion it should be a valid DNS for the proto-
col to work and it is completely in clear text. (237) uses a noise plugin on top of the
Bitcoin Lighting Network. Private messages are included in the payload inside the
onion packets that are routed over the hops until reaching the recipient, thus, the
situation is very similar to whisper messages. Regarding (225) it is mentioned that
DApp would be used, but without giving details in this regard. Finally, embedding
the message in the nonce of the signature is first proposed by (211), and data is
difficult to be distinguished from normal transactions. Furthermore, information is
also obscured, so even if it is retrieved, it is difficult to extract the message. Thus,

its stealthiness is considered high.
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Table 3.5: Data protection and cost

Source Max capacity Confidentiality Field Attacker model Cost for Current value
(bytes) the attacker (dollars)

(202) 80 No OP_RETURN BE* 0.008 bte 164.63
25) 3 No Receiver address BE 0.10 bic 2057.80
(203) 61 No Function arguments BE* 0.002582 cth 379
(204) 80 No OP_RETURN BE* Free 0
(229) ArL No Function BE* 0.069062 eth 101.25
(210) 80 No OP_RETURN BE* 0.00000546 bte 0.11
(221) 20000 Obscured Function arguments BE* 0.0113092 eth 16.58
(211) 32 Obscured Nonce of signature ALL Not known -
(232) 80 Encrypted OP_RETURN,Data field BE* 0.00000226 bic 0.047
(238) 80 Encrypted OP_RETURN BE* 0.00000546 bic 0.11
(233) ArL No Function BE* Not known -
(239) 20 No Value & Receiver address BE.AE 0.00000001 bte 0.0002
(222) 80 No OP_RETURN BE* 0.0000675 bte 1.39
(240) AL No Function arguments BE* 0.0004725 cth 0.69
(219) 80 Encrypted OP_RETURN BE* 0.00000546 Dic 0.11
@7 2 No Value AE Not known -
(28) 20512 No Service on top of b Al (EmerDNS) BE* Message and chain dependant
(231) AL No Function nents BE* Not known
(231) 61000 Encrypted | Service on top of blockchain (Whisper message BE Frec -
(223) I No Valie AE 0.00000154 bic 0.031
(230) 803 No OP RETURN & signature BEAE 0.00008 bic 0.16
(207) 32 Encrypted Payment id BE* 0.00006 xmr 0.009
(237) 1300 No Service on top of blockchain(Onion payload) BE* Free (Testuet) -
(211) | +80 (bigger because Testnet) | Bncrypted OP_RETURN BE* Frec (Testuet)
(12) 1300 Encrypted Service on top of blockchain(MAM message) BE* Frec
(225) Not specified Encrypted Service on top of blockchain(DApp) Not enough mformation - -
(212) 80 No OP_RETURN BE* 0.00000546 bic (downstream) /Free (Testuet, upstream) 0.11
(213) 80 No OP_RETURN BE* 0.00001897 bic 039
(214) 50000 Encrypted OP_RETURN BE* Free (Testuet) -

* simple hiding technique

3.3.2.5 Purpose

Different proposals use the blockchain with different goals in mind. The following

categories are distinguished:

o Payments. Works use the blockchain as a way to send payments, generally to

the attacker. There are 100 proposals with this purpose, such as (26), (205)

or (212).

o C&C communication. The blockchain is used to control bots and send instruc-

tions to them, as well as some other C&C related communication, like regis-

tering bots or answering commands. (221), (211) and (232) use the blockchain

as a C&C server. This happens in 20 proposals.

e Address discovery. The blockchain is used to provide the malware with new

sources of information/commands, generally to new C&C servers after a take

down ((219), (210)). 5 works use the blockchain to provide some kind of

address discovery.

e Key distribution. The blockchain is used to distribute keys. For example,

keys to decrypt data encrypted by a ransomware, i.e.

proposals are included within this category.

(203) and (204). 3
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e DNS. The blockchain is used as a DNS service in (28).

e Malware storage. Malicious software is stored in the blockchain in one pro-

posal, namely (202).

3.3.2.6 Malware type

Malware type, together with the purpose, blockchain properties and elements are
studied herein. Table 3.6 summarizes this data.

Different kinds of malware use the blockchain (recall Section 2.7). Most propos-
als study ransomwares (100 works), e.g. (26), (205), (25), followed by botnets (24
proposals), e.g. (211), (232), (222). Any type of malware (202) are barely relevant,
with 1 work.

Concerning purpose, results show that when the malware is a ransomware, the
blockchain is mostly used as a way to obtain payments (100 proposals). This hap-
pens for example in (26), (205), (25). Key distribution (3 works) is the second
purpose most used for this kind of malware (203), (204), (229). C&C and Address
discovery is the goal in 1 work, (229) and (25) respectively. Regarding botnets,
the main purpose of the blockchain is working as a C&C server (19 proposals), i.e.
(221), (211) or (232), followed by discovering addresses (4 works), i.e. (210), (238),
(219) or (234). Besides, DNS is the purpose for 1 proposal (28). In (202) any type
of malware uses the blockchain to store itself.

In terms of blockchain properties, ransomware mostly takes advantage of the
blockchain’s decentralization (100 works) and pseudo-anonymity (99 works, such as
(26), (205) or (25)), and the same happens with botnets but this latter to a lesser
extent (decentralization in 24 works and anonymity in 22 proposals). Moreover,
in botnets, blockchains are sometimes applied due to their availability (22 works
such as (221), (222) or (27)), in contrast to traditional systems, where servers can
be easily taken down. By contrast, the paper that is suitable for any kind of

malware uses blockchains to provide decentralization, availability and immutability
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in complete and equal manner. As anything posted in the blockchain cannot be
altered without a huge effort (recall Section 2.1) it ensures that different parts of

the malware remain available and unalterable.

Regarding the blockchain elements used per type of malware, ransomwares
mostly use transaction common fields (98 works). They also use program code
in 2 proposals and data fields in 1. Botnets, on the other hand, use data fields in
11 of them. Program code are used in 4, transaction common fields in 3, the nonce
of the signatures in 2 and services on top of the blockchain in 5. Any malware use

the data field.

In terms of transactions flux, the majority of ransomware receives transactions
from various victims to one address in 50 cases, i.e. (26) or (205); 46 proposals
receive transactions from various to various attacker accounts, i.e. (213); and in 4
works various victims send transaction to attackers, but whether the attacker has
a single address or multiple is unknown, i.e. (206) or (245). Ransomware gener-
ally does not send too many transactions to the system, except in some proposals,
namely, (204) has a different attacker address sending transactions to different vic-
tim addresses, (25) only has one known attacker address that sends transactions to
various victims, (229) from various to one and (203) from one to one, smart contract

in this last case.

Botnets proposals, on the other hand, send more transactions (usually botnets
commands) than receive them. In this case, 4 proposals receive transactions from
various victims to one unique attacker address. For example, botmaster address
(231) or smart contract address (221). (244) and (42) receive transactions from
various to various and (223) from one to one. When sending transactions, most of
them (9) send from one address to one address, being this address, for example,
a managing smart contract or OP_RETURN transaction in which the commands
are posted (e.g. (221), (232)). Moreover, 8 works apply one to various communica-

tions e.g. bots in (28) and (231), and 6 from various attacker addresses to various
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clients/victims (e.g. (218) or (219)). In (225) the senders and receivers are not

known.
Table 3.6: Malware type summary
Ransomware Botnet Any
Purpose Payments 100 0 0
Key distribution 3 0 0
Address discovery 1 4 0
C&C 1 19 0
DNS 0 1 0
Malware storage 0 0 1
Blockchain properties Decentralization 100 24 1
Pseudo-anonymity 99 22 0
Availability 1 22 1
Immutability 3 1 1
Blockchain elements Transaction common fields 98 3 0
Data 1 11 1
Nonce of signature 0 2 0
Program code 2 4 0
Services on top of blockchain | 0 5 0
Sends transactions From one to one 1 9 1
From one to various 1 6 0
From various to one 1 0 0
From various to various 1 8 0
Not known 0 1 0
Receiving transactions From various to one 50 4 0
From various to various 46 2 1
From various to not known | 4 0 0
From one to one 0 1 0
Not known 0 1 0
Total 100 24 1

3.3.2.7 Blockchain technology

Most proposals use Bitcoin (110 works) such as (205) or (25). Ethereum is the
second most used one, with 8 works, i.e. (229) or (221). Dash ((212), (232)) is
used in 2 works and Monero ((207),(206)) in 4, while Bitcoincash, Emercoin and
Litecoin, NKN and IOTA are applied in a single proposal ((42; 225; 232)). On the
other hand, in (211) any type of blockchain technology can be used.

Blockchain technologies in relation to malware purposes, type and blockchain
properties and elements are analysed. Table 3.7 shows a summary.

In Bitcoin, the blockchain is mostly used for payment purposes (95 proposals),
such as in (26) and (205). Moreover, blockchain is also used as a C&C server in 10

proposals (e.g. (232), (218)), to provide addresses to the system in 5 works (e.g.

(210) or (238)) and just in one proposal Bitcoin is used for key distribution (204)
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and malware storage (202). In contrast, Ethereum is applied for payment purposes
and key distribution in 2 proposals ((203), (229)), while it is significantly used as a
C&C server (7 works), probably because of the possibility of using smart contracts
(recall Section 2.1), e.g. (221) or (233). Besides, Dash and Monero are equally
used as a mean to pay (1 and 2 proposals) (206) and to establish a C&C server (1
work each) (207). Emercoin is used to provide a DNS service by using EmerDNS
(Application on top of blockchain) (28). LitecoinBitcoincash, IOTA and NKN, as
well as (211) in which any technology can be used, are exclusively applied as C&C

server.

Regarding desired properties, those works which use Bitcoin look for the pro-
vision of decentralization and pseudo-anonymity (110 and 108 works respectively).
However, availability is demanded in 16 proposals and immutability in 2 of them.
Similarly, Ethereum main purposes are to provide decentralization (8 works), as
well as pseudo-anonymity (6 works), availability (7 proposals) and immutability
(3 works), although this latter to a lesser extent. In the case of Monero, real
anonymity is provided in 4 works, as well as decentralization and availability just
in one. Dash, IOTA, EmerCoin, Litecoin and Bitcoin cash just focus on decen-
tralization and pseudo-anonymity provision. NKN, besides decentralization and

pseudo-anonymity also provides availability.

Used blockchain elements and technology are also jointly studied. In Bitcoin,
common transaction fields are used in the majority of proposals (98 of them), while
the data field is used in 12 and the nonce of the signature just in 1, as well as
application on top of blockchain. In Ethereum, however, most of the works use
program code (6 proposals) and data field and services on top of blockchain are
used just in 1 each. Dash both use the data and transaction common fields equally
(1 work), while Monero uses transactions in 2 and the data field in 1. Emercoin,
NKN and IOTA use services on top of blockchain and Litecoin and BitcoinCash

both use data fields.
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By type of malware, Bitcoin is mostly used by ransomwares (95 proposals),
followed by botnets (14 works). Ethereum, on the other hand, is mostly used for
botnets (6 works) and ransomware (2 works) cases. Dash and Monero are the least
relevant as they are applied in only one proposal for ransomware and botnet in the
case of Dash and 2 for rasomware and one for botnet in the case of Monero. The

rest of technologies are used for botnets.

Table 3.7: Blockchain technologies summary

Bitcoin Ethereum| Dash Monero | Bitcoincash| Emercoin| Litecoin | IOTA NKN Any
Total 110 8 2 4 1 1 1 1 1 1
Purpose Payments 95 2 1 3 0 0 0 0 0 0
Key distribution 1 2 0 0 0 0 0 0 0 0
Address discovery 5 0 0 0 0 0 0 0 0 0
C&C 10 7 1 1 1 0 1 1 1 1
DNS 0 0 0 0 0 1 0 0 0 0
Malware storage 1 0 0 0 0 0 0 0 0 0
Blockchain properties | Decentralization 110 8 2 4 1 1 1 1 1 1
Pseudo-anonymity | 108 6 2 4 1 1 1 1 1 1
/ Anonymity
Availability 16 7 0 1 0 1 0 0 1 1
Immutability 2 3 0 0 0 0 0 0 0 0
Blockchain elements | Transaction com- | 98 0 1 2 0 0 0 0 0 0
mon fields
Data field 12 1 1 1 1 0 1 0 0 0
Nonce of signature | 1 0 0 0 0 0 0 0 0 1
Program code 0 6 0 0 0 0 0 0 0 0
Services on top of | 0 1 0 0 0 1 0 1 1 0
blockchain
Malware types Ransomware 95 2 1 3 0 0 0 0 0 0
Botnet 14 6 1 1 1 1 1 1 1 1
Any 0 0 0 0 0 0 0 0 0

3.3.2.8 Cost for the attacker

The attacker usually has to assume some cost, specially in those cases in which
transactions are sent to the blockchain because they contain some kind of informa-

tion.

Table 3.5 shows the different costs incurred in each case. In order to compute the
cost, the mean (average) of the value of each coin from the last three months (from
December 10, 2022 to March 10, 2023) has been considered: 1 ether is $1,466.03
(246), 1 xmr (Monero) is $157.907 (247) and 1 btc is $20,578.9 (248). For those
which use OP_RETURN method and do not indicate the cost, the cost of the

minimum transaction value is considered (249).
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Even considering previous costs, most proposals are relatively cheap, with the
exception of (25) which spends 0.10 btc ($2,057.89 currently) and (229) which
spends 0.069062 eth ($101.25). There are some of them, which are actually free,
such as (204), where a fee to the victim is asked first and the transaction the at-
tacker sends reuses this money, so there is no extra cost for the attacker. Others
are free because they use a testnet (237; 244). However, testnets can be deprecated
and moved to read only, leading to unusable malware. For example, (244) uses the
Bitcoin testnet, which, among other things, is cost free as Bitcoin can be obtained
from public faucets (an app or a website that distributes small amounts of cryp-
tocurrencies as a reward for completing easy tasks) (250). Moreover, (231) applies
a service on top of the Ethereum blockchain, named Whisper. This service does
not send traditional transactions and exchanging messages is always free.

As aresult, the benefits of using blockchain are higher than the cost for attackers.
For example, Cerber (25) ransomware generated $2.3 million in annual revenue.
Profit when using botnets is also high, for example Methbot was making $3-5 million
a day on its peak (251). Indeed, given that traditional attacks may also involve
some cost (252), e.g. for using or maintaining servers (an hour-long DDoS attack
using a cloud server will cost criminals $7 (253), the use of blockchain seems to be

affordable.

3.3.3 Summary of the analysis

This Section presents the main findings of the analysis (Section 3.3.3.1) and the
identified open research issues (Section 3.3.3.2).

3.3.3.1 Lessons learned

According to the data study, the main findings are:

e Bitcoin is the most used technology. It is followed by Ethereum as the second

most common technology.
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Malware proposals do not use the full potential of the blockchain. Some
level of decentralization is always provided but some characteristics which are
intrinsic to the blockchain like immutability, availability or anonymity are not

used at full in most cases.

Most seed addresses are hardcoded. If the address is flagged or the private

key is lost or stolen the malware becomes useless.

Blockchain transactions are preferred as the way for malwares and blockchains

to interact. Very few use smart contracts or other services on top of the chain.

There is not much exchange of information on the chain. The blockchain
is barely used to share data and when applied, data is almost never hidden
or covert. When used, it is typically for sharing command information to a

botnet.

Blockchain primary use is for payments. In relation to the previous point,
blockchain is mostly used as a mean to provide payments to the attacker by

a high majority of proposals.

The most common type of malware is ransomware. This is related to the

previous point, as it is used to pay ransoms.

It is cheap to use the blockchain. The cost for the attacker is usually cheaper
using the blockchain compared to traditional attacks, which also involve some
costs. For example, a DDoS attack using botnets is estimated to cost from

$50 to several thousand dollars in the case of a 24-hour operation (254).

3.3.3.2 Research gaps

Based on the previous analysis, the following research gaps have been identified:

e Covert channels are barely used. This entails that communications between

attackers and victims are relatively easy to identify. Although their contents
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are not always understandable due to encryption, the existence of the com-

munication can be discovered.

e Smart contracts have been applied in malware, but not used for sophisticated
covert channel purposes. Information is usually formatted as the correspond-
ing arguments types in functions in the contracts, allowing trivial data re-
trieval. Furthermore, high level languages like Solidity have not been used to

insert information.

3.3.4 Mitre ATT&CK

This thesis focuses on how malwares can leverage blockchains to increment their
malicious capabilities. Therefore, there are parts and characteristics of a malware
like how it infects a system or propagates that are out of scope. Most tactics of
MITRE ATT&CK matrix are not really applicable to this study because they are
related to how the malware works in relation with the victim and not the own
malware infrastructure. However, the following couple of tactics and techniques,

pointed out by their identifier, are linked to this proposal:

e Command and Control (TA0011). Blockchain has been used to pro-
vide commands to bots (232). (211) provides some level of data obfuscation
(T1001) by means of steganography (T1001.002) to share commands. (232),
among others, provides an Encrypted channel (T1573). Blockchain is used
also as a way to achieve Fallback Channels (T1008), as it is used to indicate
the new name of the server to connect to bots (238) or to indicate the new
address of the C&C channel (211). Furthermore, (202) uses the blockchain
to store different malware parts. Although they do not seem to use a C&C
to download the different parts of the malware, a similar technique could be
used to provide tools and files, which could also allow ”Ingress Tool Transfer”
(T1105). It could be also argued whether they provide Web Service (T1102)

because blockchain technology can be used as a way to hide the noise that
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commands to the bot may produce. Due to this fact, in (241) some bots do
not directly connect to the blockchain but to a blockchain explorer (a web

service).

o Exfiltration (TA0010). Some of the botnets allow bidirectional communi-
cation (241) with the intention of the bots to send information in response of
the commands over the blockchain. In this case, the ”Exfiltration Over C2

Channel” (T1041) technique is applied.

Besides those tactics and techniques that Mitre matrix presents, we consider that
blockchain provides some interesting features not included in ATT&CK related to,
for instance, a new tactic called 'the management of the infection’ in which the

following techniques could be included:

¢ Resilience against domain/C&C take down. Blockchain is a distributed
network. Therefore, its nature makes difficult to take down C&C servers and

then, the level of danger of a botnet increases.

e Payment infrastructure. Blockchain facilitates anonymous payments,
therefore the possibility of identification of, for example, an attacker con-

trolling a ransomware is more difficult.

e Attacker-victim communication channel. Blockchain allows to insert
arbitrary data, which could facilitate, among other issues, the delivery of keys

to a victim after the payment of a ransom.

3.3.5 Related work

There are some works related to blockchain and malware. Financial issues are
significantly considered, (31) studies the effect of cryptocurrencies on ransomware
and what could influence a victim to pay. Complementary, (255) explains how the
blockchain is used for payment and key delivering, also describing how modern ran-

somware works and possible defenses. Moreover, (220) provides a comprehensive,
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evidence-based picture on the global direct financial impact of ransomware attacks.
They empirically analyze Bitcoin transactions related to 35 ransomware families.
Also in the economic field, (256) presents a comprehensive study on all recent ran-
somware and reports their economic impact from the Bitcoin payment perspective.
Besides, in (257) a measurement framework is developed for performing a large-
scale, two year, end-to-end measurement of ransomware payments, victims, and
operators.

On the other hand, (258) studies the ability of Bitcoin to store metadata and
shows basic approaches to improve blockchain privacy. It identifies and classifies
blockchain transactions embedding metadata of major protocols running on top of
Bitcoin. It also exposes the possibility of using stealthy addresses, as well as the
use of smart contracts to automate ransom payments.

In the field of botnets, (32) provides a comprehensive systematization of the
state of the art of blockhain-based-botnets, along with an abstract model of such
system.

Table 3.8 shows a comparison between previous works and our study. None
of existing proposals analyses in depth how the blockchain is used. They do not
study desired properties, the different elements of the blockchain being used or how
the information is exchanged in the system. They usually focus on one technology
(namely Bitcoin) and ransomware. By contrast, our study analyses, from a cyber-
security point of view, different technologies and malwares, as well as other issues

like malware purposes and the cost for the attacker.

Table 3.8: Malware in blockchain study

Study
Proposal | Elements used | Desired properties | Data exchange | Cost for the attacker | Blockchain technologies Types of malware

(31) X X X X Bitcoin Ransomware

(255) X X v X Bitcoin Ransomware

(220) X X X X Bitcoin Ransomware

(258) Vv X v X Bitcoin Ransomware

(256) X X X X Bitcoin Ransomware

(257) X X X X Bitcoin Ransomware

(32) N N N N All Botnet

ours Vv N N N4 All Botnet, Ransomware, Worm




CHAPTER 4
Zephyrus: An information

hiding mechanism leveraging

Ethereum data fields

4.1 Summary of the chapter

In Section 3.2.3 of the previous chapter it has been stated that there is a prevalence
of Ethereum as technology. Moreover, in Section 3.3.3.2 we discover that covert
channels are barely used. Because of this, in this Chapter we propose Zephyrus, a
steganographic tool for Ethereum.

In Section 4.2 we describe the model on which the system will be based in order
to construct the mechanism. In Section 4.3, we share the results of a preliminary
study of real Ethereum data in order to better stablish the base parameters for
the mechanism. Based on those results, the mechanism is proposed in Section 4.4.
After that, in Section 4.5 a evaluation of Zephyrus is shown. In Section 4.5.2.2, a
summary of all related work regarding steganography and blockhain is explained
and the proposed mechanism compared with the related work.

It should be noted that, for the sake of completion, the use cases used for the
analysis of the feasibly of this mechanism are those exposed on Section 1.1, being:
panic button case, sabotage case and censorship case. Nonetheless, Zephyrus could
be also be leveraged by malware. This use case, however, will be further explored

in Chapter 5 with Smart-Zephyrus.
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4.2 Model

The model consists of the description of the involved entities and attackers (Section

4.2.1), goals at stake (Section 4.2.2) and working assumptions (Section 4.2.3).

4.2.1 Entities and attacker model

In this steganographic system two entities are identified, namely sender and receiver,
communicating through a channel — the Ethereum blockchain. While the sender
transmits information, the receiver is merely an observer of the blockchain.

The attacker model will be the same used in Section 3.3.2.4.1.

4.2.2 Goals

The development of a steganographic mechanism should be designed to be resilient

against any kind of suspicion. In this regard, the following goals are identified:

e Stealthiness: embedded messages should be difficult to identify for an at-

tacker.

e Simplicity: any user who is able to interact with the Ethereum blockchain

should be able to use the mechanism.

e Efficiency: the mechanism should be efficient in terms of time and amount
of sent information. It should allow sending a practical amount of information

in an affordable amount of time.

e Cost: sending hidden information should be economically affordable for the

sender.

e Secret integrity: hidden information’s integrity should remain over time.

4.2.3 Working assumptions

The following assumptions are considered in this proposal:
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e The receiver knows the following data items to get access to the secret:

— The first transaction identifier. Sending a secret may involve several
transactions, but knowing just the first identifier should be enough to

retrieve the whole message.

— Cryptographic materials, that is, the encryption key and a random num-

ber called nonce.

— Fields in which the secret is embedded.
e Secrets are sent sequentially, thus avoiding sending simultaneous messages.

e The sender uses the same source or destination Ethereum address for a given

secret.

4.3 Preliminary Ethereum data study

Since Zephyrus aims to achieve stealthiness, transactions and contracts including
secrets must mimic existing ones. For this purpose, we have analysed 16,942,215
transactions and 65,346 contracts. In order to reflect the evolution of transactions
over time, we have considered one week every six months from 2017 to 2019. In par-
ticular, transactions are collected between March 24th and April 1st, and between
September 24th and October 1st each year.

Once collected, transactions have been classified into three categories: sent
to another blockchain user (8,998,787 transactions), to a function in a contract
(7,943,428 transactions) and to deploy a contract (65,346 transactions). It should
be noticed that among those that deploy contracts, 4,736 of them include con-
structor arguments when deployed and 58,644 presents the last JUMP-JUMPDEST
block structure (recall Section 2.5) . The proportion is in line with expectations, as
transactions among Ethereum accounts are the most prevalent ones.

Since the secret is embedded in one or more transaction fields, or as part of

the contract code, the analysis is carried out for each one independently. It must
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be noted that some fields are freely set by the user whereas others are the result
of a cryptographic operation (e.g., hash function). Therefore, the techniques to
characterize each field are different. In the former case the variability of each field
is analysed by using statistical measures (Section 4.3.1). In the latter, entropy is

studied because randomness is an essential cryptographic property (Section 4.3.2).

Note that the Data field has not been analysed for all transactions. Using this
field to insert a secret would raise suspicions. However, function arguments and
contract information (which are contained in this field for transactions related to
contracts) have been characterized as they could potentially be used for covert

communications.

4.3.1 Variability

Intuitively, a high variability of a given data field is beneficial for the sake of embed-
ding secret information. Otherwise, if a given data field always has the same value,
any alteration would easily be noticed. Thus, determining the variability of a field
requires analysing the amount of different values, and their statistical distribution
with respect to all potential values. Several metrics have been considered, namely
the coverage of the value range, the mean and standard deviation of the amount
of appearances per value, and the prevalence of the most frequent values for each
field. Concerning coverage, it must be noted that the amount of collected trans-
actions is usually smaller than the range size. Therefore, the minimum between
these two factors will be considered. With respect to prevalences, the accumulated
frequency for the 8 and 16 most frequent values is computed. Table 4.1 summarizes
the analysis.

There are some fields that exhibit a suitable variability. For example, Value in
transactions to another user, shows a reasonable degree of homogeneity. On the
contrary, some fields (such as Gas limit to other users or Value to functions) are

discarded as only two values account for the vast majority of cases (see Table A.13
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Table 4.1: Characterization per data field

Field Type Number of Min(# transactions, Coverage Mean St. dev. Top 8 Top 16 Selected
different values possible values) (%) appearances appearances accum. freq. accum. freq.
Value to user 5633180 8998787 62.60% 1.60 93.82 5.75% 8.11% v
to function 165939 7943428 2.09% 47.87 18186.83 95.38% 96.01% X
contract 84 65346 0.13% 777.93 7069.38 99.87% 99.89% X
Gas Price to user 69032 8998787 0.77% 130.36 6928.91 48.68% 65.20% v
to function 61139 7943428 0.77% 129.92 5294.73 39.96% 57.98% v
contract 9007 65346 13.78% 7.26 117.42 40.12% 57.13% v
Gas Limit to user 5713 8998787 0.06% 1575.14 57930.74 86.70% 92.24% X
to function 133700 7943428 1.68% 59.41 3966.78 11.30% 16.25% X
contract 6322 65346 9.67% 10.34 170.77 52.48% 72.39% v
Function arguments uint256 3810193 11756671 32.41% 3.09 325.47 12.22% 16.21% v
bytes32 1792159 2135859 83.91% 1.19 8.69 0.87% 1.09% v
Constructor arguments  uint256 607 2328 26.07% 3.84 12.46 31.40% 42.23% v
Bytecode PUSH1 53 256 20.70% 1754.60 5167.38 98.09% 99.47% v
PUSH20 17 16275 0.10% 957.35 3937.99 99.94% 99.99% X

in the Appendix).

For those fields which do not have such a variability but cannot be discarded
either, the accumulated frequency of the top 8 and 16 elements has been studied. If
that frequency is beyond 50%, a given set of values are frequent, so they could also
be used to represent a secret. This happens, for example, for the Gas price field in

bold in Table 4.1.

The analysis of function and constructor arguments requires special handling,
as it is necessary to study each type of argument independently. For simplicity,
the most common types are considered herein (see Table 4.2). In the case of Func-
tion arguments, they are "uint256”, "address” and ”bytes32”, which together cover
92.25% of transactions (adding Function arguments percentages from Table 4.2).
In the case of Constructor arguments, we focus on ”uint256” and ”address”, which
account for 76.11% of cases (adding both percentages of Constructor arguments
from Table 4.2). The third most common type, ”string”, has not been considered

as it is usually human-readable.

Table 4.2: Most common types of arguments and their coverage

Field Type Coverage (%)
Function arguments uint256 45.88%
address 38.04%
bytes32 8.33%
Constructor arguments uint256 17.90%
address 58.21%
string 16.82%
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The analysis of the values contained in these argument types reveals one inter-
esting feature. Particularly, some fields show a prevalent pattern a number ending
with a variable amount of consecutive zeros. This is the case of uint256 type for
Function and Constructor arguments, as well as the Value field. For the sake of
illustration, 76.36% of transactions to users show this pattern in Value field (see
Table 4.4). Table 4.3 shows the most prevalent patterns. For each one, patterns
containing more non-zero digits are regarded as suitable, as they show nice coverage
and homogeneity. The only exception is in the Value field, due to economic issues

explained later (see Section 4.4.2).

Table 4.3: Analysis of patterns

Field Type Length Zeros Number of Min (# transactions, Coverage Mean St. dev. Selected
different values possible values) (%) appearances —appearances

Value to user 18 10 594039 614569 96.66% 1.03 0.76 X
18 12 109550 202425 54.12% 1.84 22.9 X

17 10 384834 469609 81.95% 1.22 4.64 v

17 16 9 9 100.00% 22712.18 26543.6 X

Function arguments uint256 22 18 8075 8100 99.69% 22.675 50.7 v
22 21 9 9 100.00% 19619.22 23869.9 X

21 18 810 810 100.00% 250.9 442.44 X

21 20 9 9 100.00% 23318.33 20027.3 X

Constructor arguments uint256 10 2 103 148 69.59% 1.43 0.84 v
10 9 6 9 66.67% 22.66 44.36 X

1 0 8 9 88.89% 24.75 31.36 X

Table 4.4: Fields with highest prevalence of patterns

Field Type % of values
ending in zero(s)
Value To user 76.36%
Gas price To user 95.09%
To function 96.47%
Contract deployment 85.28%
Gas limit To user 97.09%
To function 71.64%
Contract deployment 75.14%
Function argument uint256 67.84%
Constructor argument uint256 82.95%

Beyond patterns, the address argument is considered a crypto-related field.
Concerning bytes32, given the low mean and standard deviation (see Table 4.1), as
the lack of patterns, it is also studied as crypto-related (see Section 4.3.2).

Last but not least, the Bytecode field requires a tailored analysis. In particular, it
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is relevant to characterize the amount of instructions, their frequency and the value
of their arguments, if any. In all cases, we focus on the last JUMP-JUMPDEST
block (recall Section 2.5), as it is the region that can be altered with lower risks.
Concerning the amount of instructions, 9 and 13 are selected as they are the biggest
amounts among the most common ones (see Table A.12 in the Appendix). POP and
PUSHI1 are the most common opcodes, covering 39.87% of the cases (see Table A.11
in the Appendix). However, as there is room for more variable instructions, the 20
most used opcodes are chosen. Among them, just the variability of PUSH1 and
PUSH20 is studied because the remaining opcodes do not use bytes as parameters.
PUSH20 is discarded due to its high cost and low variability (see Table A.13 in
the Appendix). Regarding the values for PUSHI1, the 8 most common values are
selected, covering 98.09% of the sample (see Table 4.7). Finally, the 4 most common
pairs of instructions after the JUMPDEST and before the JUMP are selected (see
Tables 4.5 and 4.6). They cover 62.91% and 76.35% of the sample respectively. It
is worth to mention that the code in this block ends with one or more POPs in

60.26% of the cases.

Table 4.5: Top 4 pairs of instructions after JUMPDEST

Instructions Contracts Coverage (%)
[POP, POP] 29525 38.41
[PUSH1, SLOAD] 8967 15.29
[PUSHI1, DUP1] 3353 5.72
[PUSH1, PUSH1] 2047 3.49

Table 4.6: Top 4 pairs of instructions before the JUMP

Instructions Contracts Coverage (%)
[POP, POP] 32009 54.58
[AND, DUP2] 9262 15.79
[SWAP1, SSTORE] 2779 4.74
[POP, SWAP1] 724 1.23
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Table 4.7: Top 8 values for PUSH!
Value Quantity Frequency(%)

00 26170 28.14%
01 19245 20.69%
02 14758 15.87%
al 12092 13.00%
40 8736 9.39%
20 6848 7.36%
ft 2960 3.18%
05 408 0.44%

4.3.2 Entropy

Entropy has been computed, combined and individually, in those fields that are the
result of cryptographic operations and those meant to represent binary information.
The calculus of the individual entropy involves computing Shannon entropy per
value in each field, normalized from 0 to 1 (259). By contrast, combined entropy
is calculated concatenating all values per field and computing Shannon entropy. In
this way, a high individual entropy ensures random value fields and a high combined
entropy guarantees that value fields are different among transactions. Moreover, in
both cases the mean and standard deviation are also computed.

Table 4.8 presents the results of the analysis. Concerning hashes, namely Re-
cetver address and Swarm hash, we have computed entropy for all studied transac-
tions. Furthermore, we have generated multiple hashes to compare their entropy.
This allows us to reason about the possibility of generating hashes with the same or
similar entropy to avoid suspicions. Their high entropy with low standard deviation

support the uniqueness of the values and their possible use for embedding purposes.

4.4 Proposed mechanism

This Section presents Zephyrus by introducing both the embedding and revealing
procedures of hidden messages for all transaction fields. Given the different nature

of the fields at stake as well as their value distribution (recall Section 4.3), several
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Table 4.8: Entropies per field
Combined Mean of
entropies

Field

Sender address

Standard deviation of entropies
Receiver address sample
Receiver address generated
Swarm hash

Swarm hash generated
Function arguments (filled)

Constructor arguments (filled)
r

Transaction id

Public key

Subfield

to user
to function
contract

address
bytes32
address

to user

to function
contract

to user

to function
contract

to user
to function
contract

to user
to function
contract

entropy

1.00
1.00
1.00

1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00
1.00

1.00
1.00
1.00

1.00
1.00
1.00

1.00
1.00
1.00

0.99
1.00
1.00
1.00
0.99
0.98
1.00
1.00
1.00
1.00
1.00
1.00
1.00

1.00
1.00
1.00

1.00
1.00
1.00

Standard deviation
of entropies

0.00
0.00
0.00

0.01
0.01
0.00
0.00
0.01
0.10
0.00
0.00
0.00
0.00
0.00
0.00
0.00

0.00
0.00
0.00

0.00
0.00
0.00
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embedding strategies are firstly proposed in Section 4.4.1.

It must be noted that for the covert communication to take place, the mining
procedure must be carried out (260). However, it is out of the scope of this Section
as it is the regular process for every Ethereum transaction. For the sake of brevity,
the embedding procedure does not describe the potential retransmissions needed if
a transaction is not included in the blockchain. The notation used in the remainder

of this proposal is shown on Table 4.9.

Table 4.9: Notation. Cost and capacity-related symbols (left). Cost magnitudes

(right)
Symbol | Description Symbol | Description Cost in gas
(see (72))
Tne Transaction nonce Crpy Baseline transaction cost 21,000
Sol Amount of bytes '0’ in the embedded message Cot Contract creation cost 32,000
Snol Amount of bytes not ’0’ in the embedded message || Corca Cost per byte of contract code 200
By Amount of bytes in contract code Cpo Cost per byte '0’ of data or code 4
Beol Amount of bytes '0’ in contract code CBno Cost per byte not ’0’ of data or code | 68
Beitnol Amount of bytes not ’0’ in contract code Crp Cost per operation in a function Variable
5 Secret to embed Cst Cost per contract storage 20,000
LBB Limited By Balance
1S| Length of the secret
LBGL Limited By Gas Limit
ML Memory Limit
ArL Argument-related limit
[IdFy] Amount of bytes ’0’ of function identifier
[IdF o) Amount of bytes not '0’ of function identifier
Np Number of operations in a function
StL Storage Limit
Table 4.10: Embedding strategy per selected field
S1 (full | S2 (top wval- | S3 S4  (instruc-
field) ues) (pattern- tion encod-
based) ing)
Sender X
Addresses Receiver X
Contract x
Value X
Transaction info Gas limit (to contract only) X
Gas price
Signature: r X
Signature: s X
Identifier X
Sender public key x
Function args: type uint256 X
Function args: type address X
Function args: type bytes32 X
Swarm hash X
Smart contract info | Bytecode: PUSH1 values X
Bytecode instructions b'e
Constructor args: type uint256 X
Constructor args: type address X
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4.4.1 Embedding strategies

According to the previous analysis four different embedding strategies are identified.
Table 4.10 summarizes the strategy applied for each data field. It must be noted
that not all fields for all transaction types are considered. For example, not all
types of Function arqguments are selected. Similarly, the Gas limit field is used in
transactions related to contracts.

On the one hand, crypto-related fields (such as Receiver addresses) and and
those without patterns (bytes32 and address type) have been shown to have high
entropies. Since the embedding mechanism will encrypt the secret (as explained
later), the result exhibits high entropy as well. Indeed, this happens for the whole
secret and for each individual fragment. Therefore, these fields are used in full
(strategy S1).

On the other hand, strategy S2 is applied over those fields which count on
acceptable variability, but in which a subset of numuval values are prominently
common. Such values are used for embedding purposes, though the amount of
them depends on each field. This leads to a capacity given by Equation 4.1. For

example, if numuwal = 8, 3 bits can be embedded.

Capacitygs(bits) = |log, numuval | (4.1)

Strategy S3 is applied in fields with acceptable variability and exhibiting some
patterns in their values. In this case, the embedding operation uses these patterns
to ensure that the result seems legitimate. Based on our observations, patterns are
formed by a prefix and a suffix. Prefixes are formed by a set of digits ending in any
number but 0. Suffixes are a sequence of z zeros. Therefore, for a value of total
length [, the capacity of this strategy is given by Equation 4.2. For instance, for

values of length 17 ending with 10 zeros, 22 bits can be embedded.

Capacitygs(bits) = [log2(81 x 1Ol_z_2)J (4.2)
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Last but not least, a bytecode-specific strategy S4 is also proposed. As opposed
to the previous ones, S4 does not consider the values of the data fields, but the
set of instructions contained in the bytecode. Therefore, it provides with variable

capacity, as it is explained in the following.

4.4.2 Embedding procedure

The embedding process starts by preparing the secret to make it suitable for
Ethereum transactions. Afterwards, data is hidden in fields according to their
size and type. The capacity of each field per transaction (summarized in Table
4.11) is studied, as well as the applied embedding strategy selected according to
last column of Table 4.1 and highlighted in bold in case of S2, and Table 4.3.

Note that embedding operations, regardless of the field, are limited by L BB and
LBGL. LBB refers to the fact that the sender’s balance should be bigger than the
cost of sending the transaction (incluiding deploying a contract or calling functions).
By contrast, LBGL refers to the maximum block gas limit, which depends on the

network at stake — no transaction can surpass this limit (261; 262).

# Control info. (2) Stream
encryption
1
(0) Key
derivation
function
!
(1) Block
encryption
(3) Splitting
Transaction embedding 1 ‘ ‘ Transaction embedding n

Figure 4.1: Secret preparation process
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4.4.2.1 Secret preparation

The preparation process is depicted in Fig. 4.1. A key generation function is
used to generate keys for the encryption processes (step 0). Firstly, the secret
is symmetrically encrypted (step 1). In this process, the secret is adjusted by
including encrypted control information. This is essential in the revealing process.
In particular, the message length is necessary to distinguish between the secret
itself and padding information. Moreover, additional data should be included for
Ezecutable bytecode (as explained in Section 4.4.2.2). Secondly, control data is also
encrypted but with a stream cipher to keep the resulting size at a minimum (step
2). To randomize the output, the nonce from the last existing sender’s transaction
is also taken as input for this cipher. Finally, the secret is split if it exceeds the

capacity of the transaction fields at stake (step 3).

4.4.2.2 Data hiding

For the sake of clarity, the description of the hiding process is divided into three

main blocks, namely addresses, transaction information and smart contract data.

4.4.2.2.1 In addresses

The three types of addresses (namely Sender, Receiver and Contract ones) can be
modified in all cases, thus S1 strategy is applied. However, the required computa-
tional effort is dramatically different.

Recalling that the Sender address is the hash of a public key, the embedding
process is limited by the computation of a valid inverse (i.e., private key) accord-
ing to the cryptographic algorithm at stake (in particular, secp256kl (72; 263)).
Consequently, embedding data in this field involves a trial-and-error procedure.

A similar situation happens with Contract addresses. Since they are computed
considering the number of transactions sent by the contract creator (recall Section

2.5.2), a trial-and-error process is carried out to find a suitable number.
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On the contrary, the Receiver address is not under any restriction. Therefore,

it can be modified at will.

4.4.2.2.2 In transaction information
Capacity and effort to do the embedding varies greatly among fields.

The Value field can be used considering its underlying patterns (strategy S3).
However, it is limited by LBB as the secret is represented as the payment amount.
In this case, only values of length 17 and 10 ending zeros will be considered as a
trade-off between capacity and cost. Note that value to functions and contracts is
discarded because the top 2 values (though for simplicity not presented in Table
4.1) represent more than 90% of the sample. Thus, it would allow a very small
capacity.

On the other hand, the most prominent Gas limit and Gas price values (strategy
S2) are considered for representing the secret. In this case, their use is bounded by
LBB, and also by LBGL in Gas limit. These limitations depend on the sending
account and the Ethereum blockchain, respectively. In the same line as Value field
to functions and contracts, Gas limit to users is discarded because the top 2 values
cover more than 62% of the sample.

As opposed to the previous field, signature values r and s and the Sender public
key can be used in full (strategy S1). Furthermore, there is no technical limitation
for the secret. However, a trial-and-error process must be followed to find the right
cryptographic materials and produce a value that represents the fragment of the

secret at stake.

4.4.2.2.3 In smart contracts
Depending on the field, a different embedding strategy is used, specially when
bytecode is at stake.

Swarm hash field can be used in full (strategy S1) and with no limitations, since

block scanners such as Etherscan do not currently check its value.
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Function arguments appear within function calls or in a Contract constructor.
Each function receives a different number of arguments and of varied types. In
practice, the capacity is limited by LBB, LBGL and the technical limit for each
argument type (called ArL). For instance, uint256 corresponds to 32 bytes and
uint8 to 1 byte (264). As it was stated in Section 4.3.1, only uint256, address and
bytes32 types are used to embed information in Function arguments and uint256
and address types for Constructors arguments. In address and bytes32 types the

whole capacity (S1) is used, while uint256 type follows a pattern (strategy S3).

With respect to the bytecode, there are two limitations in this regard — the
code should look like a valid set of instructions and it has to be well-formed. In
particular, two alternatives can be chosen — including instructions to represent the
secret in an unreachable part of the code (called Non-executable bytecode) or in a
reachable one (called Executable bytecode). Thus, Non-executable bytecode is placed
between the JUMP-JUMPDEST block and the STOP/INVALID instruction (recall
Section 2.5.2). The code added in that region is never executed by any function of
the contract. However, this should look like a legitimate JUMP-JUMPDEST block,

so starting and ending instructions should follow the regular distribution.

The second way, Ezecutable bytecode, involves including instructions in the
JUMP-JUMPDEST block. It requires managing instructions carefully to keep the
state of the stack and cause a failure. Therefore, the stack should be correctly

restored.

In order to encode the secret, two strategies are followed. On the one hand,
the choice of instructions (strategy S4) — the 20 most used opcodes (Table A.11 in
the Appendix) are divided in a couple of sets, one to represent 0 and another to
represent 1. Thus, one opcode is chosen on a random weighted way. On the other

hand, the argument of PUSH1 follows strategy S2.

In both cases, the capacity of the bytecode is limited in practice by EVM’s total

memory (ML), as well as LBB and LBGL. Moreover, the amount of instructions
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to be inserted is limited by the usual size of the JUMP-JUMPDEST block (9 and 13
instructions, recall Section 4.3.1). It must be noted that in the Ezecutable bytecode
case some instructions are needed to restore the stack. Therefore, they do not
convey the secret themselves. As a result, in the Ezecutable bytecode the capacity is
limited by the number of secret-related opcodes applied. They are all instructions
except for PUSHI, used to control the stack (if any), and the final POPs at stake.
However, arguments of PUSH1 instructions are still used to embed information.
Since the amount of secret-related instructions is not known in advance by the
receiver, such information should be included as control data. Fig. 4.3 illustrates
the process — colored instructions represent the secret, and the stack is properly
managed to keep the execution of the bytecode. The secret message corresponds to
7000001117, such that ”000” is encoded with PUSH1 00 by codifying the values in
Table 4.7, 7011” with PUSH1 a0 with the same mechanism and the last ”1” with
ADD operation. Then, after the initial state of the stack, PUSH1 00 is pushed to
the stack (State 1), then PUSH1 a0 is pushed (State 2) and thirdly ADD (State 3).

Finally, the stack should be restored by POPing all elements (Final state).

INSTRUCTIONS
TO INCLUDE Initial state State 1 State 2 State 3 Final state

PUSH1 01
PUSH1 a0 ADD(00, a0}

JUMPDEST | | pusH1 00 | JUMPDEST | | pusH1 a0 |

ADE (T POP =] |
iy JUMPDEST JUMPDEST JUMPDEST
POP | runtime / | address address address address address
ne value value value value value
Message="0000111"

Figure 4.2: Embedding process in executable bytecode

By contrast, in the Non-executable bytecode, all instructions are secret-related,
which also includes PUSH1 arguments. No extra information is required as the
message is inserted in a new JUMP-JUMPDEST block that is never executed.
Thus, the stack remains in the same state. The process is, therefore fairly similar
to the Executable bytecode, but the first 2 instructions (PUSH1 00,PUSH1 a0) are

selected by codifying the opcodes pairs on Table 4.5; and the last two by codifying
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the pairs in Table 4.6.

INSTRUCTIONS

70 INCLUDE State

JUmMP

JUMPDEST | Bogus instruction
PUSH1 00
PUSH1 a0

AND

DUP2
JUMP] Bogus instruction
STOP

Message="10000011110

Figure 4.3: Embedding process in non-executable bytecode

4.4.3 Revealing mechanism

This process is analogous to the embedding one but in reverse order. Firstly, hidden
data is extracted considering the field at stake. Secondly, control information is

decrypted to delimit the message appropriately. Finally, the decryption is enforced.

However, one significant difference regarding the embedding procedure is that
extraction does not require trial-and-error procedures. However, there is a perfor-
mance overhead if the secret is to be revealed immediately (i.e., the sabotage case,
recall Section 1.1). In this situation, the receiver has to wait until all transactions

containing the secret are included (after mining) in the blockchain.

4.5 FEvaluation

The evaluation of the proposed mechanism is performed from a theoretical and a
practical point of view. Firstly, the compliance of established goals is analysed (Sec-
tion 4.5.1). Secondly, an experimental analysis has been carried out to determine
the actual cost and time required to hide a secret per Ethereum transaction field

(Section 4.5.2).
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4.5.1 Goals compliance

Table 4.11 summarizes the analysis on the imposed goals per Ethereum field, whose

compliance is discussed in the following sections.

4.5.1.1 Stealthiness

The type of attacker in terms of stealthiness to which each field is resistant is
depicted in Table 4.11(recall the attacker model defined in Section 3.3.2.4.1). Since
the secret has been tailored to be disguised as normal values for each field (Section
4.3), almost all fields pass unnoticed to both BE and AE attackers, as there are
no hints they might leverage on. For example, the Swarm hash has been proved
to be random enough to be used in full and AE would need to have the original
contract with the same file name to verify it, though there are situations with
certain limitations (* is applied). In case of Gas Limit field, the study shows that it
does not always match with the spent gas in the transaction and then, an attacker
could have suspicions. Moreover, in Ezecutable bytecode, the attacker should debug
and understand that some of the instructions are really "dummy” code tailored as
legitimate one but it is considered tedious and not really worthy. Nonetheless, there
are a couple of exceptions in which just a single type of attacker applied. AE would
notice some deviations from normality in Non-executable bytecode, as this code is

never executed and could be more easily debugged.

4.5.1.2 Simplicity

The proposed mechanism achieves simplicity as long as there is no special require-
ment to embed secret information in any of the fields. However, the computational
effort varies among fields. Most of them, marked as O(1), only require one op-
eration to hide information. Thus, the original contents of the field are replaced
(partially or in full) by the secret. However, Sender address, Contract address,

Hash, signature fields and Public key involve several repetitive operations until the
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Table 4.11: Goals assessment per Ethereum transaction field. (*) means conditional

achievement
Field /| Subfield Cost (gas) Max capac- | Stealthiness Simplicity | Embedding Secret
Element ity per trans- | (BE, AE, ALL) computational | in-
action (bits) cost tegrity
(1)
Sender TransCost(1,0,0) 160 ALL N O(PoW) N
Addresses Receiver 160 ALL N 0o(1) N
Contract TransCost(Tn.-1,0,0) + Con- | 160 ALL Vv O(PoW) N
tCost(L, | Bel, |Borwl, [Bemol)
Transaction | Value to user Crr + S 22 ALL N O(1) v
info
Gas limit | to contract | TransCost(1,*,*) or Cont- | 3 ALL* Vv O(1) N
Cost(L, | Bedl, [Berol, [Bewmol)
Gas price | ALL 4 ALL N O(1) v
Nonce - - 0 - - - -
Signature: - - 0 -
v
Signature:| ALL TransCost(1,%*) or Cont- | 256 ALL Vv O(PoW) N
r Cost(L, | Bexl, [Berol, [Bewmnol)
Signature:| ALL 256 ALL Vv O(PoW) N
s
Tdentifier | ALL 256 ALL v O(PoW) 7
Sender ALL TransCost(1,0,0) 512 ALL Vv O(PoW) N
Public
Key
Function | address TransCost(L,[TdFy[+[Sol. 160 ALL Vv O(1) N
args |IdFy0|+|Sno|) + Cr* Np
bytes32 256 ALL Vv o(1) N
uint256 12 ALL V4 0O(1) N
Smart Swarm ContCost(1, [Beyl, [Beuwol, | 256 ALL N 0o(1) v
contract hash |Beinol)
info (con-
tained  in
data field
Bytecode | Non- ContCost(1, [Beyl, [Beiw| + | 46 AE N 0o(1) v
executable | [Sol, [Bewnol + [Snol)
Executable 33 ALL* N 0O(1) N
Constructonddress ContCost(1, [Beyl, [Beuwol, | 160 ALL N 0o(1) v
args [Betnol) + Cse * (1S/32)
Wint256 26 ALL Vi 0(1) 7

right value is found. Since the required effort is analogous to solving proof-of-work

computational puzzles (265), they are marked as O(PoW).

4.5.1.3 Efficiency

Though time efficiency will be studied in Section 4.5.2.3, efficiency in terms of the

amount of sent information is studied herein. For this purpose, the size of the secret

has to be higher than the data to be privately shared with the receiver beforehand —

otherwise, the mechanism would not be needed. The data shared with the receiver

is formed by 388 bits, namely transaction identifier (256 bits), encryption key (64

bits), nonce (64 bits) and fields to hide the secret (4 bits). Note that the use of

functions and the constructor in smart contracts may require to know the ABI code

but this is not necessary if such contracts are verified.

Efficiency of the amount of sent information, called Information Efficiency (I1E),
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depends on the secret size | S| and it is calculated following Equation 4.3.

5. 181

388 (4.3)

The system is efficient as long as IE > 1. It must be noted that the individual
capacity of each field per transaction would not meet this condition. However,
Zephyrus enables using a series of transactions to hide a secret. In this way, as
explained in Section 4.5.2.2, in our experiments secrets range from 400 to 40,000
bits, thus leading to 1.90 < I E < 315.05. Moreover, an analysis per field is shown in
Table 4.12.

Table 4.12: Maximum secret size, cost and IE per field in our experiments

Field Max Additional Cost \ Cost \ 1IE
secret | cost
size
(bits) | (ether) Fee (ether) | Fee (USD)
Receiver 40,760 | - 0.005355 $1.64 105.05
address
Swarm 65,240 | - 0.2631 $ 80.44 168.14
hash
Gas Price | 1,000 0.09 - $ 27.51 2.58
Value 5,560 8.3137 - $ 2,542 14.33
Gas limit | 736 - 0.2575 $ 78.73 1.90
Function | 43,824 | - 0.01073 $ 3.28 112.95
argu-
ments
Constructor 122,240 | - 0.4490 $ 137.28 315.05
argu-
ments
Non- 4,496 - 0.2215 $67.72 11.59
executable
bytecode

4.5.1.4 Cost

Embedding information in each of the fields has an associated cost. It is related to
the fees required for sending information to Ethereum’s blockchain. Particularly,
sending transactions or deploying contracts have an associated cost, which can be

measured according to Ethereum’s documentation (72). These costs are described
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by Equations 4.4 and 4.5 for transactions and contracts, respectively. In both cases,
they have a fixed cost per operation and a variable part depending on the amount

of data at stake.

TransCost(a,b,c) =ax Cp,. +bx Cpo+cx Cpno (4.4)

ContCost(a,b,c,d) =ax (Cp. + Coy)+
( ) (Cry +Ce) (4.5)

CCthXb+CXCBo+dXCBn0

Table 4.11 shows the cost per field leveraging these equations. Sender and Receiver
addresses only need to send a transaction, and no additional payload is required.
Optionally, some Ether could be included in the value to look like a natural transac-
tion. Regarding Contract addresses, apart from deploying the contract, it is neces-
sary to send transactions so as to make the nonce value lead to the required address
value. Other fields involve a transaction in which the variable part increases with
the size of the secret. In some of them, such part is increased with some inherent
costs, such as the name of the function at stake in the case of Function arguments.
It should be noted that in some cases (e.g.,Gas limit or Signature and Hash fields)
the sender might decide using a transaction to another user or a to a function in a
contract or deploy a contract for embedding information. Last but not least, most
contract-related fields involve deploying a contract, with some additions like the
cost of storing information. To illustrate this discussion, Section 4.5.2.3 describes

the real costs incurred by each of these fields in real transactions.

4.5.1.5 Secret integrity

The immutability property of Ethereum ensures that the secret embedded in most
fields can always be recovered. In particular, even if the TA attacker creates any
transaction, the secret message is not affected. Nevertheless, the only exception is

the use of the contract storage.
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4.5.2 Experimental study

A proof of concept has been implemented to measure the time taken for the proposed
mechanism, as well as its associated costs. The implementation is described in
Section 4.5.2.1. The description of the experimental settings is presented in Section

4.5.2.2. Afterwards, the obtained results are presented in Section 4.5.2.3.

4.5.2.1 Proof of Concept.

Zephyrus has been implemented in an open-source software tool available in Git-
lab'. Through a command-line interaction, the user will be asked to provide the
input required depending on the field at stake.

From a technical viewpoint, the tool has been developed in Python 3.5. For
encryption purposes, AES in Counter (CTR) mode is applied for the secret and
ChaCha20 for the control data. KEncryption keys are derived by means of the
Password-Based Key Derivation Function 2 (PBKDF2) algorithm (266). Sender
and receiver/s can agree on an AES password and a nonce in a initial stage and
increase this one per message transmission. ChaCha20 password is derived from
the AES one and it changes per transaction to avoid patterns in encrypted informa-
tion. Besides, the sender may send a message in different transactions and smart
contracts to different receivers.

Regarding network connection options, Zephyrus is able to connect to a local
node by interacting with the Go Ethereum Client (geth (267)), or to a Infura (268)
node, so neither the sender or receiver/s need to have the blockchain synchronized,
saving space and computational power.

In this current version of the implementation, all O(1) (recall Table 4.11) meth-
ods have been implemented, except for Gas price to functions and contracts, as
it is significantly cheaper, and FExecutable bytecode, as it allows embedding fewer

information. Besides, only one field can be used for each secret.

"https://gitlab.com/MarGA2503/zephyrus
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4.5.2.2 Experimental settings

Experiments have been run in a AMD FX-8370 8-Core processor equipped with
Debian 9 OS with 16 Gb. of RAM. Note that the mining process is not part of our
system and Zephyrus would work in any computer with similar characteristics and
once installed Python 3.5 and used libraries (described in the prototype implemen-
tation?). Concerning the blockchain, Ropsten (269) has been used. Addresses have
been provided with enough funds to carry out all transactions and Infura nodes
have been used to connect to the blockchain.

To ensure the validity of our results, each embedding and revealing operation
has been carried out 5 times. Afterwards, the arithmetic mean has been computed.

Concerning applied elements, the secret is a random set of 400, 2,000, 4,000,
8,000, 24,000 and 40,000 bits. On the other hand, the cover is different depending
on the field at stake. In case of regular transaction fields, a tailored transaction
has been created. In contract-related fields, different smart contracts are at stake.
For the Swarm hash field and the Non-executable bytecode one, the same contract
has been used (270). Regarding Constructor arguments, another contract with a
constructor function has been applied (271). Most common smart contracts in
Ethereum use ERC-20 tokens, the most popular ERC-20 token by market capital-
ization (272) has been used to test Function arguments. For the Gas limit field
the contract used is (273). The gas limit for the rest of the fields has been set up
according to a method available in Ethereum which estimates the necessary gas to
complete the transaction (274).

Strategies and values analyzed in Section 4.3 has been used and function ”ap-
prove”, selected from (272), is applied to test Function arguments. For the sake of
a balance between computational cost and time, the experiment allows a maximum

of 255 transactions per field.

The use existing contracts provides realism to our results — Zephyrus could be

2https://gitlab.com/MarGA2503/zephyrus
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applied immediately leveraging the current Ethereum contents.

4.5.2.3 Results
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Figure 4.4: Gas cost per field (log scale)

Concerning the actual costs incurred by Zephyrus, Fig. 4.4 shows the gas cost
per field depending on the secret size in bits. Note that when a contract deployment
is at stake the amount of gas is affected by the size of the contract. Similarly, the
capacity of the constructor and function arguments field depends on the number
and types of arguments. As expected, the cost increases with the secret size, but
depending on the field more or less data can be embedded. In the case of Gas
price and Gas limit 400 bits can be embedded, as they are fields with embedding
restrictions. It costs 6.5 and 7.2 gas units respectively. Indeed, the best alternative
from the cost point of view is the use of the Receiver address and Function calls —
their cost is 6.7 gas units in both cases when embedding 40 Kbits and 4.8 and 5.0
for 400 bits.

Table 4.11 depicts the maximum capacity per individual transaction, identifying
fields in which up to 256 and 512 bits can be embedded. Moreover, Table 4.12 shows
the maximum capacity of each field and the actual cost in USD, along with their

IE ratio for all carried out transactions (255 in this experiment). For this purpose,
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the average price (275) of 1 Ether in 2020 (1 Ether=$ 305.76) has been considered,
taking the cheapest gas price (1 Gwei) (276). Note that embedding into Value and
Gas price fields involves an additional cost.

The most efficient field, regarding stealthiness and cost is to embed a message in
Function arguments allowing up to 43,824 bits for $ 3.28. However, inserting data
in the Receiver address also provides great results. In relation to the quantity of
embedded data, Constructor arguments method is the best with the tested contract.
The most expensive one, Value, allows 5,560 bits for around $ 2,542, as real Ether
is transferred. Besides, in terms of IE, results show that the system is efficient even
using a single field in all cases. Nevertheless, significant differences exist between

them like Gas price or Non-executable bytecode.

Figure 4.5: Embedding and revealing time per field
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Figure 4.6: Network management time per field
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With respect to the time taken by Zephyrus and linked to the efficiency goal,
it can be divided into three main parts, namely embedding time, network manage-
ment time and revealing time. Note that network management time corresponds
to sending the transaction to the blockchain, its retrieval and the mining time. Al-
though such management is out of the scope of Zephyrus, it will be unavoidably

required for its usage in the real world.

The embedding (E) and revealing (R) time for every field depending on the
secret’s size is presented in Fig. 4.5. Embedding involves the encryption of the
secret and the preparation of required transactions. Conversely, revealing requires
extracting the secret and decrypting it afterwards. The time of encryption and
decryption is quite similar for all fields, 4.5x10™3 s on average for both operations.
As expected, the size of the message directly affects the time of embedding and
revealing but not to a great extent. However, the secret’s size slightly affects the
time spent in the revealing, as more transactions are managed and more checking
operations are required. Though the time differs between embedding and revealing,
it is minimum considering the applied scale (max. 65 s). This is in line with
expectations, as both operations are similar but applied in reverse order. Also
noticeable is the fact that including data in the Value is the toughest operation
because of the amount of required numbers according to the selected pattern (recall
Section 4.3.1), it takes 24.2 s for embedding and 41.4 s for revealing 4 Kbits, which is
the worst case. As a trade-off between efficiency and stealthiness, the best choice is
the use of Function calls, as they allow embedding 40 Kbits in 0.93 s and retrieving
them in 4.3 s. On the contrary, just looking for time restrictions, Receiver address
provides meaningful results as embedding and revealing time is quite reduced even

for 40 Kbits — 0.57 s and 2.8 s respectively.

For illustration purposes, though it depends on the network status, a complete
overview of the steganographic process is analysed including network management

time. Fig. 4.6 presents the time of embedding (E) and revealing (R) data. E
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includes the mining time and that of sending data to the network, and R includes
the retrieving time from the network. When contracts are not involved, for instance,
mining time for Receiver address and 40 Kbits takes around 50 s on average, whereas
the time to connect and send the information to Infura is around 130 s, 180.1 s
for the whole embedding process. However, in those cases involving a contract
deployment, for example the Swarm hash, mining times are usually higher, 84 s,
and 94 s to send the transaction to the network, leading to a total embedding time
of 178.1 s. Regarding revealing time, it depends on the amount of transactions at
stake and how they are mined (i.e., same or different block and distance between
them). For instance, transactions with smaller sizes mined in the same blocks take
less time to be retrieved than larger transactions in different blocks. In the worst
case, the revealing time of Function calls is 201.1 s for 40 Kbits. In the best case,
it is 90.4 s for Swarm hash and the same amount of transmitted data.

This analysis shows the feasibility of using Zephyrus for building covert chan-
nels. In sum, on average, the embedding and revealing procedures take 8.07 s, while

network management takes 154.23 s and thus, 162.3 s (2.71 min) in total.

4.6 Related work

Several works combine the concepts of steganography and blockchain. For in-
stance, in (277) secrets are embedded in images which are later shared through
a blockchain and a file system. On the other hand, in (278) each transaction is
divided in two parts which are hidden in videos. However, here we focus on the
use of the blockchain itself for steganographic purposes — the secret is directly hid-
den in blockchain data. In this regard, recent results show that it has not been
detected in Bitcoin (279), although most proposals focus on this cryptocurrency.
This is the case of Ken Shirriff’s blog (16), which presents some basic stegano-
graphic techniques. They use encoding (e.g. hexadecimal, base64, etc.) to hide

different messages, texts or files but any of them is really sophisticated. In this
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way, decoding is the only process required to access secret messages. One example
is the use of the receiver address to store data, namely the inclusion of an image of
Nelson Mandela and a tribute text. Many transactions were generated to store all
information, in hexadecimal, into receiver addresses. Each transaction can contain
20 bytes of data. The use of an arbitrary field of 100 bytes or more, in the coin-
base block (e.g. the initial block of the chain) has been also applied to hide data,
namely a political sentence or some prayer names. Another example pointed out
is the concealment of data in the hash of the public key script (P2PKH), used to
verify performed transactions. Dan Kaminsky used this method to embed a trib-
ute to the cryptographer Len Sassaman. It is also common to replace keys in a
multi-signature transaction, in these case the 1-3 type. A final example is the use
of Nulldata transactions, in which the OP_RETURN (Null data transaction) field
is applied for invalid transactions. This technique has been used to store lyrics of
Rick Astley. However, though OP_RETURN can be used once per transaction, its

use should be limited to not raise suspicions.

Also with the focus on Bitcoin, (236) presents different fields to hide messages
without the use of encryption. Data is included in the timestamp (nLockTime)
and in the sequence number, but a combination of multi-signature (1-12) inputs
and outputs, transaction amount and Nulldata transactions were finally used. In
the case of signatures, the secret message is embedded when a valid signature is
computed; and in case of the transaction amount, the budget is split in multiple

transactions based on a combinatorial composition.

In relation to this cryptocurrency, A. Sward et al. (17) review the different
existing data insertion methods like including information in the public key in a
Pay to Public Key (P2PK) transaction, or in the hash of the public key in a Pay
to Script Hash (P2SH), both methods using the ScriptPubKey of a transaction.
Regarding the ScriptSig, P2SH script could also be used, either inserting data on

the Reedem part of the script or in the Data Input part.
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R. Matzutt et al. (18) analyse the impact of inserting content on Bitcoin,
explaining different methods and naming some of the existing tools that are able

to perform this action.

On the other hand, R. Recabarren at al. (20), propose Thitonious, an anti-
censorship Bitcoin tool, using the scriptSig of a P2SH multisignature transaction
by inserting the message on the 28 most significant bytes. Thitonious allows users to
access free-altruistic content published in clear text, or pay for on-demand content.

In this case, the information is encrypted.

M.D. Sleiman et al. (280) propose inserting text in the transaction amount of
Bitcoin by using an arithmetic encoding, which provides a space of eight characters
(seven plus the termination symbol in an ideal case) that should be lower-case
English characters, spaces or periods. Multiple transactions can be used to insert

larger messages.

Tian et al. (281) use the OP_RETURN and Private key in Bitcoin transactions.
The private key (32 bytes) is used to embed the message while the OP_RETURN
is used in order to change the labels between messages which are generated in a
dynamic way and are statistically indistinguishable from normal transactions. Data

is encrypted before the embedding process.

Fionov (282) reviews briefly the existing covert channel in Bitcoin. Furthermore,
he proposes a method based on permutations of transaction outputs, inputs and
values (payments), whose number affects capacity. The secret message is encrypted.
However, just one transaction is used to justify the number of inputs and outputs

in this study and further analysis is highlighted as a necessity.

Torki et al. (283) propose a pair of algorithms to embed data in blockchains.
One of them has high embedding capacity as secret data is embedded in trans-
actions’ data and the other one has medium capacity embedding data in sender
addresses. Though both algorithms seem to be general, they are directly related to

Bitcoin transactions.
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D. Frkat et al. (284) propose ChainChannels, a scheme to send hidden informa-
tion to bots within ECDSA signatures. The sender introduces the message in the
random number used to generate the signature and the receiver needs to know the
signature private key to retrieve the message. Besides, Bitcoin network is used for

evaluation purposes.

By contrast, Ethereum is used by Basuki et al. (285), working with image
steganography. Instructions for recovering the secret within the image are included
in the timestamp of a smart-contract, allowing 29 bits of capacity. Then, the image
is stored in a web server and clear text data is stored in the blockchain for the secret

recovery.

Gao et al. (286) use kleptographic algorithms in order to identify which transac-
tions have secret information. Even though different fields of Bitcoin and Ethereum
blockchains are mentioned, most of them are not studied. According to a proof of
concept, just Ethereum OP_RETURN and data field are used for steganographic

purposes with 80 bytes of capacity, embedding encrypted data.

Ethereum is also used in Liu et al. (21). They only use the Value field. They
propose three different ways of including information with a maximum of 1, 30 and

15 bits per transaction.

Some other proposals are applicable to a different range of blockchains and
cryptocurrencies. J. Partala (235) suggests a method for securely embedding covert
messages into a general blockchain. The sender generates payments and the secret
message is embedded, bit by bit, in the LSB of each receiver address. Then, the

sender and the receiver have to order and collect bits accordingly.

N. Alsalami et al. (287) propose the use of CryptoNote framework, applied
in cryptocurrencies like Monero, by embedding a message in the ring signature’s

random numbers.

Finally, Xu et al. (288) embed secret information in the blockchain using the

sender address of preselected transactions according to a certain key. Selected
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transactions are arranged in a certain way in order to carry the secret message.
The amount of data that this method is able to transmit depends on the quantity
of transactions that can fit in a block and the number of different senders. However,
the sender of the secret message should mine the block and the receiver needs the

key to retrieve it.

4.6.1 Summary of related work

In the case of (21), authors focus on the Value field by characterizing its entropy and
length. However, their approach does not consider the frequent patterns appearing
in this field, as we have discovered in our study. Moreover, some of their proposed

schemes require the message starts by 1, which may be of interest for an attacker.

Note that there are elements marked as equivalent to smart contracts, but they
correspond to an extremely simplified version of them. Capacity is expressed in
terms of a single input and output in a Bitcoin transaction, though Bitcoin trans-
actions may have multiple one. In Bitcoin, the maximum size of inputs is of 1,650
bytes, each element in the stack can have a maximum size of 520 bytes, whereas
that of the whole transaction should not exceed 100,000 bytes. Ethereum, on the
other hand, works per transaction. It means that each action in the chain requires
a different transaction. However, the maximum capacity per single input/output
in Bitcoin is comparable with Zephyrus in many cases.

On the other hand, (235; 284; 287; 288) could be used in Ethereum too. In the
case of (280), Bitcoin could be replaced by Ether, but it should be noticed that this
method only allows English text messages, whereas Zephyrus can transmit any
binary information.

On the other hand, stealthiness is the most remarkable issue, except for (235;
281; 282; 283; 284; 286; 287; 288) and (20) when paying for content, all techniques
offer a limited protection against BE. Approaches in (236; 285) embed data in clear

text and (16) applies encoding. Zephyrus allows users the exchange of encrypted (or
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Table 4.13: Related work summary

Reference | Cryptocurrency| Method Equivalent | Max ca- Stealthiness | Simplicity | Embedding| Secret Comparisio
in pacity (BE, AE, computa- | integrity | of em-
Ethereum | (bits) ALL) tional cost | (TA) bedded
data with
normal
content in
blockchain
Bitcoin Receiver address(in hex) Receiver ad- 160 | BE* V] o(1) v X
(16) dress
Bitcoin Block coinbase Block Extra, Up to 800 | BE* - o) v X
Data
Bitcoin ScriptPubKey:paytopubkeyhash Smart_con- 160 | BEF Vi o(1) v X
tract**
Bitcon ScriptPubKey:paytoscripthash- Smart _con- 1560 | BEX V4 o) V4 X
multisig tract**
Bitcomn Null data transaction Transaction 610 | BEF Vi o) V4 X
data
Bitcoin ScriptSig Smart con- 8 [ ALL* v O(PoW) v X
(236) tract**
Bitcom ScriptPubKey:paytoscripthash- Smart _con- 2766 | ALL® V4 O(PoW) V4 X
multisig tract**
Bitcoin Transaction amount Transaction T ALLF V4 o) V4 X
value
Bitcoin nLockTime - 32 | ALL* NV 0(1) N X
Bitcoin Sequence number B 32 [ ALL” N 0(1) v X
Bitcoin ScriptPubKey:paytopublickey Smart con- 520/264 | BE,AE Vv 0(1) Vv X
17) tract**
Bitcom ScriptPubKey:paytoscripthash Smart _con- 160 | BE,AB V4 o) V4 X
tract**
Bitcon ScriptSign(Redeem script ):payto- | Smart con- 1136 | BEAE Vi o) V4 X
scripthash tract**
Bitcoin ScriptSign(Data in- | Smart con- 13040 | BE,AB Vi o(1) Vi X
put):DataDropwithoutSignature tract**
Bitcoin ScriptSign(Data Tn- | Smart con- 12232 | BE,AD V] o(1) N X
put):DataDr 3 tract®*
Bitcomn ScriptSign(Data - | Smart_con- 12480 | BE,AD v o(1) v X
put):DataHashwithoutSignature
Bitcoin ScriptSign(Data in- action 11688 | BE,AE Vi o) v X
put):DataHashwithSignature dataSmart
contract**
(20) Bitcoin ScriptSign:multisignature Smart_con- 18 | BEAE/ALL |/ O(PoW) V] X
tract**
(280) Bitcoin Transaction amount Transaction 61 | BE.AE V] O(PoW) v X
value
(281) Bitcoin Sender private key Sender pri- 256 | ALL Vi o) V] Vi
vate key
(282) Bitcoin Transaction mputs + outputs + | Transaction N/A [ BE/ALL (de- | o) Vi X
value sender  ad- pends of num-
dress + bers per field)
receiver 4
value
81.9 0@2™)
(283) Bitcoin Receiver address + ScriptPub- | Transaction ALL v v X
Key:paytopublickeyhash + Script- | receiver
Sign(Redeemscript):paytoscripthash| address
+ Smart
contract**
(285) Ethereum Timestamp _ in_ smart-contract | Smart- 29 | BE V] o(1) Vi X
(Function call with string) contract
(1) Fthereum Value field Value field 30 | AR N o) N N
(235) Any Receiver address Receiver ad- T ALL Vi o(1) v X
dress
(281) FECDSA-based Nonce of the signature Sender ad- 256 | ALL v o(1) v X
dress/Sender
public key
(287) CryptoNote- Signature Sender ad- 504 | ALL v o(1) Vi X
based-based dress/Sender
public key
(288) Any Sender address Sender ad- Blockchain depending | ALL B o) X
dress
286) Bitcoin Null data transaction ’lrm.w,non 640 | BE* Vi o(1) X
data
Tthereum Transaction data Transaction 640 | BEF V] o(1) X
data
Sender address
Receiver address
Contract addres:
Transaction data
Signature R
Signature §
Transaction identifier
Zephyrus | Ethereun Sender Public Key - Several values (cf. Table 412) ) | AE/ALL v oy v v
Gas price o)
Transaction value
Gas Limit
Function calls
Swarm hash
Constructor arguments
Executable bytecode
Non-executable bytecode
FF simplified version of smart contracts Fsimple hidden technique

h
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clear) messages without any retrieving cost, unlike Thitonious which is a commercial
service for demand and encryted content. (281) uses dynamic labels in order to
hide the communication, Zephyrus could also change the sender address for each
transaction using the control and pre-shared information.

In terms of simplicity, almost all techniques can be used by regular users and
just ‘Block coinbase’ (16) and (288) require to be a miner. Similarly, the com-
putation cost of embedding is also analogous in most approaches (O(1)), except
for (236) in which ‘ScriptSig’ and ‘ScriptPubKey:scripthash-multisig’ need to com-
pute a valid key to make coins reedemable; (20) requires generating valid-looking
quadratic residues; and (287) uses a non-lineal message retrieval process. Finally,

secret integrity is achieved in all cases, thus being resistant against IA.
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CHAPTER 5
A steganographic tool
leveraging Solidity code:

Smart-Zephyrus

5.1 Summary of the chapter

In order to further explore the prevalence of Ethereum and the lack of use of covert
channel, as well as to complete the mechanism proposed in Chapter 4, in this
Chapter we propose Smart-Zephyrus, a steganographic tool that leverages Solidity
code to embed information. With this chapter we want to address two things. First,
another research gap exposed in Section 3.3.3.2 — the lack of use of smart contracts
for sophisticated covert channel purposes and the fact that high-level languages are
not used. Furthermore, although Zephyrus is capable to insert secret information
in contracts, it is not capable of inserting it on the high-level language used to
program them.

In Section 5.2 we present an overview of the proposal, including a comparison
with the mechanism proposed in Chapter 4. In Section 5.3 we explain the reasons
behind the proposal of the mechanism. In Section 5.4, we analyze real Ethereum
contract data a in order to identify the best way to insert information. Based on
those results, the mechanism is proposed in Section 5.4.1. In Section 5.5 a evalua-
tion of Smart-Zephyrus is shown in ordder to assess the mechanism feasibility. In

Section 5.5.1, a summary of all related work regarding steganography and malware
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is explained. Smart-Zephyrus is also compared with the related work.
In this Chapter, the experimental tests will be done considering attacker-
malware communication, although it can be used for any other kind of covert

communication.

5.2 Overview

Smart-Zephyrus works over Zephyrus (recall Section 4) but instead of only using
EVM /bytecode elements of the smart contracts, a high level programming language
to embed information is applied. Figure 5.1 shows a comparison between Zephyrus
and our current proposal, Smart-Zephyrus. While Zephyrus embeds information
on blockchain raw data, Smart-Zephyrus allows embedding information in a high
level program language (Solidity). This language is then compiled and transformed
to contract bytecode to be sent to the blockchain. In order to retrieve the Solidity
code, the contract code needs to be verified in a blockchain explorer, which checks

that the Solidity code and the bytecode deployed on chain matches.

Ethereum raw data
(low level)

» Transaction fields

Embeds Mining -
[ Message ]—P[ Zephyrus ]7 Ethereum blockchain

Contract bytecode
| S ——

ry

Compile

Embeds [ ] Verification
[ Message ]—)[ Smart-Zephyrus ] > Solidity code Block explorer

Human-redeable code
(high level)

Figure 5.1: Zephyrus vs Smart-Zephyrus

To know how to embed information in smart contracts without raising suspicion,
a study is initially carried out (Section 5.4). We have retrieved a sample of different
common and used contracts to study their characteristics in order to mimic them.
Once these characteristics are analysed the selection and design of contracts to

embed information is performed. As explained later, contracts will be built by
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altering different issues of a pre-existing one, such as the amount of contracts to
inherit (called parent contracts) or the types of libraries they use, to name a few..
Two different versions of the mechanism are developed, one more statistically similar
to the studied sample, and, thus, stealthier; and another one that allows more
capacity, but less similar to the studied data.

After that, a practical experiment has been carried out in order to validate the
similarity of our mechanism to the studied sample, as well as to measure the time
and cost of sending and retrieving different sizes of hidden messages, while justifying

feasibility of the proposal.

5.3 Motivation

We have observed through the previous study (Section 3.3.2) that blockchain has
some intrinsic characteristics (i.e availability and immutability) that attracts attack-
ers, for instance, to increase the difficulty in taking down a source of information
(i.e C&C servers).

On the other hand, different kind of malware could use the blockchain for in-

formation sharing purposes:

e Ransomware. The blockchain could be used to share new payment addresses
or decryption/encryption keys. Common keys/message sizes include 256 bits
(Elliptic Curves (289)), 1024 bits (minimum size for RSA (290)) and 4096 bits
(RSA maximum size (291)).

e Botnet. The blockchain can be used to exchange commands and new addresses

for the system. A typical message is usually small (less than 512 bytes) (292).

Identified as research gaps (recall Section 3.3.3.2), covert channels are barely
used. Thus, all communications between malware and attacker or victim can be
easily accessed by anyone. This makes easy for analysts and defenders to identify

and flag botnets (particularly their C & C servers), or attacker addresses.
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Therefore, the motivation of building a covert channel leveraging blockchains is
of direct interest for attackers. If communications are hidden, it reduces the chance

of being somehow intercepted.

5.4 Preliminary smart contract study

A study of Ethereum smart contracts is firstly carried out to generate stealthy
smart contracts afterwards. These contracts were downloaded from the Ethereum
blockchain. A total of 103,106 contract files are analyzed (available on Gitlab?!).
Within those files, it is possible to find numerous contracts, interfaces and libraries
which have relations and dependencies among them.

Contracts in Solidity are similar to classes in object-oriented languages. In-
terfaces are one kind of contracts that do not contain any logic, just definitions.
Libraries, on the other hand, contain logic that can be later referenced in contracts.

After processing the smart contracts, the following findings are highlighted. As
shown in Table 5.1, most contracts belong to Openzeppelin. Ownable is intended
to allow the transfer or withdrawal of a contract ownership, so it has little real-
world application by its own. On the contrary ERC20 is a well-known token — a
blockchain-based asset that can be traded. Therefore, Smart-Zephyrus will leverage
ERC20 token contracts.

To ensure the representativeness of the considered ERC20 contracts, 7,143 of
them were retrieved from (293). To the best of authors’ knowledge, it is the biggest
dataset in this regard. Those whose Solidity code was available (6,632 contracts)
were analyzed according to the ERC20 standard peculiarities. It must be noted
that their code is used for embedding purposes. The results of the analysis are

shown in the left column of Table 5.3.The following is discovered:

e In the case of those ERC20, the mean of contracts per archive is 6.05 and

the standard deviation is 16.87. In the case of interfaces the mean is 1.12

"https://gitlab.com/MarGA2503/retrieved-contracts
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Table 5.1: Top 10 smart contracts

Name Appearences
Ownable 28,292
ERC20 21,227
Context 19,426
StandardToken 11,835
ERC20Basic 9,748
BasicToken 7,350
Token 5,341
Pausable 5,109
Owned 5,070
ERC20Interface 4,972

per contract with a standard deviation of 2.96. There are 1.39 libraries per

contract with a standard deviation of 3.54.

e A large variety of names have been found. The most common word in the
name was ”Token” that appeared in 6.83% of the retrieved token names.
Regarding a possible relation among words in the names, the most common
pair appears 69 times. There is 13,197 different pairs. We can conclude that
words in the token names are not necessarily related in any way. Furthermore,

there % of unique words in the name is 55.65.

e The mean length of the token name is of 1.76 words, with a standard deviation

of 1.01.

e The most common symbol is SMT, with a percentage of 0.09% in relation to
the total found token symbols. This result entails that a great variety of token
symbols have been defined in the studied contracts. On the other hand, it
has been identified that the symbol contains the letters of the name in 81.80

% of the cases.

e Regarding the length of the symbol, the mean is 4.02 letters with a standard

deviation of 2.04. The most used length is 3 letters, followed by 4 letters.
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e The token contracts inherits from a mean of 1.49 contracts with a standard

deviation of 1.04.

e In the token contract, 10.44% of the inherit contracts are in different order

from the order in which they are defined in the contract file.

5.4.1 Proposal

In this section we present the mechanism. Section 5.4.2 explains some design de-
cisions taken regarding the construction of the tool. Lastly, Section 5.4.3 descirbe

how data is codified and hidden in the contracts.

5.4.2 Design decisions

Based on the findings explained in the previous Section, some design decisions for
the construction of steganographic (recall Section 2.6) smart contracts have been
taken.

On the one hand, the base contract will be ERC20 due to its popularity (recall
Section 5.4). On top of this choice, it will inherit or use a number of contracts, will
utilize a set of libraries and will provide with some interfaces. All these decisions
will be inspired by our preliminary study. Thus, the number of chosen contracts
(besides ERC20) the token contract will either use or inherit from will be 2, and the
amount of libraries and interfaces will be adapted to the actual choice of contracts.

In what comes to the selection of contracts, libraries and interfaces must be
compatible among them. They must also be valid for the current Solidity com-
piler (Pragma 0.8) and should not produce inheritance loops. Thus, the set of
contracts to choose from are Ownable, Pausable, ERC20Burnable, ERC20Capped,
ERC165, ReentrancyGuard, ERC20Permit, TokenTimelock and ERC20Snapshot.
All of them belong to Openzeppelin (82), in line with our analysis, to promote

stealthiness.
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5.4.3 Data insertion mechanisms

In this proposal two modes of operation will be defined considering different level

of capacity and stealthiness:

e Stealthy. Mechanism with lower capacity but more accurate and similar to

the studied values extracted from original contracts.

e Capacity. Allows more capacity, but it sacrifices stealthiness making the

steganographic contract more different from legitimate ones.

Figure 5.2 shows the main steps of Smart-Zephyrus. The message is symmetri-
cally encrypted in first place. Thus, confidentiality is provided making difficult any
statistical analysis and the possibility of an entity to spot the malicious communi-
cation. Control information, required in the revealing process, is also included and
encrypted, but with a stream cipher to reduce length at a minimum. Finally, data
is embedded according to proposed operation modes, producing one or more smart
contracts with portions of the secret.

Chosen contract

Pragma version

—p{ Stealthy method b— Stego contract(s)

Token name

| Gontral info }—»I Stream encryption Token symbol length

| Password }—»I Ke‘;ﬁ_‘ir['i";m" ‘ Prepared message }— Chosen contract

| Message }—bl Block encryption Pragma version

—»{ Capacity method '—

Order in inheritance

Stego contract(s)

Token name

Token symbol length

fmnan

Token symbol

Figure 5.2: Smart-Zephyrus main steps

In any of the modes, Smart-Zephyrus tries to generate smart contracts unde-

tectable to potential attackers, thus hidden messages embedded in smart contract
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are indistinguishable from existing ERC20 contracts. There are different ways in

which information is embedded:

e Chosen contract encoding. Each contract (except from ERC20 which will al-
ways be present) will be assigned a value (3 bits). For example: Contract0=0,
Contract7= 7. Once Contract0 is chosen, it is removed from the list, and
Contract8 is added and values are assigned again. Contracts are ordered by
appearance in the studied (i.e. real-world) sample, meaning that the most

common contracts have a bigger chance of being chosen.

e Order of the contract in inheritance. A contract can inherit from different
contracts. The order in which these contracts appear in the token child con-
tract inheritance definition can be used to insert information. For example if
a contract inherits from Ownable and Pausable, they can be ordered in two
ways. Each combination is then assigned a value to insert information. As a
majority of contracts preserve that same order (recall Section 5.4), this will

only be used in the Capacity mode.

e Pragma version. It goes from 0.8.0 to 0.8.17 (by now) so 4 bits can be encoded

(log2(18)).

e Token name. In order to embed as much information as possible, a dictionary
has been used to give a number for each word. The Word Game Dictionary?
was adopted. In particular, log2266,336 = 18 bits were used per word in the
Capacity mode. For the Stealthy mode, all words shorter than 4 were removed
(as they were infrequent in token names, only 13.64% of them). This leads to
loga11,202 = 13, bits per word. In any case 2 words appear in token names in

line with our observations (recall Section 5.4).

e Token symbol length. 3 and 4 characters are chosen, allowing 1 bit for em-

bedding information.

2https://www.wordgamedictionary.com/sowpods/download/sowpods.txt
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e Token symbol characters. This is only used in the Capacity version. Con-
sidering the target length, a substring of that size is produced based on all
character combinations from the selected token name. Embedding is thus

done by assigning a value to each combination.

Let nph be the number of permutations of parent contracts and ncl the combina-
tions without repetition of the token name characters. Table 5.2 shows a summary

of the different methods used to embed information and their capacity.

Table 5.2: Steganographic capacity per method
Method Possible values Quantity of bits Type of mechanism

Chosen contract encoding 6 3%2 Both

Order of the contracts in the token inheritance nph logy nph Capacity
Pragma version 18 4 Both
Token name 11202(Stealthy)/ 266336 (Capacity) | 2¥13 /2*18 (Capacity) Both
Token symbol length 2 1 Both

Token symbol letters ncl log, nel Capacity

5.5 Assessment

The proposed approach is assessed by creating a list of smart contracts and con-
fronting them against real-world ones. Furthermore, the cost and time for the
attacker is also measured.

The experimental settings are described in Section 5.5.1. Afterwards, the sta-
tistical comparison against existing contracts is shown in Section 5.5.2. Lastly, the

measurements on cost and time are presented in Section 5.5.3.

5.5.1 Experimental settings

Experiments have been run in an Intel Core i7-1165G7 processor equipped with De-
bian WSL for Windows 10 with 16 Gb. of RAM. A proof of concept implementation
of Smart-Zephyrus is publicly released to foster further research?.

Note that the mining process is not part of our system and Smart-Zephyrus

works in any computer with similar characteristics and once installed Python 3.8

Shttps://gitlab.com/MarGA2503/smart-zephyrus
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(or higher) and used libraries. Concerning the blockchain, Sepolia has been used to
carry out the experiments because it is the one recommended by Ethereum.org as
the default testnet for application development (294) and the rest of the testnets are
currently deprecated. Addresses have been provided with enough funds to carry out
all transactions and Infura nodes have been used to connect to the blockchain. To
ensure the validity of our results, each embedding and revealing operation related
to network usage in Section 5.5.3 has been carried out 5 times, while for program
computation times (embedding/retrieving of the message and ciphering) it has been
repeated 250 times, thus ensuring the soundness of results. Note that network time
has been limited to 5 repetitions for being a time consuming task. Afterwards, the

arithmetic mean and the standard deviation have been computed.

Table 5.3: Original contracts vs Smart-Zephyrus generated contracts

Feature Measurement Original Generated | Generated
ERC20 contracts | contracts
contracts | (stealthy | (capacity

mode) mode)

Number of contracts Mean(std) in file 6.05(16.87) | 5.23 (0.42) | 5.23(0.42)

Number of interfaces in file Mean(std) 1.12(2.96) | 2.67(0.59) | 2.67(0.59)

Number of libraries in file Mean(std) 1.39(3.54) | 1.56(1.58) | 1.53(1.59)

Contracts and functions in the same | % Mean(std) 70.31(32.07)| 100(0) 100(0)

order as standard (all)

Contracts and functions in the same | % Mean(std) 95.94(5.79) | 100(0) 100(0)

order as standard (pragma 8)

Token names % of unique words 55.65 48.75 94.68

Token name lengths Mean 1.76(1.01) | 2.05(0.22) | 2.06(0.23)

Token names % of appearance of the | 6 2.67 2.93

word “Token”

Token symbols % of unique symbols 85.62 86.65 77.97

Token symbols lengths Mean(std) 4.02(2.04) | 3.51(0.49) | 3.50(0.49)

Token symbols lengths % of all letters in token | 81.80 81.51 100

name
Token herency contracts number Mean(std) 1.49(1.04) | 2.07(0.54) | 2.06(0.54)
Token herency contracts % of different order 10.44 5.48 49.24

5.5.2 Comparison of studied vs generated smart contracts

First, in order to ensure the mechanism compliance with the studied sample, a
comparison among studied contracts and the ones generated is depicted in Table

5.3. The embedded secret message consists of lorem ipsum text encrypted with
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AES. The same quantity of smart contracts as in the sample is selected to make a

fair comparison.

The number of smart contracts, libraries and interfaces in the generated contract
files are really similar to those studied. The highest differences are in the number
of contracts, as the mean of the generated samples is 6.05 in both versions versus
5.23 of the existing ones; and in the number of interfaces, with 1.12 of average in

the generated contracts as compared to 2.67 in the existing ones.

In what comes to the order and names of functions, the mean of files that include
Openzeppelin contracts as they are (same order and function names) is 95.94% for
the same compiler version as our generated contracts. This has been replicated in
the output of Smart-Zehpyrus — Openzeppelin contracts will always be present as

they can be retrieved from the creator.

Concerning token names, for the stealthy insertion method, the number of
unique words is a little less with 48.75% and “Token” appears 2.67% of the times.
This is slightly lower than the original sample. Note that the appearance of the
word “Token” follows a random distribution which tries to imitate the original one
and then, the difference between the generated samples and the original ones may
change depending on the status of the applied random generator. On the contrary,
the difference is noticeable in the capacity method, in which the number of unique
words increases to 94.68%.

Regarding the number of words used in the name, the results between the studied
and generated sample are really similar, being the mean of the former 1.76 with a
standard deviation of 1.01 and 2.05 and 2.06 with a standard deviation of 0.22 and
0.23 for the stealthy and capacity method respectively.

The percentage of unique symbols in the studied contracts is 85.62% while in
the generated contracts this percentage is a bit smaller, 77.97% for the capacity

version but more similar (86.65%) for the stealthy version.

Something similar happens with the mean and standard deviation of the number
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of letters of symbols. In the studied sample the mean is 4.02 letters per symbol,
with a standard deviation of 2.04. In the generated contracts, the mean is 3.51
characters per symbol for the stealthy method and 3.50 in the capacity one with
standard deviations of 0.49.

With respect to the order in inheritance, for the studied sample, only 10.44% of
contracts differs in order. For the generated contracts, in the stealthy method this
percentage is 5.49%, while for the capacity is 49.24%. This is because the stealthy
mode is randomly generated according to the reference value while in the capacity
mode the goal is to embed a significant amount of data.

According to these results the mechanism generates contracts that are fairly

similar to the legitimate contracts already deployed on the chain.

5.5.3 Experimental results

Experiments are carried out to measure the gas cost, according to the capacity
of generated steganographic smart contracts, and the time of the embedding and
revealing process. The length of embedded messages is: 256, 1,024 and 4,096 bits.
They are based on common key lengths as a possible way to exchange keys for any

kind of malicious purposes.

25000000C
200000000

150000000

Gas cost
(gas units)

50000000

Capacity 256 Capacity 1024 Capacity 4096 Stealthy 256 Stealthy 1024 Stealthy 4096
bits bits hits bits bits bits

Figure 5.3: Gas cost per method
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5.5.3.1 Cost assessment

Concerning the actual costs incurred by Smart-Zephyrus, Fig. 5.3 shows the gas cost
per method depending on the message size. As expected, as it allows less capacity
per contract and thus it needs more contracts for the same size, the stealthy method
is more expensive than the capacity one. The cost also increases with the secret size.
For the maximum secret size (4,096 bits) the mean gas cost for the capacity method
is 144,001,954.7 gas versus 223,530,291.9 for the stealthy one. Table 5.4 shows the
cost on Ether and USD of each mechanism and secret. In order to calculate the cost
on Ether, the average gas price for the last three months (December 10, 2022 to
March 10, 2023) (295) has been considered, being 27.22 gwei. On the other hand,
1 ether is $1,466.03 (recall Section 3.3.2.8).

Table 5.4: Steganographic capacity per method

Method Gas cost (mean) | Cost in ether | Cost in USD
Capacity 256 bits 9,574,380 0.2606 382.07
Capacity 1024 bits 38,184,016 1.0393 1,523.74
Capacity 4096 bits 144,001,955 3.9197 5,746.45
Stealthy 256 bits 15,447,935 0.4204 616.46
Stealthy 1024 bits 58,412,600 1.5899 2.330.97
Stealthy 4096 bits 923,530,202 6.0844 8,920.05

These costs seem expensive but there are a couple of issues to take into account.
First, traditional attack methods also incur a cost for the attacker (252). For
example, an hour-long DDoS attack using a cloud server costs criminals $7 (253)
and such server could be still taken down if discovered. In this regard, in botnets
like Zeus or Mirai, the malware package costs from $700 up to <$10K and <$30,
respectively (296). Besides, while the cost of maintenance in Mirai is unknown,
in Zeus is of $62k (296). Furthermore, revenue from ransomware is usually higher
than these costs. For example, Wannacry has three known Bitcoin addresses with
payments of 54.43 BTC. In today’s value that is around USD 1,120,109.53 so a cost

of USD 8,920.05 (our highest) is not much in comparison.
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On the other hand, our mechanism provides something previous proposals do
not — a high level of stealthiness. According to studied works (recall Section 3.3.2.4)
most of the time the communication is in clear and not hidden, thus traceable and
blockable. Furthermore, among those proposals which actually use covert channels
to hide information (25; 27; 211; 230; 239), the only proposal that effectively hides
information surpassing all models of attackers is Chainchannels (211) but its cost is
unknown. Furthermore, it does not use contracts to hide information. Our proposal,
on the other hand, imitates fully usable smart-contracts and hides information in a
way that makes them indistinguishable from the normal ones. Moreover, informa-
tion can be encrypted, thus achieving equal stealthiness (ALL - attacker model) to

(211) and also providing an estimated cost.
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Figure 5.4: Embedding and revealing time per method
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Capacity 256 bits Capacity 1024 bits Ca 256 bits  Stealthy 1024 bits Stealthy 4096 bits

Figure 5.5: Network management time per method

5.5.3.2 Time assessment

The time taken by Smart-Zephyrus is divided in computation and network time.
The former refers to the time required for secret preparation, retrieval and encryp-
tion, while the latter refers to sending the transaction to the blockchain, its retrieval,
mining time and contract verification time on Etherscan. Although network time
is out of the scope of Smart-Zephyrus because it depends on external factors, the

real-world suitability analysis of the mechanism requires such time.

The embedding and revealing time for each method depending on the secret’s
size is presented in Fig. 5.4. Embedding times includes encryption and preparation
of the message and its concealment in contracts. On the other hand, revealing time
includes extracting the secret and decrypting it afterwards. The time of encryption
and decryption is quite small regarding the total time, and very similar among the
same message sizes. It ranges from 0.001 seconds to 0.0035 seconds. As expected,
the size of the message directly affects the time of embedding and revealing. As
the capacity method performs more operations and transformations to embed the
message, it takes longer on the revealing whereas the stealthy needs more contracts
to embed the same quantity of information and then, it takes longer. It is specially

noticeable on the 4,096 bits case, where it takes an average of 41 seconds with a
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standard deviation of 5.07 for the capacity method in the embedding versus 62
seconds and 5.40 for the stealthy one. Regarding the revealing times, it takes 2.56
seconds to reveal a 4,096 bit message for the capacity method with a standard
deviation of 5.07 seconds versus 0.47 seconds with a standard deviation of 0.20
seconds for the stealthy method. These times can be considered very low as the
applied scale has a maximum of 70 s.

Fig. 5.5 presents the time of embedding and revealing messages for each method.
It can be observed that the network time, although it usually increases with the
message size is largely dependent on the state of the network. Most of the time
is consumed by the mining and verification process. For example, for the capacity
method with 4096 bits of information the average mining time is 88 seconds, while
the verification time is 383 seconds. Nonetheless, it should be noticed that verifi-
cation times are similar to each other, with a standard deviation of 4.28 seconds,

while the mining time has a standard deviation of 27 seconds.

5.6 Related work

Some works already embed information in smart contracts. Ken Shirriff (16) iden-
tified how to embed information in the blockchain or Bitcoin scripts, which can be
considered analogous to smart contracts. In particular, the hash of the public key
script (P2PKH) is used to insert information.

Also with the focus on Bitcoin, (236) presents different fields to hide mes-
sages without the use of encryption. In the case of Pay-to-Pubkey and Pay-to-
PubKeyHash scripts the public key and the signature are used to embed informa-
tion. In multi-signature scripts, keys located in the public key script are used to
transmit data. Besides, A. Sward et al. (17) proposes different insertion methods in
Bitcoin. Information is included in the public key in a Pay to Public Key (P2PK)
transaction, or in the hash of the public key in a Pay to Script Hash (P2SH), being

ScriptPubKey of a transaction used for this purpose. Information can be addition-
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ally embedded in ScriptSig, which is the complementary part of a complete and
valid transaction. R. Recabarren at al. (20) also proposes the use of ScriptSig for
inserting information. They present Thitonious, an anti-censorship Bitcoin tool in
which scriptSig of a P2SH multisignature transaction is used to embed a message

on the 28 most significant bytes.

(297) proposes the use of Ethereum smart contracts and Bitcoin for information
exchanges. Two types of smart contracts are defined: a voting contract which
uses the OP_RETURN to transmit a hash, and applies the order and option of the
voting addresses or the addresses themselves for embedding purposes; and a bidding
contract which also uses the OP_RETURN to transmit a hash, and embeds data in

the bids.

By contrast, just Basuki et al. (285) applies Ethereum. Their purpose is on hid-
ing instructions for recovering secrets within images in the smart contract’s times-
tamp, having 29 bits of capacity. Additionally, (298) proposes the use of Ethereum
smart contracts using the bytecode, constructor arguments and the swarm hash to
hide information. The maximum capacity in bits per transaction is 46, 160 and 256

respectively.

In sum, considering Table 5.5, Smart-Zephyrus is the only one who actually
uses a high-level language to insert information in the blockchain providing also
a high level of stealthiness (ALL) against the attacker models defined by (298),
which is more powerful than most proposals (except for (20; 236; 297; 298)). In
Smart-Zephyrus the capacity is approximately 42 bits for the capacity method and
32 for the stealthy one according to experimental results. Although the maximum
capacity is lower than other works, it is still higher than in (236) for the ScriptSig, in
Basuki et al. (285) and in Zephyrus for the Bytecode method (298). Furthermore,
contracts are completely verifiable on Etherscan making them seem legitimate and
increasing the level of trust in the ecosystem (35). On the other hand, the em-

bedding procedure is compatible with other methods, like Zephyrus’ Swarm hash
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method or constructor arguments one.

Table 5.5: Smart contacts’ embedding proposals

Reference | Technology Method Max ca- Stealthiness | General Use of | Secret in- | Comparison
pacity mecha- high level | tegrity of  embedded
(bits) nism language data with nor-
mal content in
blockchain
(16) Bitcoin ScriptPubKey:paytopubkeyhash 160 | BE N X N X
(236) Bitcoin ScriptSig 8 | ALL Vi X N X
Bitcoin SeriptPubKey:paytoscripthash- 2766 | ALL N X Vv X
multisig
) Bitcoin ScriptPubKey:paytopublickey 520/264 Vi X N X
Bitcoin SeriptPubKey:paytoscripthash 160 v X N X
Bitcoin ScriptSign(Redeem script ):payto- 1136 | BE,AE V4 X V4 X
scripthash
Bitcomn ScriptSign(Data in- 13040 | BEAE v X v X
put):DataDropwithoutSignature
Bitcoin, SeriptSign(Data - 12232 | BE,AE V] X N X
put):DataDropwithSignature
Bitcom ScriptSign(Data - 12480 | BE,AE V4 X v X
put):DataHashwithoutSignature
Bitcoin, SeriptSign(Data in- 11688 | BE,AE V] X v X
put):DataHashwithSignature
(20) Bitcoin Seript Tsignature I8 | BEAEJALL |/ X N X
(297) Bitcoin, OP RETURN + sender ad- | 640 (hash of key words), 32 (message) | BE, AE/ALL | X X Vv X
Ethereum dress/order (encryption)
(285) Ethereum Timestamp _in__smart _contract 29 | BE Vi X V] X
(Function call with string)
(298) Ethereum Constructor arguments 160 | ALL Vv X N Vv
Ethereum Bytecode 16 | AE N X N N
Ethereum Swarm hash 256 | ALL v X N v
Smart- Ethereum Solidity contract code 12/32 | ALL V v V
Zephyrus
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CHAPTER 6

Conclusions

This Chapter contains the thesis conclusions and final remarks, and summarizes
the contributions achieved. A critical discussion on the developed work is also
presented. Additionally, future research directions that derive from the thesis results

are proposed.

6.1 Conclusions and summary of contributions

The work developed in this thesis has been focused on providing a systematic review
on how blockchain can be used to provide cybersecurity as well as how some of its
intrinsic characteristics can be exploited for other purposes. Furthermore, two tools,
Zephyrus and Smart-Zephyrus have been developed as a proof of concept of how
these characteristics can be leveraged.

Blockchain-based approaches to provide with cybersecurity guarantees have
rocketed in the last years. It has been shown that blockchain is an enabling technol-
ogy that is paving the way for smarter, enriched services. Our analysis shows the
prevalence of Ethereum. A worrisome fact is that there is a fraction of academic
papers that are using blockchain disregarding (or at least not providing evidences
of satisfaction of) all principles that justify its use.

Blockchain features also make it interesting for other purposes. On the one
hand, blockchain permanent availability makes it an appealing feature to build
covert communication on top of it. On the other hand, blockchain also provides

certain characteristics that malware can use to improve their attacks, i.e. permanent



140 Chapter 6. Conclusions

availability and immutability.

In this vein, we have studied how this technology has been used by different types
of malware and presented a comprehensive analysis from different perspectives. In
this research, we have found that Ethereum is the second most used technology,
only behind Bitcoin and mostly due to the fact that the blockchain is mostly used
as a payment method for ransomware. Among other open research issues, it has
been found that the use of covert communication channels has not been explored

in this area.

To explore the suitability of Ethereum for covert communications, we designed
two mechanisms. Although other technologies have used blockchain before for this
purpose, no previous work has considered Ethereum and all its fields to embed
information. Ethereum is not only the second most used cryptocurrency by market
cap (8) but also it is the technology that prevails when blockchain is used to provide

cybersecurity as our study has demonstrated.

First, Zephyrus, a mechanism to hide information in Ethereum fields (includ-
ing smart-contracts) has been proposed. An open-source implementation has been
released to foster further research in this area. Our results show that some infor-
mation can be concealed in most transaction fields while remaining stealthy if some
limits are observed. Moreover, cost and time incurred have been characterized,

supporting the real-world suitability of this proposal.

But Zephyrus has a limitation — it does not leverage the smart-contract high-
level language. In order to tackle this issue, another technique (called Smart-
Zephyrus) has been proposed. It uses a high-level smart contract language (So-
lidity) to insert information achieving a high level of stealthiness and thus reducing
the chance for an attacker to be detected. The time and cost for the attacker have

also been characterized.
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6.2 Critical analysis on the developed work

Blockchain is a rather new technology, and therefore, it can change very quickly
in a short period of time. Therefore, it can be questioned the significance of this
work, specially of the study that has been carried out. However, this thesis not
only presents current data, but also analyzes trends and proposes open issues and

future lines of research that can be used as a base for future research works.

Both proof of concepts developed in this thesis use Ethereum as a means of
providing a covert channel. A question arises on whether the use of exclusively this
technology would limit the relevance of this work. However, the same approach
taken to develop these tools can be adapted, to some extent, to use any other
blockchain-related technology. Furthermore, both Zephyrus and Smart-Zephyrus
are completely compatible with other EVM compatible chains like Avalanche, Bi-
nance Smart Chain or Polygon (299).

Regarding introducing information in the Solidity code, it can be argued that
the information does not live on chain per se, and therefore can be deleted. In this
work, Etherscan has been used as a means to store the code as it is the original and
most important block explorer and the default place to retrieve contract code(300).
However, this code also can be uploaded on a distributed file system, like IPFS,
which would prevent the information to be lost in case Etherscan or any other

block explorer is down.

Another acceptable critic is the cost of inserting information on the blockchain.
Indeed, our most expensive mechanism (Smart-Zephyrus stealthy mode) cost $6,088
for 4096 bits. This cost can be seen as expensive. However, from the point of view
of an attacker and as explained in Section 5.5.3.1, traditional attack methods also
incur a cost for the attacker (252). Maintaining bots can cost up to $62k (296)
while a ransomware like Wannacry was estimated to have a revenue of 54.43228033
BTC ($1,041,833.84 in current value). Considering this data, the cost of the mech-

anism seems to be affordable. Furthermore, even with that in mind, the cost can
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be reduced by using one of the previously mentioned compatible chains. This is
specially important from the data exfiltration point of view in which the sender may
gain nothing or would not have to pay anything if they were using other method.
Indeed, the cost of deploying an ERC20 Token contract in Avalanche is 0.479938
AVAX, which are $6.15 in current value, while in Ethereum can be more than $170
(301).

Capacity is usually another issue related to steganographic systems. Cover ob-
jects usually have a limited capacity (302). Furthermore, depending on the mecha-
nism the final capacity can be different even when using the same cover object. In
this thesis, we were able to insert up to 40k bits of information using Zephyrus. It
is still a low capacity for the cost. However, the immutability and resiliency of the

mechanism should be also taken into account.

6.3 Challenges and future research lines

The work developed in this thesis opens up the door to several innovative research
lines (with their associated challenges), which are mainly focused on complementing
the approach or even extending it to other related areas.

The analysis on the risks posed by external technologies, like authentication
authorities or service providers, when interacting with the blockchain needs to be
further explored. It must be noted that the direct or indirect interaction among
technologies may be helpful to develop novel attacks. This may be extremely rele-
vant in critical infrastructures such as industrial facilities.

The need of the development of a taxonomy to choose the right type of
blockchain according to the area and desired cybersecurity properties could be an-
other future research line. For instance, a public blockchain can be specially useful
in e-commerce, while a private one could be more appropriate in health applica-
tions. Combining this matter with cybersecurity technologies, a semaphore-like

scheme could be created to easily represent the actual guarantees provided by a
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proposal. This is in line with current practices, such as the privacy 'nutrition label’
required by Apple to app developers (303). This scheme might be developed lever-
aging current taxonomies on decentralized technologies, such as the one proposed

by Samer Hasan et al. (304).

Moreover, an analysis of computationally efficient techniques to provide cyber-
security could also be an interesting line of future work, as current techniques are
usually computationally costly. In this thesis we have seen techniques like homo-
morphic encryption algorithms in order to achieve confidentiality, but this type of

algorithms is computationally costly (305) and other alternative could be preferable.

Furthermore, blockchain technology is not isolated. Therefore, an analysis of
the provision of cybersecurity properties concerning laws and regulations in dif-
ferent countries could be necessary.As several traditional services, such as identity
management or public notaries may leverage blockchains, achieving cybersecurity
properties may not only be advisable but even forced by upcoming legislations. This
is particularly relevant for pseudoanonymization and data confidentiality in relation
with regulations such as the European General Data Protection Regulation (306),

among others, should be carefully studied and considered accordingly.

The need of a unified criteria to use blockchain technologies can be inferred.
There are different authors that analyze when a blockchain is necessary. In this
thesis Greenspan criteria are used for being well-known, but there are others like
the framework in (307), the steps proposed in (308), or the set of questions created
by Nitish Singh (309) that allow choosing the type of blockchain. Given the current
widespread use of blockchain technology, the definition of common criteria about
when and how to use this technology would help researchers and companies in the

development of products and systems which really need a blockchain.

Regarding the developed tools, control structures can be adapted to efficiently

support multi-field usage and combination between Zephyrus and Smart-Zephyrus.
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This would lead to a bigger capacity with the same costs. Open and interactive
channel communications can also be implemented, by letting Zephyrus or Smart-
Zephyrus scan the network and automatically retrieve content that fulfil certain
characteristics, for example transactions sent from a certain address. Furthermore,
adaptive steganographic technique can be considered to improve capacity consid-
ering the existing Ethereum contents, for example adapting the quantity of bits
according to the normal values of a single contract or for a specific period of time.
Indeed, transactions from Zephyrus and Smart-Zephyrus are currently sent to the
blockchain in very low intervals of time which could raise suspicions. This issue can
be solved by analysing how transactions are sent to the network in terms of time
and frequency. In this way a model could be created and a timer introduced in the
implementation that sends transactions based on the studied distribution. Also,
the use of other languages for smart contracts (e.g., Vyper) would also contribute
to characterize the generalization of this technique.

Last but not least, the development of detection techniques against this type of
covert communication is also needed. Content in the blockchain is immutable and
cannot be deleted. Therefore, intercepting or detecting the communication could
be crucial when an attack takes place. In Zephyrus and Smart-Zephyrus content
is formatted according to blockchain normal values, so an statistic attack would
generally not be successful. However, there can be circumstances in which the
current values of the blockchain could differ from the standard values, for example,
if there is a drastic drop or an increase on the value of Ether or for a specific contract
that works differently from the observed ones. An active eavesdropper could also
be able to detect some of the steganographic techniques, for example by debugging
and executing the bytecode modified by Zephyrus and realizing that instructions
are either not executed or do nothing. Automating this process could also be a

possible challenge.
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Annex

A.1 Tables for Contribution 1

The analysis of all the academic papers analyzed in the Section 3.2 of Chapter 3 is
depicted in Tables A.1, A.2, A.3, A.4, A.5 and A.6.
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A.l.

(VI), where - means not specified
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The analysis of all the academic papers analyzed in the Section 3.3 of Chapter
3 is depicted in Tables A.7, A.8,A.9 and A.10.
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Studied sample (II)
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Table A.9

uorez

oN oN oN sjuouie, - snoweA 04 SHOLE, papooprey woong uopgoesueyy, qenueoe  ‘Apuiiuony  oreauwosuey 10H/90H (086 008)
wonezr
oN oN oN sywouifeg - SNOLIRA 0] SNOLRA oedqony O1oUOJY wopoesueLy, Senuesa  ‘AmAuony  oremwmosuey ao3poTsoay (006 (967)
uorjezy
oN oN oN syuomdeg - snoLIeA 0§ snowey oBedqop woong worpousteLy, Seguosaq  “AymuAuouy  eremwosuwy 1o (825 006)
uone:
oN oN oN syuoukeq - SNOLIRA 03 SNOLEA agedqopy woog wopoesueLy, Seuosa  Ayukuony  oremwosuey Ay (626 (006)
uotyezy
oN oN oN syuomAeg - snouA 03 snoUEA popoopaey] woong wonoesteLy, Seauece ‘Ayuifuouy  oremwosuwy  wopSusy peiel  (00€ (967)
uoryez!
oN oN oN syuowdeg - stoea 04 snoL aBedqop wooyg wopovsueLy, enuode(] ‘ANufuony  oremuosuey 1080184 (00€ ‘06F)
uoryezt
oN ON ON sjuouIAR ] - STIOLTRA 0] STIOLTR A ofedqop wooyg] uonRSURIY, “enuea(  ANMWAUOUY  OTRMUIOSURY 0°% PO (23)
uorjezy
oN oN oN syuomdeg - snoLea 03 snowrey oBedqop woong worousteLy, Senuece ‘Auifuony  oresuosuey 1o
wory
oN oN oN sywomAeg - suoLeA 09 SNOLEA [repy woong wonoesteL], Jenuose(]  “Auifuony  oremuwosuvy nuo) (006 ‘96¥)
uotyezy
oN oN oN syuomAeg - SnowEA 0y snowEy eIy woong wonoesteLy, Seguece  ‘Ayuifuouy  oremumosuey sospoTesnpaly (00 967)
uoryez!
oN oN oN syuowdeg - stoea 04 SnoL, oBedqop wooyg wopovsueLy, ~[enuada( Sremwosuy woqeIN (006 ‘961)
uoryezt
oN oN oN syomAeg - snoea 0) ogudqog o0y /w00 wonoesteLy, Senuese  AnmAuony  oremwosuey opigied (006 96F)
uorjezy
oN oN oN syuomdeg - snoLIeA 03 snoweA popoopaey] woong worpousteLy, enuooaq] ‘Ayuduony  oremwmosueyy opooquo (826 49¢7)
oN oN oN syuoukeq - SNOLIEA 03 SIOLEA agedqogy woog wopoesueLy, oreswosuey Skquapon (967 9¢z)
oN N N spuouieg - 1 03 snouwp popoopaey] woong uonowseLL, omemmosuey 1P JLTTOUL (126 1962)
uoryez!
oN oN oN spuoutseg - [ 03 snorre, popoopaeyf woong wopovsueLy, Senuede( ‘Aiuifuony  oremuosuey dizpuig (926 f0¢z)
uoryezt
oN oN oN sywomAeg - 1 0y snoumy Ppopoopiel] ooyl wonoesteL], Senuose(]  ‘ANuifuony  oremuwosuey (o) St t967)
uorjezy
oN oN oN oudeg - 1 03 snouwp oBedqop woong wonpousteLy, enuooaq] ‘yuduony  oremwmosuey 103417 (g f9¢z)
uone:
oN ON ON sjuouIAe g - [ 0} snoLep ofedqopy wooyg uooesuRL], -erueda(  ‘Ayuduouy  oremuosuwy epsIy (967 ‘9¢T)
wonezl
N N oN spuouieg - snoueA 03 snouEA ogedqogy woong uonowseLL, Senuaca “Aymsuony  oremwmosuey wfueyy (967 97)
(syuour uorjezifes)
uBre  woyouny) uova(] ‘Sywikuouy Ay
S0k oN oN  suopnquysip 03] D 3 D ‘Suewikeg [ 0) SHOLEA WOl - ofedqopy wmesey  0pos  meiSoig qE[EAY AN[qeInITI]  oremmosuey wojsny (622)
woryez;
oN oN oN spuoutseg - 1 03 snotep popoopey ooyl worpusRLy, enguede ‘Auifuony  oremuwosuey WAz (967 ‘022)
uoryezl
oN ON ON sjuouIAR ] - T 03 SNOLIBA PapodpIRE wooyig] TonOeSIRI], -enueda(  ‘Ayuduouy  oremuosuvy IPOTILX (€29 ‘02T)
oty
oN oN oN syuomdeg - 1 03 snouwp popospIey woong wonoesteLy, Seuece ‘Ayufuony  oremumosuwy opoTX (967 022)
woryezt
oN oN oN SyuowA - stowea 04 snoL popoopiey] wooyg woyovsueLy, enuode(] ‘ANuifuony  oremuosuey woyporgsnusy  (96F (022)
wonezr
N oN oN symouAeg - 1 0 snouep Ppopoopiel] ooyl wonoesteLy, Senuese  AnmAuony  oremmosuey pudws (226 (022)
woryez;
oN oN oN spuoutseg - 1 03 snotrep popoopiey ooyl worpusRLy, Jenguede ‘Auifuony  oresuwosuey worpueg /usmy (126 {022)
uoryezt
oN ON ON sjuotIAR ] - STIOLTRA 0} STIOLT e wooyig] uonoesuRI], -enjueda(  ‘Ayuduouy  oremuosuey 1Su0Y  (96F 082)
uorye
oN oN oN syuomAeg - 1 03 snouwp popoopaey] woong wonoesteLy, Senueseq  AymAuony  eremmosuy POTLAY (967 (022)
woryezt
oN oN oN syuowAe, - [ 03 snowey popoopaey wooyg uooesueL], eguosa]  Ajukuouy  oremwosuey Azey (96F ‘022)
uotyez
N oN oN syuomAeg - 1 0y snowwp popoopef] ooyl wonoesteLy, Senuese  AnmAuony  eremwosuey sujquosuwy (965 023)
umowy ozt
oN oN oN syuowdeg - jou 0y snoumpy ey ooy worpoustRLy, Seguosa  “ApmuAuouy  oremwosuwy guopuwy (967 022)
uone:
oN oN oN sywouifeq - 1 03 snouey popoopaey] woog wopoesueLy, Seguosa(]  Ajmusuony  oremwosuey ounpuopdod  (02¢ 027)
JI9xde)je 03 950  [PUURYD }I9A0)  AJI[eIjULpyuUO) asodang R pueg OAIP09Y  Ssalppe podg £ posn [ serjaadoad Ayuans q£D odA], oureN @01nog

wopoesord vreq

Xnp uorjoesuedy,

S8ueypxe vreq




Annex

Appendix A.

224

Studied sample (IV)

Table A.10
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A.2 Tables for Contribution 2

The 20 most common opcodes and their frequency is depicted in Table A.11.

Table A.11: 20 most common opcodes in smart contracts.
Opcode Frequency(%)

POP 23.38%
PUSH1 16.49%
SWAP1 7.10%
AND 6.13%
DUP2 4.48%
SWAP2 4.32%
SWAP3 3.86%
DUP1 3.69%
SLOAD 3.66%
EXP 2.90%
PUSH20 2.89%
SUB 2.711%
MSTORE 1.86%
ADD 1.49%
MLOAD 1.49%
DUP4 1.18%
SSTORE 1.15%
SWAP4 0.99%
NOT 0.93%
OR 0.90%

The top 5 number and quantity of instruction in the JUMP-JUMPDEST block

is presented in Table A.12.

Table A.12: Top 5 number of instructions in the JUMP-JUMPDEST block
# Instructions Contracts Frequency(%)

2 12234 20.86
9 7830 13.35
0 6863 11.70
1 5249 8.95
13 3974 6.77

The 2 most used values per field and their percentage in order to estimate their

variability is presented on Table A.13.
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Most used values and percentages

Table A.13
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