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ABSTRACT 

 

 
 

   A foremost priority in the information technology and communication 

era is achieving an effective and secure steganography scheme when considering 

information hiding.  Commonly, the digital images are used as the cover for the 

steganography owing to their redundancy in the representation, making them hidden 

to the intruders. Nevertheless, any steganography system launched over the internet 

can be attacked upon recognizing the stego cover.  Presently, the design and 

development of an effective image steganography system are facing several 

challenging issues including the low capacity, poor security, and imperceptibility. 

Towards overcoming the aforementioned issues, a new decomposition scheme was 

proposed for image steganography with a new approach known as a Triple Number 

Approach (TNA). In this study, three main stages were used to achieve objectives 

and overcome the issues of image steganography, beginning with image and text 

preparation, followed by embedding and culminating in extraction. Finally, the 

evaluation stage employed several evaluations in order to benchmark the results. 

Different contributions were presented with this study.  The first contribution was a 

Triple Text Coding Method (TTCM), which was related to the preparation of secret 

messages prior to the embedding process. The second contribution was a Triple 

Embedding Method (TEM), which was related to the embedding process. The third 

contribution was related to security criteria which were based on a new partitioning 

of an image known as the Image Partitioning Method (IPM). The IPM proposed a 

random pixel selection, based on image partitioning into three phases with three 

iterations of the Hénon Map function. An enhanced Huffman coding algorithm was 

utilized to compress the secret message before TTCM process. A standard dataset 

from the Signal and Image Processing Institute (SIPI) containing color and grayscale 

images with 512 x 512 pixels were utilised in this study. Different parameters were 

used to test the performance of the proposed scheme based on security and 

imperceptibility (image quality). In image quality, four important measurements that 

were used are Peak Signal-to-Noise Ratio (PSNR), Structural Similarity Index 

(SSIM), Mean Square Error (MSE) and Histogram analysis. Whereas, two security 

measurements that were used are Human Visual System (HVS) and Chi-square (𝑋2) 

attacks. In terms of PSNR and SSIM, the Lena grayscale image obtained results were 

78.09 and 1 dB, respectively. Meanwhile, the HVS and X2 attacks obtained high 

results when compared to the existing scheme in the literature.  Based on the 

findings, the proposed scheme give evidence to increase capacity, imperceptibility, 

and security to overcome existing issues. 
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ABSTRAK 

Keutamaan terpenting dalam era teknologi maklumat dan komunikasi adalah 

mencapai skema steganografi yang berkesan dan selamat ketika mempertimbangkan 

penyembunyian maklumat. Biasanya, gambar digital digunakan sebagai penutup 

steganografi kerana kelebihannya dalam perwakilan, menjadikannya tersembunyi bagi 

penceroboh. Walaupun begitu, setiap sistem steganografi yang dilancarkan melalui 

internet dapat diserang setelah mengenali penutup stego. Pada masa ini, reka bentuk 

dan pembangunan sistem steganografi gambar yang berkesan menghadapi beberapa 

masalah yang mencabar termasuk kapasiti rendah, keselamatan yang lemah, dan tidak 

dapat dilihat. Untuk mengatasi masalah yang disebutkan di atas, skema penguraian 

baru  diusulkan untuk steganografi gambar dengan pendekatan baru yang dikenali 

sebagai Pendekatan Nombor Tiga (TNA). Dalam kajian ini, tiga tahap utama 

digunakan untuk mencapai objektif dan mengatasi masalah steganografi gambar, 

dimulai dengan penyediaan gambar dan teks, diikuti dengan penyisipan dan memuncak 

dalam pengekstrakan. Akhirnya, peringkat penilaian menggunakan beberapa penilaian 

untuk membentuk penanda aras hasilnya. Sumbangan yang berbeza telah wujud dalam 

kajian ini. Sumbangan pertama adalah kaedah Pegkodan Teks Tiga Kali (TEM), yang 

berkaitan dengan proses embedding. Sumbangan ketiga berkaitan dengan kriteria 

keselamatan yang didasarkan pada pemisahan baru dari gambar yang dikenali sebagai 

Kaedah Pemisahan Imej (IPM). IPM mencadangkan pemilihan piksel secara rawak, 

berdasarkan pemisahan gambar menjadi tiga fasa dengan tiga lelaran fungsi Peta 

Hénon. Algoritma pengkodan Huffman yang diperkuat digunakan untuk memampatkan 

mesej rahsia sebelum proses TTCM. Set data standard dari Institut Pemprosesan 

Isyarat dan Imej (SIPI) yang mengandungi gambar warna dan skala kelabu dengan 512 

x 512 piksel digunakan dalam kajian ini. Parameter yang berbeza digunakan untuk 

menguji prestasi skema yang dicadangkan berdasarkan keamanan dan ketidaklihatan 

(kualiti gambar). Dalam kualiti gambar, empat ukuran penting yang digunakan adalah 

Nisbah Puncak Isyarat-ke-Kebisingan (PSNR), Indeks Kesamaan Struktur (SSIM), 

Ralat Persegi Minimum (MSE) dan analisis Histogram. Manakala, dua ukuran 

keselamatan yang digunakan adalah serangan Sistem Visual Manusia (HVS) dan ki-

kuadrat (𝑋2). Dari segi PSNR dan SSIM, gambar skala abu-abu Lena yang diperoleh 

masing-masing adalah 78.09 dan 1 dB. Sementara itu, serangan HVS dan X2 

memperoleh hasil yang tinggi jika dibandingkan dengan skema yang ada dalam 

literatur. Berdasarkan penemuan tersebut, skema yang dicadangkan memberikan bukti 

untuk meningkatkan kapasiti, ketidaklihatan, dan keselamatan untuk mengatasi masalah 

yang ada. 
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CHAPTER 1  

 

 

INTRODUCTION 

1.1 Introduction 

In recent times, the fast development of the information and communication 

technology enabled the free and easy transfer of the vast amount of data over the 

open internet. This free flow of massive data over the internet network in turn posed 

severe threat towards the privacy preserved sensitive data transfer where the 

intruders/attackers are constantly faced. Although the transfer (sending or receiving) 

of the data information (such as the video, audio, image, and text) became very easy, 

securing the sensitive information over the insecure public network posed new 

challenges. For secured information transfer from the sender to received end, diverse 

information hiding techniques including the steganography, cryptography and 

watermarking have been introduced. Using the steganography scheme, the secret or 

private data can be hidden within different media including the colour or grayscale 

image (Singh et al., 2019).  

The steganography technique can be categorized into various types based on 

the cover media such as the image, audio, text, video, DNA, or even protocol 

(Hussain et al. 2018) wherein every such cover media has its own merits and 

demerits (Dhar and Banerjee 2019; Kadhim et al., 2019).  Over the past decades, 

intensive studies have been performed to develop some highly robust and secured 

image steganography schemes (ISSs). Essentially, these ISSs became promising 

owing to their easy transmission capacity of the multimedia contents via different 

low-cost devices (for example smart mobile phones and IP digital cameras) and 

social media application platforms such as the WhatsApp, Twitter, Facebook and 

LinkedIn (Hussain et al., 2018). Despite the popularity and robustness of these ISSs, 

various issues related to the image security and concealment of the secret message 

for the safe information transfer remains unresolved. In addition, a better 
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understanding of the secret data embedding processes in an image is vital for the 

development of an outperforming ISS (Sahu and Swain, 2020). 

Generally, the steganography schemes are attained in the spatial and 

transform domains (Hussain et al., 2018; Kadhim et al., 2019).  Two important 

concepts are involved in the steganography technique so called stego and cover 

image.  A stego image hosts the secret information with certain quality, whereas the 

cover image is the pure image without containing any secret information within it 

and is ready to host the secret information.  

The significance of the steganography scheme relies on the security of the 

secret message that is embedded within the image. However, the problems arise 

when the illegal messages or data embedded by the unauthorized users become 

expansive (Amritha et al., 2016; Li et al., 2011). In the steganography technique, the 

sender and receiver work together to hide the data needs to be transferred and then 

extracted. In this process, the sender hides the message and delivers, while the 

receiver extracts the information hidden in the stego image using a stego key 

(Seyyedi et al., 2016). 

The steganography technique has been applied in the field of medical 

diagnoses (Arunkumar et al., 2019; Eze et al., 2019), military and defense (Tuncer 

and Avci, 2016), multimedia biometric data security (Mohsin et al., 2018) and cloud 

computing (Shanthakumari and Malliga, 2019). The fundamental issues and 

difficulties concerning the performance of the existing state-of-the-art steganography 

schemes are related to the payload capacity, imperceptibility, and security (Hussain 

et al., 2018) as indicated in Figure 1.1. 
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Figure ‎1.1 Three main performance criteria concerning the existing 

steganography schemes. 

The payload capacity of a steganography system is defined as the maximum 

size of the secret message that can be hidden into the image media (Kadhim et al., 

2019). The maximum payload refers to the highest limit of the secret data that can be 

embedded into the image. The imperceptibility of a steganography system signifies 

the carrier media quality that can be used for hiding the secret message following the 

algorithm embedment (Hussain et al., 2018). The security of a steganography system 

(Swain et al., 2019) refers to its robustness against various statistical attacks such as 

the chi-square, human visual system (HVS) and histogram analysis. In this 

perception, present study intends to resolve various issues related to the existing 

steganography system and improve its robustness in terms of high security, high 

payload capacity, and imperceptibility. 

1.2 Problem Background 

Intensive efforts have recently been made to secure the secret data by hiding 

it within the transmitting image media, making the secret data unnoticeable to the 

intruders (Wang et al., 2019; Kadhim et al., 2019). Consequently, the steganography 

approach for the data hiding in the image media received immense attention in the 

field of security and privacy preserved information communications (Yeung et al., 

2019). Conversely, the use of other transmission media such as the protocols and text 
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are quitted sparse (Yeung et al., 2019).  As aforementioned, the imperceptibility 

(embedding method), security and payload capacity being the main concerns related 

to the steganography system’s performance need further improvement (Hussain et 

al., 2018; Kadhim et al., 2019). 

It is important to mention that several studies in the image steganography and 

steganalysis focused on the improvement of the imperceptibility (embedding 

method). Based on this fact, the performance of the developed image steganography 

system was assessed in terms of the measures including the peak signal-to-noise ratio 

(PSNR) and structural similarity index (SSIM) (Vikranth et al., 2015; Rai et al., 

2015). Actually, the enhancement of the PSNR and SSIM became one of the main 

challenges in the steganography techniques. The payload capacity being a trade-off 

between the PSNR and SSIM, different approaches have been proposed to enhance 

the PSNR and SSIM values. Despite the accomplishment of some encouraging 

results, only a few investigations have been conducted on the payload capacity 

(Shyla et al.,2019; Raeiatibanadkooki et al., 2016). In-depth literature survey 

indicated that the studies on the trade-off between the steganography performance 

criteria are unbalanced (Zhang et al., 2019; Yiannakou et al., 2016). Some 

researchers used a low payload capacity in order to increase PSNR and SSIM values. 

It has been observed that the use of the high payload capacity can affect the image 

quality, reducing the PSNR plus SSIM and vice versa. The PSNR is considered as 

low if it is less than equal to 45 dB. Conversely, the PSNR is acceptable if it is less 

than equal to 59 dB, otherwise, PSNR is regarded as high (AbdelQader et al., 2017). 

In the case of SSIM, two images are said to be similar to each other if the value of 

SSIM is equal to 1. Otherwise, the images are considered to be noisy (Kadhim et al., 

2019; Yeung et al., 2019). 

Hegde et al. and Srinivasan et al. (2018) obtained the enhanced PSNR values 

of 68.25 and 67.23 dB, respectively. They manipulated the payload capacity (low 

capacity) in order to get improved PSNR values with better security.  Seyyedi et al. 

(2016) proposed a method based on the wavelet coefficients and Rivest Cipher 

(RC4) encryption technique. It made the method robust against the Chi-square attack 

and produced better PSNR of 65.09 and SSIM of 0.9876, however with a low 
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payload capacity of 16384 bytes. Jumanto (2018) developed an image steganography 

method based on the canny edge detection and sobel filter wherein the 

implementation of the algorithm for the embedding and extracting processes was 

easy. Although, the method failed to achieve a better PSNR value (42.36), the results 

for the payload capacity was acceptable (25655 bytes).   

Sari et al. (2019) proposed a technique using the Data Encryption Standard 

(T-DES) to encrypt the data before embedding where bit selection was made for 

encoding the secret message. In this method, the most significant bit (MSB) was used 

to trick the hacker with the inverted least significant bit (LSB) order. The payload 

capacity (16384 bytes) was manipulated to attain the acceptable values of the PSNR 

(52.32) and SSIM (0.9790). Hasanzadeh and Shokranipour (2019) used the Particle 

Swarm Optimization (PSO) method to obtain a high PSNR value. This method 

achieved an acceptable payload capacity (24880 bytes) and better SSIM (0.9989) 

with PSNR of 64.11 compared to other methods. Duan et al. (2020) introduced a new 

method based on the deep learning to enhance the payload capacity. First, the 

discrete cosine transforms (DCT) was employed to transform the secret image. Next, 

the transformed secret message was encrypted using the elliptic curve cryptography 

(ECC). The proposed method showed better performance in terms of the payload 

capacity but failed to achieve high PSNR (43.13) and SSIM (0.9683). 

Numerous methods have been proposed to hide the information within an 

image for improving the imperceptibility (embedding scheme). In terms of the 

imperceptibility and PSNR results, (Hegde et al., 2015; Srinivasan et al., 2015) 

proposed better methods so far. However, the results are not optimum yet due to the 

presence of noise within the stego image compared to the original one. Meanwhile, 

all the proposed approaches in the spatial domain (Kini and Kini 2019; Kadhim et 

al., 2019) used a binary impact value (2
n
) to hide the secret bits (0 or 1). The binary 

impact value has various limitations such as the (i) consumption of more space for 

the embedding algorithm that leads to less payload capacity and less imperceptibility; 

(ii) normal coding strength in the binary impact value that is easy to hack because of 

the awareness of the statistical attack to work with the binary impact values and their 

subsequent direct analyses. This in turn affects the security and robustness of the 
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methods. According to Swain et al. (2019), a robust steganography technique must 

be able to recover the secret message after exposed to a number of potential attacks 

that are available for different benchmarking techniques including the chi-Square, 

HVS, and Histogram analysis. Huang et al. (2019) stated that the security is one of 

the noticeable features and very important for the steganography method. In fact, 

there exists different evaluation performance software such as Chi-square. 

To achieve the improved security in the steganography method different 

strategies have been adopted. Amongst all these approaches, the pixel randomization 

was shown to be the most suitable one because it shares the same pixel features 

(Lynnyk, 2010). Several approaches have recently been introduced to increase the 

security including the image partitioning and pixel randomization. Although these 

proposed approaches are promising, each of them encounters different limitations 

during the performance evaluation. For instance, Das et al. (2018) proposed an image 

steganography algorithm based on the pixel intensity and randomization of different 

pixel values to achieve improved security. In this method, greater space and 

manipulation of the pixels order in the stego image were considered wherein the 

secret bits were hold in two bits of the LSB. The proposed algorithm was simple in 

terms of the embedding process and the performance was evaluated in terms of the 

PSNR and Chi-square attack. The poor performance of the method against Chi-

square attack was due to the use of one partitioning for an image. 

The issues concerning the security performance of the image steganography 

have widely been discussed in the recent state-of-the-art literatures.  Despite the 

development of different approaches to resolve these issues, the weaknesses of the 

image steganography still persists. Due to easy access of the information, the 

attackers acquired enough knowledge and expertise in the field of security, thus can 

breach the secret codes and keys. The intruders/hackers/attackers can anticipate 

easily the greater security of the secret data in the images due to the abundance of the 

steganalysis methods and tools with improved performance. Therefore, finding the 

newer and powerful approaches for the secret data concealing became necessary. It is 

inferred that the new approaches may enable in securing the transmitted information 

between two parties (Amritha et al., 2016). 
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The LSB is one of the spatial domain techniques that are used by different 

approaches. However, this technique has some weaknesses (low security and poor 

robustness) against the statistical attack. This weakness can be attributed to the direct 

embedding in the LSB part of the pixel. The statistical attack is based on analyzing 

the LSB directly because of the presence of the secret data in this part. In order to 

enhance the security, some researchers have worked on the frequency domain 

transformation. The use of DCT and discrete wavelength transform (DWT) was 

shown to produce better results (Saidi et al., 2019; Sharma et al., 2019). These 

frequency-domain techniques indicated stronger security than the LSB-based 

technique when applied against the Human Visual System (HVS) and Histogram 

analysis attacks.  However, these methods have limitations when applied against 

other attacks such as the chi-square attack because this domain uses coefficients 

directly to embed the secret message. In addition, the chi-square is influenced by the 

slightest effects with the coefficients inside the image, thereby affecting the security.   

The existing steganography schemes use additional tools such as the the 

compression, noise removal or encryption in advance to increase the data security. 

However, the inclusion of such extra tools affects various other details of the 

developed steganography scheme, thereby increasing its complexity and execution 

time. Despite some intriguing applications of the steganography schemes in the 

biometric and medical fields, many issues involving these applications require 

further improvement (Meng et al., 2019). In addition, these applications suffer from 

the security problems which need to be enhanced (Douglas et al., 2019). To reduce 

the complexity of the image steganography system, the tunable visual image quality-

based genetic algorithm (GA) was introduced by Kanan and Nazeri (2014), wherein 

the lossless data in the spatial domain was utilized for the problems optimization. 

Experimental results showed a high embedded capacity with enhanced PSNR. 

However, the system performance was poor against the statistical attacks which were 

due to the information hiding using a single randomized stage. Meanwhile, Pandian 

et al. (2017) used the DWT for the medical images upon enhancement. In addition, 

the de-noising processes were used with increasing PSNR following the LSB 

substitution. The results revealed an enhancement in the security with the decrease in 

the payload capacity.  



8 

 

In an image steganography system, the word security is considered as a vital 

evaluation parameter. Indirectly, security refers to the undetectability or un-

noticeability of the hidden data information. Therefore, any steganography system is 

regarded as highly secure if the secret data remains undetectable by the statistical 

analysis or attackers. In fact, the security issue needs to be resolved for avoiding the 

illegitimate data access by the intruders while transmitting through an insecure 

communication channel. Generally, the steganography systems may suffer from 

different types of the steganalysis detection attacks. The intruders are attracted to 

trace the existence or even to retrieve the secret data bits from the stego images. It is 

worth noting that no single steganography system is immune to all kinds of the 

statistical attacks. Thus, all steganography system used one or two statistical attacks 

during their performance evaluation (Rawat et al., 2020). Qian et al. (2018) 

suggested a better steganography approach to conceal the data for better security 

wherein the pixel difference histogram (PDH) was used during the data transmission. 

The performance of the proposed steganography approach was evaluated against chi-

square attack only. Ebrahim et al. (2017) achieved excellent security performance for 

the data hiding using an encryption algorithm wherein secret text was encrypted 

before the embedding process. The HVS and histogram analysis was used to evaluate 

the proposed steganography system performance against attacks. In spite of all such 

developments, achieving the enhanced security in the image steganography system 

remains challenging. 

The maximum payload capacity of a steganography system refers the highest 

size of the secret message to be hidden in the media file such as image, video, or 

audio subjected to a specific condition. Thus, it is desirable to increase payload 

capacity of a steganography system for achieving better performance. In other words, 

an efficient image steganography system aims to send the maximum amount of data 

using the minimum pixels in the cover media. A significant change in the multimedia 

file is observed when the maximum data limit is exceeded, causing a failure of the 

steganography algorithm.  The steganography payload is measured using the data 

hiding ratio (DHR) which is defined as the ratio between the maximum payload 

capacities to the original media size (Das et al., 2018). Abraham et al. (2004) defined 

the embedding rate as the payload capacity amount of data hidden (in bits) relative to 

the original image size. Thus, keeping the higher payload capacity in a 
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steganography system without sacrificing the imperceptibility and security is a major 

challenge (Jawad et al., 2019). The size of the payload capacity is characterized in 

terms of the bits per pixel (Bpp), bytes and percentage (%). Table 1.1 shows the low, 

moderate, and high payload capacity used in different steganography systems 

(Hussain et al., 2018; Kadhim et al., 2019). 

Table ‎1.1 The payload capacity used in various steganography system 

Payload capacity Low capacity 
Moderate 

capacity 
High capacity 

Bytes  16384  49152 > 49152 

Bpp  0.5  1.5 > 1.5 

Percentage (%)  6.25%  18.75% > 18.75% 

Most of the steganography systems employ the compression algorithms to 

condense the secret data before embedding. The compression algorithms increase the 

secret data amount inside an image. Huffman coding is the most common approach 

used in the compression process which can compress the secret data more than 30%. 

The coding has widely been used to solve the payload capacity problems in the 

steganography system, wherein the secret data is compressed prior to its insertion 

into an image (Sun, 2016). The noise level in the cover image increases with the 

increase of the payload capacity in the cover image, making it easy for the intruder to 

notice and analyze the secret message. Therefore, the approach used for the 

performance evaluation of any steganography system must aim to carry out the 

statistical analysis for the embedded data. To achieve this goal, numerous approaches 

employ LSB for embedding the secret bit into a pixel. However, the LSB is limited 

as insertion is restricted to one or two bits to host the data, leading to a major 

weakness of the steganography system. When the capacity of the stego images 

(images that hold the secret message) increases, the images become more susceptible 

to various types of attacks. The chi-square (
2
) attack is very sensitive to the amount 

of data embedded into an image (capacity) (Al-Dmour and Al-Ani, 2016). The HVS 

attack is very sensitive to the LSB change in the image pixels that reveal the secret 

message position (Yahya, 2019), which. 
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Saeed et al. (2020) and Mohammed et al. (2016) used different LSB 

approaches in the steganography system and obtained a moderate payload capacity of 

32768 and 32768 bytes, respectively. However, the proposed system ignored the 

imperceptibility, indicating an easy detection of the secret data by the intruders. 

Additionally, the payload capacity was based on the structure of the given image. 

Better types of images that possess a high concealing capacity are characterized by 

the high contrast ratio in the pixel values (Das et al., 2018). Unlike the previous 

study (Hasanzadeh et al., 2019), Gaurav and Ghanekar (2018) used some parts of the 

images like the edge. Al-Dmour,and Al-Ani (2015)  utilized high contrast of pixels 

and Yang et al. (2018) the specific region of interest (ROI) area to enhance the 

performance of the steganography system. Overall, an increase in the payload 

capacity of the secret message involves very careful execution and constant 

monitoring to achieve a balance between the security and imperceptibility. Briefly, 

the implementation of a novel suitable impact value may be helpful in terms of the 

payload capacity, security, and imperceptibility of the outperforming steganography 

system. 

1.3 Problem Statement 

The existing image steganography systems have various limitations that need 

to be surmounted. First, the challenging issue related to the payload capacity of the 

image needs to be resolved because any fault in the image steganography approach 

can affect the payload capacity. Commonly, the compression algorithms are used to 

reduce the secret message size via the condensation process. In addition, the 

compression approach changes the features of secret messages. The existing 

compression methods are easy to analyse using steganalysis and decompression 

tools. Therefore, changing the secret messages features and transform it into a new 

form is helpful to payload capacity and security as well.  

Second, the weak security performance of the existing steganography method 

against various statistical attacks is the major shortcoming that needs to be overcome. 

The majority of the previous studies used an image partitioning strategy with the 
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single randomization of the bocks and pixels to improve the security of the 

developed steganography system (Tuncer et al., 2016; Sahu et al. 2019; Heidari et 

al., 2019). However, such a strategy produces the stego images that are easily 

detectable via statistical analysis such as the chi-square attack, thereby making the 

steganography system insecure against attacks. This clearly indicates that the 

challenges to re-arrange the image pixels inside a certain image to enhance the pixels 

location integrity still an open problem that needs in-depth understanding.   

The Third challenging issue in steganography is imperceptibility, which is 

measured via the Peak Signal to Noise Ratio (PSNR) equation. The high PSNR 

signifies better imperceptibility of the image, indicating a better steganography 

system (Hussain et al., 2018). The PSNR equation is based on the altering Mean 

Square Error (MSE) values wherein the solutions suffer from a high rate of MSE that 

reduces the PSNR of the stego image (Duan et al., 2020; Sari et al., 2019). Thus, it is 

essential to resolve this issue by reducing the MSE, thereby improving the 

imperceptibility of the stego image. In short, despite the substantial research efforts, 

the development of a robust steganography system that overcomes the problems 

involving the security, payload capacity, and imperceptibility of the stego image is 

still lacking.  

1.4 Research Aims 

The main aim of this study is to introduce an enhanced image steganography 

scheme by expanding the payload capacity and increased imperceptibility for secures 

the secret data inside an image. 

1.5 Objectives 

Based on the aforementioned research gaps the following objectives are set: 
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i. To propose a new method for expanding the payload capacity with changing 

secret bits stream values and compressed secret text inside an image. 

ii. To propose a new method for partitioning the image with a random pixel 

selection to improve the security of image steganography. 

iii. To introduce a new embedding method based on the suitable impact value for 

keeping the high imperceptibility. 

 

1.6 Scope of the Study 

This proposed research tries to improve image steganography scheme. 

Therefore, in order to achieve the desired goals and objectives of the proposed 

research, it is very important to define the research scope, which can be explained by 

the following points: 

i. Text file is used to embed secret message into an image by considering the 

proposed condition of the steganography scheme. 

ii. The manipulation of the image such as the zooming, rotation, scaling, etc. is 

not considered in this study in addition to the time. 

iii. Signal and Image Processing Institute (SIPI) is the dataset that will be used to 

carry out experiments on the proposed scheme. The images are in the size of 

512 x 512 pixels. This dataset contains images that are suitable to implement 

the proposed scheme. 

iv. The performance of the system is evaluated by implementing different 

analysis methods such as Chi-Square attack, Human Visual System (HVS) 

attack, structural similarity index measure (SSIM), Mean Square Error (MSE) 

and Peak Signal to Noise Ratio (PSNR).  
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1.7 Motivation 

The study develops a steganography approach in the image due to the images 

are excellent media that exhibit great redundancy in their representation. In addition, 

the usage of images is widespread in organizations to communicate among their 

members. Apart from that, images are also used extensively for communication 

between members of the military, intelligence operatives, agents of companies, and 

medical staff to hide sensitive or vital data. Moreover, a steady increase in malicious 

attacks on industrial applications, private applications, business, and sensitive 

government documents by adversaries of various kinds have motivated researchers 

and developers in the information security field to seek technical solutions to protect 

the privacy of documents sent over communication channels.  

The present work is motivated by the need for a more secure solution for 

protecting secret data that is being transmitted over communication channels so as to 

strengthen the privacy and integrity of the secret data. 

1.8 Significance of the Study 

The proposed scheme could overcome some of the limitations associated with 

the existing steganography system. The newly developed system is anticipated to be 

more reliable in terms of security and capacity. Security of the steganography 

scheme is expected to be enhanced while keeping the PSNR score at a high level. 

This study anticipates challenges in the aspect of capacity and would attempt to 

lower its dependency. Limitations suffered by existing approaches in the embedding 

process are overcome by using the proposed scheme. Meanwhile, the performance 

evaluation results of the present steganography system are showed improved 

capacity and security. The designed steganography system may contribute to several 

applied fields of data communication such as the military, medical, cloud computing, 

and industry where high security and robustness are a priority. 
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Contributions of the study are not only limited to implementation in the field 

of image steganography, as the proposed scheme may also be used in other sections 

of steganography, watermarking, and encryption fields. The proposed scheme 

proposes ideal quality in terms of randomness criteria, and this could make the 

proposed work applicable in fields that require randomness such as a complete 

randomised design, computer simulation, statistical sampling, and in fields where 

unpredictable sequences are desired. 

1.9 Thesis Outline 

The proposed research is presented through this thesis and organized into 

seven chapters, which can be outlined as follows: 

Chapter 1: An introduction to the proposed research is elaborated including problem 

formulation and a description of a research goal, objectives, scope, and 

significance. 

Chapter 2: The chapter introduces hiding data approaches in a critical manner, 

research gaps, and principles in the classification of steganography are 

discussed in detail. The advantages and weaknesses of existing approaches 

were elaborated as well. 

Chapter 3: General research framework, datasets used in the system testing and 

training, and the techniques used to evaluate the system are   presented. 

Chapter 4: The Triple number approach with the main contributions of the proposed 

scheme is described in more detail in this chapter. 

Chapter 5: The proposed Triple number image steganography scheme is introduced 

and described in detail. 

Chapter 6: Performance evaluation and security attacks of proposed scheme are 

explained in this chapter. 



15 

 

Chapter 7: Contributions and future works of the proposed research are elaborated 

in this chapter. 
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