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Abstract: As one of the most reliable technologies, network intrusion detection system (NIDS)
allows the monitoring of incoming and outgoing traffic to identify unauthorised usage and
mishandling of attackers in computer network systems. To this extent, this paper investigates
the experimental performance of Snort-based NIDS (S-NIDS) in a practical network with the latest
technology in various network scenarios including high data speed and/or heavy traffic and/or
large packet size. An effective testbed is designed based on Snort using different muti-core
processors, e.g., i5 and i7, with different operating systems, e.g., Windows 7, Windows Server and
Linux. Furthermore, considering an enterprise network consisting of multiple virtual local area
networks (VLANS), a centralised parallel S-NIDS (CPS-NIDS) is proposed with the support of a
centralised database server to deal with high data speed and heavy traffic. Experimental evaluation
is carried out for each network configuration to evaluate the performance of the S-NIDS in different
network scenarios as well as validating the effectiveness of the proposed CPS-NIDS. In particular, by
analysing packet analysis efficiency, an improved performance of up to 10% is shown to be achieved
with Linux over other operating systems, while up to 8% of improved performance can be achieved
with i7 over i5 processors.

Keywords: network security; intrusion detection system; Snort; parallel processing; network traffic
monitoring; experimental performance evaluation

1. Introduction

Social media is playing a significant role in the most of the people’s daily life where people
are connected together via various online social networking services, e.g., Facebook, Twitter,
LinkedIn, etc. With sophisticated communication technology advancement, every user is able to
access the complex network using either laptops, desktops, smart phones or even simple gadgets.
Organisations and industries are adopting the latest networking/computer systems and technologies
to fulfill their business, social and commercial interests. However, they also bring huge security
challenges to deal with security breaches, loss of private and confidential data or service disruption,
etc. in order to provide a perfect security mechanism for their clients or customers [1-4].

There is a vast number of existing security systems that are not well planned or designed
with unnoticeable errors. This could result in many misbehaviours from stealing pasta recipes to
governmental classified documents or information stored in highly advanced servers. In order to
obtain this confidential information, intruders could entail eavesdropping during an online purchase
or gaining access keys for more sensitive information. Furthermore, malicious users can take this
opportunity to create their own applications, which could be used to recruit computers known
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as “zombies” [5]. These zombies can be controlled remotely to organise a revolutionary attack
on a large scale, e.g., Distributed Denial of Service (DDoS) attack [6-9]. Computers and servers
affected by DDoS attacks utilise all of the excessive unplanned resources to the attackers, and thus
run out of resources and stop providing resources to legitimate operations. DDoS attacks have
serious consequences amongst all of the other internet based attacks, e.g., TCP, UDP, ICMP and
HTTP flood attacks. The DDoS attacks have targeted not only social networking sites and business
enterprises [6,7] but also government websites, forcing them to close down their websites and causing
the loss of millions of dollars.

Recently, “Snort” has emerged as an effective open-source solution for more secure network
computer systems [10,11]. Snort is a network intrusion prevention and detection system based on
a rule-based language combining signature, protocol and anomaly inspection methods. Snort can
be configured as either of the following: (i) a Packet Sniffer: Snort captures incoming and outgoing
packets from the network and displays the packet details on the console; (ii) a Packet Logger: Snort
captures and logs captured packet details in a text file; (iii) a Honeypot Monitor: Snort is able to
deceive the hostile party; and (iv) a Network Intrusion Detection System (NIDS): Snort analyses the
incoming and outgoing traffic against a set of rules to detect any intrusion in the network. Snort-based
NIDS (S-NIDS) has been employed to protect the networks from various possible intrusions and
attacks [10,12]. Despite its efficiency in enhancing the network security, the S-NIDS has been shown
to perform well when the internet speed is slow with low load [12,13]. However, with advanced
technologies, the data rate keeps increasing and the network load becomes heavier in order to provide
multiple services with multiple functionalities. This accordingly causes a considerable number of
packet drops in the current S-NIDS, through which the attackers may exploit to attack the network.
Therefore, a more advanced and sustainable S-NIDS with up-to-date technologies is indispensable to
deal with not only high-speed but also heavy-traffic networks. In fact, the industries are currently
facing challenges with building a secure system that would ensure stringent confidentiality, integrity
and reliability requirements in the current state of internet security and dramatically improved
technology. To the best of the authors” knowledge, this work is the first attempt to address this
practical issue of deploying S-NIDS in high-speed and heavy-traffic networks with large packet size
based on the latest powerful multi-core processors (MCPs) and operating systems (OSs).

To this extent, in this paper, we investigate the experimental performance of S-NIDS in a practical
network with the latest technology. In order to provide better performance, local and centralised
databases are employed to increase packet processing rates and reduce the number of packet drops for
maximising detection probability. The main contributions of this work can be summarised as follows:

o An effective testbed is designed based on Snort using different MCPs, e.g., i3, i5 and i7, with
different OSs, e.g., Windows 7, Windows Server and Linux. The test-bed is shown to be effective
in analysing the performance of S-NIDS in a variety of practical network scenarios. Specifically,
in this work, we consider a network with high data speed and/or heavy traffic and/or large
packet size. Here, the high-speed traffic refers to the scenario that a fixed number of packets are
transmitted in a short interval, while the heavy traffic means that a large number of packets are
generated in total.

e Experimental evaluation is carried out for each network configuration to analyse the
performance of the S-NIDS in terms of the number of received packets, the number of analysed
packets and the number of dropped packets. In particular, we introduce a new metric, namely
packet analysis efficiency (PAE), to facilitate a fair comparison between different network
configurations in different testbeds. Through the PAE analysis, we not only derive the optimal
combination of the MCPs and OSs with respect to various practical network conditions but also
demonstrate the system that would produce less false detection probability while maintaining
a high detection rate. Furthermore, the factor responsible for the limited performance of the
S-NIDS is determined for each network scenario.
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o Considering an enterprise network consisting of multiple virtual local area networks (VLANS),
a centralised parallel S-NIDS (CPS-NIDS) is proposed with the support of a centralised database
server (CDS). Each subnet employs a S-NIDS based on its specific OS, which can log and detect
all the incoming and outgoing packets for that subnet. In the proposed system, the CDS is
introduced to deal with a huge number of log files and storage. It is shown that the proposed
CPS-NIDS receives a higher number of packets for analysis with a significantly reduced number
of packet drops, and thus results in a much higher PAE compared to other counterparts. The
novelty of the proposed CPS-NIDS lies in the fact that the incoming traffic can be split into
different VLAN groups with respect to different configurations, i.e., MCPs and OSs, to deal
with different practical network scenarios.

By employing the CDS, the entire log file of the CPS-NIDS can be accessed and validated in a
centralised manner for the whole enterprise network. This allows us to not only keep track of
all attack behaviours to develop and enhance security policies, but also to share the knowledge
of new attack behaviours between VLANSs, which accordingly helps eliminate the same attacks
in the future via a learning process.

The rest of this paper is organised as follows: Section 2 summarises related works on S-NIDS as
a motivation for our work. Section 3 discusses the configuration of the S-NIDS and network design
parameters in various network deployment scenarios. Section 4 presents the proposed CPS-NIDS.
Experimental results are presented in Section 5 to validate the concepts. Finally, Section 6 draws the
main conclusions from this paper.

2. Related Work

NIDS has been deployed in organisations as a critical security solution to detect large-scale
malicious attacks on application, transport and network layers, along with multiple unexpected
service based applications [14-17]. While employing the NIDS can detect and monitor network
based threats without violating network policies, all packets in the entire network may not be
completely analysed, and thus may cause a considerable delay in high-speed and heavy-load network
environments [2,10,18-20]. Therefore, it is vital that the NIDS should be able to deal with a large
amount of traffic in a short time frame where all variations of network deployment, e.g., network
speed, bandwidth, hardware resources, memory and processing power, need to be taken into account,
and several nodes can be used in parallel and concurrently.

An open-source “Snort”-based NIDS, i.e., S-NIDS, has recently emerged as a solution to protect
the networks from various possible intrusions and attacks [10,12,18,21,22]. Snort uses a number
of pattern matching algorithms such as Aho—Corasick, modified Wu-Manber and low memory
key-word trie (lowmem) [23]. However, the most important and well-known fact is that the S-NIDS
drops packets significantly when dealing with either a large amount of traffic, high speed or large
packet size [12-14,18].

In [19], the performance of S-NIDS was experimentally analysed considering a variety of
processors, e.g., Intel Pentiums and Celerons, and OSs, e.g.,, Windows XP and Vista, for a
network operating at 100 Megabits/second (Mbps). Specific technologies and methodologies were
investigated in [24-26] to detect network attacks in real time by manipulating the S-NIDS for
high-speed and heavy-traffic networks. A hybrid based NIDS combining network and host based IDS
was evaluated in [12] using Linux OS against heavy and light incoming traffic with a network speed
of 100 Mbps. Furthermore, a parallel technique for improving the NIDS performance was proposed
in [27] with different parallelism levels and was then evaluated in [26] for TCP packets in both heavy
and light incoming traffic. It is shown that parallelism is able to eliminate a considerable number
of packet losses by using higher levels of granularity [28]. Nevertheless, commercial NIDSs are still
vulnerable when the new attack signature is unknown. Specifically, it was shown in [29,30] that full
protection could not be provided by using only a signature. Another crucial issue is the increase
of polymorphic worms that can change their characteristics, behaviours or patterns automatically,
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leading to significant threats in current NIDSs [30]. Therefore, it is still possible to bypass those
security parameters by an intelligent attacker.

Despite the amount of research done to date, none of the works investigated the performance
of the S-NIDS in a practical high-speed and heavy-traffic network with large packet sizes using
various MCPs and OPs. To this extent, this paper makes further use of the parallelism technique
and proposes a new CPS-NIDS that can both provide a significantly improved performance and
enhance the monitoring and assessment process in the whole network towards developing a learning
mechanism to cope with intelligent attackers.

3. Network Design of a Testbed for S-NIDS Evaluation

In this section, we first present the architecture of a typical S-NIDS and the functionality of its
major components. A typical testbed to evaluate the performance of the S-NIDS is then introduced.

3.1. S-NIDS Architecture

Figure 1 illustrates the architecture of a typical S-NIDS consisting of the following major
components: packet decoder, pre-processor, detection engine, logging and alerting system, and
output modules [19]. When a packet stream passes through the network, S-NIDS listens and
captures the packets. The packet decoder receives packets from multiple network interfaces, such
as point-to-point protocol, Ethernet, and Serial Link Internet Protocol, and then organises all of these
packets for pre-processing and detection engines. The detection engine is the most important part of
Snort, which utilises different times for different lengths of packets, and thus is time critical.
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Figure 1. S-NIDS architecture [19].

The mechanism to detect intrusion in data packets is based on Snort rules. (Rules in the S-NIDS
have a special structure or syntax to generate alert, e.g., the rule dealing with a file sharing service.
In addition, note that it looks for the get string rather than looking into the port number.) The Snort
rule is able to read the chain of internal data structures, which have to be matched against all packets.
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If a data packet does not match any rule, it will be dropped; otherwise, an appropriate action will be
taken [19]. In addition, there is a logging and alerting system to log malicious activities and also to
generate an alert. These activities are stored either in a log file, a database locally, or a database server,
which can be controlled and managed by the output modules.

As Snort runs in real time, it can drop some packets depending on the data speed and network
traffic. The main objective for S-NIDS is therefore to analyse and detect any intrusion coming with
incoming and outgoing packet streams with a minimal number of packets dropped, guaranteeing
that a maximal number of packets can be analysed for a more efficient S-NIDS. It is well known that
the performance of every running application depends on its processing power and memory size.
Here, the S-NIDS performance depends mainly on Network Interface Card (NIC), OSs and Random
Access Memory (RAM) speeds. To provide powerful processing capabilities, a multi-core system has
been further exploited using MCPs to effectively handle multiple programs in a central processing
unit (CPU) cycle. Accordingly, in this work, taking into account the practical issues of applying the
latest technologies to S-NIDS (note that Snort 3.0 (https:/ /www.snort.org/snort3) supports multiple
packet processing threads), we investigate the performance of S-NIDS in various practical network
scenarios deploying the latest MCPs along with various OSs.

3.2. Network Deployment Design Parameters and Specifications

Considering the deployment of the S-NIDS, it is expected that all types of attacks coming towards
the network could be detected. However, such attack detection may not always be perfect due to
the complexity of the practical network. One of the important duties of the S-NIDS is to deal with
traffic flow as the attackers can exploit the failure in flow control to pass through the attack signature.
Therefore, a high performance system must be introduced to handle the traffic in real time. Although
a considerable amount of research works (details can be referred to in Section 2 with references
therein) have been carried out to evaluate performance of the S-NIDS, most of the experiments
consider a moderate traffic condition with non-realistic traffic flow and under limited conditions.

In this research, we introduce some realistic off-the-shelf hardware specifications for
performance evaluation and network design of the S-NIDS. Specifically, we first build a simple
testbed to evaluate the performance of the signature-based S-NIDS (Signature-based S-NIDS is chosen
in the experiment due to its popularity and the fact that its code or algorithm can be manipulated
according to organisation needs [31]) using individual OSs including Windows 7, Windows Server
and Linux (Fedora) on i5/i7 machines in different network configurations including high-speed data
flow and/or heavy traffic and large packets. By implementing different hardware configuration
and test platforms, the results in terms of packet handling capacity, i.e., the number of packets
received, packets analysed and packets dropped, will be collected. A list of hardware in all testbeds
is summarised in Table 1 and a typical testbed for evaluating the performance of the S-NIDS is
illustrated in Figure 2, where 1 Gbps of traffic is generated using a typical machine with 1 Gbps NIC
as an attacker. (Due to limited hardware resources, we only generated traffic of 1 Gbps. However, this
work could be readily extended to a network having higher traffic.) Different OSs and MCPs with a
buffer size of 128 MB are sequentially employed to evaluate the effectiveness of each configuration.
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Table 1. Hardware description for all testbeds.

Machine Type

Hardware Description

Network traffic generator/ Attacking machines:
. Windows 7 (64 bit)
. Linux (Fedora 3.5.3-1.fc17.i1686)

S-NIDS machines:
. Windows 7 (64 bit)

Dell Optiplex 7010, Intel Core (TM) i5/i7
CPU, 16GB RAM, 1Gbps Full Duplex NIC
(intel)

. Windows Server 2012 (64 bit)
. Linux (Fedora 3.5.3-1.fc17.i686)

Cisco Catalyst 3650 Series, Gbps Switch
with 24x1 Gbps ports
Cisco 1941 Series

Switch

Router

a— Traffic Generator/
Gigabit CATS Ethernet Aftacking machine

Cable Windows 7

== 192.168.2.2

Network Host 1
Window 7
192.168.1.3

’\92.168.1.1.r'24%192.168.2.0.f‘24 57

Traffic Generator/
[-]I Attacking machine
=’ — Linux
g d— 192.168.2.3

Network Host 2 Snort IDS on Win 7 or Win Server or Linux
Windows Linux 192.168.1.2
192.168.1.4 Intel Core i5
16GB RAM

1 Gbps/Full Duplex NIC

Figure 2. A typical testbed for S-NIDS evaluation.

Relating to various practical network scenarios, in this paper, let us consider the following four
testbeds based on the setup in Figure 2:

(i) Testbed 1 (Heavy traffic): 50,000 UDP, TCP and ICMP packets, each of which has a packet size
of 128 bytes, are generated at 50 ms intervals.
(ii) Testbed 2 (High data speed): 10,000 UDP, TCP and ICMP packets, each of which has a packet

size of 128 bytes, are pushed into the network at 1 ms intervals.

(iii) Testbed 3 (Large packet size): 10,000 UDP, TCP and ICMP packets, each of which has a packet
size of 3072 bytes, are generated at 1 ms intervals.

(iv) Testbed 4 (Heavy traffic and high data speed): A combination of the above testbeds 1 and 2, i.e.,
50,000 UDP, TCP and ICMP packets, each of which has a packet size of 128 bytes, are generated
and pushed into the network at 1 ms intervals.

The network specifications for the Testbeds 1-4 are summarised in Table 2.
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Table 2. Network specification for Testbeds 1-4.

Machine IP Address Functionality

PC1 192.168.1.2/24 S-NIDS on Windows 7/Windows Server/Linux
PC2 192.168.2.2/24 Traffic generator/ Attacking machine on Windows 7
PC3 192.168.2.3/24 Traffic generator/ Attacking machine on Linux

PC4 192.168.1.3/24 Receiving host

PC5 192.168.1.4/24 Receiving host

Switch 1 N/A Connecting PC1, PC4 and PC5

Switch 2 N/A Connecting PC2 and PC3

ge 0/0: 192.168.1.1

Router ge 0/1:192.168.2.1

Connecting internal and external networks

4. Proposed Centralised Parallel Snort NIDS (CPS-NIDS)

In this section, let us consider an experiment in an enterprise network consisting of multiple
VLANs. In order to cope with a huge volume of packets being analysed and to help decrease
the packets dropped, we propose a centralised parallel S-NIDS (CPS-NIDS) in which each subnet
has its own S-NIDS based on a specific OS to detect and log all incoming and outgoing packets
specifically for that subnet. The main idea behind implementing CPS-NIDS is to split the incoming
traffic into different VLAN groups. (Note that the bottleneck could take place at the central point
in the CPS-NIDS. However, this is beyond the scope of our work in which we assume that the
central receiving point can perfectly deal with all incoming traffic with no bottlenecks.) Therefore,
the proposed system can eliminate a large number of incoming packets coming at the same time,
which results in a better performance in terms of a reduced number of packets dropped. In addition, a
centralised database server is introduced to deal with a huge number of log files and storage. (In order
to configure the database, XAMPP (https://www.apachefriends.org), a completely free and easy to
install Apache distribution containing MySQL, PHP and Perl can be used.) The database server can
receive real-time log files from different VLANSs that would help a Network Analyst have the entire
log file of the whole network rather than having to physically access every VLAN to collect the log
files, which is time-consuming. By employing the storage and analysis in a centralised manner, we
will be able to keep track and detect all attack behaviours. These are helpful in amending or proposing
appropriate policies that can be adaptively applied to each VLAN.

With the proposed CPS-NIDS, a large number of incoming packets coming at the same time
can be considerably eliminated, which helps reduce the number of packets dropped. Along with a
centralised database server, real-time log files from different VLANSs can be easily accessed, which
allows the detection of attack behaviours. However, it is worth noting that the bottleneck could take
place at the central receiving point with a certain amount of packets lost and would cause a reduction
in the number of packets received to be analysed.

Figure 3 illustrates the testbed, namely testbed 5, in order to validate the performance of
CPS-NIDS with the network specifications listed in Table 3. In this network deployment, when a large
amount of traffic is coming through the Router/Firewall, the Firewall/Router’s access control list
(ACL) can stop some of the traffic as unauthorised or known attackers. After the ACL reduces some
of the traffic, the router sends the traffic to the targeted network. Note that our work is different from
those in [18,19], where we now take a further step to investigate the performance of the CPS-NIDS in a
practical high-speed and heavy-traffic network with large packet sizes using various MCPs and OPs.
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. 192168227
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192.168.4.2
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192168.2.1/24@192.168.4.0/24 E
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Attacking machine
Linux
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Figure 3. Proposed testbed for Centralised Parallel S-NIDS evaluation.

Table 3. Network specification for Testbed 5.

Machine IP Address Functionality
PC1 192.168.1.2/24 S-NIDS on Windows 7
S-NIDS on Windows Server 2012

PC2 192.168.3.2/24 & Database server (same machine)
PC3 192.168.2.2/24 S-NIDS on Linux
PC4 192.168.4.2/24 Traffic generator/ Attacking machine on Windows 7
PC5 192.168.4.3/24 Traffic generator/ Attacking machine on Linux
PCé6 192.168.1.3/24 Receiving host
PC7 192.168.2.3/24 Receiving host
PC8 192.168.3.3/24 Receiving host
Switch 1 N/A Connecting VLAN 2, VLAN 3 and VLAN 4
Switch 2 N/A Connecting PC4 and PC5

ge 0/0:

192.168.1.1, 192.168.2.1,
Router 192.168.3.1 Connecting internal and external networks

ge 0/1:

192.168.4.1

5. Experimental Results and Evaluation

In this experiment, three types of packets are considered, including TCP, UDP and ICMP packets.
The percentage number of the packets received, the packets analysed and the packets dropped are
calculated by taking the average of the three packet types.

5.1. Performance Metrics

Besides the analysis of the number of packets received, packets analysed and packets dropped
in S-NIDS, let us introduce a new metric, namely packet analysis efficiency (PAE), which is defined
as the ratio of the number of packets analysed and the number of packets received. This new metric
helps in providing a fair comparison between various network configurations with respect to various
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testbeds. (Note that the packets sent but not received for analysis can be found from the PAE given
the number of packets received and the total number of packets sent (i.e., 50,000 packets for heavy
traffic models and 10,000 packets for other models).)

Let N)((l;)/, N)((‘?Q and N)((]/JQ, X € {Windows 7, Windows Server 2012, Linux}, Y € {i7, i5}, denote
the number of packets received, the number of packet analysed and the number of packets dropped,
respectively, in the S-NIDS using OS X and MCP Y. In addition, letting 77x y denote the PAE of the
S-NIDS, we have

NG

Y
(R)
Nyy

)

nxy =

In this work, we aim at finding an optimal network configuration to minimise the number of packets

dropped, i.e.,
(D
min —
Xy NR)”
X,

Z
<3

@

Z
~Z

Since N >(<R1)/ =N )((A; + N )((DQ’ we can rewrite Equation (2) as

min | 1 — %
(R)
XY NX,Y

®)

Therefore, the optimisation problem in Equation (2) is equivalent to maximising the PAE. That is,

. 4
maxiyx,y 4)

’

5.2. Impact of OSs on SNIDS Performance

Table 4 shows the experimental results of five testbeds under investigation with respect to
different OSs, including Windows 7, Windows Server 2012 and Linux. The network parameters and
specifications are set as stated in Sections 3 and 4. The average number of the packets received, the
packets analysed and the packets dropped in various testbeds are plotted in Figures 4-6, respectively.
It can be observed that the proposed CPS-NIDS in testbed 5 achieves the highest performance. In
addition, the Linux OS is shown to be able to receive and analyse the highest number of packets with
the lowest number of packets dropped in all testbeds compared to Windows 7 and Windows Server.

Table 4. Experimental results of all testbeds w.r.t. various operating systems.

Packets Packets Packets

Testbed 05 Received Analysed Dropped
Testbed 1 W%ndows 7 91.67% 67.00% 24.67%
(Heavy Traffic) Wmdows Server 87.67% 63.33% 24.33%

Linux 93.67% 75.00% 18.67%
Testbed 2 W%ndows 7 86.00% 54.00% 32.00%
(High Speed) Windows Server 88.00% 55.67% 32.33%

Linux 90.33% 62.00% 28.33%
Testbed 3 W?ndows 7 80.67% 44.33% 36.33%
(Large Packets) Windows Server 80.67% 46.00% 34.67%

Linux 85.67% 54.33% 31.33%
Testbed 4 Windows 7 73.00% 36.67% 36.33%
(Heavy Traffic Windows Server 73.33% 38.33% 35.00%
& High Speed) Linux 74.00% 40.00% 34.00%
Testbed 5 Windows 7 94.33% 81.67% 12.67%
(Centralised Parallel ~ Windows Server 94.00% 83.00% 11.00%
S-NIDS) Linux 98.00% 89.33% 8.67%
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Wi Testbed 2
M Testbed 3
[CTestbed 4
[ ITestbed 5
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Windows 7 Windows Server Linux

Figure 4. Comparative results of the packets received using different operating systems w.r.t.

different testbeds.
100 Ml Testbed 1
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_.80r ] 7 |ElTestbed 4
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» 60 b
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0

Windows 7 Windows Server Linux

Figure 5. Comparative results of the packets analysed using different OSs w.r.t. different testbeds.

40 Ml Testbed 1
W Testbed 2
] — M Testbed 3
[Testbed 4
;\?30 - 7 |[[JTestbed 5
ko]
o}
Q
Q
220+ .
kel
@
5}
X
&
i H H |
0

Windows 7 Windows Server Linux

Figure 6. Comparative results of the packets dropped using different OSs w.r.t. different testbeds.

For a fair comparison, Figure 7 plots the PAE of all five testbeds with respect to various OSs.
An improved performance of up to 10% can be achieved with Linux OS, while the Windows 7 is
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shown to have the lowest performance. In particular, testbed 5 is shown to achieve a highest PAE over
all other testbeds, which accordingly verifies the effectiveness of the proposed CPS-NIDS in intrusion
detection in multiple VLANSs with a low false positive, less processing and, most importantly, a very
low number of packets dropped.

I Windows 7
0.9 HE@Windows Server,| —
[JLinux

Testbed 1 Testbed 2 Testbed 3 Testbed 4 Testbed 5

Figure 7. Packet analysis efficiency of S-NIDS in different OSs w.r.t. different testbeds.

5.3. Impact of MCPs on S-NIDS Performance

Investigating the impact of MCPs on the performance of S-NIDS in various testbeds, Table 5
summarises the experimental results of five testbeds using either i5 or i7 MCPs. Similarly, the network
parameters and specifications of the testbeds are set as in Sections 3 and 4. Figures 8-10 sequentially
plot the average number of the packets received, the packets analysed and the packets dropped in
five testbeds with different MCPs. It can be seen that the proposed CPS-NIDS in testbed 5 achieves
the highest performance with any types of MCPs. In addition, in these figures, a higher S-NIDS
performance is achieved with the i7 compared to that of the i5, which can be easily verified due to the
higher efficiency of the i7 processor with the latest technology.

Table 5. Experimental results of all testbeds w.r.t. various multi-core processors.

Packets Packets Packets

Testbed MCP Received Analysed Dropped
Testbed 1 i7 94.33% 76.33% 18.00%
(Heavy Traffic) i5 91.67% 67.00% 24.67%
Testbed 2 i7 87.33% 59.67% 27.67%
(High Speed) i5 86.00% 54.00% 32.00%
Testbed 3 i7 85.33% 50.33% 35.00%
(Large Packets) i5 80.67% 44.33% 36.33%
Testbed 4 i7 75.33% 43.00% 32.33%
(Heavy Traffic+High Speed) i5 73.00% 36.67% 36.33%
Testbed 5 i7 98.67% 91.00% 7.67%

(CPS-NIDS) i5 94.33% 81.67% 12.67%
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Figure 9. Comparative results of the packets analysed using different MCPs w.r.t. different testbeds.
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Figure 10. Comparative results of the packets dropped using different MCPs w.r.t. different testbeds.

Considering the fairness in comparison of various configurations, Figure 11 plots the PAE of all
five testbeds with respect to two MCPs (i.e., i5 and i7). An improved performance of up to 8% is
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shown to be achieved with the i7 processor in all testbeds. Again, testbed 5 is shown to achieve the
highest PAE over all other testbeds, which reflects the effectiveness of the proposed CPS-NIDS in any
network configuration.

W7 MCP
0.9 HJi5 MCP B

0.8
0.7
0.6
L
< 0.5
o
0.4
0.3
0.2
0.1

L L L L L
Testbed 1 Testbed 2 Testbed 3 Testbed 4 Testbed 5

Figure 11. PAE of S-NIDS using different MCPs w.r.t. different testbeds.

6. Conclusions

In this paper, we have proposed a comparative experimental design to evaluate the performance
of an open-source S-NIDS taking into account practical computer networks deploying the latest
technology. Various testbeds have been built to reflect the practical network scenarios including high
data speed and/or heavy traffic and large packet size. Furthermore, we have proposed CPS-NIDS to
deal with high data speed and heavy traffic by employing, in parallel, S-NIDS in multiple VLANS.
The proposed system not only enhances the performance in terms of a reduced number of packets
dropped but also facilitates the network security management to access and keep records of all attack
behaviours. By analysing the PAE, it has been shown that an improved performance of up to 10%
can be achieved with Linux OS over other OSs, while an i7 MCP obtains up to 8% of improved
performance over an i5 MCP. For future work, we will investigate the performance of the proposed
CPS-NIDS, taking into account the effects of the bottleneck with packets lost at the central server, as
well as the optimisation of the traffic splitting at the central server for VLAN groups with respect to
various configurations of MCPs and OSs.
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