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Abstract— The addition of massive machine type communication (mMTC) as a
category of Fifth Generation (5G) of mobile communication, have increased the
popularity of Internet of Things (IoT). The sensors are one of the critical com-
ponent of any IoT device. Although the sensors posses a well-known historical
existence, but their integration in wireless technologies and increased demand in
IoT applications have increased their importance and the challenges in terms of
design, integration, etc. This survey presents a holistic (historical as well as archi-
tectural) overview of wireless sensor (WS) nodes, providing a classical definition,
in-depth analysis of different modules involved in the design of a WS node, and
the ways in which they can be used to measure a system performance. Using the
definition and analysis of a WS node, a more comprehensive classification of WS
nodes is provided. Moreover, the need to form a wireless sensor network (WSN),
their deployment, and communication protocols is explained. The applications of WS nodes in various use cases have
been discussed. Additionally, an overlook of challenges and constraints that these WS nodes face in various environments
and during the manufacturing process, are discussed. Their main existing developments which are expected to augment
the WS nodes, to meet the requirements of the emerging systems, are also presented.

Index Terms— Future Wireless Communication, Internet of Things (IoT), Sensor Electronics, Wireless Sensor (WS),
Wireless Sensor Network (WSN).

I. INTRODUCTION

SENSORS are capable of accurately estimating the envi-
ronmental changes, and are known to guide humans since

Han dynasty [1]. The seismometer is a sensor developed in 2nd

century by Zhang Heng (a Chinese astronomer and mathemati-
cian), used to sense earthquakes [2], and the auxanometer and
the crescograph are the senors used to measure the growth in
plants [3] [4]. Whereas, the galvanometer developed by Hans
Christian Ørsted in 1820 (a Danish chemist and physicist) is
used to measure the flow of electric current [5]. Moreover, the
actinometer developed in 1825 by Sir John Frederick William
Herschel (an English astronomer and mathematician) is used to
measure thermal power and radiations [6]. Based on the appli-
cations, scenarios, and the environment, the sensor(s) can be of
different types. For instance, to measure sound/noise levels in
a given environment, the acoustic sensors, e.g., hydrophone,
microphone, etc., are used [7]. Similarly, thermometer is a
popular sensor, used to measure the temperature [8]. To the
best of authors’ knowledge and information available in the
literature, different sensor types are presented in Fig. 1.
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Nowadays, the sensors are playing a vital role in our daily
routine tasks, e.g., tactile sensors used in elevators, lamps that
are brighten or dim by a touch of hand, fire alarms, motion
detectors etc., are a few examples. The advancements in micro-
machinery have enhanced the expansion of sensors beyond
their traditional types as indicated in Fig. 1. The magnetic, an-
gular rate, and gravity, known as MARG, is one of the classic
examples of such type of expansion, which is used to estimate
the altitude of an aircraft [9]. The Microelectromechanical
Systems (MEMS) technology has enabled the manufacturing
of these sensors on a microscopic scale [10]. The micro-
sensors developed using different microscopic approaches are
comparatively more accurate and faster than the older sensors.
Due to the increased demand for rapid, reliable and affordable
data access, the lost-cost and easy to use disposable sensors
have gain more importance [11].

With the evolution of telecommunication technology, espe-
cially, with the advent of wireless communication, more efforts
have been put to integrate the sensors with the wireless anten-
nas, that are capable of transmitting sensing information over
large distances. The integration of wireless communication
technology with the sensors has enabled the humans to gain
useful information from hard to reach areas. In current era of
Fifth Generation (5G) of mobile communication and beyond,
and the addition of massive Machine Type Communication
(mMTC) and Ultra-reliable Low Latency Communications
(URLLC) use cases have increased the connectivity and re-
liability of Internet of Things (IoT) devices [12], [13]. It
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is envisioned that the number of IoT devices will reach 75
billion by 2025, which is significantly going to increase the
popularity of sensors in wireless communication domain [14].
This increase in the popularity of IoT devices, will arise a
plethora of challenges to meet the end-user requirements. In
order to tackle with such challenges, firstly, there is a need
to understand the physics behind these sensors, which will
result in a more fruitful integration with the wireless domain
and in return provide a meaningful platform to address these
challenges effectively.

A. Related Work

To the best of authors’ knowledge, there is no in-depth
survey, covering all aspects (design, applications, and research
gaps) of sensors, their integration with wireless infrastructure,
and the challenges associated with these Wireless Sensor
(WS)s by integrating them with future wireless communication
technologies. Nevertheless, there is some work available in
the literature that discuss few aspects of WSs briefly. In [15],
the authors provide a survey on some applications of WSs
and Wireless Sensor Network (WSN)s. Application of WSNs
in railway industry has been surveyed in [16]. These two
surveys lack the design and integration challenges, as well
as a historical perspective of WSs. In [17], a detailed survey
on WS is performed, while considering the challenges faced
by these WSs in various applications. Although the work on
[17] is a state-of-the-art on sensors, it lacks the challenges
from the wireless communication (including 5G and beyond
technologies) and sensors’ electronics perspective. The work
of [17], also neglects the environmental constraints that the
WS may face. Similarly, the works of [18] and [19] only
covers the communication aspect of WSs. There are some
other studies as well, that briefly surveys on various aspects
of WSs [20]–[24].

There are several Key Performance Indicator (KPI)s that
define the efficiency and performance of a WS node as well as
its ability to work in a networked environment. In this regard,
the work in [25] highlights different methodologies that can
be employed to increase the throughput of WSN. The energy
efficiency is one of the critical and challenging aspect in a WS
node as well as WSN. In [26], a survey on data aggregation
and privacy preservation have been carried out to overcome the
communication overheads, which in return helps in optimizing
the energy budget. Similarly, in [27], tree based techniques
have been surveyed for data aggregation in WSs to enhance
the battery life of WS nodes. Moreover, in [28], the authors
look into various optimization algorithms that can enhance the
lifetime of each WS node(s) as well as WSN.

Though there are a number of studies available in the
literature that discuss various aspects of WSs as well as WSN,
a holistic overview is missing. This significant gap can result
in misinterpretation of various design and technical aspects of
WS nodes. The aim of this paper is to fill knowledge gaps
and provide an updated state-of-the-art survey on WS nodes.
In this study, we are aiming to provide a holistic overview
of WSs, types and classification of WSs, electronics involved
in the design of a WS node, collaboration of WSs to form a

WSN, integration of WSs in future communication systems,
KPIs, highlighting key research challenges associated with a
WS node and some possible solutions. This comprehensive
overview will help better understand physics behind a WS
providing important insights for a better integration with future
communication systems.

B. Contributions
This paper covers various technical and non-technical as-

pects of sensors, their integration with wireless technologies,
and the collaboration of different WSs to form a WSN. It
provides an architectural overview of WSs, how they can be
used in wireless networks, environmental constraints, their
usefulness in modern day applications, and the design chal-
lenges that they encounter. We also discuss fundamental KPIs
necessary to determine the performance of these WS nodes.
The contributions of this paper are summarized as follows:

• We provide a holistic overview of WSs, including various
architectural aspects. A modified generic classification of
WSs is also provided.

• We provide an in-detail explanation on how numerous
WSs can collaborate to form a WSN. The deployment
scenarios and communication protocols of a WSN are
also covered.

• We explore different applications of WSs, and how the
WSs are benefiting and actively playing a key role in
various domains.

• We provide a complete list of KPIs that are used to define
the performance of any WS nodes. This lead us to identify
some of the research challenges and promising research
directions, that can be used to optimize and enhance the
performance of WSs. We also provide some suggestions
and some solutions, that might be used to minimize these
issues.

C. Paper Outline
The remainder of the paper is organized as follow: Section

II provides a holistic overview of WS nodes. A compre-
hensive definition and an in-detail architectural overview is
also covered in this section. Section III, provides an updated
and wholly integrated classification of WS nodes. Section
IV, provides an explanation related to the collaboration of
numerous WS nodes to form a WSN. Section V discusses
some of the applications of WSs by identifying the key areas,
in which these WS nodes are actively participating. Section
VI, explains the vital performance parameters and how they
effect the working of WSs. This section also discusses some
of the challenges and open research statements and suggests
some possible solution that might be useful to overcome these
challenges. Finally, we conclude the paper in Section VII.

II. WIRELESS SENSORS: DEFINITION AND
ARCHITECTURE

A modern day sensor/sensor node is a device capable of
gathering changes in its vicinity, sometimes capable of pre-
processing those changes and then transmitting it to other
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Fig. 1. Types of sensors.
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Fig. 2. A classical wireless sensor node architecture.

nodes or directly to the gateway node [29]. A sensor node
can also be termed as a mote, and a mote can be a node but
a node is not always a mote [30]. The transmitting medium,
over which a sensor node transmits its sensing information,
can be a wired or a wireless channel [31], and for the scope
of this paper, we only focus on the wireless medium.

A. Wireless Sensor Node Architecture

A classical architecture of a WS node is shown in Fig. 2
where a WS node constitutes of five fixed modules and one
adjustable module. The fixed modules consist of a fixed power
supply, which can also be a battery, with or without recharge-
able capabilities. A controller controls the functionality of a
WS node by processing the data and performing operational
and maintenance activities. A memory module is often added
to a WS node, based on the application requirements and
to perform programming (algorithms implementation) tasks.
A transceiver is used for communicating with other WS
nodes and to transmit the sensory information. The analogue
to digital converter is used to convert the analogue signal

produced by the sensors into a digital form, to make it
understandable for the controller. The adjustable module in a
WS node is sensor(s), which are entirely application specific.
The detailed description of each of these modules is provided
in the following.

• Power Supply: The power supply is a critical component
of any WS node, and can be termed as the heart of it.
There are some applications, where these WS nodes can
be equipped with a continuous power supply, like for
instance, in measuring the thermal heat in data centers
etc., [32]. Mostly, the WS nodes are deployed in hard-
to-reach locations and are equipped with removable and
rechargeable batteries. The lifetime of these batteries is
a critical aspect for any WS node. In the development
phase of a WS node, it is needed to be ensured that there
is enough power supply for a wireless mote to perform
the intended sensing operation(s), as it is really hard
and costly to replace them very often. Hence, making
the energy efficiency as one of the critical and open
research statement for WS nodes. There are following
three main operations performed by a WS node, that
consumes power:

– Sensing.
– Communicating.
– Data processing.

Among these three operations, the processing of data
transmission requires a significant amount of battery
power. The cost of energy required in transmitting 1 kb
of data at approximately a distance of 330 ft is similar
to an execution of 3 million instructions per second [33].
The batteries used by these sensors are classified based
on the material used for manufacturing, e.g., lithium-ion,
nickel-cadmium, nickel-metal hydride, etc., [34]. Some
new WS nodes are also capable to harvest energy from
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TABLE I
COMPARISON OF DIFFERENT OPERATING SYSTEMS USED IN WIRELESS SENSORS

Attribute TinyOS LiteOS RIOT Contiki PreonVM
Software language nesC C/LiteC++ C/C++/Rust nesC C,Java
Execution model Event driven Multithreading Multithreading Protothread Multithreading
Kernel Monolithic Modular Microkernel Modular -
Real-time support ✗ Partial ✓ Partial -
Platforms 3ARM7, PXA271 ARM,RISC-V ARM Cortex MSP430 ARM Cortex-M3
Low power support ✓ ✓ ✓ ✓ ✓

Scheduling Preemptive Priority Multithreading Preemptive Multithreading
Network stack BLIP - ✓ ✓ ✓

Communication security ✓ ✓ ✓ ✓ ✓

Simulation support TinySEC ✓ ✓ Cooja ✓

various sources, such as, Radio Frequency (RF), solar,
vibrations, etc., but require additional electronics [35].

• Controller: The controller is referred to as the brain
of any WS node, as it controls the functionality of the
wireless mote. Commonly, a microcontroller serves the
purpose of a controller, but there are other alternatives
as well, e.g., Field Programmable Gate Arrays (FPGAs),
Digital Signal Processors (DSP), microprocessors, etc.,
but generally, a microcontroller is preferred because of
its lower cost and lower power consumption [36].

• Memory: The memory module present on a WS node
servers two purposes, one storing sensing data and the
other is for programming the device. Generally, the
memory requirements are set based on the applications.
Mostly, a microcontroller equipped with an on-board
memory chip serves as the memory module. In particular,
the flash memory is preferred because of their lower cost
and more storage [37].

• Transceiver: WS nodes equipped with wireless
transceiver (ability to both uplink and downlink data)
possess the capability of transmitting the sensing
information over the wireless channel. The WS nodes,
usually transmit their sensing data in Industrial, Scientific
and Medical (ISM) band. The transceiver associated with
WS nodes usually operates in four states, i.e., receive,
transmit, idle and sleep. The modern day transceivers
are generally equipped with state machines, that are able
to perform some of these operation automatically. It is
noted that the power consumption in idle mode is equal
to power consumption in receiving mode, and requires
some innovative techniques to have a sheer difference
between the two states. Similarly, a significant amount
of power is consumed while switching between different
modes [38].

• Analogue to Digital Converter: The sensors produce
analogue signals, which need to be converted into a
digital form so that it can be readable by a controller.
Analogue to digital converter usually acts as an interpreter
between controller and the sensor(s) [18].

• Sensors: The sensor module is basically the front-end of
a WS node and directly interacts with the environment.
Based on the intended applications, the sensors can be of
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Fig. 3. Classification of wireless sensors.

various types as shown in Fig. 1.

B. Operating Systems

Similar to a general purpose computer, an operating system
with less complexity is usually required for WS nodes. The
operating system for WS nodes closely resembles an em-
bedded system and the operating systems such as Embedded
Configurable Operating System (eCos), microcontroller oper-
ating systems, etc., can serve the application specific needs of
WSN [39], [40]. The first ever WSN specific operating system,
TinyOS was developed collaboratively by University of Cali-
fornia, Intel Research, and Crossbow Technology [41]. Instead
of multithreading, TinyOS uses event driven programming
model, where a signal is triggered based on the occurrence
of an external event [42]. The Lightweight Operating System
(LiteOS), developed by Huawei, is fairly a new operating
system for WSNs and supports C programming language [43].
RIOT, Contiki and PreonVM are some other examples of
operating systems developed specifically for IoT based WS
nodes [44]–[46]. A comparison of various attributes of well-
known operating systems for WS nodes is shown in Table I.

III. CLASSIFICATION OF WIRELESS SENSORS

WSs can be classified in a variety of ways. Mostly, the work
available in the literature have classified the WSs based on
their applications [19], [47]–[50]. In [17], the authors classify
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the WSs based on different factors, such as, deployment, re-
porting, and monitoring making it purely application specific.
Similarly, in [49], six different categories have been identified
to classify WSs, which include operational environment, type
of sensor node, network, etc., again restricting the classifi-
cation to intended application. Moreover, the works of [51],
[52], classify the WS based on different protocols that each
WS node strictly follows to perform intended sensing and data
transmission operations.

In this survey, we have provided a simple yet comprehensive
classification of WSs as shown in Fig. 3. This simple approach
classifies the WSs into four main types listed below:

• Reporting method.
• Detection.
• Conversion.
• Output.
The WSs based on their reporting method can be classified

into two groups, i.e., active and passive. Active sensors are
periodic, as they continuously transmit the data after meeting
a certain threshold, whereas, passive sensors generally transmit
the data upon receiving an acknowledgement signal from
the sink node/gateway. The sonar and radar are excellent
examples of active sensors that require a continuous amount
of power supply [53]. The passive sensors can be further sub-
divide into omnidirectional sensors (no well-defined direction
for measurement), and narrow-beam sensors (having a well-
defined direction for measurement) [54], [55]. The detection
based classification of WSs depends upon the means by which
a sensor detects a change in its sensing area. Some classical
examples of detection are radioactive, biological, electrical,
etc. The classification based on the conversion phenomenon
requires a different output in comparison to an input [56].
Electro-chemical, electromagnetic, thermo-electric, etc., are
some of the examples of this type of classification [56]. The
classification based on the output is divided into two types,
i.e., analogue and digital. The analogue sensors produce a
continuous signal as an output, whereas the digital signal is
produced as outputs by a digital sensor.

IV. WIRELESS SENSOR NETWORKS

The WS nodes are restricted in terms of their transmit
power, size, and the coverage area where the physical attributes
are needed to be measured. The collaborative use of WS
nodes to overcome such limitations and to broaden their
sensing horizon lay down the foundation of a WSN. A typical
WSN can be defined as a network of spatially distributed
WS nodes, which are assigned to measure some specific
physical characteristics of an environment or an object, and
then forward them to a central/gateway node or to another
WS node [57]. Illustration of a typical WSN is shown in Fig.
4 where each WS node gathers their sensing data and transmit
the data directly towards the gateway node or to towards the
neighbouring WS nodes. Finally, all the sensing data must be
received at the gateway node to be gathered at the central
server using the internet cloud.

Wireless Sensor 
          Node

Gateway

Internet

Central Server

Wireless Link

Fig. 4. An illustration of a wireless sensor network.

A. Wireless Sensor Network Topology

The ways in which these WS nodes are deployed in a WSN
are termed as WSN topologies. There are numerous ways in
which these WS nodes can be deployed within a WSN. Among
all the parameters listed previously, the energy efficiency plays
a critical role in deciding the topology of a WSN. Based on
energy efficiency constraint the toplogies of the WSN can be
divided into the following three main types [29], [58]:

• Star.
• Mesh.
• Hybrid.
The star topology follows a layered architecture, where each

WS node directly communicate with the gateway and are
restricted to perform a cooperative communication (are not
allowed to communicate with each other). In star topology,
all the WS nodes, must be within the communication range
of the gateway. The star topology is helpful in minimizing
the power consumption of each WS node, but is permissible
for large scale network [59]. In mesh topology, the WS nodes
are allowed to communicate with each other and the gateway
node as well, if they are within their communication range.
The mesh topology is suitable for large scale network and are
highly reliable, but are less energy efficient, as compared to
star topology [59]. The hybrid topology is a combination of
star and mesh topology and usually employed to overcome the
limitations of star and mesh topology. In hybrid topology, a
WS node having a minimum power level (below a predefined
threshold) does not forward data packets of other nodes, hence
optimizing the energy efficiency of WSN. The other toplogies
proposed in the literature are the evolved version of these
three basic topologies. For instance, the digimesh [60] and
zigbimesh [61] are the advanced version of a mesh topology.
The topologies directly impact the routing of data from a WS
node to the gateway node as well as the scheduling of data at
each WS node.
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(a) Star

(b) Mesh

(c) Hybrid

Wireless Sensor 
Node

Gateway

Wireless  Link

Fig. 5. An illustration of a wireless sensor network topology (a) star, (b)
mesh, and (c) hybrid.

B. Communication Protocols

The way in which the WS nodes communicate with each
other as well as with the gateway by using a wireless channel,
require some wireless standards. These standards are usually
defined by IEEE 802.15.4 working group [62]. Zigbee protocol
is a wireless network stack of IEEE 802.15.4 that connects WS
nodes transmitting data at 2.4 GHz and is usually suited for
applications requiring transmission of information over short
distances [63]. Thread is fairly a new protocol. It is similar
to Zigbee protocol (thread also transmits at 2.4 GHz) and
also uses the wireless network stack of IEEE 802.15.4 [64].
The key difference between Zigbee and Thread is the use of
Internet Protocol (IP) addressing, i.e., Thread uses IPv6 over
Low Power Wireless Personal Area Networks (6LoWPAN)
[65] and is encrypted using Advanced Encryption Standard
(AES) [66], whereas, Zigbee is built entirely on physical and
data link layers [62]. Since, Zigbee and Thread are preferred
for short range communication, there are other standards for

long range communication. For instance, the Z-wave is usually
used for long range communication at 915 MHz, but results
in a very low data rate [67]. Low-power Wide-area Network
(LPWAN) is yet another technology which provides long range
and low power communication between WS nodes and the
gateway [68]. Recently, the Narrowband IoT (NB-IoT) and
Long Term Evolution for Machines (LTE-M) have emerged
as promising technologies for low power IoT devices and can
provide connectivity to million of WS nodes by relying on
cellular technology [69], [70].

V. APPLICATION OF WIRELESS SENSORS

The use of WSs is rapidly evolving, and nowadays they
are considered as an integral part in performing routine tasks.
With the addition of mMTC as a use case in 5G, the popularity
and feasibility of using WSs in IoT domain have gain a lot
of interest, and it is predicted that the number of connected
IoT devices would reach 125 billion by 2030 [82]. There
are numerous applications, in which the WSs are actively
playing or can play an active role in making the human
life more secure, increasing industrial production efficiency,
helping towards global warming, etc. Based on the literature,
some of the key areas in which WSs are actively participating
are listed below:

• Industrial automation.
• Environmental monitoring.
• Healthcare and patient monitoring.
• Livestock & wildlife monitoring.
• Military applications.
Although the WSs are known for decades, here their ap-

plications in the above areas are briefly explained. In various
industrial verticals, the WSs are proving to be cost effective, as
it is estimated that a continuous WS monitoring setup can save
energy consumption up to 18%, in comparison to traditional
manual periodic checkups [83]. The real time monitoring
is made possible by using WSs, which has played a major
role in automating various industrial processes. For instance,
the inventory can be managed effectively by using the WSs,
and can eliminate the fear of over-stocking, replenishing the
required products on time, removes burden on productions,
etc., [84]. Ocado, one of the leading online supermarkets
in United Kingdom, is effectively exploiting the IoT based
WSN in increasing the efficiency of their warehouses [85]. To
measure the health and efficiency of machinery in real time,
the industries are actively employing WSNs [86]. Similarly, a
WSN can be used to measure the environmental parameters in
any industrial area, such as, raising an alarm for evacuation on
detection of any gas leakage, liquid and other harmful stuff,
hence saving human life [71].

Modern day equipment, along with bringing an ease to
human life, have also brought some byproducts, which are
being added to our environment, hence, creating adverse
effects. The global warming is one of the byproducts of these
luxuries. To prevent human health from these adverse effects,
the environmental monitoring is becoming a fundamental thing
and is being made possible because of WSs [87]. In an urban
environment, a study have been proposed in [72] for measuring
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TABLE II
COMPARISON OF LITERATURE USING VARIOUS ATTRIBUTES OF WIRELESS SENSORS & WIRELESS SENSOR NETWORKS

Citation Operating System Application Network Topology Communication Energy Harvesting
[71] - Industrial Hybrid Zigbee -
[72] - Environmental Star LTE-M ✓
[73] - Healthcare Star ZigBee ✗
[74] - Healthcare Star - ✗
[75] ✓ Livestock Star - -
[76] ✓ Livestock Hybrid ✓ -
[77] - Livestock Star ZigBee ✗
[78] Contiki Wildlife Hybrid RFID & 802.15 ✗
[79] ✓ Environmental Hybrid ✓ ✗
[80] ✓ Industrial ✓ ✓ ✓
[81] ✓ Military Hybrid ✓ -

the different noise levels in real time using the WS nodes.
Similarly, Breathe London is a project which uses WS nodes
to measure the quality of air in different parts of London
[88]. The impact of deforestation, have also risen the need to
measure the growth of trees, plants, etc., in real time as they
directly impact the level of oxygen in the environment. In [89],
a fast bacteria detection method in olive tree is presented by
using WS nodes that can be adaptive to other kinds of trees
as well. Moreover, a company, Nature 4.0 is purely dedicated
to develop innovative IoT products to save environment from
various adverse effects [90]. The TreeTalker (TT +) is one of
their products that measure the water consumption, biomass
growth, etc., in a tree.

In healthcare sector, the WS nodes are also actively saving
human lives. In medical domain, the WS nodes can be
implanted inside the human body, can be worn over a specified
area of the human body, and they can be embedded in an envi-
ronment for patient monitoring. In orthopedic, the implantable
WS nodes are used to monitor the physical conditions of
bones in real time. In [91], an extensive literature survey on
implantable WS nodes have been carried out, which identifies
the advantages and challenges related to the use of implantable
WSs. An example of a body worn WS to treat Cardiovascular
patients effectively has been proposed in [73]. It is estimated
that in United States, every year, 3 million elderly people
are brought to Accidents & Emergency (A&E) for fall-related
injuries [92]. Here, the use of WS nodes have been proven to
be an effective approach in reducing such injuries [93]. The
environment-embedded WSs also play a key role in monitoring
the health of patients. In [74] the environment-embedded WS
nodes are employed to monitor the health of elderly, in mobile
as well as static conditions.

WS nodes are also facilitating the farmers with the real time
monitoring of their livestock. To study the animal’s activi-
ties and behaviour, Commonwealth Scientific and Industrial
Research Organisation (CSIRO) have developed a platform
using the WS nodes [75]. Similarly, in [76], the authors uses
wireless temperature sensors to predict the pregnancy in cows.
Moreover, in [94] a livestock health monitoring system is
proposed by using the WS nodes, and in [77], an electronic
nose (e-nose) is developed using WSs to measure the odors in
and around livestock farms. Apart from livestock, WSs are
also used to monitor wildlife, to balance and stabilize the
ecosystem [78]. In [95], the authors proposes a mechanism

based on WS nodes to gather information related to different
wildlife species, which in return helps to undertake necessary
steps to protect wildlife. Furthermore, the WSs are also
being used in various military domains [96]. Military graded
unmanned ground vehicles and drones are some of the popular
military based applications where WS nodes are playing a
key role [97], [98]. In [99], a method of integrating WSs and
drones is proposed to effectively perform rescue related oper-
ations. In [100], an energy efficient WSN has been proposed
to effectively monitor various military related verticals. A
comprehensive comparison of literature on WSs/WSNs using
various attributes in shown in Table II.

VI. PERFORMANCE INDICATOR, RESEARCH
CHALLENGES & FUTURE OF WIRELESS SENSORS

The addition of mMTC as a use case of 5G, have increased
the use of IoT devices in industrial as well as user-specific
applications. The increased usage of WSs associated with IoT
devices have increased the challenges in fulfilling the end-
user demands. Standardizing technology, energy efficiency,
handling heterogeneous traffic, reducing cost in the design
of WS nodes, securing user information, etc., are some of
the challenges that are being faced by WSs [101]. In our
recent Newsletter, we have showed that the combined use
of Multiple-Input-Multiple-Output (MIMO) and Intelligent
Reflecting Surfaces (IRS) (see Fig. 6), can be a solution to
enhance the energy efficiency and provide privacy to users of
WSs, but requires some innovative algorithms and novel hard-
ware designs. Although the challenges related to WSs have
been well-addressed in the literature, yet their incorporation in
the 5G and beyond have added new challenges. The following
are the four important parameters that are used to measure the
performance of WS nodes:

• Interoperability: The interoperability is the extent to
which the WS nodes can communicate with different
types of WS devices. This performance parameter im-
pacts the scalability, self-organization, and routing capa-
bility of WS nodes.

• Energy Efficiency: The energy efficiency directly im-
pacts the lifetime of WS nodes. This parameter indicates
how long a sensor can live and successfully performs the
intended operation.
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Fig. 6. An Illustration of the combined use of MIMO and IRS to
overcome blind spots for WSN [12].

• Security and Privacy: This parameter tells the extent to
which a WS node can perceive the end-user information
and how securely it can transmit sensing information.

• Coverage: The coverage capability of a WS node is to
sense information in its surrounding radius. The coverage
directly impact the energy consumption of a WS node.

Based on these KPIs, the challenges associated with the WS
nodes, with some possible solutions are discussed as follows.

A. Interoperability
The rapid increase in the popularity of WSs with the rise

of the IoT devices, have significantly increased the level of
heterogeneous traffic [102]. Currently, there are more than
three hundred different types of IoT platforms available in the
market, and each of the platform is working under a closed-
ecosystem [103]. This definitely going to increase the issues
related to interoperability. The absence of interopearbility
is highlighted as an economic threat and it is stated that,
solely, the presence of interopearbility between different IoT
platforms can increase the potential benefits of IoT devices by
40% [104]. Nevertheless, the need for the solutions to tackle

the interoperability is growing. Recently, a multi-layer trust
based mechanism has been proposed in [105] to overcome
interoperability issues in WSNs. Similarly, in [106], a cen-
tralized trust management based approach has been utilized
to overcome interoperability. In literature, the use of trust
management is considered as an effective way to overcome
interoperability, but it adds an additional trust computational
burden on resource-constrained WS nodes. In [107], a block-
chain based trust management scheme is proposed, that re-
duces the trust computational load of WS nodes. The use of
semantic graph representation approach is yet another way to
mitigate the issues related to interoperability in WSNs [108].
The absence of interoperability reduces the scalability of WS
nodes. Although, a plethora of research work is available in
the literature to deal with the interoperability [109], [110], yet
they are unable to overcome it completely. There is a need
to work towards the standardization of IoT based WS nodes
[111].

B. Energy Efficiency
Sustainability in the design of WS nodes is a challenging

task. It is expected that the WS nodes can perform the
intended operations for long periods by just relying on a
limited power supply. However, replacement of batteries for
each WS node is cost-prohibitive or even for some hostile
environment applications, it is impossible. The energy con-
sumption requirements of WS nodes varies from application-
to-application and each of the WS node in a WSN is designed
accordingly [112]. The size of a WS node is yet another
factor that limits the use of large batteries. With the increase
in the demand for IoT applications, achieving the required
amount of energy efficiency is becoming a challenging task.
A significant amount of research work have been carried to
enhance the energy efficiency of WS nodes by varying various
hardware and software parameters. The use of energy efficient
scheduling, routing, and clustering algorithms are one of the
simplest, yet effective ways to increase the lifetime of WS
nodes [113]–[116]. Energy harvesting is another popular way
to enhance the lifetime of WS nodes, but requires additional
electronics, hence, increases the cost and size of the WS
nodes [117]. In [118], the use of compressed sensing have
shown to be much effective in prolonging the lifetime of WS
nodes, but works effectively for smaller coverage area. The
research work available in the literature mostly focuses on
software-based algorithms, such as, data-aggregation [119].
However, there exits a significant gap from the hardware
perspective. Nowadays, the WS nodes are manufactured to
perform numerous tasks, which increases the compromise over
power consumption. Therefore, a strong urge in developing
WS nodes with net-zero-energy is required.

C. Security and Privacy
The popularity of WS nodes is also raising concerns related

to the privacy and security of end-users data. In the context
of security and privacy of WS devices, there exists a large
gap, due to the lack of security standards [120]. Numerous
efforts are being made to solve the security and privacy issues
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in WS nodes. Radio Frequency Identification (RFID) and
new 5G standards are aiming to solve the privacy concerns
at hardware level [121], [122]. Whereas, at software level
blockchain and key management systems are proving to be
effective solutions against security threats [123], [124]. The
energy constraints also limits the use of more powerful security
protocols is WSs. In [125], a lightweight security algorithm
based on intrusion detection is used to provide energy ef-
ficient security and privacy in WSs. Similarly, in [126], an
energy efficient hybrid intrusion detection based lightweight
security and privacy preservation scheme is proposed. The
trust-based schemes are also useful in securing the user data
in WS nodes, but consumes more energy, in comparison to
lightweight algorithm. To address the issues in trust-based
security schemes, in [127], the authors propose a new energy
efficient trust evaluation scheme. The new technologies, such
as blockchain, have also proven to be much effective [128],
[129]. Nevertheless, there still exist challenges in achieving
the optimal performance in terms of security and privacy and
to gain trust of end-users, which imposes a significant impact
on the economical growth of IoT-based WSs.

D. Coverage
Covering a sensing region optimally is one of the critical

challenge faced by a WS node. Coverage plays a critical role
in keeping the energy consumption within the required limits,
to maintain the Quality of Service (QoS), and to enhance
the lifetime of WS nodes [130]. The physical coverage area
of a WS node is defined by the capability of a WS node
to sense information in its surrounding radius [131]–[133].
Whereas, in [134], the authors propose a new and more
useful definition of coverage based on the cooperation and
information received from neighbouring WS nodes. A notable
amount of work is available in the literature to solve the
coverage related problems of WS nodes. In [135], the authors
surveys various strategies to solve the coverage problem of
WS nodes. Virtual force, voronoi-based, vector-based, etc., are
some of the classical examples of algorithms used to optimize
the coverage of a WS node [136]–[138]. A Bee protocol is
proposed in [139], to improve the coverage of a WS node,
which in return, improves the energy efficiency of WSN. The
topology by which each of WS node is deployed in a WSN is
also an effective method to improve the coverage of each WS
node [140]. However, the increase in the use of WSs in delay-
tolerant applications, such as, healthcare, livestock monitoring,
etc., have significantly increased the challenges associated in
achieving the optimal coverage. Therefore, it is difficult to
achieve optimal coverage and energy efficiency at a given
instant, and requires some new and innovative techniques.

VII. CONCLUSION

This paper provides a holistic overview of WS nodes. It
starts by providing architectural background of sensors, their
types, and how they are integrated with wireless technologies.
Afterwards, a generic definition and architecture (exploring
both hardware and software domains), of a WS node is
explored. A generalized classification of WSs have been

provided. Moreover, the collaboration of numerous WS nodes
to form a WSN is explained. Furthermore, the applications
of WSs in various domains have been discussed. It also
highlights some KPIs to measure the performance of a WS
node. Finally, based on the KPIs, this survey provides some
research problems that are currently being faced by WS nodes.
This indeed provides possible future research directions to the
research community working on WS nodes. Overall, the aim
of this survey is to provide a comprehensive guideline on WS
nodes.
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military applications of wireless sensor networks,” in 2012 Mediter-
ranean conference on embedded computing (MECO). IEEE, 2012,
pp. 196–199.

[97] T. Czapla and J. Wrona, “Technology development of military applica-
tions of unmanned ground vehicles,” in Vision Based Systemsfor UAV
Applications. Springer, 2013, pp. 293–309.

[98] P. J. Springer, Military robots and drones: a reference handbook.
ABC-CLIO, 2013.

[99] H. Kim and K. Choi, “A modular wireless sensor network for archi-
tecture of autonomous uav using dual platform for assisting rescue
operation,” in 2016 IEEE SENSORS. IEEE, 2016, pp. 1–3.
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