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A Channel Frequency Response-Based Secret Key
Generation Scheme in In-band Full-duplex

MIMO-OFDM Systems
Haifeng Luo, Navneet Garg, Member, IEEE, and Tharmalingam Ratnarajah, Senior Member, IEEE

Abstract—Physical layer-based secret key generation (PHY-
SKG) schemes have attracted significant attention in recent years
due to their lightweight implementation and ability to achieve
information-theoretical security. In this paper, we study a channel
frequency response (CFR)-based SKG scheme for in-band full-
duplex (IBFD)-multi-input and multi-output (MIMO) systems.
We formulate the intrinsic practical imperfections and derive
their effects on the probing errors. Then we derive closed-form
expressions for the secret key capacity (SKC) in the presence of
a passive eavesdropper accordingly. We analyze the asymptotic
behavior of the SKC in the high-SNR regime and reveal the
fundamental limits for IBFD and HD probing. Based on the
asymptotic SKC, we investigate the conditions under which IBFD
can outperform HD. Numerical results illustrate that effective
analog self-interference cancellation (ASIC) depth is the basis
for IBFD probing to gain benefits over HD. Finally, we analyze
the properties of the collected samples of the CFR-based SKG
scheme and propose an averaging pre-processing and a segmental
quantization, which reduce the key disagreement rate and remove
the effects of large-scale fading to guarantee randomness. 3GPP
specification-based simulations and the National Institute of
Standards and Technology (NIST) test suite verify the theoretical
analysis and the effectiveness of the proposed SKG scheme.

Index Terms—In-band full-duplex, MIMO, physical layer se-
curity, secret key generation

I. INTRODUCTION

W IRELESS communication networks are vulnerable to
eavesdropping due to the broadcast nature of wireless

channels. The mobility and heterogeneity of users and limited
resources (e.g., power supply and computing capacity) make it
challenging to protect the wireless transmission from the phys-
ical layer [1]. Thus, the security of wireless networks is con-
ventionally ensured by encryption schemes, where the message
is encrypted with a secure key. Classical encryption schemes
are applied in the upper layers of the protocol, which achieves
computational complexity-based security. These schemes re-
quire key distribution by a secure management center and may
become ineffective in the future due to the rapidly growing
computational capacity. In contrast, physical layer security
(PLS) can achieve information-theoretical security without aid
from other users or infrastructures [2]. Thus, it has attracted
increasing attention from the security community.

Physical layer-based secret key generation (PHY-SKG)
schemes utilize the reciprocity and unpredictable randomness
of wireless channels to generate the key. Eavesdroppers located
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more than one half-wavelength away from legitimate users
will experience uncorrelated fading. This spatial decorrelation
assumption guarantees the security of the generated key, which
is claimed in most related papers [2]–[6].

In the literature, time-division duplexing (TDD) is usually
considered for PHY-SKG schemes, where channel reciprocity
is assumed to be held. Various characteristics are exploited
to generate the key in the literature, which can be categorized
into received signal strength (RSS)-based schemes and channel
state information (CSI)-based schemes. The secret key capac-
ity (SKC) of the two methods is compared in [7], which reveals
that the RSS-based SKG is seriously penalized compared to
the CSI-based scheme. However, CSI-based schemes need to
estimate the CSI from the observations and quantize specific
parameters of the channel (e.g., channel gain or phase),
resulting in high implementation complexity. In [8], a 3D
spatial angle-based SKG scheme is proposed for frequency-
division duplexing (FDD) systems based on the assumption
that reciprocity exists in terms of the angle of departure and
angle of arrival of each dual path.

However, many studies reveal that the asymmetric obser-
vations due to non-simultaneous measurements in half-duplex
(HD) systems and the inherent transceiver hardware impair-
ments (HWIs) reduce the PHY-SKG performance [5], [9],
[10]. These effects are formulated and analyzed by deriving
the SKC for the PHY-SKG scheme with HWIs in [9]. It
reveals that although some signal processing and filtering
techniques [4], [6], [10], including neural networks [5], can be
employed to compensate for the imperfections, the imperfect
channel reciprocity due to non-simultaneous measurements
and transceiver HWIs fundamentally limit the performance
of HD PHY-SKG. While a high key generation rate (KGR)
is necessary for the real-time implementation of PHY-SKG;
otherwise, the same key will be used for a long duration.

The simultaneous transmission and reception nature of in-
band full-duplex (IBFD) could enable simultaneous measure-
ments and provide more time-frequency resources for probing
signals than HD, improving the key performance. It is analyzed
in [3] that the key rate in IBFD is generally higher than its
HD counterpart in the high-SNR regime at the cost of self-
interference cancellation (SIC). However, the residual self-
interference (RSI) and the overheads of SIC could lead to the
IBFD key rate being less than its HD counterpart with low
SNR and highly correlated channel observations. Numerical
results in [1] illustrate that the key disagreement rate (KDR)
dropped at least 60% and the KGR increases to up to 1.8 times
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with increased entropy of keys by IBFD probing than existing
HD-based schemes. Authors in [11] compare the secret key
rates with the rate-limited public channel by introducing the
reconciliation function in IBFD and HD radios. Simulation
results illustrate that IBFD improves the secret key rate and
has negative effects on the eavesdropper’s capacity. Although
there are many studies exploring applying IBFD for PHY-
SKG, a comprehensive derivation and analysis of the benefits
and limits of the IBFD-based SKG are still lacking.

In addition to the probing errors, the coherence time of the
channel is also a critical factor affecting the KGR [12]. For
instance, the mobility of users is limited for wireless local area
networks (WLAN), resulting in a relatively stable channel. In
this case, a relatively low probing rate is needed to guarantee
randomness, yielding a slow KGR. To address this issue,
multiple-input and multiple-output (MIMO) systems, where
more randomness is provided for key generation, are employed
to increase the KGR. The SKC in MIMO-OFDM systems
is analyzed in [13], which shows the benefits of antenna
arrays on the SKC. In addition to the KGR improvement,
studies also reveal the benefits of MIMO systems in security.
In [14], a practical PHY-SKG scheme based on precoding
matrix indices is proposed, where rotated reference signals are
utilized to enhance security. This scheme guarantees the usage
of full MIMO gain and can be employed in practice without
reconciliation and privacy amplification. Besides, the antenna
arrangements have dramatic impacts on the MIMO channel
between legitimate users, which poses a greater challenge to
the eavesdropper. An optimal beamforming design is proposed
in [15] to reduce the pilot overhead of the reciprocal CSI
acquisition. However, the realistic correlated MIMO channel
may decrease the security due to the correlation between the
generated key. To address this issue, a decorrelation vector
is utilized in [16] to generate a uniformly-distributed bit
sequence with the correlated MIMO channel.

Therefore, it is interesting to further study the application
of PHY-SKG in IBFD-MIMO systems since IBFD and MIMO
can improve the PHY-SKG performance and are promised to
be widely employed in current and future wireless networks.
In contrast, existing studies in this direction usually only
consider single-antenna [1], [3], [5], [9], [11], [17] or HD
systems [4], [5], [15], [18] or lack practical implementation
[3], [11], [17] and imperfection considerations [1], [4], [7],
[18]. In addition, most of the existing studies consider the
spatial independence assumption [2]–[6], ignoring the effects
of a possible close eavesdropper who can acquire a correlated
channel. In this paper, we formulate the intrinsic practical
imperfections via measurable metrics and derive the SKC
in the presence of a passive eavesdropper who can be lo-
cated anywhere, giving a deep insight into the limits of the
SKC. Orthogonal frequency division multiplexing (OFDM)
has been utilized in many wireless protocols [5], and the
5G NR and WLAN protocols provide the channel frequency
response (CFR) measuring resources, e.g., the CSI-reference
signal (CSI-RS) in 5G NR and the long permeable in Wi-
Fi. Thus, we consider a CFR-based SKG scheme in OFDM
systems for implementation and efficiency considerations. Our
contributions can be summarized as follows.

• Closed-form expressions of SKC: We formulate and an-
alyze the effects of noise, asymmetric transceiver HWIs,
non-simultaneous probing (for HD), self-interference can-
cellation (SIC) schemes (for IBFD), and channel es-
timation errors on the performance of the CFR-based
SKG. We consider a feasible 3-step SIC scheme and
derive the effects of RSI with measurable metrics (e.g.,
analog cancellation level and noise of RF cancellers).
Finally, we derive the closed-form expression for the
SKC in the IBFD-MIMO system in the presence of a
passive eavesdropper under these intrinsic imperfections
and compare it to its HD counterpart. Two cases of
the eavesdropper’s location are considered, where the
eavesdropper may be very close to legitimate users and
experience correlated fading, or the eavesdropper is far
away and experience independent fading.

• Fundamental limits and IBFD gain analysis: We analyze
the asymptotic behavior of the SKC in the high-SNR
regime and reveal the fundamental limits in HD and IBFD
systems. Based on the asymptotic behavior analysis, we
investigate the condition under which IBFD can gain
benefits over HD.

• Pre-processing and segmental quantization scheme: We
analyze the properties of collected samples and propose
a pre-processing and segmental quantization scheme to
guarantee the effectiveness of the generated key se-
quences. The CFRs on subcarriers within the same co-
herence bandwidth are averaged to reduce the effects of
estimation errors, and collected samples are segmented
into multiple blocks and independently quantized within
each block to remove the effects of large-scale fading and
guarantee randomness.

• Performance evaluation through 3GPP-specified simula-
tions: The performance of the SKG scheme is evaluated
under various conditions (e.g., different transmit power
and user speed) through 3GPP specification-based sim-
ulations and the randomness is verified by the National
Institute of Standards and Technology (NIST) test suite.

The rest of the paper is organized as follows. In Section
II, the system and attacker models are given, followed by
introductions of the SKG protocol, transceiver HWIs, and key
performance indicators. The 3-step SIC scheme is introduced
in Section III, and the RSI is formulated accordingly. Then,
the probing phase is detailed in Section IV, and the probing
errors are derived. Based on the probing errors, the SKC for
IBFD and HD probing is derived in Section V, followed by
the asymptotic behavior and IBFD gain analysis. A practical
SKG processing scheme is given in Section VI to describe
the details of generating the key from the observations. In
Section VII, numerical results are shown to verify the analysis
and the effectiveness of the proposed SKG scheme. Finally,
conclusions are drawn in Section VIII.

Notations: A, A, a, and a represent an alphabet set, a
matrix, a vector, and a scalar, respectively. Cov(A), vec (A),
|A|, A†, AT , A∗, and A−1 denote the covariance matrix,
column-wise vectorization, determinant, Hermitian transpose,
transpose, complex conjugate, and inverse of the matrix A.
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D(A) denotes a diagonal matrix containing the elements along
the diagonal of A. I represents an identity matrix. I (A;B)
denotes the mutual information between A and B, and H (A)
is the entropy of A. E {·} denotes the expectation operation,
and b·c denotes the floor operation. CN (0, σ2) denotes a
complex normal distribution with zero mean and variance of
σ2. R (·) and I (·) represent the real and imaginary parts of
the complex number. max [·] and min [·] denote the maximum
and minimum element of the set, respectively. In addition,
some important and similar symbols are listed in Table II in
Appendix A to help with reading.

II. PRELIMINARIES

We consider an OFDM-MIMO single-eavesdropper system
where two legitimate users (i.e., Alice and Bob) communicate
in the presence of a passive eavesdropper (i.e., Eve), as de-
picted in Fig. 1. Alice and Bob are equipped with NA and NB
transmitting (Tx) and receiving (Rx) antennas, respectively.
We consider half-wavelength antenna arrays so that the entries
of the MIMO channel matrix are independent of each other
[19]. We assume that there is a noiseless public channel among
the nodes to send the reconciliation information, which is
usually assumed in the related literature [2].

Alice Bob

Eve

𝐇!" 𝐇!#

𝐇#"
𝐇"#

𝐆" 𝐆#… …

…

public channel

Fig. 1. An OFDM-MIMO single-eavesdropper system.

A. Attacker Model

In this paper, we consider a powerful passive attacker, Eve,
who infers the secret key by eavesdropping on legitimate
users’ transmissions. Eve has access to the public channel and
knows the communication protocols between legitimate users.
In addition, Eve may have high-quality receivers (e.g., with
a large dynamic range, high sampling rate, etc.) to capture
the probing signal and acquire accurate estimates of the
eavesdropping channel. Eve may have powerful storage and
computational ability to perform advanced signal processing.
Eve could be located anywhere, which means she may be
located near legitimate users to experience highly-correlated
fading with them. We assume Eve is located near Bob and
infer the common randomness for key generation from the
probing signal sent by Alice. This assumption does not lose
the generality since we can always regard the party that is
eavesdropped on as Bob. This attacker model is widely used
in related studies [5], [10], [18].

B. SKG Protocol

A typical secret key generation protocol consists of four
phases: channel probing, quantization, information reconcili-

ation, and privacy amplification. Legitimate users send prob-
ing signals to each other and measure the wireless channel
between them (i.e., HAB and HBA) at first. The probing
interval is larger than the coherence time of the wireless
channel; otherwise, the observations will be highly correlated,
compromising the randomness of the key [8]. The probing
can be performed in HD or IBFD mode as depicted in Fig.
2. Simultaneous measurements are challenging due to the
transmission interval in HD mode, while non-simultaneous
measurements could compromise the reciprocity. Besides, only
half of the time resources can be utilized for one-direction
probing in HD. In contrast, IBFD transceivers can enable
simultaneous measurements and utilize more time-frequency
resources for probing with the price of SIC overheads. The
rest processing is the same for IBFD and HD systems.
Legitimate users harness the common randomness from the
measured channels to generate the secret key by quantizers,
e.g., threshold-based quantizers [20], or bidirectional differ-
ence quantizers [2]. The bit sequences generated independently
by legitimate users may not be identical due to flawed reci-
procity caused by practical imperfections such as asymmetric
transceiver HWIs, half-duplex probing interval, and noise.
To eliminate the inconsistencies and achieve key agreement,
information reconciliation will be employed by exchanging
a message over a public channel. Reconciliation may leak
information about the key and compromise security. Thus,
privacy amplification is usually utilized to remove the leaked
information by leveraging a one-way mapping function, e.g.,
Hash function [10].

C. Transceiver Imperfections

Practical transceivers have limited dynamic range, intro-
ducing hardware impairments (HWIs) to the transmitted and
received signals. The limited dynamic range is a natural
consequence of imperfect digital-to-analog converters (DACs),
analog-to-digital converters (ADCs), oscillators, and power
amplifiers (PAs). Experimental measurements demonstrate that
the transceiver HWIs are independent of the transmitted or
received signals, and a circular complex Gaussian model can
closely approximate the combined effects of these non-ideal
components. Let σ2

t � 1 and σ2
r � 1 characterize the

dynamic range of transmitters and receivers, respectively, and
the transceiver distortions can be described by a zero-mean
Gaussian model with the variance of σ2

t times the power of
the intended transmit signals (or σ2

r times the power of the
received signals) on that antenna. Assume Xi ∈ CNt×1 denote
the transmitted symbols on the Nt transmitting antennas and
Yj ∈ CNr×1 denote the received symbols on the Nr receiving
antennas, then the associated transmitter and receiver HWIs
are modeled as

Φi ∼ CN
(
0, σ2

tD
(
XiX

†
i

))
,

Ψj ∼ CN
(
0, σ2

rD
(
YjY

†
j

))
,

(1)

where i ∈ {A,B} and j ∈ {B,A} denote a pair of legitimate
users, i.e., i = A, j = B or i = B, j = A, throughout this
paper. The values of σ2

t and σ2
r are related to the measurable
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Bob 
probing

Alice 
probing

𝑇/2 𝑇/2

coherence time

Bob 
probing

Alice 
probing

𝑇/2 𝑇/2

coherence time

……

(a) Half-duplex mode.

Simultaneous
probingSIC

𝛼𝑇 (1 − 𝛼)𝑇

coherence time

Simultaneous
probingSIC

𝛼𝑇 (1 − 𝛼)𝑇

coherence time

……

(b) In-band Full-duplex mode.
Fig. 2. Channel probing in IBFD mode and HD mode.

error vector magnitudes (EVMs) of RF transceivers. The HWIs
model utilized is a verified model based on experiments and
has been adopted by many studies in the field of wireless
communications (see [9], [21], [22] and references therein).

In addition to the HWIs, receivers have additive white
Gaussian noise (AWGN) that are described as Wi ∼
CN

(
0, σ2

w,iI
)
, where σ2

w,i is the thermal noise power.

D. Key Performance Indicators

The generated key is used to encrypt the signals for se-
cure communications, which have specific randomness, con-
sistency, and refresh rate requirements. Thus, we use the
following three metrics to evaluate the performance of a
practical SKG protocol, which are commonly utilized in the
literature [1], [6], [8], [10], [12].

1) Key generation rate: The KGR, which is the number
of bits generated per second, measures the efficiency of the
SKG protocol. A high KGR indicates that the protocol has
high efficiency and is desired for the real-time SKG process.
KGR can be described as

KGR =
Nb
∆τ

, (2)

where ∆τ is the interval between two probing rounds, and Nb
is the averaged number of generated bits per probing round.

2) Key disagreement rate: The KDR is the mismatch rate
between the binary key bit sequences generated by Alice and
Bob, which describes the robustness of the SKG protocol. Low
KDR indicates that the protocol is robust and requires fewer
resources for reconciliation. The KDR has to be within the
correction capacity of reconciliation to eliminate the inconsis-
tencies between the two keys. Let KA and KB denote the key
generated by Alice and Bob containing LK binary bits, and
the KDR can be denoted as

KDR =
1

LK

LK∑
l=1

|KA(l)−KB(l)| . (3)

3) Randomness: The randomness of the generated key is
the most important metric for a practical SKG protocol since
the key should be unpredictable to ensure the security level.
Randomness could be verified by the statistical test suite

provided by National Institute of Standards and Technology
(NIST). The test suite consists of 15 statistical tests, which
focus on different randomness features. The tests are for-
mulated to test the null hypothesis that the sequence being
tested is random. Each test calculates a P-value based on a
calculated test statistic value. We refer to [23] for a detailed
description of the test suite. The P-value summarizes the
strength of the evidence against the null hypothesis that a
larger P-value indicates better randomness. 0.01 is usually
used as a significance level, which means the null hypothesis
is accepted (i.e., the tested sequence is considered random)
if P-value≥ 0.01. The entropy of the key is also used as a
performance metric in some studies (e.g., [1]). However, the
Monobit test can evaluate the entropy of a binary bit sequence
since they are both determined by the proportion of zeros and
ones of the entire sequence. A larger P-value calculated under
the Monobit test indicates higher entropy of the key. Therefore,
we do not calculate the entropy in this paper.

III. SELF-INTERFERENCE CANCELLATION

Studies expose SI as the key issue of the practical im-
plementation of IBFD. The SI could be 100dB higher than
the probing signals from the other legitimate user due to the
proximity of the transmitter and receiver so that communica-
tion parties cannot harness the common randomness. Recent
studies propose various SIC techniques and demonstrate the
feasibility of efficient IBFD radios (see [22], [24]–[26] and
references therein). We employ a conventional 3-step method
to minimize the effects of SI, which consists of passive
antenna isolation, RF cancellation, and digital cancellation.
These existing SIC technologies are not the novel contributions
of this paper, while we derive the corresponding RSI strength
with measurable metrics in this paper, revealing their effects
on the key performance from the practical perspective.

We assume that a probing spans over T OFDM symbols
within the coherence time of wireless channels, and SIC needs
αT symbols of overheads, where 0 6 α 6 1. During the SIC
phase, Alice and Bob will work in TDD mode to have an
accurate estimate of the SI channel and tune the parameters
of cancellers. Alice and Bob send orthogonal pilot signals
XFD,0
A [k] ∈ CNA×αT2 and XFD,0

B [k] ∈ CNB×αT2 , ∀k ∈ [1,K]
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Ĝi[k] = ỸFD,0
i [k]

(
XFD,0
i [k]

)†(
RGG,iX

FD,0
i [k]

(
XFD,0
i [k]

)†
+Niσ

2
n,i,0I

)−1

RGG,i = G̃i[k]−∆i[k] (4)

during the first and last αT
2 OFDM symbols, respectively.

Assume the transmit power is PA and PB per OFDM symbol,
the entries of XFD,0

A [k] and XFD,0
B [k] are independent and

identically distributed (i.i.d.) to complex Gaussian distribution
with zero mean and variance of PA

NA
and PB

NB
, respectively.

A. Passive Antenna Isolation

The passive approach mainly focuses on minimizing the
direct path component and is agnostic to the surrounding
environment. A high-isolation antenna design is reported
in [27], which provides 65-70 dB of direct path isolation.
Theoretically, the passive isolation is frequency-independent,
although it could have minor performance differences in dif-
ferent frequency bands due to imperfect hardware conditions.
Thus, the effects of passive antenna isolation can be reflected
in the pathloss of the direct path. For instance, the pathloss of
the direct path is increased by 20dB if there is 20dB of passive
antenna isolation applied. The passive antenna isolation does
not require additional operation and is valid as long as the
antenna configuration is placed. The antenna design is out of
the scope of this paper, so we assume the direct path of the SI
channel is attenuated to reflect the effects of passive antenna
isolation, while we do not restrict technologies to achieve it
nor the realized suppression depth.

B. RF Cancellation

Due to the presence of multiple reflection paths, passive
antenna isolation cannot solely suppress the SI to be within
the dynamic range of receivers, especially in a rich multipath
environment. To deal with the reflection components, a multi-
tap canceller is utilized. Such a canceller consists of multiple
tuneable delay lines, where the delay lines have different
lengths to cause delays uniformly distributed within the delay
spread of the SI channel. The amplitude and phase of each
delay line could be adjusted to match the SI channel so that
the canceller can generate a replica of the received SI to cancel
it out. The canceller can be tuned in the frequency or time
domain, and the achievable cancellation depth depends on
the number of tuneable delay lines of the canceller with a
specific SI channel condition. Recent studies explore optical
components to construct the delay lines, which can provide
a large number of true delay lines and operational bandwidth
to achieve effective RF cancellation for beyond 5G networks
[25], [28]. The parameters of the RF canceller (i.e., phases
and weights of delay lines) are tuned during the first αT
symbols duration. Then it can mitigate the SI during the
rest time of a coherence time period since the parameters
are determined by the SI channel condition while they are
independent of the transmitted symbols. We assume ϑi dB of
analog self-interference cancellation (ASIC) depth is realized
by the RF canceller at node i, which the strength of SI channel
is reduced by ϑi dB and it is frequency-independent (i.e., ϑi is

identical for all subcarriers k). The readers are referred to our
previous work in [25] for details of implementing the multi-tap
canceller.

C. Digital Cancellation

A digital canceller could effectively suppress the RSI after
the ADCs as long as the RSI is within the dynamic range
of receivers. We use a minimum mean-squared error-based
digital canceller, which estimates the effective SI channel and
reconstructs the RSI in the frequency domain. After the RF
cancellation, the received RSI signal at the legitimate user i
can be given as

ỸFD,0
i [k] = G̃i[k]

(
XFD,0
i [k] + ΦFD,0

i [k]
)

+ DFD,0
i [k] + WFD,0

i [k] + ΨFD,0
i [k],

= G̃i[k]XFD,0
i [k] + NFD,0

i,0 [k],

(5)

where Ḡi[k] ∈ CNi×Ni denotes the effective SI channel with
the passive antenna isolation effects (i.e., the direct path is
attenuated); G̃i[k] = ηiḠi[k] denotes the effective SI channel
after the RF cancellation with ηi = 10−

ϑi
10 ; Di[k] represents

the noise and distortions induced by RF cancellers. The noise
and distortions of RF cancellers can also be described by the
circular complex Gaussian model as in Section II-C since it is
composed of similar phase noise and nonlinearities. Let σ2

d,i

describe the power of the canceller noise, then the entries of
Di[k] are i.i.d. to complex Gaussian distribution with zero
mean and variance of σ2

d,i. Legitimate users estimate the
effective SI channel G̃i[k] form the persevered RSI ỸFD,0

i [k]
during the SIC phase. The effective SI channel remains
unchanged during the same coherence time, so legitimate
users are able to generate a replica of the RSI during the
IBFD probing phase and cancel the received RSI out. The
MMSE channel estimator is utilized to estimate the effective SI
channel in this paper. The noise for channel estimation is given
as NFD,0

i,0 [k] = G̃i[k]ΦFD,0
i [k] + DFD,0

i [k] + WFD,0
i [k] +

ΨFD,0
i [k]. Assume the transmitted signals are uncorrelated

with the noise, we have the entries of NFD,0
i,0 [k] i.i.d. to

complex Gaussian distribution with zero mean and variance
of σ2

n,i,0 = σ2
tPiηi%i+σ2

d,i+σ2
w,i+σ2

r [(1+σ2
t )Piηi%i+σ2

d,i].
According to Appendix B, the estimate of the effective SI
channel can be denoted as Equation (4), where RGG,i =

E
{(

G̃i[k]
)†

G̃i[k]

}
and ∆i[k] has i.i.d zero-mean complex

Gaussian elements with variance of σ2
∆,i,0 =

σ2
n,i,0

αTPi
2Ni

+
σ2
n,i,0
ηi%i

. To

have an appropriate estimation, we should have

αT

2
> max {NA, NB} , (6)

as stated in Appendix B.
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ĤHD
AB [k] = YHD

A [k]
(
XHD
B [k]

)† (
RHH,τ1X

HD
B [k]

(
XHD
B [k]

)†
+NAσ

2
n,AI

)−1

RHH,τ1 = H
(τ2)
AB [k] + ∆HD

AB [k] (9)

ĤHD
BA [k] = YHD

B [k]
(
XHD
A [k]

)† (
RHH,τ2X

HD
A [k]

(
XHD
A [k]

)†
+NBσ

2
n,BI

)−1

RHH,τ2 = H
(τ1)
BA [k] + ∆HD

BA [k] (10)

IV. CHANNEL PROBING

The key performance of the CFR-based SKG scheme
strongly depends on channel estimation accuracy. We assume
wireless channel reciprocity and all time-frequency resources
can be used for probing, i.e., ignore the interpolation error,
then we formulate the probing errors in this section.

A. Half-duplex Probing

Alice and Bob send orthogonal probing signals XHD
A [k] ∈

CNA×T2 and XHD
B [k] ∈ CNB×T2 , ∀k ∈ [1,K] during the first

and last T
2 OFDM symbols (i.e., τ1 and τ2), respectively. Let

H
(τ1)
BA [k] denote the wireless channel from Alice to Bob over

the period of the first T2 OFDM symbols duration and H
(τ2)
AB [k]

denote the wireless channel from Bob to Alice over the period
of the last T

2 OFDM symbols duration. The signals received
by Alice and Bob are denoted as

YHD
A [k] = H

(τ2)
AB [k]

(
XHD
B [k] + ΦHD

B [k]
)

+ WHD
A [k] + ΨHD

A [k]

= H
(τ2)
AB [k]XHD

B [k] + NHD
A [k],

(7)

YHD
B [k] = H

(τ1)
BA [k]

(
XHD
A [k] + ΦHD

A [k]
)

+ WHD
B [k] + ΨHD

B [k]

= H
(τ1)
BA [k]XHD

A [k] + NHD
B [k],

(8)

where NHD
A [k] = H

(τ2)
AB [k]ΦHD

B [k]+WHD
A [k]+ΨHD

A [k] and
NHD
B [k] = H

(τ1)
BA [k]ΦHD

A [k]+WHD
B [k]+ΨHD

B [k] denote the
noise for channel estimation during HD probing. The noise
matrix has i.i.d zero-mean complex Gaussian elements with
variance of σ2

n,i = (σ2
r + σ2

t + σ2
rσ

2
t )Pj%ij + σ2

w,i. With
the known transmitted probing signals, Alice and Bob can
acquire the estimate of the wireless channel as Equations

(9) and (10), where RHH,τ1 = E
{(

H
(τ1)
BA [k]

)†
H

(τ1)
BA [k]

}
and RHH,τ2 = E

{(
H

(τ2)
AB [k]

)†
H

(τ2)
AB [k]

}
; ∆HD

AB [k] has

i.i.d zero-mean complex Gaussian elements with variance of
σ2

∆,A =
σ2
n,A

TPB
2NB

+
σ2
n,A
%AB

; ∆HD
BA [k] has i.i.d zero-mean complex

Gaussian elements with variance of σ2
∆,B =

σ2
n,B

TPA
2NA

+
σ2
n,B
%AB

. To

have an appropriate estimation, we should have

T

2
> max {NA, NB} . (11)

Due to the temporal changes of the environment during the
transmission interval in HD mode [3], the wireless channel
may not be identical during the probing period τ1 and τ2,
i.e., H

(τ1)
AB and H

(τ2)
AB are not identical but highly correlated,

where H
(τ1)
AB [k] denotes the wireless channel from Bob to

Alice during period τ1. H
(τ1)
AB [k] is reciprocal to H

(τ1)
BA [k] such

that H
(τ1)
BA [k] =

(
H

(τ1)
AB [k]

)T
due to the wireless channel

reciprocity, so Equation (10) can be written as

ĤHD
BA [k] =

(
H

(τ1)
AB [k]

)T
+ ∆HD

BA [k]. (12)

B. In-band Full-duplex Probing

During the IBFD probing phase, Alice and Bob simul-
taneously send orthogonal probing signals XFD,1

A [k] ∈
CNA×(1−α)T and XFD,1

B [k] ∈ CNB×(1−α)T , ∀k ∈ [1,K]
within the last (1 − α)T OFDM symbols. With the es-
timate of the effective SI channel Ĝi[k] obtained from
the SIC overheads, legitimate users are able to generate
Ĝi[k]XFD,1

i [k] to cancel out the received RSI, which is given
as G̃i[k]

(
XFD,1
i [k] + ΦFD,1

i [k]
)

+ DFD,1
i [k]. Due to the

imperfect estimate of effective SI channel and additional noise
from RF cancellers, there will be residual effects of SI after
digital cancellation denoted as

ΩFD,1
i [k] = G̃i[k]ΦFD,1

i [k] + ∆iX
FD,1
i [k] + DFD,1

i [k].
(13)

The entries of ΩFD,1
i [k] are i.i.d. to complex Gaussian distri-

bution with zero mean and variance of σ2
s,i,0 = σ2

tPiηi%i +
σ2

∆,i,0Pi + σ2
d,i. With SIC applied, the received signals at

legitimate users during the IBFD probing phase can be denoted
as (the superscript for the time period of the channel matrix
is omitted here since legitimate users send the probing signals
simultaneously)

YFD,1
i [k] = Hij [k]

(
XFD,1
j [k] + ΦFD,1

j [k]
)

+ ΩFD,1
i [k] + WFD,1

i [k] + ΨFD,1
i [k]

= Hij [k]XFD,1
j [k] + NFD,1

i [k],

(14)

where NFD,1
i [k] = Hij [k]ΦFD,1

j [k]+ΩFD,1
i [k]+WFD,1

i [k]+

ΨFD,1
i [k] denotes the noise for channel estimation during the

IBFD probing and it has i.i.d zero-mean complex Gaussian el-
ements with variance of σ2

n,i,1 = (1+σ2
r)
(
σ2
tPj%ij + σ2

s,i,0

)
+

σ2
rPj%ij + σ2

w,i. With the known transmitted probing signals,
Alice and Bob can estimate the channel similarly to Equations
(9) and (10), yielding the estimates with errors as

ĤFD
AB [k] = HAB [k] + ∆FD

AB [k], (15)

ĤFD
BA [k] = HBA[k] + ∆FD

BA [k], (16)

where the entries of ∆FD
AB [k] and ∆FD

BA [k] are i.i.d to com-
plex Gaussian distribution with zero mean and variance of
σ2

∆,A,1 =
σ2
n,A,1

(1−α)TPB
NB

+
σ2
n,A,1
%AB

and σ2
∆,B,1 =

σ2
n,B,1

(1−α)TPA
NA

+
σ2
n,B,1
%AB

,
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respectively. To have an appropriate estimation, we should
have

(1− α)T > max {NA, NB} . (17)

For IBFD probing, we have HAB [k] = (HBA[k])
T due to the

reciprocity, so Equation (16) can be written as

ĤFD
BA [k] = (HAB [k])

T
+ ∆FD

BA [k]. (18)

V. SECRET KEY CAPACITY

Secret key capacity (SKC) is the maximum key generation
rate at which the secret key can be generated reliably, se-
curely, and uniformly [11]. As stated in the attacker model,
we consider an eavesdropper with high-quality hardware and
powerful computation ability. Thus, we assume Eve acquires
the eavesdropping channel with trivial errors that can be
ignored. Since Eve can be located anywhere, there are two
cases: 1) Eve is very close to the legitimate user (we assume
it is Bob) so that the eavesdropping and legitimate channels
are correlated; 2) Eve is far away from any of the legitimate
users and experiences independent fading. We will derive the
SKC for both cases in this section.

A. Correlated Eavesdropping Channel

When Eve is very close to Bob, she will experience corre-
lated fading as Bob. We do not consider how Eve processes her
observations since this is not our concern, while we assume
Eve can extract a channel matrix correlated with Hε

BA from
the correlated observations, which can be modeled as [7]

Ĥε
EA = ρ′Hε

BA + Λε
BA, (19)

where [Λε
BA]k,l ∼ CN

(
0, (1− ρ′2)%AB

)
∀ k, l; ε ∈

{HD,FD} denotes the probing mode. The SKC is de-
termined by the conditional mutual information given the
column-wise vectorization of the measured CFRs (i.e., hεi =

vec
(
Ĥε
ij [k]

)
), expressed as

Cεk = I (hεA; hεB |hεE) . (20)

Lemma 1. The closed-form expressions of SKC for HD and
IBFD probing are given as Equations (24) and (25) on the
top of next page, where $HD

i = %AB + σ2
∆,i and $FD

i =
%AB + σ2

∆,i,1.

Proof. See Appendix C.

The expressions clearly illustrate the gain of MIMO systems
that both the Tx and Rx antenna arrays can increase the
SKC proportionally. The SKC is subjected to the probing
errors (σ2

∆,i or σ2
∆,i,1), the correlation between consecutive

CFRs (ρ), and the correlation between the eavesdropping and
legitimate channels (ρ′). In addition, the SIC overheads (α),
probing duration (T ), transmit power (PA and PB), noise and
distortions, and antenna array size (NA and Nb) will affect the
SKC by affecting the probing errors.

B. Independent Eavesdropping Channel

Eve will experience independent fading from legitimate
users if she is located half a wavelength away from them,
which is known as the spatial independence assumption. This
assumption is stated and considered in many related studies,
such as in [5], [18]. Let Yε

E [k] denote Eve’s observation,
which is expressed as

Yε
E [k] = φEAHEA[k] (Xε

A[k] + Φε
A[k])

+ φEBHEB [k] (Xε
B [k] + Φε

B [k])

+ Wε
E [k] + Ψε

E [k],

(21)

where φEA, φEB ∈ {0, 1} depends on the probing mode and
phase, e.g., φEA = 1 and φEB = 1 during the IBFD probing
phase. Based on the spatial independence assumption that the
HEA and HEB are independent of HAB and HBA), Eve can-
not extract a correlated CFR from her observations since none
of the terms in (21) is correlated with the legitimate channel.
In this case, the SKC is given as the mutual information given
estimated legitimate CFRs.

Lemma 2. The closed-form expressions of SKC for HD and
IBFD probing under spatial independence assumption are
given as Equations (22) and (23), which are equivalent to
substituting ρ′ = 0 to Equations (24) and (25).

CHDk = I
(
hHDA ; hHDB

)
= NANB log2

(
$HD
A $HD

B

$HD
A $HD

B − ρ2%2
AB

)
,

(22)

CFDk = I
(
hFDA ; hFDB

)
= NANB log2

(
$FD
A $FD

B

$FD
A $FD

B − %2
AB

)
.

(23)

Proof. See Appendix D.

The expressions suggest that the SKC is mainly limited by
the probing error (i.e., σ2

∆,i for HD and σ2
∆,i,1 for IBFD)

and the correlation coefficient (i.e., ρ) in this case. The SKC
decreases with increasing probing errors and decreasing cor-
rection coefficients. The correlation coefficient is an inherent
property of the wireless channel, which depends on the user’s
moving speed. The probing errors will be affected by many
system parameters, as their expressions suggest.

C. Asymptotic Behavior Analysis

To investigate the fundamental limits on the performance
of PHY-SKG, we derive the asymptotic SKC in the high-SNR
regime, which can be obtained by tending the transmit power
in Equations (22) and (23) to infinity. We only consider the
case under the spatial independence assumption since we want
to focus on its intrinsic limits rather than the eavesdropper’s
effect. The asymptotic SKC for HD probing is given as

CHD,asymk = NANB log2

(
$̄HD
A $̄HD

B

$̄A
HD$̄HD

B − ρ2%2
AB

)
, (26)

where $̄HD
i = %ij + σ̄2

∆,i with

σ̄2
∆,i = lim

Pi→∞
σ2

∆,i = %ij
1

T%ij
2NjΣσ

+ 1
, (27)
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CHDk = I
(
hHDA ; hHDB | hHDE

)
= NANB log2

(
$HD
A $HD

B −
(
$HD
A +$HD

B ρ2
)
ρ′2%AB + ρ′4ρ2%2

AB

$HD
A $HD

B −
(
$HD
A +$HD

B ρ2
)
ρ′2%AB + (2ρ′2 − 1) ρ2%2

AB

)
. (24)

CFDk = I
(
hFDA ; hFDB | hFDE

)
= NANB log2

(
$FD
A $FD

B − ($FD
A +$FD

B )ρ′2%AB + ρ′4%2
AB

$FD
A $FD

B − ($FD
A +$FD

B )ρ′2%AB + (2ρ′2 − 1)%2
AB

)
. (25)

where Σσ = σ2
t + σ2

r + σ2
t σ

2
r . Similarly, we can derive the

asymptotic SKC for IBFD probing. We first investigate the
IBFD probing error in the high-SNR regime as

σ̄2
∆,i,1 = lim

Pi,Pj→∞

σ2
n,i,1

(1−α)TPj
Nj

+
σ2
n,i,1

%ij

= lim
Pi=Pj=P→∞

∂σ2
n,i,1

∂P

(1−α)T
Nj

+ 1
%ij

∂σ2
n,i,1

∂P

,

(28)

where σ2
n,i,1 is detailed in Equation (35) on the top of next

page. Thus, we will have

nasymFD = lim
P→∞

∂σ2
n,i,1

∂P

= Σσ%ij + (1 + σ2
r)

(
σ2
t ηi%i +

2Niηi%iΣσ
αT + 2NiΣσ

)
,

(29)

Then, the asymptotic SKC for IBFD probing can be written
as

CFD,asymk = NANB log2

(
$̄FD
A $̄FD

B

$̄A
FD$̄FD

B − %2
AB

)
, (30)

where $̄FD
i = %ij+ σ̄2

∆,i,1 with σ̄2
∆,i,1 = %ij

1
(1−α)T%ij

Njn
asym
FD

+1
. The

asymptotic results illustrate that there is an upper bound of the
SKC, which is imposed by transceiver HWIs in HD systems.
In IBFD systems, the limits are also imposed by the ASIC
depth (which is reflected by ηi and %i) and SIC overheads (α)
in addition to the transceiver HWIs.

D. Conditions for IBFD to Gain Benefits

To get practical insights, we explore the conditions under
which IBFD probing can provide gains over its HD counterpart
based on asymptotic behavior. We assume Alice and Bob have
identical settings (i.e., identical hardware conditions, transmit
power, etc.) for simplicity so that they will have identical
probing errors. Let PA = PB = P , NA = NB = N , we
can denote the probing errors for legitimate users in HD and
IBFD mode as

σ̄2
HD = σ̄2

∆,i = %AB
1

T%AB
2NΣσ

+ 1
∀ i, (31)

σ̄2
FD = σ̄2

∆,i = %AB
1

T%AB
2NnasymFD

+ 1
∀ i. (32)

By deriving from CFD,asymk > CHD,asymk , we will have the
condition for IBFD to gain benefits over HD as

ρσ̄2
FD < h(1− ρ) + σ̄2

HD. (33)

This suggests that IBFD could have a larger probing error but
still achieve higher SKC than HD with ρ < 1. Consider the
scenario that ρ→ 1, we will have this condition to be

nasymFD < 2(1− α)Σσ, (34)

which can be satisfied with appropriate SIC overheads (α) and
ASIC depth (which is reflected by ηi and %i). It reveals that
an appropriate SIC scheme (with sufficient ASIC depth and
small SIC overheads) is the basis for IBFD to gain benefits.
The minimum ASIC depth or the range of SIC overhead that
IBFD outperforms HD can be easily calculated by Equation
(34) under specific conditions.

VI. SECRET KEY GENERATION SCHEME

For the CFR-based SKG scheme, one round of channel
probing is performed within a coherence time period to guar-
antee the randomness of the generated key bits and the KGR.
Within the nth coherence time period, a set of measurements
can be obtained at legitimate users, which consist of estimated

CFR matrices over all subcarriers as Hεi,n =
{

Ĥε
ij,n[k]

}K
k=1

.
Then, these measurements are appropriately converted into bit
sequences independently by Alice and Bob.

A. Pre-processing

The measured channel matrices on consecutive subcarriers
are highly correlated, so directly quantizing the entries of these
matrices will decrease the randomness of the generated bit
sequences. Therefore, the measurements are pre-processed to
enhance the key performance. A feasible solution is intermit-
tently selecting the measured channel matrices for quantization
with fixed subcarrier intervals. To fully utilize the channel
information on each subcarrier, we alternatively average the
measurements within the same subband, which can reduce the
effects of estimation errors if the errors are independent on
each subcarrier [2], [14]. Assume all the K measurements are
divided into M blocks, and the

⌊
K
M

⌋
measurements within

the mth block are averaged to obtain a single sample for
quantization as (we assume K

M is an integer for simplicity)

Ĥε
ij,n,m =

K

M

K
M∑
k=1

Ĥε
ij,n[

K(m− 1)

M
+ k]. (36)

Haifeng Luo
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σ2
n,i,1 = (1 + σ2

r)

σ2
tPj%ij + σ2

tPiηi%i +
σ2
tPiηi%i + σ2

d,i + σ2
w,i + σ2

r [(1 + σ2
t )Piηi%i + σ2

d,i]

αTPi
2Ni

+
σ2
tPiηi%i+σ

2
d,i+σ

2
w,i+σ

2
r [(1+σ2

t )Piηi%i+σ2
d,i]

ηi%i

Pi + σ2
d,i

+ σ2
rPj%ij + σ2

w,i

(35)

To fully utilize these samples and maximize the KGR, we
quantize both the real and imaginary parts of the complex
entries of these matrices. Therefore, Ĥε

ij,n,m ∈ CNi×Nj is
converted into a vector si,n,m ∈ R2NANB×1 as

si,n,m =

R{vec
(
Ĥε
ij,n,m

)}
I
{

vec
(
Ĥε
ij,n,m

)} . (37)

At the end of the nth coherence time period, a total of Ls =
2MNANB of real numbers are collected by Alice and Bob as

Si = {si,n,m}Mm=1 . (38)

The power of the CFR is identical on all subcarriers in an
uncorrelated scattering environment [29], which means the
samples are within the same range. Thus, it is not necessary
to adjust the range of these samples to generate a uniformly-
distributed key. The samples can be normalized by the pathloss
%AB , and the scaling does not affect the distribution of samples
nor the mutual information between the sample sets collected
by legitimate users. Fig. 3 shows the distribution of processed
samples to be quantized at Alice and Bob, which indicates
that the samples are subjected to a zero-mean Gaussian distri-
bution.
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Fig. 3. Distribution of the collected samples.

B. Segmental Quantization

Quantization is employed to convert the processed sam-
ples SA and SB into binary bit sequences. The quantization
schemes can be classified into lossy quantizers and lossless
quantizers. Lossless quantizers utilize every sample to maxi-
mize the KGR, while lossy quantizers set guard strips to strike

a tradeoff between the KGR and KDR. The readers are referred
to [20] for more information about the quantizer design. We
consider a single-bit lossy quantizer to minimize the KDR. To
improve the randomness of the generated key bit sequence,
we propose segmental quantization to remove the effects of
large-scale fading and only quantize the small-scale fading.
This is realized by dividing the sample sequence into multiple
segments to be independently quantized. The thresholds are
calculated according to the samples within different segments.
Let si,z denote the zth segments consisting of Lb samples at
user i, it can be quantized to a binary bit sequence as

bi,z =

{
1, if si,z > q+,i,z

0, if si,z < q−,i,z
(39)

where q+,i,z = µi,z + γσi,z and q−,i,z = µi,z − γσi,z
with 0 ≤ γ ≤ 1 denote the upper and lower thresholds;
µi,z and σ2

i,z are the mean and variance of the samples
in si,z . The range of [q−,i,z, q+,i,z] is the guard strip that
samples fall into the strip will be discarded with their indices
recorded into Mi. The key bit sequence can be obtained as
Ki =

{
bi,1,bi,2, . . . ,bi,Lk,i

}
. It is guaranteed to generate a

uniformly-distributed key sequence due to the symmetry of the
thresholds and the probability distribution function of Gaussian
distribution as Fig. 3 shows.

C. Information Reconciliation and Privacy Amplification

The latter two steps serve as the complement and depend
highly on the performance of the initial bit sequence. Off-the-
shelf reconciliation and privacy amplification techniques can
be employed to achieve a secure key agreement, so we do not
pay particular attention to them. The readers are referred to
[6], [30], [31] and references therein for a detailed description
of the processing.

VII. SIMULATION RESULTS

Our simulations follow 3GPP specifications. We consider an
OFDM system with 15kHz of subcarrier spacing and normal
cyclic prefix. T = 14 OFDM symbols (i.e., a subframe of 1ms)
are utilized for probing, and the probing interval is 25ms if
not specified. 4QAM is applied for the baseband modulation.
A total of 4.5MHz bandwidth centered at 2.5GHz is utilized.
The thermal noise density is -174dBm/Hz, and the noise figure
is 9dB. The noise of RF cancellers is set to be identical to the
thermal noise if not specified. 3GPP tapped delay line (TDL)
models are utilized to construct the wireless MIMO channels
based on a Matlab implementation. The “TDL-C” model is
employed to construct the channel between legitimate users,
and the “TDL-E” model with a K-factor of 22dB is used to
construct the SI channel. The delay and power profile of these
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Fig. 4. SKC versus transmit power under various conditions for HD and
IBFD probing.

channels are given in Tables 7.7.2-3 and 7.7.2-5 in [32]. The
MIMO correlation is set to be low to be consistent with the
theoretical derivation. The pathloss of the SI channel is set to
be 0dB, and the pathloss of the legitimate channel is calculated
from the formulas given in Table 7.4.1-1 in [32]. Urban-macro
(UMa) scenarios are considered for a typical open space and
office environment, and the root-mean-square delay spread
of 50ns is utilized for simulations [2]. The distance between
legitimate users is 100m if not specified.

A. Secret Key Capacity

In this section, we explore the limits and affecting factors of
the SKC based on the derivations. We set σ2

r = σ2
t = −50dB

for the simulations in this section. Fig. 4 compares the SKC
of HD and IBFD probing under an independent eavesdropper
(ρ′ = 0) with varying transmit power and different channel
conditions. The results illustrate that the reduced correlation
between continuous channels (ρ) is the limiting factor for
HD probing, which makes it inferior to IBFD probing. The
SKC decreases significantly with decreasing ρ for HD probing.
IBFD probing with different correlation coefficients ρ is not
compared since it does not impose an effect in this mode.
For IBFD probing, the most critical factor limiting the key
capacity is the ASIC depth. The SI has to be efficiently
suppressed in the analog domain to guarantee the effectiveness
of digital cancellation [25]. In addition to the SIC depth,
another affecting factor is the SIC overheads, which is re-
lated to α. SIC overheads reduce the available resources for
legitimate channel estimation, increasing the estimation error
and reducing the SKC. For α < 0.5, more OFDM symbols
are available for legitimate channel estimation in IBFD mode
than its HD counterpart, benefitting the SKC by reducing the
estimation errors. However, α has to satisfy the condition
that T ·min

{
α
2 , 1− α

}
> max {NA, NB}; otherwise, it will

decrease the SKC due to inappropriate digital cancellation,
e.g., α = 0.1. Too long SIC overheads (e.g., α = 0.6) will also
decrease the SKC of IBFD probing. In the high-SNR regime,
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IBFD can achieve a higher SKC than HD with effective ASIC
depth and appropriate SIC overheads.

Fig. 5 illustrates the SKC degradation due to the presence of
a close eavesdropper, who can acquire a CFR correlated with
the legitimate channel. The results show that if Eve cannot
obtain a highly-correlated channel observation, it will not
significantly reduce the SKC. The SKC degradation increases
with decreasing ρ for HD and poor ASIC configurations (i.e.,
decreasing ϑ) for IBFD. In addition, IBFD could reduce the
SKC degradation with effective ASIC for moving users, which
have a low correlation coefficient ρ of continuous channels
due to the Doppler shifts, compared to its HD counterpart.
However, the SKC degradation for HD and IBFD probing is
similar for relatively stationary users.

Fig. 6 shows the SKC variation with increasing probing
duration and enlarged antenna arrays. It can be seen that a
larger antenna array can significantly improve the SKC, illus-
trating the MIMO gain. However, a longer probing duration
is required for IBFD to achieve a higher SKC than HD. The
reason is that SIC requires longer overheads with enlarging
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antenna arrays; otherwise, the RSI is increased, increasing the
probing errors and reducing the SKC.

As analyzed above, the condition for IBFD to gain benefits
over HD depends on the SIC overheads and ASIC depth for
a fixed transceiver and channel condition. Thus, we explore
the IBFD gain (CFDk /CHDk ) with varying α and ϑA (ϑB), as
Figure 7 shows. The results show that sufficient ASIC is the
basis for IBFD to gain benefits, and appropriate SIC overheads
can maximize the gain. With rapidly-varying channels (or fast-
moving users), i.e., low ρ, IBFD probing has less requirement
on the ASIC depth to outperform its HD counterpart.

Fig. 8 shows the effects of transceiver HWIs, which are
revealed as a fundamental limit of the SKC for both HD
and IBFD probing. The results show that large transceiver
distortions will reduce the SKC since they increase the in-
consistencies between the measurements. For IBFD probing,
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Fig. 9. KDR and KGR variation with widening guard stripes of the lossy
quantizers (IBFD probing, T = 14).

the additional noise introduced by imperfect hardware of RF
cancellers significantly affects the SKC, which is different
from its impact on the system capacity. For maximizing the
system capacity, as long as the additional noise caused by
cancellers is not greater than the thermal noise of receivers,
the maximum IBFD gain can be obtained [22], [25]. But for
the SKC, the additional noise needs to be much smaller than
the thermal noise to maximize the IBFD gain. With large
transceiver HWIs, IBFD probing has obvious advantages over
HD probing. The reason is that the penalty of RSI for IBFD
becomes trivial when transceiver HWIs are significant.

B. Secret Key Generation Protocol

In this section, we run Monte Carlo simulations to evaluate
the performance of the proposed CFR-based SKG scheme in
terms of KGR, KDR, and randomness. We set σ2

r = σ2
t =
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Fig. 10. Key performance comparison in HD and FD with various transmit power and Doppler shift (∆τ = 25ms, Lb = 40).

TABLE I
NIST TEST RESULTS (P-VALUES)

∆τ = 5ms, Lb = Lk ∆τ = 5ms, Lb = 40 ∆τ = 25ms, Lb = Lk ∆τ = 25ms, Lb = 40
Monobit 0.877 0.6877 0.6496 0.9692
Block frequency 0.0 0.9968 0.0 0.9999
Runs 0.0002 0.0 0.0049 0.2456
Longest runs 0.1421 0.0 0.0312 0.2689
DFT (Spectral) 0.0 0.0 0.9346 0.8753
Non-overlapping template 0.9461 0.9996 0.9964 0.9999
Maurer’s universal statistical 0.0 0.0 0.2311 0.0141
Linear complexity 0.0 0.0 0.0779 0.7876
Serial 0.0 0.0 0.0535 0.3483
Approximate entropy 0.0 0.0 0.0676 0.3431
Cumulative sums 0.0 0.3859 0.0 0.6899
Random excursion 0.0266 0.0045 0.2782 0.0444
Random excursion variant 0.3192 0.0449 0.2787 0.1088
Number of passed tests 5 (×) 4 (×) 10 (×) 13 (X)

−70dB, α = 0.3 and T = 14 for simulations, and we
consider 60dB of ASIC depth, which could be realized by a
combination of antenna isolation and RF cancellation [25]. The
additional noise caused by RF cancellers is set to be identical
to the receivers’ thermal noise. Simulation results show that
the KDR is decreased to 0 in most cases with the index-based
reconciliation as in [1], [20], so we show the KDR before the
reconciliation. It should be noted that this scheme does not
guarantee key agreement but will not cause key information
leakage since the shared public message is independent of the
key itself. For a lossy quantizer, it is efficient to remove a large
portion of error bits through the index-based reconciliation
method.

Fig. 9 shows the KDR and KGR variation against the
width of the guard stripe of the lossy quantizers. The samples
are collected with IBFD probing. Larger γ yields a wider
guard stripe, and the KDR is reduced at the cost of a slow
KGR. It also illustrates the benefits of antenna arrays that
more antennas benefit the SKG in terms of KGR. Although
an enlarged antenna array increases the KDR, it can be
reduced by a fairly wide guard strip. For instance, 4-antenna

arrays at legitimate users can achieve a KGR of 869bps and
KDR approximate to the order of 10−4 with γ = 0.3. In
contrast, 2-antenna arrays at legitimate users achieve a KGR
of 275bps and KDR approximate to the same order (10−4)
with γ = 0.15. Thus, an enlarged antenna array improves the
key performance in general with appropriate guard stripe and
reconciliation.

Fig. 10 compares the key performance of HD and IBFD
probing with different SNR (i.e., transmit power) and the
relative speed of legitimate users. The quantization segment
length is set to 40, i.e., Lb = 40 to guarantee the randomness
of the generated key. A lossy quantizer with a narrow guard
stripe (i.e., γ = 0.01) is utilized here to compare the KDR
of different schemes explicitly; otherwise, there will not be
error bits due to limited samples. A fast relative speed of le-
gitimate users results in a large Doppler shift of the legitimate
channel, reducing the correlation between consecutive CFRs
(i.e., ρ). It shows that IBFD probing achieves lower KDR
and higher KGR than its HD counterpart with high transmit
power and fast relative speed between legitimate users, which
is consistent with the theoretical analysis. Furthermore, it
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shows the advantages of the CFR averaging operation, which
fully utilizes the CFRs within the same band to significantly
improve the key performance in terms of both KDR and KGR.

Table I shows the NIST test results for the generated key
with different probing rates and quantization segment lengths,
where binary matrix rank test and overlapping template test are
not performed due to the limited length of the generated key.
The random excursion and random excursion variant tests are
performed with J = 35 (see [23]) due to the limited length,
which may not be reliable. The relative speed of legitimate
users is set to be 10m/s, and the key is generated from
IBFD probing samples. Results indicate that there is a tradeoff
between the KGR and the randomness of the key. A faster
probing rate (i.e., a shorter probing interval of ∆τ = 5ms)
can increase the KGR, but the generated key only passes 5 of
the 13 tests. Thus, in some ways, the generated key cannot be
considered random. In contrast, a low probing rate (i.e., longer
probing interval of ∆τ = 25ms) is necessary to guarantee
the security of the SKG scheme. The probing rate strongly
depends on the environment. In a dynamically changing envi-
ronment, the probing rate should be tuned by a proportional-
integral-derivative controller. The readers are referred to [33]
for a detailed description of applying such a controller to tune
the probing rate. Besides, it also demonstrates the necessity
of segmental quantization. If the samples are not quantized in
segments, large-scale fading will cause consecutive 0s or 1s
in the generated bit sequence so that it will fail in some tests.
With appropriate probing rate and sample segmentation, the
generated key passes all 13 tests.

VIII. CONCLUSION

In this paper, we have studied the secret key capacity of
a CFR-based SKG scheme with IBFD and HD probing in
MIMO systems by formulating the difference and correlation
between the measurements of legitimate users. Theoretical
analysis reveals that the fundamental limits of SKC come
from the transceiver HWIs, while the non-simultaneous mea-
surements limit the SKC for HD systems and SIC schemes
(i.e., ASIC depth and SIC overheads) limit the SKC for IBFD
systems. In the high-SNR regime, IBFD could have a larger
probing error but achieve a higher SKC than HD with moving
users. For stationary users, IBFD probing requires effective
ASIC depth to outperform its HD counterpart, while appro-
priate SIC overheads can maximize the gain. Besides, IBFD
probing is more robust to large transceiver HWIs than HD,
and it could reduce the SKC degradation due to the presence
of a close eavesdropper. MIMO systems can significantly
improve the KGR, but longer SIC overheads are required for
appropriate SIC. Thus, a longer probing duration is required
for IBFD to provide benefits on the SKC over HD. Then, 3GPP
specification-based simulations verified the effectiveness of the
proposed SKG processing scheme. The results are consistent
with the analysis.
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TABLE II
IMPORTANT SYMBOLS AND DESCRIPTIONS

Symbol Description
σ2
t , σ2

r transceiver HWIs factor
σ2
w,i power of AWGN
σ2
d,i power of canceller’s noise
σ2
n,i power of noise and interference for HD probing
σ2
n,i,0 power of noise and interference for digital canceller
σ2
n,i,1 power of noise and interference for IBFD probing
σ2

∆,i power of HD probing errors
σ2

∆,i,0 power of estimation errors for digital canceller
σ2

∆,i,1 power of IBFD probing errors
σ2
s,i,0 power of RSI after digital cancellation
σ̄2

∆,i power of HD probing errors in the high-SNR regime
σ̄2

∆,i,1 power of IBFD probing errors in the high-SNR regime
Φi, Ψi transceiver HWIs matrix
Wi AWGN matrix
Di canceller’s noise and distortion matrix
G̃i effective SI channel after RF cancellation
α SIC overheads to probing duration ratio
T number of probing symbols
Ni number of Tx/Rx antennas
Pi transmit power
%i pathloss of SI channel
%AB pathloss of the legitimate channel
ϑi realized ASIC depth in dB

ηi = 10−
ϑi
10

ρ correlation coefficient of continuous legitimate channels
ρ′ correlation between legitimate and eavesdropping channels
γ guard stripe of the lossy quantizer
∆τ probing duration
Lb the segment length of the segmental quantizer
Lk the length of the generated key
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APPENDIX A
TABLE FOR NOTATIONS

In this appendix, we list important and similar symbols in
Table II to help reading this paper.

APPENDIX B
MMSE CHANNEL ESTIMATOR

Assume Y = HX + W, where Y ∈ CM×T , H ∈ CM×N ,
X ∈ CN×T , and W ∈ CM×T . The entries of matrices X
and W are i.i.d. to Gaussian distribution with zero mean and
variance of P

N and σ2
w, respectively. The MMSE estimate of

H is given as

Ĥ = Y
(
E
{
Y†Y

})−1 E
{
Y†H

}
= Y

(
X†RHHX +Mσ2

wI
)−1

X†RHH

= YX†
(
RHHXX† +Mσ2

wI
)−1

RHH ,

(40)

where RHH = E
{
H†H

}
and E

{
W†W

}
= Mσ2

wI. It
should have T > max (M,N) for an appropriate estimation;
otherwise, the matrix in the parentheses of the inverse oper-
ation could be rank deficient. The estimation error is given
as

∆H = H− Ĥ. (41)
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According to the orthogonality principle [34], we have

E
{

∆†H∆H

}
= E

{(
H− Ĥ

)† (
H− Ĥ

)}
(42)

= RHH −RHHX
(
X†RHHX +Mσ2

wI
)−1

X†RHH

= RHH

[
I−X

(
X†RHHX +Mσ2

wI
)−1

X†RHH

]
= RHH

[
I−

(
XX†RHH +Mσ2

wI
)−1

XX†RHH

]
= Mσ2

wRHH

(
XX†RHH +Mσ2

wI
)−1

.

Assume each element of the error matrix is indepen-
dent of each other, then we have E

{
∆H∆†H

}
=

Nσ2
wRHH

(
XX†RHH +Mσ2

wI
)−1

. In the case of uncorre-
lated MIMO channel, i.e., H has i.i.d zero-mean complex
Gaussian elements with variance of %H such that RHH =
M%HI, we can rewrite (40) as

Ĥ = Y

(
X†X +

σ2
w

%H
I

)−1

X†. (43)

Besides, the estimation error can be described by the circular
complex Gaussian model as

∆H ∼ CN

(
0, N

σ2
w

PT
N +

σ2
w

%H

IM

)
, (44)

where the entries of ∆H are i.i.d. to zero-mean complex
Gaussian distribution with variance of σ2

w

PT
N +

σ2w
%H

.

APPENDIX C
PROOF OF LEMMA 1

The conditional mutual information is computed as [18]

I (hεA; hεB | hεE) = log2

|Cε
AE | |Cε

BE |
|Rε

E | |Cε
ABE |

, (45)

where Cε
i,j = E

{
vijv

†
ij

}
with vij =

[
(hεi)

T , (hεj)
T
]T

,

i, j ∈ {A,B,E}, Cε
ABE = E

{
vABEv†ABE

}
with vABE =[

(hεA)T , (hεB)T , (hεE)T
]T

. Thus, we have

|Cε
AE | =

∣∣∣∣∣ Rε
A Rε

AE

Rε
EA Rε

E

∣∣∣∣∣ = Rε
ARε

E −Rε
AERε

EA, (46)

|Cε
BE | =

∣∣∣∣∣ Rε
B Rε

BE

Rε
EB Rε

E

∣∣∣∣∣ = Rε
BRε

E −Rε
BERε

EB , (47)

|Cε
ABE | =

∣∣∣∣∣∣∣
Rε
A Rε

AB Rε
AE

Rε
BA Rε

B Rε
BE

Rε
EA Rε

EB Rε
E

∣∣∣∣∣∣∣
= Rε

ARε
BRε

E + Rε
ABRε

BERε
EA + Rε

AERε
BARε

EB

−Rε
BRε

AERε
EA −Rε

ARε
BERε

EB −Rε
ERε

ABRε
BA.

(48)

The variance matrix of hεE ∀ ε is given as

Rε
E = E

{
hεE (hεE)

†
}

=
(
ρ′2%AB + (1− ρ′2)%AB

)
INANB

= %ABINANB .
(49)

Since the entries of Hε
ij and ∆ε

ij are i.i.d. to zero-mean
complex Gaussian distribution, and they are uncorrelated due
to the orthogonality principle of MMSE estimators [34], it
can be derived that hεi is distributed to zero-mean Gaussian
distribution. The variance matrix of hεi , i ∈ {A,B} is different
for different probing modes, which is given as

RHD
i = E

{
hHDi

(
hHDi

)†}
=
(
%AB + σ2

∆,i

)
INANB . (50)

RFD
i = E

{
hFDi

(
hFDi

)†}
=
(
%AB + σ2

∆,i,1

)
INANB , (51)

The covariance matrices for HD probing are given as

RHD
AB = E

{
vec
(
H

(τ2)
AB

)(
vec
((

H
(τ1)
BA

)T))†}

= E
{

vec
(
H

(τ2)
AB

)(
vec
(
H

(τ1)
AB

))†}
= ρ%ABINANB ,

(52)

RHD
AE = E

{
vec
(
H

(τ2)
AB

)(
vec
((

H
(τ1)
EA

)T))†}

= E

{
vec
(
H

(τ2)
AB

)(
vec
((

ρ′H
(τ1)
BA + Λ

(τ1)
BA

)T))†}
= ρ′ρ%ABINANB ,

(53)

RHD
BE = E

{
vec
(
H

(τ1)
BA

)(
vec
((

H
(τ1)
EA

)T))†}

= E

{
vec
(
H

(τ1)
BA

)(
vec
((

ρ′H
(τ1)
BA + Λ

(τ1)
BA

)T))†}
= ρ′%ABINANB ,

(54)

where ρ is the correlation coefficients of consecutive CFRs
due to temporal changes within different probing slots τ1 and
τ2 in HD such that [4]

ρ =
Cov

(
vec
(
H

(τ1)
AB

)
, vec

(
H

(τ2)
AB

))
√
V ar

(
vec
(
H

(τ1)
AB

))√
V ar

(
vec
(
H

(τ2)
AB

)) . (55)

The covariance matrices for IBFD probing can similarly be
given as

RFD
AB = %ABINANB , (56)

RFD
AE = ρ′%ABINANB , (57)

RFD
BE = ρ′%ABINANB . (58)

We will have Rε
ji =

(
Rε
ij

)†
= Rε

ij ∀ i, j ∈ {A,B,E}
since its a real-number identity matrix. Insert these covari-
ance matrices into Equation (45), we can obtain the SKC
of HD and IBFD modes as Equations (24) and (25) with
$HD
i = %AB + σ2

∆,i and $FD
i = %AB + σ2

∆,i,1.
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APPENDIX D
PROOF OF LEMMA 2

The mutual information of hεA and hεB is given as

I (hεA; hεB) = H (hεA) +H (hεB)−H (hεA,h
ε
B)

= log2

|Rε
A| |Rε

B |
|Cε

AB |

= log2

|Rε
A| |Rε

B |

|Rε
A|
∣∣∣Rε

B −Rε
AB (Rε

A)
−1

Rε
AB

∣∣∣ .
(59)

Insert Equations (50) and (52) into Equation (59), we can
obtain the secret key capacity for HD probing under the spatial
independence assumption as Equation (22). Similarly, insert
Equations (51) and (56) into Equation (59), we can obtain
the secret key capacity for IBFD probing under the spatial
independence assumption as Equation (23).
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