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Abstract 

In what some scholars consider a marked departure from its traditional policy, the U.S.' 

2018 Nuclear Deterrence Posture Review declared that the U.S. would consider the use of 

nuclear weapons in response to "significant, non-nuclear strategic attacks." However, despite 

real-world examples of the type of significant cyberattacks on U.S., allied, or partner civilian 

population or infrastructure alluded to in the Review, the factors that might trigger multidomain 

escalation remain underexplored, which creates a credibility gap in the U.S.' deterrence policy. 

This paper explores these factors by providing a case study of the North Korean WannaCry and 

Russian NotPetya cyberattacks and compares the potential flashpoints caused by each attack with 

declared U.S. nuclear policy. In so doing, it examines how the presence of a traditional nuclear 

deterrent affects a state's ability to deter cyberattacks. 
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Introduction 

In February 2018, the Trump administration released the unclassified version of its 

Nuclear Posture Review (NPR), thus heralding what some scholars consider to be a significant 

departure from previous United States (U.S.) nuclear policy. Whereas the U.S.’ nuclear policy 

under the Obama administration had come the closest it has ever been to a sole-purpose posture, 

the new 2018 NPR declared that the U.S. would also consider the use of nuclear weapons in 

response to "significant, non-nuclear strategic attacks,” introducing the possibility that 

cyberattacks might be met by nuclear retaliation. Despite a number of significant cyberattacks 

having occurred both before and since the Trump NPR’s publication, the literature on cyber 

deterrence remains both theoretical and lacking in case studies. Additionally, for all the criticism 

that the NPR’s new stance received, few studies have given serious thought to how nuclear 

weapons and attacks might influence cyber deterrence, despite the fact that the reverse—

cyberattacks’ effect on nuclear deterrence—has been the subject of careful scrutiny (Gartzke and 

Lindsay 2017; Acton 2018).  

My paper seeks to address this gap by determining how the threat of a traditional nuclear 

deterrent affects the U.S.’ ability to deter against cyberattacks. Based on the research of Rid 

(2012) and Kreps and Schneider (2019), I argue that, even when attacks can be attributed to 

specific actors, threatening a nuclear response has little effect in deterring cyberattacks because 

such a policy suffers from a credibility problem: namely, cyberattacks, even ones as virulent as 

the ones under investigation, are usually only capable of inflicting impermanent and, ultimately, 

transient damage, making it difficult for them to reach the level of a strategic attack. Without 

passing this declaratory threshold, among others, the U.S. will likely struggle to justify the 

significant political costs that come with nuclear weapons use. As a result, it is unlikely that the 
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threat of nuclear retaliation will be able to credibly deter cyberattacks unless said attacks succeed 

where NotPetya and WannaCry failed and affect their target states substantially and for long 

enough that it generates permanent and physical effects.  

What follows is a case study of two of the widest-reaching and costliest cyberattacks to 

date, WannaCry and NotPetya, to determine the extent to which they match the qualifications for 

what cyberattacks merit a nuclear response per the Trump administration’s declaratory policy, 

with the underlying assumption being the declaratory policy precedes the use of a nuclear 

weapon on the causal chain. In other words, if it fails to meet the NPR’s conditions, then nuclear 

use is likely a non-option. To this end, I use open-source information collected from official 

publications and announcements from governments, international organizations, newspapers, 

cybersecurity organizations, and, where applicable, think tanks. The paper proceeds in four parts: 

first, I contextualize my research question in relation to the literature on cyber and cross-domain 

deterrence; second, I provide an analysis of the Trump administration’s nuclear policy, focusing 

in particular on its NPR and how it compares to the Obama administration’s NPR; and third, I 

summarize the events and effects of the WannaCry and NotPetya attacks before finally 

conducting an evaluation on the extent to which the effects of these attacks match key conditions 

outlined by U.S. declared policy. 

This paper does not seek to argue why WannaCry and NotPetya failed to elicit a nuclear 

or conventional response; rather, it leverages the extraordinary scale and nature of these attacks 

to retroactively apply the Trump administration’s NPR and establish a lower bound for so-called 

“significant” non-strategic threats. U.S. nuclear policy has always sought to satisfy two 

paradoxical desires: on the one hand, the U.S. seeks to maintain some strategic ambiguity to 

maximize its freedom of action; on the other, the traditional view of effective deterrence is it 
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depends upon the clear delineation of what is considered bad behavior and what said behavior’s 

consequences are. As these two cases demonstrate, however, cyber deterrence differs from 

deterrence in the physical domains. Moreover, NotPetya and WannaCry raise important 

questions about how willing and actually capable the U.S. is of following through on its nuclear 

threats in cyberspace. By making a threat which it will never be able to follow through on, the 

U.S. risks diminishing its overall credibility and the effectiveness of its other threats. Therein lies 

the value of this paper: by seeking to discern where U.S. nuclear posture falls short, this paper 

will help policymakers better determine how best to deter future cyberattacks and whether 

pursuing it through the threat of nuclear weapons is a worthwhile endeavor. 

 

Literature Review 

Much of the literature on cyber deterrence draws from that on nuclear deterrence. 

Thomas Schelling’s observations that threats and the resolve to carry them out must be clearly 

communicated to would-be adversaries have long been of interest to security scholars. By noting 

that an adversary must both correctly interpret the redlines established by the deterring actor and 

believe that the actor is capable of realizing its declarations, Schelling underscored the 

importance of credibility to an effective deterrence (Schelling 1966). However, it was easy for 

Schelling to axiomatically assume that the attribution of an attack is possible due to the 

physically observable nature of attacks in the nuclear domain. Conversely, cyberattacks lack the 

physical element that attacks in the other traditional domains of war do. In addition, obfuscation 

methods abound, and the attribution process is so technically complex that there is often a large 

delay between the time of the incident and the identification of the perpetrators, which causes the 

weight of retaliatory threats to diminish (Brantly 2018). These factors have led some scholars to 
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conclude that attacks in cyber are considerably more difficult to attribute (Betts 2002; Libicki 

2009; Nye Jr 2011; Iasiello 2013). Without the ability to identify attackers and hold their 

interests at ransom, it is difficult to carry out counterattacks, let alone demonstrate a willingness 

to follow through on them, and thus, the effectiveness of deterrence by punishment suffers. 

Consequently, deterrence by denial has been the more widely-accepted strategy between the two 

in cyberspace.  

Recent studies have taken a different stance vis-a-vis the attribution problem in cyber. 

The sophistication required to code malicious, large-scale, and genuinely disruptive attacks 

cannot have the benefit of assuming anonymity, as such technical sophistication creates 

opportunities for error in either the coding or the operation itself that may assist victims with 

attribution (Lindsay 2013). Some even go as far as to argue that the attribution problem and 

offensive domain paradigms in the cyber deterrence literature are of little importance because the 

strategic context and operational realities of attacking certain actors in cyberspace narrows down 

the list of potential attackers, and there is little empirical evidence to support the offensive 

paradigm (Tor 2017). In other words, despite the fact that deterrence by punishment may not be 

entirely meaningless in cyber, the challenges related to its implementation dampen its 

effectiveness therein (Iasiello 2013; Nye Jr 2017).  

 In addition to influencing each other’s theoretical paradigms, the relationship between the 

cyber and nuclear domains has also drawn interest because of the escalatory risks associated with 

the cyber-nuclear nexus. That is, cyberattacks have the potential to erode the stability of nuclear 

deterrence, particularly through the U.S.’ nuclear command, control, and communications (NC3) 

architecture, which connects the national command authority to nuclear forces and provides the 

means for U.S. officials to detect, respond to, and order their own attacks. As they are now, these 
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systems are increasingly antiquated. Although the age of the NC3 architecture means that 

adversaries have less forms of remote access to exploit, it also decreases the systems’ overall 

effectiveness. The U.S. has taken steps to modernize its NC3 architecture from the legacy 

systems it currently employs, but doing so comes at the cost of creating new access vectors for 

adversaries. Moreover, as the U.S. continues to update its systems, certain redundancies are 

being eliminated (e.g., reducing the number of satellites capable of transmitting nuclear 

employment orders). These changes decrease the overall resilience of NC3 systems to 

cyberattacks while simultaneously increasing their effectiveness and introducing new attack 

vectors (Gartzke and Lindsay 2017; Acton 2018). As a result, there is a concern that a 

cyberattack on NC3 systems will compromise the integrity of the U.S.’ second-strike 

capabilities. 

Although threat actors might generally be deterred from attacking NC3 assets, the 

increasingly dual-use nature of these assets makes it difficult for attackers to distinguish between 

nuclear and nonnuclear weapons, heightening the risk of an incidental attack. Thus, for example, 

pure cyber espionage may be indistinguishable to victims from a move to disable their NC3 

capabilities (Acton 2018). In turn, this ambiguity increases a victim’s uncertainty, contributes to 

crisis instability, and incentivizes them to pursue more escalatory deterrence measures and 

attempts at limiting damage to themselves in what Acton (2018) terms “misinterpreted warning” 

and “the damage-limitation window,” respectively. Indeed, systems need not even be actively 

degraded: the very possibility of latent malware may make leaders wary of information from 

early-warning systems (Klare 2019). Further exacerbating this problem is the fact that the 

number of escalation mechanisms increases during crises, when leaders in time-sensitive, high-
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stress environments are likelier to misperceive situations (Acton 2020). Put briefly, there is a 

robust literature on how the cyber domain affects nuclear deterrence. 

The same cannot be said of the reverse. To be sure, think tanks have spared no amount of 

ink expressing their views on the topic; however, with regards to academic research, little has 

been said about how the nuclear domain could potentially affect cyber deterrence. What studies 

that do exist on related topics only address the nuclear-to-cyber pathway tangentially, if at all. 

For example, scholars might examine the implications of certain administrations’ nuclear 

policies, but do little to connect them to the cyber domain (Hayes 2018). As a result, although it 

is now more evident than ever that cyberattacks must clear certain thresholds in order to merit 

violent physical responses in general (Rid 2012; Rid 2013; Borghard and Lonergan 2019; 

Schneider 2020), the extent to which these so-called escalation firebreaks affect the likelihood of 

a nuclear response to a cyberattack remains understudied, to say nothing of the credibility of 

making such a retaliatory threat. Of course, it does not help matters that, to date, there has yet to 

be a cyberattack which has elicited a conventional response, let alone a nuclear one. 

Besides the previous explanation, another possible contributing factor to the above gap in 

the literature is the nuclear taboo. The nuclear taboo is a de facto Cold War-era norm that 

stigmatizes the use of any kind of nuclear weapons (Tannenwald 2005). Nuclear weapons are 

uniquely destructive, but because of that same highly destructive quality, they are largely a non-

option except for use as a deterrent and as a means to induce strategic stability (Hayes 2018). In 

the public’s and some U.S. officials’ view, the use of these weapons, even smaller tactical ones, 

constitutes such a severe breach of morals and American values that their use is illegitimate, to 

the point where the political costs of deploying one apparently outweighed the loss of the 

Vietnam War (Tannenwald 1999, 2012; Pant 2012). Considering that the dominant American 
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view of nuclear weapons is that they only exist to never be used (Hayes 2018), questions 

pertaining to genuine nuclear use may seem superfluous. 

Yet, given the growing value of offensive measures to both U.S. officials and academics 

in preventing cyber threats, this is an area that merits research. Besides the attribution problem 

discussed earlier, the asymmetry of reliance and capability between technologically-advanced 

states, who are best-equipped to launch offensive cyberattacks, and less technologically-capable 

states and non-state actors also makes it difficult to credibly threaten tit-for-tat deterrence 

because a power imbalance exists, and actors less dependent on cyber platforms will be less  

impacted by their loss (Lupovici 2011; Wilner 2019). As a result, this has led to the view that 

cyber is “inherently” cross-domain (Lindsay and Gartzke 2022). That is, the most effective 

means of deterrence are those that threaten to punish assets in one domain to deter attacks in 

others (Borghard and Lonergan 2017; Lonsdale 2017; Schneider 2020), with some caveats owing 

to the variations in the definition of cross-domain deterrence: although the Defense Department 

(DoD) normally defines it across the five traditional domains of land, sea, sky, space, and cyber 

(Mallory 2018), others define it based on weapons and types of belligerents (Dawkins 2009; 

Scouras, Smyth, Edward, and Mahnken, Thomas 2014; Lindsay and Gartzke 2019).  

Similar to the traditional conceptions of deterrence discussed prior, though, cross-domain 

deterrence also has its limitations. First, the bar for effective deterrence is high: the American 

public is generally reluctant to resort to escalatory measures against cyberattacks and is only 

willing to support retaliation against cyberattacks that target civilian infrastructure and NC3 

assets (Kreps and Schneider 2019; Schneider 2020). In addition, some types of cyberattacks are 

more likely than others to escalate to the physical world. For example, subversion, defined as the 

“deliberate attempt to undermine the authority, the integrity, and the constitution of an 
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established authority or order” (e.g., via propaganda) is more likely to lead to violence than 

sabotage (Rid 2012; Rid 2013), as are those cyberattacks that can generate the violence and 

horror necessary to galvanize the public and officials (Borghard and Lonergan 2019). Moreover, 

crossing domains may inadvertently escalate a conflict. Victims attempting to retaliate against 

non-state actors may impinge on the perpetrators’ host country’s sovereignty in their pursuit 

(Sterner 2011), or, alternatively, mutual misperceptions resulting from an asymmetry of available 

information and incentives to misrepresent them may embolden adversaries and trigger 

inadvertent escalation (Liff 2012). Consequently, although cross-domain deterrence is gaining 

traction among academics and the U.S. national security enterprise as an option to circumvent 

some of the traditional challenges associated with the cyber domain, it should not be treated as a 

silver bullet. 

The value of this paper is twofold. To date, most of the cyber deterrence literature has 

been theoretical, and case studies on the subject remain lacking (Goodman 2010; Soesanto and 

Smeets 2021). This gap has left scholarly opinions on the very efficacy of cyber deterrence 

divided, with little empirical data to support them. In addition, as already discussed, although 

much has been written on how cyberattacks erode nuclear deterrence, there is little in the way of 

research explicitly focused on the reverse, despite US policymakers’ apparent interest in 

applying nuclear threats to achieve cyberdeterrence. This study aims to contribute to the 

literature first, by examining in detail the events and consequences of two major cyberattacks 

and, by extension, serving as another aggregate of sources and analyses for future scholarship on 

them. Second, in grounding its analysis in the context of nuclear responses to cyberattacks, it 

seeks to stimulate further discourse on the relationship between nuclear weapons and cyber 

deterrence. Specifically, it questions the wisdom of such a move, both in how possible it is to 
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implement and whether it is the most effective deterrent option available. With a clearer 

understanding of the role(s) that nuclear weapons can play in deterring cyberattack, U.S. 

policymakers will be able to create more effective policies to protect the American people.  

 

The Trump Administration’s Nuclear Declaratory Policy 

The Trump administration situated its NPR within the context of a “worsening” security 

environment (U.S. Department of Defense 2018). Although both the Obama and Trump NPRs 

noted that the world was changing or evolving, respectively, by 2018, the source and range of 

new threats had expanded significantly: Obama was chiefly concerned with the prevention of 

nuclear proliferation amongst states and terrorist groups; Trump, meanwhile, argued that “There 

now exists an unprecedented range and mix of threats, including major conventional, chemical, 

biological, nuclear, space, and cyber threats, and violent non-state actors” which produced 

“uncertainty and risk” (U.S. Department of Defense 2018). U.S. relations with China and Russia 

had worsened, nuclear-capable states like Russia and North Korea were placing greater emphasis 

on nuclear force, and all three countries were growing increasingly aggressive in outer space and 

cyberspace. With arms control measures and the conditions to establish them deteriorating, 

despite the U.S.’ efforts to abide by them, it became necessary to reevaluate the U.S.’ nuclear 

posture. 

 Under these circumstances, nuclear weapons took on a special value to the Trump 

administration. Eschewing a “one size fits all” deterrence approach in favor of a flexible and 

tailored force that could match the diversity of security challenges, the Trump NPR stated that 

without nuclear deterrence, U.S., allies, and partners “would be vulnerable to coercion and attack 

by adversaries who retain or expand nuclear arms and increasingly lethal capabilities.” Nuclear 
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capabilities stood apart as a “necessary, unique, and currently irreplaceable” maximizer of the 

U.S.’ freedom of action and deterrence credibility (U.S. Department of Defense 2018). To those 

ends, the administration called for an expansion of the U.S.’ nuclear options to include low-yield 

capabilities, a move criticized by some scholars for being a tacit admission by the DoD that 

limited strategic nuclear war was possible (Brown 2018)—and for reversing the conventional 

argument that lower-yield nuclear weapons lowered the nuclear threshold (Stevenson 2018). 

Thus, believing that the breadth of security challenges could only be matched by a corresponding 

breadth of nuclear options (Peczeli 2018), the Trump administration replaced nuclear stability 

with nuclear deterrence as the centerpiece of the U.S.’ new nuclear policy. 

 In addition to expanding the variety of nuclear weapons at the U.S.’ disposal, the Trump 

NPR also broadened the conditions under which they could be used. The Obama administration’s 

NPR had declared that it “will work to establish the conditions” under which the “sole purpose” 

of nuclear weapons would be to deter other nuclear attacks against itself or its allies and partners, 

the closest it has ever approached a sole-purpose posture (Peczeli 2018). Hence, the argument 

that “the role of U.S. nuclear weapons to deter and respond to non-nuclear attacks—

conventional, biological, or chemical—has declined significantly” (U.S. Department of Defense 

2010). In contrast, the Trump administration’s National Security Strategy (NSS) declared that 

nuclear deterrence was “essential to prevent nuclear attack, non-nuclear strategic attacks, and 

large-scale conventional aggression.” Therefore, the U.S. would entertain employing nuclear 

weapons 

in extreme circumstances to defend the vital interests of the United States, its allies, and 

its partners. Extreme circumstances could include significant non-nuclear strategic 

attacks. Significant non-nuclear strategic attacks include, but are not limited to, attacks on 
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the U.S., allied, or partner civilian population or infrastructure, and attacks on U.S. or 

allied nuclear forces, their command and control, or warning and attack assessment 

capabilities (U.S. Department of Defense 2018). 

In so doing, the Trump NPR reversed its predecessor’s near-sole-purpose posture to once again 

potentially include a nuclear response to a non-nuclear one, revised the definition of non-nuclear 

attacks to now include cyberattacks, and brought civilian populations and infrastructure under 

the U.S.’ explicit protection where they had previously lacked such focus. Notably, this was not 

the first policy document where the Trump administration tried to establish the link between 

cyberattacks and the threat they pose: the NSS, which was released two months prior, claimed 

that the spread of inexpensive weapons and cyber tools made it possible for adversaries to 

conduct non-nuclear strategic attacks “in ways that could cripple our economy and our ability to 

deploy our military forces.” Reservations about the policy wisdom behind such a move 

notwithstanding, these changes gave credence to the view that the Trump NPR had an “elastic 

view” of the extreme circumstances meriting a nuclear response (Brown 2018), especially 

compared to its predecessor.  

 Several terms in the NPR’s declaration clearly act as qualifiers to a U.S. nuclear 

response. Together, they stipulate the apparent nature of an attack, what it must threaten, and the 

target thereof; however, despite their importance, they are ill-defined within the document itself. 

For example, the concept of a strategic attack does not appear in the Obama administration’s 

NPR nor does it feature in either NSS released by it; its use in the NPR is specific to the Trump 

administration. The term borrows from the Air Force doctrine of the same name for offensive 

actions targeting an adversary’s centers of gravity in order to destroy their freedom of action, 

physical strength, or will to fight (Carlino 2002). Put briefly, then, strategic attacks are not 
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distinguished by the weapons used to carry them out, but by how they catastrophically influence 

an adversary’s ability and will to recover equilibrium and, ultimately, wage war (Thieret et al. 

1996).  

Likewise nebulous within the NPR are what constitutes America’s vital interests and to 

which allies and partners its nuclear umbrella applies, though again, outside sources provide 

clues. The Trump NSS outlines four pillars considered vital national interests for the U.S.: first, 

the protection of the homeland, the American people, and the American way of life; second, the 

promotion of American prosperity; third, the preservation of peace through strength; and finally, 

the advancement of American influence. Expanding on the first pillar, the Trump administration 

also promises it “will protect our critical infrastructure and go after malicious cyber actors.” 

Later, though it does not provide a detailed list of U.S. allies and partners, the Trump NSS notes 

that its nuclear deterrent extends to “more than 30 allies and partners”—presumably, the then-28 

other members of the North Atlantic Treaty Organization (NATO), who are commonly 

recognized as official U.S. allies (Lange 2018); and South Korea, Japan, and Australia, all of 

whom are also allies through treaty-based pledges (Spector 2022). It is less clear to which 

partners the Trump administration refers to in both the NPR and NSS, a situation made all the 

more difficult by the DoD’s lackluster definition that partnerships are those less-formal 

relationships that “usually focus on something mutually beneficial during a specific amount of 

time or for specific circumstances” (Lange 2018). However, this difficulty may well be a case of 

strategic ambiguity to preserve the U.S.’ freedom of action in the face of so many qualifiers to a 

nuclear response. Nevertheless, the underlying implication is clear: the U.S. would only consider 

the use of nuclear weapons in response to attacks that target the U.S., NATO members, South 

Korea, Japan, Australia, and an unspecified list of partners; threaten one of the four vital national 
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interests outlined by the NSS, and catastrophically affect their victims’ will and war-waging 

ability.  

 

WannaCry and NotPetya: Who, What, When, Where, How 

 The history of both WannaCry (or WannaCryptor) and NotPetya began on March 14, 

2017, when Microsoft released a patch for a zero-day security vulnerability by the name of 

EternalBlue, which allowed attackers to remotely run any code on a victim’s device. Though this 

patch preceded both attacks by as much as two months, businesses and organizations were slow 

to update their devices for any number of budgetary, bureaucratic, or perceptual reasons 

(MacKenzie 2019). The following month, a group by the name of the Shadow Brokers leaked 

EternalBlue to the public alongside other tools allegedly belonging to the National Security 

Agency (Greenberg 2018), providing hackers with a novel infection vector and enabling them to 

combine it with other malware to destructive effect. 

 On May 12, 2017, WannaCry, a ransomware worm developed by the North Korea-

backed Lazarus Group (U.S. Department of Justice 2018a), became the first major cyberattack 

involving the EternalBlue exploit. Ransomware is malware that denies users access to their files, 

systems, or networks, while a computer worm is a self-replicating malware that spreads to other 

computers. WannaCry combined EternalBlue, which allowed it to remotely access vulnerable 

devices, much as with NotPetya, with a backdoor implanting malware named DoublePulsar to 

install itself on devices and encrypt them (McNeil 2017). Ransom notes initially demanded $300 

from the victims in exchange for decrypting files, with a failure to pay resulting in the extortion 

price doubling after 3 days. WannaCry’s general classification as ransomware suggests criminal 

or profit-driven intent. However, an affidavit released by the Justice Department indicates that 
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WannaCry was unusual for ransomware in that payment did not guarantee decryption, even a 

year later, and it self-propagated but did not appear to be targeting any persons or groups in 

particular (U.S. Department of Justice 2018b). Information on WannaCry’s patient zero varies: 

global heat maps of attacks detected by Malwarebytes’ cybersecurity software suggest the first 

computers were infected in Cheboksary, Russia and Zhytomyr, Ukraine (WannaCry 

Ransomware Infection Heat Map 2017), while a report from another cybersecurity company 

claims it began somewhere in southeast Asia, specifically, Hong Kong, India, or the Philippines 

(Brenner 2017).  

In total, over 200,000 computers across 150 countries and a variety of sectors (e.g., 

healthcare, logistics, telecommunications, automotive, etc) were affected (Shea 2017; What was 

WannaCry? n.d.). Of WannaCry’s victims, India, Taiwan, and Ukraine were among three of the 

most affected (Jones and Bradshaw 2017), though the British healthcare system remains one of 

the most well-known. In 2017, there were roughly 235 trusts, public entities roughly comparable 

to a corporation, operating under the British National Health Service. When WannaCry struck, 

over 60 of those trusts were affected—or about 20% of the United Kingdom’s total public 

healthcare system (NHS cyber-attack 2017): ambulances were diverted, non-emergency 

surgeries, delayed; appointments, canceled; and phone lines and email accounts, inaccessible 

(Collier 2017; New Jersey Cybersecurity and Communications Integration Cell 2019). All told, 

the attack cost the National Health Service $118,588,000 in canceled appointments alone (What 

is WannaCry ransomware? n.d.). However, this financial loss pales in comparison to the total 

estimated cost of the WannaCry attack: $4 - 8 billion (Greenberg 2018). 

The NotPetya attack followed WannaCry a month later, on the eve of Ukraine’s 

Constitution Day. Created by a Russia-affiliated group named Sandworm, NotPetya also was a 
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worm that encrypted users’ files and used EternalBlue as an infection vector; however, unlike 

WannaCry, it is generally classified as a wiper, a type of malware that destroys its victims’ files 

and devices, and was able to even infect patched computers by pulling the credentials needed to 

access and infect them from unpatched ones with another exploit named Mimikatz. Earlier that 

year, Sandworm had infiltrated Linkos Group’s update servers and created a backdoor through 

the latter’s widely popular M.E.Doc tax accounting software into any computer with M.E.Doc 

installed (Greenberg 2018). Those compromised computers then became NotPetya’s first victims 

when it launched on June 27, 2017. Affected systems displayed an extortion message that 

demanded payment for a decryption key; however, despite the initial belief that NotPetya was 

ransomware, payments did not result in the release of the key—in fact, a decryption key was 

never found nor was it ever possible for the attackers to generate one (Ivanov and Mamedov 

2017). 

 Although NotPetya had a larger total estimated cost at $10 billion (Greenberg 2018), its 

spread appears to have been more targeted than WannaCry: as much as 60 - 80% of the attacks 

occurred in Ukraine, followed by 30% in Russia, with the next-most infected countries being 

Poland, Italy, and Germany (Satter and Bajak 2017; Shea 2017). However, that is not to suggest 

its effects were any less severe. Not only did the attack disable large swaths of Ukraine's critical 

infrastructure, including 90% of Ukraine’s second-largest bank, it also affected “practically 

every federal agency,” leading to the Ukrainian government being described as functionally 

“‘dead’” by its minister of infrastructure (Greenberg 2018). Although some companies lost 

millions due to damages, individuals not directly impacted by the attack felt second-order 

effects, such as shipping delays and traffic jams, reduced hospital operational speeds due to the 

loss of transcription services, and the inability to withdraw cash or purchase certain drugs 
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(Greenberg 2018; Greenberg 2019). It bears noting that it took the U.S. seven months from the 

time of WannaCry’s occurrence to officially attribute it to a threat actor, and it took eight months 

in the NotPetya case (Executive Office of the President 2017, 2018).  

 

Applying the 2018 NPR to WannaCry and NotPetya 

 Superficially, NotPetya and WannaCry seem to match many of the conditions laid out by 

the Trump NPR. For example, as discussed prior, the inclusion of non-nuclear attacks which 

“include, but are not limited to, attacks on the U.S., allied, or partner civilian population or 

infrastructure” was one of the most significant changes to the U.S.’ nuclear posture introduced 

by the Trump administration. The WannaCry and NotPetya attacks meet this criterion, both with 

regards to being attacks on the U.S., its allies, or partners, as well as being ones that affected 

their infrastructure. The U.S. Cybersecurity and Infrastructure Security Agency recognizes 

sixteen sectors as critical infrastructure, including healthcare, energy, financial services, and 

transportation, the latter of which also includes aviation, postal, and shipping. WannaCry’s effect 

on Britain, one of the U.S.’ closest allies, as well as Taiwan, a recognized U.S. partner (U.S. 

Department of State 2022), have already been detailed. Another notable victim of the two 

attacks, and among the countries most severely affected by them (Perlroth and Sanger 2017), was 

Ukraine, which has been a partner with the U.S. since the 1990s through the DoD’s State 

Partnership Program and NATO’s Partnership for Peace (North Atlantic Treaty Organization 

2022; U.S. Department of State 2023). Notably, as a result of the NotPetya attack, four Kiev 

hospitals, six power companies, two airports, over 22 Ukrainian banks, and even the computers 

monitoring radiation levels at Chernobyl were forced to shut down, leaving many Ukranians 
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unsure if they would be able to withdraw cash and refill their cars, purchase food, or refill 

prescriptions (Greenberg 2018).  

Though the U.S.' Homeland Security Department initially said that the number of 

WannaCry victims in the U.S. was "'very small'" (Chappell 2017) and later reports indicate that 

the timely discovery of a kill switch prevented WannaCry from spreading far in the U.S. (Satran 

2017), that does not mean that the U.S. was removed from feeling WannaCry’s effects: a local 

Memphis newspaper reported that over a hundred FedEx flights suffered delays at the time of the 

WannaCry (Risher 2017). Likewise, when NotPetya struck, almost a quarter of all shipping 

terminals owned by Maersk, the world’s largest shipping company at the time, were offline and 

experiencing miles’ worth of traffic jams (Greenberg 2018). In this respect, NotPetya and 

WannaCry posed a challenge to the U.S.’ vital interest in protecting “the homeland, the 

American people, and the American way of life,” under which the mission to “protect our critical 

infrastructure and go after malicious cyber actors” was nested (Trump 2017).  

Additionally, the NPR states that “Extreme circumstances could include significant non-

nuclear strategic attacks,” and despite the administration’s definition of “significant” being left 

ambiguous, it is difficult to understate how influential and large-scale WannaCry and NotPetya 

were. At the time of their occurrence, they were considered the two most virulent, wide-reaching, 

and costliest cyberattacks ever (Scott and Wingfield 2017; Tatar et al 2021; Volz 2017), and, 

with regards to NotPetya, the severity of its effects was acknowledged by the U.S., United 

Kingdom, and Ukrainian governments and its officials. The former released an official statement 

calling NotPetya “the most destructive and costly cyber-attack in history” (Executive Office of 

the President 2018), while an advisor to Ukraine’s interior minister called the attack “the worst in 
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Ukraine’s history” (Prentice 2017).1 Likewise, the Trump administration’s former Homeland 

Security Advisor later compared the effects of NotPetya to “‘using a nuclear bomb to achieve a 

small tactical victory’” (Greenberg 2018), and the then-British Minister for Cyber said in no 

uncertain terms that WannaCry was “one of the most significant to hit the UK in terms of scale 

and disruption” (Foreign & Commonwealth Office and Ahmad of Wimbledon 2017). Besides the 

attacks’ extraordinary technical and historical nature, cybersecurity experts also feared that their 

ability to self-propagate represented a watershed for ransomware attacks, being akin to the “atom 

bomb” of such attacks (Perlroth and Sanger 2017). As such, both the content and quantity of 

statements related to the unprecedented nature of WannaCry and NotPetya are testament to their 

significance to government officials and industry professionals. 

 Besides threatening the first pillar of U.S. vital interests, the damage these two attacks 

inflicted also posed a challenge to the U.S.’ promotion of American prosperity, which includes 

the mission to “protect data and underlying infrastructure” (Trump 2017). Since the NSS’s 

release, the Trump administration has come to summarize this pillar as “Economic security is 

national security” (Hendry 2017), the former of which relies upon the “flow of goods and 

services, people and capital, and information and technology across our borders” (U.S. 

Department of Homeland Security 2022). This precious flow of resources was stopped in 

multiple places and times as a result of NotPetya and WannaCry. Besides the previously-

mentioned shipping delays that Maersk and FedEx both experienced (in the latter’s case, both in 

May and June that year), NotPetya also shut down New Jersey-based pharmaceutical giant 

Merck’s vaccine-manufacturing facilities to such an extent that the global supply for the leading 

 
1 At the time of the source’s writing, the attack was attributed to either Cryptolocker or “a version of the WannaCry 
ransomware”; however, given the lack of corroborating evidence and the timing and circumstances of the statement, 
this attribution is believed to be erroneous. 
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vaccine for human papillomavirus that year had to be supplemented by the U.S.’ entire 

emergency cache; afterwards, Merck needed eighteen months to refill the stockpile with the 

1,800,000 doses it had borrowed (Voreacos et al 2019).  

In addition to goods, NotPetya also led to the destruction of countless computers and 

data. Merck alone lost 30,000 devices, 7,500 servers, and, in one researcher’s case, fifteen years 

of work due to NotPetya (Voreacos et al 2019), whereas Mondelez, a food company based in 

Chicago, lost 24,000 laptops and 1,700 servers (Satariano and Perlroth 2019). Finally, as noted 

prior, although the number of computers affected by WannaCry was estimated at 300,000, and 

the malware was capable of rendering devices permanently inoperable by permanently 

encrypting them, public information on exactly how many devices U.S. companies lost could not 

be located. In short, an argument could be made that these attacks, particularly NotPetya, did 

threaten multiple U.S. vital interests. 

 Yet, despite the ways the Trump NPR ostensibly matches these two cyberattacks, there 

are just as many caveats to them. For example, to Ukraine, the NotPetya attack must have surely 

demonstrated elements of an attempted strategic attack, given that all of the Ukrainian 

government’s networks—including, presumably, the Ministry of Defence—and about 10% of all 

computers nationwide were inoperable (Brewster 2017; Greenberg 2018; Кабачинський 2017), 

making it difficult for the national government to fulfill its day-to-day functions. However, there 

are two details related to the attack that suggest NotPetya posed a limited threat to Ukraine’s 

centers of gravity. First, though it is indisputable that Ukraine's critical infrastructure was 

threatened, the precise sectors involved—largely energy, financial services, and transportation—

are not directly tied to a country’s warfighting ability. Although their loss would have doubtless 

had a negative effect on Ukraine’s economic security and its public health—two of the named 
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potential “debilitating effects” that the loss of a critical infrastructure may have on a country 

(U.S. Cybersecurity and Infrastructure Security Agency 2020)—as gas tanks emptied and 

citizens ran out of prescription drugs, it is difficult to imagine Ukraine’s military immediately 

losing its freedom of action, physical strength, or will to fight as a result. Moreover, Ukrainian 

energy companies infected by NotPetya reported that they were largely “unaffected” by the 

attack and were able to continue providing power (Brewster 2017), further diminishing the risk 

that NotPetya could have posed on Ukraine’s centers of gravity.  

 Second, as with WannaCry, NotPetya was short-lived. Both attacks lasted approximately 

a day before they were stopped. A cybersecurity researcher managed to neutralize WannaCry on 

May 13, 2017 by activating a kill switch that he had accidentally discovered after registering a 

domain queried by the ransomware (Hutchins 2017), while NotPetya required the intervention of 

the Ukrainian government, which confirmed in a blog post that NotPetya had been “halted” 

(Odell and Jones 2017). The ephemeral nature of these attacks helped to contain the spread and, 

therefore, the destructiveness of both malware, as evidenced by the earlier discussion about how 

little WannaCry affected the U.S. compared to other countries. Similarly, considering the sectors 

NotPetya targeted and how it was only active for a day, the attack only fit the definition of a 

strategic attack in the loosest sense of the term, a fact made all the more notable by the 

significant difference between both cyberattacks’ durations and the months needed for the U.S. 

to attribute them. 

It is even more difficult to assert that the U.S. was at risk of a strategic loss. True, there 

were reports that the U.S. suffered significant shipping delays because of the attacks, and some 

hospitals in Pennsylvania were admittedly reduced to operating with paper and pencils due to the 

loss of the Nuance transcription service (Greenberg 2019). However, the shipping delays 



NGUYEN 21 

 

appeared to mostly involve commercial and perishable goods, and no reports were ever released 

attributing lives lost to either cyberattack, despite both affecting healthcare services. In fact, the 

first attributable death to a cyberattack would not occur for at least another three years (Eddy and 

Perlroth 2020). This evidence suggests both WannaCry and NotPetya lacked permanent effects 

outside of economic and information loss, and it potentially explains why, despite the American 

public generally being more willing to support retaliating against cyberattacks on critical 

infrastructure or NC3 architecture (Kreps and Schneider 2019; Schneider 2020), no such calls 

seem to have reached American policymakers.  

Moreover, the extent to which the NPR applies to U.S. partners is ambiguous. This 

ambiguity means it remains unclear how much the U.S. would prioritize its autonomy over 

intervening on a partner’s behalf. After all, although both Britain and Ukraine have long 

relationships with the U.S., a minimal U.S. response to WannaCry on Britain’s behalf could be 

explained by the fact that effects concentrated in a hospital system are unlikely to generate 

strategic results. Such an explanation is more difficult to apply to Ukraine and NotPetya; 

however, the Budapest Memorandum provides some clues. Through the Memorandum, the U.S. 

made security assurances to protect Ukraine in the event that Russia failed to “ respect the 

independence and sovereignty and the existing borders of Ukraine,” did not “refrain from the 

threat or use of force,” and failed to ensure “that none of their weapons will ever be used against 

Ukraine except in self-defense” or according to the United Nations’ charter (No. 52241. Ukraine, 

Russian Federation, United Kingdom of Great Britain and Northern Ireland and United States of 

America 2021). Disabling the government’s networks may have posed a threat to Ukraine’s 

domestic sovereignty, but there are no reports of NotPetya generating kinetic effects, and 

because the attack was believed to have been state-sponsored, it could be argued that Russia did 
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not conduct the attack per se. Together, technicalities such as these limit the available options for 

retaliation, as an unrestrained response against adversaries within another country’s territory 

risks angering the host country.  

Nuclear attacks are also politically costly, given the taboo surrounding their use (Pant 

2012; Tannenwald 1999). A nuclear response to an attack akin to NotPetya or WannaCry, for all 

the rhetoric surrounding how significant or akin to tactical nuclear bombs that they might have 

been, would have been grossly disproportionate, particularly considering no lives were lost and 

that even low-yield nuclear weapons are “thousands of times more destructive than the largest 

conventional ones” and risk years of radiological contamination (Mount 2018). In short, with the 

aforementioned lack of public outcry pressuring U.S. politicians to respond violently to 

WannaCry and NotPetya, there would actually have been strong disincentives against responding 

with nuclear weapons. Therefore, given the circumstances of NotPetya and WannaCry, had the 

Trump NPR been in effect, the U.S. likely would have had strong reasons to take advantage of 

the NPR’s ambiguity and rule out a nuclear response.  

In the context of U.S. cyber deterrence in general, these gaps suggest the threat of nuclear 

retaliation has little deterrent effect in the cyber domain. Despite NotPetya and WannaCry being 

two of the most virulent and costliest cyberattacks to date, they still failed to meet crucial 

thresholds set forth by the Trump NPR and did not evoke even a conventional military response. 

These findings are summarized in Figure 1 alongside select key data, and they suggest that most 

other attacks—which tend to be of smaller scale and costliness—will likewise fail to meet the 

thresholds. Specifically, they could not definitively constitute a strategic threat to the U.S. or its 

allies or partners, even though they were significant attacks that threatened two of the U.S.’ vital 

interests and affected both civilians and critical infrastructure. Therefore, both cases are evidence 
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of some of the popular claims found in the literature regarding the thresholds cyberattacks would 

need to cross in order to result in violence: they demonstrate how the sabotage (i.e., impairment) 

of technical systems and “things” are unlikely to lead to a violent response (Rid 2012; Rid 2013), 

individuals tend to demonstrate greater restraint when considering the possibility of retaliating 

with force (Kreps and Schneider 2019), particularly if the response is made following a 

significant delay after the event occurs (Brantly 2018); and there likely needs to be a certain level 

of physical violence or horror that can evoke public outcry for cyberattacks to merit a kinetic 

response (Borghard and Lonergan 2019). Thus, based on this study, a nuclear response would 

likely have been unthinkable—and it will likely remain unthinkable, even when attacks can be 

attributed—unless subsequent attacks succeed where NotPetya and WannaCry failed, namely by 

threatening U.S. vital interests for an extended period of time; demonstrably targeting critical 

infrastructure and generating permanent, if not violent, effects; and affecting the U.S. or an ally 

or partner to whom the U.S. has such clear security commitments to that ignoring such a 

significant attack incurs greater cost than addressing it.  
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Conclusion 

In spite of the rivers of ink spilled discussing the relationship between cyberattacks and 

nuclear deterrence, few studies have undertaken the task of examining the reverse—that is, how 

nuclear retaliation might influence cyber deterrence, if at all—even though the U.S. nuclear 

posture under the Trump administration took the extraordinary step of enshrining the possibility 

NPR Thresholds in Relation to NotPetya and WannaCry 
NPR Thresholds NotPetya WannaCry Caveats 

Affects vital 
interests 

Challenged U.S.' mission to protect homeland and American people 
and promise in NSS to "protect our critical infrastructure and go 

after malicious cyber actors”  

Most attacks 
occurred 

overseas and 
minimally 

affected U.S.  

Challenged U.S.' mission to promote American prosperity and 
promise in NSS to “protect data and underlying infrastructure”: e.g., 

caused significant shipping delays 

Targets US, allies, 
or partners 

60 - 80% of attacks occurred in Ukraine; 
Poland, Italy, and Germany, all NATO 
members, also among 5 most heavily 

affected countries 

Besides Britain, a U.S. 
ally, Ukraine and 

Taiwan were two of 
most heavily affected 

US partners 

U.S. does not 
specify partners 

protected by 
NPR.  

Budapest 
Memorandum 

applies to 
physical border 

integrity 

Significant White House: “the most destructive and 
costly cyber-attack in history” 

Cybersecurity 
professionals: "almost 
like the atom bomb of 

ransomware" 

Neither attack 
elicited even 

calls for 
conventional 

response 

Strategic attack Rendered all of Ukraine's government 
networks offline 

Caused historic levels 
of disruption to Britain 

Both attacks 
contained within 
one day, with no 
direct casualties 

Targets civilian 
population or 

critical 
infrastructure 

Disabled 4 Kiev hospitals, 6 power 
companies, 2 airports, over 22 Ukrainian 

banks, and even the computers 
monitoring radiation levels at Chernobyl 

Disabled 20% of British 
public healthcare 

system  

Affected 
industries non-

adjacent to 
national centers-

of-gravity 
Targets allied 
nuclear forces, 

NC2, or warning 
and attack 
assessment  

N/A N/A N/A 

Figure 1: Summary of Findings 
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of a nuclear response to non-nuclear strategic attacks. Inspired, therefore, by the work of Rid 

(2012) and Kreps and Schneider (2019), I offer one of the few attempts to explicitly scrutinize 

the role that nuclear weapons use may play in deterring cyberattacks.  

Bearing in mind that WannaCry and NotPetya are two of the most widespread and 

costliest cyberattacks to date and yet both failed to elicit even conventional military responses 

(therefore providing upper bounds for what cyberattacks can accomplish without violent 

retaliation), I provided a case study analyzing the events and effects of NotPetya and WannaCry 

and how they do and do not match the language of the Trump administration’s NPR. The logic 

behind this design being the NPR precedes a nuclear response on the causal chain: if it fails to 

meet the NPR’s standards, it can reasonably be assumed that the administration would rule out 

nuclear weapons. To provide my analysis, I drew on both primary and secondary information 

about the attacks from official government publications and announcements, international 

organizations, newspapers, cybersecurity organizations, and, sparingly and where appropriate, 

think tanks. Specifically, I argued that a traditional nuclear deterrent has little effect on a state’s 

ability to deter cyberattacks because the threat lacks credibility: most known cyberattacks—even 

ones as infamous as NotPetya and WannaCry—only generate intangible, impermanent, and, 

ultimately, transient losses, usually in the form of economic and data-related losses. As a result, 

they struggle to qualify as a strategic attack, in turn making it difficult for the U.S. to justify the 

political costs of nuclear weapons use.  

These findings have important ramifications on the theoretical thinking behind cyber and 

nuclear policy. First, they demonstrate how states require a significant amount of time to 

attribute a cyberattack, are likely more hesitant to resort to punishment, and, particularly in the 

case of state-sponsored attacks, are limited in their decision space by the operational realities of 
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trying to reach adversaries, whose identities and relationships states can never be fully certain 

about, across national borders. That is, these two cases are real-world illustrations of some of the 

ways that deterrence in cyberspace differs from deterrence in the physical domains. Second, in 

drawing attention to these gaps between deterrence posture and reality, they also raise normative 

questions that U.S. policymakers must eventually contend with, namely, whether the ability to 

threaten a nuclear response necessarily means it is an effective one for cyber deterrence—and 

whether it should be used at all. Finally, and relatedly, they underscore the need for clearer 

conceptions of proportionality in cyber deterrence thinking: while it can be reasonably assumed 

government organs would be inflammatory targets, what of civilian industries and their 

relationship to a state's war-fighting ability? Both WannaCry and NotPetya affected U.S., allied, 

and partnered critical infrastructure, but, as mentioned, the sectors had few apparent ties to 

military power. Had it targeted military-related sectors, though, would the loss of a defense 

contractor be commensurate with the loss of a non-defense-related government agency? If 

effective deterrence hinges upon clear and consistent communication of red lines and 

consequences, it is important that the deterring state be able to consistently determine what it 

values more. Put simply, as-is, U.S. cyber deterrence policy remains a blunt instrument. 

Two limits to this study bear acknowledgement. First, this design suffers from the fact 

that it is retrospective. Though it is highly doubtful that the Trump administration would have 

chosen a different course of action, even with the additional policy breadth provided, there is 

nevertheless an irrefutable nonzero chance that it may have acted differently with the policy 

backing. By design, this is unavoidable, but this shortcoming could be mitigated by examining 

only those cyberattacks that occurred after the Trump administration released its NPR. However, 

that option suffers from the problem of then having attacks of inadequate scale. Second, many 
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aspects of the decision-making surrounding nuclear weapons happens behind closed doors, and 

cyber itself is a domain that is more difficult for the general public to observe—if a rocket is 

launched or explodes, a satellite might capture the image, despite not being party to the incident; 

when a cyberattack occurs, without technical know-how, most of the incident’s events are 

contained to the attacker’s and the screens of the victim(s). In other words, though every effort 

was made to collect a breadth of information related to WannaCry and NotPetya, this project 

ultimately relies on open sources, so those with more resources and better access to more 

privileged documents may be able to uncover new details that may well shift this study’s 

findings.  

Considering these limitations, the opportunities for future scholarship abound. As this 

paper is a qualitative case study, it would greatly benefit from an empirical and, preferably, 

quantitative analysis of the research question. One potential design is establishing a war game 

with two teams in which one side conducts a cyber campaign and sends increasingly destructive 

and fatal cyberattacks on the other side’s country and noting when, if ever, the defending team 

finally turns to low-yield nuclear weapons. For additional research utility, some of the 

cyberattacks might be patterned off historical ones (e.g., Stuxnet, NotPetya, Colonial Pipeline, 

etc). Another game could be run with a similar setup, but instead of increasingly severe attacks, 

the attackers specifically select different sectors with increasingly more tangible ties to the 

military and, eventually, NC3. Alternatively, given the role of allies and partners in determining 

U.S. nuclear use per the NPR, it would be useful to know on which partners’ and allies’ behalf 

the American public would be willing to support nuclear use, if any, in response to a cyberattack. 

In that case, even a survey or interview format would be possible. Lastly, though it did not have 

as significant a focus in this paper, it would be useful to know whether there is a temporal limit 
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on when a nuclear response to a catastrophic strategic cyberattack is permissible—that is, 

assuming nuclear use was justifiable, how long would it be so? 

NPRs are a delicate balancing act between strategic ambiguity on the one hand and 

clarity of language on the other: too much clarity, and adversaries can more easily avoid 

inadvertent nuclear escalation, but it comes at the cost of committing the U.S. to certain actions 

and risking gray-zone operations; too much ambiguity, and the reverse is true. Considering it is 

unlikely the threat of a nuclear deterrent has any impact on the U.S.’ ability to deter cyberattacks, 

it appears nuclear policy under the Trump administration suffered from the former of the two 

problems, bringing with it all the potential to overextend the U.S. Thus, for those rare few 

politicians in Washington who are legitimately interested in crafting effective policy, this 

research suggests the key to cyber deterrence lies elsewhere beyond the nuclear domain. 
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