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Abstract. Steganography is an art of convert communication, which offers secrete
and secure way of communication. It has many application areas such as audio-
video synchronization,in defense forces etc... The audio data is converted into
binary format and encrypted using a XOR encryption algorithm. Then the
encrypted audio data converted into XL data form. The video frames are divided
into non-overlapping blocks, and the difference between the adjacent pixels in each
block is computed to obtain a reference matrix. Each block is then iterated through,
if the difference between adjacent pixels is greater than or equal to the average
difference in the reference matrix, the MPVD (Modified Pixel Value Differencing)
based LSB of the pixel value is modified to embed the encrypted audio data bit.
The embedded bit is then XORed with the corresponding LSB of adjacent pixel
in the same block. The modified video frames can be sent over an unsecured
channel without revealing the embedded encrypted audio data. To extract the
encrypted audio message from the stego video, the embedded bits are XORed with
the corresponding LSB of the adjacent pixel in the same block, and the modified
LSBs are extracted and decrypted using the same encryption algorithm and key.

1 Introduction

Steganography is the practice of hiding secret information within an innocuous carrier message
or medium, such as an image, audio file, or video, without arousing suspicion that such a message
exists. The goal of steganography is to make the presence of the hidden message undetectable to
anyone except the intended recipient. Steganography has been used for centuries, with ancient
Greek messengers using wax-covered wooden tablets to hide secret messages, and during World
War 11, spies used invisible ink to hide messages on paper.

In the modern era, steganography has gained importance due to the widespread use of digital
media and the need to secure sensitive information.
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Steganography is the art of concealing information within a seemingly harmless carrier
medium, such as an image, audio, or video file. One of the most popular techniques of
steganography is hiding data within digital media, such as audio or video files.
Steganography involves concealing information within multimedia files such as images,
videos, and audio, rather than preserving it in its original form. This technique is commonly
used in industries for digital watermarking and fingerprinting of audio and video, providing
a means to hide and protect sensitive data during transmission and transformation. To
achieve this, the information is converted into a bit stream and then embedded within
altering frames of an image. Given the increasing prevalence of cybercrimes, it is crucial
for steganographic methods to be highly effective and secure, aiming to minimize criminal
activities. To enhance data security, it is advisable to combine cryptography with
steganography.

There are two approaches to performing steganography in videos: one involves storing
data from frame to frame, while the other involves converting frames into the frequency
domain and storing the resulting information. The former is known as spatial domain
steganography, while the latter is referred to as frequency domain steganography.
Regardless of the chosen method, video steganography can be categorized into two types:
lossless and lossy steganography. In lossless steganography, both the hidden information
and the original video file can be retrieved without any errors or modifications. On the other
hand, in lossy steganography, the hidden information can be correctly extracted, but the
original video will exhibit some errors. Audio steganography involves embedding data
within an audio signal, without affecting the quality of the original audio. In the case of
video steganography, data is hidden within video files. One approach to this technique is to
use audio data hiding in video. This involves hiding secret information within the audio
track of a video file, which is then disguised by the visual content of the video. Audio data
hiding in video has numerous applications, such as secure communication, copyright
protection, and digital watermarking. With the increasing popularity of digital media and
the ease of accessing and manipulating such files, steganography has become an important
tool for securing sensitive information.

1.1 Applications of steganography process

1.1.1 Digital watermarking: Steganography can be used to embed digital watermarks into
images, audio files, or videos. Watermarks are used to identify the owner of the content and
protect against copyright infringement.

1.1.2 Military and intelligence operations: Steganography can be used to send secret
messages between military and intelligence operatives in the field, without arousing
suspicion that a message has been sent.

1.1.3 Information security: Steganography can be used to protect sensitive data, such as
passwords, by hiding them within an image or other digital medium.

1.1.4 Cyber security: Steganography can be used to conceal malware or other malicious
code remove within seemingly innocent files, making it more difficult for antivirus software
to detect.

1.2 Previous arts

In recent years, numerous image and video encryption algorithms based on chaos have been
proposed and published. While these algorithms typically undergo some level of security
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analysis, many of them have been successfully broken in subsequent studies. This research
aims to challenge the two main reasons often cited for preferring chaos-based image
encryption over classical cryptographic encryption: computational efficiency and security
advantages. Through experimental evidence, it demonstrates that several commonly used
statistical tests employed to evaluate the security of chaos-based encryption schemes are
inadequate for thorough security analysis. The researchers construct deliberately insecure
encryption schemes that perform well and even pass some of these tests, highlighting the
insufficiency of such tests in assessing security. Consequently, the findings suggest that
these tests can only provide a necessary, but not sufficient, condition for security. This work
calls into question the reliability of various security analyses in related studies, and
emphasizes the need to completely reevaluate methodologies for assessing the security of
chaos-based encryption schemes.

Audio hiding in video is a process of embedding audio signals into video signals in such
a way that the audio remains imperceptible to the human ear while watching the video, but
can be extracted and decoded later. This technique is often used in applications such as
digital watermarking, copyright protection, and audio data hiding for security purposes.
Embedding audio signals into video can cause compression artifacts and reduce the overall
video quality. Additionally, the embedded audio signal can also introduce noise and
distortion to the original video signal, leading to degradation of the overall audio and video
quality.

1.3 Issues

* The traditional way is followed to compare the original and encrypted image
where the changing intensity value is found to be typically lower.

*  Complexity is more.

* Distortion is high

*  Only analysed the audio steganography

2 Methods

Audio encryption using XOR is a technique that can be used to protect audio data from
unauthorized access. XOR, which stands for exclusive OR, is a binary operation that can be
used to perform encryption. In this technique, a random key is chosen and XOR is performed
between each bit of the audio data and the corresponding bit of the key. This process results
in an encrypted version of the audio data. To generate audio data in XL form, the encrypted
binary data can be saved as a plain text file with an .x1 extension. This format can be useful
for storing encrypted audio data in a way that can be easily read and processed by computer
programs. It's important to note that XOR encryption is not considered to be a very strong
form of encryption and can be easily cracked by an experienced attacker.

The technique involves encrypting the audio data using the XOR encryption technique
and then converting it into binary format. The selected video frames are modified using the
MPVD algorithm, which involves subtracting the pixel values of adjacent pixels to generate
a difference value. The difference value is then used to modify the pixel value in the video
frame. The encrypted audio data is then embedded in the least significant bits of the
modified pixel values using the LSB algorithm.
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2.1 Audio Encryption using XOR Method

Audio encryption using XOR is a simple technique that can be used to encrypt audio data.
Here's how can do it:

2.1.1 Choose a key: The first step is to choose a key that will be used for encryption. The
key should be a sequence of random bits that is at least as long as the audio data.

2.1.2 Convert audio data to binary: The audio data must be converted to binary before
encryption can take place. This can be done using any suitable algorithm, such as PCM
(Pulse Code Modulation) or WAV (Waveform Audio Format).

2.1.3 Encrypt using XOR: Once the audio data has been converted to binary, the
encryption process can begin. This involves performing an XOR (exclusive OR) operation
between each bit of the audio data and the corresponding bit of the key. This process should
be repeated until all bits of the audio data have been encrypted.

2.1.4 Generate audio data in XL form: Once the audio data has been encrypted, it can be
converted back to its original format (such as WAV or MP3). To generate the audio data in
XL form, user can save the encrypted binary data as a plain text file with an .x1 extension.

2.2 Encrypted Audio Data Hiding and Retrieval Process

2.2.1 Data hiding process:
Step 1: Choose a video file and an audio file that want to use for the hiding process.

Step 2: Encrypt the audio file using a XOR encryption algorithm.

Step 3: Convert the encrypted audio file into XL data.

Step 4: Divide the data of the encrypted audio file into smaller chunks that can fit
into the LSB of the pixel values of the video file. The size of each chunk
depends on the

number of LSBs ant to use for data hiding.

Step 5: Implement the modified pixel value differencing algorithm on the video file.
This algorithm computes the difference between adjacent pixels in each frame
of the video, and then modifies the LSB of the pixel value according to the
binary data of the encrypted audio file chunks.

Step 6: Embed the binary data of the encrypted audio file into the LSB of the pixel
values of the video frames.

Step 7: Save the modified video file with the hidden audio data.

2.2.2 Data retrieval process:

Step 1: Open the modified video file that contains the hidden audio data.

Step 2: Extract the LSBs of the pixel values of each frame of the video using the
same algorithm that was used to embed the data.

Step 3: Reconstruct the binary data of the encrypted audio file by concatenating the
LSBs of the pixel values.

Step 4: Divide the binary data of the encrypted audio file into chunks of the same
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size as those used during embedding.

Step 5: Decrypt each chunk of the binary data using the same encryption algorithm
that was used during embedding.

Step 6: Reconstruct the decrypted audio data by concatenating the decrypted chunks.

Audio Data Hiding
Audio Input Audio Encryption N Convert into
i i using XOR XL data
U Upload Audio Data Embedding
= Vido [ | using MPVDLSB
Stegno
Video
Fig. 1. Proposed System Architecture
3 Results and discussion

The original audio file is converted into encrypted audio file. The encrypted audio data has
to be hidden within video file. The embedded data were extracted from stegno video and
original audio file is recovered.

Fig. 2. Input Audio
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Fig. 3. Encrypted Audio

Fig. 4. Encrypted Audio Hiding in Video
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Fig. 5. Audio Extraction from Video
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4 Conclusion

The following conclusions were made from this study:

XOR-based audio data hiding within video using modified pixel value differencing in LSB
algorithm is a technique that can be used to embed encrypted audio data into a video file for
the purpose of secure data transmission. The technique involves XORing the binary data of
the encrypted audio file with the LSB of the pixel values of the video frames, rather than
directly embedding the binary data as in the previous approach.

This increases the security of the data hiding process and makes it more resistant to detection
and extraction by attackers. The data retrieval process involves extracting the XORed data
from the LSB of the pixel values of each video frame, and then performing the XOR
operation again with the same key used during embedding to obtain the original binary data
of the encrypted audio file. This data is then decrypted using the same encryption algorithm
that was used during embedding to retrieve the original audio data.
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