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Chapter 3
The Prevention of Chronic Diseases 
Through eHealth: A Practical Overview

Dario Monzani and Silvia Francesca Maria Pizzoli

1  Introduction

The implementation of effective prevention programs delivered through eHealth 
technologies is a promising approach to prevent the onset and progression of chronic 
conditions as P5 underlines. Specifically, eHealth prevention interventions combine 
the effectiveness of the traditional preventive programs with substantial advantages 
and functionalities of the new technologies.

Indeed, eHealth prevention interventions allow to target larger segments of popu-
lation, by giving each individual tailored and real-time feedback (cfr. Chap. 4) about 
personal risk and behaviors (Baker 2001; Evers 2005; Fotheringham et al. 2000).

Nowadays, chronic diseases are the leading cause of disability and mortality all 
over the world (World Health Organization 2009, 2017). According to the World 
Health Organization, chronic diseases are illnesses with a slow progression and 
prolonged duration; they generally do not resolve spontaneously and could be 
treated but rarely cured completely (World Health Organization 2017). They could 
be defined as health conditions lasting 3 months or more that could not be prevented 
by vaccines or cured by medications (MedicineNet 2016). Time duration and the 
fact that symptom control is the primary scope of the cure render chronic conditions 
a relevant issue for patients and for the healthcare system.

All chronic conditions are characterized by four main common qualities 
(Australian Institute of Health and Welfare 2016). First, they are typified by com-
plex and multiple causalities because their onset and progression are influenced by 
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several interacting factors, such as genetic, environmental, and behavioral factors. 
Second, chronic conditions generally start with early developmental phases that are 
often asymptomatic and then develop slowly. Third, they display a prolonged course 
of illness that generally flows into other related health complications. Finally, 
chronic diseases lead to several and serious impairment or disability. Heart disease, 
cancer, type 2 diabetes, arthritis, Alzheimer’ disease, depression, HIV, hyperten-
sion, chronic respiratory diseases, and asthma are among the most prototypical 
example of this kind of health conditions. Chronic respiratory diseases, cardiovas-
cular diseases, cancer, and diabetes are the most widespread chronic conditions 
worldwide (World Health Organization 2015). Their burden is a common challenge 
for developing and developed countries; because of their huge health and economic 
costs, they constitute one of the main challenges for healthcare systems around the 
world. Together, they account for more than 30 million of deaths of people between 
the ages 30 and 70 years (World Health Organization 2017). Hundreds of millions 
of people suffer from chronic respiratory diseases worldwide (World Health 
Organization 2008a) and diabetes (International Diabetes Federation 2018), while 
in middle- and low-income countries, the percentage of deaths ascribed to cardio-
vascular diseases is nearly 30% of the all-cause mortality (World Health Organization 
2008b). New cases of worldwide cancer are estimated around 14.1 million of people 
each year (Cancer Research UK 2018). Globally, most deaths for chronic diseases 
might be avoided or at least delayed by implementing and delivering effective inter-
ventions aimed at preventing or controlling these conditions.

2  Risk Factors for Chronic Diseases

The first necessary step in the effective prevention of each chronic condition is the 
identification of substantial risk factors for its onset, development, and progression 
(World Health Organization 2009). Several risk factors for chronic diseases have 
been described, and they can be classified as non-modifiable and modifiable risk 
factors. The first ones refer to causes and conditions out of people’s control and that 
could not be changed or treated. Age, gender, ethnicity, genetic, and family history 
(cfr. Chap. 4) are among the most important and common non-modifiable risk fac-
tors for several chronic diseases, such as cardiovascular diseases (Sharkey and 
Modarai 2018), cancer (Nindrea et  al. 2018; World Health Organization 2015), 
chronic obtrusive respiratory disease (Singanayagam et al. 2013), and type 2 diabe-
tes (Seuring et al. 2015). On the other hand, modifiable risk factors are aspects that 
could be treated, controlled, and changed and that are, at least at some degree, under 
subjects’ will. They include overweight or obesity, cigarette smoking, physical 
inactivity, high-cholesterol or lipid levels, and high blood pressure. These modifi-
able risk factors can be targeted efficiently by implementing effective interventions 
to promote health, salutogenic lifestyles, and behavioral change. It is also relevant 
to stress that a bunch of modifiable risk factors are responsible for the onset and 
progression of several health chronic conditions. For example, cardiovascular 
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diseases, obtrusive respiratory conditions, diabetes, and cancer share the same mod-
ifiable risk factors. Specifically, the most deadly modifiable risk factors for these 
chronic conditions are hypertension (responsible for more than 10% of global 
deaths each year), tobacco (9%), hypercholesterolemia (6%), sedentariness, and 
obesity (5%) (World Health Organization 2009).

3  Primary, Secondary, and Tertiary eHealth Prevention

Each eHealth prevention intervention could be adequately described by considering 
a bunch of conceptual and practical aspects that were commonly used to elucidate 
differences among traditional preventive efforts. The first distinction refers to pri-
mary, secondary, and tertiary prevention (Institute for Work and Health 2018). 
Specifically, primary prevention is aimed at preventing diseases and medical condi-
tions before they occur. Primary preventive efforts try to avoid the exposures to 
environmental risk, inform and educate people about unsafe and healthy habits, and 
target modifiable risk factors, such as unsafe behaviors or unhealthy habits, through 
lifestyle modification. For example, several mHealth interventions have been imple-
mented to promote healthy sun-related behaviors and attitudes to prevent skin can-
cer (for a review, see Finch et  al. 2016). These interventions were primarily 
informative and educational about the risk of unprotected exposure to the UV radia-
tion and were delivered through daily text messages, e-mails, and written reminders 
asking people to apply sunscreen protection. Secondary preventive efforts are aimed 
at reducing the impact of disease or medical conditions through their early detection 
and treatment in order to mitigate their impact and slowdown progression. eHealth 
secondary prevention interventions especially focus on monitoring symptomatol-
ogy and promoting screening behavior. Prototypical examples of eHealth secondary 
prevention are mobile applications aimed at facilitating early detection of mela-
noma in people at high risk for developing melanoma by promoting annual total 
body skin exams and instructing about the skin self-examination (for a review, see 
Wu et al. (2016)). Specifically, the SkinVision mHealth, an integrated risk assess-
ment algorithm for melanocytic lesions and melanoma detection, evaluates picture 
taken with the smartphone camera and then gives user useful information about 
each lesion and its associated risk for developing skin cancer (Thissen et al. 2017; 
Udrea and Lupu 2014). From this point of view, this mobile app could be a useful 
eHealth secondary prevention effort to detect melanoma in early stages, mitigate its 
possible progression, and then potentially reduce rates of mortality for skin cancer. 
Finally, tertiary prevention interventions focus especially on patients’ self- 
management abilities, efficient proactive strategies, and lifestyle modification to 
prevent recurrence, progression, and long-term severe outcomes of the disease. The 
specific aim of this kind of eHealth intervention is to soften the impact of an ongo-
ing chronic disease or medical conditions. Tertiary prevention intervention through 
mobile technologies was recently implemented to promote self-management abili-
ties, self-care, and glycemic control in patients with type 2 diabetes (for a review, 
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see Wu et al. (2018)). These mobile apps permit patients to monitor automatically 
and real-time the glucose level through a wireless glucometer, store this information 
in the smartphone, and receive personalized information with remainders, motiva-
tional message, and indication about lifestyle modifications.

4  Population-Based vs. Individual-Based eHealth Prevention

Alongside classification among primary, secondary, and tertiary prevention, eHealth 
prevention intervention could be categorized by referring to the specific target pop-
ulation of their preventive effort. Specifically, the epidemiologist Geoffrey Rose 
proposed a relevant distinction among different strategies for the prevention of 
chronic conditions and health problems. He stated that preventive efforts could be 
efficiently implemented by adopting one of the two main approaches or strategies 
to prevention: the population-based and the individual high-risk approaches (Rose 
1995). The first one targets the entire population with health promotion actions and 
activities that prevent disease and negative outcomes through the implementation of 
policies and interventions aimed at promoting population-based behavioral change 
and healthy lifestyle and influencing the physical, social, and economic environ-
ment. Through the adoption of new technologies, innovative eHealth prevention 
interventions could be potentiality delivered to a wider audience than the one 
reached with traditional approaches for the prevention of chronic diseases. One 
example of a population-based mHealth preventive strategy is the Stroke Riskometer 
app for the primary prevention (Feigin et al. 2015, 2017; Parmar et al. 2015). This 
mobile application informs the general population about individual and overall risk 
for stroke, educates people about warning signs of stroke, and empowers them with 
effective strategies to reduce their cardiovascular risk by providing evidence-based 
and internationally recognized guidelines about pharmacological treatment and 
behavioral change.

Conversely, in accordance with the P5 approach, the individual high-risk 
approach aimed at firstly identifying individuals with high risk for developing dis-
eases or negative outcomes and then targeting this specific population with ad hoc 
preventive interventions. This kind of prevention strategies focuses especially on 
individuals with high level of known risk factor for chronic diseases or people that 
show premorbid signs prior to the onset of illness. Subsequently, personalized 
health education, health promotion, and behavioral change interventions are deliv-
ered to promote healthy lifestyles and reduce risk factors and premorbidity. The 
adoption of new technologies has the potentiality of boosting the implementation of 
personalized interventions in medicine (Cutica et  al. 2014; Renzi et  al. 2016), 
because they offer unique opportunities to personalize contents and stimuli (Pizzoli 
et al. 2019). For example, innovative technologies obtain a clear and real-time pic-
ture of each individual by taking into account individual risk factor, behaviors, abili-
ties, and needs and then tailor preventive efforts to this specific individual and 
disease profile (Vergani et al. 2019). One example of an innovative eHealth preven-
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tion intervention is the Consumer Navigation of Electronic Cardiovascular Tool 
(CONNECT; Coorey et al. 2017; Redfern et al. 2014). It is a web application, acces-
sible via a mobile device or computer, delivering a multicomponent and personal-
ized eHealth prevention effort to empower people with moderate-to-high 
cardiovascular risk in opting for or increasing treatment adherence and healthy life-
style modifications. CONNECT enables the real-time calculation of individual risk 
score for cardiovascular diseases. Other core features of this eHealth individual 
high-risk intervention are tracking of actual behaviors, interactive educational 
resources about risks and benefits of lifestyle, and delivering of tailored healthy 
habit recommendations and motivational messages for effective behavioral changes.

5  eHealth Behavioral Change Interventions

Behavioral change techniques and personalized motivational factors for lifestyle 
modification are among the most common core features of several eHealth interven-
tions to prevent the onset and progression of illnesses. Specifically, the most innova-
tive and promising approaches deliver traditional, theoretical, and evidence-based 
behavioral change interventions by means of new and digital technologies, such as 
mobile applications, websites, text messages, and serious games. For what concern 
behavioral change intervention, starting from the 1950s, several theories and mod-
els of behavioral change have been proposed to effectively target health- 
compromising habits responsible for the onset and progression of acute and chronic 
diseases. The Health Belief Model (Rosenstock 1974), the Social Cognitive Theory 
(Bandura 1977), the Transtheoretical Model (Prochaska and Diclemente 1983; 
Prochaska and Velicer 1997), and the Health Action Process Approach (Schwarzer 
1992, 2008; Schwarzer et al. 2011) are the most known clinically and empirically 
grounded theories of behavioral change. Meta-analytical results demonstrated the 
superiority, in comparison with usual primary health care, of theoretically based 
health behavioral change interventions in promoting healthier lifestyle in terms of 
reduced intake of calories and saturated fats, improvement in intensity and fre-
quency of physical activity, and smoking cessation (Bully et al. 2015). Each model 
has its specificity in promoting lifestyle modifications (for a brief overview, see 
Stroebe (2011)). Even if there are radical theoretical and conceptual differences 
among these models, all of them stress the role of personal control and self-efficacy 
belief in promoting lifestyle modifications. Specifically, as the P5 approach high-
lights, they suggest that individuals are more likely to change unhealthy behaviors 
and to maintain lifestyle modification over time when they perceive themselves as 
able to effectively succeed in these tasks (Bandura 1977, 1982). For example, peo-
ple are more likely to quit smoking when they have strong beliefs about their ability 
to abstain from smoking and maintain abstinence (Gwaltney et  al. 2013). 
Furthermore, self-efficacy beliefs seem to shape the relationship between perceived 
health satisfaction and illness severity in cardiovascular diseases (Greco et al. 2015; 
Steca et  al. 2013, 2015). As we will deepen in the next section, eHealth 
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interventions have been developed by taking advantage of the technical capabilities 
of web-based and mobile technologies to track real-time behavioral and health 
information, involve the healthcare providers, leverage peer and social influence, 
and increase the accessibility of health information to deliver more effective preven-
tive interventions (Klasnja and Pratt 2012). These technical features are especially 
useful for the promotion of people’s self-efficacy, one of the main core features of 
both traditional and eHealth preventive interventions, because they permit the real-
time monitoring of actual behaviors and then deliver personalized vicarious experi-
ence, modeling, and tailored feedbacks. Other determinants of intention to change 
and actual lifestyle modification have been proposed in the main behavioral change 
theories. Among these determinants, the most relevant are perceived risk or vulner-
ability, attitude toward unhealthy and healthy behaviors, and outcome expectancy 
(Stroebe 2011). Starting from this theoretical knowledge and empirical evidence, 
several eHealth interventions have approached the prevention of chronic diseases by 
taking advantage of technical solutions introduced by new media. These eHealth 
interventions have the qualities of engaging users deeply, permitting an easy inte-
gration between usual care and self-management practices, obtaining real-time and 
online monitoring of clinical outcomes and behaviors, and personalizing feedback 
and motivational messages to users (Kebede et al. 2017).

Even if some preventive interventions apply theoretical knowledge on behavioral 
change, two recent meta-analyses on the use of lifestyle modification in web-based 
and mobile interventions for self-management respectively of asthma (Al-Durra 
et al. 2015) and type 2 diabetes (Van Vugt et al. 2013) highlighted that a consider-
able proportion of eHealth preventive efforts does not adopt any documented and 
empirical-based behavioral change theories. The remaining eHealth interventions 
adopt the Health Belief Model (Rosenstock 1974), the Transtheoretical Model 
(Prochaska and Diclemente 1983; Prochaska and Velicer 1997), and the Self-
Efficacy and Social-Cognitive Model (Bandura 1977, 1982), alongside with gamifi-
cation and tailored communication, to promote self-management, self-care, and 
healthy habits in this kind of patients.

Upon reviewing the literature on mHealth behavioral interventions to counteract 
physical inactivity and sedentary habits, Direito et al. (2017) highlighted that there 
is a strong heterogeneity in the terminology used to describe behavioral change 
interventions. Specifically, in detailing their interventions, developers are more 
likely to refer to specific core features and strategies rather than reporting actual 
behavioral change theories and models. Specifically, the vast majority of interven-
tions adopted goal setting, alongside with self-monitoring, social support, feed-
backs, and educational components, to foster moderate-to-vigorous physical 
activity. This kind of techniques implicates the development of a detailed action 
plan to motivate and orient people toward a meaningful goal (Bryan and Locke 
1967; Latham and Locke 2009; Locke and Latham 2006). Goal setting involves the 
development of an action plan designed to motivate and guide people in goal pur-
suit. Thus, individuals are educated to establish clear objective about behavioral 
change, instructed on how to efficiently pursue them, and constantly motivated to 
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reach these specific health-related goals. The importance of establishing clear and 
detailed objectives for effective behavioral change has been acknowledged by a few 
eHealth preventive programs that have implemented the SMART criteria. 
Specifically, SMART goals – which stands for “Specific, Measurable, Achievable, 
Relevant, and Time Bound” – are the best type of goals to be set (Macleod 2013; 
Moskowitz and Halvorson 2009). This technique has been implemented in the 
strengthening and stretching (mySARAH; Srikesavan et al. 2018), an online tertiary 
preventive effort for people suffering from rheumatoid arthritis of the hand. This 
web-based program includes educational videos about upper limb mobility exercise 
and strength exercise for hands. Adherence to the exercise plan is fostered with 
behavioral support strategies of self-monitoring, goal setting, SMART goals, and 
action planning. Specifically, patients are asked to set SMART goals about exercise, 
plan their workout schedule, and constantly review their SMART goals on the basis 
of actual behaviors and performance.

Overall, in most cases, there is still a lack of evidence-based and solid theoretical 
foundations of eHealth prevention interventions. However, regardless of the specific 
behavioral change model being adopted, web-based behavioral change interven-
tions have been demonstrated to be more effective than traditional ones in increas-
ing knowledge about nutrition and physical exercise and people’s awareness about 
health risk factors and individual risk and in promoting subsequent lifestyle modifi-
cation in terms of being more active and having an healthy diet (Wantland et al. 
2004). For example, wearable devices, such activity and sleep trackers and blood 
pressure and heart monitors, bring new possibilities in delivering effective and tai-
lored behavioral change interventions to increase the frequency and intensity of 
physical exercise. Results of a recent meta-analysis showed that behavioral change 
interventions comprising both wearable devices and mobile applications are effec-
tive in promoting physical activity, measured through objective measure and daily 
step count, in the general population (Gal et al. 2018).

To sum up, while several eHealth preventive programs have been developed 
without referring to a specific theory of behavioral change, the adoption of a solid 
theoretical foundation is a necessary and preliminary step in the development of this 
kind of interventions. The selection of the specific behavioral change theory or tech-
nique to be implemented in eHealth preventive program aimed at promoting life-
style modification should be facilitated by considering the classification proposed 
by Michie and colleagues (Michie et al. 2011, 2013). Specifically, upon reviewing 
the literature on traditional health behavioral change, they developed an extensive 
and useful taxonomy of 93 hierarchically clustered techniques that could be used to 
implement lifestyle modification interventions through eHealth modalities. As 
stated by Van Vugt et  al. (2013), the selection of the specific technology of an 
eHealth intervention is secondary and should follow the decision about the specific 
behavioral change theory or strategy to be implemented. All these steps must be 
guided by a critical evaluation of theories, empirical evidence, contextual back-
ground, and specific nature of the behavior to be targeted.
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6  Strategies of eHealth Prevention

The classification proposed by Michie and colleagues highlighted a huge heteroge-
neity in strategies being implemented in traditional intervention programs aimed at 
promoting preventive habits and lifestyle modifications. Specifically, through a con-
sensus exercise involving more than 50 experts in implementing and delivering life-
style modification interventions, they developed a list of 93 strategies to promote 
behavioral change. These methods have been subsequently clustered into high-order 
classes of (1) reinforcement (e.g., punishment, response cost, chaining), (2) reward 
and threat (e.g., social and self-reward), (3) repetition and substitution (e.g., 
Behavioral substitution, habit formation, and reversal), (4) antecedents (e.g., 
restructuring the social and physical environment), (5) associative learning (e.g., 
exposure, classical conditioning, and prompt cues), (6) covert learning (e.g., vicari-
ous reinforcement and convert conditioning), (7) consequences (e.g., salience of 
consequences, health and emotional consequences), (8) feedback and monitoring 
(e.g., feedback on behavior, biofeedback, and self-monitoring of behavior), (9) 
goals and planning (e.g., action planning including implementation intention and 
goal setting), (10) social support (e.g., practical and emotional support), (11) com-
parison of behavior (e.g., modeling of behavior and social comparison, (12) self- 
belief (e.g., self-task, focus on past success, and verbal persuasion to boost 
self-efficacy), (13) comparison of outcomes (e.g., persuasive argument, pros, and 
cons), (14) identity (e.g., self-affirmation and cognitive dissonance), (15) shaping 
knowledge (e.g., reattribution and instructions on how to perform a behavior), and 
(16) regulation (e.g., regulate negative emotions, pharmacological support, and con-
serving mental resources) (for a review, see Michie et al. (2011, 2013)).

The vast majority of these overarching strategies have been transferred and 
adapted to deliver eHealth prevention and behavioral change intervention while tak-
ing advantage of the technical capabilities of the World Wide Web, personal com-
puters, smartphones and mobile apps, and wearable devices. In 2012, Klasnja and 
Pratt (2012) developed a concise taxonomy of strategies that have been generally 
used in mobile-based healthcare interventions. Specifically, four of these core strat-
egies might be used to describe each eHealth prevention effort: (1) promoting health 
information and awareness, (2) tracking behavioral and health information, (3) 
leveraging social influence, and (4) utilizing entertainment and gamification. 
Generally, effective eHealth preventive efforts rely on a peculiar combination of two 
or more of these strategies.

One of the core components of most eHealth interventions (and also of the P5 
approach) is educational and information feature aimed at promoting awareness and 
knowledge about health and risk factor for the onset and progression of chronic 
diseases and reminding and motivating users or patients to promote their self- 
management abilities, treatment adherence, and behavioral change. New media 
technologies permit to deliver health information to a wider audience than the one 
possible reached by traditional prevention program. Web-based and interactive 
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 educational efforts that allow users to navigate through online information on their 
own are effective in increasing self-management abilities and self-care habits for the 
secondary and tertiary prevention of illnesses and medical conditions (Fredericks 
et al. 2015; Webb et al. 2010). This kind of interventions is especially useful for the 
prevention of chronic diseases because it allows people to access autonomously 
relevant health information and decide the type and amount of data they are willing 
to consult. For example, HeartCare is an intervention dealing with the secondary 
and tertiary prevention of chronic cardiac diseases. It is a web-based tool aimed at 
improving self-care and adherence to treatment by allowing patients to access use-
ful information on their disease, medication, and behavioral recommendations, in 
terms of diet and physical activity (Brennan et al. 2001, 2010). This kind of web- 
based educational intervention is more cost-effective than the traditional ones in 
delivering evidence-based and specialized health information to acute and chronic 
patients (Brennan et al. 2010; Côté et al. 2011; Martorella et al. 2012; Runge et al. 
2006). Indeed, educational eHealth interventions strongly rely on the involvement 
and engagement of people that are requested to actively search and autonomously 
consult information about their health and behaviors.

On the contrary, other technologies, such as text messages and notifications from 
mobile apps, permit to deliver health information, prompts, and reminders to people 
that receive them without any active searching or commitment and permit to pro-
vide information at the right time (e.g., at dinner time when patients should take 
medications). Text messages and notifications could be used as (1) educational con-
tent, (2) prompts to remind patients to take their medications, and (3) tips to moti-
vate them to behavioral change. For example, daily phone text messages have been 
used to promote self-care and adherence to treatment in people suffering from 
chronic respiratory diseases (Strandbygaard et al. 2010). General educational mes-
sages are used to inform users or patients about their health condition, symptom-
atology, possible preventive efforts, and lifestyle modification that could counteract 
the onset or progression of medical conditions (Beratarrechea et al. 2017; Orr and 
King 2015). The adoption of eHealth modalities allows the easy implementation of 
tailored or personalized communication that, compared to generic information, is 
more effective in promoting lifestyle modification and screening behaviors 
(Ovbiagele et al. 2015). Moreover, text messages and notifications might be used as 
prompts to remind users and patients to take medications or to engage in a specific 
behavior. This is particularly useful in behavioral change interventions to increase 
users’ perseverance and consistency in performing preventive and health-promoting 
actions that they are very likely to forget to do. Finally, personalized education and 
informative contents could be also used as tips or advices to motivate users to 
change their unhealthy behaviors or be adherent to treatment by teaching them 
effective strategies on how to counteract to obstacles and difficulties interfering 
with adherence and behavioral change (Gerber et al. 2009).

Nowadays, mobile applications and new wearable devices allow the constant and 
automated monitoring of users’ behaviors and clinical conditions, in accordance 
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with the P5 approach. The key core of many eHealth prevention interventions takes 
advantage from the possibility to easily track physiological parameters, health- 
related behaviors, and psychological states. Patients could track and record all these 
data by (1) using automated sensors and (2) actively logging behaviors, health infor-
mation, and medication. Self-monitoring is a viable strategy to prevent illness and 
foster healthy behavioral change by promoting patients’ awareness about their own 
health and health-related behaviors, motivating users in treatment adherence and 
behavioral change recommendations, and promoting frequency of healthy habits 
(Consolvo et  al. 2008; Gasser et  al. 2006; Nelson 1977; Ness et  al. 2007). 
Furthermore, constant and recorded information on physiological parameters allow 
and facilitate the participation and inclusion of informal caregivers and healthcare 
providers in patients’ self-management process. This feature is especially relevant 
for the secondary and tertiary prevention because people suffering from chronic 
diseases are generally required to monitor their symptomatology, adhere to complex 
treatment, and maintain healthy habits. A bunch of eHealth intervention monitor 
patients’ conditions and alert healthcare providers or informal caregivers where 
severe clinical outcome has been detected. For example, a complex system of wear-
able devices consisting of a high blood pressure bracelet, ECG sensor, and acceler-
ometers permits patients with chronic heart failure or heart diseases to automatically 
record their health status (Rubel et al. 2004, 2005; Villalba Mora et al. 2006, 2009). 
Informal caregivers and the healthcare team are automatically contacted if neces-
sary. As mentioned above, accelerometer, activity and sleep trackers, blood and 
heart rate sensors, and step counter integrated in many smartphones are useful wear-
able devices that foster the possibilities of new eHealth preventive efforts to increase 
behavioral change, especially in terms of increasing physical exercise (Gal et al. 
2018). Self-monitoring is also an effective way to promote weight management for 
the prevention of obesity and overweight problems in adult populations (Burke 
et al. 2011; Madigan et al. 2015; Zheng et al. 2015). As highlighted by a recent 
meta-analysis by Ho et  al. (2018), many eHealth programs delivered web-based 
self-monitoring to prevent obesity during adolescence as well. All these assessed 
studies employed logging of behaviors and health information that, differently from 
automated tracking of personal information through wearable devices, requires 
users to provide and record all the relevant health-related data. Specifically, adoles-
cents are asked to daily log information about their diet, physical activity, and 
weight. Results suggested that daily self-monitoring, supported by goal setting and 
face-to-face counseling, is effective in reducing adolescents’ body mass index.

Besides being positive influenced by individual engagement and active effort, the 
effective health promotion, lifestyle modifications, and preventive interventions are 
leveraged by a supportive social environment for patients and users. Specifically, 
emotional and instrumental social support from partners, relatives, and friends may 
facilitate self-care, behavioral change, and adherence to treatment in healthy people 
and patients with chronic diseases (Finlay et al. 2018; Holt-Lunstad 2018; Lange 
et al. 2018; Tregarthen et al. 2015; Uchino et al. 2018). By recognizing the pivotal 
role of social influence and support for the effectiveness of each preventive effort, 
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several traditional and eHealth interventions have included specific features aimed 
at leveraging social influence to promote self-management skills, screening behav-
iors, lifestyle modifications, and treatment adherence. There are three main strate-
gies that have been implemented within eHealth preventive programs to take 
advantage of social influence for health promotion by leveraging (1) social support 
from family and friends (cfr. Chap. 4), (2) peer-to-peer influence, and (3) vicarious 
experience and peer modeling.

The first strategy might be especially useful for people facing strong difficulties 
in changing their unhealthy habits or maintaining an adequate self-care. In this case, 
close relatives and friends may support and motivate those people in accomplishing 
their health-related goals and improving their self-management skills. An eHealth 
preventive program aimed at helping people quit smoking by leveraging social sup-
port from a support person nominated by the quitter is an example of this category 
(Obermayer et al. 2004). Specifically, this web-based intervention allows the sup-
port person to constantly monitor the progress of the quitter and then send the absti-
nence smoker motivational and supporting text messages. The second strategy aims 
at leveraging social influence by allowing interaction among people working on the 
same health-related task. This might be especially useful either for sharing how-to 
practices, reassurance, encouragement, and information or motivating people 
through competition. Peer-to-peer social support allows sharing instrumental infor-
mation on strategies and practical instructions on how to effectively deal with self- 
care practices, behavioral change, and adherence to treatment and also foster 
discussions about feelings and emotions or share encouragement, reflection, and 
reassurance among users. For example, a bunch of eHealth intervention for the pro-
motion of physical activity have implemented peer-to-peer discussion boards, 
buddy systems (i.e., two or more people are able to monitor and help each other), 
live chats, and forums to allow people to motivate each other and share their feelings 
and thoughts about physical exercise (Webb et  al. 2010). On the contrary, other 
eHealth interventions have adopted peer-to-peer competition to foster motivation in 
changing unhealthy lifestyles. For example, Mobile Lifestyle Coach app used com-
petition among users to boost their levels of physical activity and their healthy nutri-
tional habits (Gasser et al. 2006). As this mobile app employed also gamification, 
users were assigned into teams that compete one against the other. The winning 
team is the one that obtains the higher individual and cumulative scores of healthy 
habits measured as progress toward daily goals of balanced diet and physical activ-
ity. Peer-to-peer influence and social support from family might be powerful strate-
gies to enhance people’s self-efficacy in following preventive programs and 
recommendations for behavioral change. In fact, as clearly stated by Bandura (1977, 
1982), people’s belief about their ability to succeed in a specific task can be devel-
oped by four main sources of influence: (1) mastery or enactive experience (success 
increases perceived self-efficacy and failure reduces it); (2) vicarious experience or 
modeling (when people observe someone succeeding in a task, their self-efficacy 
generally increases); (3) verbal and social persuasion (motivational feedback and 
direct encouragement from other people might foster individual self-efficacy); and 
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(4) physiological factors (perception and belief about sign of distress, such as nega-
tive emotion, fatigue, and pain, may alter self-efficacy). eHealth providing peer-to- 
peer influence and social support from family and friends might be especially 
helpful for people dealing with complex health-related task such as lifestyle modi-
fication because these strategies allow people to receive verbal persuasion about 
their ability to alter given tasks and thus catalyze greater effort. Also the third and 
last strategy of leveraging social influence through vicarious experience and model-
ing may be relevant to foster people self-efficacy. Specifically, this approach relies 
on the power of peer-to-peer exchange of useful information about tips and effective 
strategies to effectively deal with behavioral change and overcome health-related 
difficulties. Successful peers are thus competent and proficient models that dissemi-
nate effective skills and schemes for managing task demands that consequently 
raise perceived efficacy. For example, Schweier et al. (2014) have developed a web- 
based peer-modeling intervention to promote healthy lifestyle changes and self- 
management ability in German patients with cardiovascular diseases and chronic 
back pain. Their open access and no-cost website provides more than 1000 texts, 
audios, and videos of people with coronary heart disease and chronic back pain 
reporting how they had efficiently modified their unhealthy behaviors focusing on 
obstacles and their successful strategies in maintaining healthy habits.

Overall, eHealth behavioral change and preventive interventions must face the 
main challenge of motivating people to act appropriately and to maintain lifestyle 
modifications over time. It is often hard to motivate healthy but physical inactive 
people in changing their unhealthy habits. Furthermore, most people are very likely 
to adhere to an eHealth preventive program only for a short time. However, it is pos-
sible to take advantage of the motivational capacity of entertainment content, gami-
fication, and games to keep users engaged (Craig Lefebvre et al. 2010; Gal et al. 
2018; Graffigna et al. 2014; McCallum 2012; Sardi et al. 2017). As the P5 approach 
suggests, the use of entertainment content and gamification has been adopted as one 
of the four core strategies of many eHealth prevention interventions.

One prototypical example of the power of gamification to motivate people to be 
more physically active is Pokémon GO, a commercial mobile-augmented reality 
game that has been proved effective in fostering physical activity in young and inac-
tive people (Althoff et al. 2016; Gabbiadini et al. 2018; Howe et al. 2016). Similarly, 
gamification has been implemented in REACH for Success, an innovative mHealth 
prevention and early intervention program targeting anxious symptomatology in 
youth (Stoll et  al. 2017). Specifically, this mobile app relies on gamification to 
increase people’s engagement and adoption of effective self-management strategies 
for managing stress and anxiety-provoking situations. An animated avatar, shaped 
like a blob, delivers personalized motivational messages and interacts with the user. 
This avatar is designed following the Proteus effect positing that animated represen-
tation that rewards people for being successful in a task increased motivation to 
perform such activity (Yee and Bailenson 2007). When users complete daily home-
work delivered by REACH, they can tap on the blob and see it performing some 
leveled tricks.
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7  Conclusion

This chapter briefly introduced the eHealth approach to the primary, secondary, and 
tertiary prevention of chronic diseases. Compared to traditional interventions, 
eHealth prevention programs can offer several additional benefits. Specifically, this 
kind of interventions takes advantage from the huge functionalities of new tech-
nologies that allow people to access easily and briefly health information and edu-
cational content, to constantly monitor their health status and behavior, and also to 
receive real-time and personalized feedbacks about the appropriateness of their 
actions and about their physiological parameters. Moreover, new media allow an 
easy and online communication of patients with their caregivers and their peers as 
well. All these features might be especially relevant in facilitating and motivating 
people to adopt and maintain healthy lifestyles and subsequently prevent the onset 
or progression of several chronic conditions. Finally, thanks to the possibility of 
employing gamification, eHealth interventions might better motivate people to fol-
low preventive and lifestyle modification programs over a long time. For all these 
reasons, eHealth preventive interventions are promising ways to approach effi-
ciently the primary, secondary, and tertiary prevention of chronic diseases.
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