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Abstract—In this paper, we propose a novel dynamic routing
strategy called tunnel routing that enables efficient and resilient data
forwarding from sensors to a destination in wireless sensor networks.
Instead of establishing a single static path, tunnel routing identifies a
set of trusted sensor nodes that form a tunnel between the source and
the destination. Terminals in the tunnel cooperate with each other
to reliably route data and to defend against compromised nodes
that may maliciously drop or re-direct packets. To achieve this, not
only do sensor terminals forward data, but also they act as support
nodes, providing on-demand retransmissions in order to combat
channel fading, and initializing multi-path data forwarding towards
the destination in case they detect a misbehavior of a forwarding
node. Simulation results demonstrate the advantages of the proposed
scheme.

I. INTRODUCTION

Wireless Sensor Networks (WSNs) have the potential to enable
a wide range of new applications in both the military and civilian
domain, such as building and battlefield surveillance, environ-
mental monitoring, disaster prevention, and homeland security.
These networks usually consist of a large number of sensor
nodes that are limited in processing capability and battery power.
Since the nodes are often scattered over a wide geographic area
and deployed in a harsh and even hostile environment, reliable
and resilient data forwarding techniques have to be applied to
securely route the sensed data hop-by-hop from a remote sensor
to the destination. To this aim, two main strategies have been
considered so far, which we call static and dynamic routing. In
static routing, a route discovery procedure is exploited to identify
a single path from a source to a destination, which is later used
to forward data packets. With this approach, as soon as one of
the nodes along the discovered path becomes unavailable due to
a weak radio link, battery depletion, or security attacks, a new
route construction procedure is needed to establish an alternative
connection. On the other hand, dynamic routing does not rely on
the establishment of a single path, but rather chooses a forwarding
node among a set of potential candidates depending on a routing
metric. Up to now, dynamic routing algorithms have mostly been
proposed for networks where each node knows its own geographic
location (geographic routing). In this case, a node that has data to
forward simply broadcasts a request packet with the geographic
coordinates of the destination to its neighbors. The receivers of
this message exploit their topological knowledge to calculate the
advancement that they offer towards the sink and contend among
each other to elect the next hop closest to the destination. This
routing strategy strongly enhances the robustness against node
unavailability, yet the need for geographic information limits its
applicability.

This paper describes work that has been partly supported by the Australian
Research Council Research Network on Intelligent Sensors, Sensor Networks and
Information Processing (ISSNIP).

In this paper, we present a novel dynamic routing strategy
called tunnel routing that enables reliable and resilient data
forwarding in WSNs without requiring geographic location in-
formation. Tunnel routing exploits a route construction procedure
to identify a family of trusted sensor nodes that form a tunnel
between a source and a destination and that later contend among
each other to act as data forwarders. Moreover, terminals within
the tunnel may act as support nodes by providing on-demand
re-transmissions of data packets to combat channel impairments
(cooperative relaying), or by initiating multi-path data forwarding
towards the destination in case they detect a misbehavior caused
by a selective forwarding attack. The proposed protocol offers the
robustness of dynamic routing without requiring any additional
effort in terms of location management. Moreover, our solution is
resilient to packet dropping and selective forwarding attacks and
degrades gracefully in the presence of attacks to several nodes.

The remainder of the paper is organized as follows: Section II
discusses related work followed by the network assumptions in
Section III. Section IV describes details of the proposed dynamic
tunnel routing protocol. Section V provides the simulation results
followed by our conclusions in Section VI.

II. RELATED WORK

In this Section, we present some examples of static and dy-
namic routing, highlighting their key features as well as stressing
their limits. Moreover, we briefly describe their resiliency to
outsider attacks and selective forwarding insider attacks.
A. Static Routing

Ad hoc On demand Distance Vector (AODV) is one of the
best known routing protocols for wireless ad-hoc and sensor
networks [1]. With AODV, a route is established only when a
node has data to deliver to a destination D and a path to it
is not already known. In this case, the source S broadcasts a
Route REQuest (RREQ) packet containing the address of the sink.
Each node that receives this message checks its routing table to
determine whether it can provide a path to D. If not, the RREQ
is rebroadcast. Otherwise, the terminal, potentially D, initiates
a return procedure by sending a unicast Route REPly (RREP)
packet to the node it has received the RREQ message from. Upon
receiving a RREP, a node updates its routing table, as it becomes
aware of whom it has to forward packets addressed to D to, and
iterates the procedure. Once the RREP message reaches S, the
path is built and can be used to deliver data. AODV does not need
any geographic information to work properly, since the destination
is located by flooding messages through the network. On the other
hand, the algorithm provides a single path to D. Therefore, as
soon as one of the nodes in the identified route is not available
anymore due to harsh radio channel conditions, security attacks
or sleep mode induced activities, the whole path collapses. We
remark that these issues are not specific to AODV, but they are
also valid for all single- or multi-path protocols that see a route as
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a predetermined sequence of forwarding nodes [2], [3], and may
lead to a severe performance degradation in WSNs. Static routing
approaches can be protected against outsider security attacks by
employing the Localized Encryption and Authentication Protocol
(LEAP) [4]. This protocol has been designed to enable in-network
processing, while restricting the impact of compromised nodes to
their neighborhood. LEAP supports the establishment of several
types of symmetric encryption keys on each sensor node, among
them a cluster key and a pair-wise link key. A cluster key is
shared among neighbor nodes and is applied in AODV to encrypt
the control messages exchanged during route establishment. On
the other hand, during data forwarding a pair-wise link key
protects information exchange between the nodes. While per-link
encryption provides excellent protection against outsider attacks,
the risk of breaking the path to the destination by compromising
a single node with a selective forwarding attack is high.

To defend against insider security attacks such as selective
forwarding [5], the use of static multiple-path routing protocols
has been proposed. These schemes establish several paths to a
destination in order to provide redundant and thus more reliable
data forwarding. For example, the algorithm proposed in [6]
ensures that most of the data packets are forwarded through the
most efficient paths to the destination, while a small fraction of
the packets are spread out to increase the chance that at least one
of them reaches the destination. However, robustness against data
forwarding attacks comes at the expense of an increased energy
consumption, and thus a reduced lifetime for WSNs.

B. Dynamic Routing

Geographic Random Forwarding (GeRaF) [7] is an interest-
ing example of a dynamic routing algorithm for WSNs where
nodes are aware of their geographical location. According to
this scheme, a source that has data to deliver to a destination
D transmits a Request-To-Send (RTS) packet with its and D’s
geographical coordinates. Terminals that decode this message
evaluate the geographic advancement they offer towards D,
compute a metric that is inversely proportional to this value,
and set a backoff timer proportional to the metric. The node
closest to the destination replies first with a Clear-To-Send (CTS)
message, proposing itself as data forwarder. On the contrary, all
other terminals overhear the CTS and give up the contention.
Once the procedure has been accomplished, the source sends
the data packet to the identified forwarding node, which then
iterates the algorithm. Another example of dynamic geographic
routing tailored for WSNs is RoCoDiLe [8]. As in GeRaF,
nodes that receive a data forwarding request contend among
each other to become the next-hop. However, RoCoDiLe employs
a modified metric that considers three factors: geographic ad-
vancement towards the destination, radio channel conditions, and
remaining battery energy at the node. While the first term follows
the usual geographic routing approach, the second one prevents
terminals that are experiencing a poor channel from becoming
next-hop. Finally, the last term ensures that nodes running out of
energy do not actively participate in the routing process unless
strictly necessary, so as to maximize the average sensor lifetime.
RoCoDiLe offers important advantages over simple geographic
routing schemes [9], also thanks to the exploitation of cooperative
relaying [10] and leapfrogging techniques.

Strategies such as GeRaF and RoCoDiLe do not separate path
construction and data forwarding. Instead, these protocols route
data packets by locally selecting the best-suited next forwarding
node according to a metric, without knowing in advance the
complete route that will be followed to reach the destination.
The capability of dynamically choosing the next forwarding node

among a set of potential candidates instead of relying on a
static path strengthens these approaches with respect to node
unavailability due to weak radio link, battery depletion, or insider
security attacks. Nevertheless, the discussed solutions achieve
this robustness by assuming geographical knowledge at sensor
nodes, which limits their applicability. Dynamic routing protocols
can also be protected against outsider security attacks by using
LEAP. However, in case of using RoCoDiLe, the cluster key
shared among neighbor nodes has to be used not only during the
exchange of control messages but also when transmitting data
packets. Since per-link encryption cannot be provided, the data
protection against outsider attacks is worse as in case of using
static routing or GeRaF. Dynamic routing strategies are more
robust against selective-forwarding insider attacks because weak
radio links and compromised nodes can easily be bypassed.

III. NETWORK ASSUMPTIONS AND THREAD MODEL

In our work, we consider WSNs composed by a large number
of sensor nodes that are scattered over a wide geographic area.
In this context, data generated at a source may have to undergo
several hops in order to reach the intended destination. Nodes
that can be reached in one or two hops from a sensor X are
referred to as the 1- or 2-hop neighbors of X . We assume that
the packet transmission between any two sensor nodes is modeled
by the input-output relation: y(t) = h(t)a(t) + z(t), where
y(t) and a(t) are the complex baseband receive and transmit
signal; h(t) models the radio channel and takes into account path
loss and fading effects, and the additive noise z(t) is a zero-
mean white complex Gaussian process. We apply LEAP at the
initial deployment of each sensor node to establish symmetric
shared keys between terminals for providing confidentiality and
authentication in the WSN. In particular, this key management
protocol discovers all 1-hop neighbors of the newly deployed
node, and establishes on it one pair-wise link key for secure
point-to-point communication to each 1-hop neighbor and one
cluster key that is shared with all its 1-hop neighbors. We assume
that each node encrypts its generated control messages and data
packets with the cluster key in order to allow 1-hop neighbor
nodes to overhear the information transmission. In addition, we
assume that each node possesses not only a list of all trusted 1-
hop neighbors, but also a verified list of all 2-hop neighbors. The
latter list is obtained by executing an extended LEAP algorithm
[11]. Several insider attacks can be launched to compromise one
or several nodes of the WSN [5]. Our protocol is designed so that
it can reliably defend against forwarding insider attacks, where
malicious sensor nodes may refuse to forward certain data packets
or simply drop all of them ensuring that they are not forwarded
any further. The proposed tunnel routing scheme can also cope
with blind-letter attacks if a list of all trusted 2-hop neighbors is
available at the sensor node.

IV. TUNNEL ROUTING

Tunnel routing is a novel dynamic routing strategy for reliably
and resiliently forwarding data from a source S to a destination
D in a multi-hop WSN. The algorithm first performs a tunnel
discovery procedure in order to locate the destination in the
network, identify a set of potential data forwarders, and gather
information later required to route data towards D. Each node
stores such information in an internal routing table, whose entries
comprise the address srcaddr of the node that initiated the tunnel
discovery procedure, the destination address destaddr, a sequence
number seqID that uniquely identifies the tunnel discovery request,
the hop distances nhop,S and nhop,S of the node from S and D,
and a parameter TimeStamp that defines the tunnel lifetime. Once
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the tunnel has been constructed, data packets can be routed from
S through to D by applying a dynamic data forwarding scheme.
In this Section, we first describe the tunnel discovery procedure.
Then, we discuss the dynamic data forwarding scheme and finally
we present functionalities that can be added to the protocol
to cope with errors caused by the radio channel and selective-
forwarding attacks.

A. Tunnel Discovery Procedure

When a node S has data to deliver to D and an active tunnel
to D has not yet been established, a new entry in its routing table
is created, with fields srcaddr= S, destaddr= D, nhop,S= 0, nhop,D=
∞, and TimeStamp = 0. The field seqID is initialized to seq_old
+ 1, if an entry for D with seqID = seq_old already exists, or
to 1, otherwise. Once the entry has been written, S broadcasts
an encrypted Route REQuest (RREQ) message to all its 1-hop
neighbors, comprising the parameters source address, destination
address, sequence number seq = seqID , and hop count number
nhop = nhop,S. A node that decodes this packet, compares the
received parameter nhop to a threshold nhop,max. If nhop ≥ nhop,max,
the message is discarded to avoid long and unreliable paths during
data forwarding. Otherwise, the node checks its routing table. If
an entry for the node pair S-D already exists with the same or
a smaller sequence number than the one received, the message is
discarded. Otherwise, the node creates a routing table entry with
fields srcaddr= S, destaddr= D, seqID = seq, nhop,S= nhop+1, nhop,D=
∞, and TimeStamp = 0. Any terminal that has the nhop,Sfield
set to a non-zero value for a given node pair S-D is said to
have the Forward Flag switched on for that couple. Once the
table entry has been stored, the node creates an encrypted RREQ
message with an updated nhop parameter and transmits it. The
described procedure is iterated until D is reached. When the
destination receives the RREQ packet, it creates a new entry
in its routing table with fields srcaddr= S, destaddr= D, nhop,S=
nhop, nhop,D= 0, seqID = seq, TimeStamp = CurrentTime. Then,
D broadcasts an encrypted Route REPly (RREP) message to
all its 1-hop neighbors, comprising the parameters srcaddr= S,
destaddr= D, seq = seqID , nhop = nhop,D, and Time = TimeStamp.
Neighbors that decode this message perform the test on nhop,max
and, if the requirement is fulfilled, check if they have switched on
the Forward Flag for the pair S-D. If so, they further determine
if the sequence number stored in the seqID field equals the one
provided by the RREP message. If the tests fail, the node discards
the received message. Otherwise, the nhop,Dand TimeStamp fields
of the corresponding entry of the routing table are updated
according to the parameters received with the RREP message
as follows: nhop,D= nhop+1, TimeStamp = Time. Any node that
has the nhop,Dfield set to a non-infinite value for S-D is said to
have the Backward Flag switched on for that couple. Nodes with
both Forward and Backward Flag on for a given pair are said
to be active for that couple with sequence number seq given by
the corresponding routing table entry. Once the table entry has
been written, the node creates a new encrypted RREP message
with an updated nhop parameter and broadcasts the message. At
the end of the procedure, i.e., when S is reached, the protocol
has identified a tunnel connecting S and D, composed by the
set of active nodes. Such a tunnel is kept active for a fixed time
interval after its establishment (tunnel lifetime).

B. Dynamic Data Forwarding

After an active routing tunnel has been established, dynamic
transfer of data packets can start. To select the next hop within
the tunnel, we propose a CSMA-based distributed contention
that exchanges RTS/CTS messages between neighbor nodes. As

opposed to other dynamic routing strategies [7], [8], our approach
does not rely on any geographic location information. Let Xn be
the active node in the tunnel with hop distance n from S that
has been selected to forward a DATA packet towards D, and
let A be the set of active 1-hop neighbors of Xn. To identify
the best-suited next-hop Xn+1, Xnbroadcasts an encrypted RTS
message with parameters S, D, seq, and its hop count distance
nhop = nhop,D. Any node X ∈ A, which successfully decodes this
message and has a hop count nhop,Dless than or equal to the one
contained in the RTS, computes a routing metric mx(t) to assess
its adequacy to serve as next-hop, defined as:

mx(t) = (nhop,S + nhop,D)−1|hx(t)|2 . (1)

The metric balances two cost criteria: the path length in terms of
hop count from S and D, and the quality |hX(t)|2 of the radio
link between Xnand X . mx(t) increases for nodes with short
path length and experiencing good channel conditions to Xn.
Moreover, the inverse proportionality to nhop,S+nhop,Dguarantees
an advancement towards the destination and avoids routing loops.
After computing the metric, the nodes contend with each other
to act as data forwarder Xn+1. For this purpose, each terminal
X ∈ A sets a backoff timer TIMER_FORWARD, whose duration
is inversely proportional to mx(t). During the backoff period,
nodes listen to the medium and compare the received radio
signal power to a given threshold value. If the timer expires
for a terminal before the sensed power exceeds the threshold,
it proposes itself as next-hop by broadcasting an encrypted CTS
message with parameters S, D, and seq to its 1-hop neighbors.
Otherwise, the node stops the timer because a CTS message has
very likely been sent from a neighbor that won the contention. Af-
ter Xnhas decoded the CTS message, it unicasts the DATA packet
encrypted with its cluster key over the radio channel to the chosen
forwarding node Xn+1. Moreover, a timer TIMER_MONITOR
is started that may trigger a repetition of the data forwarding
procedure if a successful reception and forwarding of the DATA
packet at node Xn+1 cannot be monitored by node Xnwithin
this time interval. If Xn+1 successfully decodes data, it iterates
the dynamic forwarding procedure until the destination is reached.
The timer TIMER_MONITOR is reset after Xnis able to monitor
the transmission of the DATA packet from Xn+1 to Xn+2.
C. Reliable and Resilient Data Forwarding

In order to cope with communication errors induced by harsh
channel conditions or by misbehaving nodes, we propose a set
of additional functionalities for the described protocol. Let B be
the set of active nodes that are common 1-hop neighbors of the
two forwarding nodes Xnand Xn+1. Such terminals can overhear
packet exchanges between Xnand Xn+1 (RTS/CTS/DATA), as
they possess the cluster key for both the nodes. This capability
makes it possible for terminals S ∈ B to give Xn and Xn+1
support in reliably and resiliently forwarding data packets, hence
we refer to them as support nodes. In particular, when a support
node S overhears a data exchange from Xnto Xn+1, it stores the
received packet in a buffer and starts a timer TIMER_MONITOR.
As long as the timer is active, S provides on-demand cooperative
relaying support to the Xn+1 and monitors the behavior of this
node to detect potential misbehaviors.

Cooperative Relaying: If Xn+1 fails to decode data from
Xn, it caches the corrupted version of the packet and sends an
encrypted RETransmit REQest (RETREQ) message to its 1-hop
neighbors. Support nodes in B that receive the RETREQ and that
successfully decoded the packet sent by Xncan give cooperative
relaying support by re-encoding and encrypting such data, and
forwarding it to Xn+1. To select the best-suited node, we resort
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again to a CSMA-based distributed contention. Each candidate
S computes a metric ms(t) proportional to the channel gain
with Xn+1 estimated from the reception of the RETREQ, and
sets a backoff timer TIMER_RELAY inversely proportional to
ms(t). During the backoff phase, carrier sensing is performed. If
the sensed power exceeds a given threshold, the node assumes
that someone else wins the contention and goes back to its
activity. Otherwise, if the time expires, the terminal acts as
relay by sending a copy of the cached data to Xn+1. In this
way, two copies of the packet received over two independent
channels are available at Xn+1. Such copies can be jointly
decoded using maximum ratio combining, significantly increasing
the probability of a successful decoding by taking advantage of
spatial diversity [10]. If the reception succeeds, Xn+1 proceeds
with data forwarding to a next-hop node Xn+2. Otherwise, the
terminal sends a retransmit request to Xn, that may perform one
or more forwarding attempts before triggering a failure.

Local Monitoring: Support nodes can also defend the network
against compromised terminals that may entirely or selectively
drop packets. As discussed, a node S ∈ B that successfully
decode data sent by Xnstarts a TIMER_MONITOR timer. If
within this period S decodes a data exchange from Xn+1 to
a next-hop Xn+2, it verifies in its neighbor list that Xn+2 is a
trusted 2-hop neighbor and compares the incoming data to the
original packet received from Xn. When the former condition
is met and the two packets are identical, S concludes that the
communication over the Xn- Xn+1 link succeeded and that
Xn+1 is properly forwarding the payload. If so, the node resets
its TIMER_MONITOR timer and goes back to its activity. On
the contrary, if the overheard packet is sent to a non-trusted 2-
hop neighbor or no data packet transmission is observed before
timer expiration, the support node assumes that Xn+1 maliciously
drops packets or redirects them to untrusted nodes. In this case,
S resets initiates an alternative path towards the destination
through the tunnel by applying the dynamic forwarding algorithm
discussed in Section IV-B. Since several support nodes may
simultaneously detect the malfunction of Xn+1, a malicious
behavior automatically triggers multi-path forwarding of the data.
Duplicate copies of the same packet can easily be suppressed by
the destination or by common forwarding nodes in the routing
paths. The capability of relying on multi-path data forwarding
through the tunnel strongly increases the robustness of the proto-
col against insider attacks, as will be discussed in Section V. We
remark that, as opposed to static multi-path routing protocols [6],
our solution introduces multiple flows (thus increasing energy
consumption) only if one or several malicious nodes actually
hamper the correct operation of the network.

V. SIMULATION RESULTS

In order to test the effectiveness of the proposed solutions,
extensive Omnet++ [12] simulations have been performed. Three
routing schemes have been compared: AODV; a basic version
of tunnel routing (TR) that does not exploit support nodes (i.e.,
that implements only the features described in Section IV-B);
and the complete Tunnel Routing with Support approach (see
Section IV-C), named TRS. All the schemes rely on a carrier-
sense based medium access control, modified according to Section
IV for the protocols that implement tunnel routing. We have
considered topologies composed by 100 nodes spread over a
100m×50m area. Poisson traffic with intensity λ = 0.1 pk/s is
injected in the network by a single source located at (30,25),
and addressed to a sink located at (70,25), whereas the other
sensor nodes are randomly distributed in the considered region.
With this settings, S and D are on average 4 hops away. To
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Fig. 1. Dependence of the end-to-end Packet Delivery Ratio on the the fraction
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analyze the resiliency of the different routing protocols to security
attacks, each node within the network can be malicious with
probability pmal. A malicious terminal participates as usual to
route (or tunnel) construction procedures, yet it constantly drops
data packets it is supposed to forward. The wireless environment
is subject to path loss with exponent α = 3.5 and correlated
Rayleigh fading. The standard set of parameters used in our
simulations is reported in Tab. I. All the results presented in
this paper have been obtained by averaging the outcome of 100
independent simulations of duration 10000s, which provided the
desired statistical confidence.

The first metric that we consider is the end to end packet
delivery ratio (PDR), depicted against pmal in Fig. 1. When nodes
in the network properly forward DATA packets (i.e., pmal = 0),
all the schemes provide high reliability. Moreover, under this
hypothesis, protocols that rely on the tunnel routing approach
are able to offer an improvement of almost 10% with respect
to AODV. This stems from the higher resiliency to channel
impairments achieved by the proposed schemes. As discussed,
AODV relies on a single path to forward data. Thus, as soon as
one of the links along the route incurs harsh channel conditions
due to fading or interference, the whole data flow towards the
destination collapses until a new path is established. On the
contrary, our protocols are able to select a data forwarder among
a set of potential candidates, and therefore they manage to avoid
weak links in favor of more reliable connections. Fig. 1, also
shows that, in the absence of corrupted nodes, TRS slightly
improves PDR with respect to basic TR thanks to cooperative
relaying, which helps in recovering link failures that may happen
despite the dynamic choice of the next hop. Incidentally, we
notice that these gains are rather small. This stems from the
low number of cooperative retransmissions that are triggered in
the topologies under study due to the low level of aggregate
interference. The impact of cooperative relaying would raise
in networks characterized by multiple simultaneous data flows,
whose analysis we regard as part of our future work. Let us
now focus on the behavior of the different routing schemes when
terminals may maliciously drop data packets. First of all, Fig. 1
shows that the reliability offered by AODV plummets as the
number of corrupted nodes in the network grows, with almost no
packets delivered for values of pmal higher than 0.5. As malicious
terminals actively participate in the route construction procedure,
the probability that at least one of such nodes is selected as part of
a path identified by AODV increases with pmal. In this condition,
static routing is not able to deliver any data to the destination,
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since packets constantly get lost as soon as they reach the first
compromised terminal along the path. The stall continues until a
new route is built, either due to a link failure or to the expiration
of the lifetime for the current path, leading to a poor reliability.
This effect can be mitigated by using dynamic routing, as shown
by Fig. 1, where the TR protocol offers improvements up to
20% over AODV for values of pmal up to 0.3. When TR is
implemented, data can still be dropped if a malicious node within
the tunnel is selected as a next hop. Nevertheless, since with our
approach each frame undergoes a potentially different route to
reach the destination, the probability that subsequent packets are
dropped is significantly lowered with respect to AODV. Finally,
let us consider the performance of TRS. Fig. 1 highlights that
our protocol outperforms AODV by as much as 50% in terms of
reliability for values of pmal around 0.3. Moreover, the plot shows
that even when half of the nodes in the networks are corrupted,
TRS is able to successfully deliver 60% of the generated traffic to
the sink. This remarkable result stems from the capability of the
proposed solution to trigger alternative routes to the destination
as soon as support nodes detect a misbehavior by a terminal
which is supposed to forward data. In this way, even packets that
are dropped along their path have the possibility to be recovered
and to eventually reach the destination, thanks to the cooperative
behavior of all the nodes within the tunnel.

Another aspect of interest for WSNs subject to insider attacks
is the time needed for the first packet to reach the destination, as
it describes the capability of a routing scheme to quickly establish
a connection and to deliver information to a sink within an
hostile environment. The metric is depicted against pmal in Fig. 2.
The plot clearly highlights how the latency for the first delivery
strongly increases for AODV as the number of compromised
nodes in the network grows. This stems once again from the fact
that no packet can be delivered to the destination until a route
that does not comprise any malicious terminal is identified. On
the contrary, the capability offered by tunnel routing schemes
to exploit distinct paths within the tunnel when forwarding
different packets drastically reduces this latency. Incidentally, we
remark that TRS outperforms basic TR thanks to its capability
of resorting to multiple routes to recover frames that would
otherwise be lost. Starting from this discussion, we observe that
the performance in terms of latency for AODV can be improved
by forcing the protocol to build routes more frequently (i.e.,
reducing the Route Lifetime parameter in Tab. I), so that the time
required to find a route that does not include any compromised
node is shortened. The dash-dotted curve in Fig. 2 shows the

TABLE I
PARAMETERS USED IN OUR SIMULATIONS

Tx power / Noise Floor / CS threshold -90 dBm, 92 dBm
Data Rate 250 kbit/s

Short Retry Limit at MAC layer 3
Payload length / Control pkts 1024 bit, 112 bit

Route lifetime 50 s

results obtained following this approach. Two remarks can be
made. First of all, although reduced, the latency undergone by
AODV to deliver the first packet is still considerably higher that
the ones obtained when using tunnel routing. Second, an increase
in the frequency of route constructions induces a significant raise
in the terms of control overhead, and thus of energy consumption,
which is a metric of capital importance in battery constrained
WSNs, since a lower energy consumption turns into a longer
network lifetime. Such a trend was confirmed by our simulations,
whose results are not reported here due to space constraints.

In conclusion, we can infer that not only does TRS guarantee
high end to end delivery reliability even when a large fraction
of the network is compromised, but also it is able to connect
source and destination with low latency and at low costs in
terms of energy consumption with respect to existing and widely
implemented static routing solutions.

VI. CONCLUSIONS

In this paper, we have introduced dynamic tunnel routing, that
enables efficient and resilient data forwarding in WSNs. Tunnel
routing exploits a route construction procedure to identify a family
of trusted sensor nodes that form a tunnel between a source and
a destination and that later contend among each other to act as
data forwarders. Moreover, terminals within the tunnel may act as
support nodes by providing on-demand re-transmissions of data
packets to combat channel impairments, or by initiating multi-
path data forwarding towards the destination in case they detect a
misbehavior caused by a selective forwarding attack. Simulation
results have shown the advantages of the proposed solution with
respect to existing static routing protocols.

REFERENCES

[1] C. Perkins and E. Royer, “Ad-hoc On Demand Distance Vector Routing,”
in IEEE WMCSA, New Orleans, LA, US, Feb. 1999.

[2] D. Johnson, D. Maltz, and J. Broch, DSR: The Dynamic Source Routing
Protocol for Multi-Hop Wireless Ad Hoc Networks, ser. Ad Hoc Networking.
Addison-Wesley, 2001, ch. 5, pp. 139–172.

[3] S. Mueller, R. P. Tsang, and D. Ghosal, Multipath Routing in Mobile Ad Hoc
Networks: Issues and Challenges, ser. Lecture Notes in Computer Science.
Springer Berlin, 2004, pp. 209–234.

[4] S. Zhu, S. Setia, and S. Jajodia, “LEAP: Efficient Security Mechanisms for
Large-Scale Distributed Sensor Networks,” in ACM CCS, 2003.

[5] C. Karlof and D. Wagner, “Secure Routing in Wireless Sensor Networks:
Attacks and Countermeasures,” in IEEE GlobeCom, 2003.

[6] B. Deb, S. Bhatnagar, and B. Nath, “ReInForM: Reliable Information
Forwarding using Multiple Paths in Sensor Networks,” in IEEE LCN, 2003.

[7] M. Zorzi and R. R. Rao, “Geographic Random Forwarding (GeRaF) for Ad
Hoc and Sensor Networks: Multihop Performance,” IEEE Transactions on
Mobile Computing, vol. 2, no. 4, pp. 337–348, 2003.

[8] P. Coronel, R. Doss, and W. Schott, “Geographic Routing with Cooperative
Relaying and Leapfrogging in Wireless Sensor Networks,” in IEEE Globe-
Com, Washington DC, US, Nov. 26-30 2007.

[9] A. Munari and W. Schott, “Performance Assessment of a Class of Cross-
Layer Optimized Protocols for Geographic Routing,” in IEEE PIMRC,
Cannes, FR, Sep. 15–18 2008.

[10] J. Laneman, D. Tse, and G. Wornell, “Cooperative Diversity in Wireless
Networks: Efficient Protocol Design and Outage Behaviour,” IEEE Trans-
actions on Information Theory, vol. 50, no. 12, pp. 3062–3080, 2004.

[11] S. Lee and Y. Choi, “A Resilient Packet Forwarding Scheme Against
Malicious Packet-Dropping nodes in Sensor Networks,” in SANS, 2006.

[12] A. Varga, “Omnet++,” http://www.omnetpp.org, 2001.

1182



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


