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ABSTRACT Cyber-physical-social systems (CPSSs) epitomize an evolving paradigm, including the
social, physical, and cyber world. The vital goal of CPSSs is to offer personalized, high-quality, and
proactive services for the end-users. An ingenious framework for reliable services is required for CPSSs
to achieve this purpose. In this regard, the cloud storage environment of cloud computing (have a
great connection with the physical, cyber, and social world) requires a reliable framework for secure
communication between cloud and users. Cloud storage provides various services that need scalable, cost-
effective, and safe facilities of data management. Public cloud storage bound its users to maintain strict
security considerations that are offered by cloud service providers. On the other hand, an opportunity for
users is offered by private cloud storage to construct a controlled and self-managed model of data security.
This mobile model is responsible for managing the sharing and accessing of data privately. Despite that, it
induces new challenges of data security. One censorious problem is to ensure the authenticated and secure
model of data-storage for accessing the data under the controlled environment of data accessibility. To tackle
this challenge, many protocols have been developed. The problem is that all these protocols are unable to
fulfill the required security efficiency and are susceptible to various security attacks. Recently, Tiwari et al.
presented an authentication scheme for data sharing and access with a biometric feature. They claimed that
their scheme resists significant security attacks. However, in this article, we show that the claim of Tiwari
et al. for developing a secure scheme is not valid, and their protocol is insecure against user and server
impersonation attacks. Moreover, the protocol of Tiwari et al. do not provide user anonymity. Therefore,
we present an enhanced, secure, and convenient scheme for data access. Besides, for adding the flexible
distribution of data that is controlled by data-owner, our protocol provides proxy re-encryption in which
the cloud server utilizes the proxy re-encryption key. Then, the data-owner generates the credential token
during decryption for controlling user’s accessibility. The security analysis determines that our proposed
protocol resists numerous security attacks. Furthermore, performance analysis determines that our protocol
has practical computation, communication, and storage cost as compared to various related protocols.
Consequently, our introduced protocol achieves not only the security goals but also have performance
efficiency related to numerous relevant protocols of cloud storage.

INDEX TERMS Authentication, Cloud Storage, Data Sharing, Data Owner, Impersonation Attack.
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I. INTRODUCTION

N In recent years, the hasty evolution of the Internet-
Iof—Things (IoT) is specified as cyber-physical systems
(CPSs), has increased the digital innovation and improved the
environment of human living. Cyber-physical-social systems
(CPSSs) encompassing the physical, social, and cyber world,
are escalating in every aspect of our daily lives. The provision
of an efficient living environment by offering high quality
personalized and proactive services to humans is one of the
primary purposes of CPSSs [1]], [2]], [3]. The massive amount
of data in our daily lives is constantly produced from cyber,
physical, and social worlds. Data is the essential pivoting
point of our research, which is flowing around these three
worlds and maintaining patterns of all our daily life aspects.
However, vast amounts of data acquired from CPSSs are
usually complex, low-quality, noisy, and redundant, which
causes unexceptional challenges for offering CPSSs services
[[1]. The comprehensive analysis of cloud computing based
big data is essential. Moreover, secure communication for a
cloud computing environment is also required to offer high
quality and reliable services.

A new type of storage, referred to as cloud storage, has
emerged with the evolution of the cloud computing paradigm.
The adoption of cloud storage, particularly leveraging on
the services of public or private cloud data storage, includes
not only several benefits regarding reliability, flexibility, and
scalability but also infers new challenges that are related
to data privacy, protection, and security. Practically, public
clouds provide several advantages such as no chain of risks
towards infrastructure providers and no cost of the initial
investment. However, efficient control on network, data, and
security settings is lacked by the public that diminishes the
interest of acquiring the services of the cloud. They also
increase the challenges of data trust, security, and privacy.
On the other hand, the private cloud reflects the quality
of the service factors that includes reliability, security, and
performance. Moreover, private cloud offers an opportunity
to many organizations for the implementation of their own se-
curity acquiescence without depending on security measures
of cloud providers. Whenever any sensitive data is involved,
the services of a private cloud storage are used. The model of
private cloud storage has following concerns that are related
to operations of data management:

(1). Insider attack and security perimeter: An organiza-
tion develops its own secure and private network by
defining criteria of perimeter security that permits only
authorized users to access several resources that include
network bandwidth, network computation, and network
storage through a configured network. Moreover, the
toughest problem in cloud storage is to establish pro-
tection against the insider attack [4]. Therefore, cloud
storage systems need an authentication model of data-
access. This model allows only authorized users to
register their permission.

(2). Lack of the verification model accessing data: In
cloud storage, only user-name and password are in-

efficient to secure communication of data. Therefore,
the cloud storage environment should accommodate a
flexible, multi-factor, and maintainable system of data-
access.

(3). Lack of configuration for sharing data: A system
of data-sharing is dependent on a one-to-one or all-
or-nothing model of sharing that is insufficient for of-
fering the sharing of data under data delegator’s con-
trol. Therefore, the system of cloud storage requires
an efficient system of data-access controlled by data-
owner (DQO) that reflects several security perimeters that
includes verifiability, correctness, confidentiality, and
non-transferability of data.

To tackle the above-discussed concerns of security, a DO-
controlled and biometric-based system of data-access is
needed for the development of a private and secure storage
model. For sharing the data, the DO should take part in that
process, to manage the convenience of users and only autho-
rized access should be allowed in the model of cloud storage.
However, the methods of data sharing (i.e., proxy encryption
[S], [6] and Attribute Base Encryption (ABE) [7, [8]]), which
are used in the public cloud storages, are not convenient for
use in storage model of private cloud. The reason is that the
DO is not aware of the specific user’s identity user who needs
to acquire data. The DO also provides a secure mechanism
of group data-sharing.

The FIGURE [T] illustrates the architecture of data access
and sharing model for the environment of cloud storage,
which includes three parties: the data-owner (DQO), mobile
user MU, and the cloud server CS.

(1). DO performs the encryption of data before it is stored
in cloud storage. During the request of data-access
service, it controls MU, accessibility for accessing
encrypted data. Before storing data in the cloud, DO
invokes the system of data-access for establishing a
mutual authentication mechanism with CS for authen-
tication purposes.

(2). CS implements various services of cloud storage that
include data-storage, data-access, and data-sharing. The
service of data-access offers biometric authentication
for enabling secure and authorized communication with
the server of cloud storage. Moreover, this service pro-
vides a mutual authentication facility before download-
ing or uploading data on cloud storage. Service of data-
storage helps DO for uploading encrypted data with a
key of proxy re-encryption to offer convenient control
of data access. The services of data-sharing offers ac-
credited access of data to MU, under DO’s control by
producing credential token.

(3). Whenever, MU , requests to access particular data, then
the authentication of MU/, is done by a data-access
system that allows MU, to invocate the system of data-
sharing. The proxy encryption key, used by the data-
sharing system, changes the encrypted data in such a
way that it can be easily decrypted by MU, using
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credential token. A credential token is engendered by
DO for permitting MU, that performs decryption of
re-encrypted data.

A. CONTRIBUTIONS

We present a model of data-access that allows only a legal
MU, to access the data by log-in to the cloud server with
a multi-factor authentication mechanism using a password
and biometric as input. Moreover, we have defined a DO-
controlled access system that uses the proxy re-encryption
mechanism. Further, DO permits controlled permission for
MU, to access data by computing credential token. We
described our main contributions below:

(1). Our proposed protocol involves a biometric-based sys-
tem that provides an authenticated system of data-access
and uniquely finds the identity on a MU ,. Mainly,
before downloading or uploading of data, our system of
data-access establishes mutual authentication by setting
up a session key between the cloud server and MU, for
achieving secure communication.

(2). In order to provide a secure and flexible system of data
storage, the symmetric key is derived by DO using the
system of hash-keying on the input of the file. It assim-
ilates the decipher key that is encrypted into meta-data
for ensuring data confidentiality and de-duplication. Our
proposed protocol derives a key to proxy re-encryption
to provide access control over encrypted data. On the
other side, our proposed protocol offers controlled shar-
ing of data with a legal MU/, by generating a credential
token of the MU,,.

(3). Our protocol uses the idea of proxy re-encryption for
the flexible sharing of data with MU ,. It also uses
convergent encryption [9] for defining and managing the
accessibility of legal MU,,.

We have arranged this article in the following manner.
Related work about the cloud environment is discussed in
Section [[I} Section [lII| describes the complexity assumptions
and definitions, whereas, security requirements for the cloud
environment are briefly described in Section[[V] The protocol
of Tiwari et al. is reviewed in Section [V] The cryptanalysis
of Tiwari et al.’s protocol [10] is explained in Section
The proposed protocol is described in Section The
security analysis of the proposed protocol, which includes the
informal and formal security analysis, is specified in Section
Moreover, Section shows the theoretical analysis,
and Section [X] concludes this article.

Il. RELATED WORK

The numerous collection of technologies configures cloud
storage, and the cloud server manages it. So, the security
of outsourced data relies on the flexible and secure data
services in cloud storage that facilitates data security, privacy,
and authentication to a user for different operations of data.
The data distribution, data storage, and data access are such
components of data service which are required for cloud
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storage to give secure solutions such as auditing, integrity,
and flexible sharing of data [11], [12].

The existing solutions for cloud storage are concentrated
on offering an efficient access control method to outsourced
data by introducing a key management system. For flexible
data access, this system enforces a self-reliant authorization
with legitimate users [[13], [14]. The job of data owner is
different from the providers of cloud storage due to the
outsourcing of data service management, and the users do
not interact with the data owner for offering authorized data
access. So, numerous protocols, i.e., attribute-based encryp-
tion [7]], [8], [L5], [L6], proxy-based encryption [17], [S],
[L8], [19] and user-based access control protocols [20], [21]
have been utilized to offer self-reliant, flexible, and secure
outsourced encrypted data. Kamara and Lauter [20]] develop
a user-based access-control protocol for cloud storage with
the help of symmetric cryptography. In this approach, the
data owner predetermines every user, and the data owner
for data decryption issues the relevant key. However, this
protocol [20] is not able to support the configuration of a user
dynamically because the symmetric key is shared with every
user who sends the request at that time.

Zhao et al. [21] proposed a protocol that shares data
by utilizing elliptic curve encryption to achieve a flexible
configuration of data access on an unreliable storage server.
In this type of encryption, multiple keys are used to encrypt
the data and help to decipher the encrypted data with a single
key. However, the secret key of the data owner is required
to share with cloud storage for data re-encryption. Thus, this
activity is not efficient in cloud storage for data access, as it
affects privacy. Furthermore, these protocols [20], [21] has a
high cost of communication and computation for revocation
because the data owner fetches the complete data set. Fur-
thermore, when the data owner needs to redistribute that data
to the cloud server then the data needs to be re-encrypted.
An architecture for data storage is developed by Kumbhare
et al. [22] to store the scientific data in the cloud, and they
associate this scheme with a controlled data access scheme
to share the data with numerous users. However, random file
sharing is not supported by this scheme [22].

The protocols based on ciphertext policy attribute-based
encryption [23]], [24]], [25] are such kinds of cryptographic
approaches in which ciphertext is combined with controlled
access method and attributes are combined with the private
key of the user. If the association of attributes with the secret
key of users satisfies the access policy of ciphertext, the
ciphertext is decrypted by the user. In this way, the data owner
can control the sharing of information by introducing the dis-
tribution model without knowing the user’s identity. So, the
application of ciphertext policy attribute-based encryption is
very appropriate in public cloud for data distribution. Still, it
cannot represent a user-based access mechanism where the
data owner usually permits every user to acquire data from
a private cloud. In proxy re-encryption, the data owner has
no control over the users who require to get the data. So, the
data owner is not able to define the flexible system of data

3

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/.



This article has been accepted for publication in a future issue of this journal, but has not been fully edited. Content may change prior to final publication. Citation information: DOI

IEEE Access

10.1109/ACCESS.2020.2977264, IEEE Access

Author et al.: Preparation of Papers for EEE TRANSACTIONS and JOURNALS

d

Data Access Services

Data Storage Services |

Data Sharing Services ——E_sﬂ'ilgﬂeﬂat—a‘
Cloud Data Storage Services

Authenticated Data Service Model

/ Data Access System

| — Data Storage System

[T Data Sharing System N~

Authenticate to store the data =

Data
Owner

/

o

Users

FIGURE 1: Controlled Data Access and Sharing System

access. Therefore, a variant approach for proxy re-encryption
is required, where along with the re-encryption key, the
data owner determines the credential token for the request
of the user to permit the decryption of data. Sultan et al.
[26] introduced a protocol for flexible data distribution with
reliable access to data. However, authenticated access to data
is not offered by this protocol that can facilitate validation to
the authentic users before performing different operations of
data such as storage, share and update. Recently, Tiwari et al.
[1O] developed a protocol for a cloud storage environment.
We determined that the protocol [10] does not offer user
anonymity. Moreover, Tiwari et al.’s protocol is susceptible
to mobile and cloud server impersonation attacks.

Therefore, the flaws and vulnerabilities of the above-
discussed schemes incite us to develop an improved protocol
having the ability to resist various attacks and remove all
these flaws specially present in Tiwari et al.’s scheme.

lll. PRELIMINARIES

Basic cryptographic primitives including elliptic curve cryp-
tography, hash function, bilinear map, and fuzzy extractor are
described below in detail.

A. HASH FUNCTION

A function of hash % : {0, 1}* — Z develops an output of
fixed size z = h(st) when it takes a random binary string
st as input. The achieved output is hash code or hash value.
A minor change in the value of the input string can make a
major difference in the output. For a protected hash function,
subsequent parameters must be achieved.

4

(1). For any given input st, the computation of h(st) is
usually easy.

(2). One-way property: From a given value of hash h(st)
and a function h(-), it is hard to obtain the input st. This
property is called preimage resistance.

(3). Resistance property of weak-collision: For any given
input stq, obtaining any other input st,, with sty # sto,
such that h(st1) = h(stz). It is hard to determine. This
property is called second preimage resistance.

(4). Resistance property of strong-collision: Deriving a
pair of inputs (sti, sto), with st; # sto, such that
h(st1) = h(ste) is also hard to calculate.

B. BILINEAR MAPS

Assume that E(Gy) is a set of elliptic curve points for the
elliptic curve ¥ mod p = (23 + ax + b) mod p over the
field F, where a,b € Z; and (4a® + 27b*) mod p # 0. The
set F(Gy) together with the “point of infinity” O defines
an additive cyclic group A; of prime order p. Let As a
multiplicative group of the same order p. The bilinear map
e: A; x Ay — A, must satisfy the following properties:

1) Bilinearity: V XY, Z € A, and ¢,d € Z,, e(Y, X +
Z) = e(X,Y) - e(Z,Y). Moreover, e(X,dY) =
e(X,dQ)¢ = e(cX,Y)? = e(X,Y)

2) Non-degeneracy: If X is a generator of Aj, then
(X, X) # 1, where 1 is the generator of As.

3) Computability: It is efficient to compute e(X,Y) V
X, Y € A;.
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C. DEFINITION OF ECC (ELLIPTIC CURVE
CRYPTOGRAPHY)

The equation of elliptic curve is specified in the form:
Ey(a,b): y* = 2® + ax + b(modp) over a field of prime
finite F),, where a,b € F, and 4a® + 27b*> # 0(modp).
In general, the ECC security relied on following problems
which are infeasible for computation.

1) Definition of ECDLP (Elliptic Curve Discrete Logarithm
Problem)

Consider F' be the subgroup of E(Gy), which is being
produced by point P of prime order p. Given a point P, which
is a generator of an additive cyclic group A of order p, and
R = aP € F the public element, problem of computing
a € Z; is called ECDLP [27].

2) Definition of ECCDH (Elliptic Curve Computational Diffie
Hellman Problem)

Suppose a cyclic group A of order p, with a generator
P and randomly chosen numbers c¢,d € Z;. It is com-
putationally infeasible to compute cdP for input pair of
(P,cP,dP) is given. We can state as, U{4 has the benefit
e in polynomial time for computing CDH in (A4, p, P) if:
Pr{lis(P,cP,dP) = ¢dP] < e, whereas the probability is
find out over the bits used by an A4, and randomly chosen
¢, d € Z; [28].

D. ADVERSARIAL MODEL

In this section, the basic assumptions about the attacker are
described according to which he breaches the system or
can launch attacks. The assumptions about adversary are as
follows:

1) An attacker can be a server, user, or a gateway. The user,
which is already registered at the system, can play the
role of attacker.

2) The communication which is exchanged on the public
communication channel can be intercepted by the at-
tacker.

3) An attacker can delete, transform, or replay the inter-
cepted information.

4) An attacker can fetch the information saved in the smart
card by doing power analysis.

5) An attacker cannot change, shift, replay, or obstruct the
information exchanged on the private communication
path.

E. FUZZY EXTRACTOR

The biometric information of user is converted into arbitrary,
secrete and reproducible string of size n, it is also used in
cryptographic functions which are used to authenticate user
with error tolerance limit 7. Suppose N = {0,1}%, d is a
biometric point in dimensional metric space with distance
function D : N x N — Z%, with the help of given metric,
it calculates the distance between two biometric points. For
authenticating users, two main fuzzy extractor procedures
Gen(-) and Rep(-) are used which are defined below:
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1) Gen(-): Itis a probabilistic generation method that takes
input (B, € N) biometric information of user and
generates o, € {0,1}" a secrete string along with 7,
an associative string, i.e., Gen(B,,) = {au, 7o}

2) Rep(-): It is deterministic reproduction method that
takes a noisy input (biometric) 3,,, a public string 7,, and
reproduce «, a secrete string, i.e., Rep(B.,, T,) = u,

if D(B,,B.,) <T

IV. SECURITY REQUIREMENTS

In this section, we state the security requirements required for
the authenticated controlled data access and sharing schemes
for the cloud.

A. SECURITY REQUIREMENTS IN DATA ACCESS
SYSTEM

The data access system communicates with data access
service for authenticating the user before giving access to
the user or DO for data sharing services and data storage
services. The following properties must be satisfied by the
data access system for authenticating a user.

1) Non-Repudiation: It ensures that participants (i.e.,
MU, CS and DO) can not deny their authenticity after
executing any operation.

2) Strong Authentication: Strong user identification
mechanism should be provided by the protocol for prov-
ing the user’s authenticity before giving access to data
services.

3) User-friendliness and Scalable: User-friendliness
refers to that user can change the password. User
identification is based on a multi-factor authentication
mechanism, whereas; data access system should support
authenticated dynamic user configuration.

4) Accountability: Accountability guarantees that the data
operations performed by the participants can be iden-
tified without compromising the privacy of the partici-
pants (i.e, MU, CS and DO)

5) Security against Various Attacks: The system should
resist major security attacks, particularly impersonation,
password guessing, and replay attack.

B. SECURITY REQUIREMENTS IN THE DATA STORAGE
AND SHARING SYSTEM

The on and off-premises storage system is provided by the
cloud provider to manage and store the data. The cloud
provider is assumed to be curious but honest, and the op-
eration will be performed as per the steps described in the
protocol. However, by learning the encrypted data content
and by colluding with other participants, data privacy can be
compromised by the cloud provider. Thus, data sharing and
storage system must fulfill following requirements:

1) Data Confidentiality: Cloud data should be in en-
crypted form to secure it from unauthorized access.

2) Deduplication: For reducing the storage overhead, the
storage system should discard duplicate copies of data.
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It ensures that only one instance of the data is main-
tained in the memory.

3) Flexible Data Access Control: For a different group of
users, data owner DO should specify the flexible data
access policies according to their roles.

4) Data Integrity: The data storage system should prevent
any unintended changes in the data from an unautho-
rized user. The identification of changes and originality
of the data can be verified by the verifier or DO.

5) Verifiability: The data storage system should verify the
identity of DO before storing data in the cloud. The
permission should be given by the DO to the user to
decrypt the data during the data sharing process.

6) Collusion between Entities: With the data owner’s
permission, the only legal user, should be able to access
the data from the data sharing system. It states that
colluding entities without data owner’s permission, can
not access any data.

The notations or symbols used in this manuscript are
described in TABLE[

TABLE 1: Common used notations

[ Notation [ Description
MU, a®™ user of the system
cS Cloud server of the system
ID, Identity of MU,
PW, Password of MU,
BIO, Biometric of MU,
ID:s Identity of CS
Ts,, The session token
Sk Session key between CS and MU,
skecs,pkes | Private and public key of CS
Dy Data file
D} Encrypted data file
(A1, A2) | Proxy re-encryption token
(As, A4) | Credentials token
Fem First layer encrypted message
Sem Second layer encrypted message
Skey Symmetric encryption key
MD,, Mobile device of MU,
P Elliptic curve point
Uy Adversary
h(-) One-way hash function
S X OR operator
I Concatenation operator
= Secure channel
— Public channel

V. REVIEW OF TIWARI ET AL.'S SCHEME
In this section, the description of Tiwari et al.’s [10] protocol
is illustrated.

A. DATA ACCESS PHASE

The data access service is a profound element of cloud stor-
age bound to empower a solid confirmation to the accredited
users who stock, share and amend data by accessing the data
service. The modern-day data access systems are known to
have low security and contain a potential threat of being
easily accessed by hackers. Generally, it is because they
are based on simple passwords and private data tokening.
Many potential risks can be characterized as phishing attacks,
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replay attacks, password guessing, and denial of service. The
biometric authentication model is considered a reliable tool
that provides security features by uniquely identifying the
user’s identity. Therefore, the suggested data access system is
a user authentication system for secure access to data service
in the cloud with the following steps:

1) Registration Phase

The user registers himself with CS, in this phase. FIGURE[]
illustrates the complete description of registration phase. The
following steps are performed by CS and user, to determine
the information of registration.

Step 1: The user MU, selects his identity ID,, pass-
word PW,, and biometric BIO,. The input of biomet-
ric information BIO,, is taken by fuzzy extractor em-
bedded in the mobile device (MD,,). The MD, engen-
ders an arbitrary number r,; and determines PW P, =
hi(IDy||PWgl||Ea1||ra1). Then the ID,, PWP, is
sent to CS by MD,, for registering the MU,,.

Step 2: The CS calculates O, = hy(IDg||7¢s1)p, Pa
PWP,®hi(IDy ® Scs1), Qa = hi(ID,||PW P,||
hi(ID, ® $cs1)) and R, = hy(ID, ® PWP,) ® O,
on receiving request by MU, where r.s1 and s, are
random numbers. The CS sends {P,, Q,, R, } to MU,.

Step 3: The registration parameters (P, Qu, Ra, Ta1,
Gen(-), Rep(-)) are stored into MD, by MU, on
receiving { Py, Qu, Ra }-

Mobile User MU, Cloud Server CS

Registration Phase:

MU, chooses 1D, and PW,

MU, imprints the biometric B/O,, into the mo-
bile device MD,,

MD, computes Gen(BIO,) = (Eqa1, Eq2)
MD,, generates a random number 7,1

MU, computes PWP, =
7 (IDg|| PWal| Bat|[ra1)
1D, ,PWP,
C'S selects random number 751 and s.¢1
Computes:
Oy = hi(IDg||res1)p
P, =PWP, ®hi(IDy ® scs1)
Qu =M (IDy||PWPy||hi(IDy @ $cs1))
R, =h(ID, ® PWP,)® O,
Pa,QaRa
o FaQalla

MU, stores
(Pa,Qa, Ra,7a1.Gen(-), Rep(+)) into MD,

FIGURE 2: Registration Phase of Tiwari et al.’s Scheme

2) Login and Authentication Phase

In this phase, MU{, makes a data access request to the
CS by entering login information using a verified device
MD,. M D, checks and verifies the identity of MU{, before
sending a request to CS. Then the login request of MU, is
processed by CS and makes a mutual connection between
MD, and CS only if MU, is a legal user. The data access
operations such as storing, sharing, and modification of data
in the cloud are performed when CS verifies and estab-
lishes the session key by M/,’s authorization. The detailed
description of login and authentication phase is shown in
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FIGURE [3] To set up a session key, M, and CS need to
verify each other as follows:

Step 1: On log-in screen, MU, enters ID, and
PW,, and punch the biometric information BIO/,
on fuzzy extractor embded into MD,. MD, then
calculates Rep(BIO.,E.3) = (Fa), PWP, =
hi(IDa||PWal|Eatllra1), hi(IDa @ 8cs1)’ = Po ©
PW P, and Q;, = hi(ID.||[PW Py|[h1(IDy @ scs1)")
for MU ,’s verification. For verifying the registration
of MU, with CS, the M D,, checks Q, ~ Q.. MD,
calculates O, = hi(ID,||PWP,) @& R,, if the condi-
tion is true. For computing X, = rq2P, X! = 7,20,
and Y, = hi(IDy|| X || X\ Tw), M D, engenders an
arbitrary nonce r,5 € Z; and obtains the current time
stamp T,. M D, sends the message {ID,, X4, Yo, To}
to CS.

Step 2: CS verifies the transmission delay 7T, — Ty <
AT, after receiving the message {ID,, X,,Y,, To}.
After that, the CS determines X, = h(IDgl|rcs1)Xa-
Then, CS calculates Y, = (Y = hy (IDq|| Xa|| X ||T0))
and checks whether Y, L Y. The session is terminated
if the said condition becomes wrong, otherwise the
CS verifies MU,. CS engenders a random number
Tes2 € Zg and calculates Xo; = reoP, Ts, =
res2Xa, the session token Sy = hy(Ts,) and Y5 =
ha(IDg|[IDes|| Xo|| XN Tul| Tes || Ts,,)- Then, CS sends
the message {ID,, X5, Yes, Tes} to MU, .

Step 3: MU, calculates the T, — T, < AT, when
receives the message to verify the transmission de-
lay, where T, is the current time stamp of MU,.
A session token Ts, = 74Xcs is calculated if the
said condition becomes true. To agree on a com-
mon session key Sy, MU, checks Y, < Y, =
hi(IDg|[IDes|| Xal| XN Tl Tes| Ts,, ). The session is
ended by MU, if the said condition becomes false,
otherwise, MU, confirms the verification of CS. MU,
builds up mutual authentication with CS after calculat-
ing the session key Sy, = h1(Ts, ).

3) Password Change Phase

This stage offers the user to freely selects any pass-
word and inform the CS with newly selected password
without involving the CS. MU, can log-in to the sys-
tem after entering ID,, PW, and punch BIO, on the
fuzzy extractor of MD,. MD, calculates PWP, =
hl(IDa”PWaHEal”ral): h]_([Da (5] Scsl) = Pa D PWPa
and Q!, = hi(ID,||PWP,||hi(ID, ® $cs1)). Moreover,
MD, verifies the registration of MU, with CS by com-
puting @/, L Qo MD, cancels the password change
request, if the said condition is false. Otherwise it allows
MU, to set new password PW " and requests the sys-
tem to update it. In order to successfully inform the sys-
tem with new password, MD, calculates PW P*" =
hl(IDa”PW(;new”Eal||T’a1), P(:Lew == hl(PWPa S
hi(IDy @ $¢s1)), QU™ = hi(ID,||PW PI*||\hi(ID, ®
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Ses1)) and O = hy (ID,||PW PI") & R, and changes
the value of P,, @, and O, with P;**", Q7" and O]°".

VI. CRYPTANALYSIS OF TIWARI ET AL.S SCHEME

In this section, we have presented the cryptanalysis of Tiwari
et al.’s scheme. The scheme of Tiwari et al. is vulnerable to
cloud server and mobile user impersonation attacks. More-
over, it does not offer user anonymity.

A. NO PROVISION FOR USER ANONYMITY

As ID, of MU, is sent in plaintext to the cloud server CS
through a public channel. Therefore, the scheme of Tiwari
et al. does not offer user anonymity because an adversary
can easily determine the user’s identity by just intercepting
the login request message (ID,, X,, Y,, T,). This leakage
of identity can facilitate the adversary to trace the current
location or login history of the device.

B. CLOUD SERVER IMPERSONATION ATTACK

In the registration phase, the value of r.s; is generated
randomly for the calculation of O,, which will be different
for each user. Furthermore, in login and authentication phase,
CS uses the same information .41 in order to determine true
value of X} = h(IDgl||rcs1)Xq. As the value of req is
different in the registration phase for each user. Therefore,
if the server uses it later in the login and authentication phase
then it must be stored in some repository. Assume that an
adversary U4 obtains r.s; from the repository via stolen
verifier attack, then he/she can impersonate CS easily on the
behalf of CS by following these steps as shown below:

Step 1: Whenever MU, sends a login request message
(IDy, Xa, Yo, Ty) to CS, Ua intercepts the message
and calculates the following values after verifying the
freshness of timestamps:

X2 = h(IDg||res1) Xa (1)

Step 2: Afterwards, U/4 chooses an arbitrary number
Tas2 € Z, and calculates the following:

X:s = T*52P7 Tgk = r:s2Xa (2)

C

S = h(T%,) (3)

Step 3: After the above calculation, (/4 calculates the
signature of CS as follows:

Yo = m(IDa| I Des | Xol| X3 | Tull T Ts,,) - (4

Step 4: Finally, {4 sends a challenge message (ID,,
Xr, VX, Tx) back to MU,.

Step 5: Upon receiving (ID,, X}, Y, Tx), MU,
verifies the freshness of timestamps and calculates the
following:

Ts, = ra1 X, Q)

k cs)

% 7 ! *
Y = (Y, = hl(IDa||1Dcs|\Xa||Xa||Ta||TcsHTSk)()é)
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Mobile User MU, Cloud Server CS
Login and Authentication Phase:

MU, selects ID,, PW, and imprints BIO!, on
MD,

MD, computes:

Rep(BIO('l, Eag) = (Eal)

MD,, computes:

PWP!, =hi(ID,||PWa||Ea1ll7a1)

hi(IDy ® scs1) = P, & PWP,

Qu = h(ID,||[PW Py||hi(IDg © scs1)")
Checks whether the user registered with CS

if Qg . Q. is true, then calculates
O, =h1(ID,|PWP,)® R,
Obtains the current timestamp 7,
Selects the random number 7,5 €Z [;
Calculates:
Xo =T1a2P, X(ll =14204
Ya = hl (IDaHXaHX(/zHTa)
ID.,Xo,Ya,Ta

Verifies T, — T,., < AT
Xclz = h(IDaHT(:sl)Xa
?

Y, = (Ya/ = hl(IDa”XaHX(/zHTa))

Selects random number 750 € Z:;

Xcs = TC82P’ TSk = rcsZXa

Sk =h1(Ts,)

Yeos = hi(IDo|[IDes || Xal| Xo |1 Tal| Tes| T, )
IDg,Xcs,Yes, Tes

Verifies whether T, — T, < AT
Calculates: T's, = 141 X¢s
Verifies:

Yes = (Yc/s =

hi(IDa |1 Des || Xal| Xo | Tal|Tes || Ts,.)
Establishes the session key Si = hi(Ts, ) with

CcS
FIGURE 3: Login and Authentication Phase of Tiwari et al.’s Scheme
Mobile User MU, Adversary U4
Login and Authentication Phase:
1D X0,Ys Ty
Verifies T, — T.s < AT
X = h(IDallre)Xa
Yo = (Y7 = In(IDal| Xa|| X7 [1T0))
Selects random number 17, € Z;
Xos =reaP T5, = 109X
Sk =hi(Ts,) @) S = ha(T3,) )

Y = hi(IDa | I Des || Xl X7 170 | T Ts,.)

Verifies whether T, — T, < AT

Calculates: T's, = rqo1.X)

Verifies:

Yo 2 (Y] =

By (IDg || I Des| Xal| Xo | Ta | 75 Ts,.)

Establishes the session key Sy = hy(Ts,) with

Hence, U 4 can successfully impersonate CS. Therefore, cs
this scheme is prone to the server impersonation attack. FIGURE 4: Cloud Server Impersonation Attack

The detailed demonstration of cloud server imperson-
ation attack is also shown in FIGURE ]
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C. MOBILE USER IMPERSONATION ATTACK
An adversary U4 can easily get the identity 1D, of the legal
mobile user MU, as shown in section [VI-A] Furthermore,
U 4 can also extract 7.4 of that particular mobile user MU,
corresponding to mobile user’s 1D, as discussed in section
After having 1D, and 7,1 of a legitimate mobile user
MU,, Uy can easily impersonate MU,. In order to get
services as a legitimate user, ({4 has to perform following
these steps as follows:

Step 1: Uy calculates O, = hy(IDg]|7es1)P.

Step 2: Afterward, U, generates a random number

a2 € Z, and calculates the followings:

X =r5P X =150, (8)

Y = ha(IDa]|1X; |1 X |IT;) ©)

Step 3: After the above calculations, /4 sends request
message (ID,, XX, Y, TX) toCS.

Step 4: Upon receiving (ID,, X*, Y5, Tx), CS firstly
verifies the freshness of timestamp 7, and calculates the
following:

Xo = hi(IDg||res1) X, (10)

? Y, *
Yy = (Yo =h(ID.) X1 Xa|Ty)) (D
Step 5: If above calculation holds true, then CS selects
a random number r.;2 € Z; and continues further

calculation as follows:

Xcs = 7AcsZP (12)
Ts, = res2 X, (13)
Sk =h1(Ts,) (14)

Y::s :hl(IDaHIDcsHX:”XL/LHT:”TCSHTSk) (15)

Step 6: Afterwards, CS sends a challenge message
(IDg, Xes, Yes, Tes) back to Uy.

Step 7: Onreceiving (ID,, Xcs, Yes, Tes), Ua then cal-
culates following after checking freshness of timestamp
T.s:

Tg'k = r:1Xcsv (16)

2

Yes = (Yoo = ha(IDal[IDes || X5 || Xo T3] Tes [ T

i)
a7
Sk =h(Ts,). (18)

Hence, U 4 can successfully impersonate as a legitimate
mobile user MU for sharing session key with CS.
Therefore, the scheme of Tiwari et al. is vulnerable to
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the user impersonation attack. The procedure for mobile
user impersonation attack is demonstrated in FIGURE

Adversary Uy Cloud Server CS

Login and Authentication Phase:
Obtains the current timestamp 7,
Selects the random number 42 €Z;
Calculates:
X; =P X) =150,
Yo = (DX X IT2)
IDa X5 Y, Ty
Verifies T} — T,.s < AT
X, = h(IDallres1) X
7
Yo £ (Yo = (ID,| X3 |1 X2IIT2))
Selects random number 745 € Z;
KXes = resaP, Tsy, = res2 X
S = (Ts,) ,
Yoo = ha(IDal[ I Des | X5 | X T3 ([ Tes | Ts,.)
IDg, Xcs,Yes, Tes
Verifies whether T, — T, < AT
Calculates: Tg, = rj; Xes
Verifies:
7 .
Yoo = (Y5 = )
ha(IDa |1 Des | X3 | X 11751 Tes 1 T55,.)
Establishes the session key S; = hi(T¢,) with
cS

FIGURE 5: Mobile User Impersonation Attack

VIl. PROPOSED SCHEME

A brief description of our proposed scheme is described in
this section. The proposed scheme consists of the following
phases.

A. DATA ACCESS PHASE

The data-access phase provides a method to authenticate
the user who is interested in accessing the outsourced data.
Data access systems are mostly dependent on password or
private data tokens. These systems can be attacked by several
security attacks by the attacker for accessing the data mali-
ciously (e.g., denial-of-service, replay, and forgery attacks).
In this phase overcomes the attacks present against Tiwari
et al.’s scheme [10], and an improved data access model is
introduced. The FIGURE |6] shows the authentication envi-
ronment for the proposed scheme in which the user requests
the login message to the cloud server on a wireless medium.
After receiving the login request, the cloud server verifies
the requested message and transmits the challenge message
to the user. In the end, the user authenticates the legitimacy
of the cloud server. After that, the cloud server and user
share the session key. In this way, the cloud server and user
authenticate and communicate with each other.
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Mobile User MU, Cloud Server CS

Registration Phase:
MU, chooses I D, and PW, and imprints BIO,,
into MD,
MD,, computes:
Gen(BIO,) = (Ea1, Eq2)
Produces an arbitrary number 7,1
Computes:
PWP, = hi(IDg||PWol Earllrar)
1D, PWP,

CS selects random number 751

Ou = h1(IDy||skes)

Py =PWP, & hy(IDy & res1) ‘

Qa = i (IDg|[PW P |11 (IDg & 7e51))|
R,=h(ID, ® PWP,) ® O,

Pa,QasRa
e marte

MD, stores
(Pa, Qu, Ras a1, Gen(), Rep()) into MD,

FIGURE 7: Registration phase of the proposed scheme

ﬂ‘
>

MOBILE USER

LOGIN REQUEST FROM USER
CLOUD SERVER RETURNS CHALLENGE MESSAGE

SHARED SESSION KEY SK = SK

¥

CLOUD SERVER

FIGURE 6: Authentication Environment

Our proposed data access system offers user authentication
for secure data access which consists of the following phases:

1) Registration Phase
In this phase, mobile user MU, registers himself at cloud
server CS by following these steps:

Step 1: At first, for the registration to acquire different
cloud services, MU, selects an identity I D, and pass-
word PW,, biometric information BI0, and submit
these information towards MD,,. Then MD, computes
Gen(BIO,) = (FEa1, E42). Furthermore, MD, gen-
erates a random number ral and computes PW P, =
hi(IDg||PWy||Eqt||ra1). After that, ID, and PW P,
is sent over a secure channel to CS .

Step 2: After receiving ID, and PWPF,, CS gener-
ates a random number r.s; and computes O, =
hi(IDg||skes), Po = PWP, ® hi(IDg & 7¢s1),

Qo = hi(ID.||PWP,||hi(IDy @ 7¢s1)) and R, =
hi(ID, ® PWP,) ® O,.

Step 3: After that, P,,Q, and R, is sent to MD, over
a secure channel.

Step 4:  After receiving (P, Qq, Ra), MU, stores (P,
Qas Ra,ral, Gen(-), Rep(+)) into MD,. The registra-
tion phase is also displayed in FIGURE[7]

2) Login and Authentication Phase
This phase describes the login and authentication method
between the mobile user MU/, and cloud server CS. The

10

detailed description is given below:

Step 1: MU, enters his/her ID, and PW, and
BIO, into MD,. Then Rep(BIO.,E.2) = (Ea.1)
is calculated by MD,. After that, it computes
PWPa = hl(IDaHPWa”Eal”ral)s hl(IDa@T'csl) =
P, ® PWP,, O, = hi(ID,|PWP,) ® R, and
QL =hi(ID,||PWP,||hi(IDy®7rcs1)). MD,, checks
whether Q, = @/, is true. If the said condition holds
true, then MD, generates a current time stamp 7}, and
a random number r,o for determining X, = r,oP,
Xr = raapkes, Yo = hi(IDy||Xa||Oal|Ts) and
PID, = ID, & X,. After that, a request message
{PID,, X},Y,, T,} is forwarded to CS over a public
channel.

Step 2: When CS receives the request message { P D,,
X, Y,, Ty}, it checks the legitimacy of the timestamp
asT, —T., < AT and determines ID, = PID,® X,,
O, = h1(ID,||skes). After that, CS checks and cal-
culates Y, = (Y! = hi(IDg||Xal|Oul|Tw)). if this
authentication check is false then the session will be
aborted, otherwise proceeds to the further calculations.
Moreover, CS selects a random number .52 € Z, and
computes X.s = res2 P, T, = Tes2Xa, Sk = h1(Ts,,),
Yes = hi(IDg I Ds|| X o || XN Tall Tes || Ts,, )- After that,
CS sends a challenge message { X s, Yes, Tes } to MU,
so that the MU, can check the legitimacy of CS.

Step 3: Upon receiving the challenge message, MU,
verifies the timestamp using T, — T, < AT. If times-
tamp is verified to be correct, the MU, calculates a
session token to validate the session key T's, = 742 Xcs.
After that, MU, authenticates CS using the equation
Yoo = (V) = ha(IDa|lID|| X0 | X} || Tal Tes | Ts, ).
If CS is a valid server, then the session key S =
h1(Ts, ) between MU, and CS will be established.
Otherwise, the session will be aborted. This whole pro-
cedure is demonstrated in FIGURE[8]

3) Password Change Phase

If the user wants to update his password, our scheme pro-
vides the facility to update his/her password. In this method,
MU, inputs ID,, PW, and imprints BIO, into MD,,.
Then, MD,, calculates PW P, = h1(ID,|| PW, ||Ea1||ra1)
h(ID, ® res1) = P, ® PWP, and Q, =
h1(IDg||PW Pyl lh1(IDg ®7es1)). Moreover, MD,, checks
Qa z Q',. If the said condition is true, then MU, is allowed
to change the old password P, to anew password PW %,
otherwise the request for password change will be rejected.
Using new password, the update to the system is given
by MD, using PW P! = hy(ID,||PW || Eu1||Ta1)s
hi(ID, @ res1) = PIMY @ PWPr™ and Qv =
hi(ID,||PW P*||hi(ID, @ r¢s1)) and replaces the cre-
dentials of P, Q,, R, with P}** Qn°", Ry for success-
ful updation of user’s password.
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Mobile User MU,

Cloud Server CS

Login and Authentication Phase:

MU, chooses I D, and PW, and imprints B1O,
into MD,,

MD, computes:

R@p(BIO;, EQQ) = (Eal)

Computes:

PWP, =hi(ID,||PWa||Ea1llTa1)

|h(IDy ® rest) = Pa ® PWP,|

On =hi(ID,|PWP,)®R,

| Qi = M(ID,| PW P |hi(IDy & 7s1)) |

Checks Q/, Z Q. whether the user registered with
CS, if it holds true then

Obtains the current timestamp 7, selects the ran-
dom number r,o € Z g

Calculates:

Xa = Ta2P7 X: = Ta2pkcs

Ya, = hl(IDaHXuHOaH,-Tu)
PID, = IDy & X, |

PIDy, X} Ya,Ta

Verifies T, — T, < AT
ID,=PID,® X, \
Ou = hi(IDg)|skes)

Ya £ (¥ = h(IDa]| Xa[Oa Tu)
Selects random number 752 € 2,
Xcs = T032P7 TSk, = TCSQX(I

Sk =h1(Ts,)

Yes = hl(]Da”]Ds”XaHXz/zHTa”TCSHTSk)

Xes,Yes,Tes

Verifies T, — T, < AT
Calculates: Ts, = rq2Xcs
Verifies:

Yoo = (Y, =

hl(]DaH[DSHXaHX;HTaHTcsHTSk))
Establish the session key Sy, = h1(Ts, ) with CS

FIGURE 8: Login and authentication phase of the proposed scheme

B. DATA STORAGE SYSTEM

MU, needs to acquire the cloud storage for sharing his/her
encrypted data with a recipient user MU,. The user MU,
invokes the data access service during the data access phase
in which MU , establishes a session key with CS. After that,
MU, produces the ciphertext of the data, which is saved in a
file D¢. For this purpose, MU, uses a convergent encryption
solution in which the hash function is utilized to derive the
shared key through the input of D . To share with other users,
the encrypted file F,, is stored by the MU, in cloud storage.
Firstly, authentication is performed for MU, to validate its
authenticity as a valid user by the server CS. Then upon
receiving the file signature from MU, the CS stores the
data on the cloud storage. Next, M/, computes a proxy re-
encryption token, for flexible sharing of outsourcing, so that
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a valid user can decrypt the data of the file. The following
steps perform the data storage procedure:

Step 1: The MU, choose a random number and com-
putes the key (key) of file enciphering using symmetric
encryption (SymEnc()) on the file Dy.

key = h1(Dy), 19)

fen = SymEnc(Dy, key). (20)

Step 2: For flexible sharing of Dy with verified user,
first layer encryption is performed by the MU,

Sem = Dy ®rq P> ® keyP ® rqPkes. 21
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where Sem is an encrypted file, in which random num-
ber r, is related to CS and cipher key key is related to
the data file Dy.

Step 3: MU, calculates the file signature fq;qy to pro-
vide the authenticity proof and to remain the integrity
of the Dy throughout the transmission. During this
process, MU, chooses a random number z, € Z;,‘ and
computes z = x, P. The following calculations are per-
formed during the generation of sigp, over encrypted
file fen:

fsig = h1(Sem)Sk + z,ha(PK.s). (22)

Step 4: MU, computes a proxy encryption token
(A1, As) and itis sent to CS.

C1 =711 @ hi(e(r P, PK,)) K (23)

02 = €(T1P, PKCS) (24)

Step 5: MU, generates the message M5 = (Sem, C1,
Cy, sigs, X,) and transmits towards the CS for the
storage of encrypted data.

Step 6: After getting the message My along with file
meta information, the authentication is performed for
MU, by the server CS and the data is stored on the
cloud storage after verifying the following signature
operation:

Pfig = hi(Sem)PK,; + hy (PKo )X, (25)

CS stores meta information and message Ms, if the
above authentication is correct, otherwise CS aborts the
request of MU, for storing the encrypted file.

C. DATA SHARING SYSTEM

CS gives a choice to the user MU, for searching the file
by inserting keywords related to the file. After getting the
credentials entered by MU}, CS searches the database query
to find a match and then outputs the signature and user
identity of the file owner. CS gets the specific file signature
and identity and then sends them to MU, to access the
file. A request query is developed by CS with the input file
Dy and identity ZDy, of recipient user MU} who needs to
access the data. The developed query is forwarded to MU,,.
Then a credential token is generated by M}, to grant the
permission for decrypting the data file Dy. The credential
token helps MU, to decrypt the data provided by CS. In this
method, before generating the tokens, the identity ZD;, of the
requested user MU}, and file access permission are verified
by the owner M/, of the data file D . Then, M4y, uses the
credential token to extract the symmetric key key to decrypt
the data file Dy. After that, the credential token is used to
extract the symmetric key by MUy, for decrypting Dy. The
details of the data sharing services are described below:

Step 1: Proxy re-encryption is performed by the CS
using (C1, C2) for the provision of flexible access with

MUy, without revealing the privacy of the file Dy. CS
perform above re-encryption process by the following:

1) Calculates
Al = (Ag)SKes, (26)

2) Obtains the value 7; by calculating
T1 :Al@hl(A;) (27)

3) Proxy re-encryption is performed on the file D by
following equation:

= (Sem)®riP® SK.riP. (28)

where f¢, is an output of (Sem) by CS and forward
to the MU,,.

Step 2: CS generates request using input of file identifier
and receiver MU}, who wants to get the data send it
towards MU,. After getting request from CS, MU,
checks the authorization of the valid and requesting user
MUy. If MU, verifies the authenticity and authoriza-
tion of MU, then he calculates the credential tokens by
the equation below and send (A7, As) to the requesting
user MUy,

As = key @ hi(e(PO,, PK,))kY, (29)

Ay = e(PK,s, PO,)Fey SK.,. (30)

Step 3: The controlled sharing of the data is performed
by sending credential token (As, A4) through MU,
to CS. After extracting the enciphering key, symmetric
decryption is performed as mentioned below to avail the
file D f-

1) Calculates
AL = (Ag)F5es key =4 3@ h )AL (1)
2) Decryption process is performed to derive Dy.
fen = Sem @ keyP. (32)

3) SymEnc() algorithm is executed to decrypt the file
Dy upon cipher text f.,’s input. Then, secret key
(key) is shared by the following equation:

Dy = SymEnc(fen), key). (33)

4) In order to verify the authenticity of MU ,, secret key
(key) and integrity of file D, the following action is
performed by the user MUf}:

key = hy(Dy). (34)

If the above equations are correct then M, gets the
file f and executes the operations of file.
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VIIl. SECURITY ANALYSIS OF PROPOSED SCHEME

In this section, we present the analysis of security according
to an informal and formal way. We have performed the
security analysis to demonstrate that our protocol provides
sufficient protection against the major security threats.

A. INFORMAL SECURITY ANALYSIS

Here, we informally analyze the security of the proposed
protocol. The analysis of security demonstrates that the in-
troduced scheme is correct, secure and efficient against the
numerous attacks.

1) Mutual Authentication
o

The CS can authenticate MU, by verifying Y, =
h1(IDg]| Xa||O4||Tw). As, the calculation of Y, needs
the valid calculation of O, = hi(ID,l||skes), which
involves the private key of CS. Moreover, MU, can
also authenticate CS by verifying Y, z Y, =
hi(ID || IDs|| Xal| X, Tul| Tes|| Tsk:))- Note that 1D, and
PW, of MU, are required to calculate Y. and these values
are unknown to (/4. Thus, the mutual authentication between
MU, and CS is offered by our scheme.

2) Cloud Server Impersonation Attack

An adversary U4 cannot impersonate the cloud server
CS even he/she intercepts the challenge message
{Xcs, Yes, Tes}. Because the calculation of Y., =
h1(ID||IDg|| Xol| XL TallTes|| Tsk) requires skes of the
C

3) Mobile User Impersonation Attack

An attacker U4 cannot masquerade a legal user MU, even if
he/she intercepts the login request message { P1D,, X, Y,
T, }. Because the calculation of Y, = h1 (1D, || X4 |0 ||T0)
needs the valid calculation of O,. To calculate O,, PW P, is
needed, which is unknown to U/ 4. So, our introduced scheme
provides resistance against user impersonation attack.

4) Violation of User Anonymity

The protocol does not send identity 1D, of MU, in plain
text. However, PID, = ID, ® X, is calculated and sent
over a private channel to CS. Moreover, the I D, can only be
derived by the authorized CS by utilizing the private key of
CS. So, user anonymity is offered by our protocol.

5) Man-in-the-Middle Attack

Suppose the message { PID,, X, Y, T,} is intercepted by
U 4. But, still the login information can not be changed by i/ 4
due to the session specific PID,. Furthermore, the session-
specific arbitrary number is needed to determine X, that is
utilized for calculating Y. So, the man-in-the-middle attack
is efficiently resisted by the proposed protocol.

6) Mobile device Stolen Attack
The mobile device consists of {P,, Qa, Ra, a1, Gen(-),
Rep(-)}. The MD, has no such parameter that can support
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U to guess the MU, s confidential parameter. So, if U gets
the MD,, of MU, even then he can not get any benefit from
the stored values in MD,,. Therefore, U 4 can not do mobile
device stolen attack.

7) Perfect Forward Secrecy

MU, and CS calculates the Y, and Y, enclosed by r,2 and
r.s2 Which are session-explicit arbitrary numbers. Therefore,
if U4 derives the long term secret key sk.s of any user, even
then the calculation of preceding session keys can not be done
by U 4. Thus, the proposed scheme offers the perfect forward
secrecy.

8) Stolen Verifier and Privileged Insider attack

Our protocol does not maintain any database and MU, is
validated by utilizing the CS’s private key. Similarly 1D,
and PW, are not sent to CS in plain-text through a public
channel. So our scheme resists against privileged insider and
stolen verifier attack.

9) Data confidentiality

Our protocol provides the ciphertext to store on the cloud
storage. Particularly, by using the symmetric encryption, data
files are encrypted and the private key is shared with the
user by using the asymmetric key protocol. The hardness of
protecting the confidentiality of encrypted data based on the
related symmetric key algorithm’s security and the privacy of
the randomly selected data key and secret key.

10) No repudiation

In the data access mechanism, MU/, has one secret credential
to identify itself uniquely, where PW, is a combination of
character, numeric, and special symbols. Proof of service
origin and proof of receipt service is provided in our protocol
by using the user’s secret credentials to share the common
session key between the involved entities. So, the non-
repudiation is offered by the data access mechanism. Instead,
signature Sy on the encrypted data, S, is generated by DO
on the decipher data for the operation of data uploading.

11) Flexible data access control

DO produces the token of proxy encryption (A;, As) and
transmit it to the CS. These tokens can be used by CS to
convert the encrypted text into another encrypted text so that
legitimate receipt can decrypt the text. If an illegal person
gets access to the re-encrypted message and try to get the
secret key sk.s from the secret credentials; still, she/he is not
able to get the value of sk.;.

B. FORMAL SECURITY ANALYSIS

To perform a formal security analysis of our scheme, we
have used the Random Oracle Model (ROM). For the sake
of simplicity, we have selected the security model presented
in [29] as our security model for the proposed scheme. We
will provide detailed security proof and privacy proof of
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the proposed scheme. The security and privacy proof of our
security model is similar to [29]], but the only difference is
that our scheme is ECC based.

Theorem T1: Suppose that P,., indicates the presented pro-
tocol. D denotes the password dictionary, and Zipf’s law
is being followed for its frequency distribution. /4 denotes
adversary, who can make gs number of send oracle queries
with execution time ¢,, . While Advﬁf}f 5 , indicates the
adversary U, in breaking AKE security of P,,. By using
the assumption of C'DH problem, it is obvious that if the
hash function h(-) acts like random oracle and the scheme
P,,, is unbreakable against various attacks then

Advtﬁfi’%(UA) <M g + e(w)

Where M’ and N’ are the parameters of Zipf’s, w is the
security parameter and e is an negligible function.

Proof: Multiple games from Gamey to Gameg have been
used to prove this theorem. In every game, U4 will use Test
query to guess the correct bit and it is offered as S; and P,.[S;]
is the corresponding probability.

Game 0: Under the random oracle model, this game is
taken as real attack scenario. As per the definition of /4
advantage [29]], we achieved

AdvtpX T (Ua) = P[] (35)

Game 1: Game; purely simulates the one-way secure hash
function h(-) by establishing a hash list L. Furthermore,
Send, Test, Execute, Reveal, and Corrupt queries are
also simulated. This game is not different from Gameg. So,
we obtain the following equation:

|P.[S1] — P-[So]|< e(w) (36)

Game 2: In Games, all those sessions in which collision
occurs during the simulation of hash functions have been
ruled out for the transcript {PID,, X}, Yo, Ta, Xes, Yes,
T.s}. This game will be aborted if some collision occurs. As
per the birthday paradox, we got

| P.[S2] — P.[S1]|< e(w) (37)

GAME 3: With the help of Ezecute query, the simulation
rules of all sessions have been modified in this game. For the
calculation of private session key, we have used private hash
function /() instead of actual hash function h(-). Further-
more, the collision of hash function and transcripts have been
removed from this game. Adversary U4 has capability to
distinguish between Games and Games if and only if she/he
can successfully calculate X s in passive session. But the
breaking of hard problem C'D H is not feasible. We have used
self reducibility of C DH hard problem to integrate (X, y)
to the passive session. So, to do the required task, we select
some numbers randomly 741, 7cs1, T2 and .2 and compute
Tsi = 1resaXq and Ty, = rgeaXes. Ua can make a query
Xcs,Yes, Te.s to hash oracle, if she/he discriminate Games
and Games. Under the difficulty of hard problem CDH, we
got:

[P, [S5] — Py [Sa]|< e(w) (38)

GAME 4: In Gamey, we initiate to manage the active
session for Send query. This rule is considered in this
game that {4 can calculate the valid X, to masquerade
MU, . This rule is charged to somehow as follow: Calculate
Yes = hi(IDg||[IDs|| X o || XN Tel|Tes||Tsk) and determines
Y. L Y.s. If it holds true then CS looks forwards for record
{PID,, X}, Y,, T,} presented in L;s. The game will be
aborted if a record is found. Y., in the presented scheme is
unbearable due to the hardness of CDH. So, we got:

| Pr[Sa] = Pr[S3]|< e(w) (39

GAME 5: The active session for Send query (MU, {Xs,
Yes, Tes}) is continued in Games. This game is also ex-
pressed by aborting the game with given rule, where (/4 can
guess X3 = 7,52 P to impersonate CS without knowing
the hash query h(-). In order to accomplish this goal, the
rule for the queries is changed as follows: The game will
be aborted if Uy successfully find the record {X.s, Yes,
T.s} in Lps. Otherwise, the session key will be generated
as Sy = h1(Ts, ). Ua will win this game if correctly guesses
T, . Similarly to Gamey, we got the following:

| Pr[S5] — Pr[Sa]|< €e(w) (40)

GAME 6: In this game, the session key Sy of MU, and CS
is randomly selected, while the advantage of I/, is negligible
to guess Si. There is only one way for {/4 to win this game
is to know the password of MU,. But U4 cannot know the
password from Gameg. According to zipf’s law, we got the
following:

|P[Se]|< M- ¢ (41)

After adding the Equations (33)) - @I, we got
Advt3EE Ua) < M- Y + e(w)

Theorem T2: Suppose that P, is the presented protocol and
U 4 is an adversary breaking the anonymity of the mobile user
MU . Then the advantage of U/4 to break the anonymity of
MU, is bounded by

AdvtéﬁE(UA) < e(w)

Proof: It is assumed that U4 can easily violate that
anonymity of F,, with negligible advantage. This aim is
achieved by implementing (/4 to make an algorithm to trash
the C'D H problem. The description of the algorithm is given
as follows.

Choose 741,742, Tesls Tes2 € Z; and input two records (P,
ra2 P, Taapkes) and (res, P, 1052 P, skes) where sk is the
private key of CS.

e Let MU, is a valid user having his/her own password
and mobile device.

o Let Xy = 102P, X = ra2pkcs and simulates the
required procedure according to the definition of the
proposed protocol with the cloud server CS. cidg, is
used as session identifier for this simulation.

o Let X\, = 7rooP and X} = r,opk.s and simulate

ua

the method according to the definition of the proposed
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protocol. It is quite possible that CS can reject the
message coming from MU,. In this case, MU, can
choose two random bit strings X s and Y.

o Choose g2 € Z7,let Xyq = 72 P and X, = 7(9pkcs,
and simulates the method with server CS using X, and
X, In this case, session identifier is denoted as cidX .

« Two queries TestAnon(cidf., cidf,) and TestAnon(cid.,
cid’é) are generated by U4, while the returned bits are
btl and th.

o If bty = 1 and bty = 0, then output (P, 1.1 P, Skes,
Tes2) is considered a Diffie-Hellman tuple. If bt; = 0
and bto = 0, then none will be a Deffie-Hellmen tuple.
If bt = 0 and bty = 1, then (P, r.soP, res1) is a
Deffie-Hellman tuple. If bt; = 1 and bty = 0, then both
are Diffie-Hellman tuple.

It is possible that the above-said algorithm can be success-
fully performed within polynomial time. On the basis of self-
reducibility of CDH problem, we got Advtcpm,p,,(C) =
|Pr[C(P, raaP, pkes, TaaDkes) = 1]— Pr[C(P, res, Tesa P,
skes) = 1]|, where sk.s is a fixed value. So, we have
Advcpn,p,,(C) > |Pr[TestAnon(cidf, cid]) = 1] —
Pr[TestAnon(cidS, cidf,) = 1]|. So, it is possible that U4
can break the anonymity of MU, by solving the CDH
problem, but, it is believed that CDH is computationally
infeasible with in polynomial time. Hence, the theorem is
proved.

IX. THEORETICAL ANALYSIS

In this section, we have analyzed the performance of our
enhanced scheme with numerous relevant schemes [10]],
[300, [31]], [32] in terms of computational complexity, stor-
age complexity, and communication complexity. The proto-
cols have been presented either considering the proxy re-
encryption concept or authenticated data access structure
or attribute-based encryption (ABE) for flexible sharing of
data in the cloud server. For the analysis, we have chosen
the parameters used to perform cryptographic operations de-
scribed as (i) hash operation and (ii) point multiplication. For
evaluating the performance, we implemented the operations
performed on the user side using python language on a
system equipped with core i7 having 3.60 GHz frequency
and configured with Windows 10, whereas the operation
performed at the server CS are implemented on PythonAny-
where, which is an online cloud server. These specifications
are also shown in TABLE[2]

Items Specifications
Hardware core i7

Processor 3.60 GHz
Windows Windows 10
Language python

Online cloud server | PythonAnywhere

TABLE 2: Specifications for Implementation

VOLUME 4, 2016

0.04

0.0348
0.035

0.03 0.02 00287

0.025

0.02 0191

0.015

TIME IN MILLISECONDS

0.01

0.005

Proposed Tiwari etal. Amin et al. Zhouetal. Mo et al.

PROTOCOLS

FIGURE 9: Comparison of Computational Overhead

A. COMPUTATIONAL COMPLEXITY

In this subsection, we have calculated the computational
complexity of our scheme and other related schemes in terms
of used cryptographic operations. For calculating the compu-
tational cost, we have considered hash 7} and point multipli-
cation T}, functions included in the system of data access,
sharing, storage. TABLE [3] shows the number of operations
performed in the schemes along with their computation time
in milliseconds (ms). The time needed for executing the hash
operation is 0.000832 ms whereas, the time required for
computing point multiplication is 0.002975 ms.

Protocols Operations Performed | Computation Cost(ms)
Proposed 16T}, + 5Tpm 0.0282 ms
Tiwari et al.[10] | 177y + Tpm 0.0349 ms
Amin et al.[30] 23Ty, 0.0191 ms
Zhou et al.[31] 38T}, 0.0316 ms
Mo et al.[32] 13T}, + 6Tpm 0.0287 ms

TABLE 3: Computational Overhead

Thus, TABLE [3]displays that our protocol incurs less com-
putational cost as compared to many of the related protocols.
FIGURE [9] is also showing the comparison of the compu-
tational cost of proposed and related schemes graphically.
Where, Y-axis represents the computation cost and X-axis
represents the protocols.

B. STORAGE OVERHEAD

The storage cost represents the amount of space required
to store parameters used by participants. We compared our
scheme’s storage cost with the related schemes [10]], [30l,
[31], [32] to find the storage overhead. To calculate the
storage cost for the MU, and CS, we have considered the
following values: 160 bits are reserved for timestamp, user
identity, password, XOR, random number and elliptic curve
point, whereas, 256 bits are required for the hash digest.
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Protocols Storage Cost(in bits)
Proposed 928

Tiwari et al.[10] | 928

Amin et al.[30] 1696

Zhou et al.[31] 1088

Mo et al.[32] 1248

TABLE 4: Storage Overhead

The TABLE [4] demonstrates that our scheme has these
same cost as Tiwari et al.’s [10] scheme but our scheme
incurs less cost than the rest of the schemes [30]], [31], [32].
It is graphically presented in FIGURE [I0] that our scheme is
efficient in terms of storage overhead.

C. COMMUNICATION OVERHEAD

In this subsection, the communication cost required for the
invocation of the data storage, data access, and data sharing
system is calculated. The communication cost is computed in
terms of the bit size of the message shared by the participat-
ing entities as described below:

1) By establishing a session between MU/, and CS, they
both authenticate each other mutually during data access
services.

2) In data sharing services, for controlling the access ca-
pability of the MU, the DO engenders the credential
token and sends it to the user.

3) In data storage services, to offer flexible and convenient
services of data sharing to MU, the encrypted data and
proxy re-encryption key in cloud storage are uploaded
by the DO.

Protocols Communication Cost(in bits)
Proposed 2592
Tiwari et al.[10] | 2656
Amin et al.[30] 6688
Zhou et al.[31] 6848
Mo et al.[32] 2912

TABLE 5: Communication Overhead

It is evident from TABLE [5] that our protocol requires less
number of bits for communication than all of the related
protocols [10], [30], [31], [32]. Whereas, FIGURE ﬂ;fl also
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FIGURE 11: Comparison of Communication Overhead

depicts the same communication overhead comparison of
the protocols graphically, which states that our protocol is
efficient as compared to related protocols.

Features [10 | 1301 | 1317 | [32] | Proposed
Mutual Authentication v v v v v
User Impersonation X v v v v
Server Impersonation X v v/ v v
Provide User Anonymity X X v X v
Man-in-Middle Attack v v v v v
Mobile Device Stolen Attack v X N/A X v
Perfect Forward Secrecy v v v v v
Stolen Verifier and Privileged Insider Attack v v v v v
Data Confidentiality v N/A | N/A X v
Non-Repudiation v N/A | N/A | N/A v
Flexible Data Access Control v N/A | N/A | N/A v
Password Guessing Attack v X v v v

TABLE 6: Comparison of Security Features

v'= Resists and X= Not Resists
After analyzing storage, computation, communication costs,
and TABLE [6] we can conclude that our scheme is more
convenient in terms of resource utilization; also, it provides
enhanced security features in comparison to the related pro-
tocols. Thus, we can state that our proposed protocol is more
efficient than related protocols.

X. CONCLUSION

In this article, we have cryptanalyzed Tiwari et al.’s protocol,
which is proposed for the cloud storage environment. Their
protocol violates user anonymity because an attacker can
easily find the identity of a legitimate user. Furthermore, the
protocol presented by Tiwari et al., is also vulnerable to mo-
bile user and cloud server impersonation attacks. Therefore,
we propose an improved protocol to resist the said attacks
present in Tiwari et al.’s protocol. We used the Random
Oracle Model (ROM) for formally analyzing the security of
the proposed protocol; an informal analysis of security is
also given to show the robustness of the proposed protocol.
Moreover, we compared computation, communication, and
storage cost of our protocol with related protocols, which
shows that our protocol is efficient as compared to relevant
protocols.
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