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Service-oriented Architecture (SOA) is one of the most recent
trends in IT solutions. From a technical perspective SOA, can be
considered a method for designing and developing IT systems
where applications are constructed from loosely coupled and au-
tonomous building blocks. For a thorough analysis and discus-
sion of SOA at large, and of the applications it enables, IFIP (In-
ternational Federation of Information Processing) has recently
established a new working group on Services-oriented Systems
(WG 2.14/6.12/8.10). The paper presents some first results of the
analysis aimed to identify the relevant trends and shape emerging
research themes. The goal is to highlight the peculiarities of each
area, the main opportunities, and also some possible synergies
with the others.
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L INTRODUCTION

Service-oriented Architecture (SOA) is one of the most
recent trends in IT solutions ---and it is also a promising
technical idea. Among the many definitions of SOA, this: “a
paradigm for organizing and utilizing distributed capabili-
ties that may be under the control of different ownership do-
mains ... in SOA, services are the mechanism by which needs
and capabilities are brought together” [29] distinguishes
SOA from previous development approaches. From a tech-
nical perspective, SOA can be seen as a method for design-
ing and developing IT systems where applications are con-
structed from loosely coupled and autonomous building
blocks that communicate through well-defined interfaces.
From a business-oriented perspective, SOA seems to prom-
ise as a new way of solving the well-known alignment prob-
lem between business (needs) and IT (capabilities).

As a design technique, the idea of service orientation is
far from being new, but the rapid adoption of network tech-
nologies has made SOA an interesting alternative to existing
development methods. The essence of SOA must be found in
the everything-as-a-service view of the world. Every prob-
lem can be solved by one service or by a collection of ser-
vices, each with its own peculiar capabilities, provided
through well-defined interfaces. The goal is to design a
loosely coupled system that use services supplied by inde-
pendent providers. Services have introduced a prominent and
structural change in the software history by providing the ba-
sics for the rapid and easy development of distributed and

978-0-7695-4770-1/12 $26.00 © 2012 IEEE
DOI 10.1109/SRI1.2012.44

333

heterogeneous applications. Services-oriented systems prom-
ise a world where heterogeneous application components are
assembled with almost no effort into compositions that cre-
ate flexible and dynamic software systems.

Services do not work solely at application level anymore,
but they are also used to characterize ---and abstract from
unnecessary details--- the actual offer of fully distributed
software platforms and computing and communication infra-
structures.

For a thorough analysis and discussion of SOA at large,
and of the applications it enables, IFIP (the International
Federation of Information Processing) has recently estab-
lished a new working group on Services-oriented Systems
(WG 2.14/6.12/8.10), as a joint effort of its technical com-
mittees TC2 (Software: Theory and Practice), TC6 (Com-
munication Systems), and TC8 (Information Systems). This
involvement of different technical committees is motivated
by the multi-dimensional nature of services-oriented sys-
tems. Indeed, a major goal of the new working group is to
organize and promote the exchange of information on both
fundamental and practical aspects of SOA. This is to con-
tribute to the so-called service science, management, and en-
gineering (SSME), which addresses the problem from a mul-
ti-faceted perspective. Given the many existing initiatives re-
lated to services and service-based systems, the working
group will try to increase the synergies among them and to
structure a research community that comprises both academ-
ia and industry; the long term goal is to create an active,
permanent, and international forum on SOA.

In this context, one of the first activities of the group is
the identification of relevant trends and emerging research
themes. To this end, the paper presents some first considera-
tions to identify: (1) the main current research topics ad-
dressed by academia and industry, (2) the emerging research
topics that will lead to solutions in the next 10 years, and al-
so (3) those topics that are already mature, but will not re-
quire further investigations. The findings are organized
around four main topics: everything as a service, SOA in
mobile settings, services and information systems, and ser-
vice-based distributed systems.

The rest of the paper is organized around the four main
topics. Section II discusses the research challenges as for the
“everything as a service” view. Section III introduces the is-
sues related to mobile services. Section IV is about the im-
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pact of services on information systems, while Section V
deals with the relationship between SOA and distributed sys-
tems. Section IV concludes the paper.

II.

The Internet by and for People, the Internet of Contents,
the Internet of Services and the Internet of Things are the pil-
lars of the Future Internet', and they all exploit the service
paradigm as common abstraction means. Software compo-
nents, things, contents, and humans are all abstracted as if
they were services, and thus they foster the “everything” as a
service idea.

Besides the “usual” software services, we must consider
that people play a key, significant role in many situations and
their contribution can be diverse. We refer to the idea of hu-
mans in the loop when some experts are supposed to oversee
and control a mostly software computation. We use the term
crowdsourcing when significant parts of the computations
are performed by humans, and not by computers. Moreover,
people and software components are often embedded in rich
environments, where the computing power is spread around
a number of (small) devices, and smartphones, sensors, actu-
ators, and tags can be seen as live entities from which the
system can acquire fresh data and can provide directives to
control the environment. Similarly, very diverse contents
(videos, texts, pictures) are often abstracted into the services
through which they can be enjoyed.

The problem is not the composition of purely software
services anymore. The future (present) is an eco-system of
heterogeneous services the users (developers, providers, or
final users) can exploit to run their business, live their lives,
and create value. Even if the basic concepts are always the
same, the wider the landscape we consider is, the more so-
phisticated and articulated proposed solutions must be. In the
meanwhile, some (new) problems become prominent, while
others are de-emphasized.

“EVERYTHING” AS A SERVICE

A. Current Research Topics

Homogenous and extended service models: More com-
plete and extended models become mandatory when one
wants to integrate different types of services and be able to
describe their specific features. In these years, there have
been different service models (e.g., the one proposed by
W3C [7]), but different domains ---or different abstraction
levels--- remain separate. Many proposals have been created
around the well-known Web services standards, but many of
them have simply tried to mimic some concepts in different
domains. For example, DPWS (Device Profile for Web Ser-
vices [16]) is an attempt to see devices as if they were web
services, without considering their key characteristics (e.g.,
the real-time behavior or limited amount of resources).

If we consider the description of services or of complete
systems (often seen as composed services), semantic ap-
proaches, like OWL-S [46] and WSMO [41], have been
around for a while and now it seems that their market is well
identified. Two new initiatives must be mentioned and
seem to be very promising for the future. The Unified
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Service Description Language [11] provides a wide and
consistent solution to the homogenous, comprehensive
description of (diverse) services, while SoAML (SOA
Modeling Language [45]) takes a wider approach and
provides interesting means for the description of com-
plete service-based systems.

Service technology foundations: Numerous R&D activi-
ties address the technology foundations for services-based
systems. These include all facets related to the services tech-
nology stack [33]. At service infrastructure level, self-
adaptive and federated cloud solutions are being developed
to provide guaranteed levels of quality [39]. At service com-
position level, advanced service composition (orchestration)
engines and service component models are being devised to
better support QoS aspects and dynamic adaptation [47]. Fi-
nally, at business process level, technology is developed to
support the near real-time control and management of com-
plex business interactions. More unconventional directions
currently include novel computational models for adaptive
systems (such as chemical computing [13]), as well as new
architectural styles (going beyond SOA and RESTful para-
digms) to support long-lived services-oriented systems [1].

Cross-layer adaptation: Adaptation is considered a key
capability of service-oriented systems to address the highly
dynamic settings in which these systems must live [15]. One
important current stream of research in this area is multi-
layer monitoring and adaptation, which looks at the monitor-
ing and adaptation mechanisms across the whole service
technology stack (see above). Current work involves novel
techniques for combining and correlating observations and
events from different sources, as well as avoiding potential
conflicts that may arise due to uncoordinated adaptations in
different layers [1]. In fact, the Future Internet initiatives
considers cross layer adaptation one of most relevant re-
search topics, right after context-awareness and human-in-
the-loop adaptation [34].

Service and software engineering life-cycle: Researchers
are currently developing novel life-cycle models and engi-
neering methods to support the design and operation of adap-
tive service-oriented systems. One key feature of these mod-
els is that adaptation is already considered in the early stages
of software and service development [9]. For example, the S-
Cube lifecycle model features two dedicated loops: engineer-
ing (incl. evolution) and adaptation [33].

We have also started to understand how to include hu-
man-provided services in service compositions, how to mi-
grate existing service engineering techniques and processes
to incorporate design-for adaptation activities, and how to
ensure that the design activities remain agile to allow for a
better alignment with the high dynamism embedded in mod-
ern SOA systems [33].

B. Convergence of I0S and loT

Made possible through advancements in information and
communication technology, we will see the seamless integra-
tion of virtual services (such as financial and telecommunica-
tion services) with real-world services (such as transportation
or manufacturing). Service-orientation will foster and ease
cross-organizational data exchange and integration of IT sys-



tems. Especially, the Internet of Things (IoT) will lead to an
unprecedented access to more data sources (e.g., through the
availability of cheap connected sensors) and thus will foster
the seamless and effortless access to operational data from
everywhere at any time [34]. Such data availability and
online access, as well as novel means to interact with the vir-
tual and real-world services, will open up opportunities for
innovative ways of monitoring, controlling, adapting and
managing business processes and business interactions.

However, for this vision to become true, many challenging

research issues must be addressed:

e We will see an even stronger decentralization of systems
together with the lack of control of such decentralized
entities. This requires novel ways to monitor and adapt
these systems.

* Due to many different stakeholders and data sources,
there is an increased need for understanding the quality
of those data. Here, issues such as accuracy and time-
lines of data from the IoT, as well as trustworthiness of
data providers in the IoS must be addressed. On the pos-
itive side, the huge number of data sources and data
items may allow for data fusion, correlation and con-
sistency checking.

*  The high dynamism of SOA systems requires (near) re-
al-time processing of large data streams from distributed
sources to observe problems and deviations (e.g., such
that adaptations can be executed). This means that cur-
rent solutions, which often work on post-mortem data,
must be significantly enriched to handle such dynamism
at runtime.

Many and different kinds of services imply more com-
plex (eco)systems and more diverse and feature-rich tech-
nology stacks. We need service infrastructures that are able
to scale with respect to both provided services and possible
users. For example, the set of services available in a given
building can be seen as an ecosystem, but one may also think
of the services for a particular event, those provided by a
given organization, and also those offered to a particular
group of users. Services can belong to different ecosystems
at the same time, and enter and leave them dynamically ac-
cording to some rules. Within an ecosystem, they interact
among them and with the users through their capabilities, the
context of the interaction (and the profile of the user), their
openness, and the perception they have of the others (and the
others have created in the ecosystem). All these elements can
vary while time elapses, and they can also vary from relation
to relation.

The idea of service ecosystem [29] is reality. Its actual
enactment however needs special-purpose frameworks to
create the ecosystems, oversee and manage the provision of
services, and provide users with powerful means to exploit
them over a secure layer. The eco-system must consider the
degree of privacy each organism wants to keep, the level of
trust it offers to the others and they provide to it. A compre-
hensive solution must also take into account the willingness
of the parties to cooperate, the perception the services are
willing to provide what promised, and the experience gained
in the ecosystem by the different organisms.
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C. Proactive Adaptation

Adaptation has often been proposed as a solution to allow
services-oriented systems to become resilient against failures
and changes in third-party services [15]. In this context, we
see a recent trend to complement solutions for reactive adap-
tation (i.e., repairing a system in response to failures that
have actually occurred) with proactive capabilities (i.e., mod-
ifying the system before a failure actually occurs). Proactive
adaptation thus means that the service-oriented system can
try to apply countermeasures to prevent the occurrence of a
failure, or it can prepare repair mechanisms for the upcoming
failure to reduce the time-to-repair [39].

Adaptation capabilities will become even more relevant
in the extremely dynamic and complex setting of IoS/IoT
services-based systems. The opportunities and benefits for
proactive adaptation will even increase, but a prerequisite to
proactive adaptation is to anticipate ---during run-time---
failures and problems. However, this online quality predic-
tion faces many important research issues:

*  Ensuring that online failure prediction is accurate is crit-
ical. Otherwise, wrong predictions may lead to the exe-
cution of unnecessary adaptations (false positives) or to
missing adaptation opportunities (false negatives) [33].
As an example, unnecessary adaptations may introduce
severe problems; e.g., when a working service is re-
placed by a buggy one. Providing accurate failure pre-
dictions becomes extremely challenging in the setting of
service-oriented systems, especially if they consist of
third party loS and IoT services due to the heterogeneity
and dynamism of the entities.

* Traditionally, accuracy of predictions is assessed in a
“post-mortem” way to select a matching prediction
technique for a specific usage setting. However, in fu-
ture services-oriented applications, usage settings or
contexts will continuously change (cf. Section IV). This
means that even if high accuracy is achieved in an initial
setting, it may quickly decrease over time. We thus need
new ways to assess the accuracy online, and also means
to determine at run-time whether predictions should be
trusted.

*  The challenges towards online quality prediction are fur-
ther amplified in the presence of noisy and uncertain da-
ta (see above). Open issues involve how to reason and
predict in the presence of such noisy data and how such
uncertainties impact the accuracy of predictions.

D. Service Selection and Interaction

The more services become available, the more prominent
and attractive this problem becomes. As long as we have a
limited amount of services, or we must simulate them, the
problem of identifying, filtering, and selecting services is not
important, but when the number of alternatives grows, then
efficient, precise, and customizable solutions become man-
datory.

The first issue one should address is the proper descrip-
tion of available services, and then these descriptions must
be collected and offered to interested parties. Unfortunately,
service repositories (e.g., UDDI repositories [2]) are almost
dead and it seems there is no interest in pursuing research on



them and on efficient means to distribute service infor-
mation. The same applies to selection and filtering, which
are not considered to be hot topics anymore. The current so-
lutions, based on UDDI and/or semantic approaches, are not
(good) enough. It seems that the main problem was the au-
tomatic discovery and selection of available services, while
nowadays the efficient distribution of information, along
with the heterogeneity of services, would be much more im-
portant. Moreover, available services depend on the context
of use, and since the context can change frequently, the set of
suggested services should be updated accordingly.

Even if semantic approaches have demonstrated their ca-
pabilities in well-defined contexts, the fully automated selec-
tion and invocation is not applicable in many situations.
However, the underlying infrastructure must be capable of
suggesting the right services without overburdening the user.
This is why the identification of proper (graphical) interfaces
that can interact with the user during the discovery process
becomes mandatory. The user must identify the services that
are available and that meet his/her interests easily and
properly. A search engine-based approach would not be ap-
plicable since the precision would be too low. We need effi-
cient solutions, maybe based on some kind of subscriptions,
where users can only be informed of the services they may
be interested in out of the thousands around them.

Orthogonally, there must be ways to interact with select-
ed services. Currently, many user-oriented services come
with pre-defined interfaces, but we cannot realistically think
of implementing new user interfaces whenever we add a
new device or a new operating system. In contrast, we
should do better at decoupling the actual services from their
interfaces and reason on approaches to associate services
with usable and cross-platform GUIs. HTMLS5 [20] is a first
step in this direction, but its development, and the develop-
ment of similar initiatives (W3C Web apps working group?)
are only at the beginning.

1L

While mobile services incorporate and apply the funda-
mental principles of SOA, they present a number of specifics
that push certain challenges related to service-oriented sys-
tems to their extreme and additionally introduce new unique
research challenges. Such specifics relate to: (i) dynamics —
open mobile environments are much more volatile than typi-
cal service environments with services emerging and disap-
pearing in arbitrary ways without prior notification; (ii) het-
erogeneity — a direct consequence of ad-hoc mobile envi-
ronments is that no safe assumption can be made about the
technological and business features of the services encoun-
tered; (iii) awareness — in most mobile service applications,
the business capabilities of services are not the only ones that
matter, the multi-faceted context of services is equally im-
portant; and (iv) the equation among QoS expectations on
services, scalability, and required resources is hard to solve,
due to the resource constraints that are typical to mobile en-
vironments. Dealing with the identified specifics gets even

MOBILE SERVICES
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more complex if we consider both traditional computing ser-
vices and services attached to the physical world by means of
sensors and actuators, i.e., things. In the following, we then
discuss the open research challenges in this context.

A. Description and Discovery in ad-hoc Settings

Service description is a fundamental element in SOA, as
it determines the information that a service needs to expose
to its environment for enabling its unambiguous identifica-
tion and use. A variety of service description languages have
been proposed to cover different aspects and are currently in
use. Some of them have also reached the status of standard’
and others are still research proposals. Such aspects include
the profile, that is, a high-level business description of a ser-
vice, the interface, the behavior, that is, the observable sup-
ported execution patterns of the service in coordination with
its environment, the QoS properties, and the service binding,
that is, the information required for accessing the service at
the underlying middleware protocol level. Besides employ-
ing an established syntax for describing these aspects, these
languages may further make the semantics of the different
aspects explicit by referring to a structured vocabulary of
terms (ontology), which represents a specific area of
knowledge [46]. As already pointed out, mobile environ-
ments are typically very dynamic and ad-hoc, which calls for
rich service descriptions, covering most of the above aspects,
and their automated processing at runtime for enabling a re-
alistic mobile SOA. Both conditions still constitute open re-
search challenges.

In particular, mobile services may be hosted on platforms
that range from wireless resource-rich machines to wireless
resource-constrained devices, and further to any physical ob-
ject (thing) enhanced with some networking capacity. Such
extreme heterogeneity should be accounted for in service de-
scription. Furthermore, service heterogeneity is exacerbated
by the diversity in both business semantics and communica-
tion middleware. As for the former issue, dealing with ontol-
ogies in delimited service environments is already hard, due
to the lack of widely accepted ontologies and the fact that the
heterogeneity problem, which ontologies had aimed to re-
solve, has now moved one abstraction level up, to the ontol-
ogy level itself. These already demanding matters become
even more challenging in the open, unlimited mobile service
context. Establishing reference or global ontologies [1] and
tackling the ontology heterogeneity problem [40] are two
key requirements in the area. On the other hand, the diversity
in communication middleware is due to the fact that mobile
services may use different networking contexts. This calls
for support for heterogeneous interaction models, namely
message-driven, event-driven, and data-driven models. Dif-
ferent interaction models apply to different needs; for in-
stance, asynchronous, event-based publish/subscribe is more
appropriate for highly dynamic environments with frequent
disconnections of involved entities. This fact makes the vari-
ous service bindings supported by current service description
languages too stringent, since they comply with a single (cli-
ent/service) message-based interaction model. Service de-

3http://www.w3.org/TR/wsd120/



scription should be able to abstract and comprehensively
specify the various service bindings of mobile services. This
further implies extending the notion of service and introduc-
ing adequate service interaction modeling.

At the same time, the need for automated runtime pro-
cessing of service descriptions creates a trade-off between
richness and efficiency given the resource constraints of mo-
bile devices. This trade-off concerns the storage, publication,
search, access, and reasoning about service descriptions, as
enacted for the purposes of service discovery. In particular, it
calls for advances in the expressiveness and processing effi-
ciency of XML-based service description languages, as well
as in the efficient encoding and reasoning about semantic
annotations that are a part of such languages. Initial ap-
proaches in this area concern the encoding of ontologies to
considerably accelerate semantic reasoning when executed in
dynamic and resource-constrained environments [1].

Existing work in the area of service discovery lies in two
strands considering the problem from different perspectives.
The first strand of work has addressed the issues of hetero-
geneous service discovery protocols. The challenge here is to
ensure interoperability among such protocols both at the lev-
el of protocol interaction semantics and at the level of service
descriptions conveyed by such protocols [17]. Even if con-
siderable work has been done in this area, the variety and
heterogeneity of protocols limit the impact of existing solu-
tions. The second strand considers the problem of matching
stored advertisements to requests. The problem here is that
commonly available service descriptions cover only a part of
the service aspects identified above and that are required for
effectively reasoning in an automated way on the composa-
bility of mobile services. In particular, information on ser-
vice behavior and QoS properties is often lacking, while
there are no standardized service bindings for interaction
models other than message-based. Additionally, the business
semantics of services is usually only implicit in the service
description syntax. Initial solutions to the lack of required in-
formation have employed passive and active machine learn-
ing techniques to: (i) extract the business semantics of ser-
vices from the description of the syntactic interface or from
text in natural language provided by developers to describe
the purpose of the service or a specific action [4], and (ii)
learn the service behavior as well as its non-functional prop-
erties given its interface [20]. These approaches are promis-
ing even if their applicability in realistic cases has still to be
proved. When required service information is available, the
matching between service descriptions is based on (various-
ly) syntactic, semantic [1] and behavioral [37] analyses. De-
spite existing work in the area, this is commonly not adapted
to the specifics of mobile services, where resource con-
straints and user interactivity place inflexible efficiency and
performance requirements. Related to this latter issue is also
the need for efficient service repositories, where the organi-
zation of stored service descriptions and related indexing
techniques can considerably accelerate the lookup of services
[1]. Additional challenges here are that such repositories
should be maintained at runtime and they should also con-
stantly reflect the extremely volatile population of available
mobile services.
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B. Heterogeneity, Access-awareness, and Composition

As already pointed out, networking contexts of mobile
services are characterized by high diversity of the communi-
cation middleware infrastructures with respect to employed
interaction models, e.g., remote procedure call (RPC), mes-
sage-based, shared memory, event-based models. Hence, as
entities interacting in ad-hoc settings cannot be assumed to
share the same interaction model, mobile service access and
composition is required to support heterogeneous models and
to enable interoperability among them.

Interoperability approaches at the middleware level are
typically based on bridging communication protocols, wrap-
ping systems behind standard technology interfaces, or
providing common API abstractions. Most of these efforts
focus on a single interaction model, which is already a diffi-
cult problem. Nevertheless, a number of approaches attempt
to combine diverse models. Common API abstractions ena-
ble the development of applications that are agnostic to the
underlying interaction models. Then, some local mapping is
performed between the API operations and the mod-
els/protocols supported. Wrapping systems behind standard
technology interfaces enables the access to these systems via
interaction models that are different from their native ones.
For instance in [1], a gateway allows high-level access to the
data and operations of a wireless sensor network via Web
service interfaces. Bridging is about interworking between
heterogeneous interaction protocols. The ESB (Enterprise
Service Bus) paradigm is currently the dominant bridging so-
lution for the integration of heterogeneous systems. By em-
ploying appropriate ESB adapters, systems with diverse in-
teraction models can be plugged on the bus. The above in-
teroperability solutions are mostly deployed statically. Other
efforts have aimed to provide dynamic transparent interoper-
ability among legacy systems. Such solutions are based on
the runtime configuration and deployment of bridging mech-
anisms in response to the detection of systems that seek to
interact via incompatible protocols [36]. However, interoper-
ability between different interaction models is not addressed.
Despite a number of approaches dealing with interoperability
between interaction models, provided solutions are in general
ad-hoc and concern specific cases. An overall solution to this
issue is required for mobile services, based on appropriate
modeling abstractions and transformation mappings between
models [18]. Moreover, we also need a precise evaluation of
such mappings with respect to the preservation of semantics.

Besides the heterogeneity at the level of communication
middleware discussed above, the access to and composabil-
ity of mobile services must deal at runtime with heterogenei-
ty in the way services provide their business capabilities to
their environment. The environment itself may vary signifi-
cantly in terms of interfaces, data and behaviors, even for
services that are functionally compatible, i.e., that provide
and require capabilities in a complementary way. As already
discussed in the previous section, service discovery may (at
least partly) figure out the possibility of composing two (or
more) services based on their business semantics, which
should be compatible even if there may be differences in the



way these semantics are enacted. Then, an important chal-
lenge is to be able to automatically synthesize a mediator that
can enable the composition of services by seamlessly resolv-
ing their differences.

Interoperability and mediation are very popular topics in
the literature and have been investigated in several contexts.
Indeed, since the early days of networking, many efforts
have focused on formal approaches to protocol conversion
[25]. Mediation of protocols has received attention in fields
such as integration of heterogeneous data sources, software
architectures, architectural and design patterns, patterns of
connectors, Web services [27], and networked system in-
teroperability [22]. By focusing on mobile service interoper-
ability, we are interested in automated approaches that do not
require human intervention in the construction of a mediator.
Automated approaches fall into two main categories: genera-
tive approaches, which try to synthesize a mediator by infer-
ring it from service specifications, and restrictive approach-
es, which try to restrict the service behaviors in such a way
that mismatches are avoided. As for generative approaches,
we distinguish two phases that should be present for a fully
automated solution: a common language identification phase
and a protocol mapping phase. There are only few existing
approaches, which however present certain shortcomings.
For example, performance is compromised due to the high
cost of exhaustive graph exploration algorithms that prevents
their usage in the context of mobile services [32]. Finally, we
specifically point out the need for considering in a combined
way both service behavior heterogeneity and heterogeneity
in the underlying communication middleware as discussed
above: this is a challenging research issue since almost all
approaches only consider client/service interactions [22].

From another perspective, awareness of the mobile envi-
ronment is a key factor to be considered in middleware sup-
porting the access to and composition of mobile services.
Awareness may be considered from two viewpoints: (i) mo-
bile service middleware should be able to capture the dynam-
ically changing conditions and resource limitations of the
underlying networking environment and of the interacting
services, and (ii) such middleware should provide services
for context-awareness and thus services for personalization
and adaptation. These challenges point to research that has
been undertaken for quite a few years in the domains of mo-
bile and pervasive middleware as well as middleware for
wireless sensor networks.

A number of related research efforts focus on architec-
tural and interaction models for pervasive applications. Such
models aim to be modular, flexible and dynamic to enable
applications to deal with the uncertainty and dynamics of the
mobile environment. Other approaches explicitly adopt the
SOA paradigm and provide “aware” solutions to ser-
vice/resource discovery, access, and composition that are
customized to the specifics of pervasive computing. Thus,
[10] proposes a solution where the access to services hosted
by mobile devices is conditioned by the multi-radio, multi-
network character of the communication with pervasive de-
vices. Context is a key element for awareness and adaptabil-
ity. Middleware facilitating the development and execution
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of context-aware applications is proposed in [24]. Then, a
number of efforts focus on dynamic adaptation, which may
be context-aware or QoS-aware, and in particular energy-
efficient. Finally, while pervasive computing and wireless
sensor networks started out as separate fields, there is a
strong convergence towards middleware-based solutions that
combine the two paradigms. Despite these rich research re-
sults, mobile services in the Future Internet setting must face
unique requirements in terms of openness and hence aware-
ness, which make existing solutions inadequate. For in-
stance, wireless sensor networks still remain mostly closed
systems, accessible to the rest of the world through external
gateways [1]. On the other hand, with sensors being increas-
ingly pervasive — such as sound, GPS, accelerometer and
other sensors embedded in users' smartphones — and the an-
ticipated evolution to the Internet of Things, sensing be-
comes ubiquitous and “participatory” as each user can be in-
volved [28]. This fact, together with the resulting scale, cre-
ates new needs for aware and adaptable programming ab-
stractions for the middleware underlying mobile services.

Iv.

Services in the information systems (IS) domain have
been studied under different perspectives. On one hand, re-
searchers in the IS area have been focusing the on the design
of service-oriented systems by considering services as ena-
blers of cooperation among information systems in different
organizations. On the other hand, the theme of service sci-
ence has been investigated: it provides a broader scope to re-
search since it considers the technological, organizational,
economic, and social aspects related to services. According
to [48], these aspects are the pillars of service systems con-
nected through a value proposition. The aim is a dynamic co-
creation of value through the participation of customers and
of external/internal service systems.

When considering the cooperation among diverse sys-
tems, the focus has been on providing homogenous interfac-
es to access the services of the different organizations. Under
this perspective, we can consider BPEL and WSDL as start-
ing points for defining the processes and their interacting
services: [33] provides a wide perspective on technological
solutions. Among the many topics considered to conceive
advanced service-based systems, the following ones are cur-
rently touched by state-of-the-art research:

*  Quality of service: the representation of quality dimen-
sions and their association with services is critical in
systems in which service providers are dynamically se-
lected on the basis of their characteristics;

*  Service selection: the ability to select services that pro-
vide required functionality and quality of service has
been studied to optimize the selection and to take into
account the semantics of the services being provided;

*  Standardization of interfaces and their meaning: many
research efforts are in the direction of defining the func-
tionality provided by services in a precise and unambig-
uous way. Ontologies and annotations are the basis for
providing such information, but also the description of
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the behavioral aspects of services and their underlying
processes play a fundamental role;

Flexibility and adaptability: service-based systems are
often characterized by the ability of reconfiguring them-
selves dynamically to cope with variability in the execu-
tion environment, changes in used services, and varia-
tions in requirements;

Compliance: recent work is focusing on the ability of
guaranteeing service quality both by means of proactive
approaches based on adaptability and through the formal
verification of service properties.

Cooperation is also between service-based systems and
their final users. The experience brought to the users is a key
issue to be addressed. The IS community has traditionally
developed a body of knowledge around the topics of HCI
that can be extended to include elements regarding the ser-
vice experience: personalization and profiling of services,
multi-modal interfaces depending on the media, space and
time location, and context-awareness in service provisioning.

As a design technique, the idea of SOA is interesting in
the adopted service-centered view of the world where all re-
al-life effects can be modeled as one or a collection of ser-
vices: each service has its own capabilities provided through
well-defined interfaces. The idea of separating data and pro-
cessing makes it possible to assemble and reuse services to
develop or maintain IT systems. The goal is to design a
loosely coupled system that allows for the use of independ-
ent service providers.

Methods for the design of such systems are still under in-
vestigation. In particular they focus on the definition of ser-
vices with an appropriate level of granularity to balance the
need for reuse with the ability of retrieving and selecting ser-
vices that have a significant size from the user’s perspective.
They also touch exception management and recovery ---in
particular for transactional services---, and the ability to link
services to requirements, goals, and their representation, spe-
cifically within inter-organizational processes that involve
several partners.

These last topics lead to the second main area of interest
for the IS community: services are not only considered under
a mainly technological perspective, but they are framed in
broader perspective. Under the term service science [48],
services are considered in the broader context of the organi-
zations that use them and of the humans that perspective
them. They also consider the social aspects of providing a
service, and the way it is created, provided, consumed, and
withdrawn.

As for the design and management lifecycle, the commu-
nity concentrated on phases such as service management, ad-
aptation, and evolution, and it also studied the conformance
to process reference schemas. In particular, the management
of services has been considered both within an organization
and across different organizations.

From a business perspective, a central concept is the
alignment of IT services and business needs, where align-
ment is defined as the degree to which the IT mission, objec-
tives, and plans support the business mission, objectives and
plans [40]. The business-IT alignment problem has been in-
tensively studied since the initial work of [19]. However,
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most of the literature focused on the macro level, that is,
whether strategies are aligned to the information systems, to
the structure of the IT organization, to the overall IT strategy,
and to the IT architecture. But few studies have looked at
alignment at the micro level: it is exactly at this level that
SOA is primarily meant to make the difference.

SOA also promotes business agility. In a recent special
issue on agility [31], it is argued that: “the agile organiza-
tions respond quickly, they are resourceful, and they are able
to adapt to their environment”. A service-oriented approach
may offer a solution to the agility problem, since the tech-
nology is meant to embrace change, and allows companies to
adapt to a dynamic business context: “SOA enables an IT
portfolio which is also adaptable to the varied needs ... is al-
so more agile and responsive ... [and] SOA can also provide
a solid foundation for business agility and adaptability” [29].

SOA offers a promising solution to two major problems,
alignment and agility, with which many companies have
been struggling for years. It is therefore no surprise that more
and more organizations are engaging in SOA. However, the
importance of alignment between business and IT and the
need for business agility are putting a lot of pressure on IT
departments to respond to changes quickly and in an effec-
tive way. Yet resources are scarce and eventually it becomes
a matter of prioritizing the initiatives to pursue. Typically
this prioritization process uses cost-benefit analyses or busi-
ness cases as inputs, but solid estimates of the costs of pro-
jects are needed.

If one considers the economic aspects, a service is seen as
an activity or as a series of activities “executed” in an ex-
change between a supplier and a customer, where the object
of the transaction is intangible. Services have the inherent
(but only potential) goal of producing value, or, better, of
making the supplier and the customer to co-produce value
prior and during the above mentioned exchange. This means
that the concept of value is central in service science, where
value can mean value in exchange, value in use, and so-
cial/public value, according to the view of providers, public
administrations, and users, respectively.

As for skills and competences, there is also the problem
of training the engineers and architects to conceive the archi-
tecture of innovative service-based systems. This covers as-
pects related to creativity, entrepreneurship, management of
trans-disciplinary teams, and management of the governance
framework. These experts must also be able to evaluate the
feasibility of a single service, or of an entire system, from a
technological perspective, according to a business model,
and given a value proposition. They must also be able to
check that the final solution complies with regulations and
environmental constraints.

V. DISTRIBUTED SERVICE-ORIENTED SERVICES

Advanced service-oriented systems in distributed envi-
ronments can, in general, be characterized by the following
properties: (i) services are composed of various service com-
ponents and hence constitute service-based processes, (ii)
such components may reside at many different locations —
also dynamically changing over time, and (iii) such location
as well as contextual changes have to be constantly moni-



tored to be able to (iv) manage complex process or service
executions so that they can (v) adapt dynamically to such
changes during execution(s).

Closely related to these characteristics, the following re-
search questions arise: How can one detect appropriate ser-
vices in dynamically changing distributed environments?
How can one relate services as well as processes in such en-
vironments to dynamically changing contexts? How can one
guarantee service-level agreements in new and (constantly
and dynamically) changing environments? How can one en-
able processes to be executed (fully or in parts) in such envi-
ronments? How can one migrate process fragments to envi-
ronments where they can continue to be executed despite de-
vice limitations and/or dynamic contextual changes, e.g. on
mobile devices? How can one monitor service as well as
process contexts and migrations? And finally: How can one
manage distributed migrating services in dynamically chang-
ing contexts such that they can adapt to all changes dynami-
cally whenever they occur?

In summary, important challenges for flexible execution
of distributed processes in service-oriented systems arise
from service as well as process distribution, and the fact that
distribution contexts may change unexpectedly. Respective
research issues focus, e.g., on process instance migration,
context modeling and processing, adaptation strategies as
well as service and process monitoring, management, and
adaptation in dynamically changing environments [33].

Finally, research and software development in distributed
service-oriented systems has to provide appropriate infra-
structure (“middleware”) components for executing distrib-
uted processes in service-oriented environments.

A. Current Research Topics

In service-based systems, distribution appears at both the
service infrastructure level and at the process execution lev-
el. At the infrastructure level, resources are distributed as
services on networks like the Internet or the ubiquitous “in-
ternet of things”. In such heterogeneous distributed environ-
ments, services can appear and disappear at any time as well
as change their functional and/or non-functional properties in
dynamically changing contexts. Therefore, the first step in
realizing distributed service-based applications is to bind to
all necessary components: The respective dynamic service
binding comprises service discovery, the “process of finding
services that match the requirements of the service reques-
tor” [39], and service selection where specific services out of
a set of suitable services are chosen dynamically. In this area,
most research efforts so far have addressed providing ad-
vanced semantics for service bindings based on functional
service properties. Nevertheless, also non-functional proper-
ties, such as costs, reputation and trust of a service, have be-
come increasingly important as well, especially with respect
to market-based service selection mechanisms [50] and
cloud-based environments.

However, not only services but also processes (resp. pro-
cess executions) can be spread over different locations and
various contexts of a distributed environment. Distributed
process execution can be advantageous, e.g., to maintain the
autonomy of business partners in cross-organizational pro-
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cesses, for legal causes, due to technological reasons such as
incompatibilities or mobility issues (e.g. temporary unavaila-
bility of nodes or connections) or non-functional require-
ments (as, e.g., distrust in or high costs of nodes). Also dis-
tributing (parts of) process executions can be suitable for fast
and flexible reaction to changing requirements and dynamic
markets; therefore process instance migration has to be sup-
ported as well. This allows for transferring process instances
to other execution engines — which then continue to execute
them starting from their respective state at the time of trans-
fer [52]. Here, the selection of respective process participants
can be performed ad-hoc at runtime by taking the actual pro-
cess execution context into consideration.

To prepare for context adaptation, contexts have to be
modeled adequately first. A respective context model in-
cludes relevant objects in the environment that are used to
characterize the situation of the process, e.g., its physical lo-
cation, time, available services and infrastructure. Represen-
tations of context models can be classified as key-value mod-
els, mark-up scheme models, graphical models, object ori-
ented models, logic based models or ontology based models
[47]. In addition (whenever possible), predicting a future
context is another important goal for enabling devices and
applications to proactively adapt to their (dynamically
changing) environment or to enable automatic execution of
tasks even in such environments [29]. Currently, the devel-
opment of context-aware applications can be facilitated by
reusable components such as generic context management
systems and middleware support [1], so that context-aware
applications can be built on the basis of generic frameworks.
As an extension to such systems, structured context predic-
tion offers reusable system support for the adaptation even to
future contexts in order to support context-aware applica-
tions that not only consider their current context but that can
derive and use information about future situations as well.
On this basis, prediction support for different application ar-
eas can be realized to facilitate the development of future
context-aware applications [53].

Other important issues in distributed process execution
concern the specification of process goals and service-level
agreements (SLAs) between process resp. service users and
providers ---covering both functional and non-functional
properties. Service-level agreements traditionally stipulate
the functionality to be provided and respective guarantees on
non-functional aspects, such as performance, availability,
costs, security, or other attributes. Considering dynamic
markets, SLAs should preferably be negotiated automatically
at runtime with respect to predefined business goals [13].
Organizations can then bid for process execution at different
levels of quality. Corresponding agreements have to be mon-
itored and evaluated at runtime in order to examine their
compliance with predefined business goals.

Therefore, monitoring services and processes becomes
also a crucial matter for ensuring and verifying the desired
progress of (automatically running) processes. Even more
challenging distributed monitoring approaches are required
for cross-organizational processes that span multiple, hetero-
geneous infrastructures consisting of various autonomous

systems. Existing infrastructures, e.g. an enterprise service



bus (ESB), can be used here as a first step. However, dynam-
ic interactions between autonomic organizations cannot al-
ways rely on the existence and compatibility of such an ESB.
Specific monitoring agreements are hence required to share
process-relevant events between organizations and can there-
fore extend the respective SLAs [51].

Future emerging service-based applications may also use
monitoring functions for explaining causes of SLA violations
which can then be used to improve processes a posteriori.
Here, small errors at the infrastructure level can already
cause considerably larger problems at the business level. Re-
spective correlations of low-level events to high-level busi-
ness events are therefore required. Moreover, advanced dis-
tributed process systems shall be able to predict future SLA
violations based on such monitored information [25]. And
this information can, finally, be used to initiate appropriate
reactions and help prevent such processes from failing.

B. Managing Business Processes In Distributed Systems

The management of cross-organizational business pro-
cesses in distributed systems is one of the most challenging
emerging research topics. It addresses the aforementioned
challenges in order to provide support for flexible, adaptive
and reliable service-based applications. Based on monitored
(past and current) and predicted information about the pro-
cess, its context and corresponding service-level agreements,
a holistic approach for a fully autonomous process manage-
ment at all levels of the service-based application can be im-
agined.

The overall goal is to enable such processes to adapt to
all possible changes in distributed and dynamically changing
environments (as, e.g., loss of nodes, unavailability of con-
nections, unreliable servers, changing contexts, etc.). Specif-
ic adaptation tasks of a respective process and service man-
agement system include, e.g., rebinding of services to im-
prove non-functional attributes, migrating process instance to
better suited execution engines, or adjusting operational as-
pects of the process (e.g. the control flow) in order to align
the structure of the service-based application to new situa-
tions dynamically. Another possible adaptation strategy
could rely on automatic renegotiation of SLAs that are pre-
dicted to fail in the future [25], in case involved partners al-
low for it.

All these adaptations have always to be performed “cor-
rectly”, i.e., with respect to high level SLAs or process goals
that should preferably be expressed in abstract, non-
procedural, and implementation independent ways. To speci-
fy such goals, emerging approaches use, for example, rule-
based, artifact-centric, or goal-oriented [13] modeling tech-
niques. Appropriate agreements between multiple partici-
pants of a cross-organizational process should also include
specifications of service-level agreements, key performance
indicators, respective monitoring agreements, thresholds, and
penalties or options in case of violations. A holistic man-
agement solution shall handle such business goals and
agreements, monitor the execution of service-based process-
es, self-adapt the process, if needed, and self-optimize the
service-based system, whenever possible.
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The paper presents a first set of ongoing and future re-
search directions in the broad field of SOA and service-based
systems. This summary comes from the view of the authors,
and from some informal interviews with key figures in the
research field. The aim is to continue the work by involving
further researchers, and thus by collecting further opinions
on the future of service-oriented systems and technologies to
shape a complete and detailed research agenda for the work-
ing group, but also for the community at large.

CONCLUSIONS AND FUTURE WORK
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