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ABSTRACT The advancement in wireless communication has encouraged the process of data transferring
through the Internet. The process of data sharing via the Internet is prone to several attacks. The sensitive
information can be protected from hackers with the help of a process called Encryption. Owing to the increase
in cyber-attacks, encryption has become a vital component of modern-day communication. In this article,
an image encryption algorithm is suggested using dynamic substitution and chaotic systems. The suggested
scheme is based upon the chaotic logistic map, chaotic sine maps and the dynamical substitution boxes
(S-boxes). In the proposed scheme, the S-box selection is according to the generated sequence by deploying
the chaotic sine map. To evaluate the robustness and security of the proposed encryption scheme, different
security analysis like correlation analysis, information entropy, energy, histogram investigation, and mean
square error are performed. The keyspace and entropy values of the enciphered images generated through the
proposed encryption scheme are over 2278 and 7.99 respectively. Moreover, the correlation values are closer
to zero after comparison with the other existing schemes. The unified average change intensity (UACI) and
the number of pixel change rate (NPCR) for the suggested scheme are greater than 33, 99.50% respectively.
The simulation outcomes and the balancingwith state-of-the-art algorithms justify the security and efficiency
of the suggested scheme.

INDEX TERMS Encryption, chaotic map, confusion, diffusion, dynamic substitution.

I. INTRODUCTION
Over the last decades, evolution in communication systems
has encouraged the sending of multimedia data with elec-
tronic assistance. Among the multimedia data, the digital
images that contain sensitive data such as the medical and
defense connected images are sent through an insecure chan-
nel that includes the Internet. Due to the ease in Internet avail-
ability, the security of important data has become a serious
ultimatum. There should be proper precautions that could
help secure the important data so the breach could be avoided
and one’s privacy could be maintained [1]–[6]. To secure the
information from any doubtful access, cryptographic security
protocols have been proposed over the last decade [7]–[12].
The process of securing important information from unknown
resources is known as cryptography [13]. Several algorithms
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are suggested to secure the important information, includ-
ing the Data Encryption Standard (DES), Advanced Encryp-
tion Standard (AES). Rivest–Shamir– Adleman (RSA), and
the International Data Encryption Algorithm (IDEA). These
schemes are not suitable for image encryption because their
primary function is to encrypt the textual data [14]–[17].
Having unique features like the similarity between the pixels
and the high redundancy of the digital images, these algo-
rithms cannot encrypt the image properly. Out of the several
suggested image encryptions schemes, many are based only
on the pixel scrambling, but these schemes are not resistant to
cryptographic attacks. [18]–[20]. Chaotic maps serve many
purposes in the field of science due to their special nature.
Besides its implementations in cryptography, it plays a major
role in different fields such as biology, computer mathemat-
ics, physics, engineering, and the arts. Over the past decades,
a strong connection between cryptography and chaos has
been exposed [21]–[24]. These days, chaotic systems are
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considered very helpful when it comes to applying secure
image communication due to their casual and random behav-
ior. The distinctive properties of chaotic maps like determin-
istic pseudo-random actions,non-periodicity and sensitivity
to the initial conditions are the foundation of the chaotic
system’s security [25], [26]. The applications of chaotic maps
in the latest encryption schemes is due to their non-linear
dynamic action and greater keyspace. Chaos theory and
cryptography can be used for better encryption schemes
designed [27]–[30]. Any encryption scheme must contain
the properties of diffusion and confusion so that it can be
considered secure. Confusion means a change in the pixel’s
position and diffusion refers to the change in individual pixel
gray values that cause a reduction of correlation between
the image pixels [31], [32]. The image encryption scheme
based on chaotic maps might be unprotected against different
attacks due to the lower keyspace and overall weak encryption
mechanism [33]–[35]. Researchers use chaotic maps such as
chaotic logistic and sine maps to introduce new encryption
algorithms for strong security. The newly suggested encryp-
tion schemes based on multiple chaotic maps must accom-
plish the modern-day requirements of image encryption in
real-time applications. The information present in the image
can be protected through some noisy images or by means of
encryption algorithms. The chaos-based encryption system
was first introduced byMatthews [36]. Several image encryp-
tion algorithms have been suggested in the literature.

In [37], discrete chaos has been examined and to encrypt
the plaintext image of size M × N, a 2D chaotic Baker’s
map is implemented. The encryption algorithm that uses the
chaotic maps and orthogonal matrices has also been sug-
gested that is robust to image compression and noise [38].
In [39], Ahmad et al. have proposed an encryption algo-
rithm in which diffusion and confusion are incorporated
using skew tent maps and Henon map, respectively. Also,
to make the proposed system more robust, S-box is applied
to the processed image. In [40], the authors have used XOR
operation, skew tent map, and orthogonal matrices to design
a well-organized encryption algorithm to secure the digi-
tal images. A lightweight algorithm scheme has also been
suggested utilizing Intertwining maps and Chebyshev that
encrypts a portion of the transformed image. The reason
behind encrypting a certain portion of the image is to required
less encryption computational time so that it can be useful for
real-time applications [41]. A very well-organized cryptosys-
tem is suggested in [28] that utilizes a Lorenz chaotic map
and fractal keys. In [5], utilizing discrete maps like duffing
and Henon chaotic maps, an image encryption algorithm is
suggested. To overcome traditional encryption algorithms’
drawbacks, a new lightweight encryption algorithm is pre-
sented in [42]. While in [43], a chaotic logistic map is used to
secure the medical images that contain sensitive information.
Another encryption algorithm was proposed in [38] for the
encryption of medical images in which the chaotic attrac-
tors and integer wavelet transform (IWT) is applied in the
frequency domain while the deoxyribonucleic acid (DNA)

sequence is applied in the spatial domain. In [28], a robust
cryptosystem for aerial image information security is sug-
gested, which utilizes three different systems such as DNA,
Mersenne Twister (MT) and chaotic Dynamical Rossler
system.

In [44], the authors presented the chaos and multiple
s-box based image encryption algorithm to secure the digital
images. The main idea was to provide the solution corre-
sponding to the drawbacks of using a single S-box in the
encryption schemes. As the images contain highly correlated
data, a single s-box cannot be the right option to break the
image pixels’ correlation. The authors in [44] have used
three different S-boxes in which the selection of S-box was
performed by generating the random sequence using the
chaotic map. Although the proposed scheme works well for
those images containing a greater number of gray levels,
it completely fails to encrypt the images containing less gray
levels i.e., binary or single gray-level images. This issue was
raised by Ahmed et al. in [20] and provided the solution
by combining the confusion-diffusion mechanism with the
scheme proposed in [44].

From the last few decades, several chaos-based image
encryption schemes have been suggested; however, numer-
ous of them have been proven unsecured because of lower
keyspace and computational difficulties [45]. In accordance
with the encryption schemes presented in the literature [29],
[46]–[48], a secure encryption scheme must hold both diffu-
sion and permutation mechanisms. But unfortunately, several
existing schemes do not fulfill the above mentioned [49],
[50]. In this article, the columns and rows of the plaintext
image are scrambled using the chaotic logistic map that
results in a finer transformation. For the diffusion purpose,
the scrambled image is XORed with the noisy image gener-
atedwith the chaotic sinemap’s help. After applying theXOR
operation, a dynamical S-box mechanism is incorporated to
substitute the image pixel with the S-box values. The selec-
tion of the S-box is depended on the steps specified in the
proposed encryption algorithm. Because of the substitution
process’s additional step, the suggested scheme is secure
compared to the existing algorithms. Our robust security
declaration is demonstrated in the experimental outcomes and
security analysis section utilizing several images like Cam-
eraman, Baboon, Lena, and Barbara. The foundational flow
of the proposed encryption system schematic is demonstrated
in Figure 1. In the prior studies, [51]–[53], the image security
was low owing to the lower keyspace and insecure chaotic
maps. It is noticeable from the preceding studies [51]–[53],
there is a strong bond between cryptography and chaos. The
chaos is the study of dynamic system response and the branch
of mathematics. The chaotic system demonstrates sensitivity
toward certain factors and conditions. The chaotic systems
show some considerable properties such as strange attractors,
topology mixing, randomness, ergodicity, and reliance on
their seed values [54], [55].

The properties as mentioned earlier, show importance
toward the chaos-based encryption algorithms. The output of
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FIGURE 1. Fundamental flow schematic for the proposed encryption
scheme.

the chaotic system cannot be determined without the knowl-
edge of its seed values. Therefore, well organized crypto-
graphic encryption algorithms can be presented using the
chaos theory. The chaotic features are utilized for several
cryptosystems. The most critical, sensitive property of the
initial conditions explains the simplicity of awareness of the
cryptosystem and contributes to creating difficulties for the
hackers. The utilization of the chaos theory is not restricted
to cryptography and computer science, but it has implemen-
tations in the field of mathematics, economics, biology, engi-
neering, and physics. The chaos theory deals with the opera-
tions which illustrate a specific form of dynamic behavior in
time. There is a multitude of chaotic systems characteristics
that have been examined by a group of researchers. Some of
the important ones are as follows [56]:

A. SELF-SIMILARITY
The system progression indicates the resemblance at different
measurements in time or space. Because of these charac-
teristics, the chaotic system is distinctive and looks like an
auto-repetitive system at several measurements.

B. APERIODICITY
The chaotic dynamical system does not repeat itself with time
and this is because of the aperiodic nature.

C. PERIODIC ORBITS DENSITY
The chaotic system containing dense periodic orbits suggests
that periodic orbits can reach every point in the space arbi-
trarily nearly.

D. DYNAMIC INSTABILITY
It is frequently mentioned as the butterfly effect. It is the
responsive function of the seed values. A minor change in the
seed values is substantially different contrasting trajectories.

In the spatial domain encryption, one can directly manip-
ulate the pixel values by applying some mathematical func-
tions such as substitution and permutation [57]. In [58], it was
claimed that the frequency domain pixel manipulation is
comparatively faster than the spatial domain pixel manipula-
tion. Therefore, according to [ref], for real-time applications,
one can incorporate frequency domain encryption to secure
the digital images in a more sophisticated manner. In the
proposed work, we have used frequency domain encryption

FIGURE 2. Decomposition of plaintext image using discrete wavelet
transform.

to secure the digital images. To convert the pixel values of
the plaintext image into the frequency domain, we have used
discrete wavelet transform. It converts the plaintext image
into four sub-bands (LL, LH, HL, and HH), in which the LL
sub-band consists of most of the information of the plaintext
image as it can be seen n Figure 2. Therefore, it is nec-
essary to encrypt the LL sub-band with strong mathemati-
cal transformation rather we use more resources to encrypt
other sub-bands (LH, HL, and HH). It will also increase the
overall encryption computational time. To overcome the time
complexity problem, we have only encrypted the LL sub-
band. Moreover, to increase the robustness of the proposed
encryption algorithm, we have also used dynamic S-boxes
and chaotic maps due to their tremendous properties as we
mentioned earlier.

E. PAPER CONTRIBUTION
To overcome the vulnerabilities of the single and multiple
S-box encryption schemes, our contributions are following:
• To make use of the S-box effective and get rid of its
deficiencies, a unique perspective has been used in this
article. Rather than utilizing the S-box transformation
directly on the plaintext image pixels, We first convert
the plaintext image into four different frequency bands
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FIGURE 3. Mapping of original pixel using a substitution box.

by using Discrete Wavelet Transform. After convert-
ing the original image into its frequency components,
we manipulate the rows and columns of only LL-band
by incorporating a scrambling process. The reason of
considering only LL-band is that most of the information
of the original image present in the LL-bad. By the
considering only LL-band, it will also help to keep the
encryption computational time low.

• To achieve the diffusion property, we have created a
noisy image using a sine map. The noisy image is then
applied to the scrambled image using the bit Xor opera-
tion.

• After achieving the confusion-diffusion property,
the S-box transformation is implemented to improve
the security and achieve extremely secure images that
properly conceal the plaintext image.

II. PROBLEM STATEMENT
Image pixels values replace with the S-box values according
to a one-to-one relationship called bijective mapping. That
means every unique pixel U of the image will replace with
the unique value of the S-box. Bijective mapping is shown
in Figure 3. When substitution Y is applied on the plaintext
image P, the S-box might be represented a bijective function
g(v), hence:

Y : P→ C

if U1 = U2

then g(a1) = g(a2) (1)

In Figure 3, ‘M’ is the original pixel value and S is the
substituted value. If an individual plaintext image contains a
portion of the same pixels, all the pixels of that portion will
be replaced with a unique value. It means that after applying
the S-box on the plaintext image, the peaks in the histogram
of the plaintext and substituted images will remain the same.
For instance, there are two different peaks in the histogram
of the binary image; one for the zero values and the other
is for the greatest gray level, which is 256. As the binary
images contain only two different pixel values, the histogram
of the substituted version of the binary image will also show

FIGURE 4. S-box substitution.

two different peaks similar to the original binary image his-
tograms but at different positions. This impact can be seen in
the binary Nike image illustrated in Figure 4. Hence, it will
not be difficult for the eavesdroppers to access the plaintext
information from an enciphered image.

III. PROPOSED SCHEME
This section will highlight the steps involved in the sug-
gested encryption scheme. Two distinct iterative chaotic
maps are incorporated to accomplish the properties of
substitution-permutation network or diffusion and confusion.
To make the enciphered image more secure, distinct S-boxes
are employed to substitute the image generated after achiev-
ing the confusion diffusion properties. The S-box selection
will be based on the random values generated using the sine
map as defined in the proposed algorithm.

A. CHAOTIC MAPS USED IN THE PROPOSED WORK
Two different chaotic maps are used in the proposed work for
confusion and diffusion purposes, which are discussed in this
section.

1) CHAOTIC LOGISTIC MAP
A one-dimensional (1-D) logistic map is capable of gener-
ating random values. This 1-D system is susceptible to seed
values. This logistic map is derived from the continuous form
of the differential equation described as [37]:

dy
dz
= α ∗ ω(1− ω) (2)

The discrete equation for the logistic map is defined as:

ω(n+ 1) = α ∗ ω(n)(1− ω(n)) (3)
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FIGURE 5. Bifurcation of chaotic sine map.

The rang for the initial values are:

α ∈ (0, 4)

ω ∈ (0, 1)

2) CHAOTIC SINE MAP
A dynamical chaotic system for sine map system is described
as [54]:

Zn+1 = βsin(πZn) (4)

Here the control parameter β must be greater than zero
(β > 0), while Zn ∈ [0 1] and Z0 is the initial conditionwhich
can be choose from the range (0 1]. In [59], researchers
proved by different experiments that the Sine map is chaotic.
Figure 5 illustrates the bifurcation diagram of the Sine map
with β ∈ (0 1], it is reported from Figure 5 that the sine
map becomes chaotic as β approaches to 1. This chaotic map
has been selected due to its simplicity compared to the other
chaotic systems with an affirmation of high-level security.

The reason for choosing the logistic map over other 1-D
chaotic map is that the time complexity of the chaotic logistic
map is less than the other 1-D maps. Moreover, if we use
a 1-D chaotic map other than a chaotic logistic map such
as a chaotic tent map, the algorithm can be attacked by the
attacker using key space analysis. To be more precise, from
Figures 6 and 7 which are the bifurcation diagram of the
chaotic logistic and tent map respectively, it can be seen that
the tent map enters into the chaotic region when we select
the control parameter from the range [2.1 2.4]. While for
the logistic map, we can select the control parameter from
the range [3.4 3.99] to produce more random sequences.
This shows that by selecting the chaotic logistic map over
other 1-D chaotic maps, the algorithm can have a larger key
space which is enough to resist the key space attacks.

IV. SUBSTITUTION BOXES USED IN THE PROPOSED
SCHEME
As per the earlier discussion, the image gathered after the
bit-wise XOR operation has to pass through the substitution
box transformation to enhance the encrypted image’s security

FIGURE 6. Bifurcation diagram for chaotic logistic map.

FIGURE 7. Bifurcation diagram for chaotic tent map.

further. Five different S-boxes are utilized, which are debated
in the detailed section.

A. FADIA’s S-BOX 1
In [60], a novel 16 × 16 Lorentz system-based S-box is
suggested as illustrated in Table 1. To investigate the strength
of this S-box, several experiments are presented in [51] and
it was found that the suggested S-box plays a vital role in the
accomplishment of diffusion property in image encryption.
The simulation results showed that it is quite logical that
the utilization of S-box enhances an encryption algorithm’s
efficiency.

B. FADIA’s S-BOX 2
In [61], an S-box is proposed by Fadia et al., as illustrated
in Table 2. Because of its easy implementation and supe-
rior security, while considering several other parameters that
include energy analysis, contrast, entropy and homogeneity
analysis, the suggested S-Box has proven to be capable of
providing better diffusion for image encryption.

C. HUSSAIN’s S-BOX
A new S-box is suggested in [62] that is truly based on
a projective linear group and is implemented to the Galois
field of order 256. Hussain’s S-box properties and security
can be assessed utilizing different parameters, including the
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TABLE 1. Fadia’s substitution box 1.

TABLE 2. Fadia’s substitution box 2.

TABLE 3. Hussain’s substitution box.

non-linearity and criterion of bit independence. Hussain’s
S-box is capable of providing high security to digital images.
The values of the S-box are illustrated in Table 3.

D. C-LOGO S-BOX
In [17], a logistic map based S-box is designed which
has been given the name C-logo S-box. The proposed
S-box utilizes the chaotic logistic map with suitable initial

conditions. C-logo S-box is tested via different experi-
ments including contrast, correlation, energy, Strict avalanche
criterion, Differential approximation probability, Linear
approximation probability, Bit independent criterion and non-
linearity. It is also compared with the other S-boxes presented
in the literature to show the superiority of C-logo S-box over
the existing S-boxes. The values for the C-logo S-box are
displayed in Table 4
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TABLE 4. C-logo S-box.

TABLE 5. Chaotic S-box.

E. CHAOTIC S-BOX
In 2015, Anees et al. proposed an S-box using Van der Pol
oscillator and chaotic map. The random values are generated
by iterated the chaotic map 256 × 256 times. After that,
the values converted into an integer number, also applied
modulo function to restrict the value between [0 255]. At last,
to choose the first 256 distinct values, a ceiling function is
applied. The proposed S-box is tested using contrast, corre-
lation, energy, MSE and PSNR analysis. Table 5 shows the
values for the Chaotic S-box.

F. ENCRYPTION PROCEDURE
Let P is a plaintext gray-scale image of size M × N. Here,
M and N indicate the number of rows and columns, respec-
tively. Whereas M and N are equals in our scenario. The
range of the pixel values in the plaintext between [0 255].
The important steps of the encryption scheme are shown
in Figure 8. The encryption steps are given below:

1) Choose a plaintext image of size M × N and take
a Discrete wavelet transform to convert the original
image into four frequency bands (LL, LH, HL andHH).
In this case, the size of all the frequency bands will be
M
2 ×

N
2 .

2) A couple of sets of chaotic values i.e. set-1: α =
3.79, ω = 0.3 and set-2: α = 3.59, ω = 0.4 are
selected to create two random sequences having size
of M

2 or N
2 i.e. SM = (t1, t2, t3 . . . , xM/2) and LN =

(v1, v2, v3 . . . , vN/2) with the assistance of Logistic
map.

3) The positions of all the rows and columns of the LL
sub-band are scrambled from the first column to the last
column and from the first row to the last row according
to the sequence SM and LN respectively. The processed
frequency band is represented as γ .

4) The Sine map is iterated M
2 ×

N
2 times and the result is

saved in α as a row matrix.
5) The matrix α is converted into a 2-D array having the

size of M
2 ×

N
2 . The values of α matrix is then ampli-

fied with a large integer number using the multiplica-
tion operation. After that floor function and modulus
256 are applied to achieve the integer values in the
matrix α. Mathematically this term can be represented
as:

α′ = mod
[
(floor(1014 × (αmatrix))), 256

]
α
′

= reshape(α′, 256, 256) (5)
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FIGURE 8. Proposed encryption methodology.

FIGURE 9. Proposed encryption methodology applied on a 10 × 10 image pixels block.

6) The scrambled γ is bit-wiseXORed bit- with thematrix
α′ to get a new matrix ω.

7) The third sequence Z is generated using the sine map
with seed values, i.e., (seed values), to select a specific
S-box. The values in the sequence Z are thenmultiplied
with an integer number greater than 100 i.e., int > 100,
so it could be prepared for modulus 5 operation, then
rounded and modulus 5 function is implemented to
achieve a value of 0,1,2,3, or 5. Below is the mathe-
matical explanation of the whole operation.

Z = mod
[
(floor(1015 × (sequence))), 5

]
(6)

8) C-logo S-box will be selected for Z = 0. For Z = 1, Z
= 2, Z = 3 and Z = 4, Fadia’s S-box 1, Fadia’s S-box
2, Hussain’s S-box and Gray S-box will be selected
respectively for the substitution of the image pixel

which is at the position (1,1). Likewise, the substitu-
tion process will continue till the last value of the LL
sub-band. After processing the LL- sub-band, combine
three unchanged frequency bands (LH, HL and HH)
and the processed band (LL sub-band) by taking the
inverse discrete wavelet transform to obtain the final
encrypted image.
The suggested encryption algorithm is implemented
on a 10 × 10 sample data chosen randomly from the
LL sub-band for better understanding as illustrated
in Figure 9. For decryption, entire encryption steps can
be performed in a reverse manner.

V. EXPERIMENTAL RESULTS AND SECURITY ANALYSIS
Several tests are proposed in [1] to analyze the performance
of an image encryption scheme. For the particular algorithm,
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FIGURE 10. Plain images, encrypted images and their corresponding histograms.

all the tests are performed using MATLAB 2016a with 1GHz
CPU and 4GB memory, Microsoft Windows 08 operating
system. The four test images selected, as shown in Figure 10
(a, b, c, d). The image(3) is a binary image between all these
test images and contained only two different values 0 or 1.
While Figure 10(d) a plain white image containing only a
single gray level. The enciphered images corresponding to
the test images are illustrated in Figure 10 (i, j, k, l). The
statistical results are compared with the encryption schemes
are proposed in [39], [63], [64] to justify the effectiveness of
the scheme suggested in this paper.

For the sake of confirmation, the processed image after
every stage is illustrated for the for the plaintext image as
shown in Figure 11.

A. HISTOGRAM AND CHI-SQUARE ANALYSIS
A histogram notifies about the graphical pixel values that are
duplicated in an image. The histogram of an encrypted mage
that is resistant to the different attacks must be consistent. The
histograms of the plaintext and histogram of the correspond-
ing ciphertext images are illustrated in Figure 10 (e, f, g, h)
and Figure 10 (m, n, o, p) respectively. Moreover, from the
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FIGURE 11. Step-wise encrypted images generated through proposed work.

TABLE 6. Chi-square analysis.

Figure. 10 (b, d, f, h), It can be easily noticed that the plaintext
histograms have edged peaks. At the same time, the his-
tograms are steady for the ciphertext images. To demonstrate
the consistency of the histograms of the encrypted images
mathematically, the chi-square can be expressed as:

Z2
=

255∑
L=1

(calculated value - expected value)2

expected value
(7)

In this mathematical explanation, L is the gray-level.
Lower values of Z2 defines that pixel distribution is con-
sistent. The chi-square values for the encrypted images are
displayed in Table 6 and the comparison of these values with
the suggested schemes in [39], [63], [64] is also given. It is
proved fromTable 6 that encrypted image is achieved through
the suggested algorithms have consistent pixel distribution
and succeeded in securing the data from the unusual hackers.

B. INFORMATION ENTROPY
Entropy plays a vital role in the quantification of uncertainty
and casualness of the information [70]. The entropy shows

the degree of unpredictability in a communication system.
Claude Shannon presented the idea of information entropy
back in 1949 [71]. Below is the mathematical explanation of
entropy.

Ent(p) =
2n−1∑
a=0

m(pa)log2
1

m(pa)
(8)

In equation 8, pa is the occurrence probability of the mes-
sage symbol m. Any random source which generates 2a mes-
sage symbols, themaximum entropy cannot be exceeded by a.
Whereas, if the encryption process is performed with a source
releases 28 symbols, the maximum absolute entropy value
will be 8. The entropy H(m) values for different plaintext
and ciphertext images and their comparison [39], [63], [64] is
shown in Table 7. It can be easily observed from table 7 that
entropy values of the ciphertext images generated through the
proposed encryption scheme are near to 8 as compared to the
encryption schemes presented in [39], [63], [64]. Therefore,
the suggested scheme is considered secure against entropy
attacks.

C. CORRELATION ANALYSIS OF PLAINTEXT IMAGE AND
CIPHERTEXT IMAGE
Correlation defines that how much two pixel values are close
to each other. More the close relationship between the pixels
means there is meaningful information in the image[62]. So,
for the secure encryption process, correlation values for the
ciphertext images should be minimum. The range of the
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TABLE 7. Information entropy analysis.

TABLE 8. Correlation analysis.

correlation values is [−1 +1]. The correlation between two
adjacent pixels can be calculated by equation 9.

Cr=
L
∑L

i=1(xi × yi)−
∑L

i=1 xi ×
∑L

i=1 yi√
(L
∑L

i=1 x
2
i − (

∑L
i=1)2)× (L

∑L
i=1 y

2
i −(

∑L
i=1 yi)2)

(9)

where x and y are the two adjacent pixel values in the image
and L is the total number of pixels selected from the image
for calculation. The comparison of correlation values for the
ciphertext image generated through the encryption scheme
proposed in this paper is given in Table 8 which shows that the
correlation values for the proposed scheme are significantly
lower than the existing schemes that are evidence that the
proposed scheme can be performed better than the existing
ones in term of correlation.

D. CONTRAST INVESTIGATION
The contrast investigation is a method of calculation of the
local variance that exists in the images. Contrast is a prop-
erty by which anyone can differentiate between the pixels.
Higher contrast values indicate that the image has signifi-
cantly higher gray levels. For robust encryption algorithms,
contrast values for the cipher images should be as high as
possible. Mathematically it can be calculated as:

Con =
∑
x,y

|x − y|2 × p(x, y) (10)

where p(x, y) specifies the number of gray-level co-occurrence
matrices (GLCM). The comparison of the contrast values for
the original and processed image with the existing schemes
[39], [63], [64] are given in Table 9. From Table 9, it can
be seen that the proposed encryption algorithm can perform
better than the existing ones in terms of contract analysis.

E. ENERGY
The energy of the image shows how much meaningful con-
tent is present. Higher energy values mean more information
present in the image. So, an encrypted image must have lower

TABLE 9. Contrast analysis.

TABLE 10. Energy analysis.

energy values. Mathematically, the energy of the image can
be calculated as:

En =
∑
a,b

p(a, b) (11)

where p(a, b) represents the gray-level co-occurrence matri-
ces in GLCM, energy values of the plaintext images and their
corresponding ciphertext images are listed in Table 8. More-
over, the comparison of the energy values with the proposed
encryption scheme is also given in Table 10 in which it can
be analyzed that the energy values of the proposed encryption
scheme are significantly lower than the plaintext images and
algorithms presented in [39], [63], [64].

F. MEAN SQUARE ERROR (MSE) AND PEAK SIGNAL TO
NOISE RATIO (PSNR)
MSE is an error between two images. In the case of
encryption schemes, researchers frequently quantify theMSE
between the plaintext and ciphertext images. The pixel
change occurs, meaning a huge difference between the two
plaintext and ciphertext images. It means higher values for the
MSE is required for effective encryption schemes. In contrast,
there is another term called PSNR, which is the inverse of
the MSE. Higher values of MSE will result in lower values
of PSNR. So, PSNR values should be minimum for the
robust encryption schemes. The result of MSE and PSNR for
the proposed encryption scheme and the schemes proposed
in [39], [63], [64] are reported in Table 11 and 12 Mathemat-
ically both the matrices can be calculated as:

MSE =
1
MN

M−1∑
a=0

M−1∑
b=0

(P(a, b)− C(a, b))2 (12)

PSNR = 10× log2
H2
max

MSE
(13)

G. COMPUTATIONAL TIME ANALYSIS
An encryption scheme is considered efficient when it uti-
lizes fewer resources and consumes minimum time for the
computation. To analyze the computational complexity, the
computational time of the suggested algorithm is defined and
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TABLE 11. MSE analysis.

TABLE 12. PSNR analysis.

TABLE 13. Computational time analysis (sec).

compared with [39], [63], [64] in Table 13, which shows the
time utilized by the suggested scheme to encrypt the plaintext
image. It can be clearly seen in Table 13 that the computa-
tional time for the suggested scheme is significantly less in
comparison with [39], [64]. However, the computational time
for [63] is relatively less than the suggested algorithm. The
reason being it encrypts only one-fourth area of the plaintext
image.

H. STRUCTURAL CONTENT (SC)
This is a parameter to check the similarity between the
original and the cipher image. Below is the mathematical
explanation for SC.

SC =

∑M
a=1

∑N
b=1

(
Pla,b

)2∑M
a=1

∑N
b=1(En)

2
a,b

(14)

where Pl(a,b) and C(a,b) is the plaintext and ciphertext
images respectively. The SC values lie in the range [0 1].
For the efficient encryption scheme, SC should be near to
zero. While the SC value near to 1 shows that the two images
are similar and the encryption scheme is inefficient. Table 14
provides the comparison between the SC values for proposed
and the encryption schemes suggested in [39], [63], [64].
From Table 14, it can be seen that the proposed encryption
scheme can generate a significantly different cipher image
in comparison to the other existing scheme, which is evi-
dence that the proposed scheme is efficient than the existing
schemes in terms of SC analysis.

I. KEYSPACE ANALYSIS
To resist the brute force attack, an encryption scheme must
have a large enough keyspace. In the proposed algorithm,
there are eight different keys are used in which each key
retain the sensitivity of 10−15. This means that the total key

TABLE 14. Structural content analysis.

TABLE 15. Percentage difference between plaintext and ciphertext
images when decrypted with tiny modified keys.

space will be 10−15∗6 which is approximately equal to 2256

which is enough to resist the brute force attack. According
to Li and Alvarez’s criteria [72], the minimum possibilities
for the secrete key is 2100. So, according to this, the proposed
algorithm fulfills the key space criteria.

J. KEY SENSITIVITY
To present a secure encryption algorithm, it is important that
the keys which are used to secure the digital data must be
sensitive. Sensitivity to the secrete keys means that a tiny
change in the original keys may change the ciphertext image
completely. Another way to explain the sensitivity of the keys
is that when anyone makes a tiny change in the key, it would
not be able to decrypt the original image from the cipher-
text image. In the proposed encryption algorithm, we have
encrypt the plaintext image using the original keys which
are: α0 = 0.31000000000000, ω0 = 3.470000000000000,
α1 = 0.45000000000000, ω1 = 3.620000000000000,
β0 = 0.960000000000000, β1 = 0.8600000000000000.
For the decryption of the plaintext image from the ciphertext
image, we have made a tiny change in each original key
i.e α′0 = 0.31000000000001, ω′0 = 3.470000000000001,
α′1 = 0.45000000000001, ω′1 = 3.620000000000001,
β ′0 = 0.960000000000001, β ′1 = 0.860000 − 0000000001.
After decrypting the plaintext image using the modified keys,
the decrypted image is completely different from the plaintext
image as it can be seen in Figure 12 in which Figure 12(a) is
an original image, Figure 12(b) is an encrypted image with
correct or original keys while Figure 12(c) is a decrypted
image with incorrect keys. For the statistical analysis of
the sensitivity of secrete keys, a percentage difference val-
ues between the plaintext and ciphertext images are shown
in Table 15. It can be analyzed from Table 15 when we
decrypt a plaintext image with tiny modified keys, there is
more than 99% change occurs between the plaintext and
ciphertext images. While the percentage difference for the
schemes proposed in [39], [63], [64] is much less than the
proposed encryption scheme.

K. CROPPING AND DATA LOSS ANALYSIS
To any encryption scheme, it is necessary to resist the
noise attack. The eavesdroppers frequently attempt cropping
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FIGURE 12. Key sensitivity analysis.

FIGURE 13. Cropping analysis.

attacks to destroy the encrypted information in the image.
Therefore, the encryption should also be noise resistant,
so that, in case the attacker wants to crop the encrypted image
to destroy the information, the decryption still be able to
decrypt the plain image. It is obvious that after cropping the
ciphertext image, all the pixels of the plaintext image will not
be recovered properly, but the content of the image must be
perceptually identical to the plaintext image.

To perform the cropping and data loss analysis, we have
cropped the ciphertext image and then tried to decrypt
the plaintext image from the cropped image. It is ana-
lyzed that after decryption of the plaintext image from the
cropped ciphertext image, the content is visible as it can
be seen in Figure 13. Moreover, we have calculated the

TABLE 16. Data loss analysis (percentage of data loss).

TABLE 17. NPCR analysis.

TABLE 18. UACI analysis.

percentage of data loss after decrypting the plaintext image
from the cropped image. To compare data loss analysis for
the proposed encryption algorithmwith the existing schemes,
we have cropped those ciphertext images that are generated
through the existing encryption algorithms and decrypted
them using the corresponding decryption algorithm. The
data loss percentage values are displayed in Table 16. From
Table 16, it can be seen that the proposed algorithm can
perform better than the existing schemes in terms of data loss
analysis.

L. RESISTANCE AGAINST DIFFERENTIAL ATTACKS
A change of a single pixel in the plaintext image in any secure
image encryption algorithm should significantly change the
corresponding ciphertext image. For the investigation of this
test, (i) Number of Pixel Change Rate (NPCR) and (ii) Uni-
fied Average Change Intensity (UACI) are most frequently
used by the security experts [64,65]. NPCR and UACI can be
calculated using equation 15 and 16 respectively.

NPCR =

∑
a,b D(a, b)

MN
× 100% (15)

UACI =
1
MN

∑
a,b

|En1(a, b)− En2(a, b)|
255

× 100%

(16)

where:

D(a, b) =

{
1, if En1 = En2
0, otherwise

where En1 and En2 are ciphertext images generated through
the proposed encryption scheme corresponding to the orig-
inal and one pixel change image respectively. The statistical
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values of NCPR and UACI are illustrated in Tables 17 and 18.
It is noticeable from Tables 17 and 18 that the suggested
encryption scheme is better than existing schemes [39], [63],
[64] in term of UACI and NPCR analysis.

VI. CONCLUSION
In this article, a new image encryption scheme utilizes chaos
theory, confusion-diffusion property, and dynamic substitu-
tion. The confusion property is accomplished by utilizing
a chaotic logistic map, whereas for the diffusion purpose,
a chaotic sine map is incorporated. In the final stage of the
encryption, the pixel values are altered utilizing S-box. How-
ever, the S-box is chosen randomly according to the sequence
generated through the chaotic sine map. For evaluating the
proposed encryption, several security tests are performed and
compared to the existing schemes, which reveals that the
suggested scheme performs better than the other encryption
algorithms. The proposed scheme also takes less time to
encrypt the plaintext image, which means it can be used for
real-time encryption.
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