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The connection of smart devices using the Internet has dramatically changed 
the way people live, and this concept has also been extended to the industrial 
sector. This practice not only provides more stable, faster, and safer 
communications but also makes it possible to realize the concept of the smart 
factory in the fourth industrial revolution. The Internet of Things uses a 
unique Internet Protocol to identify, control, and transmit data to individuals 
as well as databases. Data is collected through the Internet of Things, stored in 
cloud storage, and managed and calculated through analytical tools. Internet of 
Things security is a field of technology that focuses on protecting connected 
devices and networks in the Internet of Things (IoT). Ensuring the safety of 
networks with connected IoT devices is critical. Security in the Internet of 
Things includes a wide range of techniques, strategies, protocols, and measures 
aimed at mitigating the ever-increasing vulnerabilities of the Internet of Things 
in modern businesses. The simultaneous connection of objects also brings 
privacy concerns. For this reason, in this research, an effort has been made to 
examine and analyze the most important privacy requirements in the Internet 
of Things in digital businesses in Industry 4.0. In this regard, by using experts' 
opinions and literature review, privacy requirements were extracted and 
evaluated using fuzzy non-linear decision-making methodology. The results 
showed that acquired and intrinsic information has the highest importance. 
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1. Introduction 

Business leaders understand that long-term success in the new era requires new ways of thinking and 

acting in the face of rapid global economic and technological change. In fact, companies are rewriting 

and replacing another program that takes business capabilities to a level never seen before. In this 

aggressive environment, fostering innovation is the most important strategic priority of industries. The 

Internet of Things has changed business practices globally, and the manufacturing industry is no 

exception [1]. By combining the real and virtual world and production through the Internet, the 

Internet of Things provides the possibility of connecting all parts of the production process (machines, 

materials, people, etc.) [2]. 

The main idea of the Internet of Things is a system in which physical items are equipped with 

embedded electronic components (RFID tags, sensors, etc.), and are connected to the Internet; 

Therefore, the Internet of Things relies on both smart objects and smart networks. Thanks to the 

Internet of Things, physical objects are seamlessly integrated into the information network, where 

they can be used in business processes [3]. They share information about their condition, the 

surrounding environment, production processes, maintenance schedule and even other things with 

each other. The industry standard 4.0 is part of the fourth industrial revolution, which includes the 

Internet of Things, machines, computers, and people that perform intelligent industrial operations 

using advanced data analytics to transform business outcomes that are redefining the landscape [4]. It 

is for businesses and individuals. Industry 4.0 framework, also known as the smart factory, is 

connected with sensors and smart digital devices and they communicate intelligently with each other. 

It is the relationship between raw material, semi-finished product, tool, robot, etc. Industry 4.0 

framework and standard has more flexibility, optimal use of resources and integration of customers 

and business partners in the business process [5]. 

Since the Internet of Things is so broad, the security of the Internet of Things is much broader than 

the Internet of Things itself. This has led to various methods falling under the umbrella of IoT 

security. Application Program Interface (API) security, Public Key Infrastructure (PKI) 

authentication, and network security are just a few of the methods IT managers can use to combat the 

growing threat of cybercrime and cyberterrorism rooted in vulnerable IoT devices [6]. 

The more ways there are to connect devices to each other, the more threat actors can intercept them. 

Protocols such as HTTP (Hypertext Transfer Protocol) and API are just a few of the channels that IoT 

devices rely on and can be intercepted by hackers. The IoT umbrella strictly includes only Internet-

based devices. Appliances that use Bluetooth technology are also considered IoT devices and 

therefore require IoT security. Such oversights have contributed to the recent surge in IoT-related data 

breaches [7]. The problem of privacy is very important among the security aspects of the Internet of 

Things, because the failure to protect privacy causes the system and services of the Internet of Things 

not to be accepted by different people and organizations, as a result of which the final goal is lost [8]. 

The category of privacy is much more vital in the Internet of Things. Unlike the normal Internet, the 

amount of information measured in the Internet of Things (from people or by people) is much higher, 

and therefore the risk of revealing personal information of people will be much higher [9]. 

According to the cases raised in this research, it has been tried to investigate and analyze the privacy 

requirements in the Internet of Things by emphasizing the literature review and experts' opinions. In 

order to analyze the data, a hierarchical decision-making method based on AHP is used. The results 

will provide a correct understanding of privacy requirements in the Internet of Things. 
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The structure of the research is as follows. In the second part, the literature review is presented and 

the most important privacy requirements in the Internet of Things are introduced. In the third part, the 

research method is presented, and in the fourth part, the research results are presented, and finally, the 

conclusion and discussion are presented in the last part. 

2. Literature Review 

IoT is defined as a network of physical objects. The Internet consists not only of computers but also of 

various devices such as smart phones, home appliances, people, etc., which are all shared and 

connected through the Internet and used to achieve monitoring, online upgrading, and intelligent 

management [10]. IIoT or Industrial Internet of Things usually refers to sensors, instruments and other 

interconnected devices that are connected in an industrial environment. This connectivity enables 

remote access and monitoring, but most importantly, it enables data acquisition and collection, 

exchange and analysis of various data sources. This has huge potential to improve productivity and 

efficiency [11]. IIoT solutions are described as being cost effective and quick to implement. 

Anything connected to the Internet is likely to be attacked at some point. Attackers can remotely 

compromise IoT devices using various methods. These devices are connected to the system of 

computing devices, mechanical and digital machines and any objects that can exchange or collect data 

for monitoring and control. When attackers gain control of the IoT, they can use it to steal data, 

conduct distributed denial-of-service (DDoS) attacks, or compromise other connected networks [12]. 

Stakeholders play an important role in ensuring security in the Internet of Things. Device 

manufacturers must design the device hardware to be attack resistant. Software programmers must 

write high security code to run on devices. Engineers responsible for deploying and managing IoT 

devices are required to take necessary measures to reduce security risks [13, 14]. end users accessing 

data or systems through the Internet of Things; They should keep devices safe and avoid unauthorized 

access to users. IoT devices are subject to inherent security challenges and vulnerabilities. IT security 

teams should review the following operations [15]: 

• Ensuring the vulnerability and correctness of software updates running on IoT 

devices 

• Protecting the vulnerability of communication APIs in IoT devices 

• Monitoring the penetration of Internet networks 

• Securely store data collected on IoT devices or uploaded to the data center 

Figure 1 shows some examples of the challenges of the Internet of Things in the field of security [16]. 

• One of the most important challenges of the Internet of Things in terms of security is 

the risk of shadow devices or devices that are connected to the Internet of Things 

network but are not authorized or recognized by the network owner [17]. 

• IoT systems are often not properly updated to protect against security vulnerabilities. 

IoT devices are usually small and deployed in remote locations. An organization may 

have thousands of IoT devices to manage, so it is possible for organizations to forget 

where their IoT devices are located. 

• Exchanging data over the network via an application programming interface (API) is 

only a small part of what IoT devices do. Vulnerabilities in APIs are a significant 

security risk. 
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• Many IoT devices have default passwords that allow users to access software 

environments within the systems. 

• Because there is no single IoT API, there is no single standard to control the design of 

IoT systems, the types of software they run, or how data is exchanged. 

 

 

  

 

Fig. 1. Challenges of the Internet of Things. 

 

2.1. Security and privacy in the Internet of Things 

With the advent of the Internet, the way people communicate with each other underwent a 

fundamental revolution [18]. The second wave of Internet development will no longer be about 

humans, but about intelligent connected devices. Although more than a decade has passed since the 

concept of "Internet of Things" was introduced, the development of this concept has been slow due to 

various reasons such as the lack of development of the required technologies and the existence of 

security challenges [19]. Connecting industrial machines to Internet of Things networks increases the 

risk of hackers discovering and attacking these devices. Industrial espionage or a malicious attack on 

critical infrastructure are both irreparable risks. This means that businesses must ensure that these 

networks are isolated and protected, and data encryption is essential to secure sensors, and other 

components [20]. 

In computing systems, the core security concerns are related to the information used by the system. 

Citizens' right to privacy is intertwined with the challenge of cyber security and the interests of the 
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architecture's resilience to attacks, data authentication, access control and customer privacy. must be 

done A suitable legal framework in this technology should exist and be established in the best way by 

the international legislator to be supported by the private sector according to specific needs [22]. 

The widespread adoption of wireless media for information exchange causes the publication and 

development of new topics in the field of privacy violations. In fact, wireless networks, due to their 

remote access capability, increase the risk of privacy violations because they make the system 

vulnerable to potential eavesdropping and masking attacks [23]. Therefore, privacy protection 

represents a real issue that may limit the development of the Internet of Things. The findings suggest 

that (a) applications do not adequately protect the personal privacy of data collected through the 

Internet of Things, and (b) future privacy laws should address the consequences of universal access to 

Internet of Things services [24]. and consider the ubiquity and security of data collection of the 

Internet of Things with respect to people's privacy [25]. 

Considering the above and also the limited financial and human resources, the cost and time that must 

be spent to compensate for the damage caused by the security holes in the Internet of Things 

technology and even the life injuries that may be caused by the lack of attention and understanding of 

security issues in this field, it is necessary to identify and address security issues and challenges in this 

field [26]. In this research, it has been tried to identify the most important privacy requirements in the 

Internet of Things by reviewing the literature. After selecting the initial requirements, active experts 

were asked to refine these requirements. These experts were selected from among the Internet of 

Things activists who had relevant work records and academic experts with relevant research records 

[27]. A total of 16 experts were asked. Table 1 shows the requirements of privacy in the Internet of 

Things taken from the literature review and experts' opinions [28]. 

 

Table 1. Privacy requirements in the Internet of Things. 

Systematic 

Protection of personal information 

Digital oblivion 

Preservation of privacy and anonymity 

Privacy compatibility of different systems 

Protect privacy while searching 

The impossibility of tracking the activities of one object by another object 

Strategic 

Ensuring non-disclosure of data ownership 

Providing the necessary policies and framework to protect privacy 

Creating protocols and algorithms for hiding people's private information 

 

• Protection of personal information (acquired and inherent information) is done in order to 

prevent their leakage. 

• Digital oblivion refers to ensuring that personal information is deleted after use. 

• Privacy and anonymity (allowing the use of pseudonyms in certain circumstances) are 

used for heterogeneous sets of devices (provided by digital identity management). 

• Protecting privacy while searching refers to the discovery of Internet of Things services 

and devices. 

• The impossibility of tracking the activities of one object by another object indicates the 

tracking based on the integrity of information devices. 
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• It is very important to ensure that the ownership of data, devices and objects are not 

disclosed to unauthorized people [29]. 

• Providing the necessary policies and framework to protect privacy and registering the 

laws related to it is a basic duty that should be given high attention in policy making. 

• It is very important to create protocols and algorithms that hide people's private 

information, such as face or location (so that only authorized people can open it). 

• Networks provide a huge opportunity for threat actors to remotely control other people's 

IoT devices. Since networks include both digital and physical components, indoor IoT 

security must address both types of access points. 

3. Research method 

Traditional hierarchical analysis, which has been used so far, requires accurate judgments. But due to 

the complexity and uncertainty of real decision-making issues, it is often unrealistic or even 

impossible to provide accurate judgments. Therefore, it is much more realistic and practical if this 

possibility can be provided to the decision maker to use inaccurate judgments using fuzzy logic 

instead of accurate judgments. In 2004, Mikhailov [30] presented a new approach to calculate weights 

in the fuzzy AHP method, and he called this method fuzzy prioritization. One of the most important 

features of this method is the calculation of the compatibility rate in the fuzzy state. 

In this method, it is assumed that fuzzy pairwise comparisons are triangular fuzzy numbers. The 

deterministic vector of weight (priority)                  is extracted in such a way that the 

priority rate is almost within the range of the basic fuzzy judgments. In other words, the weights are 

determined in such a way that the following relationship is established. 
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Considering the specific form of the membership functions, the fuzzy prioritization problem becomes 

a nonlinear optimization problem as follows. 
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Considering the non-linearity of the relationship (3), it is obvious that it is not possible to solve it 

without using the software. Therefore, GAMS software was used to solve the models created in this 

research. Positive optimal values for index   (objective function) it indicates that all the ratios of 

weights apply completely in the initial judgment, but if this index is negative, it can be understood 

that the fuzzy judgments are strongly inconsistent and the ratios of weights are almost applied in these 

judgments. 

4. Research method 

The process related to the ranking of the key indicators of the evaluation of Privacy requirements in 

the Internet of Things in this study is divided into two main parts: 

1- Determining the matrix of pairwise comparisons based on the integration of experts' opinions 

2- Using mathematical modeling in order to rank and obtain the weight of indicators in the 

research model. 

In order to prioritize the 9 final needs extracted in this research, fuzzy questionnaires using language 

variables were sent to 16 experts and university professors. 13 questionnaires were completed and 

received. These pairwise comparison tables are shown in tables (2) to (4). These tables were used for 

calculations using the Mikhailov method. 

 

Table 2. Pairwise comparison matrix for general classification (systematic and strategic). 

 W1 W2 

W1 - - - - - - 
W2 1.75 2.45 4.2 - - - 

 

Table 3. Pairwise comparison matrix for systematic needs. 

 W11 W12 W13 W14 W15 W16 

W11 - - - - - - - - - - - - - - - - - - 

W12 1.25 2.25 3.21 - - - - - - - - - - - - - - - 

W13 2.1 3.1 4.8 2.1 2.5 3.5 - - - - - - - - - - - - 

W14 1.75 2.8 4.1 2.25 3.25 4.25 1.2 2.4 3.8 - - - - - - - - - 

W15 1.1 2.87 3.78 1.78 2.75 3.78 1.1 3.5 4.2 2.25 3.11 4.5 - - - - - - 

W16 1.25 1.75 3.1 2.1 2.75 2.98 1.87 2.5 3.6 1.78 2.45 3.1 1.1 2.5 3.1 - - - 
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Table 4. Pairwise comparison matrix for strategic needs. 

 W21 W22 W23 

W21 - - - - - - - - - 

W22 1.25 2.7 4.2 - - - - - - 

W23 1.2 3.1 3.9 2.2 3.25 4.75 - - - 

 

By placing the data obtained from tables number (2) to (4) in the non-linear model (3) as a model 

providing weights and ranks based on hierarchical analysis and solving the model using GAMS 

software, the weight, and rank can be Each of the evaluation indicators was obtained in general 

dimensions as well as in exclusive categories. The calculation results related to solving the non-linear 

model for general categories and individual indicators are shown in tables (5) to (7). 

 

Table 5. Weight and ranking of the main categories. 

Category Code Weight Rank 
The objective 

function(λ) 

Systematic W1 0.65412 1 
0.38471 

Strategic W2 0.34588 2 

 

Table 6. Weight and ranking of the systematic categories. 

Category Code Weight Rank 
The objective 

function(λ) 

Protection of personal information W11 0.29124 1 

0.53214 

Digital oblivion W12 0.21785 3 

Preservation of privacy and anonymity W13 0.25417 2 

Privacy compatibility of different systems W14 0.07874 5 

Protect privacy while searching W15 0.10425 4 

The impossibility of tracking the activities of 
one object by another object 
 

W16 0.05212 6 

 

Table 7. Weight and ranking of the strategic categories. 

Category Code Weight Rank 
The objective 

function(λ) 

Ensuring non-disclosure of data ownership W21 0.32154 2 

0.49857 
Providing the necessary policies and 
framework to protect privacy 

W22 0.49148 1 

Creating protocols and algorithms for 
hiding people's private information 

W23 0.18421 3 

 

As it can be seen in tables (5) to (7), a positive value for the compatibility index indicates acceptable 

compatibility of the matrices. After obtaining the weight of the general categories and the weight of 

the indicators in specific categories, we can normalize the weights and get the total weight of all the 

indicators. without considering the category and also their overall rank. The normalized calculation 

results are shown in Table number (8). 
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Table 8. Normal weight and final ranking of requirements. 

Category Weight Requirements Weight Normal weight Rank 

systematic 0.65412 

Protection of personal information 0.29124 0.190506 1 

Digital oblivion 0.21785 0.1425 4 

Preservation of privacy and anonymity 0.25417 0.166258 3 

Privacy compatibility of different systems 0.07874 0.051505 8 

Protect privacy while searching 0.10425 0.068192 6 

The impossibility of tracking the activities of 
one object by another object 

0.05212 0.034093 9 

strategic 0.34588 

Ensuring non-disclosure of data ownership 0.32154 0.111214 5 

Providing the necessary policies and 
framework to protect privacy 

0.49148 0.169993 2 

Creating protocols and algorithms for hiding 
people's private information 

0.18421 0.063715 7 

 

As can be seen in Table 8, Protection of personal information has the highest rank among security and 

privacy requirements in the Internet of Things. Therefore, this requirement is one of the main 

priorities and solutions should always be considered to respond to this requirement. Figure 2 shows 

the normalized weights for these requirements. 

 

 

Fig. 2. Normalized weights for privacy requirements in the Internet of Things. 

 

This analysis shows that there is still no high concern about the impossibility of tracking the activities 

of one object by another object or it has a lower priority. 

5. Conclusion 

With the advent of the Internet, the way people communicate with each other underwent a 

fundamental revolution. The second wave of Internet development will no longer be about humans, 

but about intelligent connected devices. Although more than a decade has passed since the concept of 

"Internet of Things" was introduced, the development of this concept has been slow due to various 
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reasons such as the lack of development of the required technologies and the existence of security 

challenges. When we are researching smart environments and technologies such as the Internet of 

Things, we must spend extra time and energy to understand security challenges and existing solutions. 

The security of the Internet of Things is actually a specific part of the field of technology that focuses 

on the protection of devices and networks connected to the Internet of Things and includes various 

equipment, including mechanical and digital machines, computing devices, technologies such as 

artificial intelligence, etc. did All these things are connected to each other through the Internet and the 

Internet is always exposed to various risks, including hacking and unauthorized access to information. 

This is why security in the Internet of Things is of great importance. IoT makes computing physical, 

that is, it has a physical layer that has sensors to sense and collect information about the environment 

and use the information given by these sensors for similar environments, so if things go wrong with 

IoT devices, it can have major consequences in have real world. Connecting to the Internet also means 

connecting to potential cyber threats. Cyber security is an area that every business should pay 

attention to. Unfortunately, the number of companies that have a plan to deal with this threat is 

woefully small. The biggest problem is that most companies believe limited protection will save them. 

Considering the importance of security and privacy in the Internet of Things, this research tried to 

evaluate and analyze the security aspects of the Internet of Things in Industry 4.0. Therefore, for this 

purpose, the most important privacy requirements were identified by reviewing the literature. Then, 

using the opinions of experts, these requirements were refined and the most important requirements 

were extracted. Experts were selected from among the activists in the fields of information technology 

and Internet of Things with suitable work records, as well as academic experts with relevant research 

records. In order to analyze the data from the method Fuzzy nonlinearity was used. The results show 

that Protection of personal information has the highest priority among the privacy requirements in the 

Internet of Things and special attention should be paid to it. 
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