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Purpose: The Internet of Things (IoT) is a relatively new paradigm that is 
growing rapidly in modern wireless communication scenarios. The main idea 
of this concept is the pervasive presence of all kinds of objects around us. 
This technology is the basis of today's intelligent life and is known as one of 
the most important sources of big data. Meanwhile, businesses are no 
exception to this rule and try to use the Internet of Things to make their 
business smarter. Supply chain management is a goal-based goal of linking 
business operations to provide a common view of market opportunity.  
Methodology: Using IoT technology, all major parts of the supply chain, 
including supply, production, distribution and sales, can be affected. Because 
this evolutionary technology is intertwined with Internet technology, the use 
of network-based tools can always create risks for business owners who use 
these technologies. Therefore, understanding and investigating a variety of 
cyber risks in this area can It is very important and by understanding their 
hands, we can prevent many future risks. Linear analysis based on hierarchical 
analysis is used. 
Findings: The results show that privacy is very important in interaction with 
suppliers as well as customers, and therefore those effective measures to deal 
with these risks can reduce many of the problems caused by this technology. 
Originality/Value: This paper attend to assessment of cyber risks in an IoT-
based supply chain using a fuzzy decision-making method. 
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1. Introduction 

Today, with the increasing growth of technology, the form of business and business interactions with 

customers has changed completely. The technology and prosperity of the Internet has led to the 

emergence of new businesses and businesses, transforming many traditional businesses into the use of 

the Internet. Analysis and presentation of business data are used. Facilitating and optimizing the 

decision-making process, identifying business opportunities, increasing information sharing, 

communicating more effectively with customers, increasing the ability to prepare diverse and dynamic 

reports, and predicting the future of the organization are some of the benefits of smart business. [1]. The 

smart business environment is always dealing with a huge amount of data and this has created many 

challenges and opportunities. New information sources provide opportunities for new programs to 

improve the quality of activities. Investigating data from activities in different sectors of business has 

attracted interest from research communities in a variety of fields including data mining, energy and 

environmental sciences, social sciences, optimization, planning and transportation.  

Internet-of-thing (IoT) technology, as one of the largest sources of massive data generation, plays a very 

important role in business intelligence. However, producing, storing, maintenance and processing of 

this data will always have many challenges. Data privacy and security is a major concern for them. 

Social networking and data sharing, the uses of smartphones that dominate the most private sectors of 

today's life and many other challenges have always raised concerns for business owners [2]. Challenges 

that need to be thoroughly investigated because neglecting them can lead to irreparable damage. The 

supply chain is the core business cycle, so optimizing its processes can have a direct impact on business 

growth. Increasing the available data in business processes can make decision making in different 

sectors easier provided that there are fundamental solutions for the proper use of the data and 

appropriate operations for the proper analysis of data. Integrating of IoT digital technologies into supply 

chains requires a standard architecture to efficiently managing the complexities and resources [3].  

Digital supply chains are exposing new types of cyber risks to the digital economy. The impact of IoT 

technologies on supply chain cyber risk has rarely been discussed in the academic literature, and the 

digital economy currently lacks clarity on the individual levels of the strategic, practical and operational 

challenges of IoT digital technologies in the supply chain. For this reason, in this study, it has been 

attempted to investigate the cyber risks that will arise from the use of IoT in the supply chain by 

examining the literature on the subject as well as examining the supply chain of the fast-moving 

consumer goods (FMCG) industry (specifically the food and pharmaceutical industries) and using 

expert opinions. Then, by a fuzzy ranking method using Mikhailov [4] non-linear modeling method 

based on the analytic hierarchy process (AHP) method, the importance of each cyber risk is examined.  

In the first part, the literature review of the subject is examined in two categories: IoT and IoT based 

supply chain. In the second part, the cyber risks of the smart supply chain are analyzed with emphasis 

on the supply chain of FMCG companies and then by introducing the nonlinear fuzzy ranking method, 

the weight and rank of each cyber risk will be obtained. Finally, the results will be examined. 
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2. Literature Review  

In this section, we review the literature on IoT and its applications and research, and in the second 

section, we review the literature on an IoT supply chain that forms the basis of this research. 

 

2.1. Internet of Things (IoT) 

The IoT is a network in which every physical object is identified by a tag and interacts with other 

objects. This communication can be controlled and managed using technologies available on 

smartphones and tablets [5]. Using IoT technology, goods can have more advantages than electronic 

IDs [6]. Using IoT, as one of the largest sources of big data generation, has many benefits for smart 

living as well as smart businesses [7]. These benefits include improving operational processes, creating 

value, reducing costs and minimizing risk as a result of the transparency, interoperability, adaptability, 

scalability and flexibility created by the IoT [8]. In the IoT pattern, many of the objects around us fall 

into one form or other forms in the networks.  

Radio frequency identification (RFID) and sensor network technologies are increasing to meet this new 

challenge, and information and communication systems are inadvertently embedded in our 

surroundings. This generates huge amounts of data that these data should be stored, processed and 

presented in integrated and interpretable mode [9]. Cloud computing can provide the virtual 

infrastructure for such computing, with the ability to integrate monitoring devices, storage analytics, 

formatting, and customer delivery at the same time [10].  

The cost-based model that cloud computing offers enables complete software and hardware services for 

businesses and users to access on-demand applications from anywhere. Smart connectivity with existing 

networks and comprehensive computing using network resources is an essential part of the IoT. 

However, for the successful emergence of IoT prospects, there is a need for computation beyond the 

computing and mobile scenarios that use smart and portable phones and it evolves in the 

interconnectedness of everyday objects and the current intelligence in our environment [11]. Given the 

importance of this technology and the growing use of this technology and its capabilities, much research 

has been done to date. For example, Akyildiz et al. [12] investigated the use of IoT in bus transportation 

systems. Kelly et al. [13] investigated the effective implementation of the IoT to monitor orderly internal 

conditions through a low-cost versatile sensing system. Huh et al. [14] evaluated the management of 

IoT tools using blockchain technology. Much research has also focused on the connection between IoT 

and the creation of smart cities.   The technologies used to make cities smart are one of the most common 

applications of IoT [15 - 18]. Other applications of IoT, which are of great interest to researchers, 

include the study of this technology in the healthcare industry [15 - 18]. Much research has also focused 

on the development of IoT and its many applications in business development and business intelligence 

[19, 20]. In the following, we will explore further the use of IoT in the development and optimization 

of the supply chain. 

 

2.2. IoT-based Supply Chain 

The emergence of the Internet of Things and information technology has changed many concepts that 

smart business and therefore smart supply chain is one of them. As a result, many companies and 

organizations use information and communication technology to increase efficiency, reduce costs, and 

improve product quality [21]. A smart supply chain based on distributed and independent information 



55 

 

infrastructure comprises thousands of sources of information, in which different tools and capabilities 

are interconnected, using IoT or other similar technologies [22]. IoT is closely linked to big data 

analytics and it extremely permeates many areas to optimize energy efficiency and reduce 

environmental damaging effects. This is mainly related to the efficient use of natural resources, the 

intelligent management of infrastructure and facilities and the upgrading of environmental protection 

services. Likewise, big data and IoT applications have a great impact on facilitating and improving the 

sustainable development process of the environment [23].  

Today, the emergence of topics such as smart businesses or business intelligence with the use of big 

data production technology and the collection, storage, processing and maintenance of this data has 

given rise to new concepts such as the smart supply chain. In the context of a smart and sustainable 

supply chain, the volume of data production is growing rapidly and a large amount of information in 

various areas of the supply chain, such as raw material supplying and relation with supplier, material 

delivery to production sites, production and manufacturing, and facilities related to production planning 

and ultimately regular distribution in real-time and communication with retailers and end customers are 

available. This data is so valuable that it can be used in collaboration with supply chain planners and 

decision-makers and IT professionals to promote environmental sustainability.  

IoT technologies include a variety of sensors, data processing systems, wireless communication 

networks, and system activators in the physical environment [24]. Therefore, the term sustainable 

supply chain is a supply chain that describes the widespread development of advanced ICTs and their 

widespread use in various supply chain systems by utilizing secure, sustainable and efficient control 

tools, economic and social outcomes. Various researches have been carried out on the relationship 

between supply chain and its intelligentization using IoT. Many studies have examined the Radio-

frequency identification (RFID) and their relationship to supplying and distribution systems [25 - 27]. 

Other research has examined the issue of manufacturing and building smart factories with the possibility 

of energy storage and process control to create sustainability for a healthier environment [28, 29]. Table 

(1) lists some of the research that has been done on the relationship between IoT and supply chain. 

Table 1. Some IoT-based supply chain research. 

Research subject Reference 

Manufacturing and smart factories 

Comprehensive production Chen and Tsai [34] 
Big data analysis for IoT-based production Dai et al. [35] 

Intelligent design and production control Zawadzki and Żywicki [36] 

IoT-based production of cloud computing Wang et al. [37] 

Production planning and scheduling 

IoT-based supply chain performance evaluation systems Hwang et al. [38] 

Real-time scheduling Ivanov et al. [39] 

Big data analytics for RFID logistics data Zhong et al. [40] 

Active maintenance 

Forecasting using data mining and intelligent algorithms Kwon et al. [41] 

IoT-based preventive maintenance for fleet management Killeen et al. [42] 

Maintenance in digital manufacturing Bokrantz et al. [43] 

Quality beyond factory 

Smart things and quality management functions Putnik et al. [44] 

Quality Management in Product Recovery Using IoT Ondemir and Gupta [45] 

Information management for supply chain quality management Xu [46] 

Sustainability 

IoT empowerment in the green supply chain Chen  et al. [47] 

Sustainable Production Opportunities Using IoT-Based Supply Chain Kamble et al. [48] 
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3. Cyber Risks of IoT-based Supply Chain 

Risks are always around us, and governments, businesses, and individuals participate in risk-based 

decision-making every day. IoT systems include interoperability across multiple categories of physical-

cyber systems, integration of technologies related to business smart networks, intelligent transportation, 

smart supply chain and smart manufacturing. Such new technologies are associated with new types of 

risks therefore the methods for predicting and managing these risks are specially designed [30]. 

Therefore, to safeguard IoT deployment, while also benefiting from its economic value, it is necessary 

to systematically consider multiple risk factors. Because cyberattacks occur more and more frequently 

and they are increasingly targeting IoT devices [31].  

As cyberattack levels and capabilities continue to grow, the intensity of IoT attacks can be much greater 

than what has been observed to date. Therefore, one of the most important concerns for government 

policy as well as private sector business strategies regarding IoT products, platforms and services will 

be the adequacy of cyber security measures and techniques to minimize cyber risk [32]. Answering this 

concern is very important and the need to consider these risks. Because IoT capabilities create new 

types of cyber risks, they are not anticipated in the existing cyber risk assessment standards [33]. Risk 

assessment requires a thorough analysis of the data compatibility and capabilities of the network 

providers and data owners to develop, deploy, and cost-effective cyber security for important 

infrastructure. 

In this study, to investigate cyber risks of supply chain based on IoT, supply chain of FMCG companies 

was selected as a case study. These companies have products that make up a large part of people's daily 

needs. Much of the cost of households is spent on buying these products. Given the importance and 

applicability of these industries, we have used the opinions of experts in the supply chain and 

information technology sectors in this study. Since IoT is one of the most important sources of big data, 

therefore, it is necessary to identify the sources of data generation in this chain to investigate cyber 

risks. Figure (1) shows the most important big data sources for the FMCG supply chain [49]. The scope 

of IoT activities is in the supply, production and distribution of products.  

Information is collected and maintained via IoT systems and processed on cloud computing systems to 

be used to supply chain intelligence. Data are collected at each entry in the supply chain domain using 

computers, smartphones, tablets and a variety of sensors as IoT tools. The data are then processed using 

powerful processing systems and complete analyzes are made to make decisions as to the output of the 

smart supply chain system. Each of the IoT tools due to interactions in different parts of the supply 

chain can cause cyber breaches and threats to the supply chain. Given the interactive space in many 

parts of the supply chain, especially relationships with suppliers as well as customers, privacy is always 

an important issue. So there will be a lot of threatening space and cyberattacks. Distribution scheduling 

issues, especially for perishable products, are also critical issues in the FMCG supply chain, as 

disruptions to proper scheduling and distribution, problems with optimal routing, and the choice of 

high-traffic routes to distribute their products can pose a serious risk to supply and distribution as well 

as optimization of supply chain activities. According to the supply chain of FMCG companies, as well 

as the ways of entering big data and reviewing the literature of the subject and opinions of the active 

experts, cyber supply chain risks were identified in three areas of supply, production and distribution 

(Table 2). 
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Fig. 1. Big data sources in the FMCG industry supply chain 

Table 2. Cyber risks for the IoT supply chain 

Area Cyber risks Code 

Supply 
Lack of security and privacy program interacting with suppliers W1 

Disorder in transportation and delivery W2 

Production 

Insufficient monitoring of devices and systems to detect security 
incidents 

W3 

Lack of security in product design and ecosystem W4 

Disorders in identifying and treating the risks of products W5 

Lack of adequate security awareness and training for engineers W6 

Distribution and sales 

Failure to implement privacy risk management in interaction with 
customers 

W7 

Disorder of  product inventory checking W8 

Disruption of environment diagnostic programs and traffic W9 

Interference with schedules for distribution and sales W10 

 

Based on the information in Table (2), we can conclude that one of the most important concerns for 

interacting with suppliers of goods and services as well as customers is privacy. By using electronic 

tools and receiving information from suppliers and extensively working communications through 

smartphones and tablets, huge amounts of personal and financial information can be shared, providing 

security for these sectors can be one of the most important challenges and concerns. Therefore, 

understanding the cyber risks in businesses that are smartened by the IoT can be a factor in creating 

organizational peace and thus increasing efficiency. 

 

4. Methodology 

The research methodology used in this research is a survey type and in terms of purpose type, it is 

applicable because it seeks to apply a decision-making method to rank cyber risks based on the IoT-

based supply chain. Much of the information in the current study was collected by sending and 

completing questionnaires by experts of the field under study. The scope of research is some of the 



58 

 

FMCG industries (in particular food and pharmaceutical companies). In the present survey, opinions of 

35 experts in the supply chain of FMCG companies were utilized.  

The network structure of the problem was obtained through library review and literature review as well 

as interviews with experts and then verified using experts’ opinions. To ensure consistency of the 

questionnaires, the responses of the experts have been monitored visually. In summary, the evaluation 

framework for this research is summarized below.  

Identifying cyber risks in the IoT-based supply chain. To achieve this goal, using library studies and 

literature, the cyber risks and threats caused by the use of IoT in the supply chain were investigated and 

then the risks were refined validated by experts. 

Creating a hierarchical structure. The hierarchical structure of cyber risks was created for the IoT-based 

supply chain using the levels of goals, criteria and alternatives. This structure is shown in Table (2). 

The purpose of this structure is to investigate the cyber risks of the supply chain in terms of supply, 

production and distribution. 

Creating fuzzy judgment matrices. To analyze and rank the cyber risks in the smart supply chain, fuzzy 

pairwise comparison matrices are used based on experts' opinions by applying the AHP method. The 

linguistic criteria for the fuzzy pairwise comparisons used in this study are shown in Table (3). These 

scales are based on fuzzy triangular numbers. 

Designing and solving a fuzzy nonlinear mathematical model: To rank cyber risks in the IoT supply 

chain, a non-linear mathematical ranking method, based on fuzzy hierarchical analysis, is employed.  

In this study, a fuzzy ranking method is used based on hierarchical analysis, which was first proposed 

by Mikhailov [4]. In this method, the fuzzy pairwise comparisons matrix is first derived from triangular 

numbers and linguistic criteria (Table 3). 

Table 3. Linguistic scales for pairwise comparisons and their fuzzy equivalents 

Fuzzy scales Linguistic values  

Very Low (1,2,3) 

Low (2,3,4) 

Medium (3,4,5) 

High (4,5,6) 

Very high (5,6,7) 

These values are then used to rank the criteria using fuzzy nonlinear mathematical modeling according 

to the following relation. 
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where the values of the fuzzy triangular numbers obtained from the pairwise comparisons matrix   are 

substituted and then the created model can be solved. Since the model is nonlinear, it is not possible to 

be solved using simple mathematical programming methods. Therefore, software, such as GAMS or 

LINGO can be applied to solve the model created. In the present study, LINGO software is utilized to 

solve models based on pairwise comparisons matrix. 

After solving the model, the positive value obtained indicates that all the weights are completely true 

to the initial judgments, but if the index is negative, it can be found that the fuzzy judgments are not 

fully consistent or in other words, they are incompatible. 

 

5. Research Finding 

The main phases of assessing and ranking cyber risks in the smart supply chain can be divided into two 

general sections. In the first phase, expert opinions are extracted and merged using fuzzy questionnaires, 

as demonstrated by Tables (4) to (7). Then, using the nonlinear mathematical model presented in this 

study, the risks are ranked as illustrated in Tables 8 to 10. By incorporating the data from the pairwise 

comparisons tables obtained from the integration of expert opinions, fuzzy nonlinear mathematical 

models are formed and the resulting models are solved using LINGO software. As a result, the weight 

and ranking of each of the cyber risks are obtained in the areas of supply, production and distribution 

as presented in Tables (8) to (10). 

 

Table 4. Fuzzy pairwise comparisons based on integration of expert opinions for general supply chain 

areas 

 Supply Production Distribution 
A1 A2 A3 

A1 - - - - - - - - - 

A2 3.1 3 7 - - - - - - 

A3 3 3.1 5.6 2 2.5 2.5 - - - 

 

Table 5. Fuzzy pairwise comparisons based on integration of expert opinions for supply area 

 W1 W2 

W1 - - - - - - 

W2 3.1 4.3 6.1 - - - 

 

Table 6. Fuzzy pairwise comparisons based on integration of expert opinions for production area 

 W3 W4 W5 W6 

W3 - - - - - - - - - - - - 

W4 4.5 3.3 6.1 - - - - - - - - - 

W5 4.5 3 4.1 4.5 3 4 - - - - - - 

W6 3.1 3.25 6 3 4.1 4.1 2 2.3 2.6 - - - 

 

Table 7. Fuzzy pairwise comparisons based on integration of expert opinions for distribution area 

 W7 W8 W9 W10 

W7 - - - - - - - - - - - - 

W8 5.1 4.2 6 - - - - - - - - - 

W9 2.25 3.1 4.3 2.1 2.1 3.2 - - - - - - 

W10 2.5 4 4.4 3 6.1 3 2 2.1 3.2 - - - 

 

 

 

 



60 

 

Table 8. The weight and ranking of each cyber risk for the supply area 

Cyber risk Code Weight Rank 

Lack of security and privacy program interacting with 
suppliers 

W1 0.612734 1 

Disorder in transportation and delivery W2 0.387266 2 

 

Table 9. Weight and ranking of each cyber risk for the production area 

Cyber risk Code Weight Rank 

Insufficient monitoring of devices and systems to detect 
security incidents 

W3 0.273004 2 

Lack of security in product design and ecosystem W4 0.309915 1 

Disorders in identifying and treating the risks of products W5 0.240076 3 

Lack of adequate security awareness and training for 
engineers 

W6 0.177004 4 

 

Table 10. Weight and ranking of each cyber risk for the distributions area 

Cyber risk Code Weight Rank 

Failure to implement privacy risk management in 
interaction with customers 

W7 0.309915 1 

Disorder of  product inventory checking W8 0.211259 4 

Disruption of environment diagnostic programs and traffic W9 0.228911 3 

Interference with schedules for distribution and sales W10 0.249915 2 

 

By investigating the weights achieved from mathematical modeling, the extent of cyber risks in the IoT 

supply chain can be found. Subsequently, by normalizing the obtained weights, the overall ranking of 

cyber risks in the smart supply chain can be achieved. This ranking is shown in Figure (2), which 

indicates that privacy in the interaction with suppliers and customers is the most important issue among 

the cyber risks of the smart supply chain. Then, all the weights are normalized and the final ranking is 

obtained.  

 

Fig. 2. Normal weight of cyber risks in the smart supply chain 

Figure (2) shows the normalized weights that illustrate the importance of cyber risks in the IoT supply 

chain. 

6. Conclusion 

Nowadays, the advent of IoT technology and the wide range of applications using IoT, businesses are 

also looking to take the advantages of this technology. Meanwhile, the combination of the IoT concept 

and the supply chain as a business lifecycle has made many researchers examine the various dimensions 
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of this integration. Since the supply chain encompasses a large part of the activity of an organization 

from raw materials to distribution, a good understanding of the applications of the IoT technology can 

facilitate the optimization of a variety of processes in the organization. IoT can be one of the most 

important data producers, which can help in making real-time decisions in the organization if analyzed 

and processed properly. At the same time, since this technology is intertwined with the Internet, its use 

can always face challenges and concerns. The present study attempts to identify and understand the 

cyber risks that an IoT-based supply chain can deal with by identifying the sources of big data 

production in the supply chain of FMCG industries (food and pharmaceutical industries), as the case 

study. To investigate the significance of each of these risks, a fuzzy ranking method using nonlinear 

mathematical modeling was used. The research results indicate that privacy in interaction with suppliers 

and customers is one of the most important cyber risks of the smart supply chain in these companies. 
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