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ABSTRACT This paper presents an inclusive review of the cyber-physical (CP) attacks, vulnerabilities,
mitigation approaches on the power electronics and the security challenges for the smart grid applications.
With the rapid evolution of the physical systems in the power electronics applications for interfacing
renewable energy sources that incorporate with cyber frameworks, the cyber threats have a critical impact
on the smart grid performance. Due to the existence of electronic devices in the smart grid applications,
which are interconnected through communication networks, these networks may be subjected to severe
cyber-attacks by hackers. If this occurs, the digital controllers can be physically isolated from the control
loop. Therefore, the cyber-physical systems (CPSs) in the power electronic systems employed in the smart
grid need special treatment and security. In this paper, an overview of the power electronics systems security
on the networked smart grid from the CP perception, as well as then emphases on prominent CP attack
patterns with substantial influence on the power electronics components operation along with analogous
defense solutions. Furthermore, appraisal of the CPS threats attacks mitigation approaches, and encounters
along the smart grid applications are discussed. Finally, the paper concludes with upcoming trends and
challenges in CP security in the smart grid applications.

INDEX TERMS Cyber-security, cyber-attacks, cyber-physical system, voltage source converter, smart grid,
security attacks mitigation.

I. INTRODUCTION

Cyber-physical system (CPS) is considered a significant type
of digital technology in power systems, medical, industrial
control, communication, energy system, transportation, as
well as precarious infrastructures. The CPSs employ physical
as well as computational components to validate a process in
the real-time world [1]. The CPS has three main categories:
cyber, physical, along with cyber-physical (CP) elements.
The cyber parts of the software components do not have
a direct link with the real world. These elements comprise
computing, control, and communication to accomplish the
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system’s robustness, stability, reliability, and efficiency in
the physical systems applications. Meanwhile, the physical
refers to the physical elements or the hardware components,
which do not have a direct link with the cyber elements. These
hardware components comprise transmission lines, generator
stations, along load models. The CP refers to the equipment
that has direct contact with both the physical and the cyber
world. For the industrial control system, the actuator, the pro-
grammable logic controller, along with the sensor, are entirely
CP aspects because of their direct connections with the phys-
ical world. The actuator and the sensor wireless aptitudes are
also considered CP. Meanwhile, for the smart grid, the control
center has a CP aspect when disconnect/connect commands
are sent via the advanced metering infrastructure headend
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to the smart meters. Furthermore, the CP aspect can appear
in the smart meter itself because of its aptitude to carryout
cyber operations, e.g. sending measurements to the grid, and
physical operations, e.g. disconnecting/connecting electricity
services. Supplementary field instruments in the generation,
transmission automation, along with distribution plants have
a high existence of the CP aspect because of their direct
connections with physical aspects of smart grids. The expo-
nential growth in smart sensors, networking, data acquisition,
management framework, embedded controllers, and instru-
mentations empowered us to improve new applications and
systems that change our life [2]. The CPS brought innovation
to many industrial applications due to its prospect of integrat-
ing technologies from different sectors, transforming con-
ventional developments in numerous application areas, and
permitting new processes. These applications areas include
smart grids, industrial control systems, medical instruments,
and miscellaneous applications. CPS security and the security
of software and hardware systems employed in databases; are
critical and challenging because of their model [3]. As the
computation system needs to be incorporated into a sensitive
environment, challenges increase because of the computa-
tions required for real-time implementation.

The CPS has computational abilities that can sense the
embedded data from the framework and convert it into ben-
eficial information [4]. Indeed, the cyber system attained
the data from the physical system via sensors’ usage and
fed back the control signal to the physical system. This
useful data may be speed/current/voltage measurements,
energy consumption, or medical condition. Based on this
data, special action can be performed on the system, such
as control action or protection procedure against system
malfunction or fault condition. In the CPS, there is a
real-time reaction for each cyber action. These actions
greatly influence the safety of the physical environment and
increase CPS reliability [5]. Moreover, some CPS systems
require employing warning threat techniques in real-time
applications.

The CPSs greatly influence the smart grids, the transporta-
tion systems, and the digitally-controlled power electronic
systems. However, both cyber and physical instabilities may
have a negative impact on the smart grid’s performance.
Moreover, employing solid-state devices, e.g., diodes, thyris-
tors, bipolar junction transistors (BJTs), silicon controlled
rectifiers (SCRs), insulated-gate bipolar transistors (IGBTs),
and triode for alternating currents (TRIACs) in the conversion
of electric power and control is called power electronics.
Because of the digital features, the power converters have
inherited networking aptitudes. The networked power con-
verters can be employed in renewable energy generation
systems, smart grid [6], telecommunication, smart home [7],
machine drives, battery management systems [8], etc. Fig. 1
depicts the power converters with various control hierarchies.
The 3-tier is the widely employed hierarchy, which comprises
the regulatory controller at the 1% tier followed by subsystem
controllers and slave controllers.
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FIGURE 1. The control hierarchies for the power converters.

The supervisory controller may be a Programmable Logic
Controller (PLC) or other controllers able to monitor the
subsystem level controllers and hand over the user’s dynamic
commands, e.g., speed/torque commands along with emer-
gency commands, i.e., shutdown [9].

The supervisory level communication is not destined via
firm timing requisites. The subsystems comprise the trans-
former, the drive system, power converter module, etc. For
the converter module level, the information exchange can be
correlated to the power electronic building block modules,
which comprise the voltage and current measurements, error
flags along with pulse width modulation (PWM) references.
At this level, the communication should be isochronous for
the fixed packet size at a fixed rate [10]. The power con-
verter components can be subjected to numerous serious
threats, attacks, faults, false data injection attacks, unpre-
dicted failures, and cyber-physical switching attacks [11].
As an example of the power electronics applications, the
machine drives typically comprise speed or torque reference
feedback signals for the process optimization. Moreover,
the reliability along with security is the most critical con-
ditions in the power converters [12]. The system reliability
can be assured if correct fault detection and tolerance are
employed and accurate encoding signaling of faults. Thus,
a hardware-based interference-detection and attack blocking
solution well-matched with the equipment’s time constants
may be favored at the component level [13]. Moreover,
the complexity of the physical and cyber components in
the digitally controlled power electronics applications can
make the system unsecured against threats and constraints.
These threats include the interruptions and malfunction of
the physical infrastructures and the communication abilities
of the CPSs. Therefore, digitally-controlled power electronics
systems must be reliable and secured from serious attacks and
threats.

The CPS attack mitigation must be performed via
a defense-in-depth pattern using detection and reaction
methodologies to protect and employ them at different lev-
els. The defenses against the CPS severe attacks can be
categorized into prevention, detection, and response [14].
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The prevention of denotes security techniques that prevent
attacks by providing verification, security policies, and net-
work segmentation in the CPS. Meanwhile, the attack detec-
tion techniques are designed to identify the strange/irregular
behaviors and attacks in the CPS system. As most of the CPSs
are real-time constraints, a security technique may need to
operate automatically to mitigate the attack quickly.

In the digitally-controlled power electronics systems,
smart devices are responsible for carrying the power flow
and transmitting the data for monitoring and control appli-
cations [15]. The intricacy of the digitally-controlled power
electronic system has emphasized the future challenges to
its security and resilience. Moreover, cyber integration needs
considerable investments in CPS security designs and pro-
motions to contradict cyberspace’s unexpected patterns and
attacks [16]. Thus, the CPS must be designed and practically
implemented to be straightforwardly extendable and acces-
sible. Indeed, the CPS security solution will include both
the hardware and the software-based solutions with various
defense layers against the cyber-attacks.

The CPS’s significant focus in the digitally-controlled
power electronics applications is the investigation of com-
posite attack patterns. The attackers can comprehend trickery
patterns by exploiting both zero-day and known vulnerabil-
ities in the power electronic system. Also, the threats of the
attack can cause power supply failures, cascaded failures in
the system. It can also damage consumer instruments and
threaten the human safety. Thus, the evaluations of vulner-
abilities and flexibility alongside the CPS attacks will pro-
vide the bases for inclusive protective strategies as well as
emergency responses for the serious electrical power struc-
ture [17]. Investigating the CPS attacks threats in power elec-
tronics systems and the security approaches’ improvements
are non-stop research areas.

The cyber as well as the physical security assessments
are necessary for securing the digitally-controlled power
electronics systems. Still, neither direction alone can afford
comprehensive identifications and solutions despite integrat-
ing the other. Though various discovered attack threats in
the CP systems are supplemented with detection, protec-
tion, or attacks mitigation approaches, some of the unknown
threats still endure for being addressed. Moreover, employing
the CPS in the digitally-controlled power electronics sys-
tems can be subjected to various vulnerabilities as well as
approaches; the famous threats can provide fast reappraisal
according to the new developments [18].

The conventional cyber analysis may not work for the
digitally-controlled power electronics applications due to the
interruption into cyber-asset. This action needs reconsidera-
tion of the customarily used security approaches to indicate
the physical and cyber systems’ interconnection. A composite
CP analysis of the power electronic system and the related
cyber design requires establishing criteria for evaluating the
CPS vulnerabilities [19].

This paper presents a comprehensive survey as mapped
in Fig. 2 of the digitally-controlled power electronic system
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FIGURE 2. Security taxonomy for power electronic CPS.

CPS focusing on the security, threats, vulnerabilities, attacks
mitigation approaches.

We believe that the CPS research topic is valuable to pro-
vide an intensive overview of the previous surveys to present
the CPS research trends and its challenges systematically.

As depicted in Fig. 2, the power electronics system CPS
focuses on the CPS security systems of the power electronics
in the networked smart grid and the industrial control system.
Indeed, the users’ privacy for innovative technologies in the
smart grid and the industrial control system must be secured;
as various sensors can be employed, which can be subjected to
sensitive information leakage. Furthermore, the data collec-
tion from CPS operation over long time intervals can reveal
behavioral patterns of users that allow their characterization
along with identification beyond the scope of applications,
violating privacy rights. Moreover, after recognizing the CPS
vulnerabilities, it is necessary to employ defense techniques
for preventing the CPS attacks.

Various survey papers have been conducted on the CPS
security of the smart grid as illustrated in Table 1. However,
the main scopes of this paper are: presenting a comprehensive
background on the CPS security in the power electronic
systems applications, potential threat sources and their moti-
vations are extensively surveyed, existing vulnerabilities in
the networked smart grid are presented with highlighting
the main reasons with real examples, introducing the impact
along with vulnerability analysis of the control, communi-
cation as well as physical layer employed for handling the
voltage source converters, existing control mechanisms for
the networked smart grid are summarized by identifying the
unsolved issues, introducing research trends and challenges
in securing the CPS in the networked smart grid, according
to this review, further research problems are addressed and
their early solutions as future directions.

This paper is organized as follows; Section II presents the
architecture of digitally-controlled power electronic CPSs.
Scenarios of cyber-attacks on the networked smart grid are
addressed in Section III. Section IV introduces the CP view-
point of networked smart grid security. Section V presents
the power electronics CPS security threats. Section VI offers
the power electronics applications CPS security vulnera-
bilities. Section VII presents the CP vulnerabilities in the
smart grid. Section VIII introduces the analysis and impact
of cyber-attacks vulnerability on controlling the voltage
source converters. The CPS attack mitigation techniques are
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TABLE 1. List of CPS surveys on the smart grid.

Survey Content Survey Area Year of Publication Reference

Survey on protection methods for large renewable | Power electronics, smart grids, IoT, technological 2021 [15]
integration in smart grids, wireless charging in EVs, power | innovation, voltage control, market research,
technologies for CPS reliability, transactive smart railway | renewable energy sources
grid, along with real-time simulation of shipboard power
systems.
Survey on the different types of cyber-attack detection and Cyber-physical power system, CPPS modeling, 2020 [18]
mitigation control approaches for the power system CPPS simulation, cyber-physical social system

(CPSS), cyber-attack, cyber security, and smart grid.
Survey on the model-based and the data-driven algorithms Cyber-physical attacks, smart grid, data-driven 2020 [40]
for detecting the FDI attack according to the pros and cons detection algorithms, machine learning, false data
of each algorithm. injection, model-based detection algorithms, state

estimation, and stealth attacks.
Survey on cyber-physical smart grid testbeds for providing a | CPS, testbed, and smart grid 2017 [80]
taxonomy along with insightful guidelines for  the
development and identifying the significant features and
design decisions while emerging future smart grid
testbeds.
Survey on industrial CPS monitoring and control based on | CPS, system monitoring, data-driven, fault 2018 [92]
data-driven realization. diagnosis, plug-and-play control, and smart grid,
Survey on different prospects, merits, approaches, and | Smart grids, blockchain, consensus algorithm, 2019 [123]
technical challenges of employing the blockchain technology | industries, renewable energy sources
in the smart grid.
A survey on the implementation of differential privacy in the | Differential privacy, CPSs, smart grid, health care 2020 [135]
healthcare and medical systems, the energy systems, | systems, industrial [oT, and privacy preservation.
transportation systems, and industrial IoT.

addressed in Section IX. Section X presents the CPS security
challenges in the networked smart grids. Finally, Section XI
concludes the paper.

Il. ARCHITECTURE OF DIGITALLY-CONTROLLED POWER
ELECTRONIC CPSs

Fig. 3 illustrates the structural design of AC smart grid-
tied voltage-source-converter system. As depicted, the entire
power conversion chain has six stages: the input stage, the
grid-connected voltage source converter stage, the input-side
power converter stage, DC voltage stage, the cyber stage,
along the AC grid stage.

This structural design is the most generally employed for
interfacing renewable energy sources such as the PV, wind,
energy storage systems [20], and the electric vehicle charging
arrangement with the networked smart grid [21].

For enhancing the networked smart grid’s robustness along
with resiliency, the voltage source converter systems are
expected to be connected via communication links into a
particular comprehensive CP networked smart grid.

The detailed control stages can be discussed as follows:

A. THE PHYSICAL STAGE
On the left side of Fig. 3, the standard input power
sources/sinks are placed. In the input stage, some units, e.g.,
energy storage system, the grid can absorb or inject the power.
The power exchanged between the input-side along with
the intermediate DC stage, can be regulated via input-side
converters. These converters are employed for exchanging the
energy between the input-stage along with the DC voltage
stage. Indeed, the DC stage is used as a power buffer between
the input as well as the AC stage for operating autonomously
from the AC stage as in the DC microgrid [22].
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To integrate the source from the input stage into the grid, a
grid-connected voltage source converter operates as an inter-
face between the DC-link stage and the AC grid. As illustrated
in Fig. 3, their output is connected through the interface filter
to an AC microgrid, standalone AC loads, or an AC grid.

Based on the interconnection between diverse AC stages,
numerous standards are appropriate. In the networked smart
grid, the main concern lies with the grid current regu-
lation with high power qualitative signatures at the tran-
sient’s occurrence (voltage swells, voltage sags, as well
as unbalances) [23]. Lately, an increasing number of
grid-supplementary services correlated to grid voltage and
frequency support are likewise mandatory [24]. Moreover,
their performance in the less inertia autonomous system (i.e.,
microgrids) can be basically controlled by sharing aptitudes
for reactive as good harmonics throughout the transients,
steady-state, and the active power.

B. THE CYBER STAGE

The networked smart grid contains various voltage source
converters. Together with traditional synchronous generators,
they conjointly control the grid as well as all of these units is
considered an agent for a standard part of a smart grid with
interconnected voltage source converters.

The communication topology can be distinct as the phys-
ical layout of the network nodes along with the connecting
cables. The most widely employed communication topolo-
gies are star, bus, ring, dual ring, tree, mesh, daisy chain,
and hybrid as depicted in Fig. 4 [132], [138], [162], [209].
This figure shows the graphic depiction of both the cyber
structures, as the dotted lines refer to the information flow.
In general, for the power converters, the most employed
control topologies are star, bus, ring, along with daisy chain.

VOLUME 9, 2021
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FIGURE 4. The communication topologies for the cyber structures: (a) Star topology (b) Bus topology (c) Ring topology (d) Daisy chain topology.

Fig. 4(a) depicts the star topology, which is the simplest
topology as each power electronic building block is con-
nected to the subsystem master controller through a single full
duplex connection. A very simple communication protocol
is adequate. Though, this topology restricts the maximum
number of power electronic building blocks connected to the
master controller; it is less resilience and hard to scale up.
Indeed, it requires complex wiring, circuit along with dense
computational load executed upon the master making it a
vulnerable single point of failure.

Fig. 4(b) depicts the bus topology, which has a common
trunk shared via all the power electronic building blocks
connected to the master. It is quite easier to add a new
power electronic building block making it flexible. Instead,
it needs a complex communication protocol with extra
features.

Fig. 4(c) depicts the ring topology [25]. In this topology,
the power electronic building blocks are connected one after
another, therefore, it needs only one pair of transmitter along
with receiver making it scalable, though a complex communi-
cation protocol is needed for supporting the synchronization.

VOLUME 9, 2021

Fig. 4(d) depicts the daisy chain, which is a sub form of the
ring topology without the loop back to master. This topology
is a scalable one but is vulnerable to single point of failure.

Each agent has a distributed controller that can process the
data from local and neighboring agents and from other remote
locations. These data can be acquired via employing phasor
measurement units (PMUSs) that include the dynamic voltage
phasors. The communication between the local controllers
and the PMUs can be accomplished in a centralized manner,
as the measurements from entire agents are centrally gathered
for processing and decision making. Supervisory control and
data acquisition (SCADA) system is considered the most
effective technique of coordination between agents as in [26]
for easing the monitoring in the smart grid networks. For
higher numbers of agents, this technique not only needs sub-
stantial communication resources, but it is also susceptible to
probable cyber-attacks.

The decentralized control denotes a scheme as only local
measurements are employed. Meanwhile, the distributed con-
trol paradigm is flexible as the computational resources are
consistently allocated to attain coordination. Therefore, low

38575



IEEE Access

M. Amin et al.: CPS Attacks Mitigation Approaches on Power Electronic Systems With Security Challenges

soccccs eeccccccccccccccccccccccnne,

H '

)
ot Frequency control H )
%: 1 Hz Energy Management System | } Cye:‘ at:ks
o0 Reactive Power Support y v
=H
= N\
> E 10 Hz DC Voltage

' Control

f ------------------ '

i :

100 H. . H

: £ Virtual . :
£ Impedance Eaiidenl |
g1 1kHz through '
7]
2 E ' AC Current | :

! ) Control E

)

1 10 kHz Switching and Sampling ] E

p '

A}

FIGURE 5. Traditional control structure for 2-level voltage source
converter - Secure as well as vulnerable control layers alongside
cyber-attacks.

L Le
|—G| PCC G
S
VSC+LILC) ~ S VSC+LC 3
<T> filter §1 G@ @ Sfilter S

(a) (b)

FIGURE 6. Voltage source converter representation with basic types:
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bandwidth communication channels are used for accomplish-
ing the same function. Nevertheless, it provides noticeable
criteria of valuation of interruption attempts, vulnerability to
cyber-attacks cannot be essentially assured for coordinated
attacks [27], [28]. This can be clarified because inadequate
information exists in every node, which does not function as
sufficient inclusive information for cyber-attack detection.

Fig. 5 depicts an outline of the control functions of
AC-grid-connected voltage source converters according to
their timescales. As depicted, the control loops are illus-
trated next to each other for operating simultaneously (i.e.,
DC-link voltage control along with synchronization [29],
fault-ride through (FRT) along with AC current control [30],
or active damping as well as virtual impedance/admittance
control [31]).

C. THE ROLE OF VOLTAGE SOURCE CONVERTERS
In the microgrids, along with the renewable-based power
systems, the voltage source converters’ main role is catego-
rized as the grid-feeding, grid-supporting, and grid-forming
units [32]. These roles can be addressed as follows:

1) Grid-feeding voltage source converter unit: This unit’s
main function is injecting a definite current into the grid.
Thus, they are signified as current sources, as depicted
in Fig. 6(a). For real-time implementation, they contain a
dedicated synchronization unit, an outer DC voltage control
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loop, as well as an inner current control loop with embedded
passive or active damping [33]. In order to generate the
current command, outer power controllers are employed for
supplementing the DC voltage controller.

2) Grid-forming voltage source converter unit: This unit
is employed for regulating the local voltage. Thus, it is sig-
nified as an ideal voltage source, as depicted in Fig. 6(b).
Because of its rigid voltage regulation, this unit is deliberated
as the system’s master, which outlines the local AC grid.
Consequently, this unit does not require to have any dedicated
synchronization along with power-sharing aptitudes. For the
real-time implementation, this unit can be realized through
an inner current loop along with an outer voltage loop [34].
This functionality is utilized as an elementary philosophy in
standalone applications as the microgrid [35].

According to the paralleled voltage source converters in
the standalone microgrid, the principal control law can be
employed for both reactive along with active power to align
the frequency w* along with the voltage reference V* respec-
tively for synchronization as illustrated in (1), (2):

V* = Vyr — No (Q — O%) (n
w* = wrep —Mp (P — P¥) )

where Vier, wrr, O, P* denote the global voltage, frequency,
reactive and active power references, respectively. Mean-
while, Ng, Mp, Q along with P represent the reactive power
droop, active power droop, measured reactive as well as active
power, respectively.

3) Grid-supporting voltage source converter unit: this unit
comprises of wider spectrum of control functionalities, from
grid frequency/voltage support, reactive/active power sharing
to impedance/admittance emulation along with virtual iner-
tia [36].

Ill. SCENARIOS OF CYBER-ATTACKS

This section addresses the main causes and the cyber-attacks
scenarios on the networked smart grid. Furthermore, it dis-
cusses the cyber-attacks impacts on the networked smart grid
by considering the technical failures and triggering events’
resultant effects.

A. CAUSES OF CYBER-ATTACKS

The networked smart grid in its structure comprises commu-
nication systems along with hybrid of power, which renders
vulnerabilities that can be compromised during the cyber-
attack. These vulnerabilities include confidentiality, integrity
along with availability, or the CIA abbreviation [37].

The networked smart grid is characterized as a CPS as
depicted in Fig. 7, which comprises sensor/actuator, physical,
network, information, and control layers. Each layer’s opera-
tion is conceivable but does not certainly mean an interruption
detection component or system prerequisites to be applied in
the whole layer. Information can flow between entire layers
as they maneuver merely in a cycle [38].

Cyber-attacks can appear in numerous forms. Its main
definition is human-made manipulation of the smart grid
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TABLE 2. Cyber-attacks in the smart grids.

Transmission Distribution Instrument System Type of Attack
System System

State Estimator N N DoS/FDI
SCADA N N N DoS/FDI
Data Concentrator N N N Delay/FDI/Jamming
Power Market N N DoS/FDI/Delay
Communication Channel N N N Delay/Jamming/DoS
Phasor Measurement Unit N N N Delay/Jamming/DoS
Remote Terminal Unit N N N Delay/Jamming/DoS/FDI
Intelligent Electronic Device N N Jamming/FDI
Advanced Meter Infrastructure N N Jamming/FDI
Programmable Logic Controller N N N Jamming/Delay/FDI
Control System N N N DoS/FDI

and conveying the power flow to where it is unassigned
via the network operator, as illustrated in Table 2. Different
interoperability layers in the networked smart grid comprise
function, physical, and business layers.

These layers are interrelated via a communication layer for
information exchange attack surfaces that are broader than
those illustrated in Table 2. Though, in this table, the most
common surfaces that can be attacked in present modern
power systems are reviewed as a basis for identifying the
common attacks domain as well as type.

These attacks include denial of service (DoS), false data
injection (FDI), insertion of worms or malware, energy
theft [39], as well as physical damage of the smart grid, e.g.,
causing apparatus to self-damage [40]-[42].

« The DoS attacks can be recognized via jamming the
communication channels by the attacker. These attacks
aim at the electronic maneuvers and attack the routing
protocols for cramming the communication channels
and causing delays. Indeed, the DoS attack can restrict
the legitimate user’s access to the services along with
resources via overflowing the communication network
with excessive traffic [43].

. FDI attack scenarios are recognized when the attacker
injects false data on the control center’s communication
line and the field sensors. Thus, the attacker can disturb
the state estimation processes and betray the network
operator [44]. The FDI attack can result in various
outcomes relying on the intention of the intruder, which
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comprises error in the locational marginal prices (LMP)
for illegal market profits, energy theft, along with phys-
ical destruction through the network. FDI attacks can
affect the LMP by confusing the state estimation, which
then unsympathetically involves the contingency anal-
ysis processes [45].

« Insertion of worms or malware can range from mali-
cious software that operates in backgrounds to deceler-
ate the smart grid computers’ operations via employing
Trojan software for stealing the certificates of practical
security [46].

To detect cyber-attacks on the Internet-of-Things (IoT)
applications, the sensors available in the system is utilized
along with monitoring the physical system possible models.
Cyber-attack does not nearly have to arise in the power sys-
tem itself. It can initiate from different systems that frequently
interrelate with the grid, e.g., electric vehicle (EV) supply
equipment [47]. In [48], the malware attack model has been
designed to attack the infrastructure of the EV, along with
its communication systems when EVs are charging. In some
cases, attacks can be undetectable, e.g., malicious data injec-
tion attacks that can change the measurements values without
being identified; thus, serious consequences can occur.

Based on the engineering perception, the smart grids
can be subjected to cyber-attacks owing to the widespread
and dependence on intelligent electronic devices (IEDs)
[49]-[52], distributed advanced metering infrastructure
(AMI) [53], as well as wireless and off-the-shelf
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communications components along with systems through
the power network. The cyber infrastructure can increase
autonomous decision-making and the system’s connectivity
via regular information protocols that frequently have visibly
documented vulnerabilities. The energy industry privatiza-
tion and market deregulation have increased the competition
between energy suppliers to improve consumer-centricity.
Moreover, threats can occur in the form of disappointed utility
insiders, electricity customers, as well as cyber-attacks.

B. CYBER-ATTACKS IMPACTS ON SMART GRID

In the networked smart grid, control systems are further
vulnerable due to their coupling with new communication as
well as information technologies along with the CPS physical
controllers [54]. The distribution management system (DMS)
in distribution networks along with the energy management
systems (EMSs) in the transmission networks are critical
equipment systems that are significantly influenced or abused
throughout the attack. These platforms are used for collecting
the data from distributed or remote meters along with sensors
through the network. Via injecting false meter data as a cyber-
attack, the DMS or EMS functions at the control center will
be deceived through the state estimators that can make power
dispatch, inaccurate decisions on contingency analysis, and
even billing transactions [55], [56].

Smart grid has synchrophasor-based cyber-security that
can provide real-time data to the EMS for controlling and
monitoring the physical network [57], [58]. Modern syn-
chrophasor instruments, e.g., digital fault record (DFR),
PMU, along with protecting relays with PMU functionality,
are vulnerable to various errors [59], [60]. These comprise
cyber-attacks, which is considered a challenging issue as the
equipment is intertwined with numerous legacy instruments
with protection/no protection alongside cyber-attacks [61].

In [62], CPS security has been analyzed where a trickery
attack has targeted the actuators, sensors, and actuators and
sensors. The FDI attack probability relies on two possibilities:
(i) the hacker can control the sensor nodes as well as (ii) the
hacker knows the system perfectly or its precise topology
at entirely instants throughout the attack [63]. Commonly,
the most significant influence of an attack can be recognized
when the attacker has access to the SCADA systems and
performs control actions [64]. The attackers can settle raw
data measurements that result in unobserved errors to factor
into estimates of state variables e.g., bus voltage magnitudes
and angles. This can arise when the attacker takes the merits
of small errors tolerated through state estimate approaches.
Eventually, this numerously threatens the security of the
power system [65]. The state estimation disturbances can
increase the state estimates mean square errors and fluctu-
ations in the electricity market’s simultaneous prices. The
impact of invalid state estimates for mean square errors can
make the network operators make incorrect decisions, and
alterations in the real-time prices of the electricity market can
profit only the attacker [66].
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Through the FDI attacks, the smart grid can undergo
load redistribution attacks, economic attacks, or misleading
energy attacks. The economic attack is a sort of FDI attack
that can affect the deregulated electricity market operations,
which includes two markets: the real-time market and the
day-ahead market. In this case, the attacker can handle the
market prices of the power along with acquiring financial
gains.

For the load redistribution attack, the smart grid operation
can be effected via hacking on the security-constrained eco-
nomic dispatch (SCED) [67]. The main purpose of the SCED
is to reduce the cost of the whole system operation; though,
in case the raw measurements are handled via the attacker,
the SCED will cause an overload of the lines. The latter
may not be detected by the system operator and originates
significant physical damages to the smart grid.

The deceptive energy attack can affect the distributed
energy routing process; basically, this is a scheme for iden-
tifying the optimal energy routes for a generation or load
demand. In case the measured data is corrupted, inaccurate
energy demand or supply messages can be recruited [68].
Generally, cyber-attacks can impact four foremost aspects
of the huge power systems: energy market, state estima-
tion, voltage control, and automatic generation control. FDI
attacks can deceive the system operators by believing that
the operating conditions’ status is safe both economically and
physically when they are not [69].

Moreover, the FDI attacks can affect the system’s secu-
rity stability. For detecting the FDI attack, spatiotemporal
cyber-state correlations can be employed.

Via monitoring the progressive consistencies of the spatial
correlations between state estimations, potential anomalies
can be detected [70].

The attacker can affect the communication network via
attempting to connect and dial-up to intelligent electronic
devices or a remote terminal unit (RTU). This can permit
them to spy on telecommunications, perform a wide-area
network (WAN) transmission or a local-area network (LAN)
as depicted in Fig. 8. The attackers can similarly attack
the corporate information technology (IT) systems and gain
entrance access to the connected SCADA or EMS systems;
internet service providers (ISP) and telecommunications can
also be attacked. The smart grid suppliers are dependent on
corporate IT systems as well as their connected SCADA
systems can increase the electric smart grid vulnerability
significantly [71].

Cyber-attacks, along with disturbances, can arise numer-
ous times from a single origin as well as extend to diverse
areas. In the electric vehicle charge stations, the consumer
can charge its EV at numerous stations; thus, the malware can
spread due to the communications between electric vehicle
charge stations and vehicle-to-infrastructure. The EV attack
can apply to the electric vehicle charge station’s smart grid
infrastructure to the utility systems [72]. The power systems
and transportation integration can leave numerous open doors
for the attackers. Particularly in the connected environment,
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FIGURE 8. The infrastructures of the advanced metering.

e.g., the infrastructure of the EV, comprising electric vehicle
charge stations, EVs, meters along with other roadside infras-
tructures as well as when intensely integrated with severe
infrastructure systems [73]-[75].

IV. CP VIEWPOINT OF NETWORKED SMART GRID
SECURITY

A. SMART GRID AS A CP SYSTEM

The smart grid is built on a vast physical infrastructure of
electrical power systems that can be categorized into gen-
eration, transmission, and distribution systems [24]. In the
conventional power system operations paradigm, the elec-
tricity is generated in power plants and delivered along with
the transmission systems to the customers in the distribution
systems. The EMSs placed in control canters can monitor
as well as control this unidirectional process via employing
SCADA systems [76]. These SCADA systems are typically
hosted on dedicated communication infrastructures, includ-
ing the local area networks, wide-area networks (WANSs), and
field area networks. The networked sensors’ main function is
to collect measurements, such as currents as well as voltage,
then transmit the data to the control system via employing
remote terminal units (RTUs) in the SCADA system. These
RTUs are liable for the actuators’ operation for adjusting
topology and the dynamic system parameters [77].

The physical systems of generation, transmission, and dis-
tribution are interconnected via transmission lines and sub-
stations positioned in the field.

On top of these infrastructures, regional transmission
organizations, along with independent system operators,
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coordinate the system’s operations among service providers
and consumers in the electricity market. Fig. 9 depicts the
infrastructure of the entire networked smart grid, identified by
the National Institute of Standards and Technologies (NIST),
which comprises 7-domains of generation, transmission, dis-
tribution, electricity markets, operation, service providers,
along with customers [78], [79].

In the networked smart grid, innovative technologies
have transformed the conventional power systems in var-
ious areas [80]-[82]. The upward integration of renew-
able energy systems enhances the economics along with
the sustainability of generation systems. The distributed
energy resources (DERs) permit customer-side power gen-
eration as well as management with more reliability and
flexibility, converting the existing patterns of power flows
from unidirectional into bidirectional. In the transmission
systems, the phasor measurement unit (PMU) employs a
global positioning system (GPS) for providing more pre-
cise, frequent, and reliable synchronized measurements,
enabling the wide-area monitoring, protection, and con-
trol (WAMPAC) implementation over high-speed commu-
nication networks [83]. The AMI systems with numerous
smart meters in the distribution systems provide new 2-way,
real-time communications in the smart grid, which endorse
various profits from energy management, demand response,
along with consumer engagement. Moreover, the increas-
ing existence of energy storage, electric vehicles, and other
emerging approaches are consistently introducing innovative
changes to electricity generation, transmission, as well as
distribution.
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FIGURE 9. The networked smart grid conceptual model via NIST.

The communication systems, information, as well as com-
putations in the smart grid have instituted a global cyber
infrastructure interlinked with the physical systems. The
commands as well as measurements are regularly generated
and transmitted between cyber and physical systems. The
physical systems measurements mainly consist of analog data
and status data: the status data comprises the smart grid
components; the analog data represent the system dynam-
ics measurements. Basically, in the measurements, operators
determine the optimum control strategies as well as produce
the control commands for coordinating the actuators in the
physical systems [84].

During the fault or disturbance occurrence, diagnostic logs
are recorded via employing add-on recording instruments to
support the location, assessment, mitigation, as well as repairs
at the emergencies.

The sensor measurements can be processed via employ-
ing distributed along with centralized computation instru-
ments positioned at different places in the smart grid. In the
conventional centralized operations, critical calculations in
the EMS, comprising optimal power flow (OPF), the state
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estimation (SE), automatic generation control (AGC), along
with economic dispatch (ED) are hosted in the control cen-
ters. For better efficiency, resiliency, and flexibility, the latest
advances in intelligent electronic devices along with pro-
grammable logic circuits have increased the employment of
localized as well as distributed computations in the smart
grid [85].

In the smart grid, communications have been mainly
hosted on registered networks as well as SCADA systems.
Industrial protocols, e.g., DNP3 as well as International Elec-
trotechnical Commission (IEC 61850) have been established
for communications between and within substations along
with control centers [86].

New communication standards are being performed in the
smart grid to accommodate the integration of energy stor-
age, renewable energies, and PMUs. Furthermore, due to the
increasing efficiency requests and cost pressures, the smart
grid also increasingly depends on public communication
infrastructures.

Via employing the ICT interfaces, the industrial control
systems can access the internet. Two-way communications
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between customers as well as service providers are also
widely established via the AMI system, permitting flexible
demand response for economic profits along with reliability.

B. CP SECURITY OF THE SMART GRID

In the smart grid, the security challenges have been widely
increased in both cyber along physical spaces [87]. The
power systems have intrinsic physical vulnerabilities, which
can cause massive blackouts from incidents. The renew-
able energy sources integration can suffer from non-linearity,
uncertainty, time-variance to existing power systems, and the
new patterns from DER are inducing substantial influences
on the stability [88].

The cyber-integration has vital security challenges, as great
threats arise from the attacker’s aptitude to launch remote,
trickery, simultaneous, as well-coordinated attacks from the
cyberspace. The scheme of informed attack can cause serious
damages along with disruptions such as power blackouts,
service interruptions, economic losses, to life-threatening
threats, where societal, personal, as well as national securities
may entirely be influenced [89].

The research on the security of the smart grid CP advances
on a frontier of CPS, determined at the physical security inter-
section of energy and power systems and the cyber-security of
communication, information, and computation systems [90].
The strengths incorporation of cyber and physical security is
a significant requisite for the resilience and security of this
critical infrastructure.

1) CYBER-SECURITY

Cyber-security is considered a significant component in smart
grid development [91]. The principles of integrity, confiden-
tiality, as well as availability have been established for the
system’s information security.

The firewalls, along with intrusion detection sys-
tems (IDSs) have been employed to protect field devices as
well as control centers against exterior intrusions. Indeed,
secure protocols have been established for protecting the
SCADA communications within and between control centers,
actuators, along with substations. Secure wireless or wired
networks have also provided reliable communications for the
emerging AMI and PMU systems.

Meanwhile, the smart grid’s cyber-security also prereq-
uisites further accommodate physical properties, dependen-
cies, and power systems requirements. For instance, denying
the access to an account after several unsuccessful log-in
attempts; is regularly undesirable in the power system control.
Attackers may employ a mechanism to lock operators out of
the system, causing ruinous consequences [93] .

Furthermore, in the smart grid, signature-based IDSs and
anomaly also requisite the adaptation of diversifying and
emerging patterns for identifying the malicious attempts
effectively. Indeed, the real-time data streams also have
big data challenges to the analysis of the cyber-security in
the smart grid. Moreover, there is a crucial requisite for
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incorporating the physical aspects into the smart grid’s cyber-
security [93].

2) PHYSICAL SECURITY

The power system’s physical security can be protected
via the evaluation along with the screening of the contingen-
cies. The contingency analysis (CA) assesses the security of
the power system after trustworthy inadvertent contingencies
on the selection of operating points [94]. Usually, the CA can
cover disturbances, faults, as well as planned outages, among
others.

The constraints of contingency-related security are subse-
quently established via the CA for guaranteeing the power
systems’ survivability with marginal interruptions to the elec-
tricity delivery. For the smart grid, the analysis of both steady-
state, as well as transient security power systems serves as the
foundation of CP security. Nevertheless, the emerging CPS as
well as the interconnected power systems, have challenges to
the analysis of physical security.

The CA complication and cost is increasing dramati-
cally when the system scales, interpretation it challenging
to implement N — k security or conduct multi-CA in bulk
power systems [95]. The complexity and heterogeneity of
software, operations, and hardware in power systems also
limit the precise and timely evaluation of remotely located
incidents whose influence could propagate over a long dis-
tance at the speed of electromagnetic waveform. With-
out adequate wide-area coordination, various local remedial
actions may compete, rather than collaborate, with each other,
causing deteriorate influences, i.e., blackouts or cascading
failures [96]. Furthermore, cyber-integration can introduce
emerging challenges. Most systems as well as field devices
are not designed with adequate security features alongside
malicious events, especially from cyberspace.

As the cyber-integration can expose the system to access
resources as well as points in cyberspace, researchers have
been revealing vulnerabilities, both indefinite and zero-day,
in the evolving smart grid. The shortage of adequate protec-
tion alongside coordinated cyber-attacks could be disastrous,
as demonstrated in the cyber-attack on a Ukraine regional
grid [98]. They were automated along with intelligent sys-
tems, which have been designed to improve the reliability as
well as the security of the system, maybe turned as weapons
alongside the smart grid itself. With all these developing
threats, the conventional power system security advantages
an in-depth overhaul in the era of the smart grid.

3) CP SECURITY

A secure smart grid depends on the integrative security that
combines the strength in both cyber-security and physical
analyses against malignant and accidental events. The smart
grid operators should be conscious of the measurement risks
and commands corrupted via attackers internally and exter-
nally. Restoration efforts and mitigation need to be guided
with sufficient security consciousness for evading secondary
recompenses in the post-attack systems [98].
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FIGURE 10. The CPS threats factors.

In the security analysis, serious vulnerabilities are often
discovered by scenarios where attackers are characterized
by feasible objectives, resources, as well as knowledge. The
investigation of the attack schemes frequently serves as the
18t step for establishing security in the vulnerable system.
Though it is unfeasible to exhaust entire potential attack
schemes, the worst-case analysis is of concrete meaning to
realize the feasibility along with the possible attack threat
impact [99].

The smart grid security investigations have revealed var-
ious attack schemes that exploit critical vulnerabilities with
various damages and disruptions. The sympathetic of these
schemes is acute for improving the CP security of the tech-
nologies in the smart grid. Moreover, it will also help the
researchers realize new vulnerabilities and solutions for the
emerging CPS in this critical infrastructure [100].

4) CP RELIABILITY AND RESILIENCY OF POWER SYSTEM
The system’s security should be robust adequate to avoid the
cyber-attacks as well as provide advanced controls for system
reliability along with stability. Reliability of the system com-
prised of adequacy along with security, which includes avail-
ability. The availability means that the data can be delivered
securely and is available in a timely manner. Consequently,
NIST has developed the standards for the communications
network to integrate smart grid security [51].

Reliable information storage along with secure transporta-
tion are crucial for smart grid, billing functions, and grid
control [43]. Resilience alongside faults and attacks must be
addressed via a defense-in-depth paradigm whereby detec-
tion, prevention, along with reaction techniques for protection
are used at numerous levels. Effective security mechanisms
along with standardization efforts for the smart grid protec-
tion should be conducted for preventing the cyber-attacks.
The most serious demand for smart grid is to guarantee
process reliability. Instead, higher energy usages, older power
infrastructure, along with higher demand are vital reasons to
raise smart grid reliability issues. Therefore, the employment
of modern communication protocols, quicker and robust con-
trol devices, communication & IT technologies, along with
embedded smart devices can enhance the system’s robustness
and reliability [100]. The smart grid deployments in large
scale can present brilliant options for wireless technologies,
e.g. security, limited bandwidth, along with minimized instal-
lation costs. Though, wired technology is luxurious [5], [42].
Thus, a hybrid communication method integrated with wired
along with wireless technologies is used for guaranteeing the
robustness, reliability, along with availability.

38582

V. THE POWER ELECTRONICS CPS SECURITY THREATS
Identifying the potential and serious threats that can attack the
power electronic system is a severe issue and holds various
challenges [101]. Our target is to discuss the various CPS
security threats in general and then on two power electronics
applications, e.g., smart grid and industrial control systems.

A. GENERAL CPS THREATS FACTORS

In the CPS system, the security solution may respond in an
inverse manner when it is attacked. The security attacks can
be defined as the actions that may cause loss or damage in
the CPS system [102]. The damage refers to harming people,
systems, and the environment, whereas the loss can be in
the availability of the resources, safety measures, integrity,
and sustainability. Some of these attacks may be harmful
as they can overthrow the CPS’s IT system by holding up
the communication and the activity of the system entirely or
injecting harmful information that may damage the security
policies [103].

The CPS threats have five significant factors: sources,
target, motive, threat vector, and the consequences of the
threat, as illustrated in Fig. 10. These factors are discussed
as follows:

The 1% CPS threat factors are the threat sources that are
the threats’ imitators and may affect CPS security. The threat
sources comprise the physical, cyber, along with CP threats
as depicted in Fig. 11.

The cyber threat sources include passive as well as active
threats, as depicted in Fig. 11. The passive threats contain
information harvesting and tracking. Meanwhile, the active
threats include the denial of service and impersonation. Both
the active and passive threats invade CPS integrity, availabil-
ity, confidentiality, and authentication [104].

The physical threat sources include environmental, acci-
dental, and adversarial threats. The environmental threats
encompass natural disasters e.g., floods, and earthquakes,
indeed the man-caused disasters e.g., fires and explo-
sions [105]. The accidental threats are the threats that occur
accidentally or via the authentic CPS components [106].
Meanwhile, malicious threats pose malicious purposes from
states or individuals, groups’ organizations [107].

The CP threat source is a mix of cyber and physi-
cal sources. As the protocols can lack encryption, thus,
the data can be susceptible to eavesdropping along with
severe attacks or false data can be injected due to the lack of
authentication.

The 2"¢ CPS threat factors threat the target: the CPS appli-
cations and their users or components [108]. The 3" factor
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TABLE 3. The CPS security threats In the

smart grid and industrial control system.

Application Attack Target Attack Scenarios
Generation . Bad command generation of automatic generation
threats Wide control area [83], [104], [136], [193] control and manipulate sampling data
Transmission SCADA [26], [76], [77] Triggering false alarms and injecting false data, and
threats ’ ’ changing the switch states
L Distributed power supply and meter infrastructure Modifying the 1nstrum.ent. s rqadmgs, dlsturl_amg the
Distribution (28], [55]. [57], [96] management of the distribution, and reducing the
Smart threats > ? ? credibility of the power generation.
Grid Damaging or vandalize components of smart . . . .
Physical threats grids [7], [40], [81], [93], [120], [141], [147] Causing service disturbance and potentially blackouts
. Inl.tlatmg a cyberwar f,rom a.natlonal power system Large scale blackouts, turbulences, or financial
Political against another country’s national power system [17], losses
threats [18], [19], [38], [57], [69]
Financial Tricking a utility company’s billing system [40], [56], Tampering the smart meters to reduce the
threats [61], [62], [87], [95], [120] electricity bill
Intelligence Performing investigation operations targeting a L .
agencies threats nation’s CI [54], [134] Secrecy violations of critical data
Exploiting the wireless capabilities to control the
Criminal threats industrial control system application remotely [5], Disturbing the industrial control system operation
[154], [162], [208]
Industrial Physical threats Spoofing a temperature sensor in a specific Sending deceptive, false measurements to the
Control y environment [53], [39], [45], [63], [161] control center
Systems Political Initiating a cyberwar from a nation against another System’s shutdown, damage in
threats nation [54], [134] components, or environmental pollution
Financial Reducing the utility bill to deceive the utility [40], . .
threats [56], [61], [95], [120] Losing the financial

of the CPS threats is the motive of the danger in which the
CPS assailants have reason to make an attack, e.g., spying,
cyberwar, or criminal [109]. The 4™ factor of the CPS threats
is the threat vector, which can do one of four mechanisms for a
successful attack, e.g., alteration, disruption, fabrication, and
interception. The 5™ factor of the CPS threats is the threat’s
potential consequences, which comprise the CPS integrity,
confidentiality, availability, privacy, as well as safety [110].
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B. THE CPS SECURITY THREATS IN THE SMART GRID AND
INDUSTRIAL CONTROL SYSTEMS

This section gives potential CPS security threats in both
the smart grid and industrial control systems as shown
in Table 3. The smart grid comprises the generation, trans-
mission, and distribution systems. Accordingly, the threats
include generation, transmission, distribution, physical, polit-
ical, and financial sections. Meanwhile, the industrial control
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system refers to technologies that can monitor and control
electrical, industrial, and manufacturing processes [111]. Asa
result, the threats comprise intelligence agencies, criminal,
physical, political, and financial sections.

For successful operation of the smart grid, three significant
connotations must be satisfied, e.g., communication flexi-
bility, the resilience of the control system, and the smart of
the distribution. Nevertheless, it is hard to fulfill such goals,
particularly in insecure environments.

The smart grid can be subjected to malicious threats in the
physical along with cyber components [112].

The physical threats aim at the power system components,
e.g., transmission lines, generators, and transformers, that
can change the power system’s topology or trigger cascading
failures [113]-[115]. As the transmission lines can spread
over a large area, it is easy to be attacked than the substations.
These threats can be easily detected using protection devices
that indicate the failure or the operation of the physical com-
ponents. Additionally, the cyber threats aim at the SCADA
system that deceives the power system operation. This can
cause high economic losses and is difficult to be detected if
the threat vector is well-structured [17], [116], [117].

The assessment of the CPS security system performance
and its threats in the smart grid and the industrial control
system can be executed via the continuous monitoring of
the data in the CPS system by assessing the efficiency and
the state of the infrastructure. For the power electronics
components used in the power distribution in the smart grid
and the industrial control system, a detailed analysis of the
power consumed between the industrial and residential areas
is performed [118].

For securing the CPS, it must satisfy three significant secu-
rity requirements: availability, safety, along with the integrity,
as illustrated in Fig. 12.

The 1% requisite in the CPS security is the availability that
comprises the reliability, resiliency, and restoration in which
the CPSs can provide critical functions; therefore, it must
operate without any interruptions. Thus, the cyber and the
physical components implementation must be synchronized
for ensuring continuous-time operation. In addition, in case
an attack is occurred in the system, thus, the system must
have sufficient resiliency and restoration for maintaining
the operational status of the system, possibly at a degraded
level of stability or security. Also, a balance between the
energy/power is essential for the computation process and
the energy/power consumed by the resource impressed for the
actuation of the system. Moreover, for highly critical systems,
patching processes are evaded as the patching needs to restart
the system. These patches may trigger other procedures that
may interfere with the system’s operation. Since these sys-
tems’ availability can compensate for the high risks of the
vulnerabilities, they endure unpatched [119].

The 2™ requirement in CPS security is safety: for any
CPS system, the safety of each component is a vital part.
The CPS has smart context-aware system that takes decisions
to stimulus the state’s nearby physical and all its elements.
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The CPS should consider all the operating scenarios and
count for all possible yield decisions. For the power elec-
tronics in the smart grid applications, mechanisms must be
employed to guarantee that the power will not interrupt and
no over-voltage delivery can occur [120].

The 3" requirement in CPS security is integrity: the
integrity of price information is considered a serious issue.
For example, the hacker’s negative prices can originate from
an electricity employment spike as several devices would
concurrently turn on to benefit the low bill. Though the
integrity of commands and meter data is vital, their effect
is commonly restricted to revenue loss. Instead, software
integrity is serious since malware or compromised software
can control any grid component along with the device [121].

Both cyber and physical securities should be secured.
Indeed, they must be protected against environmental condi-
tions and illegal interfering. For the power electronics in the
smart grid applications, all the outdoors equipment should be
placed in a weatherproof housing. Moreover, protocols and
policies must be performed such that both information and
the operational amenities of the CPS system are only accessed
with tolerable authorization. Similarly, the confidentiality of
the sensitive information of the CPS physical components
must also be protected. The significant feature in the security
of the CPS system is that cyber threats have a physical influ-
ence. Therefore, software security solutions that launch CPS
threats are not enough. Hence, an inclusive methodology that
considers both the cyber and the critical physical procedures
of the CPS system [122]. There are two significant factors
in designing the critical attack system: the attacker cost and
the defender cost. The attacker cost comprises the knowledge
and the resources mandatory for mitigating the attack. Mean-
while, the defender costs include power outages, equipment
damages, and economic losses [123].

VI. THE POWER ELECTRONICS APPLICATIONS CPS
SECURITY VULNERABILITIES

This section provides the main reasons for the vulnerabilities
of the CPS security in the applications, which include the
power electronics, e.g., smart grid and the industrial control
systems. Then, we present the cyber CP, along with phys-
ical vulnerabilities in the power electronic systems exist-
ing in networked smart grid and industrial control systems
applications. The CPS security vulnerabilities in the power
electronics applications can be categorized into three types
according to the CPS security aspect: the vulnerabilities in the
cyber, vulnerabilities in the CP, and the vulnerabilities in the
physical [124]. The main reasons and vulnerabilities of power
electronics in the smart grid and the industrial control systems
are summarized in Table 4. These vulnerabilities causes are
discussed in detail as follows:

A. THE VULNERABILITIES REASONS IN THE POWER
ELECTRONICS APPLICATIONS

1) ISOLATION ASSUMPTION
The main concern in designing the power electronic system
is to be reliable, secure, and operate in a safe mode as the
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FIGURE 12. The CPS high-level properties.

TABLE 4. Summary of CP vulnerabilities types and reasons in smart grid and industrial control systems.

Application Vulnerabilities Type The Main Cause
Communication protocols Cyber Connectivity or isolation assumption
Customers’ privacy attack Cyber Connectivity, isolation assumption, or heterogeneity
Insecure protocols CP Connectivity or isolation assumption
Smart Grid Equipment physical stoppage Physical Isolation assumption
Software Cyber Connectivity, isolation assumption, or heterogeneity
Insecure smart meters CP Connectivity, isolation assumption, or heterogeneity
Interconnected field instruments CP Connectivity, isolation assumption, or heterogeneity
Wired communications Cyber Isolation assumption or heterogeneity,
Web-based attacks Cyber Connectivity or heterogeneity

Industrial Control Software

CP Connectivity or heterogeneity

Systems Equipment physical stoppage Physical Isolation assumption
Open communication protocols Cyber Isolation assumption or openness
Insecure secondary access points CP Connectivity or isolation assumption
Insecure protocols CP Connectivity or isolation assumption

system design is supposed to be isolated from the outside
world as well as, thus secure. The security was not important
in the power electronic system, as the systems were thought
to be outside isolated from the world, and consequently,
considered secure. For instance, in the smart grid and the
industrial control system, security depends on the supposition
that systems are outside isolated from the world, as well as the
control and monitoring operations are accomplished locally.
Moreover, the implantable medical instruments were initially
designed to be isolated from other external interactions as
well as networks. Indeed, this isolation supposition also exists
in the smart cars as the electronic control units’ intercommu-
nications security depends on their isolation from adversaries.
Recent improvements in the CPS applications do not follow
this isolation supposition, but somewhat more connectivity
has been introduced. As more connectivity increases the num-
ber of access points to cars, therefore, more attack surfaces
arise [125].

2) HETEROGENEITY

The CPS system comprises various components, and each
section in this system has its own security problem. For
instance, the component can be manufactured, implemented,
or specified via various entities, as well as finally inte-
grated via the system deployers. Therefore, the CPS build-
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ing components are more incorporated rather than designed.
This incorporation invites the intrinsic vulnerabilities of each
product. Moreover, the inside details of incorporated hetero-
geneous components are unidentified, and consequently, they
may cause unanticipated behavior when they are organized.
This integration can invite the inherent vulnerabilities of
every product. For instance, one step of the Stuxnet attack was
to abuse the default password in Siemens programmable logic
controller to access a computer operating a Windows OS.
Most recent, the heterogenous components internal details are
unidentified, as well as accordingly, unexpected behavior can
be produced when they are deployed. Actually, most of the
bugs that led to efficacious attacks in smart cars, for instance,
were found at the boundaries of interconnected components
fabricated via various vendors, where the improper supposi-
tions interact [126].

3) COMPLEX CONNECTIVITY

The CPS system has many connections in which the manufac-
turers add various services that rely on wireless technologies
and open networks. Both the smart grids and the industrial
control systems are connected to the internet via control cen-
ters or business associated networks. These connections are
complex and can make the system expose to serious attacks.
Actually, most industrial control system attacks have been
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internal till 2001; after that the furthermost of the attacks ini-
tiate from Internet-based sources. This is obviously, because
of the increased connectivity used in the industrial control
system. Furthermore, for rapid incident response along with
more ease, some instruments are connected directly to the
Internet. The medical instruments can have wireless abilities
for easing the monitoring along with the reconfiguration.
Smart cars can have more connectivity, thus, they are denoted
as “connected cars.” This connectedness depends on wire-
less communications for example cellular, Bluetooth, satellite
radio communications, along with RFID [127].

B. THE CP VULNERABILITIES IN THE POWER
ELECTRONICS APPLICATIONS

The power electronic system CP security depends on proto-
cols, e.g., Modbus, DNP3, and IEC 61850. Moreover, these
protocols’ deficiencies can affect the power of electronic
system performance and the framework [50]. The protocols
that lack encryption can make the data susceptible to eaves-
dropping and severe attacks or injecting false data due to the
lack of authentication.

Other vulnerabilities in the power electrons applications
are the usage of the smart meters, which have two-way com-
munications that donate to various security concerns about
the attacker’s capabilities to avail the interaction. As the smart
meter has a backdoor, it can make the attacker abuse to have
full control over the device [128].

C. THE CYBER VULNERABILITIES IN THE INDUSTRIAL
CONTROL SYSTEM

1) INDUSTRIAL CONTROL SYSTEMS COMMUNICATION
VULNERABILITIES

The industrial control system depends on standard protocols
like the TCP/IP and ICCP, which makes the industrial control
system insecure due to insecure protocols. The TCP/IP’s
vulnerabilities have been inspected in [129], [130], but this
protocol still has security concerns as it is not anticipated
to be secure via the design. Indeed, the remote procedure
call (RPC) protocol has security vulnerabilities, although it
contributed to the renowned Stuxnet attack [131]. Moreover,
the ICCP protocol, which interrelates control centers, defi-
ciencies significant security measures like authentication and
encryption [132].

The wired communications comprise the fiber-optic along
with the Ethernet. The Ethernet can be employed in the sub-
stations in local area networks. The Ethernet can be exposed
to interception and man-in-the-middle (MITM) attacks as the
communication with the Ethernet uses the same medium.

The attacker can cause the MITM attack by interrupting
the communication packet and altering its contents or forcing
a sensor node to transmit incorrect data [133].

2) INDUSTRIAL CONTROL SYSTEMS SOFTWARE
VULNERABILITIES

The most prevalent web-related vulnerabilities in the indus-
trial control system software is SQL injection, in which the
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attackers can attack the databases’ records without any autho-
rization [54]. These databases are linked directly or indirectly
to the industrial control system and comprising secret data,
e.g., user’s information or historical data. Moreover, elec-
tronic mails can denote malware dispersal to the network.

Furthermore, the deceivers can attack the network via the
industrial control system connected to computers. Conse-
quently, both the industrial control system and the network
as a whole can be at risk. Indeed, the vulnerabilities can
also include the connected devices to the internet such as the
laptops of the employees’ and smartphones, which can be
exposed to do malicious activities, which affect the desired
control devices operations [134].

D. THE CYBER VULNERABILITIES IN THE SMART GRID

1) SMART GRID COMMUNICATION VULNERABILITIES

The smart grid infrastructure information relies on internet
protocols with familiar vulnerabilities that are used in launch-
ing the attacks on the grid. The TCP/IP is employed for the
general-purpose connection to the internet and is not uti-
lized for connecting to the control centers. The internet-faced
networks directly or indirectly connected to the smart grid
because of the network misconfiguration [135]. Moreover,
the ICCP protocol for data exchange between control centers
has serious buffer overflow vulnerabilities [136].

2) SMART GRID SOFTWARE VULNERABILITIES

In the networked smart grid, the smart meters can be easily
attacked as it is remotely upgraded. The attacker can make
a blackout via controlling the meters, either from the meters
individually, or the control center. These vulnerabilities can
be exploited via a software bug. The grid constituents can be
accessible and provide a potential access point for pernicious
hackers [137].

3) SMART GRID PRIVACY VULNERABILITIES

This vulnerability has emerged as a consequence of the 2-
way communications between smart meters placed at the
customers’ houses along with the utility companies. Hackers
can intercept the enormous amount of traffic produced from
smart meters as well as infer secretive information about
the customers [138]. The type of information hackers can
be interested in, e.g., regular habits as well as residences’
absence/ presence.

E. SMART GRID PHYSICAL VULNERABILITIES

The smart grids’ field instruments are placed in insecure
environments. Thus, numerous physical components can be
highly exposed without physical security, and therefore, vul-
nerable to direct physical damage. For instance, the power
lines can be susceptible to accidental, malicious, and natural
attacks. Moreover, smart meters attached to houses, build-
ings, and remote areas, make them an easy goal to numer-
ous physical attacks. It is even infeasible to attain sufficient
physical protection of real assets in smart grids. Thus, it is

VOLUME 9, 2021



M. Amin et al.: CPS Attacks Mitigation Approaches on Power Electronic Systems With Security Challenges

IEEE Access

necessary to develop detection along with inhibition solu-
tions [139].

VII. CP VULNERABILITIES IN SMART GRID

A. THE VULNERABILITIES IN SMART GRID
COMMUNICATION

The infrastructure of the power system in the smart grids
depends on these protocols, e.g., Modbus as well as DNP3.
Moreover, IEC 61 850 has also been introduced lately as an
enhancement of these protocols in the substations’ communi-
cations. The shortage of security features in these protocols
has a different influence on the smart grids’ situation. For
instance, protocols without encryption can make the data in
transit vulnerable to eavesdropping, which results in various
attacks, e.g., injection of false data because of the lack of
authentication [140] or the implication of customers’ usage
patterns [141]. Indeed, it is also conceivable to inject false
data, resulting in decisions based on false information [142],
or inject the network with false packets that target to flood it,
resulting in a DoS attack.

The smart grids comprise of heterogeneous components
run through diverse entities. For instance, a generation plant
of a grid correlates with a transmission plant, where the trans-
mission plant can interact with the distribution plant. Finally,
the distribution conveys electricity to customers. Each kind of
interface is regularly administered as well as run via various
companies, which introduce vulnerabilities in communica-
tion and collaboration [143], [144].

B. SMART GRID VULNERABILITIES WITH SMART METERS
Smart meters depend on two communication methods,
which donate to several new security prospects about an
attacker’s aptitudes to abuse such interaction [145]. For
instance, the smart meter can have a backdoor as the
attacker may exploit to have full control of the device.
Aside from the customers’ accounts with restricted apti-
tudes employed for elementary configurations, this login
account can give full control to the manipulator over the
smart meter. Furthermore, the communication can be trans-
mitted via telnet which is recognized for major security
weaknesses, such as sending data in clear text lacking
encryption.

In case complete control on the smart meter occurs, three
possible attacks may arise:

1) Power disturbance via malicious connections with sup-
plementary devices for altering their desired power con-
sumption, or indirectly, via injecting false information as
the control center can receive false data and make incorrect
decisions.

2) Employing the meter as a “bot” for launching attacks
alongside other smart meters or systems in the smart grid
network.

3) The meter’s collected data can be interfered with so
that the bill reveals false data for minimizing the bill to the
consumer [146].
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VIIl. ANALYSIS AND IMPACT OF CYBER-ATTACKS
VULNERABILITY ON CONTROLLING THE VOLTAGE
SOURCE CONVERTERS

A. CYBER-SECURITY

As communication technologies are fast spreading, the dis-
turbances on the cyber components are becoming a reality.
These disturbances can considerably affect the performance
of the smart grid. Indeed, due to the increased penetration
of voltage source converters in the smart grids, their serious
effect on the system as it can be easily attacked cannot
be ignored. This makes researchers concentrate on design-
ing safe control approaches besides conventional encryption-
based methods. In general, spoofing attacks can be caused
by communication links along with sensors, where the sig-
nals are either quantized, interrupted, or intimidated. The
spoofing attacks types include caller ID spoofing, website
spoofing, email spoofing, IP spoofing, GPS spoofing, and
text message spoofing. These spoofing attacks occur when
the attacker or the malicious program effectively acts on
another person’s (or program’s) behalf via mimicking the
data. Moreover, the attacker can pretend to be someone
else or another computer, device, etc. For the IP address
spoofing attack, the attacker can send the IP packets from a
spoofed source address for disguising itself. The DoS attacks
often employ the IP spoofing to overload networks along
with devices with packets, which seem to be from legiti-
mate source IP addresses. The FDI attacks are caused by
injecting auxiliary signals or altering the measurement con-
tent conveyed via the sensors [147]. Meanwhile, the MITM
attack occurs in the communication links [148]. In the
case of signal jamming, which may lead to an interruption
in transmitting the signals, this attack is known as DoS
attack [149].

The cyber-attacks can be performed on load aggregators,
smart meters, as well as sensors in an active distribution
network for degrading the power flow management, volt-
age stability, frequency regulation based ancillary services,
etc. In addition, any argumentative outbreak into the cyber
channels via numerous methods, e.g., changing the measure-
ments communication, jamming the information flow, and
disabling cyber links can introduce system shutdown. The
guarded nature of these attacks relies on several factors, e.g.,
the attacker’s ability to pierce into the system particulars
and the degree of system information developed via the
hacker.

The control layers can be implemented in real-time proces-
sors. The intrusion into the control layer only permits access
to the commanded set-points (frequency, DC-link voltage)
throughout the run-time rather than the inner control lay-
ers [150].

The inner loops can be compiled into the processor’s
read-only memory; thus, the sensor values disturbance cannot
mislead the system operation. The system dynamics can fluc-
tuate when the references are altered to activate the protection
layer or trigger instability. This can be described mathemat-
ically employing the state-space representation of i’ voltage
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source converter for:

OL = AX; () + BU; () 3
Yi (1) = CX; (t) + DU; (1)

Vi € n, where X; = [Vg, Ig, P, O, VDC]T, meanwhile,
U = [o* Vi P*, OF, E*]T with the state parameters
represented through the grid voltage, grid current, active
power, reactive power, DC-link voltage, respectively; and the
input comprising of the frequency command, DC-link voltage
command, active power command, reactive power command
along with inverter voltage command for i voltage source
converter, respectively. Indeed, X € R",Y € RS U €
R A e RN BeRW C e RPN D e RPXm,

For simplification, the output variable as well as each state
can be individually compromised via the deceiver. The attack
signal & (t) € WP relies definitely on the strategy of the
attack. In case & = {& +&,...&4p) represents a null
vector. Thus, the response of the system is unbiased. For
detecting the existence of the cyber-attack element, a residual
signal R : M > 0 — NP test can be followed. It does
not consider a design parameter, as it relies on the attacker’s
intent [151].

Remark 1: The attack signal’s nature and magnitude can
be unbounded/bounded and entirely reliant on the attacker’s
intention. Though the corrective control measures design to
guarantee a resilient system is always performed, the nature
of the attack remains.

The attacks can be detected by employing a central-
ized attack detection filter using a modified Luenberger
observer. Thus, the estimated dynamics of i voltage source
converter with identified initial states X(0) are defined by (4):

A

X _ (A +GO)Xi (1) — GY; (1)

A “
Ri (1) =CX;(r) =Y (1)

AN A
where X; (¢) represents the estimated state. Indeed, X; (0) =
X; (0) as well as the injection matrix output G € R"*? is such
that (A + GC) is Hurwitz.

Remark 2: R; (t) < Rifand onlyif& (1) = Oforr e R > 0

where R is an inconsiderable value.

The physical disorders, e.g., faults, load change, line out-
age, will always follow Remark 2 as the model dynamics will
always be unchanged via employing the unbiased measure-
ments throughout these disorders. Instead, the inner control
loops are robust against the cyber-attacks as it works with a
tracking objective for each state. The inner control loop is
full against cyber-attacks only when the outer control loop is
unattacked [152].

The artificial dynamics produced by the attack element is
nullified in (3), if (5) is fulfilled:

> &=0 )
i=1
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Indeed, the attacks in the attack set ) can be classified as
unidentified from the monitors, if and only if X € R" when
sl —Al|lo + ||CX]||lo = ¢, where |X| = ¢. These attacks
are generally designated as coordinated attacks, as they are
efficiently bypassing the attack filters illustrated in (4).

Via employing (5), the control inputs can either be manip-
ulated in the communication links or the controller through
an external entity. Due to the strict couple between the cyber
and control layers, the exposure to cyber-attacks intensifies
for an interconnected system of voltage source converters.
Due to the increase in attack-vulnerable points, the ancil-
lary sustenance provided by the connected voltage source
converters can be simply misled, causing system collapse.
These outcomes ultimately cause techno-economic disasters
by defaming the electric network with the FDI attack vectors
into the CP layer [153].

B. VULNERABILITY ANALYSIS OF CYBER-ATTACKS ON
THE CONTROL OF VOLTAGE SOURCE CONVERTERS

1) Grid-forming control for voltage source converters:
Fig. 13 depicts the traditional control structure for the
grid-forming voltage source converters. The black and blue
lines in Fig. 13 signify the communication layer along with
attack elements injected into communication link/sensors,
respectively. The grid-forming voltage source converters can
regulate the frequency as well as the voltage locally. For the
synchronization with other AC sources, a primary droop con-
trol needs to be aligned locally via employing the available
measurements. This structure is significantly safe from the
cyber-space aspect as the attackers cannot access the physi-
cal layer. Furthermore, beamforming is widely employed as
suitable physical layer security [154]. Though, the decentral-
ized control strategies undergo an operational perspective in
matching the commercial, regulatory standards [155]. This
disadvantage has been solved via employing a secondary
controller using the information from other voltage source
converters. The centralized or distributed secondary control
strategies can be imposed on the primary control law for
offsets compensation. Though, this creates a large vulnerable
space for the hackers to find the attacked data either into the
controller, the communication link, or the sensors. The com-
mon intrusion techniques for manipulating each component
are discussed below:

« Sensors: The sensors’ data can be used via the adver-
sary penetration in the control platform. This penetra-
tion is simply accomplished via Trojan Horse [156]
in which the remote systems are employed as hosts.
From the acquisition panel, the sensor output is usu-
ally within 15 V. For calibrating it alongside the real
measurement, acquisition gains using a linear plotting
system is utilized. The attacker usually tries to alter
the acquisition gains to create a bias in the reported
measurements.

o Communication Links: Communicated data is han-
dled either inside the communication stage comprising
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Services
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FIGURE 13. The P-Q control of grid-supportive voltage source converter: The black and blue lines signify the communication layer as well as attack

elements injected into communication link/sensors, respectively.

a decoder/router/encoder or the controller. There are
numerous ways in which the transmitted data can be
managed, e.g., rerunning the transmitted information
from the past, disruption of the transmission of signals,
authorization violation, illegal opening of information
logs, etc.

o Controller: The controller can be illegally accessed via
employing Trojan Horse for altering the reference inputs
used in the secondary controller for controlling the volt-
age source converters or the outer control loop.

2) Grid-feeding and supporting control for voltage source
converters: For the voltage source converters, the grid feed-
ing control is used for injecting reactive/active power in
the grid-forming units. This strategy is widely employed in
grid-connected applications to integrate renewable energy
sources [157]. Via adding the desired control inputs to the
overlaying grid-forming controller, the supportive grid ser-
vices can be enhanced, as depicted in Fig. 13.

The commanded DC-link voltage V-~ or the measured
DC-link voltage via the sensor Vpc are generally vulnerable
to cyber-attacks, as the attacker can either increase or limit
the flow of the power from the voltage source converters,
thus making a coordination/stability problem in the network.
Furthermore, the output of the grid-supportive service Qgss
as well as Pgg, can also be multifaceted with false data for
misleading the controlled units.

Table 5 summarizes the vulnerable points of the attack
in the grid-feeding as well as grid-forming voltage source
converters control. It is clear that the references or the
measurement signals, signified as X;, can be transmitted by
supplementary units to the upper-level control, whichever
for secondary control objectives or for grid-supportive ser-
vices [158].
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IX. THE CPS ATTACKS MITIGATION

In case the signs of the attack have been endorsed, thus, mit-
igation efforts will be performed via the system operator for
reducing the damages along with potential disruptions. When
the attack is cleared from the system, prevailing restoration as
well as mitigation mechanisms can successfully continue the
safe along with consistent power system operations. Though,
if the attacking threat is not detected, thus, the operator needs
to consider persisting malicious endeavors in the system.
In these interactive scenarios, mitigation approaches are gen-
erally modeled as well as solved via bi-level optimization or
game-theoretic approaches [159]. The detailed common CPS
controls, smart grid cyber controls, smart grid CP controls,
along with the defense mechanisms are discussed below.

A. COMMON CPS CONTROLS

Via addressing the causes of the vulnerability, the proper
solution can be employed for mitigating the severe attacks
as discussed below:

1) Controls alongside extra connectivity: Innovative secu-
rity concerns must be considered for safeguarding the access
point from illegal access. Moreover, the communication pro-
tocols employed for recognizing such connectivity are either
copyrighted protocols, e.g., DNP3 and Modbus in deployed
the smart grids, or open protocols, e.g., IP/TCP. The copy-
righted protocols are burdened with various vulnerabilities
as a result of the isolation supposition when designing the
protocols [160].

2) Communication Controls: The security solutions at
the communication level in the smart grid should consider
the differences with conventional IT solutions. For instance,
an intrusion detection system (IDS) should be time-critical as
long delays are excruciating [161].
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TABLE 5. The vulnerable points in the control stages of different voltage source converters types.

Current Control

QOuter Control

Secondary Controller Grid-supportive Services

MITM attack on V}, w;(j:
represents the communicated

Grid-forming X [ measurements), DoS/ FDI on X
(Vi, 0, Psee, Osee) (sec: denotes
the secondary controller)
Grid-feeding Voc', Ve X X
Grid-supporting X X X P, @, Qg E”

3) Device Verification: CPS components with running soft-
ware requisite to authenticate the software’s authenticity.

This authentication can minimize malware effectively. For
instance, hardware-based solutions, e.g., trusted platform
module (TPM), afford code attestation.

Though, TPM is supposed to be physically secure, which
is unpractical to assure in the smart grid CPS applications.

Moreover, the TPM is the computational overhead on
the restricted resource CPS applications. Hence, the TPMs
emerging generation, which takes into account the restricted
CPS resources, is required [162].

B. SMART GRID CYBER CONTROLS

a) DoS controls: The attacks on the communication com-
ponents should be prohibited and easily detected. The DoS
attack prevention is generally accomplished by reconfigu-
ration of network architecture, rate-limiting, along filtering
malicious packets. The DoS and communication components
attacks can occur in smart grids, while the DoS attack is
difficult because of its comparatively static nature. Moreover,
the physical layer techniques are employed to prevent the
attacks of the nature of wireless jamming. Instead, DoS detec-
tion methods can be classified into four types:

1) Hybrid detection; 2) Proactive detection; 3) Packet-
based detection; along with 4) Signal-based detection tech-
niques [163].

b) Privacy-protective controls: The shortage of confiden-
tiality in data aggregation protocols (DAPs) can result in
a privacy attack on consumers’ information. For example,
the energy use patterns and billing information [164], while
the shortage of integrity disturbance in the consumption
reports along with state estimation [165]. Consequently,
various privacy-preserving methods have emerged to pro-
vide aggregated data with integrity and confidentiality when
in transit between control centers and smart meters [166].
Another privacy that can affect safety or finance is the apti-
tude to identify the (in) occupancy to break in. Chen et al.
in [167] have introduced combined privacy as well as heat
mechanism for making the poser convention data always
seems like the house is occupied and, thus, tricks occupancy
detection methods.

c) FDI controls: Yang et al. in [168] introduced a
polynomial-based compromise-resilient en-route filtering
approach. This approach has been designed to prevent the
FDI attacks by filtering the false data successfully and accom-
plishing a high resilience to the number of compromised
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nodes without depending on node localization and static
routes.

d) Standardization: Several bodies, e.g., the National Insti-
tute of Standards and Technology (NIST) and IEC, have
established a set of standards for safeguarding smart grids’
communications. For instance, IEC’s have established stan-
dards 61850 and TC57 [169]. Meanwhile, NIST has estab-
lished recommendations for smart grids in report 7628 [170].

C. SMART GRID CP CONTROLS

a) IDS: The IDS for smart grids is considered an enduring
problem, which is not developed yet. The IDS design for
smart grids is a complicated assignment because of the vast
size of the grids as well as the heterogeneity of their com-
ponents [171]. Furthermore, IDS employed for conventional
IT systems will not essentially work for the smart grids.
They are precisely designed for smart grids to minimize the
probability of false detection rates. G. Pu et al. in [172] intro-
duced an anomaly-based IDS, which can detect malicious
actions by employing artificial ants with a Bayesian reasoning
approach. Moreover, H. Hindy et al. in [173] have introduced
behavior-rule-based IDS for attack detection on CP devices
in the smart grids, e.g., subscriber energy meters, headends,
as well as DAPs [174]. Y. Peng et al. in [175] have presented
an IDS for bad data injection attacks detection aiming the
smart grids. Their technique depends on combining detect-
ing methods from the conventional IDS along with physical
models. M. Eskandari et al. in [176] have introduced another
IDS based on two detection methods: 1) watermarking and
2) anomaly detection methods.

b) Low-level authentication and authorization: The com-
mon obstacle in the smart grids is users’ authorization
and authentication for accessing low-level layers, e.g., field
devices. Generally, entire field devices can share the same
password that employees know. This results in the unfeasi-
bility of the nonrepudiation security requisite. The malicious
employee can gain access to the field device and perform
unwanted alterations to the system, and who did it is traced.
Thus, T. Dimitriou et al. in [177] have introduced an autho-
rization and authentication mechanism, which can provide
legitimate employees the aptitude for accessing the field
devices in smart grids’ substation automation systems. This
technique depends on elliptic curve cryptography because
of its low computation and key size desires compared with
former public key methods.

c) Emerging designs: emerging, innovative security
issues need numerous aspects of smart grids to be
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approached differently. The CP system’s nature needs to be
taken into consideration. P. S. P. Pessim et al. in [178] have
presented CP security, an innovative technique that com-
bines cyber-security controls and systems-theoretic. They
introduced two examples, which showed the applicability of
their approach on two attacks on the smart grids: 1) stealthy
deception as well as 2) replay attack. They endorsed the req-
uisite for taking into account those two types of components,
physical- and cyber-components, for the smart grids.

d) Security extensions: Adding-on security trends to pre-
vailing components of the smart grids has been emerging.
Protocols such as IEC 61850, DNP3, and IEC 62351 are
extended to capture the security properties. For instance,
a secure DNP3 protocol is an extended DNP3, which has
elementary confidentiality, integrity, and authentication ser-
vices. The security geographies are added via interleav-
ing a security layer in these protocols’ communication
stacks [179].

e) Smart meters’ deactivating inhibition: For avoiding
remote attackers who can exploit the deactivating inhibition
in the smart meters, A. S. Sani et al. in [180] have proposed
that smart meters can be programmed for notifying customers
in enough time beforehand before the command takes out-
come as well as deactivates meters. This measure can indicate
the early detection of DoS attempts before occurrence.

D. DEFENSE MECHANISMS

Attacks have been investigated in numerous applications
that are intensively reliant on distribution systems with solar
farms [181] and power electronics converters. It also contains
smart grid components with voltage support devices [182].
Power electronics have driven HVAC (heating, ventilation,
as well as air conditioning) systems [183], along with micro-
grids [184], [185]. They generally concentrate on either
detecting or analyzing cyber-attacks influencing grid func-
tionality, stability, and operating costs. Quick detection,
as well as identifying the cyber-attacks, is crucial for areliable
along with the safe operation of the smart grid. The attacks
can be avoided via a defense-in-depth pattern that can detect,
prevent, and safeguard the system against these attacks.

The defense techniques use mechanisms that barricade the
attack’s accomplishment to limit its influence on the power
electronic systems. These defense techniques embrace the
encryption and secure communication protocols, which are
the 1% seed in the defense against cyber-attacks; the circuit
breakers along with relays are considered defense devices that
can prevent severe faults [186].

The defense alongside the CP attacks in the power elec-
tronic system can be categorized into three groups:

Detection: the detection techniques are used when defense
methods are failing in thwarting the disturbance; these meth-
ods employ models of the anomalous behavior in addition
to the system measurements to recognize the abnormalities.
The detection methods can also be performed via utilizing
sensors to identify the attacks faster or by adding extra layers
of security to the elements exposed to attacks. Moreover, the

VOLUME 9, 2021

detection techniques can detect the undesirable system state’s
incident, actual cyber-attack, or both of them. Additionally,
reaction techniques can be employed to recover the system
from the disturbance and control the power electronics system
operation effectively [187].

Prevention: the prevention refers to the security approaches
that avert the attacks by employing authentication, security
policies, access controls, and network segmentation. Since
the attack is intelligent and can respond to the preven-
tion action, the incorporation between the defender and the
attacker is modeled via game theory.

Response: as the power electronic system CPS has real-
time restraints, the security approach needs to act automat-
ically without human intrusion for rapid attack mitigation.
Actions executed after a detected attack are reactive responses
that aim to restore the power electronic system and mitigate
the attack influence. After detecting an attack, a mecha-
nism is updated and modified automatically to counteract the
attack [122].

Comprehensive researches have been conducted for fulfill-
ing the smart grid security via detecting as well as identifying
the cyber threats and protecting the smart grid from the
attackers as illustrated in Table 6 with detailed discussion
below:

In [188], the distributed multi-agent approach has been
developed for identifying as well as detecting the cyber
threats on smart grids protection systems. The agent-based
intrusion detection system employed the relay status logs,
synchrophasor data, as well as network event monitor logs
for identifying the events precisely. Moreover, the designed
agent-based approach successfully discriminated the attack
from the fault as well as the agents’ employed accessi-
ble information for preceding their operation in case the
communication disappointment. In addition, the results pro-
vided a platform for implementing the proposed approach
on the infrastructure of the relay, which is an effective tool
for detecting along with counter measuring probable cyber
threats.

In [189], a rapid decentralized technique for detecting the
cyber-attack via employing the maximum likelihood (ML)
estimation which can exploit the near chordal sparsity of
smart grid for establishing an effective framework to elu-
cidate the associated ML estimation problem via applying
the Kron reduction of the Markov graph of phase angles.
This detection technique is afterward decomposed to numer-
ous local ML estimation problems for guaranteeing pri-
vacy as well as reducing the underlying problem complex-
ity. The simulation results validated the efficacy of the
proposed technique in detecting real complex stealthy FDI
attacks.

In [190], an online attack/anomaly detection problem has
been formulated as a partially observable Markov decision
process (POMDP) problem, as well as a universal, robust
online detection algorithm has been proposed via employing
the framework of model-free reinforcement learning (RL)
for POMDPs. The numerical results endorsed the proposed
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TABLE 6. The CPS defense mechanisms in the smart grid.

Technique For Detecting Reference
The distributed multi-agent approach Cyber threats [188]
Maximum likelihood (ML) estimation approach Cyber-attack, FDI attacks [189]
Model-free reinforcement learning for POMDPs Cyber-attacks [190]
Unsupervised anomaly detection technique according to the statistical correlation Distinguishing the real fault from the | [191], [192]
between measurements disturbance
Supervised machine learning along with a model-based logic Evaluating the type of activity e.g. [193]
normal, perturbation, attack and
perturbation-and-attack.
The interval state estimation-based defense Sparse cyber-attacks [194]
Wavelet singular values as input index of deep learning approach FDI attack detection [195]
Unsupervised machine learning-based approach CDIA in the communications [196]
networks
An enhanced online RL approach entitled nearest sequence memory Q-learning FDI attacks [197]
approach
The deep reinforcement learning Cyber-attacks [198]
Cognitive dynamic system FDI attacks [200], [201]

RL-based technique’s effectiveness in timely along with pre-
cise cyber-attacks detection aiming the smart grid.

In [191], an unsupervised anomaly detection technique
according to the statistical correlation between measurements
has been introduced. Via this technique, a scalable anomaly
detection engine has been designed for large-scale smart
grids, which can distinguish the real fault from the distur-
bance as well as a smart cyber-attack. In this technique,
a symbolic dynamic filtering (SDF) has been employed
for reducing the calculation burden while realizing causal
exchanges between the subsystems. According to the free
energy as the anomaly index, learning algorithms based
on the Boltzmann machine and dynamic Bayesian network
perception have been employed to detect the unnoticeable
attacks. This technique has been assessed on various IEEE
test systems under different operating conditions for numer-
ous measures (false positive rate, true positive rate, and accu-
racy) values. The outcomes revealed that the system had
fulfilled a precision of 99%, a true positive rate of 98%, and
a false-positive rate of less than 2%.

Moreover, due to the wide developments in the IoT
along with the artificial intelligence technologies, various
research interests are pointed towards employing the data
science as well as the big principles to secure systems
from adversarial attacks. The usage of the machine learning
and artificial intelligence for cyber-security initiated with its
implementation in IDS. The research in this area comprised
anomaly along with malware detection in communication
and information systems. The machine learning has been
employed to attain cyber-security in IoT and smart grid
systems [191], [192].

Great efforts have been performed to address the IoT net-
works issues of the security and privacy via conventional
cryptographic techniques. Nevertheless, the distinctive char-
acteristics of IoT nodes render the current solutions inad-
equate to cover the entire security spectrum of the IoT
networks. Machine learning along with deep learning
approaches, which are capable of providing embedded intel-
ligence in the IoT networks and devices, can be leveraged to
deal with different security problems.
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In [193], an anomaly detection (AD) approach employing
supervised machine learning along with a model-based logic
for mitigation has been proposed. This approach considered
the input of the wide-area damping control measurement
signals and the output of wide-area damping control signals
as input for evaluating the type of activity e.g. normal, pertur-
bation, attack and perturbation-and-attack. For the anomaly
detection, the mitigation module tuned the wide-area damp-
ing control signal and made the control status mode as either
local mode or wide-area mode.

In [194], an interval state estimation-based defense
approach has been introduced innovatively for detecting the
sparse cyber-attacks in the smart grid. In this approach,
the upper as well as lower bounds of each state variable
are modeled as a dual optimization problem for maximizing
the variation intervals of the system variable. A typical deep
learning, i.e., stacked auto-encoder, has been designed for
properly extracting the nonlinear characteristics in electric
load data. These characteristics are then applied for enhanc-
ing the precision for electric load forecasting, causing a more
narrow width of state variables.

In [195], anovel approach of FDI attack detection has been
proposed based on wavelet singular values as input index
of deep learning approach. Via this approach, a switching
surface based on sliding mode control (SMC) breaks down
has been employed for adjusting precise factors of wavelet
transform. Afterwards, features of wavelet coefficients have
been extracted via singular value decomposition. Indexes
have been determined based on the wavelet singular values in
switching surface of current along with voltage which states
the input indexes of deep learning as well as detecting the FDI
attack.

In [196], an unsupervised machine learning-based
approach for detecting the covert data integrity assault (CDIA)
in the smart grid communications networks employing
non-labeled data has been introduced. This approach
employed a state-of-the-art technique, entitled isolation
forest, as well as detected the CDIA according to the
hypothesis that the assault possesses the shortest mean path
length in a constructed random forest. For tackling the
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dimensionality issue from the growth in power systems,
the authors employed a principal component analysis-based
characteristic extraction approach.

In [197], an enhanced online RL approach entitled nearest
sequence memory Q-learning has been adopted for mak-
ing the attack more effective. In this approach, an inher-
ent property of viruses has been described employing a
propagation-evolution model, which served as the explo-
ration mechanism for the FDI attack. In addition, for validat-
ing this approach, co-simulations of daily operations of the
IEEE 39-bus system have been performed in which both the
automatic voltage control system and the proposed FDI attack
have been modeled.

For recovering from a cyber-attack, it is recommended to
reclose the transmission lines when the attack is detected.
Nevertheless, this can cause various influences on the power
system, e.g. power swing along with current inrush. Thus, it is
serious to accurately select the reclosing time for mitigating
these influences. In [198], a recovery approach for reclos-
ing the tripped transmission lines at the optimal reclosing
time has been proposed. Particularly, the deep reinforcement
learning approach can be adopted for endowing the strategy
with the aptitude of real-time decision-making as well as
the compliance of uncertain cyber-attack scenarios. In this
context, the environment has been established for simulating
the dynamics of the power system at the attack-recovery
procedure as well as generating the training data. Via these
data, the deep reinforcement learning based approach can be
trained for determining the optimal reclosing time.

The investigation of the coordinated topology attacks in
smart grid, which employs a cyber-topology attack along
with a physical topology attack has been introduced in [199].
The physical attack first trips the transmission line (TL). For
deceiving the control center, the hacker can mask the tripped
line outage signal in the cyber layer and afterwards can
create a fake outage signal for another TL. The main target
of the coordinated topology attacks is to overload a critical
line, which differs from the physical tripped line as well as
the fake outage line via confusing the control center into
making incorrect dispatch. Thus, for determining the attack
strategy, a deep-reinforcement-learning-based approach has
been proposed for identifying the physical tripped line along
with the fake outage line and determining the minimal attack
resources.

As the FDI attacks have been considered to be the most
dangerous cyber-attack in the smart grid, as it can lead to
cascaded bad decision making throughout, a new approach
of thinking that can characterize itself via uniting two enti-
ties, a cognitive dynamic system (CDS) has been introduced
in [200]. This approach can provide an indication of the
smart grid’s health on a cycle-to-cycle basis as well as it
can be employed for detecting the FDI attacks. Accordingly,
enhancing the entropic state is the target of the supervisor.

The CDS has a structured research tool along with physical
model inspired via certain characteristics of the brain. The
cognitive risk control is considered an improved characteris-

VOLUME 9, 2021

tic of the CDS, which can embody the predictive adaptation
concept permitting it to bring risk under control in situations
containing unpredicted or irregular uncertainty as the cyber-
attack [201].

X. THE CPS SECURITY CHALLENGES

Though challenges, threats, and vulnerabilities terminology
are sometimes employed interchangeably, each terminology
is used to shed light on a diverse perspective of the CPS
security.

Challenges are open problems which are still mysterious
as well as research struggles are performed for solving these
problems.

Meanwhile, the vulnerabilities denote the system’s internal
security weaknesses, which can be exploited via the attackers,
whereas threats are external situations, which are possibly
destructive. In this section, CPS challenges are addressed
based on the observations from the literature survey as well
as categorize into common along with application-specific
challenges [202].

A. COMMON CPS SECURIT CHALLENGES

1) CP Security: Both the cyber and physical aspects in the
smart grid applications should be secured by the designers.
Thus, cyber-attacks with physical significance will be better
predicted as well as accordingly mitigated [203]. S. Rafi
in [204] proposed that in case the basic differences between
physical and cyber aspects are not taken into account,
CP solutions are commonly disregarded, and the emphasis
becomes cyber-only solutions. This urges the requisite for
taking into account both physical- along with cyber-aspects.

2) Security through Design: Security is not considered in
the CPS design as a consequence of their isolation in physi-
cally protected environments without any connection to fur-
ther networks, for example, the Internet. Therefore, physical
security has been practically the only security measure [205].

3) Real-Timeliness Nature: Real-time requisite is signif-
icantly needed as its absence can affect the security pos-
ture [206]. During the attack, real-time decisions in CPS are
vital for the survivability of the systems. Thus, taking into
account the interactions between cyber and physical-features
in the design of the CPS security can give the system
a complete picture, which helps in designing superior
attack-detection, risk-assessment, and attack-resilient solu-
tions [207]. Moreover, cryptographic mechanisms can cause
various delays, which can affect the real-time deadlines.
Thus, lightweight along with hardware-based mechanisms
should be taken into consideration.

4) Uncoordinated Change: The CPS stakeholders’ number
is somewhat large. This comprises operators, implementers,
consumers, administrators, as well as manufacturers. Their
privileges along with activities vary, and therefore must be
managed accurately [208]. The enormous numbers of hetero-
geneous CPS components along with stakeholders need man-
agement change. This is considered another challenge which
is somewhat disregarded. When a cluster of CPS components
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has changed, careful coordination is requisite at a certain level
through the stakeholders. These alterations may include hard-
ware changing, software changing, or updating, as well as
improving new aptitudes [209]. The uncoordinated alteration
can change the preliminary assumptions concerning CPS
security; thus, numerous vulnerabilities can be introduced.

B. SMART GRID CHALLENGES

1) 2-Way Communication: This communication is considered
one of the distinctive geographies of the smart grids because
of employing the AMI. The smart meters are employed in
the AMI on the consumers’ houses, which can be effortlessly
reachable via the physical attackers for communicating with
utility companies. This increases a new challenge for protect-
ing the instruments [210].

2) Access Control Approaches: Because of the large
number of stakeholders and the vast geographical cover-
age of smart grids, proper access control approaches are
required [211]. Each probable access to the smart grids’
network, data, or instruments must be controlled as well
as managed. Furthermore, throughout the emergency, access
control approaches requisite to having adequate flexibility for
giving proper treats for the correct sections.

3) Privacy Prospects: Due to the significance of consumers’
data in the smart grids’ traffic; thus, privacy regards became
a big challenge. The consumers’ data must be encrypted, and
anonymization approaches are correspondingly requisite for
preventing the inference and further attacks from inferring
patterns by the encrypted data for disclosing secretive infor-
mation [212]. Various cryptographic-based solutions have
been introduced. W. Gao et al. in [213] introduced a homo-
morphic encryption mechanism for safeguarding the privacy
of the consumers while keeping low overhead on smart grids’
traffic. Though, this technique does not inhibit the deceiver
from contributing in the data aggregation as the smart meter
via mimicking a legitimate smart meter or injecting false
data. Thus, designing mechanisms, which can aggregate and
encrypt data securely, is a challenging issue.

4) Inclusive Security: Security tools and measures virtually
present at higher levels in smart grids as well as their efficacy
reduce to lower levels. The security measures complexity
reduces in low levels because of the inadequate aptitudes in
low-level instruments. Thus, security is needed to be included
in each part of the smart grids, initiating from the lowest
levels such as field devices and their protocols to high levels,
such as the control centers. Via implementing the security at
lower levels; thus, the performance costs will be increased.
Hence, the solutions for lightweight are preferred. Encryption
is essential for providing integrity and confidentiality at entire
smart grids levels. Deploying the encryption is not a chal-
lenge, but the real challenge is in achieving it cost-effectually
in the components of low level [214].

5) Obvious Trust: Sent commands and sensed data should
not be obviously trusted. Instead, innovative mechanisms are
required for detecting unauthorized commands as well as
false data. Due to the large size of smart grids, the FDI attacks

38594

can be detected easily depending on techniques, which have
been designed for detecting and identifying faults only.

6) Alteration Management: Smart grids are undoubtedly
more different as well as have numerous stakeholders than
ICS applications, along with their alteration management
aptitudes are restricted. This alters the management in the
protected smart grids.

XI. CONCLUSION WITH CHALLENGES

In this paper, a comprehensive survey on the CPS security on
the digitally-controlled power electronics for the networked
smart grid application has been presented. The potential
threat sources, along with their motivations, have been exten-
sively surveyed. This paper also discussed the existing vulner-
abilities in the networked smart grid by highlighting the main
reasons with real examples and the mitigation approaches for
the CP attacks. Indeed, the impact and vulnerability analysis
of the control, communication, and physical layer employed
for handling the voltage source converters have been pre-
sented.

Furthermore, the existing control mechanisms for the net-
worked smart grid have been summarized with identifying
the unsolved issues. The research trends and challenges in
securing the CPS in the networked smart grid have been
introduced.

As a result of the complicity, variability, as well as smart-
ness of network attacks, the prevailing security solutions
cannot be attained via one definite solution. Based on the
control-theoretic-approaches, the side of the attack always
attempts their effort to exploit their damages on the control
performance, whereas the defense side will spare no struggle
to reduce the effects of the analogous attacks. Consequently,
the networked smart grid CP security should be taken into
account from both physical-security along cyber-security.

The subsequent issues should be addressed for safeguard-
ing the networked smart grids.

1) Security detection associated with modern approaches:
Enormous amount of data generated via the power distri-
bution devices, AMIs, and other smart instruments enact
lots of problems on security analysis and detection in the
smart grids. Thus, it is very significant to improve some
emerging new transmission systems to enhance communica-
tion efficiency; indeed, the big data and clouding comput-
ing technique can provide a new chance for anomaly detec-
tion, electric load anticipating, and demand-side management
approaches. Hence, security detection associated with mod-
ern analysis approaches is a motivating issue in the future.

2) Distributed detection as well as estimation of attacks:
The smart grid’s complexity as well as spatial distributions,
which are integrated with CP-control, increases the estima-
tion dramatically along with detection difficulties, particu-
larly in the distributed environment. Furthermore, multiple
attacks can occur at the same time for such a large scale
of networked smart grids. Accordingly, how to estimate as
well as locate diverse attacks in a distributed way is of vital
significance.
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3) Modeling the attacks via employing experimental condi-
tions: There are some particular assumptions, e.g., probability
and periodic distributions that are often presented in various
smart grids’ researches. Nevertheless, these assumptions vio-
late the point of view that the attacks are usually stealthy
as well as arbitrary. For instance, the packet dropouts issued
from the DoS attacks may not follow Bernoulli distribution
in the smart grids. Particular prevailing results based on
the unfeasible assumptions are away from real applications.
Thus, modeling these attacks in a different realistic manner
needs to be studied more.

4) Resilient control approaches: As a counterpart of IT
safeguard technique, security control approaches’ design
plays a vital role in preserving the smart grids. When con-
ventional IT safeguards are worthless, the control implemen-
tations will lead to a noteworthy enhancement in assuring
the performance of the smart grid. In addition, the control
design should fulfill general requisites when no attacks are
existing. Instead, it is still valid for malicious attacks rather
than changing or redesigning the controller. Consequently,
how to design a security controller in a resilient manner is
an encouraging issue in the future.

There will be different approaches for detection, miti-
gation, along protection alongside cyber-attacks than those
addressed in this review. Well, innovative approaches and
measures will definitely be developed in the future for safe-
guarding the smart grid components from malicious attacks.
This survey collected the state-of-the-art implemented previ-
ously otherwise explored solutions for providing an origin for
upcoming developments and research. Implementing these
numerous approaches on actual environments or testbeds
will lastly permit the developments in protection, resilience,
monitoring, as well as mitigation of the smart grids alongside
the future serious cyber-attacks threats.
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