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Global Overview
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Procedure
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Why?
(1 Responsible for roughly 14$ Billion in damages in 2022 alone
1 Targets Organizations and other critical infrastructure from varying industries
1 Threat to National Security for both Citizen and Officials

1 Drains Budgets and unrecoverable downtime




Classes of Malware Detection

- Static: Examines ransomware malware by not
executing the actual binary files. They just use static
data such as PE Headers, URLS, and File Hash.
Some open-source tools that can allow us to test it
are VirusTotal. Static analysis is easy to implement
and can detect simple malware. However, it is not
very efficient against sophisticated well-developed
malware. Al has helped to improve its detection
methods.

- Dynamic: Uses abnormal data from compiled
ransomware attacks/events to detect attacks. Packet
collection and data collection from the infected
system and a command control (C2) server can be
used with Random Forest (RF) machine learning
algorithm to detect more accurate attacks.
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Removal and Prevention

Fix Management: Ensure all Workstations, both
Physical and Virtual, including servers are up to date
on the latest Operating System patches.

Antivirus: Update and constantly run anti-virus,
gather points of interest, and confirm whether it is
malware or not and how it has been distinguished in
previous weeks.

Email Gateway

- Most PCs can be signed in into experimental mode
by squeezing F8 key before the windows begin.
Check framework registry, run, assignment chief,
and framework arrangements.

-Task supervisor: In this element, there is a tab called
process that demonstrates all the running programs:
It's prescribed to stop suspicious and obscure files.

-Check : %localAppData%, %ProgramData%.




Future Directions

- Understanding Counter-Offensive
measures

- Dynamic detection through Al

- How Generative Text AI’s such as
ChatGPT can implement more
volatile increases of attacks.
Without attackers knowing much.
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