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2 AAJoel A A2 dHelH+= ElZl AEAH(ticket identifier)E U X 4 ). 2 WS gl AEXAE
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EEREE
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FAY & Alo]Ed A9 AT+ (charging) 9} £ &%

~

, Z A e B UESA glo] BAlE. tnlol A 7He]
o]~ AHo|A base station)< /\F‘l% T Aot :’—Eﬁjr H o]
T AHEEA &5 Aotk o] E(peers) S TR T4l BE Uy

A e 2o Telel gt B Hulolz Abole] BT (device-to-device) B4 AEalE A
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& HEE/N2EST. A¥EAE A4E g7 tule]ls EE &2 yHlo] s8] Aoy A9 fRd HEE
ylojo] Het(set of peers)oll & AFEFHE 3% (common) X<t GA(security association)e] 2J¥atd 4= 9l
ok A E Al tbtel s tinto] o] A 75 (traceability) S wiAISEY] Sldte] A7) Apale] ApEAE
WA+ O 2 (in the clear) HREFN2ESA] gt

2 RL= JA] BREIJNAE A2} (temporary broadcast identifier: T-BID)Y <= lom AJzbe] uwpz} Wk
T vt T-BIDE= ©H& FE, o & o] 2L AEAE fulolzdd Fusts WEH A gsiAY e A
9] (over-the-top) AH|2, & AZL AHAE FF3F= #0225 (Facebook), T-2&8 2= (Googlet) & =<
(Whatsapp) @} 22 UES A 959 gl gt A3 E A (provisioning)ol] &3] ®WE 4 o}, T-BIDE WEH
A(Z, OFY B4 REE AR &), wE go|dol(Wi-Fi), E—Er—‘T:—i(Bluetooth), NFCe} Z& & <
A e FhEtet 239 EAld AR 7 otrte]l s 7he] FAl MldolgkE el o, dE Eo] tnto]
28 o AR A AR 9 A2 dA] AEA ALke 9% 3”“/%—1—31%% A FoEH W
4 k. T-BID= <& &9, A3, F /M(=®E E 01’2})0 turpol 2z Tl YR AYde] AYE 34, UE
A3 ooy EE AN AulA FTEFAY 2o A= T 98 FEFHE WY (random) EE EE(salt)
2/ 4 53tE /3|4 E (hashed) ¥ A9l F A9 {%\‘QE WS xFst= gagFol o ¥ 5 Art.
234 A A dR2EA ) B tdlol A HREENAE HAX(dE B9, %ii‘r(deciphering) a4
(rehashing) T 4#7 A19(identities)S 2] B 293 AHE F&E%t. A2 fu)

olx ERo] gA tujo]Aulo] 17} BREJ|AE
y)& HREHAES T

shar gl=AlE & ¢ e WHeE Al 1_°J(1dentit

Agidor g7l fupolzae Rl WAAE A2 fHlolzd AEFEFoEMN Fo] tE Hnto]l2E =T

(hear)~= A Aol YRy File] FH|H vk AE St Ad¥Hd 50 dA|A (optional

acknowledgement message)™= %7] BRIEA2E X3E 4 9l AAA A Uidt S (response)S X

ATk AEFl FQl “ﬂ/\] A& dolHE XFE & gde=dl, o T TA49 A2 yntolx 9 g
o]

o h BREA

<A A AL MAE fFRY A4S Agsted AFEE Ak 7o HutelaEe] ARE QISE U
E AE B9 T TANA o= AtEE wE A9 MEITE A4 MY Wl B Aol s8HE 7HA
I dvhe RS Folstes Aol mpgAsit. A WS g3 Zo] FdE AT 37MA a9 M= Aol
F(handshake) A& 233 + I}

1. 22 yupoliass T-BIDSE U BEejnEdA Bl tufo] Xz g (BHA])E A5

2. B}l fYnlo] 2~ hash(challengellcommon secret)E AAFstc}h. o714, 3% AlZ ¥ (common secret)<, o
s B U4 £E(salt) HE&  dd¥l  T-BIDY = g, B fuloliae FU4E<
randomlIhash(challengellcommon secret) S X85l wAIX| 9} A F7FHQ0 WY 2l&Ehe](further random
replies) & A3t}

3. &2 yulo] 2= hash(challengel [common secret)E& &<1& 4= 9lil, hash(further random||common secre
t)E Estste WAIA 9 A §E 3T

4. EpZl tlubo]l 2= hash(further random||common secret)& 1% & 9daL, @Al Az tule]x 9 B T
Hlol ~= Eo] FUg 3% AlZZ (common secret)S 7FAAL il M RE QTSRS ot

Uherol 2 el wE dA Al AAldel s, oA tiEfdes e A 2 dpgo] By AAE A
2 Zlolt.

02 7Y AEaEe] 234 A 34 AHEE F ATk dE o], HEEMNEE AHEABID), YA BHE

CAAE AHAH(T-BID), 18 EA HIUAAE A¥WA(G T-BID), AT EA (JA]) HRDA2E A¥x

(F(D)-BID) 2]l Bt A () BEEANEE AHEAH(SAT)-BID)olth. HEENZE A¥Eate AAA o2

283 AMRN FEE aE5d AU Ao 242 dely] g8 28 w A (shared medium) S E3] B ZE7)

2~EH, gufo]~+= BIDY %‘:63 e 59 HH(friend)/thE tlnlolx~e] BIDE HIZEZJN2E &
],

ol M

ATH. PA BREANZE APHR= S E A E%Qﬂ“”:ﬂﬂ””%ﬂﬁﬁ%WW}4%ﬂ%EE£ﬂi
E 2z, o]y d 9 o9& 14 Qe T-BID(one time T-BIT)7} T-BIDEF-E GE¥x tfal HIZ =)~

_10_



[0055]

[0056]

[0057]

[0058]

[0059]

[0060]

[0061]

SIHS31 10-2018-0081160

Edu, 08 EA (T-)BIDE 8¢ #s BHIZEs|xrE AMAL, o= I8 Uo BRE yHlo|~Eo] ofdh
BIDE HHAETS k. I+ 54 (T-)BID= F 79 IAF/gnfelx~E Fhlyl FREH= HITIARE
At ®eb A7 (T-)BIDE Hh Ald] #g BREFAE Adxc, o) F tule]xrt Bl AAE ¥

A
So0, 05 pe nEsAE AuAs AW

AgHgor ZHA ZA (proximity detection)®= =HA 24 I (proximity discovery procedure)o] A3t
o 234 A BANA tute]l 25 150l Zrke] vk BEE FAIRT. A WA A AAE
o] 3tk ARE g s o] tulol~EL TR §4lo] ek ARE ddett. 23 A
5 Fd3te B4 Woe]l EAst. A& Eof, WEYIA F FoEo] 23S Ay dHE & U
ol Y F Adedl, I olFEA AA, WENZVE &8 F9, tulolas AHEAE HEENEESH H=
g, ol W& HiHy AR Y W BHIEINAE Y AHEY] AFE opy|dtt. gl X, UMEHIE (F
d wAIKJelA) AR gl (AEdeR) 453 AsE T  Jduh. FUMHHeR ke gdyoez ) FHY
o My~ FHA e A3 FHHE FojEdA 15 24 s dEE AT FUHHE ke HdA
2, AAEAES AED ZH3 e tutolA2ES 45 ¢ k. ol HEYA ANYAV §lv 4 1
tFY d4E Agstels A3dA vt o %= o]

= 2 Q. UEYZ AW 9= H
&, dE 5o ARz mEE oS gid] o] utEAE 4 gded], oE So @l A

o o M [o

B SY
A 34 (proximity discovery procedure)o] Z#A|= ¢ H wdo] 73 o AFH <]
toly =
oy 8

Ll ?E
r-

4 SEE ol sd A FAHE OAS UEiY. $8E oo Fx W3
Selse AgAQ BAE teit,

114 A2 E Eeshs AL delH(DE 22 Hukel (DA £A8HI0D. Al delg(1)E 9
AW R 22 tulel (1) AAERE AQF & dnh A Al 22 tulela(DE AEA)E
A AuAa2)e] Al FACDES Eders A2 dolEH20)E BA duola2)elA FAH(102). A2
dolEl (20t €% MM EE 2 fulolA(DEVE /9T £ 9. GeoR, a2 fulola(DE A4Ea
(12)9) A2 FAGDE EFshs ATAE0)E BREAXE SH(103), o2& BA tukel2(2)e]4 F418
o B Hubela()E WA AL FAEDE AEAA2) Az EAEDIF v weh(105). 1e ol

Bodu g S
Wi > 9
o tlo £ 4

o K

dojzl ww Avkz Awael Al E£d W A2 EdIA Azt hAE S QA olRE ehi wef ol
284 el HTHer A4 4 gludl, ol HeHoR AF WAL UNAN 22

Aol e 4 5eu
al

tupol (Dol Al Bared < gloh(106).

2= B2l Z|xsta MEQA7E 28t AAdE dehled, o] AAlds Y] o8& |ATo RN
_]

24 T Aol &2 tutola(1)E HEYA el AW A= e &k AW (3l A &2 tule]
(1)7F 3t olde] E7l tnfo]~(2)E wHs At AE BA L. dF Eo], UHulo]l2EL UESZ EE
A= ¥ (third party)ol 7}Q8tar 427 FHE7] v, EE fulo]laBo] HEYA EE A= g
(third party)ell &37] wEol, WMEHA E= A= e oledt e Bl tule]25(2) T o= Zlo]
BAE 7 JAY EAT F YA & F oA, oS T E(peers)EA FAE(list)dr}. oE £, Y
Hpol 252 UEY A Ex A= dElo] 7hdstar, 9A7F FAHAY B vhle]laEo] YESA e A= 3

Eloll &517] witoltt.

AW (3)+ 22 futel~ (D)ol A dlolE(10) FE=E BAES FF3t=u(101), EZ dolgoA A2 tjufo]
2(DE HoE5(2) AR ro] EEdly] 9sle] BEREHNAESE A¥HA(12)E Al e, JEYAB)E =
gk, A Tuto] ~(1)9] FojE(2)olA olEe]l A7IEo oF st AEAC2D el diE &¥ Frh. o] AEA(2D) =
2APEAH(12) B AEA(12)9 Al 293D L4 = 9l

HEAA= Adgdoz gZl(10)oM Bt AA(14), <& 50 &2 dHupola(1)7F AAle] doj=(2) 9 3t
ol et 1de hdstAl Adstr] Sl oled 4 e fEd} Y1E EFS 4 dnh. WSEHAl, UESA
(3)= ol HSE AAI(140)E B yuto]2(2)d] HdEd o vk, Zeuh A+ (charging) ¥xelA, 71 Hnt
o] (2)7F oI5 848k Al BAE AdFehs Aol A = Qlvk. T o), ol#R A vEAAE A

49 WAL BAT F ed, ot WEAA} AT(charging® HEFL waT. A€gom,



[0062]

[0063]

[0064]

[0065]

[0066]

[0067]

[0068]

[0069]

[0070]

[0071]

[0072]

[0073]

[0074]

[0075]

SIHS31 10-2018-0081160

ALS #AAE "o, 71(14)E A$T 4 Uu. o]y 3
2 A3 dAAE ¢ k. o]AL 7] A E(key freshness)ZE $184]
RE fulo]l A2 3 )(key)oll Wa] BAAET (registry) S FAT

HESA:, HEAALEG)7F F vof=(
A9 MEHAB)E 2348 7A e
frolstth, ol EYAB)E, §5
Za7k gt

HEAAB) = 244 AA Al AEa(12) Ea/9 A4EA(12)9] #29Ch& A5 5+ 3o

7olE(2) Z7te 98 2z fuel2(1)E 9]

2 2(22); AEHoz Mzl YA & =] A3 (common secret)
trto] (1) 7k EF7 t]nHfol 2 = T-BIDS} e 2dxi(12, 21); A
A tluke] 2(2)7} Al tlupo] A (1) ] s T-BID9} #e F71E<l 24
F71AQ1 AHA(13) = Egk 2 W o] AAd oA A4 dHelEl2 dEA Ut

A B e AngE Tet BA10L D Atk 87

2
o

v

Rk
HOZ B
EAH(13)

-
~
—
w

30
rlr
o
g,
[>
)
2
1—0‘!
Lot
)
t
rlr
ur
o
i)
i
2
fol
)
ur
S
oft
2

AEH o 2(optionally), W& 7]E°] 44

BT 715)2 B2 HelH0)o 2ed 4 3l

dRE A 7P vk &2 gupela(DE sk A
3 TE

©
); AEH o Z(optionally) L T AlAZ (common secret) HE

= WE B AEAR22; FACR YE J15e] dAE s v Y4 7](master cryptographic key) HEi= 7]
59 JF(Ld35(cypher) 715 E £ H S (integrity protection) 7]1E5)

okzko] Alzbo] 2 A, MEHYA e A= IFEH/FHFY Fa5AE &2 fulo]s 9 el fulo] 27 Q1
of ASS AAT F ArHada AAs] MEZ @AE § o}, F w3 AEAERE 159 AYS WA
A =th) . UEYT Ee M= FEE AL tnlolxol 280 77ko] deS Ly

o714 Bl 71 Zete Al=wle] o] Welks] Xk 4 S sk Aol UEYAY o+ gled, o
E da dEYIZF 715D E8stE A0S Edgsr|et s, UEYIE 7l tufe]a(2)d 71E(1

A ed o 2 (optionally) o]t #HAHY
(31)¢] BREAHAE(103)E (EF, H

7 A 5 s, B ubelA(2)

S AAA §H A|=¥E A &= 5 Q).
utrg o] Aol A A1 BHA] dHolEH(32)2 EFE) A
= AP (32)°] 2¥FE &g (correct answer)<

o
EPZ Huto] ~(2)E, HEEMNAES F21% Fo, 15 wAA(106)E AHEste] HAIAE #ok5-S B2 tut
olz=(Del deldorw gttt AeF o2 (optionally), 7] AW AAH 57 tule]l=(2)E, BEEHNE
E HwAA(103)E Wwow (7155 Edets) dA gAS UEAARSTYH 3t A9 A o2 (optionally),
EP7L tlube] 2~(102)+= AR (32)e] s sigs Aabsh=ul(114), A¥A o2 (optionally) iES dwsiebar
A1 Hupel (Dol &

z

AP (32)°] 3t 312 (106)S hash(challenge(32)||common secret) FE] & = Adt}. 4l Zo] A2 tjulo]

¢ el
2D 471sh 22 diks 7382 i o8] #dds AU & drk115).

SH(reply) S 43z slsl= Ao FH2 S0l A ghgo #3t FxpdE T4 (brute force) & #ARS &4
(rainbow attack)oell thal] F ksl gt Holth., 1o % Bata, <tE 3 (encryption) fojE £FHL o

70 yuol 2(2)= B (F Tl AAldolM A2 AEA] dolH43)E =) BHA(4)E 19 SHd
Eee o k. o= B gupe]A(2)0] o8 A E = vhE W™ (random) Y & AH

22~ ylnfol A AEIA O 2 (optionally) hash(challenge(43)]|common secret)E AAFalar(116), —re]al A2
] 22(1)7} hash(challenge(43)||common secret)E 2ul27 AtdSS AEHo=z 2l

2(2)e] gg f=9 A2 BHA doly gh(33)& 7HAA §EETH17). A F5o] e He A
713k, Hddta(secured) 15 ¥ (authenticated) A7 (202)0] Ao Z (optionally) AFE 5 3l

42 EAA0E ozl W ASE 4 Aok 2elt nREssE 1B 4L WE] fdAE g 8ae
AE AGSE Aol AT, oS = ATHIA RE, (AF Fol o|Fo] mEH %) 1-BID
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[0076]

[0077]

[0078]

[0079]

[0080]

[0081]

[0083]

[0084]

ZIH=d 10-2018-0081160

FAE FolA ka, AEAVE T2 BAES AAEE 9 AT Y. o9l =
= Mol lt}. :’—E] olgol 7|eHE 18 oJ=# 4 (group addressing) S 93t £FHL & 20| F714
pe)

%39 S4o] e WEND 2] AAldelN, aAEe] solE(1, DAl MY ZEdT YEHLE &
2 Hutel (1) 2 A Hute] A(2)7h oSl SFHS FAwET

25 Fxepd 244 B Aol 42 Hute]A(1)= HIEAB) sk o] B2l tuto]x(2)E 2
o= s FAY. HESAB)E dud B bule]2(2) Tol o= Aol wHd + AY

T UsA dASRAL, JERA olES ZAE(list)IT. HENAE webA A yupola(1) 3 Bl tut
2) Atk AS AAD = Ja aAsddA EE F dEE AAE ¢ Ao

T e ddsks olHd WA= £5(203) o2 yERE 5 Qv

So] okzt EE thE A7 F7F Zob), HojE(1, 2)& uulelA(1, 2) Z7t
13 (set) (12, 21)(EEL e 2™z 12, 21)2 goq ot
)7F S MIEA AR AL HelE(1D)M A5 a1,
A2k (2D)E B tubo] A (5)(2)7F e MEYARTE A2 dolgoA
T-BIDE(12, 21)2 ¥o] 54 T-BIDEo|th E3, Joj&(1, 2)& the tjute]sr} A}
A=k, AdEH o (optionally) ¥ola(l, 2)& E3F tnlolage] a5 &3l 7}
A= A é(General) T-BID(12, 21)(Gen T-BID)E A1gtH(101, 102). Gen T-BID(12,
1 QHPOV °ﬂ Hﬁiﬂrﬂr zbzbe] moj(1, 2)& o)Al TS He} e HANAEHE

r:}(102) 4
23 T- BID(12 2D)E

Z 1

Broadcast Receive
T-BID Gen T-BID | T-BID

A & (General) T-BID a
Al 87 duo]2~F 913 T-BID | b i
A2 B dJuto] 28 9% T-BID |c g k
A3 B uto]2E & T-BID | d h m
A4 g7 dato] 28 93 T-BID |e i n

3 19 Broadcast Zoll&=, &2 yutolx(1)7) o] 5749 el tiuto]~(2)8F HES d3te A5 e &
2gute]l =~ (1)7F AV ™ T-BIDEBD(F, "a"g& AFgsle Fo7HE 98] 2504 Yl A9, 22 gnt
o)~ (1)EHY BREANAEFHT B tnfe]x(2)0A4 A= T-BIDE(3D(F, "b", "¢, “d" 9 "e")o] &
Aget. Eo Receive FHoelli= Fof B AL &2 rlule V\(l)ﬂ A7) &ojopst BRENAETL EQTT, 1
A, &z Tute]l=(1)7F Al 2L guto] 2 (2)0] =gty ™, A2 Trulo]la(1)E "b'E BHEEJNEEG R g

£H103). Receive FA, &z Hrlolx(DE vhAs 5 A7 ofs) AF 71gelof Bt vhAT ARC)
W el g5 9l Qele] Aol BEEAAHE, elE(2) F9 shbe LA Aa A2 el s
(DA QAT AmFelehs 28BS A& 5 Ak F BA QCL, g b, N F Q99 gol
BREALESY &2 dule (e M) F9 st 24 9ee 1du delEe wX 1E] &4

A T
1 dtte AL dey] Y8 259 AUd T-BIDE HREAAETS Qb
AA~E (registry) & A= W2lo] deojdo|tii= Ao olald 4= Utk ¥ 19 P22 x| drje] &}
sha, s Ashe 9ol v FEZF AFEE 4 vk AEA(12, 2D Lol SAE xddn. AR
19 274 gk, 107 gk, 1637 %, 9= Z(word value), HY= Zk(dword value), 2E% Zk(string
value) 2 7|Ete] HolE 7hd 4= slths Aol osfd 4= U},
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[0085]

[0086]

[0087]

[0088]

[0089]

[0090]

[0091]

[0092]

[0093]

[0094]

[0095]

[0096]

[0097]

SIHS31 10-2018-0081160

5 39 AAdE A 7 A=A @3 A A 2ol glo] Gen T-BID(31) H: Be o E4 T-BIDE(3
DS @3] BREAAESE AL &3}, Joj(1, 2)7F dA WEAT AR = Ao Wd gl H
T, dE 5o (UFsEittd YAIR) =S R F2skE woln o]lo] HE 489 Flolt),

O AZ20)9] AelA Bt AAZE deA AA A o] Hd Wl AA(204)7F eqtEThd, WESA(3)
ol trkel=(1, 2)o g3t 715(14)& dgdez Aed = 3l

TH 23(205), o] wrHASAl A -(charging)E 7153

= A A S BeE 3] X (secure line) S &
o}, vl S AR JEYIE LA ATHIS

st

AV BID(12, 21) EE ¥o 54 T-BID(12, 21)E WAsE WAUSS 2= AL v
£9], T-BID(31)7} BREANAE W (103) (2 gFY AA(206)0] Aoz MG
ot AREAZE T-BIDE A st vzgol: A& e Aol 7ed i 3tk 54 Al3dA L T-BID7F t
Al BRENAERW, oA AREAbE 54 tulolzt Qldl e Zlem AAd o duk. uhebA A2 thpe]
2(D)7F MEA AR 259 T-BID(12)E HHlelE & AE 37@( Ola)o = Aol durow 7hed 5 Sl
HEYAGB)E 2 A =& T-BID(12)E &Fetal ol =(1, 2)olA M= T-BID(12)E & F=rH101b,
102b).

3

H

HEAE BREAN2ECA T-BID(12, 21)7F A8 E e WE 3 T-BIDE(12, 210§ A¥Ista BE
oJE(1, 2)lA o5& A&H(101b, 102a)3H= He] 7Fs3ttt.

BID ¥ #o] 54 T-BID thgo2, WEHAE AFE/Hulo]2~Ee 54 Folv BHHY] fsiA duxe=z
Aol T-BIDE F5g & At WA 77k AFEAF 2F 54 T-BID(CUG T-BID)& ¢ 2 aFo=z A"
ATk, o2k CUG T-BID 21EAES wek izl stAl LF o] EFolAl Fudnt. o= AAA 175E,
S0 55 (colleagues) & A 2 2Wd] 22 A b AMul2=E A= vhEA sl

sof B4 T-BIDE R @4 Fol dEQZe]l AvEAY dEQZe] FAge] Mg
(refresh) @ % vk, ol F71d R TefelMAMERZE A2, 21) 2H% 2E
YEYD} T-BIDES A4 ATE Do Fr,

AA 6ol AEAE12) e e 2EADL AFolth, T, &2 dulela(1)7}, dE Ho} Az
FEs me sy Auge] $EFS A103)3Y] A8l g, 2en B el A2)7t 9E
£ 3 A4S #$0(1092)37] Aa Aget AWGDS A tubela(l) R B tubela(2)e] FEEh:
A% 5ol MEAA(3)A 98] BREAAE T-BIDE(3D)e] WAE & JrthBaEs)Age] BAss] dd).
% 49 ANelE wEA Was 155 dd gold S mgAdd, or14 1§ wnEe Az g

2 2, BE 2 A¥e 2= AL ohr},

ol = 45 Fxshe Al delA, 23 el UM dol5(1, 2)2 pi(4s Hupola(D)edl #E py, All

2

T

o ZEYA
hHE Ales

A gnfe] 2 (2)ell #3F p,, A2 B gulela(2)el] #3F py, 71EH) ga el T-BIDE &i=vh(207).
g olH(3)= &2 Yl A(DEFE A& yutol A7t AL, A2, A3 R A4 g7 tnpo]2=(2)E 3]
A3t WAAE BEth(101c). 9@ olE(3)= A1, A2 2 A4 R gupo]2(2)7) 7kl des A g

A5 D A6 BA tlulolAE I sito] YARF A tupo]l (1) FAE UE F Ak, A5 2 A6
A guto]l 2 wpeha] EAHR e

SH#H o E(3)E P (random number) xZ FH oo, o] W4 Zdol= Dl o]a1 A1l EFA fulo]A(2)E ¢80
AAkstth: py o] i3] x=x mod peolTh; 1E]al A3 ERA tlufo]~(2)e tisA sdstth(A2 2 A4 B Yyt
, & odofA Flrte]l A olA SFEA gke). AEHoR A2 rulolx(1)w= T OlH(3)d Hg

of

2HYOIH(3)E xF A2 fule]2(De AE3TH(102b). 2HHOH(3)E 2 Al BZ tule]2=(2)d A
skl x, & A3 B tutel2(2)el] AFFeh. A71A x, R xe= AEA(12)9] F#E(2D) ol

2 futo]l A (DE A9 x(31)E BEEMNAEFTHI103). 283 B WY RE 1o]5(2)(vtatAad Al g
A fute] ~(2) 2 A3 A fute] 2(2)F E3IHES x,==x mod p; JFE FAF F+ YrH(109). 7t x(31)&, 1
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[0098]

[0099]

[0100]

[0101]

[0102]

[0103]

[0104]

[0105]

[0106]

[0107]

[0108]

[0109]

SIH=3dl 10-2018-0081160

Aol Bl Yufo]2=(2)dA ¥ (identity)S EQlsl=dl AFEE 4 3l%ol, oA AxAe] A2 nd
(representative) 0.2 7|53},

AL g A3 B Huto] A (2)= HWAATE FAENEE SHE 4 A A Jhestd ME(3)el Ald
B AAE ol&ste] Ynlolase HFY A Alde AYE + v

A5 = A6 B Hulol A B Y x(BDE AR g v a8u 2850 AR Uy Aol nE(aE
= x; 2 ¥ ol (3) =NE FAlsHA &eth) U 3Esa A=A GoblAl RekAu F4 (tracking)

Ego]d (tracing)d] 1HE AL&3A] Zait)).

e

a2 yupolA(1)7F A7) BREAAE(103)E &) MdE W r(31)S AAMEsh= Aol 7hestrh. whef
L gute] (D) 7F B Hupo]l=(2) 9] py ghe &l lew, 717 7hestth. & tupol vt kil glow,
2 tupel 2= xi==x mod pi7F o143 H&H=, F x'=x + k LlM(py, ps, §)A M2 x5 47 98l <
(F9) HA g (least commn multiplier: LODE ©]&& 4 St} 7|4, AR&d 2Exke] LOMe
U B QRS pAsks A WAsk] A, ks ZHd(prime) o2 FHSAAM = ¢k i, wpekH sk
o Zekd(primes) 0.2 FHaj Aok k. o3 EFAH AL ofF AR WMAHA = B Hufo]x
el M 25 SHE ods] sdsith= Aot

T AE Fxse v 7 WA deA, 244 2a dell FojE(1, 2)2 p; g B T-BIDE dEEET
(=2 yupola(1)ell M= pr, A1 B tupe]2(2)0] tieiA = p, A2 B tupo]2(2)0] tisiA = ps,

). HojE(1, 2)2 AZ9 ¥(identity)dl &3] TAE w=dl, oE Eo] &2 fulo]~ (D)= Al 2 ¢
Hlo] 2~ (2)¢] T-BIDE &1, A2 A yule]~(2)E= A2 fulo]2(1)9 T-BIDE <},

b2

S

3]
°r

rlr =) fki

p=h
=

o]

mln

L eolH(3)= & YHulo]AREE &4 tupo] A7t AL, A2, A3 R Al4 B yupola(2)E WA
k= WAA(1010)E AT, ool (3)= A1, A2 = Al4 Bl yulo]=(2)7) 7hke] Slas AAF
thoAls 2oAl 6 B tulel s HEFE Zhte] QAR A2 tupola(1)€] 2lAEC fle 4 vk A5 B A6

Ell tnfolais wlebA AR R kS Ao,
3 golH(3) = g r& FH3FL x=hash(T-BlDurce devicer| 1), LB BFA] A2 Z A4 g7l tulo]=(2)E ¢
St x;=x mod p; & HAtgch, Mgy oz i fufe]x(1)E L HOHB)AA b r& Fud.

HFOlH3)E HF r& &2 gulojz=(D)e AFdHH(102h). 23 HOIHB)E (xp, )< Al g7l tiujo]
(2)oll AF3kar, (x4, r) & A3 BA gulo]=(2)d] AFsrh. 7|4 x, R x4 & 2AEA(12)9] %A (21)°]t}.
2 fulol (D& x(3)E BREMNAESI(103), A He| =(within reach) EE o &(2) (vt A1
A gute]2(2) 2 A3 Bl gulo]~(2)E F3) LS x;==x mod p; A JFZ el 4 9vH(109). x(31)
w2, B fufe] 2 (2)efl A 2l (identity) S ER1sH7] 93] AHEE 4 7] wiwel, @A AEAL A2 diiE
(representative)® 7|5 3o},

A1 B A3 B Huke]2(2)= wAATE FAlE kAL
SO 2

[e]
o =
(108) hash(p;lIr)E Htkgo =2y 19 HAE ST = Q.

R

olde] Ao} o], WEYA(3)+= F7FHQ RHols Fgsta A¥
detection)E& #(charging)dte AL 7FsAStE 433 7](14) n$
T3k sty gulol (1, 2)7F o shuk(l, 2) e sk Ydte Al FEgE. 28| )
oy st 4o oS ARt &),

tjrlolo] AE(1, 2) AAlEo] WA 7FsA (discoverability)S 98 F9S HREHNAEIAE A= 4991,
S AAlde] =9H(standalone) <8 A A I (proximity discovery procedure)©] e Qlth. U EYA
(3) = M= FJEH+= &8 (proximity) I FAFE &, 2584 A (proximity detection)E TlH}Fo]A=(1, 2)9

FAHE Aol A3 AAE & Ak 59 2HA %1’73 A (standalone proximity discovery)ollA 37 o=
Al -ell A=t (contact)o] URAAY, AEATE hE F, dE 5o, &2 tiulo] (1) B EZL tjuto] ~(2) ¢l A
FHZ H(near field chip)S °o]&3l= Z(d= Eoi gule] ~&(1, 2)& AEstAY AlolZ] &=} (shaking

gesture) S Fo=HA FLEE), Al tutolxe] ARl viaE = H(tag)E 2ANE, AEARE] AREA
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[0110]

[0111]

[0112]

[0113]

[0114]

[0115]

[0116]

[0117]

[0118]

[0119]

[0120]

[0121]

[0122]

[0123]
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sfolstol & o] &, Holx%T L& M= s ool A ol § Ei ele] T vk ofs w
)

= 5 LE-¥7 3A(auto-forget option)S Zri= Aw]~ 3|A] A®(inverse hash stack)el 7]%3l= =
TR 21 3AHE UERAY. £ 59 HAjdE tA] whd gEo] w2 IoE(1, 2)°] B2 F Fr
5 Aple] Fols HREFNAESX|(103) LE]al ojBA BREJNAE A|Z1d A9
_%‘
sk

ohi
o
I
o

W29 A2 Z3(31)E G5 (encrypt) EE Q¥ AFo]E(obfuscate) T AJAAEZ AAJI)
(tracking) ¥ Edo]4(tracing) & o]#A =2 BHIZ eI A~EQ T-BID ¢ ZTH(31)L A7t gl #

Yy A A el 9l &2 dupe]A(1) R OB Yrbe]A(2)= |E T-BID(12) R EE(salt)(GDE A
A

A k. frtolx(1, 2) 2 AAA S E(recursively) ol Al B EEGDE fYoR FHoke A
s ol &sks ndA A (21)E AR AL A= 22]al WA hashi=hash(T-BID, salt)<} 3Eo] Aty

3 WE F59] HASE hash(previous_hash, salt)sh ol ARtk nwAl SA(2DE Aaes] S, A
So] thge] E} o E Bol A8 4 itk

hash;=hash(T-BID, salt);
i=2;while i<=n do {

hash;=hash(hash;-;, salt);

}

o714, T-BID(12)& A¥AH(12)¢]d. T-BIDS] n¥Al A= 2EAH(12)9] Al @D, a8al £E
(salt)= AHEA(12)9] A3 ¥ Ao},

tufo]l (1, 2)E 252 ndHA A D £EE WA 102 2 1079014 w3},

of @Al A Hupe]lA(1) BB Hubo]lAa(2)= UEYA(S) E= Yoo e ME dhE|eke] A= glo]
o AN A= el dgd ¢ e TR JERE 7RG,

[*]

[\
(e}
©
2
Lo
:Oé
i
o
-

i
-

222 fule]lA(1)E T-BIDY] A2 &
MN=EZS 4 ). E}/\ tjuto]~(2)E= ¥ hash(hashyi,
salt)=previous hashS AA4te = Jqoh(108). sA] & € v AAAGE EEGDE dA = £T Aol
3 A 7 ZEE A A dold 4 gl

Aeixog Qe fufol~E(1, 2)2 474 ¥ A (proximity discovery procedure) Aol <A A

74 (proximity detection procedure)ol A <7843 (proximity)ol] ths] WEYA(3)ZHEH BXTS 5 A, 9]
ot Wyog HITI2E Alad 2 FA-dE wlge] AR #d FEe RUHHS & oYl §lA 2 5

tgow 258 MR el A, ot BI(
HABDLZ T-BIDY n-1HA s|ABDE HE=

n

& fule]~E(1, 2)2 B2 FAAE AL oA, 2EL odF Eo] wd EE Eo] ZHIM He wIq
o o SAE AR e 24T ¢ dvk. 2EA TeF a2E50] T-BIDY] A2 FAGBD S N E HEENZE
SHE(103), 252 BHEEJNAE AJZ2E@E0)d ofE sirE I8 BREAXE JP=AE ddFe As @
(counter value) k& X3S & vt AT @ k& & F9 (kKA aA(n mrold 2 k HAY A7 28
Zke] A2 OB HRENAE A1 (30)] 23 deS YERE 5 2t

AerRoz ki odF B9 w9 fFy 2 A2 RE AUzt It 2 Aglel|l 7] %3] Elow o] 23
Folzitk, ol AAe] A ~®(hash stack)S BolFil(deplete) A= F tTiHlo]A(1, 2)9 Fojyx
(peerness) & 7= 7 W (expiry method)& A71317] HOH olgd + Ur}. odE Eof, tutel=(1, 2)7}
59 %7] HoF dAA(security association)”’} WrE3IF T ThA] Tt AHS-, 25 3_7] 234 2d 1A
(proximity discovery procedure)< thA] 7Axjof & Zolt},

B guto] = (2)7F B= 17AW (incoming) siAlE T-BID(31)el thall siAl& A4H(108)shoF b, & 59 o
AA QL A= Ao digfE(extensive)d = k. Al BREJNAES AHIAE ST UEHA

@)el dEFomA ol APd & Utk HEHom, o MREARE N £ ARAoRH
(concatenating) (A BRENZEC] n-kE F7F) A" Fx Advk. oldd ARz, g7 tnte]=(2)=
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[0124]

[0125]

[0126]

[0127]

[0128]

[0129]

[0130]

[0131]

[0132]
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[

a7k a9 elE F HRTH (WA AANE WA RE AT 5 du adw AAY BE
A2ES A% (AF14) NS A4H08) e Ae AP F Aok

T 59 234 1A AAHL FYSHAE vESNT AWEATE EAEA ¥ dd® A48E F AvES A=
WEAl #EE Fdert glvh). HSo], ol AT (charging) B+ 4173 (subscription) HA o= AL&E & Q&
Alzbol Aagt Fo] Fol5S W] A WAUSS 7ML 18al BE AW HEEANXAE(103)00 digh
AAZQ A dato Q3 A4k K&l(computational load)E #AAZIE WAUEE 2t AL 7MseA 3
}.

A=A Tupe] (1, 2) ARle] AHEA(12)E dwststr] f8 oWk A (random) S ©]-&3
Aol 7hssith. AEabEe] MAHE A, dE 5ol ofde 234 A A Ee HEYA
A%, MEQA B A= JEE fRY B4 A4 THo] Avd B8t gk, old Aug
ol B thgt ol BAF & Uk,

v

WA, 2 guke] (1) = a4H(51)% AAELIL, hash(R|IT-BID)E AA4F
ZH12). T-BITE A& £9, ¥7F & ﬂ%ﬂ e 57 sEHEAE
ATH(AE 5o & 2 o8] & 1A o] "b" T "j"). wheF st
T-BIT(SA-T-BID)Y 4 QIt}.

s, RS WH (5103 T-BITE 4
EAT 5 9= o] 54 T-BIDY
549 T-BIDE oF 5ol Bt 17

m-r: [Ldmv

=1

ggo2, &2 yule] 2~ (1) Rl lhash(RI[T-BID) & Hi‘:i'H/\E%PD} BRENAEE F218= g7 gnfo]l 2~

)(2)& 159 Wue(hsstd Ao A& £3) oA T-BIDES A8l §<° hash(RIIT-BID)E& Aatslar 1
Bo] wWixsh=A] o5 AAsth. vk x|y dHEy, &4 # A AELS ol T-RBID7t HREANAE
HeAo] @ vk, whep &2 tupo]l=(1)7F A9 Al (identity)S& R @sSHE T-BIDE HEEHNAE S4H,

A2 fulol 2 (1)7F =g W4 LHOH ATHE A&o] B tiuto]2(2)9] o3 =Fd 4 v, WROF A tulo]
(D7} B4 gute]~(2)9 AlA(identity)S E&3IE= T-BIDE BEE=NAE 39, 359 dEo dsis

Bl gnuto] 2= (2)Rbo] 1 A4l Al (identity) 3] iR & & ot} o AREAES o3| B tiHlol
2(2)7F EFH Ydes ¢ T do, 2Ey U EFsa dEAE EohuAl Egkrh. wkeF A2~ rjupol X~
(D)7} ¥% REoF AA(common security association)(©]& A2 tjHlo]~(1)9] T-BIDE % /XEE EF tulo]x
£)(2) 2/5E T-SA-BIDE 23 4 JUthEFEH T-BIDES HEENAESH, B7 fufe]~(2)E 171 &

=i glvar 24 e 5 Qv

= 59 ANe)e] FREe Az tupola(1) AR
stolg 7 HREEANZE

ojtt. FA= A& =

HES=7F ddd ot fla wEhA e ﬂtﬂﬂﬂ flelle »hAe] mg

% 69 At solugs £THE vehitdl, of ¢ UEND EE AT sEE A gl et

EE(salt)s a3

% 69 AAdE = 40 % 59 ANele] MyPolx, 53] thA] ¥ HEo] ¥ B IolE(1, 2)9
Festth, TolE(1, 2)& AR e AW, dE Sof AEAIDE HHm Y=
N2E AW AL B (nex) 9] T-BIDE 47] 918 A4E 9

L 69 ArdelA tFr AdedA e = e tute]l~(1, 2) EFE WY T-BIDE A
T-BID(12)& A =2oA L&Frh(101). =g Az A, & 5o mid ¥ &
JEHE, UEYIAG)(TE o2 M= Ieh)E £EGDE tulo]A(1, 2)d sE£3tH(107) 4
dHow, MEAIAB)(EE A= FH)E, F /MY fute]x(1, 2)7F 7hke] i A= Thel]l A"
st A8 EA8H FEE 9T 4 vk 107). B dule]~(E) (), &, dEE 9AD A
AAH, BE T-BIDEC g hash(T-BID, salt)& Aigo2H, tinfelx(1, 2)9] &4#% T-BIDE(12)9] #
EACDHE g53H102). &2 fupo]2e A2 futo]2=(1)e] o8 AM&-E+= T-BID(31) S A2 ﬁ?ﬂ@l)a
Ao g Al T-BID(12)S Y8 593 AAH(210)& F33th. T-BIDY A2 FA31)LS BREEIMNAE(LO
3ol B frpol(E)(2)elA FAEE. B2l fute]2(F)(2)+ T-BIDES diHd A1 xd@DHH T-
BID(12)¢] F=ald A2 £dE H|w3kar(105, 108) wiXl(match)7} LAEAEXE &<let(109).

e ox
o
A2 4
o W
]
03147 i
rlo
™
P
> g

=
ol
o

N

rz_ﬂ‘i o
rﬂ : e T o N 1

% 69 AAde FHe olZol, M evEE WARE A, A% 4
mobch SjAE Aakshe ol olEshs AAde mwstel Adgor @ PEYoleh Aol ot



[0133]

[0134]

[0135]

[0136]

[0137]

(12)9] B2EAREH(DE A8l od3] S Zeho|mrE

St AAele] ®el wAEe
s AUl @4, B9 Ag,

]EE
= =

s e s

o
).
‘0,
hsy
>
o
=
of
ol
rlr

el A A 2H(12) 9 <13l

mln )

=321, 3)E A
8 HF GBS AFEShe Aol tE 3
(random number) ¥+ AH(3) &= A& T

2> gupe] = (DA BAEE £E(salt)d

ZH12)E 15 o=dded AHgd 5 At @
Yehll=d A= Ak, aFel &
. OE fulo]2~E 2Asty] {8, dE &
2)°ﬂ o3 Byl oR ELE% 2 "F =
0‘3/‘}5&3} APELe] A2 =3 (31
o]~ (1) x& Hit?’ﬁ’\ 3}
hash(datel |Groupldentifier)& Eﬂfé}
A3 FEFEDH X stA 274 2

Jﬁﬁ

7

oo 2 owg
)]

»%‘i

i e

ATt

N

> do mE

o o N
g

(D L A

~
—

A= wE AF (G
X

age A
=4 AuAel A1

ro [o
2,

ok
X

e

u)

wb oz AR (51)0] AlZtel] w
‘?j‘“, A Mek=s A" (Ge] A
Ell:__

=N P/ o)

2 L
o2

_0‘2

e

>

2

o

x

0

1,

O

ﬁi

B
_VE

N

)
2

of mlo
a

. E@e o
Sejolue ¢
= 2] b A% AACAE B,
A= a1 %

selel B9l
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FHAQ AEA e ﬁ‘f%, a8 1 ¢+t 7)(14)
SA(106) 183l TlFT] B2 A4 23 ]

F7h AR 5 gk Ao] olsE Aol
folz~ (1ol A A= 19

% 5ol T-BIDE tjulo]~
e oelelzs(, 2)e

-
o] A Idx Ti=/% AlZF == AE(51) usk glo] tinf
=

5
=hash(date| |Groupldentifier)&} Zo] A= 4 ).

o
2 vlgA s A T2 yujo] 9

f
B ] é—a — T 1
, ROM %‘J EEt %144 ERl el A E o] Sy WA wxe]) 12

AgE AH-Al s A v R,

SIHS31 10-2018-0081160

Al ok AREE AT diAlel fF=E 2], 3=
A (51)
AH (3)

=3 (derivation),

=(1, 2)9 54 150

dEe Rdske AEA(2)

of o]Este], Hule] A5 AHEAH(12)
]

Hukel 2 (2)(2)=  xE
FEFCDHS A4 = A A

A (51)0] dAl EHQ ABgo oAE Eo] 35
3t 7]$-oll hash(datel |Groupldentifier)ol] #3F &
gk W ¢ vk, AAke] FaEE vl @_}
;A7 o4 B}

—(rU



=9
Ed]
1
/
V4
101
{10,11}
103
/ S
{30,31}
106
F— [
{40}

102

{20}
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/ ]

201
‘ | /
[ /
101,109
“170,11,12,13,14,22} 102
//103 {20,21,22}
(30,31, 32} L 104
{105 919
{22} 112
/
(14,41}
114
106 Qo
< 40,41.42,43]
115,116
o 117
{33} . .118
202
/
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k1
N2
W

el

203

' ]

101
4 /
{11,12} 102
. /
101a {20,211}
101b >
™ 102a
) v
103
/ >
{30,311}
104
:::;105
204 205
[ // ] """"""""" 7( """""" h
206
=V
2 3
/ / /
101,207
l | / |
V4
{ {11,12} }
101c
e
103a
]
//,102
103 120,21,50, 51}
/ Lt
{30,311} /,105,108,109
[ /,J
06
P / {40} /208
< // 3
206
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=u5
. 2 3
,/
[ {11,12,21,50,51} }
104
209
/
[ ' ]
103
Ve »| 105,108,109
(30,31} /
/
106 [ ]
- [agy "
« Ve .
206
=6
1 2 3
AN ]
/
V4
[ {11,12} J 107
| | 7
[ {50,511} ]
210 I
\\ | r } 102
[ ] {21}
103 ° g
£ 105,108,109
{30,313 by 188,
106 L )
_____ A —
{463
206
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