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Abstract

The numerous benefits of increased internet connection are accompanied by a growing number of cy-
bersecurity breaches. The successful protection of users’ wellbeing and their security, premised on pre-
ventative training and effective care of victims, requires an understanding of their experiences. To map
this landscape, we explored a spectrum of emotional experiences in cyber security breach situations from
the victim’s perspective. Participants (N=130) were asked to describe a cybersecurity breach on an Inter-
net of Things device, computer, smartphone, email, or social network account they experienced them-
selves or heard about from friends or the media. They were asked to report their personal or anticipated
emotional experiences in that situation, based on Scherer’s Components Process Model (Scherer, 2001)
of emotions and emotion regulation. Answers were qualitatively analyzed by coding them into categories
of emotion processes components within the GRID framework (Fontaine et al., 2013) and for emotion
regulation within the Conceptual Integration Model (Connor-Smith & Flachsbart, 2007). The most fre-
quently reported emotion processes in cybersecurity breach situations include: (i) the appraisals privacy
intrusion, unknown and no control, (ii) the action tendencies intervention, defensive and attack, (iii) the
expressions high vocal energy, abrupt movement, eyes closed/tears, (iv) the bodily responses high auto-
nomic arousal, distress, high temperature, (v) the subjective feelings fear, anger and anxiety and (vi) the
emotion regulations instrumental support, relaxation and suppression. This profile of reactions is similar
to the emotional experiences of victims of physical security breaches (e.g. burglary), but with specific

characteristics of uncertainty, unknown consequences and absence of punishment.
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Introduction

The internet eased many aspects of life, facilitating the global availability, sharing and trading of information
and products. Unfortunately, it also gave rise to new forms of crime, namely cyber-crime. An understanding of
the risks and consequences of cyber-crime from the victim’s perspective is absent from the literature, but is very
much needed to improve security, resilience and wellbeing of victims.

Indeed, as we grow more dependent on technology, devices connect in tighter meshes, from computers
and smart phones to Internet of Things (loT) devices, such as smart speakers or smart door locks. Adapting to
these changes thus requires an unremitting process that involves the user’s abilities, as well as strategies to react
to the challenges that stem from the constant and dynamic development of technology and new applications.

The merging of our physical and virtual worlds by means of such devices is supposed to support and en-
hance wellbeing, but without adequate security and protection, and non-existent provisions to support resili-
ence, this wellbeing may in fact be very much under threat (Heartfield et al., 2018). Notably, typical users of the
internet seem to be overconfident in the security of the devices they use, with more than 978 million adults in
20 countries reporting having experienced cyber-crime or knowing someone who did; an impressive 53% of users
globally (Symantec, 2018). Not only has vulnerability to cyber threat been exposed in devices and mechanisms
typical to sectors of business and the confidential transaction of data, but the increased variety of devices that
now connects to the internet led to a new generation of threat, in devices that span all aspects of modern society,
such as medical devices, most modern cars and household appliances.

We posit that this new landscape of technology requires adaptive security strategies centered on users,
who, obviously, have extremely varied expertise and experience of technology(Williams et al., 2020). To date,
the scientific literature on cyber-crime has mostly focused on technological consequences (Loukas, 2015) and on
guidelines for dealing with security issues (Vishwanath et al., 2020), with little focus on the psychology of the
user experience. The psychological consequences of an attack, however, can far outlast and be more significant
than any disturbance caused to the technology, since harm to the user may have deep ramifications, which will
depend on the motivations of the perpetrator (socioeconomic, psychosocial or geopolitical; Ibrahim, 2016) and
will always involve a level of distress (Heartfield et al., 2018). In the present work, we describe a first step in the
investigation of the structure of psychological experience of cybersecurity breach victims.

Psychological consequences of cyber security breaches

Results from the few available studies (Canetti et al., 2017; Gross et al., 2016, 2017) are indicating increased
anxiety and stress as a reaction to simulated cyber-terrorism, and anger, anxiety, sadness and insecurity as com-
mon responses to cyber-aggression (Kopecky & Szotkowski, 2017). Although some findings highlight the negative
impact of cyber-crime victimization on subjective wellbeing (Kaakinen et al., 2018), to our knowledge there is no
systematic study of the psychological experience of cybersecurity breach victims. A cybersecurity breach can be
expected to have a psychological impact on the victim, because it creates situations for the user that contravene
their goals. Understandably, the more a user relies on technology, the more powerful the ripples of an attack:
Work and livelihood can be disturbed, and personal and social spheres can be altered, sometimes irrevocably.
When such an event is perceived as relevant to one’s personal concerns, it will drive an emotional response
(Frijda, 1986; Scherer, 2001).

Short term consequences: emotions

Depending on the perceived importance, nature and magnitude of the breached integrity of the system
and devices, we can expect short-term psychological consequences that can develop into long-term, far-reaching
psychological turmoil.

A leading security company reported such short-term consequences to lead to anger, annoyance, the feel-
ing of being cheated, upset, frustration, and other negative emotions (Symantec, 2010). Recently published sci-
entific research investigating affective reactions to hypothetical cyber-attack scenarios reported that high nega-
tive emotional valence and arousal are found for attacks (Pyke et al., 2021). Also, it has been argued that more
severe consequences of cybersecurity breaches can even lead to suicide (Baraniuk, 2015). Overall, there is little
in-depth understanding of emotional responses to cyber-attacks.

Goal relevant situations are typically considered prime triggers of emotions (Scherer, 2001) and, in this
study, we conceive of emotions as the short-term psychological effects that may stem from the perception and
understanding that one has become a cybersecurity breach victim. In this research we aimed to confirm and
understand the nature of these emotions. Due to the fact that there are few insights on emotion responses to



cyber breaches, we rely on well-validated the theoretical framework about emotions (Componential emotion
approach, Scherer, 2001) to explore emotional experiences.

Componential emotion approach

While emotions have traditionally been studied through the semantics of emotion terms or emotion di-
mensions (e.g. anger and fear, or emotional valence (positive and negative affect), and dominance), leading to
limited insights, the componential emotion appreach provides a more detailed insights into the emotion process.
It holds that the whole emotion process, yielding a full-blown emotional experience, can be described as encom-
passing five components: appraisal of the situation, action tendencies, bodily responses, expressions and subjec-
tive feelings (Scherer, 2001) Each component has a function: the appraisal component supports the cognitive
evaluation of the eliciting event. Action tendencies refer to the preparation and direction action, which then
yields physiological (body responses) and behavioral outcomes (expressions). Subjective feelings ensue, ground-
ing and signaling to the individual the occurrence of the emotion process. This decomposition in components is
particularly useful for emotion psychologists, for it allows the elaboration of hypotheses and measurements, and
for applied psychologists as it permits the construction of targeted interventions to assist emotion regulation.

Psycholinguistic GRID research

Based on the Component Process Model (Scherer, 2001), the GRID framework (Fontaine et al., 2013) was
developed. According to this framework, each emotion component can be described with several factors. The
framework was originally developed to assess the semantic spaces of emotion terms based on the cross-cultural
comparison of emotion terms in 27 countries (24 languages). This led to the reliable definition of a four-dimen-
sional structure, comprising valence, power, arousal, and novelty, which encompasses 142 emotion features
spanning the five components. Additionally, each emotion component can be described through additional fac-
tors (Fontaine et al., 2013).

Appraisals can be described with six factors: (i) novelty/chance (unexpected and unpredictable events that
occur by chance and require urgent action), (ii) coping ability (resources to avoid or modify the consequences, if
the consequences are avoidable and modifiable, and ability to live with the consequences), (iii) expected/familiar
(estimation of familiarity of the event, predictability of the consequences, if the expectations are confirmed and
if the event is caused intentionally), (iv) goal relevance (importance and relevance for person's or somebody
else's goals), (v) norm violation (violation of laws or socially accepted norms and incongruences with own stand-
ards and ideals), (vi) self vs other cause (caused by person's own or somebody else’s behavior).

Action tendencies can be described through three factors: (i) defensive vs appetitive (wanting to flee and
to oppose versus wanting to show off, to be tender, sweet and kind vs wanting to flee and to oppose), (ii) disen-
gagement vs intervention (apathy, withdrawal and fleeing tendencies opposed to taking initiative to change the
situation), and (iii) submit vs attack (tendencies to be with others and submit oneself to others versus aggressive
and opposition tendencies).

Bodily responses can be described through three factors: (i) distress symptoms (non-sympathetic, non-ad-
renergic arousal), (ii) autonomic arousal (high arousal of autonomic nervous system) and (iii) body temperature
(temperature factor).

The expression component is represented with three categories: (i) facial expressions (1. frown vs smile, 2.
jaw drop/eyebrows up, and 3. eyes closed/tears.), (ii) vocal expressions (1. vocal energy, 2. firm vs perturbed
speech), and (iii) body movement (1. moving toward vs withdrawing, and 2. no vs abrupt movement).

Subjective feelings can be described through 24 emotion terms categories in six main categories: (i) joy (joy,
happiness, pleasure, pride, love, interest), (ii) fear (fear, anxiety, stress, disgust), (iii) sadness (sadness, disap-
pointment, being hurt, despair), (iv) anger (anger, irritation, hate, jealousy), (v) surprise, and (vi) compassion.

Lazarus appraisal model

In addition to appraisal within GRID framework (Fontaine et al., 2013), more detailed approach to appraisals in
the emotion process is offered by Lazarus’ model of core relational themes (Lazarus, 1993) by interpreting ap-
praisals in reference to the environment. The concept of appraisal is seen as a cognitive mediator of the stress
reaction, a universal process of evaluating the significance of the event for one’s personal wellbeing. According
to this model, emotions are always a response to relational meaning (i.e., a person’s sense of the harm and
benefits in a specific relationship between person and environment). Each emotion involves a different core



relational theme. Anger reflects a demeaning offense against me and mine, anxiety includes facing uncertain,
existential threat, and shame is about having failed to live up to an ego ideal. Compassion includes being moved
by another’s suffering and wanting to help, disgust refers to taking in or being too close to an indigestible object
or idea, while fright includes facing an immediate, concrete, and overwhelming physical danger. Happiness is
about making reasonable progress toward to realization of a goal, hope includes fearing the worst but yearning
for the better, relief represents a distressing goal-incongruent condition that has changed for the better or gone
away, while sadness is about having experienced an irrevocable loss. This approach to appraisals can offer more
detailed insight into appraisals of victims in interaction with the cybersecurity breach in their environment.

Definitions of Specific Coping Strategies and Organization into Higher Level Categories

According to the Component Process Model (Scherer, 2001), emotions are dynamic processes driven by all emo-
tion components and regulatory processes. Regulation (coping) as a part of emotion process can affect all com-
ponents (Fontaine et al., 2013). Coping strategies can be organized into higher level categories with the highest
level of distinction between engagement and disengagement coping (Connor-Smith & Flachsbart, 2007). De-
pending on the coping goals, engagement coping can be defined as being an engagement strategy with the pri-
mary goal of changing the stressor or regulating and appropriately expressing related emotions (problem solving,
instrumental support, mixed social support, emotional regulation) or a secondary control with adaptation to
stress (distraction, cognitive restructuring and acceptance). Disengagement coping is characterized with strate-
gies such as avoidance, denial, wishful thinking, and withdrawal. This approach offers a detailed overview of a
range of possible coping strategies that can be applied to any of the components that are part of the emotion
process.

The current study

In this study, a combination of exploratory and theory-driven research within the framework of the componential
emotion approach was applied, to study the emotion process in cybersecurity breach situations, from situation
to regulation, by answering the following research questions:

1. What emotion processes are generated as a reaction to cybersecurity breaches?

2. Which emotion regulation mechanisms are employed in situations of cybersecurity breaches?

To understand the user’s experience to cyber security threats, we surveyed the reactions that people who
experienced, first or second hand (via friends, acquaintances or media) recall and/or anticipate a cybersecurity
breach, with open questions, that were structured though the lens of emotion theories and the five components
of the emotion process. We included questions about a wide range of devices, including l1oT devices, smartphone
and computers, as well as questions about a wide range of applications, including email, social media networks,
which are common cybersecurity breach targets. This exploratory study is an important first step in the design
of a comprehensive theoretical framework of the experience of cybersecurity breach victims.

Method

Sample

Undergraduate students and professionals, from different backgrounds and countries (N=130), were re-
cruited in the period between June and December 2017, from the University of Zagreb (N=102), Eindhoven Uni-
versity of Technology (N=12), and social networks (N=16). Students (of which most were studying psychology)
received course credits for their participation, whereas the general population did not receive any compensation.
Only people that had direct or indirect experience with cyber-attacks were invited to complete our survey. The
sample included participants who reported experiences of cyber-attacks first-hand (N=12), through hearing from
experiences of friends and acquaintances (N=81), or in the media (N=37). Participants were mostly females
(N=105) with an average age of 22.28 years (SD=6.261, range from 18-53 years old).

Procedure



We used an online platform, Qualtrics (Qualtrics, 2017) to ask participants to describe a cybersecurity
breach experience on an loT device, computer, smartphone, email, or social network account, that they experi-
enced themselves or heard about from friends or the media. Subsequently, they were asked to describe their
personal or anticipated emotional experiences in that situation. It took an average of 20 minutes to fill in the
questionnaire, which comprised questions on all five components of the emotion process and questions about
emotion regulation.

Instrument

Participants were first asked basic information about their usage of connected devices. Subsequent ques-
tions were related to their experience of cybersecurity breach, whether they had first-hand experience, they had
friends who had a cybersecurity breach, or they learned about cyber-attacks from the media. They were in-
structed to remember and describe in detail an occurrence of such cybersecurity breach situation. Depending on
their answers, participants were directed to tailored sections of the questionnaire, related to cyber-attacks on
loT devices, computers, smartphones, social networks or email accounts. The participants were then asked using
open questions to describe in their own words their emotional experiences of the cybersecurity breach, or to
anticipate how they would have felt in the case they were themselves the victims of the attack they reported.
These open questions followed the GRID framework (Fontaine et al., 2013), to probe dimensions related to the
five components of the emotion process being appraisals, action tendencies, bodily reactions, expressions and
subjective feelings. Finally, they were asked to describe how they regulated or would have regulated their emo-
tions in that situation.

Analysis

Answers from questions about emotion processes in relation to the five components (appraisals, action
tendencies, bodily reactions, expressions and subjective feelings) were analyzed and coded in categories within
the GRID framework (Fontaine et al., 2013), while emotion regulation was coded within the Conceptual integra-
tion model (Connor-Smith & Flachsbart, 2007) using QSR International's NVivo 11 Software. An iterative process
of coding was applied. During this process, it became clear that other emotion theories and new categories would
be helpful in understanding the emotion process and were therefore included. Therefore, in addition to coding
within the GRID framework (Fontaine et al., 2013), several appraisals in cybersecurity breach situations were
coded within the Lazarus appraisal model (Lazarus, 1993) When analyzing the text it became clear that, apart
from appraisals coded within GRID framework (Fontaine et al., 2013) and Lazarus appraisal model (Lazarus,
1993), specific appraisals like privacy intrusion, unknown cause or consequence, insecurity, and ‘other cause’
were important for cybersecurity breach situation, therefore we added those codes. Furthermore, in addition to
emotion regulation categories within the Conceptual integration model, several other emotion regulation strat-
egies specific for this study, were found to be a good fit within categories of rumination from Watkins, Moulds
& Mackintosh model (2005), and suppression from Gross model (Gross, 2002). Also, several new categories were
added within the subjective feelings (panic, shock, worried, depressed, embarrassment, frustration, furious and
rage) for the cases which did not fit any of the categories proposed by applied models. These new categories are
marked within the result section.

Results

Participants reported emotional experiences due to the cybersecurity breaches of social media or an email
account (58.5%), computer (22.3%), smartphone (11.5%), and loT devices (7.7%). Descriptions of their antici-
pated emotional processes are based on the cybersecurity breach scenario that they reported (90.8%), as well
as on first-hand experiences (9.2%). Descriptions of emotional processes were analyzed and coded within the
GRID framework into the categories that are empirically identified in the research (Fontaine et al., 2013) on
Component Process Model of emotion (Scherer, 2001) and described in the section: Analysis. Coded categories
include description on the five components, namely: appraisal, action tendencies, bodily response, expression,
subjective feeling, and additionally emotion regulation, and we coded experiences within each category depend-
ing on the meaning of described experiences regardless under which question category experience was described
(in some cases participants gave information about one component when replying to another questions). In total,
4008 meaning units were detected, out of which 3864 (96.4%) were coded within the above listed emotion and
emotion regulation models. Only 144 meaning units could not be coded as meaning units within the described
models, (as they were not semantically associated with the topics or they were random entries) and were thus
not included in the further analyses.



We present the number of references for each coded meaning unit as well as a number of participants that
reported on a specific emotion process. Additionally, we present examples of first-hand, and examples of antic-
ipated emotion experiences, as the analysis of those experiences contributed to the scope expansion of reported
experiences. Results are presented for each emotion component and emotion regulation separately in respect
to subcomponents within each component.

Appraisals

Coding of responses in the emotion component appraisal was based on appraisal categories within the
original GRID framework (Fontaine et al., 2013) (see list of categories in Table 1) and on categories within Lazarus
(Lazarus, 1993) appraisal model (see list of categories in Table 2). In addition to categories within these frame-
works, several additional categories were used, as they were found to be prevalent and specific for cybersecurity
breach situations, namely: privacy intrusion, unknown cause or consequence, other cause, and insecurity.

We found that the most salient appraisals in the cybersecurity breach situations are negative, with most
frequently reported appraisals of privacy intrusion (Ne = 80, e.g., “ My privacy being attacked and someone hav-
ing full control over my personal messages, accounts, passwords.”), and unknown cause or consequence (Np =
78, e.g., "I would be wondering who is responsible.”). They are followed by appraisals of having no control (Np =
55, e.g., “Knowing | am no longer in control of the things happening under my name.”), fright (Np =39, e.g., “They
may find something they shouldn't and may use it against me. “, “I thought he would harm me”), insecurity (Np
= 32, e.g., “I would think about the fact that internet is not a safe place to keep your personal information.”,
“Other people have gained access to your devices without you knowing.”), norm violation (Np = 31, e.g., “Prob-
ably the theft of my data.”, “It is in some way the same as a criminal that enters your house.”, Anger as a de-
meaning offense against me and mine (Np = 27, e.g., Whether the hacker would use my account to target friends
and family.”, “Suddenly a tool used against you.”), and self-cause (Nr = 20, e.g., “| would start thinking what have
| done wrong”; Table 1-2).

Table 1. Categories within the GRID framework for Appraisal Component

Category Nr Np Examples of references

NOVELTY_CHANCE CAUSE 5 3 I always think things .Ilke tha’f won. t ha.ppen to you, and when
they do happen you just can't believe it.

COPING ABILITY 18 14 How nice would it be to posses certain skills to track down
the hackers! (A)
Knowing | am no longer in control of the things happening

N NTROL! 2

0Co O 8 2> under my name. (A) You cannot find the actual offender. (P)

EXPECTED _FAMILIAR!? 1 1 That it was a common situation for such a company. (A)
Your computer is your life (A) | would be stressed because

GOAL RELEVANCE? 23 16  there are many important files that | would probably need.
(P)

NORM VIOLATION 45 31 Probak.)ly.the theft of my data. (A) It is in some way the same
as a criminal that enters your house. (P)

SELF CAUSE? 27 20 | would start thinking what have i done wrong (A).

OTHER CAUSE?2 21 16 (;z;rson behind a cyber-attack is often someone close to you

UNKNOWN CAUSE OR 206 78 | would be wondering who is responsible. (A) What kind of

CONSEQUENCE? damage the hacker caused (P).

Note: Categories within Scherer’s Component Process Model of emotions (Scherer, 2001) and the GRID
framework (Fontaine et al., 2013), 2Categories specificly added for cybersecurity breach situations, Ng:
number of references reporting experience, Np: number of participants which reported experience A:
anticipated cybersecurity breach experience. P: personal cybersecurity breach experience.



Table 2. Categories within Lazarus appraisal mode for Appraisal Component

Category Nr Nr Examples of references
Whether the hacker would use my account to target friends and
family. (A) Wonder if someone has offended other people using
ANGER a demeaning my identity. (A) The probability that the files that were stored
offense against me and 38 27 onthat computer were destroyed-(A) An attack on my safety
mine! and trust. (A) Suddenly a tool used against you (P). Quite
indignant that this happened to me and someone made this
cyber-attack. (P)
Anxiety would probably arise because | would start thinking
ANXIETY facing uncertain, about what all could happen in the future. (A) | just wanted to
. . 14 12 . . . .
existential threat? know if everything was ok, so | kept asking questions that asked
over safety and the situation at the moment (P)
My colleagues have seen this. 1'm a joke now. | would also be
SHAME having failed to live 15 12 ashamed if some material was visible to anyone other than me,
up to an ego-ideal® let alone made public. (A) How could | be so stupid? (P)
COMPASSION being moved | can only imagine what it is like when inexplicable things happen
by another’s suffering and 5 4  for along period of time (A) Who's also being attacked? (A)
wanting to help?
Eclii?os_;ii)k;:gi;nd;regfiai 1 1 And most certainly i would feel disgust toward the intruder. (A)
object or idea?
.FR'GHT. facing an I would've been afraid cause of possible identity theft. (A) They
immediate, concrete, and ) . \ . .
overwhelming physical 59 39 may find something they shouldn't and may use it against me.
1 (A) I thought he would harm me (P)
danger
HAPPINESS making On the other hand, | would be happy because | know I'd never do
reasonable progress 1 1  such thing to another human being. (A)
toward to realization of a '
goal'
HOPE fearing the worst but 3 3 Hoping my friends wouldn't be in danger. (A)
yearning for the better
RELIEF a distressing goal-
incongruent condition that 3 3 The problem will be solved quickly, | don't have to worry. (A)
has changed for the better
or gone away?
SADNESS having | would realise that my computer would not be in function for a
experienced an irrevocable 13 10 period of time and then | would become sad. (A)
loss?
My privacy being attacked and someone having full control over
PRIVACY intrusion? 129 go M person.al messages,' accounts, passwords. (A) Something of
your own just got obtained by some anonymous person from the
outside and that idea is horrifying. (P)
| would think about the fact that internet is not a safe place to
INSECURITY? 43 32 keep your personel informations. (A) Other people have gain

access to your devices without you knowing (P)

Note: Categories within Lazarus appraisal model (Lazarus, 1993), 2Categories specificly added for cybersecurity breach
situations, Ng . number of references reporting experience, N,. number of participants which reported experience A:
anticipated cybersecurity breach experience. P: personal cybersecurity breach experience. * The following categories from
the Lazarus appraisal mode were not included as they had zero coded references : ENVY wanting what someone else has,
GUILT having transgressed a moral imperative, JEALOUSY resenting a third party for loss or threat to another’s affection,
LOVE desiring or participating in affection, usually but not necessarily reciprocated, PRIDE enhancement of one’s ego-
identity by taking credit for a valued object or achievement, either our own or that of someone or group with whom we

identify.



Action tendencies

Coding within the category of action tendencies is based on the GRID framework (Fontaine et al., 2013),
and the extracted factors are presented in Table 3. The most prevalent action tendencies in cybersecurity
breach situations include a tendency for intervention (Np = 96, e.g., | would probably feel an inner drive to
undertake all possible actions to resolve the issue” and “I changed all my passwords, so he couldn't get in
anymore”), followed by a tendency to act defensive (Np = 39, e.g., “To shut down as much as unnecessary
accounts and applications as possible” and “I wanted to run away | wanted to be safe | wanted to undo this.”,
to attack (Np =35, e.g., “ | would have desire to punish a person who did that.” or “Probably throw some things
around.”), and to disengage (Npr = 21, e.g., “Probably using internet less.” or “I didn't talk to anyone about that
at that specific moment.”; Table 3).

Table 3. Categories within Action Tendency Component*

Category! Nr Np Examples of references

To shut down as much as unnecessary accounts and
applications as possible. | would probably feel the need to
stop what is going on. | would like to protect myself in any
way | can (A) | wanted to be safe | wanted to undo this. (R)
get rid of all social networks. | would turn off the computer
DISENGAGEMENT 29 21 /cell phone and go to bed. Probably using interent less. (A) |
didn't talk to anyone about that at that specific moment. (R)
| would probably feel an inner drive to undertake all
possible actions to resolve the issue. (A), Try to change
password or anything to save/protect my documents if can
Focus all my energy into trying to make things right
Wanted to call my provider
INTERVENTION 250 96 |would feel the urge to turn off the cyber attack apparatus
as soon as possible
how to protect myself from it in the future
(A)I changed all my passwords, so he couldn't get in
anymore (R) | began trying to recover my email Asap and
continued doing so until | was successful. (R)

DEFENSIVE 60 39

Probably would behave in an angry way. (A) | would have
ATTACK 48 35 desire to punish a person who did that. (A) Probably
throw some things around. (A) Hitting things (R)

Note: Categories within Scherer’s Component Process Model of emotions (Scherer, 2001) and the
GRID framework (Fontaine et al., 2013), Nr: number of references reporting experience, Np:
number of participants which reported experience, A: anticipated cybersecurity breach
experience, P: personal cybersecurity breach experience.

Expressions

Coding within the category expressions is based on the GRID framework (Fontaine et al., 2013) and
several additional categories which were found in the reported emotion processes about the cybersecurity
breach situations. The categories within the expression components are presented in Table 4.

The most often reported expressions in cybersecurity breach situations include high vocal energy (N
=51, e.g., "My voice would be loud.” and “I yelled a bit.”), abrupt movement (Np =45, e.g., “| was nervously
kicking with legs)”, and “I was walking around nervously.”), eyes closed/tears (Nr = 41, e.g., “My eyes would
be filled with tears.”, and “I cried/ teared up”), withdrawing (Nr = 32, e.g., “Standing slouched.”, and “Your
posture is minimized, you become very small.”), perturbed speech (Nr = 27, e.g., “My talk would be discon-
tinuous and abrupt.”, and “I had a trembling voice.”), and frowning (Nr = 27, e.g., | would probably have
my eyebrows down.” and “I frowned.”; Table 4).



Table 4. Categories and Subcategories within the Expression Component

Category Nr Nr Examples of references
Facial expression FROWN? 37 27 I(I;A)/ould probably have my eyebrows down. (A) | frowned.
NO SMILE? 3 3 Unsmiling(A)
JAW DROP? 11 11 | would be shocked with my mouth open (A)
EYEBROWS UP?! 8 7  Raised eyebrows (A)
EYES OPEN? 18 18 | would open my eyes widely (A)
EYES CLOSED_TEARS 54 41 My eyes would be filled with tears. (A) | cried/ teared up. (P)
ANGRY FACE? 6 5  Have an angry facial expression (A)
CONFUSED FACE? 2 2 Ithink | would have a confused expression on my face (A)
PAIN FACE? 1 1 Would grimace in pain (A)
SAD FACE? 9 9 I would look sad (A)
SCARED FACE*? 10 10 My face would look scared (A)
SURPRISED FACE? 5 5  Surprise on my face (A)
UPSET FACE? 2 1 Upset (A)
WORRIED FACE? 12 12 Face probably concerned (A)
NORMAL FACE . . .
EXPRESSION? 5 5  Dont think my facial expression would change that much (A)
Vocal expression LOW VOCAL .
ENERGY! 13 13 I would be quiet (A)
HIGH VOCAL . .
ENERGY! 77 51 My voice would be loud. (A) | yelled a bit. (P)
PERTURBED SPEECH! 2 27 My tallf woul.d be discontinuos and abrupt. (A) I had a
trembling voice. (P)
GENERAL VOICE » » gr?]i):)iil:sg(lt;le to sound comprehensive due to strong
EXPRESSION?
NORMAL VOCAL . . \ .
EXPRESSION? 4 3 Think my voice wouldn't be raising (A)
Body movement MOVING TOWARD? 3 3 I would also try to get the body moving (A)
WITHDRAWING. a1 32 Standing slouched. (A) Your posture is minimized, you
become very small. (P)
ATTACK POSTURE? 17 3 The fists would clench (A)
NO MOVEMENT? 19 14 OStandingstill (A)
I would start walking nervously all over the room. (A)
ABRUPT 63 45  Running my hand through my hair. (P)
MOVEMENT? gmy gh my hair.
NORMAL BODY 4 3 There would be no change in posture (A)

EXPRESSION?

Note: 'Categories within Scherer’s Component Process Model of emotions (Scherer, 2001) and the GRID framework (Fontaine et al.,
2013), 2Added categories based on the coding of cybersecurity breach situations, Ng . number of references reporting experience, N.
number of participants which reported the experience, A: anticipated cybersecurity breach experience. P: personal cybersecurity
breach experience. The following categories from the GRID framework that were not included as they had zero coded references are
SMILE and FIRM SPEECH.



Bodily response

Coding within the category bodily response is based on the GRID framework (Fontaine et al., 2013), and
coded categories are presented in Table 5. The most salient bodily response in cybersecurity breach situation is
high autonomic arousal, distress (Np= 71, e.g., " would feel heaviness in my stomach.”, “ | probably would have
a headache.”) and a high temperature (Np=31, e.g., “Heat in my head, chest and abdomen.” and “Feeling hot.”;
Table 5).

Table 5. Categories within Bodily Response Component

Category* Nr Nr  Examples of references
DISTRESS GENERAL 113 71 I'would feel heaviness in my stomach (A). Maybe a
little shaky. (R)
CHEST PAIN 4 4 Pressure in the chest (A)
| would sweat, faster heart rate, faster breathing. My
HIGH AUTONOMIC 151 84 body would be tense. Dry mouth. (A) tickling and
AROUSAL goosebumps because of the creepiness (R) | Started

sweating (R)

LOW AUTONOMIC Breathing deeply and slowly (A) so my body would

AROUSAL 4 4 be slow (P)
HIGH TEMPERATURE 33 31 FP(;at in my head, chest and abdomen. (A) Feeling hot.
LOW TEMPERATURE 11 10 Mvyhandscold(A)

| think my body would not react differently while

AL BODILY
usu 0 3 2 experiencing a cyber-attack (A)

RESPONSE

Note: !Categories within Scherer’s Component Process Model of emotions (Scherer, 2001) and
GRID framework (Fontaine et al., 2013)

Subjective feeling

Coding within the category subjective feelings is based on the 24 basic emotion terms (Fontaine et al., 2013)
and several additional categories that were found to be relevant during the analyses of reported subjective feel-
ings in cybersecurity breach situations.

The most salient reported subjective feelings include negative emotions such as fear (Np = 101), anger (Np
=90), anxiety (Np =58), sad (Np =49), panic (Nr =37), powerless (Np =35), worried (Np =30), uncomfortable (Np =25),
upset (Np =22), ashamed (Np =21), and frustrated (Np =21; Table 6).

Table 6. Categories within Subjective Feeling Component

Category Nr Np Examples of references

FEAR ANXIETY? 92 58 Anxious. (A/P)
1

DISGUST 6 4 Disgust (A)

FEAR? 221 101 Fear. Terrified. (A/P)

PANIC? 54 37  Panic. (A/P)

2
SHOCK 27 19 Shocked (A)
STRESS! 32 18 | would be really stressed (A) | started feeling
stressed (P)

UPSET? 27 22 Upset. (A/P)

WORRIED? 49 30 Worried. (A/P)
SADNESS BEING HURT? 25 16

| would feel hurt and vulerable (A)
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| would be depressed (A). Weak, numb,

2
DEPRESSED 20 13 exhausted (P)
DESPAIR? 57 35 Helpless. Powerless, Despair (A)
DISAPPOINTMENT? 12 9 i would feel disappointed (A)
EMBARRASSMENT? 13 8 | would feel embarrassed (A)
GUILT? 1 9 Guilt (A/P)
SADNESS! 74 49  Sad.(A/P)
SHAME? 30 21  Shame. (A/P)
ANGER ANGER!? 194 90 Angry. (A/P)
FRUSTRATION? 36 21 Frustrated. (A/P)
FURIOUS, RAGE? 22 14 Furious, rage (A)
HATE!? 3 3 Hateful (A)

I would feel irritated (A). | would be annoyed as
IRRITATION? 7 7 well at first, because claiming accounts back
can be such a hassle (P)

SURPRISE? SURPRISE? 24 20  Unpleasantly surprised. (A)

GENERALY 1 | wouldn't feel comfortable at all. (A) First time
UNPLEASANT? GENERALY UNPLEASANT™ 31 25 you get the notification you're feeling bad. (P)
Note: 1Categories within 24 basic emotion terms (Fontaine et al., 2013), 2Categories specificly added for cybersecurity
breach situation are Ngr . number of references reporting experience, N,. number of participants which reported
experience, A: anticipated cybersecurity breach experience, P: personal cybersecurity breach experience. The following
categories from the original 24 basic emotion terms were not included as they had zero coded references: HAPPINESS,
INTEREST, JOY, LOVE, PLEASURE, PRIDE, CONTEMPT, JEALOUSY and COMPASSION.

Emotion regulation

Emotion regulation strategies were mostly coded within categories of the Conceptual integration model
(Connor-Smith & Flachsbart, 2007) and two additional emotion regulation strategies, rumination (Watkins et al.,
2005) and suppression (Gross, 2002).

In the cybersecurity breach situation, the most frequently reported emotion regulation strategy was instru-
mental support (Np =71, e.g., “I would contact all the services that | could. “, “I should go to the police and hope
for the best.”), relaxation (Np = 54, e.g., “I would try to calm down. “, “By taking deep breaths.”), suppression
(Np =50, e.g., “I would not let my anger get to me completely. “, and “I tried to minimize my nervousness when
typing, to avoid making my friend nervous.”), cognitive restructuring (N = 41, e.g., “Convince myself that it really
isn't that bad and that | can make things right.”, and “I decided to focus on positive things again (my work, family
and friends).”), emotional support (Nr = 32, e.g., “I would tell my friends and family. “, and “ | would ask for a
comfort from other people.”) and rumination (Np = 23, e.g., | would overthink about possible things he/she
could've read or do with my personal info.”, and “Trouble concentrating on work.”; Table 7).

Table 7. Categories within Emotion Regulation
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Category Nr Nr  Examples of references
NEGATIVE EMOTION i’ " ::b(aAt;ly nervous which would affect the people around
FOCUSED! )

Try to stop putting my self in simmilar positions in the
ENGAGEMENT COPING! 3 3 future (A)

I I tact all th ices that | Id. (A) I shoul
INSTRUMENTAL SUPPORT? 117 71 would cqn act all the services that | could. (A) | should go

to the police and hope for the best.(P)
EMOTIONAL SUPPORT? 43 32 I would tell my friends and family. (A). | would ask for a

comfort from other people. (A)

| WOULD go to the training which reduce my level of stress
PHYSICAL ACTIVITY? 2 2 and anger (A)
RELAXATION? 81 54 | would try to calm down. (A) By taking deep breaths. (P)

| would not let my anger get to me completely. (A) | tried to
SUPPRESSION3 65 50 minimize my nervousness when typing, to avoid making my

friend nervous. (P)

it would be hard for me to trust the online type of
SECONDARY CONTROL 13 10 communication ggaln, i.e. dating. (A) you do lose your trust

at least for a while. (P)

| would try to distract my thoughts by watching something
DISTRACTION!? 8 5 or going out with friends. (A)

Convince myself that it really isn't that bad and that | can
COGNITIVE RESTRUCTURING? 54 41  make things right. (A) | decided to focus on positive things

again (my work, family and friends). (P)

the realization that there is nothing | can do and that | have
ACCEPTANCE? 7 7 to start over (A) so you just have to accept the loss /R)

If it becomes to hard to live with it | would try not to think
AVOIDANCEL 3 3 about it. It w9uld ngt help me to solve anything but it

would be easier to live this way. (A)
DENIALL 5 4 | would not want to believe that it was cyber attack (A)

Maybe to turn back time and not to have contact with
WISHFUL THINKING? 7 7 website or something that caused that (A)

Maybe | would avoid tehnology for a while because of fear
WITHDRAWAL? 13 8 (A)

| would overthink about possible things he/she could've
RUMINATION? 24 23 read or do with my personal info. (A) Trouble concentrating

on work. (P)

Note: 1 Categories within Conceptal integration
model were not included as they had zero coded references: MIXED EMOTION FOCUSED PRIMARY CONTROL, PROBLEM
SOLVING, MIXED SOCIAL SUPPORT, RELIGIOUS COPING, BROAD DISENGAGEMENT, NARROW DISENGAGEMENT and
SUBSTANCE USE, 2Categories within Watkins, Moulds & Mackintosh (Watkins et al., 2005), 3 Categories within Gross
(Gross, 2002) 4 Items are matched as much as possible to the items of the original GRID instrument (Fontaine et al., 2013),
Nr: number of references reporting experience, Np. number of participants which reported experience, A: anticipated
cybersecurity breach experience. P: personal cybersecurity breach experience.

(Connor-Smith & Flachsbart, 2007). The following categories from this
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Discussion

In this study, we took an explorative stance to probe the scope of the experiences that ensue from cyber-
security breach situations of connected technology, including loT devices, smartphones, computers, and com-
munication technology (social networks, email). Although largely exploratory, we used a theory-driven approach,
by structuring the open questions and analyzing the responses using categories from emotion theories (Connor-
Smith & Flachsbart, 2007; Fontaine et al., 2013; Scherer, 2001) While previous studies explored only one com-
ponent of emotion experiences towards cyber-security breach situations, namely subjective feelings such as an-
ger or emotion dimension such as emotional arousal (Canetti et al., 2017; Oulasvirta et al., 2012; Pyke et al.,
2021; Symantec, 2011), we went further by also exploring appraisals, bodily reactions, expressions and action
tendencies. This approach allowed us to explore all facets of emotion experiences in cybersecurity breach situa-
tions. First, a description of the coding process will be presented, followed by a discussion about central emo-
tion processes in cybersecurity breach situations. Finally, implications, limitations and suggestions for future re-
search are discussed.

Coding process: especially issues for appraisals

All the reported personal and anticipated emotion processes for the situation of cybersecurity breaches
have been coded against the GRID framework (Fontaine et al., 2013) based on the Component Process Model
(Scherer, 2001), namely appraisals, action tendencies, bodily responses, expressions and subjective feelings.
However, particularly for the appraisal component, we found that many reported appraisals did not fit the GRID
framework, but were found to be a better fit within the additional appraisal categorization based on Lazarus
model (Lazarus, 1993). Emotion regulation was coded within categories based on several models: Conceptual
integration model by Connor-Smith and Flachsbart (Connor-Smith & Flachsbart, 2007), and by two added emo-
tion regulation strategies, rumination (Watkins et al., 2005) and suppression (Gross, 2002).

Cyber-security breaches are clearly emotional, with a focus on fear and anger

Overall, the most reported experiences in cybersecurity breach situations on each of the components re-
flect negative emotional experiences, which indicates that a cybersecurity breach situation is a negative emo-
tional experience for the victim. Our results are in line with the limited literature that exists on the emotional
experience of victims of cyber-crime (Canetti et al., 2017; Oulasvirta et al., 2012; Symantec, 2011) which also
finds that negative emotions are associated with such an event. Subjective feelings found in our study are also
reported in other sources on cyber-crime, such as fear, anger, annoyance, sadness, despair, shame, betrayal
(Symantec, 2011), anxiety, annoyance, concern, and rage (Oulasvirta et al., 2012). However, while those studies
were limited to reporting these subjective feelings, our study using the component emotion approach addition-
ally explored the appraisals, bodily reaction, expressions and action tendencies. We find a lot of these features
in participants’ reporting of cyber-breach experiences, indicating that experiencing or anticipating the experience
of a cybersecurity breach clearly elicits emotions in their broadest sense. If we look at the subjective feelings,
there are two categories that are much more often reported than others, and those are subjective feelings of
fear and anger. These two central emotions are also reflected throughout other emotion components.

Appraisals: threat and being unjustly treated and powerlessness

Analysis of the appraisal component of emotion processes revealed aspects of emotion experiences which
are specific for cybersecurity breach situations, such as privacy intrusion, appraisals of the unknown cause or
consequences of the breach situation and insecurity. Other frequently reported appraisals for this specific situa-
tion for victims of cybersecurity breach reflect perceptions of having no control, fright appraisals as result of
perceiving immediate, concrete and overwhelming physical danger, insecurity, norm violation, demeaning of-
fense against themselves or theirs, or blaming themselves. This list of the most salient appraisals are reflections
of the breach happening without physical presence of the perpetrator but bringing privacy intrusion through an
unauthorized access of the unknown perpetrator and involving vagueness of the cause and consequences. Ap-
praisals of threat, of being treated unjustly, of privacy violation, and of powerlessness describe victims’ appraisals
in the cybersecurity situation.

Bodily expressive: highly aroused and expressive
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Reported bodily responses and expressions such as a general high level of autonomic arousal and distress
symptoms, abrupt movements, yelling, frowning, crying, shaking of the voice and withdrawal emphasize that the
experience of falling victim of cybersecurity breach is stressful. In line with that. a rise in cortisol level due to
cyber-attacks was reported in another study (Canetti et al., 2017). These highly aroused and expressive reactions
can be related to the two main reported subjective feelings of fear and anger.

Action tendencies: constructive, but also many unconstructive especially withdrawal and aggression

Our participants also reported both active and passive action tendencies, either in the form of an interven-
tion, attack or defense, or in the form of passive disengagement from the situation respectively. This latter find-
ing is in line with lack of actions taken by victims of actual cybercrimes, as reported by a leading cyber-security
company (Symantec, 2011). They reported that individuals who experience cyber-crime mostly do not report a
crime, call their financial institutions or the police, or contact the website owner or email provider.

The reported action tendencies can be interpreted as both constructive and unconstructive. Interventions
in the context of cybersecurity breaches present constructive action tendencies when they are focused on solving
the situation. They include a tendency to stop the breaching behavior or to call the police. In this context, emo-
tions serve the purpose of preparing us for adequate action (Frijda, 1986). Disengagement and withdrawal from
activities that require connectedness (i.e., emailing, using social media, etc.) in the situation of cybersecurity
breach presents unconstructive action. Disengagement, withdrawal and disconnection from the internet in a
world in which most activities rely on digital connectedness, do not bring a solution for this specific situation and
could potentially bring more difficulties to one's work or personal activities. Research shows that these uncon-
structive action tendencies are associated with subjective feelings of fear (e.g., Achenbach, 1966; Fontaine et al.,
2013), which was indeed one of the main reported subjective feelings in our sample. Another unconstructive
action tendency is a tendency to attack or retaliate. As the attacker is mostly unknown and hard to track, the
attack tendency reflects the anger emotion (e.g., Achenbach, 1966; Fontaine et al., 2013) without a space in
which a related action could take place.

Regulation: both constructive and unconstructive (suppressive / relaxation: need to get the emotion under

control)

Additionally, emotion regulation strategies in cybersecurity breach situations refer to both external sources
like reaching for instrumental and emotional help, and internal sources like relaxation, suppression, cognitive
restructuring, and rumination. Most emotion regulation mechanisms reflect active attempts to deal with the
situation, such as asking others for help, to calm or control themselves and not to show signs of distress. Partic-
ipants also reported an inability to deal with the situation in the form of overthinking and analyzing the situation.
This reported rumination could be seen either as intrusive thinking, which can perturb sleep or concentration, or
as a means to solve the situation by analyzing the factors and outcomes of the hacking situation.

The reported emotion regulation strategies can also be interpreted with respect to their constructive and
unconstructive nature. In the cybersecurity breach situation, the two most frequently reported regulations, sup-
pression and relaxation, can be seen as both constructive and unconstructive as they reflect that people feel
overwhelmed and have the need to bring an emotion process under control.

In conclusion it can be said that dominant emotion processes can be interpreted in terms of fear and anger
that require regulation. Psychological effects of physical security breaches such as burglary, have similarly been
found to be associated with similar negative subjective feelings, such as anger, fear, anxiety, shock, guilt, confu-
sion, stress, embarrassment, and appraisals such as concerns for the future and self-blame (Beaton et al., 2000;
Chung et al., 2014). This suggests that reactions to cybersecurity breaches are akin to the experience of physical
security breaches. However, what specifically characterizes cybersecurity breaches, and what is different from
physical security breaches, is the powerlessness experienced by users due to knowing neither the attacker nor
the scale of the consequences (Heartfield et al., 2018). In case of data breach and loss of data, it is not known
who is behind the breach as well as what will happen to the data and the extent of the damage, which brings a
victim in a fearful state. These specific characteristics of cybersecurity breach situations make a victim more
vulnerable. Additionally, as the attacker is often anonymous, the attack is unlikely to be punished which is re-
flected in victims' reported powerless anger. The combination of fear and powerless anger is likely to make the
situation of cybersecurity breach especially psychologically charging and it could create a risk for the develop-
ment of psychopathology. In the interaction with existing vulnerabilities, withdrawal could lead to risk for de-
pression (e.g., Alfano et al., 1994; ElImer & Stadtfeld, 2020; Katz et al., 2011) and suicide, while powerless anger
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and undirected aggression could lead to suspicion and complot thinking (e.g., Inesi et al., 2012; Schaerer et al.,
2021).

Implications and future research

The strong negative emotions, e.g., anger and fear, which result from the experience of cyber-security
breaches can have significant consequences that may unfold over time, and themselves create and sustain more
distress. Such consequences may include increased distrust, suspicion and antisocial behavior (externalization),
as well as depression and anxiety (internalization) (Achenbach, 1966). To prevent the development of psycho-
logical difficulties, there is a need to analyze the underlying components of the emotion process, to assert op-
portunities for intervention. To be successful, such an intervention should focus on the short-term consequences
and individual components of the emotion process, the proximal cause of distress.

Very different reactions can, of course, be expected, depending on the nature of the threat, the remit of
the situation, the original intent of the cybersecurity breach, the cyber-physical effects of the attack, and whether
the victims have any control over the situation. The five components of the emotion process has been very in-
sightful to gain insights into cybersecurity breaches reported in this study and is expected to also be insightful
for disentangling the effects of different types of attacks and their consequences for the user.

Another factor to consider are inter-individual differences, such as personality and psychopathological
traits. It can be expected that the stressful experiences of cyber-security breach would increase any existing
tendencies or traits. It is thus paramount to protect potentially vulnerable users and prevent the short-term
(negative emotion processes followed with aggressive or withdrawing behaviors) or long-term consequences
(anxiety, depression, and antisocial behaviors) of a security breach.

A successful framework to support users should involve strategies for dealing with cybersecurity breach
situations. The experiences that ensue will be in reaction to a violation or the anticipation of a violation, and
supportive strategies may thus include the development of mechanisms and ways to help a user mitigate the
situation, by providing sources of help, to get information and psychological support, before helping the user
acquire new skills, to grow confidence and resilience.

We put forward that any effort to increase the security of technology must be centered on users, and that
users should be an integral element of the security chain. The present study is a first step in that direction. With
a view to contributing to the description of the psychology of users and victims of cyber-crime, our work high-
lights the kinds of experiences and behaviors that are likely to take place. Future work should focus on specific
aspects of this experience.

Limitations

Our work has several limitations. One such limitation is related to the sample consisting mainly of students
and women who may only be partially representative of the huge pool of users of the internet. Recruitment of
victims of cyber-crime was a challenge for the current study but is likely a challenge for any study due to several
reasons. First, considering the nature of cyber-crime, it is very likely that users are often not aware of the cyber-
attack itself (de Bruijn & Janssen, 2017). Second, victims may be reluctant, fearful and suspicious to share their
experiences through the online media through which they have been hacked. Third shame due to the failure of
not protecting themselves or their families from hacking can also make a user not willing to share their experi-
ences. However, students form an interesting group to start exploratory research, especially also in this domain
(Pyke et al., 2021).

One could also argue that the anticipated and personal emotion experiences in cybersecurity breach situa-
tions might not be comparable, or that actual and anticipated behavior may similarly be qualitatively different.
However, a strong support for convergence of anticipated and experienced emotion can be expected, as shown
in other work (Robinson & Clore, 2001), which concludes that vignette methodologies can play a useful role in
theory construction. This indicates that emotion dynamics in both anticipated and personal experience of cyber-
security breach situation can be expected to be equivalent and sufficient for the adjustment of the GRID ques-
tionnaire for specific cybersecurity breach situations. Short of being able to interview victims of hacking in situa-
tion, or inducing an attack in a controlled environment, researchers will have no other choice but using vignettes
studies, imagined scenarios, or rely on the fallible memory of emotional reactions to having been hacked.

Conclusions

A security breach on devices that are connected to the Internet is a negative emotional experience. Emo-
tional experiences reflect subjective feelings of fear, anxiety, despair, sadness, shame, anger, and frustration.
Additional description of emotion experiences is offered by appraisals of privacy intrusion, unknown intentions
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of perpetrator or the precise nature of the consequences that could follow, no control over the outcome of the
situation, fright, facing danger and insecurities. Regardless of experienced action tendencies to actively solve the
situation or to withdraw and disengage, a victim is faced with the inability to act upon the experienced emotions,
either due to a lack of knowledge or due to the invisibility of the intruder. The results can be used as a starting
point for the further development of an instrument which can be used to examine emotion experiences of users
in the cybersecurity breach domain by assessing the whole emotion process through five emotion components
and emotion regulation.
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