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Abstract—DevOps is an agile software delivery approach 
which combines IT development and operation functions into 
cross-functional teams and promotes team autonomy and 
automation of processes. Many companies transform their IT 
departments according to the DevOps paradigm, hoping to 
increase their pace of software delivery and achieve a tighter 
collaboration between business and IT functions. Whereas 
reasons for adopting DevOps are often described in terms of 
operational efficiency, the paper at hand aims to investigate 
whether implementing DevOps can additionally contribute to 
the strategic advantage of companies. To this end, we have 
conducted a systematic review of 37 empirical research papers 
on DevOps capabilities and analyzed the results in the context 
of the dynamic capabilities theory. Our conceptual model 
proposes that DevOps teams can contribute to firm competitive 
advantage by building both business- and technology-related 
capabilities which enable them to sense market opportunities, 
make fast and targeted decisions and transform their assets in 
case of changing circumstances. This research aims to generate 
a deeper understanding of the impact which software delivery 
approaches like DevOps can have on firm competitive 
advantage and provides insight into the sources of dynamic 
capabilities in modern IT organizations. 

Keywords—DevOps, dynamic capabilities, IT capabilities, firm 
competitive advantage 

I. INTRODUCTION

Agile software development methods are gaining popularity 
in the industry. Their main advantage, as opposed to 
traditional development approaches, is their ability to 
respond to rapidly changing environments [1] which makes 
them an attractive operating model for many companies. 
Additionally, product-oriented, agile teams are deemed to 
handle customer demands better [2], although an increasing 
disconnect between IT development and operation functions 
presents a bottleneck in this process and impedes the fast 
delivery of new software functionality [1]. Organizations 
therefore turn to software delivery approaches like DevOps 
which aims to bridge this gap by combining both IT 
development and operations into cross-functional teams [2], 
[3]. Agile and DevOps are considered important methods for 
companies undergoing a digital transformation since they 
enable the delivery of innovative products or services via 
digital services platforms [4].  

Although other literature reviews on DevOps capabilities 
have been performed prior to our research [5]–[7], the wider 
implications of using DevOps in organizations are not yet 
fully understood and the link between DevOps and firm 
competitive advantage has been scarcely researched until 
now. To the best of our knowledge, no theory is available that 
explains how DevOps teams can deliver strategic value to 
their organizations. In research and practice, the benefits of 
DevOps are often described and measured in terms of 
operational efficiency instead of strategic impact, focusing on 
metrics like code deployment frequency and lead time for 
changes [8]. The research at hand intends to further build on 
the available literature by explaining how exactly DevOps 
teams can contribute to organizational advantage and by 
presenting a conceptual model for this. This premise is 
supported by Wiedemann and Schulz [9] who have adopted a 
resource-based view and concluded that DevOps teams can 
build seven key capabilities which enable them to perform 
software process innovation which in turn contributes to 
competitive advantage. 

Extant literature has demonstrated that organizational agility 
leads to superior firm performance and is strongly related to 
the presence of IT capabilities [10]. This relationship is 
mediated by the fact that IT competences allow companies to 
build digital platforms which in turn support organizational 
agility [10]. In order to enable these IT capabilities, we argue 
that it is important for researchers to investigate 
contemporary software delivery approaches like DevOps in 
more detail. This is expected to enhance the current 
understanding on how DevOps contributes to agility on a 
technology- and organizational level and thus may leverage 
competitive advantage. Furthermore, the research at hand 
intends to provide a deeper understanding how the digital 
transformation affects the sources of competitive advantage. 

We build on the theory of dynamic capabilities [11], [12] 
which is an enabler to organizational agility [13], [14]. The 
dynamic capabilities framework was selected as the basis of 
our research due to its significant contribution and frequent 
application to information systems (IS) and strategic 
research. To this end, we conduct a systematic literature 
review [15] of empirical research on DevOps 
implementations and adoptions to identify relevant DevOps 
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capabilities. We then analyze these in the context of the 
dynamic capabilities theory [12].  

The research at hand therefore aims to answer the following 
research question: 

How does the DevOps approach enable software delivery 
teams to build dynamic IT capabilities which contribute to 

firm competitive advantage? 

The remainder of this paper is structured as follows: Section 
II provides more information on the DevOps approach and on 
the dynamic capabilities theory. Section III describes our 
literature review approach in detail. Section IV summarizes 
the results and presents our conceptual model. Section V 
discusses the results and section VI concludes the paper. 

II. BACKGROUND 

 DevOps 
DevOps is used as an umbrella term to describe approaches 
in which organizations combine IT operations and 
development responsibilities into cross-functional teams 
[16]. Reasons for adopting DevOps range from wanting to 
improve the pace and quality of software deployment to 
improving collaboration between development and 
operations functions [16]. Furthermore, product-oriented, 
agile teams are deemed to be more effective at handling 
rapidly changing customer demands [2]. 
DevOps is an ambiguous concept. It has been referred to as 
many different things such as a movement, a philosophy, a 
practice, a culture or a mindset. Furthermore, there are 
tensions as to whether DevOps is mainly about the cultural 
aspects or is more of a technical solution [17]. Literature 
reviews have shown that there is no uniform definition of 
DevOps [16], [18] although various studies have defined 
some general patterns that DevOps processes usually share. 
Smeds, Nybom and Porres defined DevOps as “a set of 
engineering process capabilities supported by certain 
cultural and technological enablers” [19]. We select this 
definition as a guiding principle in our research due to its 
specific focus on process capabilities. Furthermore, the 
aforementioned characterization is broad enough to account 
for varying interpretations of the DevOps phenomenon in 
literature. Although DevOps may thus be interpreted in 
slightly different ways in extant literature, we argue that the 
unique combination of development and operation activities 
yet calls for a similar set of capabilities which these teams 
need to develop. 
A frequently used summary of DevOps principles is the 
acronym CAMS which represents the dimension of culture, 
automation, measurement and sharing [3], [20]. These will be 
summarized shortly in the following: First, DevOps involves 
decentralized decision-making structures and DevOps teams 
therefore need great autonomy [21] in order to react 
adequately and timely to new demands and incidents. Moving 
towards DevOps therefore requires companies to not only 
change organizational structures and invest in new 
technology but primarily calls for the adoption of a new 
organizational culture. Furthermore DevOps teams aim to 
automate most of their processes by using principles such as 
continuous delivery in which software code changes are 
automatically tested and staged [20]. The measurement 

concept describes the effort to continuously monitor business 
metrics and key performance indicators [20]. Finally, 
DevOps teams share knowledge, tools and infrastructure with 
each other [3], [20].  

 Dynamic Capabilities 
The question how some companies yield competitive 
advantage above others has long been discussed in strategic 
management literature. The concept of dynamic capabilities 
[11], [12], [22] was introduced as an extension to the 
resource-based view which aims to explain competitive 
advantage in terms of the resources which an organization 
accumulates. This paradigm is opposed to strategic models 
which emphasize the exploitation of market power like the 
competitive forces model and the strategic conflict model 
[11].  

Recently, Brosig, Westner, and Strahringer [23] concluded 
that the resource-based view is the most dominantly used 
perspective in IT capabilities research and that contemporary 
research additionally incorporates technology-based views in 
their IT capability conceptualizations. However, the 
resource-based view alone has not sufficiently explained the 
advantage of firms in rapidly changing environments [22]. 
According to Teece, Pisano, and Shuen [11], accumulating 
resources alone is not sufficient, in order to sustain significant 
competitive advantage. They further argue that winners in the 
global marketplace have demonstrated responsiveness and 
rapid product innovation and were able to effectively 
coordinate and redeploy internal and external competences. 
They therefore define dynamic capabilities to be “the firm's 
ability to integrate, build and reconfigure internal and 
external competences to address rapidly changing 
environments” [11].  

Although more recent business and enterprise frameworks 
have also adopted capability-based transformation 
approaches, we select the dynamic capabilities theory [11] as 
a fundament for our research due to its significance in the 
strategy and IS research domains and its potential to explain 
the link between capabilities and firm competitive advantage 
in detail.  

Dynamic capabilities reside in the organizations managerial 
processes and structures [11]. These are in turn determined 
and shaped by the firm’s assets and the unique paths which 
are available to the organizations. These paths are largely 
determined by the history of the organization and its 
technological opportunities. The authors therefore argue that 
dynamic capabilities are unique and idiosyncratic to an 
organization and need to be difficult to replicate. Superior 
operational efficiency is valuable but not a dynamic 
capability [12]. Contrary to this, Eisenhardt and Martin [22] 
argue that dynamic capabilities are in fact idiosyncratic in 
their details but at a higher level constitute a set of specific 
and identifiable processes. Examples of such processes are 
product development, strategic decision making and 
alliancing [22].  

Teece [12] has categorized dynamic capabilities into three 
classes. Each of these capabilities is undergirded by 
organizational and managerial processes, structures and 
systems. The first type of dynamic capabilities enables an 
organization to sense and shape new opportunities and 
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threats. These can either be of technological nature or relate 
to the market in which the organization is operating. 
Secondly, organizations require capabilities to seize the 
identified opportunities and address it with new products or 
services. This requires managers to make swift and targeted 
investment decisions. The last set of capabilities enables the 
firm to manage threats and transform the organization. This 
involves recombining and configuring the asset base and 
organizational structures as a consequence of changing 
markets and organizational growth.  

As previously stated, the resource-based view and more 
specifically dynamic capabilities have been frequently used 
in IS research. IT assets and capabilities are generally seen as 
valuable enablers and contributors to enterprise dynamic 
capabilities. Wade and Hulland [24] argue that “IS resources 
may take on many of the attributes of dynamic resources, and 
thus may be particularly useful to firms operating in rapidly 
changing environments.” They furthermore believe that IS 
resources might not directly lead to competitive advantage 
but yet remain critical to ensuring organizational 
competitiveness in volatile environments. 

III. REVIEW PROTOCOL 
In order to answer our research question, we adopted a 
systematic literature review approach [15]. Figure 1 
delineates the steps pertaining to this process as suggested by 
Rouhani, Mahrin, Nikpay, Ahmad, and Nikfard [25].  

 
Figure 1. Systematic literature review stages as suggested by Rouhani, 
Mahrin, Nikpay, Ahmad, and Nikfard [25] 

We have introduced our research rationale and research 
questions in the introduction of this paper. Following this, we 
started with an exploratory literature search which served as 
a basis for our review protocol which is an important element 
of any systematic literature review [26]. 

This protocol contained the keywords for the literature 
search, the databases and search strategy, as well as inclusion 
and exclusion criteria for selecting suitable literature. All of 
these criteria will be discussed in the following sections in 
which we will describe each step of the conducting phase 
separately. It is of paramount importance that this process is 
documented rigorously, in order to show credibility and allow 
other researchers to assess the exhaustiveness of the research 
[27].  

 Search performance 
We initially conducted an exploratory literature search to 
identify suitable databases, keywords and selection criteria 
that would provide us with relevant search results. The initial 
search terms were then refined by scanning relevant papers 
and identifying often used keywords. Priory tested search 
terms such as “DevOps” proved to be too broad and were 
therefore narrowed down. This process led to the search terms 
as shown in TABLE I.  

 

TABLE I.  KEYWORDS FOR DATABASE SEARCH 

AND 

O
R

 

DevOps 

Capabilit* 
Enabler* 
Concept* 
Asset* 
Resource* 
Dimension*
Practice* 

The final search was conducted at the end of December 2020. 
These keywords were entered into six different databases 
which are documented in TABLE II. These databases were 
also identified based on the exploratory review and were part 
of our review protocol. They are widely recognized sources 
in the field of information systems research. Whereas the 
search parameters were the same throughout all databases, 
the syntax of the search had to be adjusted slightly according 
to the query language of the database. The search parameters 
were narrowed to the title, abstract and keywords of the 
articles since a full-text search yielded too many irrelevant 
results.  

TABLE II.  INITIAL SEARCH RESULTS 

Search engine Sub-library (if applicable) Results 

Scopus   692 

Web of Science WoS core collection 366 

IEEE Xplore  285 

ACM Digital Library Full text collection 137 

Science Direct  41 

AISeL AIS electronic library 22 

Total  1543 

 Study selection 
The study selection and data extraction steps were performed 
by the first author. The search process is demonstrated in 
Figure 2 according to the guidelines of the PRISMA 
statement for systematic reviews [28].  

 
Figure 2. Information flow diagram according to PRISMA [28]. 
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The database search amounted to 1543 raw results. These 
were firstly filtered for duplicates. These results where then 
scanned based on their title and abstract to determine whether 
they met the inclusion or exclusion criteria as defined in the 
review protocol. These criteria are shown in TABLE III.  

TABLE III.  INCLUSION AND EXCLUSION CRITERIA. 

Inclusion 

Investigates practices, concepts, capabilities or assets 
related to (Biz/Sec)DevOps 

The paper contains primary research, thus it contains 
empirical data either as input or validation of the theory  

Exclusion 

Paper only focusses on DevOps tooling or architecture, 
e.g. infrastructure provisioning, CI/CD, or microservices 

Paper focusses on educating students about DevOps 

Paper focusses on implementation of DevOps practices in 
a very narrow context (e.g. embedded systems, IoT) 

Literature reviews 

Papers which obviously did not contribute to the research 
question were eliminated. Furthermore, only papers that 
contained an empirical research component were taken into 
account which means that systematic literature reviews and 
expert opinions based on theory were not selected. This 
decision was made to ensure that the capabilities which were 
to be extracted from the papers were all observed in practice 
and were not based on implicit expectations and assumptions.  

Another important criterion was the fact that the papers 
needed to address the DevOps concept from an organizational 
perspective instead of viewing it as a purely technical 
approach. The rationale for this decision was that the 
literature stream which focused on DevOps toolchains and 
pipelines did not research DevOps capabilities in relation to 
their organizational context. It was therefore not deemed 
feasible to identify the strategic value of these capabilities 
against this background. 

This selection process resulted in 56 eligible papers which 
were read in full text. We then excluded another 20 papers 
since they did not meet the criteria. One paper was added by 
evaluating forward and backwards references of the included 
papers [29]. This process resulted in a final sample of 37 
papers. 

As discussed above, our main quality condition was the 
inclusion criterion that all papers needed to contain empirical 
evidence which means that they contain evidence from e.g. 
case studies, interviews or practitioner experiences as input 
or validation of the research. This is in line with the study 
design hierarchy by Kitchenham [26] who notes that expert 
opinions based on theory or consensus constitute a low-
quality study design. Two papers in our sample were based 
on systematic literature reviews but were validated by 
industry experts based on their experiences. Due to the fact 
that DevOps is still a relatively young research field with a 
limited number of publications, we have decided to not filter 
the papers further based on their publication type or outlet.  

As shown in Figure 3, all included paper were published 
between 2014 and 2020. The higher number of included 
publications from the past few years is in line with the overall 
increasing trend of research on DevOps. 26 of the papers 
were conference papers and 11 papers were journal 

publications. The fact that most of the journal papers stem 
from recent years furthermore shows that the maturity of 
research on DevOps is slowly increasing. 

Figure 3. Type and number of included papers per year. 

 Data collection & synthesis 
The data was extracted and synthesized by drawing on 
elements from two recognized yet contrasting qualitative 
evidence synthesis methods. Similar to the study selection 
procedure, these steps were performed by the first author. We 
firstly applied a grounded theory approach which allows 
researchers to establish new synthetic constructs that exceed 
the level of individual studies [30]. To this end, the empirical 
evidence given in all 37 papers was coded by using the 
qualitative data analysis tool AtlasTI. We applied labels to 
chunks of text which mentioned or implied capabilities and 
practices that were relevant in a DevOps context. This 
process amounted in 126 separate codes. During this process, 
we applied comparative analysis, which means that the codes 
were continuously compared, merged or renamed and 
relationships between codes as described in the literature 
were defined [31]. Simultaneously, we grouped the single 
codes into broader categories of codes. The final overview 
resulted in a list of specific DevOps practices (codes) and a 
more comprehensive list of DevOps capabilities (code 
categories). 

During the second step of our data synthesis, we mapped the 
code categories to the dynamic capabilities framework by 
Teece [12]. In doing so, we used features of the framework 
synthesis approach in which an a priori framework is selected 
which provides the thematic categories to which data can be 
coded [32]. As opposed to grounded theory, which is 
inductive in nature, framework synthesis methods are realist, 
deductive and build on existing models and frameworks [33]. 
Framework synthesis is therefore very suitable to test the 
extent to which an existing theory is supported by empirical 
evidence [30], which is in line with our research question. 

IV. RESULTS 
In addition to the three classes of dynamic capabilities as 
defined by Teece [12], we identified two additional sets of 
capabilities that are relevant for DevOps teams to achieving 
competitive advantage. These sets serve as enablers and 
outcomes of the dynamic DevOps team capabilities. We 
name the first set of capabilities Organizational enabler 
capabilities since they are primarily governed on an 
organizational level. These capabilities support the DevOps 
teams in their way of working and should therefore already 
be in place before building other capabilities. 
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The second set of capabilities are the Dynamic DevOps team 
capabilities. They represent the processes, structures and 
systems which constitute the three classes of dynamic 
capabilities within DevOps teams. The last set of capabilities 
are capabilities which result from the successful 
implementation of the other two sets of capabilities. We 
therefore name this set of capabilities the Outcome 
capabilities. The complete overview of all capabilities and 
the relationship between these is depicted in Figure 4. The 
sets of capabilities and their respective literature references 
will be discussed in the following. 

 Organizational enabler capabilities for DevOps 
Organizational enabler capabilities serve as a prerequisite for 
the successful deployment of DevOps teams. They primarily 
concern the governance of DevOps teams and need to be 
developed and fostered on an organizational level. 

Firstly, DevOps teams require an organizational vision and 
strategy which provides direction and rationale for the 
DevOps way of working. The management vision is 
important for addressing barriers during the implementation 
[34] and ensures alignment of team goals with organizational 
objectives [35], [36]. One mechanism to achieve this is to 
deploy appropriate frameworks that provide direction to the 
DevOps teams [36], [37]. On the other hand, a lack of 
management support has been identified to be a key challenge 
in adopting and executing DevOps practices [38], [39]. 

Since communication and alignment on goals and practices 
are important elements of DevOps, the organizational 
structure can affect the way of working substantially [19]. It 
has been suggested that an effective construction for DevOps 
organizations is to adopt a matrix structure since this setup 
promotes communication among employees [40]. Other case 
studies reported that organizations simply merged 
development and operations departments and introduced new 
titles such as “DevOps engineer” [16] 

Multiple scholars addressed the importance of leadership 
commitment and support towards the DevOps way of 
working [41]–[43]. Sponsorship from leadership is important 
during the implementation phase in order to support the 
organizational culture change [41], [43]. However, 
continuing leadership commitment remains crucial for 
existing DevOps teams since managers need to employ 
collaborative leadership styles instead of trying to control the 
teams [42]. Leaders should demonstrate lean leadership 
behavior [40] and practice agile methods themselves rather 

than just supporting them [42]. We have summarized this 
evidence under the term “transformational leadership”.  

Effective DevOps teams often have the decision-making 
authority to bring software into production whenever desired 
[9], [44]–[46]. This implies that team autonomy and 
decentralized decision-making should not only be respected 
and supported by management as discussed earlier but also 
need to be safeguarded within the role definition of the teams. 
Furthermore, many scholars stress that DevOps teams should 
be assigned shared end-to-end responsibilities for the entire 
system life cycle [16], [43], [44], [47]. Employee incentives 
and appraisal processes therefore need to be team-based and 
promote shared goals [34], [42], [45]. 

Simultaneous to maintaining the team autonomy, 
organizations need to foster alignment between teams and 
ensure that they share the same processes and goals [19], 
[42], [44], [48]. Lastly, organizations need to ensure that 
DevOps team members receive adequate training to fulfill 
their responsibilities [42] as well as select and provide them 
with suitable tooling [45], [48], [49]. 

 Dynamic DevOps team capabilities 
In this section we present the capabilities that were found to 
be directly relevant to DevOps teams and enable them to 
exhibit the three classes of dynamic capabilities. It is 
important to note that some capabilities may contribute to 
more than just one class of dynamic capabilities. We 
therefore present each capability in the context of the class to 
which we found it to contribute to most dominantly. 
Furthermore, we found that DevOps dynamic capabilities 
manifest themselves on two levels. On one hand, business-
related capabilities relate to the structures, processes and 
behavior which the teams employ. Technology-related 
capabilities on the other hand concern the technical 
implementation and automation of systems and processes. 

1) Sensing capabilities 
Sensing capabilities allow the DevOps teams to sense 
opportunities and threats regarding their products and 
services. The first capability which was encountered to 
support this is the integration of customer centricity in the 
design of processes [36], [42]. DevOps teams should be 
cross-functional [40], [50] and organized around products-
and services [18], [45], [48] instead of individual 
components. This allows the teams to cover all aspects of the 
software development life cycle and understand potential 
shortcomings and feedback. 

 
Figure 4. Conceptual model of DevOps capabilities resulting from the systematic literature review. 
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Another capability which relates to sensing opportunities and 
threats is the deployment of intrapreneurship behavior which 
is used to describe groups in existing organizations that 
behave like entrepreneurs [9]. This requires DevOps teams to 
be skilled at solving problems [2], [51] as well as being 
assertive and continuously scouting for new opportunities 
[52].  

DevOps teams need to be able to manage and balance 
expectations from customers as well as stakeholders in their 
organization. They should therefore adopt stakeholder 
management practices, for example by building relationships 
with customers [47] and letting them participate in their 
development process [50], [53], [54]. 

The last capability which we found to enable the 
identification of opportunities and threats is end-user 
monitoring and feedback. This requires strong technological 
skills since teams should aim to extract information regarding 
end-user behavior from the application and offer users the 
opportunity to provide feedback on working versions of their 
product. In order to achieve this. Teams should define 
suitable metrics and measurements [1], [18], [19], [35], [39] 
as well as build the capability to aggregate monitoring data 
into insights [17]. 

2) Seizing capabilities 
Capabilities which allow DevOps teams to seize 
opportunities target at enabling fast and informed decision-
making based on the information which they have received 
through their sensing capabilities. The prerequisite for doing 
so is the organizational facilitation of team autonomy which 
we have discussed earlier in this paper. Lengthy approval 
processes will hinder the execution of this set of capabilities.  

Most dominantly, scholars stress the importance of an open 
team culture [44], [50], [55]. While this capability contributes 
to all three classes of dynamic capabilities, culture primarily 
facilitates a continuous exchange of information which is 
relevant to making decisions. In order to achieve this, team 
members should trust and respect each other [19], [42] and 
feel free to share their opinion [51]. Other important elements 
of this capability are a value-creation oriented mindset [48] 
and the aim for continuous improvement [1], [42] which 
ensures that the correct decisions are taken. 

Another capability which allows fast decision making is lean 
process management [16], [37] by streamlining and 
standardizing delivery and approval processes and making 
progress visible and transparent [46]. Teams should be self-
empowered which means that they are self-organizing [1], 
assume responsibility and ownership of their system [45], 
[56] and continuously experiment to improve current 
processes. [37]. Furthermore, teams need to independently 
align within the team as well as with other teams when taking 
decisions to ensure their validity [1], [50], as well as have a 
clear process for managing backlog requirements [37], [46], 
[53] in order to identify priorities quickly.  

The design of product architectures is important to seizing 
opportunities since they define the manner in which value is 
delivered to customers [12]. The technological capabilities of 
architecture management [48], [50] as well as infrastructure 
management [43], [57] are therefore crucial to DevOps teams 
since they determine the boundary conditions within which 

strategic decisions can be made. Lastly, DevOps teams need 
to manage their systems access by balancing the need to 
access the production server and deploy on demand [17] 
while also maintaining the security of the platform and 
preventing unauthorized access [58], [59]. 

3) Managing Threats & Transforming 
The last class of dynamic capabilities enables DevOps teams 
to transform their assets following the decisions which they 
have taken through their seizing capabilities. On a business-
level this implies transformation and enhancement of 
processes, structures and skills within the team. On a 
technology-level transforming capabilities enable the team to 
change their system and product. 

Transforming assets calls for a clear change management 
process in order to execute change requests quickly [42]. 
Furthermore, the change process should take care that 
operations are not affected adversely when deploying a 
change by aligning responsible actors with each other [42]. A 
second capability which is relevant to transforming assets are 
knowledge management practices [1], [35] which ensure that 
all team members have access to available information and 
can enhance their skill sets. This requires documentation and 
dissemination of knowledge through appropriate platforms 
[45], [56] but is also enabled through explicit information 
sharing and peer reviews [1], [34], [60]. 

The above mentioned processes can be supported by Agile or 
lean project management methodologies such as Scrum or 
Kanban. These are deemed to be particularly useful for 
DevOps teams [9], [42], [52], [55] and can be helpful in 
quickly transforming assets due to their aim for short 
throughput times. Agile meeting structures allow for closer 
communication between team members and regular tracking 
of goals and progress [49]. Additionally, iterative processes 
like those proposed in the Scrum framework support frequent 
knowledge sharing [1] and continuous learning cycles [52]. 
Lastly, Agile meeting structures such as sprint planning 
events and standups [37] can support the continuous planning 
capabilities [19], [54] which DevOps teams need in order to 
adjust their planning based on new insights.  

From a technology perspective, teams need to be able to adapt 
their systems or services on demand. Continuous software 
engineering practices like continuous integration, continuous 
testing and continuous deployment [53], [60], [61] as well as 
the automation of versioning [16], [46] and recovery 
activities [19], [43] allow teams to bring software changes 
quickly into production. This aim is enabled by the effective 
management of artifacts [39], [55] and management of 
configurations of software and infrastructure [47], [59], [62]. 
For example, configuration management files may be stored 
and versioned in repositories where they are triggered by the 
team whenever needed [55]. Next to these development and 
deployment capabilities, DevOps teams should develop 
operations management capabilities [54], [63] in order to 
keep their systems running smoothly. This includes handling 
incident response activities [39] and automating the restart of 
environments in case of instabilities [43]. 

While the previously discussed capabilities are primarily 
aimed at transforming assets, we also found two capabilities 
to be directly relevant to managing threats. Firstly, DevOps 
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teams need to manage security [38], [58], [59] by analyzing 
security requirements [59], [62] and integrating security 
testing into their process [58]. Furthermore, we found that the 
use of continuous and automated monitoring and logging 
techniques is important to managing risks since they ensure 
traceability and compliance of systems and infrastructure 
[16], [45], [52]. 

 DevOps outcome capabilities 
The last set of capabilities are those that were identified to be 
a result of the successful implementation of the previously 
discussed capabilities. In academic literature, these outcomes 
are often described as “benefits” of DevOps. However, the 
outcomes were often reported on the level of perception by 
the organizations employing DevOps but were rarely 
measured based on objective metrics. 

Perera, Bandara, and Perera [34] argue that there is strong 
evidence that DevOps improves the perceived agility of 
organizations. They define agility in terms of an 
organizations adaptability to new technology which is 
slightly different to the definition by Nagarajan and Overbeek 
[42] who view this concept as the ability to respond fast to 
customer and market changes. Besides this, multiple authors 
report that DevOps practices led to the perceived 
improvement of quality assurance [44], [55]. This outcome 
is regarded to be a result of the combination of various 
DevOps practices such as automated testing, versioning [44] 
and monitoring [61]. 

In a similar manner, companies using DevOps reported to 
have improved their software deployment frequency [41], 
[63] and felt that they created and delivered more value to 
their customers [41], [48]. This is partially due to the 
automation of processes but also because DevOps 
capabilities enable a better identification of business needs 
[42]. Furthermore, the standardization and automation of 
processes and frameworks led to higher predictability of 
quality and frequency of the output [37] and simplification of 
processes and documentation [43], [48].  

DevOps also was reported to increase the innovative output 
[9] of the teams due to the cyclical way of working. Lastly, 
systems were reported to be more stable and had a higher 
availability [43], [44] which is in line with our previous 
findings on quality assurance. 

V. DISCUSSION AND RESEARCH AGENDA 
The aim of this paper was to develop a conceptual model that 
explains how DevOps teams can contribute to firm 
competitive advantage. We have taken the novel approach of 
framing the insights gained from a systematic literature 
review on DevOps capabilities in the context of the 
established theory of dynamic capabilities [11], [22]. The 
resulting framework indicates that DevOps teams can 
contribute to competitive advantage by building sensing, 
seizing and transforming capabilities both on a business-level 
as well as on a technology-level.  

Our research rationale supports and extends the current body 
of knowledge related to DevOps capabilities such as the work 
of Teixeira, Pereira, Henriques, Silve, & Faustino [7] who 
have conducted a systematic review on DevOps capabilities 
and areas. Furthermore, Badshah, Khan, and Khan [6] have 

conducted a systematic review on DevOps maturity models 
and capabilities. Sánchez-Gordón and Colomo-Palacios [5] 
performed a review on DevOps culture attributes and provide 
an overview of cultural elements which equally supports our 
findings. Wiedemann and Schulz [9] have used the resource-
based lens to demonstrate the effect of DevOps capabilities 
on software process innovation. Our review extends the 
aforementioned works by providing a comprehensive 
overview of business and IT capabilities and additionally 
offering a conceptual model with an explanatory 
argumentation how these capabilities can benefit DevOps 
organizations, based on an established theory of strategic 
advantage. To the best of our knowledge, the research at hand 
is the first research to do so. 

Extant literature has debated whether dynamic capabilities 
have a direct influence on firm competitive advantage as 
hypothesized by Teece, Pisano, and Shuen [11] or whether 
this link is indirect and dependent on factors like firm strategy 
as proposed by Wang and Ahmed [64] or Wade and Hulland 
[24]. We can therefore not conclude that the identified 
DevOps capabilities have a direct influence on the strategic 
success of IT organizations but we do argue that they provide 
a valuable contribution to firm competitive advantage 
nevertheless. Furthermore, it is important to emphasize that 
the aforementioned argumentation has not been empirically 
proven and therefore remains on a conceptual level. 

Additionally, Teece, Pisano, and Shuen [11] as well as 
Eisenhardt and Martin [22] argue that dynamic capabilities 
are idiosyncratic in their details. This constitutes the very 
nature of dynamic capabilities since they need to be hard to 
imitate in order to be of strategic value to the company 
employing them [11]. As a consequence of this, we can 
identify what the relevant dynamic capabilities are on a high 
level but we cannot list in detail how a company should 
implement them exactly. While we have presented some 
examples, every company is expected to implement the 
capabilities which we identified in their own unique way.  

This paper has introduced the dynamic capabilities theory as 
an enabler to the more recent concept of enterprise agility 
which is defined as “the ability of firms to sense 
environmental change and respond readily” [14]. We 
therefore argue that the capabilities discussed in this paper are 
equally relevant to organizations seeking to enhance their 
organizational agility as to those who are seeking for 
competitive advantage by means of dynamic capabilities. 

 Contributions to research and practice 
Our findings have implications for both research and practice. 
On the theoretical side, our research provides novel 
contributions to the body of knowledge in information 
systems literature as well as strategic management literature. 
We present a conceptual model on how the DevOps approach 
is of strategic value and contributes to firm competitive 
advantage. The aim of this model is to generate a deeper 
understanding of the impact which the implementation of 
agile software development approaches can have in IT 
organizations. Simultaneously, this research demonstrates the 
relevance and application of the dynamic capabilities theory 
in the age of digital transformation. 
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On the practical side, we present insights for practitioners 
seeking to implement the DevOps approach successfully. By 
separating the DevOps team dynamic capabilities from 
enabler capabilities and outcome capabilities, we argue that 
organizations should prioritize the development of enabling 
capabilities before moving towards the other two sets of 
capabilities. We propose that the strategic success of DevOps 
teams is highly contingent on this form of organizational 
support. Factors like organizational structure, leadership 
support and the embedding of decentralized-decision making 
are key components to unlocking DevOps team dynamic 
capabilities. Lastly, we provide a comprehensive list of 
dynamic capabilities on which emerging DevOps teams can 
focus. 

 Limitations & Future Work 
The limitations of this research are primarily grounded in the 
design choices which were made during the execution phase 
of the systematic literature review. We have chosen to 
exclude papers from the review that were not empirically 
grounded or empirically validated which led to a relatively 
small subsample of eligible papers. A second review could 
occur in the future taking into account both empirical as well 
as conceptual papers on DevOps capabilities to extend the 
results of the current paper. 

As part of our literature synthesis, we have employed 
elements from the grounded theory approach. Although we 
have executed and documented the process diligently, it is 
possible that previous knowledge has implicitly influenced 
our definition of codes and code categories [31]. In future 
research, the results should therefore be verified by other 
scholars. 

We advocate that future research on DevOps capabilities 
should incorporate two considerations. First, whereas the 
current body of literature has already explored the 
fundamental nature of DevOps capabilities, it is not yet fully 
understood how the idiosyncratic configuration of these 
capabilities is shaped and influenced. We therefore call for 
more research that explores the interaction and effect of 
DevOps capabilities with their organizational environment. 
The conceptual model presented in this paper constitutes a 
first step in this effort. Second, we found that the outcomes 
of DevOps were often reported in terms of perceived benefits 
but were rarely measured using objective metrics. We 
therefore believe that more research is necessary to verify 
both operational as well as strategic outcomes of DevOps. 

VI. CONCLUSION 
The aim of this paper was to develop a conceptual model on 
how the DevOps approach contributes to firm competitive 
advantage. To this end we have conducted a systematic 
literature review of 37 papers on DevOps capabilities. We 
have analyzed our results in the light of the dynamic 
capabilities theory [12] and propose that DevOps teams can 
indeed build dynamic capabilities which allow them so sense 
opportunities and threats, seize opportunities and transform 
their assets. These capabilities need to be built on a business-
level as well as on a technology-level. We furthermore 
propose that the success of DevOps teams is highly 
contingent on the presence of a set of organizational enabler 
capabilities. Given the successful implementation of both sets 

of capabilities, DevOps organizations can expect a set of 
beneficial outcome capabilities. 

Our research rationale is grounded in existing literature on 
enterprise agility, dynamic capabilities and DevOps. We 
extend this body of knowledge by providing a detailed 
overview of DevOps capabilities and a conceptual model on 
the impact of DevOps capabilities on firm competitive 
advantage. The research has implications for both theory and 
practice. 
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