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Abstract—The terrestrial-trunked radio (TETRA) specification
is produced by the European Telecommunication Standards Insti-
tute for private mobile radio systems. We investigated the resilience
of TETRA against intelligent intentional electromagnetic interfer-
ence (IEMI) with low amplitude. Low power signals interfering
with the higher layers of the system have the advantage of staying
covert. The analysis shows that if the access assignment channel
is corrupted, the mobile stations cannot start conversations with
the base station. TETRA’s modulation scheme is also investigated.
π/4 differential quadrature phase shift keying (QPSK) is interfered
with a continuous wave and a QPSK signal. The results show that
a continuous wave created the largest error vector magnitude, but
creates a peak in the received spectrum. The power of the QPSK
signal, however, is distributed over a bandwidth and is more diffi-
cult to detect than the continuous wave in the received spectrum.
From this, we conclude that the QPSK signal functions is more
effective as an intelligent interference signal compared to a con-
tinuous wave. In this paper, it is shown that it is possible to create
an IEMI that combines the vulnerability in the TETRA protocol
with the QPSK signal to disrupt the service to the communication
system, while staying covert.

Index Terms—Communication system protocol, intelligent jam-
mer, intentional electromagnetic interference, terrestrial-trunked
radio.

I. INTRODUCTION

T ETRA was developed by ETSI to replace the previous
analogue PMR systems [1]. The advantages of the digital

TETRA system are the utilisation of data communication, the
robustness, and the encryption of traffic [1]. Another important
advantage is the relatively low frequency it operates on, giving
the transmitters a long range [2]. Thus, such systems require
less base stations, cutting the infrastructure costs.

With the increase of wireless communication systems and
electromagnetic interference, the ether is becoming more
and more crowded. TETRA was developed for public safety
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organisations and therefore it is crucial that the system stays on-
line even with some interference. However, it is also interesting
to consider to what extent the system is able to resist intentional
attacks. By recognising the possible vulnerabilities, it is possi-
ble to take adequate countermeasures and increase the security
of the system.

Wireless communication systems are especially sensitive to
attacks from adversaries, since the nature of the medium is
shared and easy to access [3]. There are several examples of jam-
mers that are commercially available that interfere with other
wireless communication systems [4]–[6]. There are several low
power IEMI jammers possible: constant jammers, deceptive
jammers, random jammers, reactive jammers, and intelligent
jammers [7]. More information about the first four jammers can
be found in [3], [7], [8]. This research focusses on intelligent
low power jammers, which exploit weaknesses in higher layers
of the open systems interconnection (OSI) model to impair the
correct functioning of the communication system with very low
energy jamming and deny users access to the service. These
jammers require extensive information of the victim’s protocols
and are more complex to implement.

Smart jamming attacks on wireless systems have already been
investigated. Jamming attacks focusing on the synchronization
procedures of the GSM network can successfully deny mobile
terminals [9]. There are even more smart jamming attacks focus-
ing on the IEEE 802.11 protocol. Corrupting the clear to send
messages and acknowledgment messages are just two examples
of the many possibilities to disrupt the IEEE 802.11 protocol in
an intelligent way. An extensive overview is given in [3]. Al-
though, TETRA has been tested with additive white Gaussian
noise, smart jamming attacks focusing specifically on TETRA
have not yet been investigated. Therefore, it is still unknown
whether adversaries are able to compromise the system.

This study focuses on low power IEMI attacks via the front
door to interfere with the modulation scheme and protocol of
TETRA. The first advantage of such a technique is that low
power intelligent attacks are more likely to stay covert. This
makes it hard for systems to detect and to respond to these kinds
of attacks. Second, less power is required. In addition, high
power wideband systems are usually large systems [10] and by
using low power, systems can stay small.

In Section II, TETRA’s sensitivity to IEMI is investigated by
the analysis of the TETRA protocol. How to interfere with the
symbols on the physical layer is examined in Section III. In
Section IV, an intelligent jammer is evaluated. In Section V,
the results of measurements of the superposition of the digi-
tal modulation scheme are shown. The study is concluded in
Section VI.
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TANUHARDJA et al.: VULNERABILITY OF TERRESTRIAL-TRUNKED RADIO TO INTELLIGENT INTENTIONAL ELECTROMAGNETIC 455

II. VULNERABILITIES

Intelligent jammers are devices which exploit higher layers
of the OSI model to interfere with a communication system.
Therefore, a lot of prior knowledge of the system is required.
Readers not familiar with the TETRA protocols can find more
information in [11]–[13]. The vulnerabilities of these protocols
are now exposed.

A. Distributed Denial of Service (DDoS) Attacks

In TETRA, the upper medium access control layer provides
air interface encryption [12]. It is therefore difficult to obtain
the original messages. Furthermore, it is difficult to spoof the
communication system since all TETRA devices have TETRA
equipment identification (TEI) numbers, which uniquely define
each device [11]. Without a registered TEI number, it is not
possible to start a conversation. All registered numbers are stored
in databases and once a device is obsolete or is lost, the number
can be stripped of its permissions to make calls and send data. A
commonly used attack is a DDoS attack [14]. There are several
ways to perform such an attack, but the main goal is always
to deny users from service. For example, a DDoS attack can
create a large number of communication requests that saturates
the target device, so that it cannot respond to legitimate traffic.
These attacks can also be generated against TETRA and do
not necessarily require valid TEI numbers. However, it requires
more power to generate the many synchronization messages
with the base station compared to generating an interference
signal at the right time. Also, most importantly, the system can
be more easily detected since it receives many messages with
an invalid TEI number.

B. Interfering With the Voice Data

Jamming of the sent voice data is the most easy and crude
way to deny users from service. However, it requires a lot of
energy since it is required to interfere with the voice data con-
tinuously. The speech data passes error control schemes and the
data is split into bits of different priorities. The most important
bits receive a lot of error protection and therefore interfering
with these data bits requires corrupting the complete bit stream
during the conversation. Since the jammer needs to transmit
interference signals continuously, it can be detected relatively
easily by measuring the received signal strength [8]. If the in-
terference is detected, the system can take countermeasures to
reduce the impact of the jammer.

C. Interfering With the TDMA Synchronization

There is a more intelligent way to interfere with the system
than just simply occupying the channel by transmitting contin-
uously. The system is vulnerable to interruptions of the correct
control messages. The advantage of this technique compared
to the naive jammers is that the jammer is more likely to stay
covert, since it does not have to send signals continuously as in
the case of the constant and deceptive jammer. It hits the critical
control packets instead of sending random bits and corrupt-
ing random packets. Furthermore, the jammer is more energy

Fig. 1. TETRA frame structure. Each TDMA slot assigned for downlink
channels contains a broadcast block[12].

efficient, since it is not constantly sending interference sig-
nals [8]. TETRA has already been tested with additive white
Gaussian noise on the channel with the simulation package
TETRASIM [2], but interference signals acting on specific con-
trol data packets have not been reported to the knowledge of the
authors.

TETRA uses TDMA and therefore the mobile and the base
station have to synchronize each time a communication session
is started. This synchronization is not protected. The base station
sends the unencrypted synchronization block periodically. The
training sequences are known so that the mobiles can lock onto
it [12]. If the synchronization is disturbed, the mobile cannot
synchronize with the base station and the communication link
cannot be set up. This way of jamming requires listening to the
channel and determining when the synchronization block is sent
and subsequently interfere with this signal. Jamming this signal
will only work if the mobile has not established a connection
with the network already. However, since the mobile sets this
connection at start, a noncritical moment, it is not very effective.

D. Interfering With the Access Assignment Channel (AACH)

Another better possibility to paralyse the TETRA system is
to interfere with the random access protocol. This protocol is
based on slotted ALOHA procedures [15]. The slotted ALOHA
procedures are extended with an access framing structure. The
random access protocol with slotted ALOHA is used when a
mobile wants to transmit an unsolicited message to the base sta-
tion. The mobile station does not have a reserved channel and
has to use this protocol. The base station sends so called “ac-
cess codes.” There is a maximum of four possible access codes.
The base station sends these codes to mark opportunities for
the mobile stations to start a transmission. Mobile stations will
only try to send traffic in these designated time frames. This
way the control of collisions between access requests from dif-
ferent mobile stations is taken care off. It is also possible to
provide different kinds of grades of service. For convenience,
the TETRA frame structure is shown in Fig. 1. One TDMA slot
is 510 b long. Each TDMA slot assigned for data transmission
from base station to mobile station, i.e., a downlink, contains a
broadcast block. The access codes are sent on the AACH. The
AACH is sent in the broadcast block of every downlink slot and
it consists of 14 b. Before these 14 b are sent to the physical
layer for transmission, they are first encoded with a shortened
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Fig. 2. Constellation diagram of π/4-DQPSK consists of a set of two signal
constellations: QPSK and a π/4-rotated QPSK. The small dots are the constel-
lation points, the dashed red lines indicate the decision boundaries and the big
dots are the constellation points when the π/4-DQPSK scheme is interfered
with a QPSK signal.

Reed Muller code into 30 b and then the resulting 30-b-long
stream is scrambled. The mobile will wait for the correct access
code before transmitting. In the ETSI TETRA protocol standard
the following is stated: “If the AACH is not decodable then both
the corresponding uplink subslots shall be regarded as reserved”
[12]. Thus, it regards the uplink slot as not available for random
access. So according to the protocol it is possible that the mobile
will wait indefinitely if it cannot decode the AACH message.
From the mobile station point of view it appears that the network
is congested, since the devices cannot make new connections,
but running conversations are not affected. However, if the base
station contacts the mobile then it still can setup a link since it
will reserve slots for the mobile to send its data. Nevertheless,
the impossibility for the mobile station to setup a link impedes
the system significantly.

III. SYMBOL ERRORS ON THE PHYSICAL LAYER DUE

TO INTERFERENCE SIGNALS

To cause a denial of service, the physical signs of the con-
trol messages have to be corrupted. TETRA uses π/4-DQPSK
and the newer versions of TETRA use π/8-DQPSK and QAM
modulation. This research focuses on the widely implemented
π/4-DQPSK modulation. This modulation scheme consists of
two signal constellations as shown in Fig. 2 and the modulation
scheme switches between these two constellations for every con-
secutive symbol. In the left constellation, the points lie on π/4,
3π/4, −π/4 and −3π/4. In the right constellation, the points
lie on 0, π/2, −π and −π/2. The phase transitions between
symbols for this modulation scheme are π/4, 3π/4, −π/4 and
−3π/4. Disrupting the signal on the physical layer is the obvi-
ous choice, since the shared nature of the medium makes it easy
to access for interference signals [3].

To achieve errors in the modulation scheme the error vector
magnitude (EVM) has to be increased to shift the constellation
points over the decision boundaries of both constellations. The
EVM is a measure of how much the constellation point is shifted
away from the correct position in the constellation diagram.

An asynchronous continuous wave is the simplest signal to
create an EVM that shifts the constellation points over the deci-
sion boundaries. The data signal superimposed by a continuous
wave interference can be described as

xn (t) + m(t) = a cos(ωt + φn )

+ b cos(ωt + Δωt + φm ) (1)

Fig. 3. Constellation diagram of π/4-DQPSK with continuous wave interfer-
ence signal. The received constellation points lie on a circle around the ideal
points.

where xn (t) is the data signal, m(t) the interference signal, a
the amplitude of the modulated signal, ω the carrier angular
frequency, t the time, φn the modulated phase, φm the phase
of the interference signal, and Δω the difference angular fre-
quency between the modulated signal and the interference sig-
nal. The quadrature components of this combined signal can be
described as

I(t) = a cos(φn ) + b cos(Δωt + φm )

Q(t) = a sin(φn ) + b sin(Δωt + φm ) (2)

where I(t) is the in-phase component and Q(t) is the quadra-
ture component. The first terms in I(t) and Q(t) are the desired
quadrature components of the QPSK signal, and the second
terms result from the asynchronous continuous wave interfer-
ence signal. As a result, the received point in the constellation
diagram after demodulation will lie on a circle around the ideal
constellation point.

In the same way, a QPSK-modulated interference signal is
superposed on the π/4-DQPSK. In this analysis, the QPSK
interference signal is synchronized with the π/4-DQPSK signal
in order to be able to push the points over the decision boundaries
as shown in Fig. 2. It is assumed that the signals are exactly
synchronized to achieve the clear superposition of the π/4-
DQPSK and the QPSK. In a practical situation, this is never
the case. The phase noise and the frequency difference between
the interference signal and the modulation signal will rotate the
QPSK signal around the π/4-DQPSK points. In addition, the
sampling points to determine the symbols for the π/4-DQPSK
and the QPSK are not in synchronization. Therefore, the QPSK
signal will not be sampled on the four points, but also somewhere
along the signal trajectory between the four points.

A standard Simulink model has been adapted to determine
the effects of interference signals added to the channel [16].
If a continuous wave is added to the channel to interfere with
the modulated signal it is expected that the interference sig-
nal is superimposed on the original constellation diagram. A
QPSK modulated signal is also simulated as an interference
signal. Figs. 3, 4, and 5 confirm the superposition of the in-
terference signals as expected by (3). The continuous wave in-
terference signal caused an EVM that rotates around the ideal
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Fig. 4. Constellation diagram of π/4-DQPSK with a synchronized QPSK
interference signal. The QPSK interference signal caused the received points to
lie on four points around each ideal constellation point.

Fig. 5. Constellation diagram of π/4-DQPSK with large QPSK interference
signal. The green points are the ideal π/4-DQPSK constellation points. The
QPSK interference signal causes the received points, which are the blue points,
to lie on four points around each ideal constellation point.

Fig. 6. Spectrum of π/4-DQPSK (solid black) and continuous wave inter-
ference signal (dashed red).

constellation points and the synchronous QPSK-modulated in-
terference signal that caused an EVM consisting four points
around the ideal constellation points. Of course, the results in
the simulations with the larger amplitudes are not realistic, since
in a realistic situation the receiver gets out of synchronization
before the results in the simulations are obtained.

The graphs in Figs. 6 and 7 show the spectra of the data signal
superimposed by the interference signal. It can be clearly seen
that the continuous wave creates a spike in the spectrum, while

Fig. 7. Spectrum of π/4-DQPSK (solid black) and QPSK interference signal
(dashed red).

the power of the QPSK interference signal is divided over the
whole spectrum.

IV. INTELLIGENT JAMMER

A possible threat for a TETRA system would be an intelligent
jammer that interferes with the bits involved in AACH control.
Jamming these control messages will deny users from service.

The most commonly used criteria to determine jamming ef-
ficiency are: energy efficiency, probability of detection, level of
denial of service, and resistance to physical layer antijamming
techniques [3]. All of these criteria are important, but depending
on the situation one of these criteria will be the main aim. In
addition to these criteria, intelligent jammers have the follow-
ing goals as stated in [3], [17]: maximize jamming gain, target
jamming, and reduced probability of detection. Intelligent jam-
mers try to exploit protocols in high layers of the OSI model to
achieve these goals [3].

In the previous sections, it is shown that the TETRA commu-
nication system can be disrupted, so the mobile stations cannot
start calls. This is achieved by interfering with the AACH mes-
sages sent by the base station, which improves the jamming gain
considerably. The probability of detection of the jammer can be
reduced by using a QPSK-modulated signal as the interference
signal, since the signal is divided over the spectrum as shown
in Fig. 7. Furthermore in this case, it is not straightforward to
discriminate jamming from the legitimate traffic scenarios us-
ing only the signal strength [8]. This discrimination between
legitimate and adversarial traffic is also the main challenge for
detection of jammers [8].

Other data besides the signal strength are analyzed such as the
packet delivery ratio (PDR). Even if a network is congested the
PDR always maintains a certain value, while an effective jammer
decreases the PDR to a value close to zero [8]. However, this
method cannot be applied to detect the jamming attack described
in this paper. Conversations cannot be started by the mobile
stations by attacking the AACH. There is no steep drop in PDR,
since an ongoing conversation is not terminated.

More advanced jamming detection strategies include com-
bining the PDR and the signal strength [8]. The idea behind
combining the data is that a low PDR should be caused by a low
signal strength if it is caused by legitimate causes. For example,
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Fig. 8. Measurement setup modulation scheme superposition: an mVSG, an
iVSG connected via a power combiner to a VSA.

this situation can occur if the mobile station is too far away
from the base station. However, if an effective jammer is active
the signal strength is high, but the PDR low. This information
is then used to detect jammers. An intelligent jammer circum-
vents this detection, since there is no data for the PDR, because
no new conversation can be started and ongoing conversations
are not interrupted.

So a jammer that interferes with the AACH and uses a QPSK
signal is effective at disrupting the TETRA communication sys-
tem, while being able to stay covert.

To disrupt the bits a certain jamming-to-signal ratio (JSR) is
required. This ratio is given by the following equation [18]:

J

S
=

PjGjrGrjR
2
trLrBr

PtGtrGrtR2
jrLjBj

(3)

where Px is the power of the jammer or intended transmitter;
Gxx the gain between the jammer and receiver or transmitter and
receiver; Rxx the distance between jammer and receiver or trans-
mitter and receiver; Lx the loss in the receiver or transmitter;
and Bx the bandwidth of the receiver or jammer. Increasing
this ratio will increases the effectiveness of disrupting the bits.
However, it will also increase the possibility of detection.

V. EXPERIMENTAL RESULTS

In Section III, it is shown that an interference signal that
is distributed over the spectrum is more likely to stay covert
than a continuous wave. In this section, the concealment of
the interference signal and the superposition of the interference
signal with the modulated signal are verified.

A vector signal analyzer (VSA) was connected with two
vector signal generators (VSG) via a power combiner. The
measurement setup shown in Fig. 8 was used to measure the
superposition and spectra. The VSA was an Agilent PXA Sig-
nal Analyzer N9030A, the modulating vector signal genera-
tor (mVSG) to create the modulation signal on a frequency of
390 MHz was an Agilent E4438C ESG VSG, and the interfer-
ing vector signal generator (iVSG) to create the interference was
an Agilent E8267D PSG VSG. The used power combiner was
an ZFRSC-123-S+ from minicircuits. The VSA measured the
constellation diagram and the spectrum. The following settings
were set for the mVSG: center frequency at 390 MHz, power

Fig. 9. Constellation diagram without IEMI signal (red pluses); with a syn-
chronized continuous wave IEMI on the centre frequency (blue dots); and with
an asynchronous continuous wave IEMI 1000 Hz above the center frequency
(green asterisks). The signal with the synchronized continuous wave IEMI on
the center frequency lies on top of the signal without IEMI.

Fig. 10. Constellation diagram without IEMI signal (red pluses); with a syn-
chronized QPSK-modulated IEMI signal on the center frequency (blue dots);
and with an asynchronous QPSK-modulated IEMI signal 1000 Hz above the
center frequency (green asterisks).

at −40 dBm, π/4-DQPSK modulation, and a symbol rate of
18 kb/s. The iVSG used two different interference signals: a
continuous wave and a QPSK modulation scheme. The power
of the interference was set at −50 dBm at the center frequency
and at 1000 Hz above the center frequency of the modulated sig-
nal. The iVSG and mVSG were synchronized and unsynchro-
nized by connecting and not connecting the 10-MHz reference
signal, respectively. The iVSG sent random bits with QPSK
modulation.

The constellation diagrams are shown in Figs. 9 and 10 and
the spectra are shown in Figs. 11 and 12. When the continu-
ous wave had the same center frequency and was synchronized
via the 10-MHz reference signal with the π/4-DQPSK signal,
the interference did not affect the constellation diagram. The
continuous wave adds a constant shift in the diagram, but the
VSA compensates for this constant shift. Therefore, this shift is
not visible in Fig. 9. The QPSK signal, however, does create an
error and as expected the QPSK signal is superimposed on the
π/4-DQPSK signal. Measurements were performed with larger
amplitudes causing the VSA to lose lock on the π/4-DQPSK
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Fig. 11. Spectrum without IEMI signal (dotted red); with a synchronized
continuous wave IEMI signal on the center frequency (solid blue); and with
an asynchronous continuous wave IEMI 1000 Hz above the center frequency
(dashed green).

Fig. 12. Spectrum without an IEMI signal (dotted red); with a synchronized
QPSK modulated IEMI signal on the center frequency (solid blue); and with
an asynchronous QPSK-modulated IEMI signal 1000 Hz above the center fre-
quency (dashed green).

signal and the constellation could not be reconstructed. The
EVM readings also increased and varied greatly.

When the continuous wave was unsynchronised and set at
1000 Hz above the center frequency, the constellation rotated,
which is in accordance with (3). The asynchrony and setting
the frequency 1000 Hz above the center frequency of the π/4-
DQPSK resulted in a cloud of points around the constellation
points when a QPSK interference was added. This is because the
signal is on a trajectory to the QPSK points, but is not sampled
at times when the QPSK points are reached. The phase noise
also caused the constellation points to arc. Exact synchroniza-
tion with the TETRA signal is in practice hard to achieve and
therefore the asynchronous results are more realistic.

The continuous wave created a larger EVM than the QPSK
signal, however, in Fig. 11, two clear peaks can be seen at the
center frequency and 1000 Hz above the center frequency, which
are caused by the continuous wave interference. The QPSK
interference does not cause a noticeably different spectrum to
that shown in Fig. 12. The continuous wave at 1000 Hz above
the center frequency caused a larger EVM than the QPSK signal,
while also causing a peak in the received spectrum. The QPSK
signal, however, did not create a noticeable difference in the

received spectrum. The QPSK interference is more difficult to
detect than a continuous wave, which is in accordance with the
study performed by Mlezcko et al. [19], where they show that a
signal occupying a significant amount of the bandwidth requires
a lower signal level. If the interference signal stays covert, then
it is less likely that countermeasures against the interference
signal will be taken.

VI. CONCLUSION

Terrestrial-trunked radio can be disrupted by an intelligent
jammer. The slotted ALOHA protocol can be interfered by cor-
rupting each AACH block, since the terrestrial-trunked radio
protocol states that the mobile station will wait indefinitely be-
fore transmitting until the AACH can be decoded. The study also
showed that an intentional electromagnetic interference 10 dBm
lower than the intended signal was able to create a large EVM.
The continuous wave interference caused a larger EVM than the
QPSK-modulated interference. However, a QPSK-modulated
interference stays covert, while a continuous wave with the
same power causes a noticeable peak in the received spectrum
compared to the situation without any interference. Therefore,
the TETRA protocol is vulnerable to a QPSK-modulated inter-
ference signal corrupting the AACH, since it is hard to detect the
interference signal, meaning no countermeasures can be taken
against the jammer.
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