SpecificationBasedFormal Testing:
The EasyLink CaseStudy

Axel Belinfanté, JanFeenstra, Lex Heerink, Reré G. deVries!

lUniversityof Twente,PO. Box 217,7500AE, Enschede
2Philips ResearchProf. Holstlaan4, 5656 AA Eindhoven

| ex. heeri nk@hilips.com {belinfan,feenstra,rdevries}@s.utwente.nl

Abstract—Testingis, in most casesa manual activity that
is time consumingand error prone. Automation, however,
can severely reducethe associatedcosts. In the project Cote
de ResystqCOnformance TEsting of REactive SYSTEmS)
theory is being developedand a protoypetool is being built
to support the automatic testgenerationand executionfrom
formal specificationsfor reactive systemssuch as commu-
nication protocolsand embeddedsystemsoftware [14]. In-
dustrial casestudiesare carried out by industrial partnersto
evaluatethe theory andtoolsin practice, to identify potential
bottlenecksand to suggestimpr ovements. In this paper we
describe our experienceswith one of such casestudies, the
EasyLink casestudy. In this casestudy Audio/Video (AV)
devices are automatically testedfor complianceto the Ea-
syLink standard. The purposeof this casestudy is to check
the viability of the theory and the tools developedin project
by applying them in an industrial setting. This paper dis-
cusseshow the casestudy led to theoretical developments
and tool improvements,and in that way provided valuable
feedbackthat was usedto guide the futur e dir ection of the
project.

Keywords— conformance testing, test automation, formal
methods,casestudy

I. INTRODUCTION

Testingis a practicalapproacho checkwhetheranim-
plementationconforms,i.e., behaes as specified,to its
specification. With the increasingcompleity of embed-
dedsystemsvertheyearsthetestingof suchsystemsas
alsobecomeincreasinglycomple; moretestshave to be
executedn lesstimein orderto beableto asseshequality
of implementationsup to a satishctory level within rea-
sonabletime. To meetthis trend, automationof the test
processanbe ananswer Theideabehindautomationis
that testscan be automaticallygeneratedrom a specifi-
cationandexecutedagainstanimplementatiorin a much
fasterandmoreconsistenmannetthanhumanscan.

In theprojectCodtede Resysteheoryis beingdeveloped
andtools are being built to supportthe automaticgener
ation and execution of By meansof a formal specifica-

tion the requiredbehaiour of a systemcanbe described
in a preciseand unambiguousnanner Furthermorefor-
mal specificationsare,unlike naturallanguagesamenable
to interpreationby machinessotools canbe usedto pro-
cesssuchspecifications.In the Cote de Resysterojecta
tool called TORX is being developedthat can automati-
cally interpretsuchspecificationsgerve testsfrom it, and
executethesetestsagainstanimplementationlmplemen-
tationsare consideredo be black boxes,i.e., no internal
details of the implementationare assumedo be known
andthe only way to accesghemis by providing stimuli
andobservingtheresponses.

To checkthe viability of the theory and the tools that
were developedin the project, to identify and carry out
improvementsandto provide directionfor futureresearch
industrial casestudiesare carriedout. One of suchcase
studiesis the EasyLinkcasestudy This paperdescribes
and consolidateghe experiencegyainedin automatically
testingthe presetdowvnloadfeatureof the EasyLinkproto-
col. The experiencesf the EasyLink casestudyare de-
scribedmoreor lessin achronologicalbrder andit is dis-
cussechow the experimentitself identified problemsthat
weresolvedin theoryor ledto tool adaptations.

The outline of this paperis asfollows. Sectionll de-
scribesthe context of the EasyLink casestudy and pro-
videssomebackgroundnformation. Sectionlll provides
a quick overview of therelevanttheoreticalaspectof au-
tomatedtesting,sectionlV presentshe modelsthatwere
usedfor testgenerationsectionV describeshetoolsthat
were usedandthe experimentsthat were carriedout, and
sectionVI describedo which extendthis casestudy has
triggeredtheoreticablevelopmentandtool improvements.
Conclusionsarepresentedn sectionVII.

I1. CONTEXT: AV.LINK AND EASYLINK

Customerbehaiour of Audio Video (AV) devicesis
suchthatthesedevicesarepurchasedrom mary different
manufcturersconnectedn differentcombinationsatdif-



ferentmomentsin time. This requiresan interconnection
mechanisnthatis extendableand suitedfor the intercon-
nection of existing devices aswell asnew devices. [1]
definesa point-to-pointinterconnectionsystembetween
AV devices by meansof a so-calledperitelerision con-
nector To connectmore thantwo devices a star topol-
ogy is required,e.g., by meansof a switch box with as
mary connector@sthe numberof devicesto beintercon-
nected.However, to limit the costsin suchastartopology
the numberof connectorn the switch-boxmustbe lim-
ited, which conflictswith therequiremenbf extendability
To provide abettersolutionachainconfiguratiorintercon-
nectionmechanismis describedn the AV.Link standard
[2]. Thisstandards complementaryo [1].

A. AV.Link

The AV.Link standard[2] specifiesa protocol for
control-orienteddatacommunicationbetweena chain of
AV devices(suchasaTV andaVCR), wherethe TV must
alwaysbe situatedat thetop of the chain.Communication
is definedover a single wire betweenone of the unused
pins of a scartconnection(which is presenton mostAV
devices). Messagexchangedefinedby the AV.Link stan-
dardis serialandanalogous.
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Fig. 1. Messagdormatof AV.Link messages

The AV.Link standarddefinesa genericframe format
for messagethatcanbesendoverthewire (seeFigurel).
This genericframeformatconsistsa.o.,of an‘application
ID’ bit structure.Differentinstantiationgor the 'applica-
tion ID’ allow for the definition of different protocolson
top of AV.Link. Furthermoregeachmessageonsistof a
headerblock (which indicates,a.o., the sourceand desti-
nationaddresof the message)anda variablenumberof
datablocks (eachblock containsan indicator whetheror
notmoredatablockswill follow).

B. EasyLink

One of the applicationsthat have beendefinedon top
of AV.Link is EasyLink This proprietaryprotocol has
first beendefinedin 1996 by Philips [3], [?] to facili-
tate communicationbetweena TV and one or more AV
devices(e.g.,VCRs),andhasbeenlicensedunderapplica-
ble patentsasa defactostandardo mary otherConsumer

Electronicscompagniessince then. Commercialimple-
mentationsof the EasyLink protocol are available under
differentnamedrom differentvendors.

Fig. 2. An exampleEasyLinkconfiguration

EasyLinkis a protocol that runs betweena TV anda
chainof AV devices. Figure 2 shavs an exampleconfig-
uration of EasyLinkdevices chainedtogether EasyLink
hasbeendevelopedto provide the userof suchdevices
with additionalservicesthat make themeasyto program
andusein combination.EasyLink(v1.3) providesthefol-
lowing features:

signalquality and aspectratio matching—to automat-
ically selectthe bestsignalquality in a signal pathfrom
onedevice to anotherandto automaticallyadjustthe as-
pectratio (verticalvs. horizontalratio) of theactve image
on the screento the mostappropiatesetting(e.g.,4:3 or
16:9)

presetdownload — to automaticallydownloadthe pre-
defined settings(e.g., channelnumbey frequeng, etc.)
fromtheTV tothe AV devices.

WYSIWYR (WhatYou Seels What You Record)- to
automaticallyrecordtheimagethatis displayedonthe TV
screerby oneof theconnected/CRs.

EPG download - to download information for timed
recordingsrom onedevice (theTV) to anotherthe VCR).

C. The’presetdownload’featuie

In thispapemvewill focusontestingof thepresetdown-
load feature. It waschosenbecauseét is basedon a stan-
dard,exhibits areasonabléegreeof reactie behaiour, is
anindustrially relevant application,and mary implemen-
tations(TVs, VCRs) are available. The presetdovnload
featureis responsibleor synchronizingpredefinedchan-
nel settings(presets)etweenthe TV and connectedAvV
devices. EachAV device thatis equippedwith a tuner
keepstrack of a so-calledpresetlist which administrates
the currently available channelqe.g.,1 to 100) andtheir
associatedettings. Thereare two typesof presets:ter
restrialpresetsaandvirgin presets.A channelthatis asso-
ciatedto aterrestrialpresetadministrateshe frequeng to
whichthechanneis tuned thechannehame(e.g.,BBC-1
or Discovery), andsomeadditionalstatusinformationfor



thatchannel A channethatis associatedb avirgin preset
only administrateshatthe channeis a virgin setting,i.e.,

no frequeng, channelname,etc. areassociatedo it. Ta-

blel liststherelevantmessageassociatetb theEasyLink
protocol.

start presettransfer()
requesthe TV to sendits presets
stoppresettransfer()
requesthe TV to stopsendingts presets
endpresettransfer()
inform connectedAV devicesthat all presetshave been
send
setterrestrial preset(t,freq,status)
inform peerdevice of frequeny freqandstatusinforma-
tion of channekh
setpresetname(t,name)
inform peerdevice of namenameof channekh
setvirgin_preset(t)
inform peerdevice thatchannekh is avirgin preset
abort(code)
confirmation messageinforming the orginator that it
could not handlethe requestassociatedvith code cor-
rectly
setlanguage(code)
inform all devicesaboutthe currentTV languagesetting
indicatedby code
setcountry(code)
inform all devicesaboutthe currentTV country setting
indicatedby code

TABLE |
EASYLINK MESSAGES

The behaiour of the presetdownload featurecan be
informally describedasfollows. Presetsare alwayssend
fromtheTV to all otherconnected\V devices. Terrestrial
presetsare alwaystransferredasa sequencef two mes-
sages:setterrestrial presetfollowed by setpresetname
A virgin presets transferredisasinglemessagéy means
of setvirgin_preset Therearetwo differentwaysto ini-
tiate a presettransfer: either on requestof the TV, or
on requestof AV devices that are connectedo the TV.
In casethe initiative to sendpresetsis taken by the TV
the TV broadcast#ts presetgo the connectedlevicesau-
tonomously(e.g.,becausdts preselist haschanged)The
connectedAV devicescaneitheracceptor rejectthe pre-
sets(dependingon their currentdevice mode). Eachcon-
nectedAV device that acceptsthe presetss expectedto
updateits presetlist accordingly In casethe initiative to
sendpresetds taken by anotherdevice thanthe TV, this
device sendsa specialrequeststart presettransferto the
TV. The TV caneitheracceptor rejectsuchrequest(de-
pendingon the modeof operationof the TV). In caseof

acceptanceéhe TV will respondby sendingits presetso
all connectedievices,otherwiseit will inform the initiat-
ing device thatit cannotdownloadits presetdy sending
anabort messag¢o this device. The AV device thatiniti-
atedthe presetdowvnloadmaydecideto stopdowvnloading
presetsluring presetdownloadingby sendinghemessage
stop presettransferto the TV, in which casethe TV stops
downloadingthepresetsWhenthe TV is donewith send-
ing its presetsor whenit is forcedto stopit broadcasts
a specialmessagdend presettransfe) to inform all peer
devicesthatno morepresetsareto be expected.This may
befollowedby themessagesetlanguage andset country,
which aresendby the TV to all connectedievices(these
messageare implementedfrom EasyLink 2.0 and fur-
ther). No orderingbetweentheselast two messagesas
beenspecified.In casean AV deviceis notableto respond
to arequesfrom anotherdevice it sendsanabort message
to theinitiator of the request.abort messagesarealways
parameterisedith acodethatindicateghetypeof request
thatcouldnotbe handled.

As EasyLinkis definedontop of AV.Link, theEasyLink
messagearemappednAV.Link messagesThismapping
is notrelevantfor this paper

This sectiondescribeghe relevanttheoreticalconcepts
andingredientsehindformal testingascarriedoutin this
paper andinstantiateshesefor the EasyLinkcasestudy

FROM THEORY ...

A. Formaltesting

Thepurposeof testingis to checkwhetheranimplemen-
tationconformsto its specifiedbehaiour. A descriptiorof
therequiredbehaiour is calledaspecificationandtheob-
jectto betestedis referredto astheimplementatiorunder
test(IUT). In formal testingthe specificationis assumed
to beadescribedn aformal, mathematicallyprecisean-
guagewith a clear semantics. The adwantageof formal
specificationsover informal (naturallanguage)specifica-
tions is that the first onesare precise,unambiguousand
thatmachinesanprocessuchspecificationsThis makes
formal specificationsamenableo automatictestgenera-
tion. We will restrictto black box testing,i.e., the only
way to accesgshe implementations by providing stimuli
to it andobservingresponsefromit.

In the EasyLink casestudy black box formal testingis
donefollowing the theorydescribedn [13]. It is outside
thescopeof this paperto explainall thetheoreticabspects
associatedwith this theory The only relevant thing to
rememberis that specificationsand implementationgan
be modelledaslabelledtransitionssystemsj.e., directed
multi-graphswhere the transitionsare labelled with ac-



tions. A transitionfrom one nodeto anotherrepresents
a statechange,and the label of the transitionrepresents
the causeof the statechangen termsof a stimulusor re-
sponse Eachtransitioncaneitherindicateaninput action
(anactioninitiated by the ervironmentto IUT) or anout-
putaction(aresponsdrom thelUT to the ervironment).

B. Testarchitectue

In orderto testwhetherthe IUT conformsto its spec-
ified behaiour, testshave to be generatedand executed
againstthe IUT. The ‘test architecture’gives an abstract
view on how the testercommunicatesvith the IUT. Ide-
ally, the testercommunicateslirectly with the IlUT atthe
implementationaccesspoints (IAPs). Unfortunately in
practicethe IUT cannotalways be directly accessedhut
only indirectly via a so-calledtestcontet. In generalthe
testerthenaccessethetestcontet atthepointsof control
andobsenation (PCOs),which in turn accesghe imple-
mentationat its IAPs. The systemcomprisingof the IUT
embeddedn its contet is calledthe ‘systemundertest’
(SUT).

PCO
T IAP
tester || testcontext
IAP
5

Fig. 3. Generictestarchitecture

To conducta concretgestingexperimenta testerviron-
menthasto be setup. Thetestervironmentdescribediov
the testercommunicatesvith the lUT, andcanbe seenas
a concreteinstantiationof the abstractconceptssuchas
testcontet, IAPs, PCOsand IUT. The testenvironment
for EasyLinkconsistof a TV thatis indirectly connected
to asingleVCR via anintermediatalevice calledMBB by
meanof scartcables Thisintermediateleviceis alsocon-
nectedto, and controlledby, a networked computerrun-
ning our tester(TorX) via a bidirectionalseriallink. The
TV canbe operatedby a uni-directionalremotecontrol.
This remotecontrolis alsocontrolledby the computervia
a humaninterface. Figure 4 depictsthe testerviroment
thatwasusedin the EasyLinktestingexperiment.

The objective of the experimentis to check whether
the TV implementghe presetdownloadfeaturecorrectly
i.e., the IUT is instantiatedwith the TV. The testerre-
sideson the computerwhich is attachedo the network.

=@
. interface

Fig. 4. EasyLinktestarchitecturgl)

It canaccesghe IUT indirectly by accessinghe MBB
via thebidirectionalseriallink (to provide stimuli andob-
sene responsesand by accessinghe unidirectionalre-
mote control via the humaninterface (to provide stimuli
only). Hence two PCOscanbeidentified: onerepresents
theinterfaceto the MBB, the otherrepresentinterfaceto
theremotecontrol. ThelAPs aretheinterfacesto the soft-
warecalls of the relevant softwarewithin the TV thatim-
plementghe EasyLinkfunctionality Thetestcontet con-
sistsof everythingthatis neededo translateactionsat the
PCOsto (aseriesof) actionsatthe IAPs, andvice versa.

Interface betweenhost and MBB — The MBB is a pro-
prietarydevice thathasbeendevelopedwithin Philipsfor
testingpurposes.No internaldetailsof this device where
known to ary of us; only the functional specificationde-
scribingthe APl commandsand their effects were avail-
able. The MBB canmonitormessagethatareexchanged
fromtheTV to theVCR, anddownloadsthemto the host.
It alsoallows the hostto upload messageso the MBB,
which aresubsequentlgispatchedy the MBB to the TV
or VCR (dependingpnthemessage).

scartto VCR

indication

host confirm

request

scartto TV

Fig. 5. Interfacebetweerthe hostandthe MBB

Threetypesof messagearedistinguishedarequestan
indication,anda confirm (seeFigure5). A requesimes-
sageis amessag¢hatis initiated by the hostandreceved
by the MBB. Suchmessagesnay be transportedby the
MBB to the VCR or the TV. Requestmessagegan be
unconfirmedor confirmed. The correcthandlingof con-
firmed requestshy the MBB can be notified to the host
using confirmationmessagesMessageshatarereceved



by theMBB from theTV or theVCR canbenotifiedto the
hostby meansanindicationmessage.

Interface betweenhostand remotecontrol — Thisinter
faceis implementedoy meansof a human,i.e., a person
hasto pushthe buttonson the remotecontrol to establish
the effect on the TV requiredby the host. Although such
interfacecan,in principle,be automatedthis hasnotbeen
donedueto lack of availability of the properequipment.
For the EasyLink casestudy the behaiour requiredby
the hoston humanis limited to shufling channelsettings
ontheTV. It is assumedhat the humancorrectlyimple-
mentsthe shufling behaiour prescribedy the host,that
is, the humanwill notinitiate otherbehaiour by pressing
thewrong buttons. Althoughthe shufling of channelset-
tingsontheTV usuallyrequireshepressingof asequence
of buttonson the remotecontrol, this canbe modelledab-
stractlyby a singleshufle actionwith two parametersthe
channelgo beshufled.

Tablell liststhe messageat interfacebetweernthe host
andMBB, andthehostandthehuman.For somemessages
the shortnamesare indicated betweenbraclets. These
shorthandsvill be usedin theremainderof this paper

(AVA

This sectiondescribeshebehaiour of the presedown-
loadfeaturein combinationwith the (manual)shufling of
presetsasa formal model. We do thatin two steps:first
constructamodelfor thepresetdownloadfeature andsec-
ondlyamodelfor thesufling behaiour. Thesemodelsare
then combinedinto a model that specifiesthe combined
behaiour. All modelswere written in the specification
languagePROMELA [15]. The resulting specificationis
usedasthe basisfor testgeneration.

... AND MODELS ...

A. Aformal modelof the presetdownloadfeatue

Theformalmodelscanberepresentedslabelledtransi-
tion systems Sincecommunicatiorbetweerthetesterand
thelUT with respecto presetdownloadmessagesinsvia
the host— MBB interface,the transitionsin the modelfor
thebehaiour of thepresedownloadfeatureareexpressed
in termsof messagethatrun overthisinterface(Tablell).
Figure6 depictsthis modelasa transitionsystem.We use
the corventionthatinputsfor the MBB (and outputsfor
the host)areprefixedwith a’?’, outputsof theMBB (and
inputsfor the host) are prefixedwith a’’'. Sequencesf
actionsarerepresentedsa singletransitionlabelledwith
theactionsseparatedby a’;’ (e.g.,’a; b’ representsction
a followed by actiond). A choicebetweenactionsis in-
dicatedby writing theseactionsbelov eachotherwith the

messagef om hostto MBB

requestmessages

start preset transfer() (spt)
tells the MBB to sendmessagestart presettransferto
the TV sothatthe TV canstartdownloadingpresetso
theVCR

stop_preset transfer() (stop)
tellstheMBB to sendmessagstop presettransferto the
TV indicatingthatthe TV canstopwith sendingits pre-
setsto theVCR

messagef om MBB to host

indication messages

end_preset transfer() (ept)
tells the host that the MBB has receved message
end presettransferfrom the TV indicatingthat the TV
successfullystoppeddowvnloadingits presets

set terrestrial preset(ch,freq,status)

(stp)
tells the host that the MBB has receved a
setterrestrial presetmessagérom the TV

set _preset _name(ch, nane) (spn)
tells the host that the MBB has receved message
setpresetname

set virginpreset(ch) (svp)
tells the host that the MBB has receved a
setvirgin_preset

set _| anguage( code)
tells the host that the MBB
setlanguage from the TV

set _count ry(code)
tellsthe hostthatthe MBB recevedmessagsetcountry
fromtheTV

receed message

confirmation messages

abort (code) (abort)
tells the hostthat the MBB was not ableto processthe
formerrequesimessagethe reasorwhy the MBB could
not handlethis requesimessagés indicatedby code
ack (ack)
tells the hostthatthe MBB hasprocessedhe former re-
guestmessagasuccessfully
nack (nack)
tells the hostthatthe MBB could not handlethe former
requesimessagasuccessfully

messagef om hostto human

requestmessages

shuffl e(chl, ch2)
tells the userto switch the settingsof channelchl with
thoseof channelsh?2

TABLE Il
MESSAGES AT THE PCOs




sameindentation.
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Thack() *
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2

Fig. 6. Formalmodelof the presetdowvnloadfeature

The formal model presentedn figure 6 is explained
informally asfollows. Initially, the MBB is ableto re-
cewe an initialisation message?i ni t (state0) which is
usedto initialise the MBB (this initialisation messages
unconfirmed). Next, the MBB is able to receve mes-
sagest art _preset _transfer from the host (statel).
The MBB canacknavlegdethis messagebackto hostby
sendingan! ack (to indictaesuccessdra! nack (to indi-
catefailure). In caseof successrequesto downloadpre-
setshasbeensentto theTV. Undertheassumptiorthatthe
TV isin astatein whichit is ableto downloadits presets,
the TV will respondwith sendingall its presets. These
presetsarereceved by the MBB and subsequentlyrans-
ferredto thehost(state3 andstate4). Eachpresets either
aset virgi npreset,oraset terrestrial preset
followed by set _preset _nane. If theTV is donesend-
ing all of its presetsjt sendsanend_pr eset _t r ansf er
to the MBB. During the presettransfer the hostcansend
astop._preset transfer messageo the MBB (which
areacknavlegdedby a! ack or ! nack). After the send-
ing of the st op_pr eset _downl oad and before the re-
ception of the ! ack the TV can still be sendingpre-
sets. Only whenthe TV hasactually receved the mes-
sagest op_preset _transfer it will stopsendingpre-
sets. This is signalledby the TV by sendingthe message
end_preset _t ransf er messagéo the MBB.

Note thatthe modelof Figure 6 explodesin sizewhen
the valuesof the parameterare explicitly takeninto ac-
count.Thisartebctindeeddoesoccurandposegroblems,
aswill bediscussedateron(seesectionVl).

B. Aformal modelfor shufling presets

Thebehaiour of presetshufling is describedy means
of alabelledtransitionsystemthatmodelsthe causakela-

tionshipsof the interactionsbetweenthe hostandremote
control, andthe effect that theseactionscauseon the be-
haviour onthe host— MBB interface.

I'stp(chy, freqq, statussg);!'spn(chy, names);

0
L4 I'stp(chs, freqq, statusy);!spn(chg, naneq)
I'stp(chg, freqq, statusy);!spn(chg, naneq)
?shuf fl e(chy, chol I'stp(chy, freqs, statuss);!spn(chy, names)
[ ]
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I'stp(chq, freqs, statusg);!spn(chy, nanes); ! svp(chsg)
I'stp(chg, freqy, statusy);!spn(chg, nameq);!svp(chy)
I'svp(chy);!stp(chg, freqq, statusy);!spn(chg, naney)
Isvp(chg);!stp(chy, freqs, statuss);!spn(chy, nanesg)
I'svp(chy);!'svp(chsg)
I'svp(cha);!'svp(chy)

Fig. 7. Formalmodelof theshufle feature

A shufle is initiated by the host by issuing a
?shuffl e(chy, chy) request. The purposeof the shuf-
fle operationis to switch the channelsettingsof channel
ch; with thoseof channekh,. Theshufle operationtself
is implementedy having ahumanpressingouttonsonthe
remotecontrol. The effect of having shufled two chan-
nelsonthe TV is thatthe presetsf the channelghatare
changedarebroadcastethy the TV to all AV devicesthat
areconnectedn theAV.Link chainsothatthey canupdate
their presetlist. The updatednformationis transferecoy
meansof the messageset terrestrial _preset and
set _preset _nane or set _.vi rgi n_preset. The MBB
noticesthesemessagesand informs the host. Sinceno
restrictionson the orderingof shufling presetsare speci-
fied in [4] 8 differentinterlearings are possible.Figure7
depictsall theseorderings

C. Combiningpresetdownloadandshufle models

To testthe presetdovnloadfeatureandthe shufling of
presetdn combination,the modelsof sectionslV-A and
IV-B mustbe combined.Unfortunatelythesemodelscan-
not be composedn parallel becausethis would lead to
massve state-spacexplosionwhich makesthe resulting
modelinfeasibleasthe basisfor testgeneration. There-
fore, it hasbeenchoserto actvatethe shufle featureonly
duringselecteghase®f thebehaiour of thepresedown-
loadfeature.For this purposetwo phasehave beeniden-
tified: onein whichthe presetdownloadfeatureis not ac-
tive, the otherin which it is. By activatingthe shufle fea-
turein eachof thesephasestwo differentcombinedmod-
elshave beenobtained.

Model | Modelll

Fig. 8. Combiningmodelsfeatures



Model | —In thefirst model(adoptedVodell) theshuf-
fle featuremay only be activatedin the phasesvherethe
presetdownload featurehasnot yet beenactvated. This
is depictedin Figure8 (Model I), wherethe shadedarea
denoteghe areain the presetdowvnload modelwherethe
shufle featurecanbe activated.

Model Il — In the secondmodel (adoptedModel II)
the shufle featuremay only be activatedin phasesvhere
the presetdownloadis in progresqseethe shadedareain
Figure 8 (Model I1)). To limited the size of the resulting
model, the activiation of the shufle featurehasbeenre-
strictedto alimited rangeof presetransfers.g.,only dur
ing thefirst 5 presets.This rangelimitation is valid under
the assumptiorthatif thereareno errorsin the combina-
tion of the presetdownloadfeatureandthe shufle features
duringthefirst 5 presetsthenprobablytherewill be also
no errorsfor largerranges.Suchassumptiongalsocalled
uniformity hypothesef9]) arevery commonin practiceto
restrictthe numberof experimentsthat have to be carried
out.

V.

This sectiondescribeghetesttool TOrRX thatwasused
to carryoutthe casestudy anddiscusseghe experimental
resultsthatwereobtained.

... VIA TOOLS AND EXPERIMENTS ...

A. TorX tool architectue

ToRX istheprototypetestgeneratiorandtestexecution
tool thatis beingdevelopedin the Cotede Resyst@roject.
TORX canoperatein two modes: on-the-fly and batch.
For EasyLink,testsaregenerate@ndexecutedon-the-fly
Thatis, oncea singletestactionhasbeenselectedirom
the specificatiorfor execution,it isimmediatelyexecuted.
The TorX tool architecturehatis usedin the EasyLink
casestudyis depictedin Figure9. This architecturds ba-
sically similar to the TORX architecturethat wasusedin
aformercasestudy the Conferencdrotocol[12]. It con-
sistsof the following componentsEXPLORER, PRIMER,
DRIVER andADAPTOR (the SystemUnderTest(SUT) it-

selfis not partof thetool architecture).

We describethe functionality of the component®f the
tool architectureat a globallevel.
o The EXPLORER is a specification language-specific
componenthat offers functions (to the PRIMER) to ex-
plorethetransition-graplof a specificatiorandto provide,

EXPLORER PRIMER DRIVER ADAPTOR

Fig. 9. TorX tool architecture

for a given state,the setof outgoing(or: enabled)ransi-
tions(actions).
« The PRIMER usesthe functions provided by the Ex-
PLORER to implementthe testdervation algorithm. It of-
ferstestprimitivesto the DRIVER to generatenputs(stim-
uli) for theimplementationandto checkoutputs(obsera-
tions) from theimplementation.
« TheDRIVER is the centralcomponenof thetool archi-
tecture. It controlsthe progresof the testingprocesshy
decidingwhetherto doaninputor to obsere andcheckan
output. The DRIVER usesthe PRIMER to obtaintheinput
andto checkwhetherthe outputof the implementationis
correct. It usesthe ADAPTOR to executeinputsby send-
ing thesanputsto thelUT, andto obsere outputsthatare
generatedby thelUT.
« The ADAPTOR providestheconnectiorwith the SUT. It
is responsibldor sendinginputsto andreceving outputs
from the SUT on requestbof the DRIVER. The ADAPTOR
is alsoresponsibldior encodingand decodingof abstract
actionsfrom the DRIVER to concretebits andbytesfor the
SUT, andvice versa,including the mappingof time-outs
ontoquiescentctions,see[13].

Interfacesbetweenthe componentsare standardiseds
much as possible. See[11] for more informationon the
componentandtheirinterfaces.

B. Testexperiments

Infrastructur e and equipment— The concretemple-
mentationthat was usedin the experimentwas a Philips
MG98 TV, model 29PT8304/12pperatingat 50 Hz AC.
The TV was supposedo be compliantto EasyLink Re-
lease?2 asfar asthe PresetDownload featurewas con-
cerned.The presetlist of the TV consistedf 100 entries,
thatis, at most100 channelscould be programmed.The
VCR thatwasusedwasa Philips VR 800/02NaturalColor
video recorderwhich is supposedo be compliantto Ea-
syLink Release?2. The MBB is a proprietarydevice of
which designdetailswereunknawn to us. Thisdevice was
connectedo a PC running Linux v2.0.30. This PC has
aninternalmemoryof 6828 Kb andrunson anIntel 486
microprocessorSincethis PCwasslow andhasa limited
amountof memory this PCwasconnectedia anEthernet
connectionto a sener situatedat the Philips wide LAN.
Communicatiorbetweenthe PC andthe sener wasdone
via standardP communicatioomechanismsuchastelnet.

Tests— In total 317 invocationsof the presetdown-
load featurewere executed(this meanghat 317 timesthe
messagest art _preset _transf er was invoked). All
theseinvocationswhereautomaticallygeneratedrom the
PROMELA specification Of the317invocations,218tests
were executedwhenthe presetdowvnload featurewasnot



actvated(Modell, seesectionlV-C), and99 of themwere
carriedout whenthe shufling of presetsvasenableddur
ing the actviation of the presetdownload (Model 11). It
took approximatelyoneanda half dayto executethetests.
Thetime limiting factorin the executionof the testswas
the manualPCO;in caseof shufling the remotecontrol
hadto be operatednanually

Detectederrors — While carrying out the experiment,
two (believed) errorswere deteted. The first error hadto
dowith thefactthatthe TV did sometimesendan’empty’
messageo the VCR. Under the interpretationof MBB
messageshismeanthatthe TV hassendan’empty’ mes-
sageto theVCR. TheEasyLinkspecificatiordid not spec-
ify such messagesand so this is considerederroneous.
This error, however, wasnot considereda severeone;the
VCR will by default rejectall messagethatit cannotun-
derstand. This default behaiour doesnot endangeithe
overall functionality of the presetdownloadfeature. The
error seemedo occur nondeterministicallywe were not
ableto producethis errorin a controlledway.

Theseconderrordoesrevealunwantedbehaiour. It ap-
pearsthat, whenthe TV is in standbyandthe hostsends
themessagst art preset transfer totheTV (viathe
MBB) to startdownloadingpresetsthe TV endsupin a
statewith a bluescreenTheonly way to escapdrom this
stateis to turn the TV off andon. This seconderror can
formally notbeattributedto EasyLink,becaus¢hespecifi-
cationis not decisve aboutthe factwhetherthe ‘standby’
stateof the TV is a statein which the TV is ableto re-
ceie presetor not (this is requiredfor the presetdown-
load featureto operatecorrectly). However, eventhough
the EasyLinkspecifications not clear the obseredsitua-
tion causesinwanteduserbehaiour andis thereforecon-
sideredanerrorfrom auserperspectie.

VI. ... BACK TO THEORY AND TOOLS AGAIN

This sectiondescribeghe impactof the casestudyon
theoreticalresearchandtool developmentwithin Cote de
Resystéy addressinghe problemsthatwereencountered
duringthe casestudy andby describingthe solutionsthat
wereprovided. We believe that someof the solutionsare
sufiiciently generic,so that they canbe appliedto simi-
lar associateghroblemsthat may pop up in differentcase
studies.

A. Problemsandsolutions

In this sectionwe addresssomeof the problemsthat
we encounteredand we presentthe solutionsthat were
providedto overcomethem.

Initial state— In the EasyLinkcasestudytheinitial state

of the TV is unknavn. Thatis, it is notknown beforehand
how mary channelsareavailable,to whichfrequeng each
channelis tuned,and what the nameof the broadcasting
stationis. Consequentlythe testershouldinitially bepre-
paredto receve a hugeamountof possiblereactionsrom
the IUT (i.c., every combinationof channelnumber fre-
gueng andname).This leadsto anexplosionin the num-
ber of statesand numberof transitions(potentially there
canbe256differentchannehumbers$5535differentfre-
gueng numberssothe numberof differentcombinations
grows rapidly). However, oncethetesterhascollectedall
initial informationof the TV andknows the settingsof the
TV, the setof statesandtransitionsis manageable This
meansthat the branchingstructureof the specificationis
suchthat initially the specificationseemsto diverge, but
afterthe initial settingshave beenresohed a manageable
specification(in termsof numberof statesandtransitions)
is obtained.

To avoid the initial state space explosion, two ap-
proacheshave beentried out. The first approach(called
the bootstrap-approaghs a two-stepapproach.first, the
initial settingsof the TV areobtainedy thetesterby send-
ingastart preset _transfer messagéotheTV. Next,
adedicatedspecificatiorwasgeneratedh which theinitial
settingsof the TV wereencodedxplicitly. This specifica-
tion wasthen usedasthe basisfor testgeneration. The
advantageof this approachwasthattheinitial statespace
explosionwasavoidedbecaus¢hegeneratedpecification
was alreadyconfiguredwith the settingsof the TV. The
disadwantage however, wasthatin orderto obtaintheini-
tial settingsthe presedownloadfeaturehadto beinvoked.
But this was also the featureundertest! Therefore,this
approachis only valid underthe assumptiorthatthe TV
initially transfersall its settingscorrectlyto the TV.

In the secondapproactthe outputsproducedoy the TV
weretreatedsymbolically This meanghatthe parameter
valuesfor the namesandfrequenciesare not a priori un-
foldedin thetransitionsystem but thata singletransition
existswith referenceso variablesandthatthesevariables
are boundat run-timeto their concretevalues. As sym-
bolic testgeneratiorandtestexecutionis notwell-studied
in theory sometheory hadto be developedandthe lan-
guagePROMELA hadto be adaptedfor this in orderto
specify suchsymbolic transitions. Theseactvities were
carriedoutin the Cote de Resysterojectasadirectresult
of the EasyLinkcasestudy anda prototypetesterviron-
mentwas built that demonstratedhe usageof symbolic
outputtransitions.

Both approachesnentionedbefore have beenimple-
mentedandtested.As theseapproachesnly differ in the
way transitionsandstatesaregeneratedut notin thefunc-



tionality thatthey representhothapproachewereequally
powerful.

Discarding messages- The presetdownload featureis
only oneof thefeatureghatis providedby EasyLink.Dur-
ing the experimentit was obsered thatthe TV did also
sendsomemessagethatwereoutsidethescopeof thepre-
setdownloadfeature.Without ary adaptionof the current
testingstrateyy the specifictionhadto take all thes€'irrel-
evant’ messageito account. This would severly com-
plicate the specification.To avoid having to specifysuch
‘irrelevant’ messageagenericsolutionhasbeenprovided.
Theideabehindthis solutionis to simply ignoretheirrele-
vantmessagegroducedyy thelUT. In thatwaythesemes-
sageddo not have to be comparedwith the actionsin the
specifictionsln ourimplementatiorwe have implemented
thisin the ADAPTOR (seeFigure9) by mappingsuchirrel-
evant message$o a specialmessagealled‘lgnore’, that
is subsequentlyransferedo the DRIVER. The DRIVER
usesthis messagéor logging purposesnly, but doesnot
usethis messagéor comparisorwith the specification.

By ignoringirrelevantmessages a systematienanner
asdescribedabore, the specificationitself is not polluted
with suchactions. We expectedthat suchapproachcan,
in general,severly simplify the modelling processof the
specificationtself.

Distribution of the tester — In this casestudythe tester
hasbeendistributed over a PC and a sener thatare con-
nectedby meansof a network (seeFigure4). Thereason
for this distribution is thatthe PC itself wastoo slow and
provided too little computationalresources. Therefore,
the testerwas split: the lessresourceconsumingADAP-
TOR wasstoredon the PC,andthe computationallyinten-
sive PRIMER andDRIVER wereallocatedto the sener. It
turnedout that splitting the testercanbe donevery easily
dueto the message-orientadterfacesbetweenhe build-
ing blocksof the tester(seeFigure9). In generalwe be-
lieve thatthat splitting the testeris importantin caselim-
ited resourcesreavailableonthetamgetsystemitself (e.g.,
in the caseof embeddedystems)orin caseghelUT needs
to betestedremotely As far aswe now thisis thefirst in-
dustrialcasestudywhereToRX itself hasbeendistributed
in orderto optimally usethe availableresources.

VIlI. CONCLUSIONS

In this papertheresultsof the EasyLinkcasestudyhave
beendescribed. This casestudy hasbeencarriedout as
partof the Cotede Resyst@roject. It is thefirstindustrial
casestudythatwascarriedoutin this project. Thepurpose
of the casestudywasto checkthe viability of the theory

andthetoolsthatweredevelopedin the projectby apply-
ing themin anindustrialsetting,to identify andcarry out
improvementsand,by doingso,to provide directionto the
theoryandtool developmentof specificatiorbasedormal
testingin the context of Cote de ResysteTo carryout the
casestudy a formal specificationof the presetdownload
featurehasbeenwritten in the languagePROMELA [15].
This specificationwas usedas the basisfor testgenera-
tion andtestexecutionusingthe testtool TORX thatwas
developedwithin CotedeResysteThemosttime consum-
ing phaseof the casestudywasto getthetestervironment
operational,and not the constructionof the specification.
This canbeexplainedby thefactthatthis casewasthefirst
industrialcasestudycarriedoutin theprojectandthatpeo-
ple involved were relatively unexperiencedwith the test
ervironment.

It turnedout that the theory and the tool TorX could
beappliedin thecasestudy but thatseveralimprovements
were neededto malke the tool practical. Someof these
improvementswvere

« the introductionand applicationof symbolictestingto

decreasehe state spaceand transition spaceexplosion
problem;

« theapplicationof ageneriomethodo systematicallyis-
cardirrelevant messagehat are producedby the IUT, so
thatthesemessagedo not have be modelledin the speci-
fication;

« the distribution of the testerover differentmachinesn

orderto optimally usethe availableresources.

All theseimprovementsweretriggeredby the casestudy
andhave beencarriedout duringthe casestudy However,
alsosomeproblemswereidentifiedthathave not resohed
yet. It turnedoutthatthe ADAPTOR thathadto beprovided
still requireda lot of coding, andthat a more systematic
approacho constructan ADAPTOR is hecessaryFurther
more, it turnedout that the userguidancein the form of
testpurposegi.e., specificationghat specifythe property
thatis to betestedwould greatlyimprove the usability of
the tool in a practicalsetting. We believe thatfuture case
studieswill benefitfrom the resultsof this casestudy and
that this casestudy hasprovided directionand insightin
theissueghatneedto beinvestigatechndtheir associated
prioritiesin Cotede Resyste
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