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Nowadays, DDoS attacks still remain the top cause of network and service outages. The reason is
that these attacks are getting more sophisticated and frequent whereas the required technial skills
to perform these attack are not required anymore [JS15]. Currently, DDoS attacks are offered as
a service, namely Booters, for less than 10 US dollars [JS16]. As Booters offer a service that a
customer is required to pay for, Booters make use of SSL/TLS certificates. The use of SSL/TLS
certificates is used to ensure secure credit card transactions, data transfer and logins.

In this talk, we present the early-stage results of the analysis of the used certificate chains of
Booter websites. In particular, we present the common used certificate chains, the used cryptogra-
phy and cipher suites, protocol use within SSL/TLS for purpose of security parameters negotiation,
the issuer and the validity of the certificate. Our analysis revealed that there is a tyical certificate
chain used by Booter websites. In our future work, we investigate if the SSL/TLS certificates and
their certificate chains could be used to mitigate DDoS attacks performed by Booter websites.
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