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Chapter 1

FORENSIC FACE RECOGNITION : A SURVEY
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Abstract

The improvements of automatic face recognition during the last 2
decades have disclosed new applications like border control and camera
surveillance. A new application field is forensic face recognition. Tradi-
tionally, face recognition by human experts has been used inforensics,
but now there is a quickly developing interest in automatic face recogni-
tion as well. At the same time there is a trend towards a more objective
and quantitative approach for traditional manual face comparison by
human experts. Unlike in most applications of face recognition, in the
forensic domain a binary decision or a score does not suffice as a result
to be used in court. Rather, in the forensic domain, the outcome of the
recognition process should be in the form of evidence or support for a
prosecution hypothesis verses a defence hypothesis. In addition, in the
forensic domain, trace images are often of poor quality. Theavailable
literature on (automatic) forensic face recognition is still very limited.
In this survey, an overview is given of the characteristics of forensic face
recognition and the main publications. The survey introduces forensic
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face recognition and reports on attempts to use automatic face recog-
nition in the forensic context. Forensic facial comparisonby human
experts and the development of guidelines and a more quantitative and
objective approach are also addressed. Probably the most important
topic of the survey is the development of a framework to use automatic
face recognition in the forensic setting. The Bayesian framework is a
logical choice and likelihood ratios can in principle be used directly
in court. In the statistical evaluation of the trace image, the choice of
databases of facial images plays a very important role.

Keywords: Forensics, face recognition, Bayesian framework, biometrics.

1. Introduction

Face recognition is one of the most important tasks of forensic examiners dur-
ing their investigations if there is video or image material available from a
crime scene. Forensic examiners perform manual examination of facial im-
ages or videos to match a trace with an image of a suspects face or with a
large database of mug-shots. The use of automated facial recognition systems
will not only improve the efficiency of forensic work performed by various law
enforcement agencies but also standardise the comparison process. However,
until now, there is no automatic face recognition system that has been accepted
by the judicial system. A face recognition system must be thoroughly evalu-
ated and verified before it can be utilised for forensic applications. Biometric
face recognition has of course been used for secure building access, border
control, Civil ID and login verification. However, to date no automatic system
exists for identification or verification in crime investigation tasks, such as the
comparison of images taken by CCTV with available databases of mug-shots.
State-of-the art face recognition systems such as [27, 25] could in principle
be used for this purpose, but there are several issues, specific to theforensic
domain, which have to be addressed.

First and foremost, the consequences of a wrong decision made by forensic
face recognition are far more severe than for most other biometric face recog-
nition applications. Current face recognition solutions [28] are generallynot
sufficiently robust [18] to the variability in appearance of faces due to vari-
ations in pose, lighting conditions, facial expression and caused by imaging
systems such as image quality, resolution and compression.

Secondly, a score or binary decision based biometric recognition system
is not suitable to the judicial system where the objective is to give a degree of
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support for one hypothesis against another incorporating the prior knowledge
about the case at hand [9, 12].

Finally it should be mentioned that in the forensic scenario the quality
of images available is generally low, e.g. images of a crime scene recorded
using CCTV. These images usually have a low resolution and depicted faces
are often not frontal and may be partly occluded.

The recognition task in the forensic framework can be carried out ”offline”
in contrast to other applications where a decision has to be made in real-time,
e.g. user access for a building or border control. Forensic face recognition
therefore has fewer time constraints and to a certain extent human involvement
is allowed and does not effect the overall objectivity of the system.

A related field of forensic facial recognition is forensic facial reconstruc-
tion which aims to reproduce a lost or unknown face of an individual for the
purpose of recognition or identification [8]. Well known is the approach to
reconstruct a face starting from the skull and using pins to model the thick-
ness of the muscle tissue, then filling in the muscle tissue using clay and thus
reconstruct the facial surface [26]

In this survey, we review existing literature on forensic face recognition.
There are relatively few papers focusing on the forensic application offace
recognition as most effort is put into the improvement of the technology it-
self. However, as the performance of face recognition systems improvesthe
demand for application in the forensic domain also increases and, hence, there
is a great need for integration of the technology with the legal system and a
uniform framework for application of face recognition technology in foren-
sics.

The remainder of the chapter is organised as follows: in section 2, the tech-
niques and methodologies used by forensic examiners for the purpose offacial
comparison are discussed. Section 3 presents a literature review of forensic
face recognition. In section 4 we discuss the Bayesian framework and how it
can be applied to forensic face recognition. Section 5 discusses reliability and
court admissibility issues associated with forensic facial recognition. Section
6 presents conclusions.

2. Forensic Facial Identification

Facial identification refers to manual examination of two face images or a
live subject and a facial image to determine whether they are of the same
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person or not. Facial identification methods generally can be classified into
the following four categories:

1. Holistic Comparison: In this approach faces are compared by consider-
ing the whole face at once.

2. Morphological Analysis: In this approach individual features of the face
are compared and classified.

3. Photo-anthropometry: This approach (sometimes referred to as pho-
togrammetry) is based on the spatial measurements of facial features as
well as distances and angles between facial landmarks.

4. Superimposition: In this approach, a properly scaled version of one im-
age is overlaid onto another. The two images must be taken from the
same angle.

The choice of a specific approach is usually dependent on the face images
to be compared and generally combinations of these methods are applied to
reach a conclusion. Apart from the above described general categorisation
of facial comparison approaches, currently there are no standard procedures
and agreed upon guidelines among forensic researchers. The process is very
subjective and the opinion of one forensic examiner may vary from those of
others.

2.1. Working groups

There are several working groups active in this area the aim of which is to
standardise the procedure of forensic facial comparison as well as theproper
training of facial comparison experts. One of the best efforts towards develop-
ing standards and guidelines for forensic facial identification is currentlycar-
ried out by the Facial Identification Scientific Working Group (FISWG) [2].
It works under the Federal Bureau of Investigation (FBI) Biometric Center
of Excellence (BCOE). FISWG is focusing exclusively on facial identifica-
tion and developing consensus, standards, guidelines, and best practices for
facial comparison. Currently they have developed drafts of several useful doc-
uments in this regard which include a description of facial comparison, a facial
identification practitioner code of ethics and guidelines for training experts to
perform facial comparison. These documents are available for public review
and comments [2]. Some other working groups active in developing standards
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and guidelines for forensic facial comparison include the International Asso-
ciation for Identification [4] and the European Network of Forensic Science
Institutes (ENFSI) [1]. The standardisation of the process of facial compari-
son and specific guidelines which are agreed upon by forensic community is,
however, still a largely unsolved problem.

2.2. Manual facial comparison by the forensic expert

In this section we briefly review the forensic experts’ way of facial compari-
son. The discussion is based on the guidelines set forward by the workgroup
on face comparison at the Netherlands Forensic Institute (NFI) [5, 13] which is
a member of ENSFI [27]. The facial comparison is based on morphological-
anthropological features. If possible, for comparison images are usedwith
faces depicted at the same size and with the same pose. The comparison
mainly focuses on:

• Relative distances between different relevant features

• Contours of cheek- and chin-lines

• Shape of mouth, eyes, nose, ears etc.

• Lines, moles, wrinkles, scars etc. in the face

When comparing facial images manually, it should be noted that differences
may be invisible due to underexposure, overexposure, low resolution, out-of-
focus and distortions in the imaging process. On the other hand, due to similar
limitations in the image formation process (low resolution, difference in focus
and positions of the cameras used to record the images relative to the head and
other distortions in the imaging process) may lead to different appearance of
similar features in the facial images to compare. Due to the aforementioned
effects, which complicate the comparison process, the anthropological facial
features are visually compared and classified as:similar in details, similar, no
observation, different anddifferent in details. Apparent similarities and differ-
ences are further evaluated by classifying features as:weakly discriminating,
moderately discriminating, andstrongly discriminating. The conclusion based
on the comparison process is a in the form of a measure of support for either of
the hypotheses (images show faces of the same person vs. images show faces
of different persons) and can be stated as:no support, limited support, moder-
ate support, strong support andvery strong support . The process is subjective
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and often different experts reach different conclusions. There is agreat need to
standardise the process. Use of automatic face recognition systems will con-
siderably improve the speed and objectiveness of facial comparison andmay
also be helpful in standardising the comparison process.

3. Literature Overview

In this section we briefly review existing literature on forensic face recogni-
tion. This review focuses on work discussing forensic aspects rather than on
work describing techniques for biometric face recognition. Surveys on the
latter subject can be found in [28, 19].

3.1. Forensic biometrics from images and videos at the FBI

Forensic Biometrics from Images and Videos at the Federal Bureau of Inves-
tigation (FBI) is described in [20]. The paper gives a description of FBI’s
Forensic Audio, Video and Image Analysis Unit (FAVIAU) and the forensic
recognition activities that they perform. Many of these activities are performed
manually. Types of manual tasks include voice comparison, facial compari-
son, height determination, and other side by side image comparisons. Two
types of examinations that involve biometrics are photographic comparisons
and photogrammetry [7]. Currently, in both cases, the forensic examinations
are performed manually. Photographic comparison means a one-to-one com-
parison of a trace facial image to facial images from suspects. The charac-
teristics used in photographic comparison can be categorised into class and
individual characteristics [24]. Class characteristics such as hair colour, over-
all facial shape, presence of facial hair, shape of the nose, presence of freckles,
etc. place an individual within a class or group. Individual characteristics such
as the number of and locations of freckles and scars, tattoos, the number of and
positions of wrinkles etc. are unique to an individual and can be used to in-
dividualise a person. Photogrammetry [7] determines spatial measurements
of objects using photographic images. It is used to determine e.g. the height
of a subject or the length of a weapon used in a crime. In [20] several current
and past research projects in the field of forensic recognition are discussed and
also directions for future research on forensic recognition are proposed.
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3.2. Facial comparison by experts

In [21] the need for facial comparison experts, their role in biometric face
recognition development and their training are described. The paper describes
the need for facial comparison experts to verify the results of future automatic
forensic face recognition systems. It emphasises the systematic training of ex-
perts who will be working with these systems. For any future application of
an automated face recognition system, the ultimate judgment will be the man-
ual verification of the outcome of the system. Because the implications of an
incorrect decision are severe the verification of the outcome of an automated
system by an expert is very important. In case of fingerprint technology, there
are many experts available working in association with the automated process.
Compared to fingerprint technology, forensic application of face recognition
is still immature and, therefore, requires even more this manual verification of
the results by experts. This means in the near future more experts will have
to be trained in order to use automatic face recognition systems. Compari-
son of images taken under controlled conditions such as passport photosor
photos for arrest records requires less expertise compared to images taken un-
der uncontrolled conditions such as snapshots and images from surveillance
cameras. The experts also need training in legal issues because they will be
working in the judicial system and will present their conclusions in court. The
facial image examiners should be trained in three main areas:

1. General background on facial recognition approaches, which includes
the history of person identification, current methods in biometrics, un-
derlying principles of photographic comparison [24] and basic knowl-
edge of image formation and processing.

2. Specific knowledge regarding the properties of the face such as the ag-
ing process, temporary changes (e.g., makeup and hair change), perma-
nent changes (e.g. formation of scars, loss of hair, cosmetic or plastic
surgery), structure of bones and muscles, facial expressions and the in-
volved muscle groups and comparison of ears and iris.

3. Understanding of the judicial system, awareness of the implications of a
testimony, admissibility issues of facial comparison in court, presenta-
tion of facial comparison results and processes in court and to laymen.
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3.3. Forensic individualisation from biometric data

In [14] basic concepts of forensic science are reviewed. Also a general forensic
face recognition framework is proposed based on the Bayesian likelihoodratio
approach. Although this work is a comprehensive review of forensic concepts
and provides a general description of the system, there is no experimental
work described to prove the effectiveness of the proposed framework.

In forensic literature there is confusion between the terms identification
and individualisation. If the class of individual entities is determined to be the
source, it is called identification or classification. If a particular individualis
determined to be the source, it is called individualisation. In the former case,
the identity is calledqualitative identity while in the later case the identity is
callednumerical identity.

In forensic science, the individualisation process is usually consideredas a
process of rigorous deductive reasoning, as a syllogism constituted ofa major
premise, a minor premise, and a conclusion. The major premise here in foren-
sic face recognition context is the general principle of uniqueness applied to
the source face and trace face. However, it is based on inductive reasoning
which cannot be considered as a form of rigorous reasoning, because what is
true for one instance is not necessarily true for all. While the demarcation
criteria of empirical falsifiability reject the uniqueness of properties used for
individualisation from face, this does not imply that face recognition cannot
be used in forensic individualisation. It rather just puts a limit on the reliability
depending on the quality of the images and method used.

To describe the likelihood ratio approach based on the Bayes theorem, two
mutually exclusive hypotheses, the prosecution hypothesis (Hp) and defence
hypothesis (Hd), can be defined as the set of all possible hypotheses for the
inference of the identity of the source of a trace. LetI represent the back-
ground information about the case at hand andE the evidence. The likelihood
ratio approach requires computation ofE, between-source variability (BSV)
andwithin-source variability (WSV). Fig.1 and 2 show how to incorporate the
likelihood ratio approach into forensic individualisation as described in [14].
A more detailed description of the Bayesian framework and its application to
forensic face recognition is presented in section 4.

3.4. Automatic forensic face recognition from digital images

Automatic forensic face recognition from digital images is addressed in [16].
This paper describes small scale experimental work carried out by the Forensic
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Science Service in the UK, exploring the performance of an existing automatic
face recognition system [3] in the forensic domain. The paper investigatesthe
application of the Bayesian framework for forensic facial comparison and de-
cision making. Experiments are carried out using the Image Metrics Optasi-
aTM [3] software package for face recognition.
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Figure 1. Obtaining evidence in the Bayesian framework.

The approach of the Image Metrics OptasiaTM software used for experi-
ments is straightforward. Active shape and appearance models [22], based on
a general dataset of faces, are fitted to a new facial image. The fitted model
consists of local information around landmark points in the facial image and
forms a face template. To compare two faces, the similarity of the two face
templates is determined. In [16] the similarity is expressed in a percentage
(0-100%) and is calledrecognition probability. Given a database ofn facial
images, then a query image results inn recognition probabilities. Query im-
ages of persons included in the database are presented to the system andfor
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each query image alln similarity scores are computed. The authors carried
out three tests for evaluation of the system.
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Figure 2. Using the evidence to calculate the likelihood ratio.

In the first test they used the same images as those in the database for
benchmarking to get an idea of the the maximum performance of the tech-
nique. Twenty pictures chosen at random from the database were usedas
query images and a similarity score of greater than 95% was obtained for
the correct match for each of the query images. The recognition probability
sharply drops after the nearest match.

The second test was a feasibility test. For five persons in the database,
new images, not present in the database, were obtained and captured exhibit-
ing variation in pose, illumination, age, facial expression, resolution and image
quality and used as query images to the system. In this experiment, illumina-
tion turned out to have the strongest effect on the recognition probability.The
other variations had smaller but significant effects on the recognition proba-
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bility.
Finally, for evaluation testing, the applicability to the forensic framework

was investigated. To be able to calculate likelihoods, the WSV and BSV are
needed. Five people of whom images were present in the database werepho-
tographed under similar conditions as those used to record images for the
database in order to estimate the WSV and the BSV of the database. Of each
person 10 images were recorded, resulting in a setQ if 50 images. From this
setQ, the WSV for each person was determined from the matching scores re-
sulting from comparing the templates of the person to the template of the same
person in the database. The BSV was obtained by matching all images in the
setQ to all images in the database. Using the WSV and BSV, the likelihood
ratio for a matching score can be calculated. For the setQ in 58% of the cases
the comparison to the correct person in the database resulted in the highest
likelihood.

The evaluation test provides a small scale, very limited assessment of the
expected value or performance of the system in the forensics domain. There
is no discussion on how the population size may influence the results.

3.5. Face matching and retrieval using soft biometrics

Although it does not directly focus on the forensic aspects of face recogni-
tion, the techniques and methodology proposed in [15] seem very attractive
for forensic application of face recognition. Soft biometrics (ethnicity, gender
and facial marks), if combined with a traditional face recognition system such
as [23, 10] can improve the recognition accuracy as well as the ease of use and
interpretation of the outcome in the forensic domain.

In [15] first facial landmarks are detected using an Active Appearance
Model (AAM) [22]. Using these landmarks primary facial features are ex-
tracted and excluded in the subsequent facial marks detection process.First
the face image is mapped to a mean facial shape to simplify the subsequent
processing. The Laplacian of Gaussian (LoG) operator is utilised to detect
facial marks. Each detected facial mark is classified in a hierarchical fashion
as linear vs. not linear and circular vs. irregular. Furthermore, each mark is
also classified based on its morphology as dark vs. light. In this way, each of
the facial marks can be classified as a mole, freckle, scar etc.

Although the demonstrated performance of the proposed approach, using
facial marks detection is not robust, facial marks nevertheless give a more de-
scriptive representation of facial recognition accuracy compared to thenumer-
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ical values obtained from traditional face recognition systems. This represen-
tation may be particularly useful in forensic applications. In such an approach
semantic based queries can be issued to retrieve a particular image from a
database. Furthermore, the facial marks can be used for facial comparison of
partly occluded faces, which are quite common for surveillance cameras, and
may even allow differentiation of identical twins. In [15] experimental results
are presented, based on the FERET [17] database and a mug-shot database that
show that using the soft biometrics in combination with existing face recog-
nition technology can improve the overall performance of the system and is
more useful to forensic applications.

4. A Bayesian Framework for Forensic Face Recogni-
tion

The aim of a forensic biometric system is to report a meaningful value or
expression in court to assess the strength of forensic evidence. The output of a
biometric system cannot be used directly in forensic applications as discussed
in detail in literature on forensic speaker recognition [9, 12, 6]. Systems using
a simple threshold to decide between two classes resulting in a binary decision
are not acceptable in the forensic domain [6].

For the purpose of forensic applications, the likelihood ratio framework
is agreed upon as a standard way to report evidential value of a biometric
system. This framework has been discussed in detail in the speaker recognition
domain [9, 12] and the theory presented here benefits from it However,unlike
for forensic speaker recognition, there are very few published works which
focus on the forensic aspects of face recognition and there is a seriousneed
for reliable facial comparison and recognition systems which can assist law
enforcement agencies in investigation and can be used in courts.

The Bayesian framework is a logical approach and can be applied to any
biometric system without change in the underlying theory. The likelihood
ratio (LR) assessed from a score based biometric system can be used directly
in court. While in commercial biometric systems, the objective is to present
a score or decisions in a binary form, in forensic applications, the objective is
to find the degree of support for one hypothesis against the other. Using the
Bayes theorem, given the prior probabilities, the posterior probabilities canbe
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Figure 3. Calculation of the LR from the WSV and the BSV. The solid
curve represents the WSV or Pr(E|Hp, I) and the dashed curve the BSV or
Pr(E|Hd, I). If a trace results in a matching score or evidenceE, the LR is
obtained by dividing the values of Pr(E|Hp, I) by Pr(E|Hd, I). Here the LR
would be about 2.

calculated as:

Pr(Hp|E, I) = Pr(E|Hp, I)Pr(Hp|I) (1)

Pr(Hd|E, I) = Pr(E|Hd, I)Pr(Hd|I) (2)

whereHp andHd are the prosecution and defence hypotheses respectively
andE represents forensic information (evidence), whileI is background in-
formation on the case at hand. The prosecution hypothesisHp states that the
suspect is the source of the trace (in this case a facial image) while the defence
hypothesisHd states that someone else in a relevant population is the source.
Equations 1 and 2 give the posterior odds required by judicial systems given
the prior odds (background knowledge on the case) and likelihood ratio of the
evidenceE. The likelihood ratio

LR =
Pr(E|Hp, I))

Pr(E|Hd, I))
(3)

gives a measure of degree of support for one hypothesis against theother, tak-
ing into consideration the circumstances of the case (background information
I), and the result of the analysis of the questioned face. It calculates the con-
ditional probability of observing a particular value of evidence with respect to
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Figure 4. Estimation of the LR. First the WSV and BSV are estimated using
a Control database and a Relevant population database with images recorded
under the same circumstances as the suspect facial image. Then the LR canbe
computed by comparing the trace facial image with the suspect facial image
and using the WSV and BSV.

two competing hypotheses [11]. The numerator of the LR requires the WSV
while the denominator requires the BSV to be calculated. This calculation of
the LR from the WSV and BSV for a given matching score or evidenceE is
illustrated in Figure 3.

The task of a forensic scientist is to evaluate the LR which is then used
by the judicial system to reach a conclusion. In order to use a score based
biometric face recognition system, in order to calculate the LR we thus need
the following:

• The evidenceE, a score obtained by comparing a trace face and a sus-
pect face.

• A distribution of matching scores obtained by comparing facial images
of the suspect taken under similar conditions to that of suspect facial im-
age (control database): the within-source variability (WSV). The WSV
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is then used to estimate the numerator,Pr(E|Hp, I) of the likelihood ra-
tio.

• A distribution of matching scores obtained by comparing facial images
of a relevant population taken under similar conditions as that of the
suspect facial image (relevant population database): the between-source
variability (BSV). The BSV is then used to estimate the denominator,
Pr(E|Hd, I) of the likelihood ratio.

Figure 4 illustrates the complete procedure.

5. Reliability and Court Admissibility Issues

The reliability of forensic face recognition is more critical compared to bio-
metric face recognition where an incorrect decision at most results in e.g. ade-
nial of access for a person to a building or a login restriction, the consequences
of which are usually not very serious. In the forensic case, however, the con-
sequences are far more severe as an incorrect decision can convicta person as
a criminal while he is innocent. While it is agreed upon that future application
of automatic facial recognition systems must be assisted by human experts for
the final verification [21], the reliability of these systems themselves is also
very important as it will reduce manual efforts and help standardise the pro-
cess of facial comparison. In order to assess the reliability of forensic face
recognition systems, several factors such as lighting conditions, facial expres-
sions and pose etc., which are widely explored in the biometric domain should
be considered here as well. If the Bayesian framework is used, other factors
such as the number of images used to compute the BSV and WSV must also
be taken into consideration. Apart from the sizes of the databases, it should
also be ensured that the databases sufficiently cover the variations in imaging
conditions (such as lighting conditions, image quality etc.) and facial appear-
ance (such as pose, facial expressions etc). The Bayesian framework is the
most logical framework, however it is sensitive to the methods used to deter-
mine the BSV and WSV. In particular, the distribution ofHp andHd scores
are probability density functions and their estimation is sensitive to the under-
lying mathematical model chosen. Therefore, a different modelling method
can easily lead to different likelihood ratio values.

As a general rule, in order for the evidence extracted from forensic face
recognition to be admissible in a court of law, the employed technology must
be thoroughly tested and evaluated. In the United States this was ensured
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by application of the ”Frye rule”. It states that the judges should be acting
as ”gatekeeper” to asses if the technology on which the evidence is basedis
generally accepted in a relevant scientific community or not. Nowadays, in
the United States, mostly a revised version of Frye rule called ”Daubert” is in
practice. It ensures that, in addition to general acceptance of the technology,
the employed technology is tested and can be challenged in some objective
way, the technology or theory must be peer-reviewed and a description of the
error rate of the technology must be available. Finally, the technology must be
maintained and adhere to standards.

In the European judicial system, there is no specific admissibility rule de-
scribed regarding the scientific evidence. The judges are responsible for the
evaluation of the scientific evidence pertaining to the case at hand.

6. Conclusions

At the moment there are no generally accepted standards for facial comparison
by human forensic experts. However, several working groups are working on
documents for standardisation and training.

Although much research and effort is put into improving state-of-the-art
face recognition systems performance, far less effort is devoted to integrating
face recognition technology with the legal system of court and justice. Only
few papers have been published on the subject of how automatic face recog-
nition can be adopted to forensic purposes. The output of a biometric face
recognition system is not suitable for use in forensic applications and the out-
put of a conventional score based biometric system must be processed inorder
to render it more useful and acceptable by the court.

Although the likelihood ratio value is subjective since it depends on the
databases used for the estimation of the WSV and BSV and the underlying
mathematical model of their distribution, it still provides the most logical
framework for the judicial system to incorporate biometric evidence and back-
ground information on the case to reach a conclusion. There is an urgentneed
for ”tuning” and integration of face recognition systems or development of
new systems which can fulfil the requirements of law enforcement agencies
and legal systems of court and justice.
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