
 

  
Abstract— Service-oriented architecture can be considered as 

a philosophy or paradigm in organizing and utilizing services and 
capabilities that may be under the control of different ownership 
domains. Virtualization provides abstraction and isolation of 
lower level functionalities, enabling portability of higher level 
functions and sharing of physical resources. However, dynamics, 
environmental conditions and increasing complexity / 
heterogeneity of underlying resources call for adaptive resource 
handling. In this view an intelligent distributed architecture that 
enables dynamic user management and control on network-wide 
resource sharing by using the Service Oriented Architecture 
concept is presented. Additionally, the proposed architecture 
supports trading of resources that will enable the transformation 
of traditional business models. 
 

Index Terms— Service Oriented Architecture, cognition, 
resource virtualization  

I. INTRODUCTION 
HE face of the Internet is continually changing, as new 

services and novel applications appear and become 
globally noteworthy at an increasing pace. With the 

advent of Web 2.0, various social resource sharing platforms 
arose which allowed users to easily share digital resources. 
Nowadays the locus of computation is changing, with 
functions migrating to remote data centers via Internet based 
communication. Computing and communication are being 
blended into new ways of using networked computing 
systems. The network retains its traditional role as a means of 
information exchange but, at the same time, it is also 
perceived as a means of sharing resources, where 
communication networks are used to share programs, 
information, processing capacity, communication, storage, and 
 

 

media. Next generation networks and service infrastructures 
should overcome the scalability, flexibility, resilience and 
security bottlenecks of current network and service 
architectures, in order to provide a large variety of services 
and opportunities, adoptable by business models capable of 
dynamic and seamless utilization of IT resources based on 
user-demand across a multiplicity of devices, networks, 
providers, service domains and social and business processes. 

Envisioning the computing utility based on the service 
provisioning model, where resources are readily available on 
demand, has led to contemporary computing paradigms that 
have emerged in the last decade, exploiting technological 
advances in networked computing environments e.g. GRID 
computing, peer to peer computing and more recently cloud 
computing [1]. Virtualization technology makes it all possible. 
Nowadays infrastructure resources are decoupled from actual 
components (hardware etc) whereas companies roll out new 
services and applications without investing in and maintaining 
an expensive IT infrastructure. Virtualization provides 
abstraction and isolation of lower level functionalities and 
underlying hardware, enabling portability of higher level 
functions and sharing/aggregation of physical resources [2]. It 
exists in the entire context of IT resources, but current 
virtualization techniques suffer from being based on managed 
configurations with static properties. This makes management 
and service provisioning cumbersome and significantly limits 
the areas of applicability: In computing, virtualization is 
mainly used for the sharing of resources in restricted user 
communities such as Grid networks and emerging cloud 
platforms such as Amazon Elastic Compute Cloud etc, while 
in networking, it is primarily used for virtual private network 
services.  

  In this broader scope the Service Oriented Architecture 
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(SOA) can be considered as a philosophy that dictates the way 
services and capabilities that may be under the control of 
different ownership domains are organized [3]. SOA can also 
be seen as a way of promoting reuse and interoperability by 
enabling users and organizations to get more value from 
capabilities, such as local as well as external resources. 

  The architecture proposed by the authors in [4] reuses the 
SOA and Open Grid Services Architecture (OGSA [16])   
principles for IT infrastructure resource sharing through 
virtualization. The distributed architecture allows for dynamic 
user management and control of network-wide shared 
resources. However as the complexity and heterogeneity of the 
underlying resources escalates, the number of tunable 
parameters increases enormously and selecting of the adequate 
values for those parameters is becoming very difficult. 
Furthermore, the dynamics of resources and environmental 
conditions require an adaptive way for tuning the parameters. 
In this view, a cognitive control plane is introduced into the 
presented architecture that will adapt the tunable parameters 
through short-term reasoning and long-term learning.  In 
addition the architecture is complemented with an enhanced 
resource trading brokerage mechanism that interacts with the 
cognitive control plane to provide services and applications 
with the best possible available resources while enabling 
various business models. 

The remaining part of this paper is organized as follows: In 
Section II several concepts used are described in a more 
detailed way. Section III provides an overview of the resource 
sharing architecture [4] and describes the proposed cognitive 
control plane and resource trading module. Conclusions and 
possible future work activities are described in Section IV. 

II. RELEVANT CONCEPTS 

A. Service-Oriented Architecture  
The SOA concept has been receiving considerable attention 

in recent years. According to the Organization for the 
Advancement of Structured Information Standards (OASIS), 
SOA can be defined as “a paradigm for organizing and 
utilizing distributed capabilities that may be under the control 
of different ownership domains. It provides a uniform means 
to offer, discover, interact with, and use capabilities to 
produce desired effects consistent with measurable 
preconditions and expectations” [3]. Following the SOA 
model, a service provider publishes his service interface via a 
service registry (e.g. Universal Description Discovery and 
Integration) where a service request can find the service and, 
subsequently, may bind to the service provider. Service 
discovery, brokering, and reliability are important and services 
are usually designed to co-operate (i.e. to “composite” 
services). Services can be described and accessed using well 
defined service interfaces (e.g. by Web Service Description 
Language [5]) and via standard message-exchanging protocols 
(e.g. Simple Object Access Protocol [6]) and exercised by 
following a service contract with certain policies. This 
provides a loose coupling of services and ensures operational 
agility. 

B. Resource sharing paradigms  
Over the years new computing paradigms have been 

adopted to run on top of virtual machines across the global 
Internet, with the emergence of technological advances in 
networked computing environments, multi-core systems etc. 
These proposed resource-sharing frameworks include Grid 
computing, on-demand computing and utility computing. Grid 
computing [3][7] is a key enabling infrastructure for resource 
sharing and coordinated problem solving in dynamic multi-
institutional virtual organizations by using a large amount of 
virtualized computing resources. On-demand computing and 
utility computing are related to making computing resources 
available across a network on a per-usage basis, with the goal 
to allow for cost-efficient utilization and sharing of resources.  
According to [2] cloud computing builds upon decades of 
research in virtualization, distributed computing, grid 
computing, utility computing, and networking, as well as web 
services. The tern implies a service oriented architecture, on 
demand services etc. Appropriate definitions for cloud 
computing may be also found in [1][8] and [9]. In these 
definitions that are still evolving, the services in the cloud are 
provided by namely-enterprises and accessed by others via the 
Internet. Evolving in parallel, Service Oriented Infrastructure 
involves the application of fundamental principles of service 
orientation to the IT infrastructure that enables all applications 
(either service oriented or not) to operate efficiently. 
According to the Open Group SOI Reference Model [10], “a 
service oriented infrastructure can be regarded as a natural 
part of a service-oriented enterprise architecture involving the 
definition and provisioning of IT infrastructure in terms of 
services”.  

The aforementioned computing models address different 
aspects of resource sharing. A key issue for Grid systems is 
resource discovery to locate hardware and software resources 
for computational-oriented applications [11]. The purpose of 
on-demand/utility computing is to make computing resources 
available as reliable commodity services, by employing a 
more efficient use of resources through dynamic and 
intelligent reconfiguration on the fly. The service oriented 
infrastructure paradigm aims at delivering infrastructure as a 
service from a “pool” of shared virtualized resources, 
accommodating dynamic demand for IT services. The cloud 
computing concept is a combination of the above and 
depending on the case it may include provisioning of 
infrastructure, platform or software as a service. Many cloud 
computing deployments[update] depend on grids, employ 
autonomic characteristics, and bill like utilities. However, 
there also exist successful cloud architectures that have little 
or no centralized infrastructure or billing systems, such as 
peer-to-peer networks like Skype and SETI@home. 

C. Network resource virtualization and control 
Virtualization constitutes the enabling technology for 

interconnecting groups of network nodes into virtual private 
networks (VPNs) [12]. According to [10], in a virtualized 
network, virtual networks exist co- instantaneously on top of a 
shared substrate. Different virtual networks may use different 

Authorized licensed use limited to: UNIVERSITEIT TWENTE. Downloaded on January 20, 2010 at 05:51 from IEEE Xplore.  Restrictions apply. 



 

protocols and packet formats and provide alternate packet 
delivery systems. For example over a MPLS/GMPLS (Multi-
Protocol Label Switching/Generalized Multi-Protocol Label 
Switching) network, virtual private networks are provisioned 
as Label Switched Paths tunnels. 

Current virtual networking access and control methods are 
based on statistical multiplexing of simple conceptual models 
such as virtual links (Layer 2 Tunneling Protocol, Virtual 
Private Wire Services), virtual switches (Virtual Private LAN 
Service) or virtual routers (L3-VPN). These simplistic models 
have the advantage of keeping the complexity and the details 
of the underlying infrastructure invisible (and inaccessible) to 
customers, and instead provide them with a uniform, simple 
abstraction as the interface. However, these approaches 
manage to offer little flexibility in the services provided to the 
end-user who is unable of controlling or monitoring network 
resources whose functionality is based on static properties. On 
this direction CANARIE has developed the User Controlled 
Light Path (UCLP) [13], which enables users to define their 
own network architectures including topology, routing, virtual 
routers, switches, etc., by using web services techniques. 
NFS’s (National Science Foundation) GENI (Global 
Environment for Network Innovations) initiative [14] uses a 
more refined network concept where resources (links etc) are 
substrates, and virtualization stands as an abstraction level to 
hide the underlying physical resources that can be shared by 
multiple infrastructures. 

D. Intelligent resource management and control 
Future networks will consist of vast amount of 

heterogeneous devices and different kinds of user/operator 
networking technologies. Virtualization abstracts the 
technological implementation details and complexity of the 
underlying devices and networks from the user. It also helps 
all the underlying constituents to emerge as a single virtual 
device providing seamless services to the user and enables 
user to offer/provide services. In this approach, energy-
efficiency, resource utilization, and dependability 
requirements can be addressed in a modular way and 
backward-compatibility (in the sense of supporting existing 
technologies) can be provided. Furthermore, future 
technologies can be integrated in the virtualized infrastructure 
without any change-requirements in the existing operational 
applications or services.  In this light, virtualization reduces 
the complexity, increases manageability, increases usability, 
enables service provisioning by the end-users, supports 
application/service portability and compatibility and enhances 
security/dependability and enables evolutionary advancement 
of the technologies without impacting the users. 

As the complexity and heterogeneity of the resources 
increases, the number of tunable parameters also increases 
enormously and selecting the adequate values for those 
parameters becomes very difficult. Furthermore, the dynamics 
of resources and the environmental conditions require an 
adaptive way for tuning the parameters. A cognitive control 
plane may adapt the tunable parameters through short-term 
reasoning and long-term learning which is currently performed 

by the humans, namely, the operations manager. However, for 
a person to be prompt to instantaneous changes in the 
operational conditions is nearly (and practically) impossible. 
Hence, a cognitive engine is required to perform of the duty of 
that person. A cognitive control plane therefore is needed to 
“produce decisions” in the presence of incomplete, 
inconsistent, maybe misleading or malicious information, 
conflicting or inconsistent high-level objectives, 
drastically/instantaneously changing operational conditions, 
high complexity, increased number of tunable parameters, and 
spatial and temporal dynamics 

III. SYSTEM FUNCTIONAL DESCRIPTION AND ARCHITECTURE 
Resource sharing architectures nowadays sustain several 

limitations considering resource virtualization. On 
demand/utility computing dictates a server oriented resource 
usage model whereas GRID computing focuses on sharing 
geographically distributed computational resources. In 
addition basic management operations such as resource 
allocation are based on static configurations. Furthermore by 
considering all resource sharing paradigms including cloud 
computing, the resource/service provider retains its traditional 
role, maintaining control over resources.  Therefore, existing 
models for resource sharing do not enable users to manage 
available (local / remote) resources in a transparent and 
efficient way, while they still retain the privacy of their efforts 
and results whereas they do suffer from several limitations on 
supporting dynamic trading of resources. Infrastructure 
services need to be highly reliable, scalable, and autonomic to 
support ubiquitous access, dynamic discovery and 
composability. In particular, consumers can determine the 
required service level through Quality of Service (QoS) 
parameters and Service Level Agreements (SLAs).  

The presented architecture builds on the resource sharing 
architecture presented in [4] that reuses the SOA and OGSA 
principles ([15][16]). The architecture will enable provisioning 
of IT resources through virtualization into an intelligent, 
distributed architecture that allows for dynamic end-user 
management and control on network-wide resource 
sharing. However the added value in the presented architecture 
is the incorporation of an intelligent resources control plane 
and advanced resource trading mechanisms that allow for 
flexible business models where the roles of infrastructure 
service provider and consumer may coincide. 

 The implementation of the Intelligent Unified Resource 
Virtualization, Control and Support tier (see Figure 1) aims to 
allow for intelligent, uniform and location-independent access 
and control of virtualized resources, independently of the 
specific properties of the underlying resources.  

The Unified Resource Virtualization, Control and Support 
component tier establishes secure connectivity to the 
underlying shared physical resources through the Virtual Link 
Layer; registers, manages and controls resources through the 
Virtualized Resources Layer; handles interactions across 
collections or pools of resources through the Coordinating 
Resources Layer; performs resource discovery and scheduling, 
as well as resource trading, through the Control Resources 
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Layer. Each layer is comprised of several sub-components that 
provide the functionality of the layer. Details about the sub-
components of each layer are provided in [4]. The system 
layers interact with each other by means of top-down request 
and execution, and bottom-up activation. 

Intelligence is required to distribute and schedule 
tasks/processes/resources in heterogeneous environments in an 
efficient, safe, dependable and cost-efficient way. For 
example, in case that lack of resources is anticipated, 
intelligent resource management may warn or automatically 
compensate for the expected shortage with the appropriate 
reservations. In addition when considering the variety of the 
underlying devices and networks and the multiplicity of 
existing applications and services there is a vast field of 
heterogeneity created. These must first be abstracted in terms 
of requirements and capabilities and then must be mapped 
accordingly to virtual resources to enable portability of 
applications and enhancement of the resources without 
affecting the already developed applications or deployed 
services. Through the cognitive control plane an intelligent 
resource mapping mechanism will provide enough 
information about the capabilities of the resources and the 
device/network capability information will be thus 
“harmonized” in the Unified Resource Virtualization, Control 
and Support component. 

 Additionally, the resource trading mechanism should be 
able to help stakeholders according to their level of expertise, 
from layman to expert, understand how to best offer or place 
their resources and reach a profitable agreement for them. For 
this reason the resource trading module is required to be able 
to support various business models / trading mechanisms. 

A. Cognitive Control Plane 
Present networking and resource utilization functions follow 
the layered protocol architecture. By design, the abstracted 
layers have little information regarding the other layers. 
Because of this unawareness, the network and resource utility 
maximization problems being solved today produce sub-
optimal results. An integrated scheme that imitates the human 
approach may produce better results. The role of the cognitive 
control plane is therefore to replace the network and resource 
manager as much as possible. Within this scope, the objective 
of the cognitive control plane is to observe, act and learn to 
produce better results in real-time. This scheme is already 
proposed for cognitive radio, which, in principal, operates in 
the physical and data-link layer of the OSI (Open Systems 
interconnection) stack and is usually unaware of the needs of. 

 

 
Fig. 1 Conceptual Architecture 

the other layers and users. Beyond the network control 
functionality, the aim of introducing cognition in the resource 
life cycle is to understand and anticipate the user needs as 
well. To achieve this, context awareness is required to enable 
the decision making process and, consequently, this imposes 
the situatedness (being embedded in the environment and 
infrastructure to monitor the states) challenge on the cognitive 
control plane. In our approach, we basically assume that the 
cognitive engine has enough degrees of freedom in acting 

In essence, two approaches can be employed to introduce 
intelligent control in the architecture, i.e.: centralized 
cognitive control plane or distributed middleware that runs on 
each device as a virtualization layer. In the centralized 
implementation, there is a central entity in the network to 
“run” the cognitive functionalities. In the distributed 
middleware approach, each entity in the network “runs” their 
own cognitive functionalities with or without communicating 
to each other. If the second approach is employed, defining 
only the individual cognitive control plane is not enough to 
have a complete view of the system. The emergent (property 
of a collection of subsystems due to the interactions among 
subsystems) behavior of the cognitive planes must also be 
analyzed.  For example, the cognitive control plane 
implemented on a device may exhibit some selfish behavior. 
The overall impact of this selfishness may be “balanced” by 
adequate selection of the strategies in the community of the 
devices. 
The detailed functionalities of the cognitive control plane are 
shown in Figure 2. Since the cognitive engine in the cognitive 
control plane is there to solve multi-objective optimization 
problems, the solutions are Pareto-optimal [17]. Based on the 
gathered state and context information about the physical 
resources, user objectives and user patterns, the elements of 
the cognitive engine runs the planning and decision 
procedures and provides the physical control layer the 
execution plan regarding the action to be taken. The elements 
in the cognitive engine can be neural networks, swarm 
intelligence, evolutionary programming, immune or fuzzy 
systems, etc. The cognitive engine adapts itself continuously  
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Fig. 2 Cognitive Control Plane functions 

through using the context database, and a priori actions and 
their feedbacks. Also the virtualization tier provides feedbacks 
to the cognitive control plane.  The cognitive application 
programming interface (CAPI) provides the required interface 
between the virtualization tier and the cognitive control plane.  

The interactions of the cognitive control plane with the 
virtualization tier are depicted in Figure 2. The interaction 
between the cognitive control plane and the user/application 
layer has two basic purposes: (i) collecting information from 
the user/application through direct/indirect observations or 
service level negotiations to learn/anticipate the user needs and 
(ii) allowing the user to be in the control loop of the cognitive 
decision process. Although, for the sake of autonomous 
operation the second functionality should be minimal, from 
time to time user interventions may be required. 

The cognitive control plane requires input through 
observations of the states of the virtual or physical resources 
via sensors; e.g., state of the congestion levels in the network, 
to which the multimedia trunks are assigned, residual battery 
levels, queue sizes of the services, memory utilization of the 
applications or user behaviors. In order to learn the behavior 
of the virtual infrastructure, context information must be 
gathered and stored in a database. Instead of using the vast 
amount of unprocessed data, the input can be filtered to extract 
the useful information that can be considered as feature 
extraction. Accuracy, timeliness and the price of the ignorance 
(extraction of the irrelevant data) are the key measures to be 
analyzed [17].  

The research challenges of introducing intelligent control 
over the resources in a virtualized infrastructure can be 
summarized as follows: 
• Developing a cognitive control plane to learn and control 

the network elements, aggregations and relationships 
among network elements, to keep track of transport 
entities, and their endpoints, to monitor alarms, to 
configure resources. 

• Decisions produced by the cognitive control plane are 
required in real-time. Therefore, the elements of the 
cognitive control plane are to be designed to support real-
time resource management. 

• Specification of the cognitive network application 

programming interface (CAPI). Definition of the 
objectives, the management primitives, feedback loops, 
resource mappings are part of the CAPI. 

• Developing an intelligent resource mapping mechanism. 
When the heterogeneity of the underlying devices and 
networks are considered, there will be a large number of 
resources. These resources must be mapped to virtual 
resources to enable portability of applications and 
enhancement of the resources without affecting the 
already developed applications. Therefore, one of the 
research challenges is mapping of the resources to 
corresponding virtual resources. This sort of “mapping” 
must provide enough information about the capabilities of 
the resources, while the device/network capability 
information must be harmonized in the virtualization tier. 

• The price of control is also to be analyzed [17]. 
Introducing the cognitive plane and the required 
messaging to bring in intelligence in the virtualized 
infrastructure may use in-band communication resources; 
therefore, the trade-off between the overhead and benefits 
must be further analyzed. 

• Developing mechanisms to make the virtualization layer 
as smart as possible to organize and heal itself to reduce 
the number of user interventions. From the viewpoint of 
the user, this reduces the complexity and increases the 
manageability. 

• The devices and users are mobile. Therefore, the 
opportunistic and dynamic nature of the underlying 
wireless communication technologies must also be 
exploited in the virtualization layer. This should be done 
handle the dynamic nature that can be expected from the 
underlying networks. 

• Along with the four logical layers of network 
management defined by the International 
Telecommunication Union (business, service, network 
and element), the user management must be incorporated 
into the cognitive control plane. 

B. Resource Trading  
A resource trading module will be utilized enabling indirect 

ccess to available physical resources in accordance to the 
various business models supported by various end-user 
applications. So far  the concept of cost functions and/or 
reputation schemes has been proposed in mesh networks in 
order to regulate demand for resources by discouraging ‘free 
riding’ ([18][19]). This being known in the case of ad hoc 
wireless networks, is also an option for a heterogeneous 
(essentially ad hoc) network such as the proposed 
infrastructure. Application business models enabled by the 
architecture are the following: 
• “Best-effort”: Best-effort infrastructure services are 

supplied similar to best-effort internet services that 
provide no guaranteed QoS with low or zero cost. Since 
there are no guarantees, resources may disappear without 
prior notice. The only assurance is end-user’s set priority 
on current resource usage compared to the other 
competing users. 
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• “Peer-to-peer trading”: The end-user publishes unused 
resources to the public. No centralized management or 
control is applied. The resources could be charged or 
provided as a best-effort virtualization service. 

• “Direct trading”: This particular business model assumes 
that the resource provider performs trading, directly to 
end-users/enterprise. In this case resources are either 
resource provider’s assets or “out-sourced” end-user 
resources. The resource provider controls, configures and 
manages diametrically the shared resources. 

• “Trading broker”: This last business model specifies a 
separate business entity that does not own the resources 
but supports advertising, allocation, accounting and billing 
of the resources.  

The architecture design of such a component will be based 
on the implementation of a resource trading broker. Interacting 
with the various modules of the Unified Resource 
Virtualization, Control and Support tier, the broker will 
identify and choose the proper negotiation mechanism 
between the user and the owner of the resource. The user is 
bound to participate in the trading process only in the case that 
particular quality guaranties for the resource are needed, or the 
resource is not available on a best-effort basis. In addition the 
resource trading module interacts with the cognitive control 
plane in order to provide services and applications with the 
best possible available resources 

IV. CONCLUSION 
In previous publication we have presented an architecture 

that can be used to support resource virtualization for Web 2.0 
applications, by using the SOA concept. In the presented study, 
this resource sharing framework is enhanced with a cognitive 
engine that is set to produce solutions on resource utility 
optimization problems. Specifically the adoption of a cognitive 
control plane is described, its functionalities and required 
interactions with the remaining resource sharing architecture, 
resources and applications. Moreover we have identified and 
presented the research challenges of introducing intelligent 
control over the resources in a virtualized infrastructure. In 
addition, the resource trading module of the architecture was 
analyzed in terms of the various business models that will be 
enabled by the architecture. Efficient resource trading brings 
forth a new service architecture where resource ownership and 
administrative rights can be decoupled and traded between 
users. Future activities will focus on the implementation and 
evaluation of the resource sharing architecture, as well as in 
developing additional resource trading mechanisms to meet 
upcoming business and social needs. Finally, new 
virtualization methods may need to be developed in order to 
complement the aforementioned functionalities.  
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