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Problem Overview

-

Internet

Resolver Router / Firewall

DNS query sent to authoritative name server

Authoritative
Name Server

DNS response returned

DNS response fragmented into IP fragments due to lower MTU

First IP fragment of DNS response arrives at resolver

Second IP fragment of DNS response is blocked at firewall

An ICMP Fragment Reassembly Time Exceeded message is sent 30 seconds later
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Extent of the Problem (1/3)
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Percentage of all UDP DNS responses being fragmented and percentage of all
resolvers receiving fragments (measured at ns3.surfnet.nl)
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Extent of the Problem (2/3)

Advertised Max Response Size in Queries (bytes)
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EDNSO Headers in DNS gueries contain a field ‘Maximum UDP Payload’ [1], indicating
the maximum response size for the querying resolver (measured at ns3.surfnet.nl)
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Extent of the Problem (3/3)

Case 1: Sending ICMP Fragment Reassembly Time Exceeded (FRTE) [1.1%
Case 2: Removal of EDNSO header in retries 2.4%
Case 3: Retries for large (>512 bytes) responses exceed 4% 9.7%
Case 4: Reduced advertised buffer size in retries 3.5%
Case 5: TCP fallback w/o truncated UDP response preceding it <0.1%

Note 1: these cases are not mutually exclusive

Note 2: an estimated 9% of all hosts cannot receive fragmented UDP [2]. We will likely
see a lower value, since we consider the perspective of an authoritative name server,
which predominantly handles queries from (caching) resolvers from ISPs
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Solution 1

Max DNS Response
Size = 1232 bytes
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Solution 2 — Name Server

4
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Solution

2 - Sensor

* Receives live DNS traffic feed
from name servers

e Detects problem resolvers

* Returns IP addresses of
problem resolvers
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Solution 2 - Overview

UDP/TCP port 1053
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Comparison of Experiments

. Solution 1
— Very simple (i.e. usually limited to one server variable)
— Affects every querying resolver
— Rewards bad behaviour, ‘punishes’ good behaviour

- Solution 2
— More complex setup required
— Affects only problem resolvers

— To some extent problem resolvers keep feeling the
pain by not helping them intermittently
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Final Remarks

-

K Problems with fragmented DNS responses are

not limited to DNSSEC

+ At least 1%* of all resolvers will be marked as a
problem resolver, likely much more

* Issues with EDNSO headers and UDP packets
> 512 bytes in some firewalls/routers may
remain [3]

* Preliminary results
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