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Abstract—Many publications have dealt with various types of 
security requirements in cloud computing but not all types have 
been explored in sufficient depth. It is also hard to understand 
which types of requirements have been under-researched and 
which are most investigated. This paper’s goal is to provide a 
comprehensive and structured overview of cloud computing 
security requirements and solutions. We carried out a systematic 
review and identified security requirements from previous 
publications that we classified in nine sub-areas: Access Control, 
Attack/Harm Detection, Non-repudiation, Integrity, Security 
Auditing, Physical Protection, Privacy, Recovery, and 
Prosecution. We found that (i) the least researched sub-areas are 
non-repudiation, physical protection, recovery and prosecution, 
and that (ii) access control, integrity and auditability are the most 
researched sub-areas. 

Keywords-sequirity requirements engineering, cloud 
computing, Software-as-a-Service, empirical study, systematic 
literature review 

I.  INTRODUCTION  
Cloud computing (CC) is not a specific technology, but a 

computing concept based on parallel computing, distributed 
computing and grid computing [1]. The CC business model 
implies two main actors that will be referred to in this work as 
a cloud service provider (CSP) and a cloud service user (CSU). 
The CSPs deliver applications via the internet, which are 
accessed from web browsers and desktops and mobile apps by 
the CSUs, while the business software and data are stored on 
servers at a remote location. Depending on the service level 
provided, three types of clouds are identifiable:  Infrastructure-
as-a-Service (IaaS), Platform-as-a-Service (PaaS) and 
Software-as-a-Service (SaaS). For all three, security has been 
ranked as the greatest challenge [2]. Therefore it is important 
that more research is done on this topic. The goal of this paper 
is to provide a structured and systematic overview of the 
security requirements for cloud computing. Specifically, we 
intend to get a high level overview that can be used by 
researchers to quickly assess the current state of research in a 
given security sub-area and identify gaps for future research. 
For the purpose of this paper security is defined as the degree 
to which unauthorized and intentional harm to valuable system 
assets is detected and prevented [3]. We will investigate which 
security requirements have been identified and how can they be 

addressed. The focus will be on SaaS security which due to 
hierarchical relations also covers to a great extent security 
issues on the other two levels, IaaS (reviewed in  [4] and [5])  
and PaaS. The requirements discovered in the literature will be 
organized and presented in a framework. From the available 
frameworks (e.g. [3], [6]) we choose the one of Firesmith [3] 
who provides taxonomy of security sub-factors which can be 
used as a basis for organizing and identifying different kinds of 
security requirements. In what follows, Sect. 2 describes our 
review method. Sect. 3, explains the security requirements 
model, classifies the literature accordingly and provides a 
discussion of the findings. Sect. 5 describes the limitations of 
our work and Sect. 6 gives some concluding remarks. 

II. REVIEW METHOD 
This study set out to answer the following research 

questions (RQs): (1) What cloud security requirements have 
been treated in the published literature?  (2) What solutions 
are offered to them? and (3) Which cloud security 
requirements have been under-researched ?  

We used these RQs for determining the content and 
structure of the systematic review (SR), for designing 
strategies, for locating and selecting primary studies, for 
critically evaluating the studies, and for analyzing their results. 
In our SR process we followed some of the guidelines defined 
by Webster and Watson [7] and of Kitchenham et al [8]. Our 
literature review is concept-centric as it classifies and presents 
the publications according to the security area they address. In 
this section we set the boundaries of our work and the scope of 
the literature reviewed.  

We selected Scopus as initial source because it contains 
publications from major journals and conference proceedings, 
which results in a diverse sample that is representative of the 
current state of the knowledge in the area of cloud computing 
security. The initial search in Scopus was on ‘security AND 
({software as a service} OR SaaS)’ in the article title, abstract 
or keywords. Later the search string was refined to also 
include materials with ‘cloud AND security’ in the article title. 
This revision was done after manual review of some of the 
excluded articles by the initial search. Such publications 



discuss security challenges for cloud computing in general and 
sometimes do not refer explicitly to SaaS. We want to 
underline that the composition of our search string is the result 
of a learning process including experimentation with a variety 
of combinations of key words in order to test synonyms used 
in literature and to cover the variety of cloud security 
requirements concepts. We have applied the following 
restrictions to define the boundaries of our study: (i) limit by 
source type (i.e. conference papers and journal articles), (ii) 
limit by publication year - before and including the first 
quarter of 2011, and (iii) limit by Scopus’ subject area, i.e. 
Computer Science, Engineering or Business. The returned 
records by Scopus were 172 and we have made two interesting 
observations. First, about 66% of the articles were published 
in 2010 and 2011, which suggests that this is a fairly new and 
quickly developing area of research. Second, only 31 articles 
(approximately 18%) were from conferences on cloud 
computing or software security which indicates that cloud 
computing cannot yet be separated from other IS disciplines. 
The 172 articles were manually reviewed for relevance to our 
RQs. We consider as relevant all publications that comply 
with the following criteria:  

Inclusion criteria: (1) Cloud computing security or SaaS 
security must be the major topic or one of the major topics of 
the publications, (2) Where multiple publications are reporting 
the same study only the most recent is selected.  

Exclusion criteria: (1) Security models for very specific 
context (e.g. healthcare, national security, etc) are excluded 
from the study as we are interested in more general security 
requirements and solutions. (2) Publications that focus on 
security-as-a-service are excluded since this is a different type 
of service rather than security for clouds. (3)Journal articles 
that were not accessible online are excluded. (4) Journal 
articles that provide a professional perspective and opinions 
on cloud computing security without scientific references are 
excluded unless the reliability is ensured by other means e.g. 
statistical analysis. (5) Publications covering service level 
agreements (SLA) and multi-tenancy issues but not 
elaborating on the security clauses and requirements are 
excluded. (6) Publications focusing on security requirements 
but not explicitly focusing on cloud computing (e.g. security 
requirements for SOA, grids, etc) are excluded. 

The relevance criteria were applied on the titles and the 
abstracts of the publications. Where it was not clear enough 
from the title and the abstract alone if the publication 
complied with the criteria the whole publication was scanned 
and then a decision for inclusion/exclusion was made. This 
process resulted in 55 publications included in the next 
research steps. Those are classified in a security requirements 
framework. We make the note that the application of the 
relevance criteria was done by the first author, while the 
second author randomly chose 10% of the papers and 
reviewed them for the purpose of ensuring internal validity. 
The second author worked in isolation from the first author, 
however when the second author compared her judgments 
with those of the first author, it was found that authors had 

arrived at the same conclusions regarding the 
inclusion/exclusion of the papers.   

III. CLASSIFYING AND USING A MODEL FOR SECURITY 
REQUIREMENTS 

As indicated earlier, we used the security model in [3] to 
analyze and classify the selected 55 studies. It consists of 9 
sub-factors that identify different aspects of system security 
(Fig 1.). By dividing the security requirements into different 
groups, it is easy to identify areas that are under-researched 
and also will guide researchers in the state of the literature on 
a specific security area in the topic of cloud computing.  

 

Figure 1.  The taxonomy of security quality factors in [3]. 

Below, the different security sub-factors are explained and 
the 55 papers selected to be included in the review are 
classified as addressing requirements for one of the sub-factors. 
In some cases one paper can address two or more sub-factors. 
In the cases when 2 sub-factors are discussed the paper is 
placed in the category with the sub-factor that is the most 
elaborated upon. On the other hand when 3 or more sub-factors 
are covered and it is not easy to include in any of the 
categories, the paper is discussed in sub-section 3.G. 

A. Access Control 
This is the degree to which the system limits access to its 

resources only to authorized entities (e.g. human users, 
programs, processes, devices). Hence, access control security 
requirements address the need to recognize parties that want to 
interact with the system, making sure that the parties are who 
they say they are and giving them access only to the resources 
they are allowed to access. The various challenges and the 
current state authentication, and authorization of CSU 
accessing the cloud along with emerging Identity and Access 
Management (IAM) protocols and standards are described by 
Almulla and Yeun [9] and utilized by Sato et al. [10]. IAM are 
methods that provide an adequate level of protection for 
organization resources and data through rules and policies 
which are enforced on CSUs via various techniques such as 
enforcing login password, assigning privileges to the CSUs 
and provisioning CSU accounts. When defining the security 
requirements it could be helpful to use a model-driven 
approach that transforms the security intentions to enforceable 
security policies. Such approach is described by Zhou et al. 



[11] and allows CSUs to specify the security intentions in 
system models that enable a simple specification of security 
requirements. Some of the requirements could be derived by 
using a 3D model [12] where the value of the data is first 
assessed and placed accordingly in nested ‘protection rings’. 
An alternative model is the Security Access Control Service 
(SACS) [13] which includes Access Authorization (for those 
CSUs who want to request cloud services), Security API (that 
ensures safe use of the services after accessing the cloud), and 
Cloud Connection Security. Other approaches to threat 
mitigation is to use a combination of asymmetric and 
symmetric cryptography, and capability based access control 
[14], [15]. For example, in[14], the access to platform services 
is regulated based on the permissions encoded in 
cryptographic capability tokens, while [15]  addresses security 
threats and requirements of personal cloud computing through 
major cloud services such as Amazon EC2 and Azure [15].  

When setting the access control requirements, our literature 
sources indicate three aspects to be taken into consideration: 
(1) the method of access to the cloud, (2) the architecture of 
the cloud, and (3) the features of the multi-tenant environment. 
Below, we summarize our findings regarding these aspects. 
First, usually cloud environments are accessed by the CSUs 
through a web application [16] which often is deemed the 
weakest point of CC. This is because the current browser-
based authentication protocols for the cloud are not secure, 
due to browsers’ inability to issue XML based security tokens 
by itself. In  [16, 17]technical solutions to overcome those 
obstacles are proposed, e.g. by encrypting data, while it is 
stored under the custody of a cloud service provider or while it 
is transmitted to a CSU.  

Second, regarding the architecture of the cloud, one of 
biggest challenges is that of virtual machine (VM) instance 
interconnectivity. A key concern in virtualization is isolation 
[18], which guarantees that one VM cannot affect another VM 
running in the same host. When multiple VMs are present on 
the same hardware (which is common for clouds), one VM 
could be illegally accessed through another VM. A solution to 
prevent this is the Virtual Network Framework [18] which 
consists of three layers (routing layer, firewall and shared 
network) and aims to control the intercommunication among 
VMs deployed in physical machines with higher security.  

Third, requirements should be aligned to the specific 
context of the multi-tenant environments in order to avoid the 
possible problems caused by role name conflicts, cross-level 
management and the composition of tenants' access control. 
Solutions that address these requirements are the SaaS Role 
Based Access Control (S-RBAC) model [19],  the reference 
architecture defined  in [20], and the reference architecture 
encompassing the concept of “interoperable security” [20]. 
These solutions help one to differentiate between a 'home 
cloud' and a 'foreign cloud'. The 'home cloud' is a CSP which 
is unable to meet demand with its current resources and, 
therefore, forwards federation requests to ‘foreign clouds’ 
with the purpose to exploit their virtualization infrastructures. 

B. Atach Harm Detection 
This refers to the detection, recording, and notification 

requirements when an attack is attempted and/or succeeds [3]. 
Currently, four groups of solutions are proposed. The first 
group includes cloud firewalls as the filtering mechanism for 
attack prevention. Their essential feature is their dynamic and 
intelligent technology to take full advantage of the cloud to 
sample and share threat information dynamically and in real 
time [1]. Unfortunately the cloud security standards in the 
cloud firewalls are still in a chaotic state, with vendors fighting 
each other and each using their own standards.  

The second group refers to security-measuring framework 
suitable to SaaS [21], [22]. For example, the framework in [21] 
aims to determine the status of user-level applications in guest 
VMs that have run for a period of time.   

The third category of solutions is cloud community watch 
services that rely on millions of CSUs for constant analysis to 
detect newly injected malware attacks [23]. The advantage is 
that community services see more web traffic and can leverage 
more defenses than any single CSP.  

The fourth and last group covers multi-technology based 
approaches, e.g.  for example,  the cloud security based 
intelligent Network-based Intrusion Prevention system (NIPS) 
[24] that includes four key technologies – active defense 
technology, linkage technology with firewall, synthesis 
detecting method, and hardware acceleration system, to block 
visits under the real-time determination. 

C. Integrity 
This is about how well various components are protected 

from intentional and unauthorized corruption. Integrity can be 
broken down to data integrity, hardware integrity, personal 
integrity and software integrity. Because of space limitation, 
we refer readers to [3] for more information on the definitions 
of these requirements. The current solutions to integrity 
requirements are: (1) service level agreements (SLA) based, (2) 
multi-model based, and (3) VM-focused. SLA-based 
approaches [25–28]  postulate that the security requirement for 
the cloud must be included in the SLA,  the document which 
defines the relationship between the CSP and  the CSU.  

The multi-model approaches [25], [28] deploy models 
differently responding to security related features. In [28], five 
models deal with separation, availability, migration, data tunnel 
and cryptography, respectively, while in [25], a tunnel and a 
cryptography models work together to guarantee data security 
during storage and transmission.  

 Last, the VM-focused approaches ensure integrity by 
increasing the requirements for VM security. In systems where 
multiple VMs are co-located on the same physical server, a 
malicious user having control of a VM can try to gain control 
over other VM’s resources or utilize all system resources 
leading to denial of resource attack over other VM users, or 
steal data located on the server. Jasti et al. [29] explore how 
such co-existent of VM’s can be exploited to gain access over 
other CSU’s data or deny service and propose constructive 
security measures that can be deployed to avoid such attacks. 



Another solution that centralizes guest protection into a 
security VM and is highly scalable is given by in [30]. Also 
trusted virtual data center (TVDC) can be deployed which is a 
technology developed to address the need for strong isolation 
and integrity in virtualized environments [31].  

Integrity challenges in the cloud could arise when SaaS 
applications in the cloud need to access enterprise on-premises 
applications for data exchange and on-premises services. Such 
challenges can be overcome by implementing a Proxy-based 
firewall/NAT traversal solution which allows SaaS 
applications to integrate with on-premise applications without 
firewall reconfiguration, while maintaining the security of on-
premise applications [32]. Besides ensuring integrity in the 
process of data transmission, a mechanism for the CSU or the 
CSP to check whether the record is modified in the cloud 
storage is also needed. This could include the use of digital 
signature and authenticate code [33] which is highly efficient 
and resilient against Byzantine failure, malicious data 
modification attack, and even server colluding attacks [34].  

D. Security Auditing 
This is about enabling the security personnel to audit the 

status and use of security mechanisms by analyzing security-
related events [3]. This is usually done for the purpose of 
achieving compliance to laws and regulations or 
accountability and control. Approaches to security audibility 
requirements appear to be based on security configuration 
management and vulnerability assessment [35, 36]. For 
example, the approach in [38] assesses the vulnerabilities of 
each VM in an infrastructure and, by using attack graphs, 
compose these findings into an overall vulnerability 
assessment of the given multitier infrastructure. A logging 
framework such as the one proposed in [39] could be very 
useful for security auditing. 

An alternative approach is the data protection scheme with 
public auditing outlined in [40] that provides a mechanism to 
allow for data to be encrypted in the cloud without loss of 
accessibility or functionality for authorized parties. Next to 
SaaS security auditability, we also found studies that discuss 
auditability requirements pertaining to IaaS and the PaaS. In 
[41] a Security Model for IaaS (SMI) is proposed to guide 
security assessment and enhancement in IaaS layer. On the 
PaaS layer, [42] presents an infrastructure that combines 
semantic security risk management tools with dynamic web 
service policy frameworks to support the mitigation of 
security threats. The platform addresses the need to model 
security requirements, dynamically provision and configure 
security services and link operational security events to 
vulnerabilities and impact assessments at the business level. 

E. Privacy 
This is about preventing unauthorized parties from 

obtaining sensitive information. It includes two aspects to 
privacy – anonymity and confidentiality. For privacy 
requirements to be well defined, it is vital that meaningful, 

clear and valuable privacy metrics are identified [43].  
Currently, solutions to enhance privacy include  the use of 
cloud-based malware scanners [44] and data fragmentation 
technology to hide the association between data attributes[45], 
or the separation of the CSUs’ data from the software [46].  

F. Non-repudiation 
This subarea includes requirements about preventing a 

party to an interaction with the cloud to deny the interaction. 
We note that only two out of the 55 reviewed papers provided 
solutions to requirements challenges in the subarea. In [47] the 
authors use a mechanism to trace the CSUs and get their origin. 
It enables the recording of visitor’s information and makes it 
very hard for the CSUs to deceive about their identity 
information [47]. Another solution is the multi-party non-
repudiation (MPNR) protocol [48], which provides a fair non-
repudiation storage cloud and also prevents roll-back attacks. 

G. Multiple Security Subareas  
Here we present 14 out of the 55 papers which we found 

hard to fit in one of the above sub-areas of security 
requirement. This was most often due to the broad range of 
security subjects tackled by the authors. Table I summarizes 
the requirements and the solutions addressed in these 14 
papers. 

TABLE I.  SECURITY REQUIREMENTS AND SOLUTIONS IN MULTIPLE 
SUB-AREAS 

Ref. Requirements Solutions
[49] Storage and transmission, integrity, data 

consistency and availability, data backup 
and recovery, security tag, key 
management, remote platform attestation, 
authentication, access control 

A framework from 
data life cycle 
perspective 

[50] Workload state integrity, guest OS 
integrity, zombie protection, denial of 
service attacks, malicious resource 
exhaustion, platform attacks, platform 
attacks

Intrusion prevention 
and detection 
framework 

[51] Auditability, non-reputability, access 
control

4 security 
mechanisms

[52] Auditing, attack detection, access control, 
non-repudiation, privacy and integrity 

Intrusion detection 
framework

[2] Physical security, data integrity, 
auditability, privacy 

Security 
management 
standards

[53] Trust, privacy Data handling 
mechanisms

[54] Trust, privacy A wide range of 
mechanisms

[55] Individual-stakeholder’s security Not-proposed
[56] CSU experience and security Not-proposed
[57] Privacy, integrity and non-repudiation Schema for data 

safety
[58–
60]  

Most requirements Survey multiple 
solutions 

[61]  Integrity, access control and attack/harm 
detection 

Generic policy 
management system 

 



H. Discussion 
Overall it was challenging to separate the articles into 

different security requirements categories. We observe that the 
access control requirements are often tightly interconnected 
with the non-repudiation requirements. Also, the attack 
detection requirements are strongly connected to integrity 
because once being able to identify an attack the next step it to 
stop it from harming the integrity and sometimes the two steps 
are not separated. The areas that were often covered together 
are: (1) access control, privacy, and non-repudiation; (2) 
attack detection, integrity, and security auditing; (3) attack 
detection and non-repudiation; (4) integrity and privacy. 

In security areas where multiple sub-areas exist the amount 
of research coverage was not even. For example, in the access 
control the majority of the works covered identification and 
authentication but few addressed authorization requirements. 
The same situation was in the area of integrity where the most 
popular subject was data integrity but software, hardware and 
personal integrity were overlooked. Other complete security 
areas were rarely mentioned in any of the papers e.g. physical 
protection. The observation that none of the papers provide a 
detailed discussion about the physical protection which was 
surprising as this can be serious threat for cloud computing 
sites. For example, in 2011 the EC2 data center of Amazon in 
Ireland was stroke by lightning and some of the CSUs suffered 
outages up to 48 hours [62]. In order to anticipate and handle 
such disasters, requirement about the physical storage security 
and recovery strategy should be defined. 

We observe that none of the publications discussed 
Physical Protection, Recovery or Prosecution. The lack of 
literature on these cloud security topics can be explained in a 
few different ways. First, there is a considerable research done 
in those areas however it is not published as a topic in cloud 
computing. For example, the system recovery requirement 
may be researched as part of software engineering or general 
requirement engineering. Second, it can be argued that 
recovery and prosecution may not be part of security 
requirements hence when searching for security topics those 
will not be retrieved. Third, the topics are not considered as 
important enough to dedicate complete papers to them and 
those areas are just mentioned as secondary topics. Most likely 
the truth is a mixture of the three.  

From the classification of the 55 papers some important 
conclusions could be made about the most heavily and the 
least researched sub-areas in the cloud security requirements 
topic. The three most popular subareas are: integrity, access 
control, and security auditing. According to our reviewed 
sample, the three least researched subareas are: physical 
protection, recovery and prosecution. Table II gives a 
complete overview of the popularity of the various security 
areas.  

An especially surprising area that appeared to be under-
researched is privacy and confidentiality with only 7% of the 
publications. An explanation might be the assumption that 
private and confidential data should not be moved to the cloud 
in the first place. However, this contradicts with the trends 
where more and more business applications with valuable 

company data are moved to the cloud. Another more likely 
answer is that the privacy and confidentiality are closely 
related to access control. By enforcing a strict access control 
and preventing unauthorized parties to get sensitive data the 
privacy protection is automatically increased. Therefore many 
of the issues of the privacy and confidentiality are probably 
explicitly or implicitly addressed in the publications on access 
control. For that reason the apparent low level of research on 
privacy could be misleading. 

TABLE II.  DISTRIBUTION OF COVERED SECURITY SUB-AREAS  

Security sub-area Count Percentage 
Access Control 12 22% 
Attack/Harm Detection 5 9% 
Non-repudiation 2 4% 
Integrity 10 18% 
Security Auditing 8 15% 
Physical Protection 0 0% 
Privacy and confidentiality 4 7% 
Recovery 0 0% 
Prosecution 0 0% 
Multiple security areas 14 25% 
Total 55 100% 

IV. LIMITATIONS AND FUTURE RESEARCH 
The main limitations in our SR are: (i) bias in the selection 

of papers to be included, and (ii) categorization. To help to 
ensure that the process of selection was unbiased, we 
developed a review protocol, by defining our search strategy 
and study selection process. We note here that our access to 
‘relevant’ sources depended on the appropriateness of the 
search strings used. Also, the keywords used to retrieve 
literature may well be extended to the fields of grid 
computing, parallel computing, SOA and distributed 
computing security which are tightly related to cloud 
computing security. Moreover, our SR might be biased despite 
our effort to diminish the possibility by selecting a source 
database that references to a plethora of publications from the 
most renowned conference proceedings and journals on the 
subject. The challenges to an unbiased review are that there is 
no single publications’ source, the literature is fragmented and 
not everything can be accessed online. To reduce the bias 
further, more literature search could be done throughout 
publications that are not written in English.  

The second limitation is that the literature on cloud 
computing security is classified in groups of security 
requirements that are not exclusive and the boundaries are 
hard to set. Also, the distinction between SaaS, PaaS and IaaS 
requirements is by far not straightforward. In most cases one 
publication tackle a number of security requirements and we 
made the conscious decision to enforce structure in order to 
provide focus and context for the research. We classified the 
publications according to the security area that was most 
elaborated upon; this does not mean that the rest of the 
security requirements addressed by the same article are not 
valuable or significant. In order to improve on that limitation, 



the cloud computing security requirements could be described 
by other general security requirements frameworks or 
methodologies. An excellent starting point for such an 
alternative classification approach is the work of Mellado et 
al. [6]. Furthermore, general non-functional requirements 
frameworks could be deployed if one wants to map the cloud 
computing security requirements against a broader 
requirements classification schema, for example, the Non-
Functional Requirements Framework (NFR) by Chung et al. 
[63].  Such a mapping would be indeed beneficial if one 
would like to clearly see what other non-functional 
requirements possibly interact with cloud computing security 
requirements, according to published literature. We think this 
is a promising line for future research. 

V. CONCLUSIONS 
With this work we attempted to provide a roadmap for 

researchers on the subject of cloud computing security 
requirements and solutions. The discovered literature on the 
subject was classified in nine groups according to the type of 
the primary security requirement.  

As an answer to RQ1, we found that 6 out of the 9 sub-
factors in the Firesmith model [3] have been researched, to 
varying degrees (Table II). Among those six, access control, 
integrity and auditability are by far the most researched.   

As an answer to RQ2, we found that current solutions in 
most cases tackle multiple security sub-areas. The solutions 
vary in terms of cloud layers being covered, technology types 
involved, and whether they reside on the CSPs’ or CSU’s sides.  

As an answer to RQ3, we found that the least researched 
security areas are non-repudiation, physical protection, 
recovery and prosecution. We consider this finding our most 
important one and we plan follow up studies to understand why 
this is the case. 

We evaluated the possible limitations of the review and 
suggested some ideas for future research. 
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