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Abstract—The number of wireless devices (smart-
phones, laptops, sensors) that use the 2.4 GHz ISM
band is rapidly increasing. The most common com-
munication system in this band is Wi-Fi (IEEE 802.11
b/g/n). For that reason coexistence between Wi-Fi and
other systems becomes more and more important. In
this paper we have investigated the influence on Wi-Fi
communication for different interference sources, i.e.,
wireless Audio/Video (A/V) transmitter, microwave and
Bluetooth. A measurement tool has been developed to
measure this influence both at the Physical (PHY) Layer
and at the link layer to assess the overall Quality of Ser-
vice (QoS). At link layer the tool allows to analyze the
received packets types and sub fields; a sophisticated
approach to analyze interference mechanisms compared
to traditional packet sniffers that focus on throughput
and packet error rate only. In addition, this tool allows
to identify the type of interference source based on
the occurring interference mechanisms at these lower
two layers of the OSI protocol stack The experimental
results show severe impact of A/V transmitters which
causes significant overall QoS degradation of WiFi
communication in contrast to microwave and Bluetooth
interference.

I. INTRODUCTION

The number of wireless devices (smartphones,
laptops, sensors) that use the 2.4 GHz ISM band
is rapidly increasing. In many urban areas not
only many Wi-Fi networks can be found, also
other systems like Bluetooth, Zigbee, microwaves
and wireless A/V transmission systems use this
band. On the other hand there is only a limited
amount of spectrum available. So it is very likely
that interference between systems in this band will
occur. Due to the rapid increase of wireless devices,
interference is expected to become even more im-
portant. In this paper we address this issue by pro-
viding measurement results where the performance
degradation of a Wi-Fi communication link due

to a nearby interferer source has been measured.
For this purpose we have implemented a setup to
analyze both the spectrum (physical layer) and data
packets (link layer) in the Wi-Fi communication
link. Spectrum sensing can be used to measure
the utilization of a Wi-Fi channel. Moreover each
wireless communication standard has it own RF
signature, so spectrum sensing can also be used to
identify the interferer source. Although the utiliza-
tion of a band can be analyzed it is still unknown
what the quality is of the wireless link. To measure
the quality and to know if there is congestion, data
packets have to be analyzed. Here the retry rate
and the number of control frames, used to manage
the wireless link, can be used for this purpose.

The paper is organized as follows. First, section II
provides theoretical background and related work
on monitoring Quality of Service (QoS). In section
III the measurements setup for experiments in a
controlled environment is described. In section IV
the monitoring results are presented for both PHY
and link layer. Section V concludes the paper.

II. MONITORING QUALITY OF SERVICE

The OSI protocol stack of the IEEE 802 standard
consists of five layers where the lower two layers
involve the wireless aspects of communication, i.e.
the PHY layer and the link layer. In addition, at
the link layer all WLAN technologies are based on
Carrier Sense Multiple Access (CSMA) which in
turn can rely on different implementations of the
Clear Channel Assessment (CCA) detection algo-
rithm, e.g. energy detection; as a drawback CCA
algorithms are typically not designed to handle
interference [1]. This makes WLAN link layer in
particularly vulnerable to interference, i.e. packet
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transmissions can be deferred if the interference
signal adequately resembles a WLAN signal.

To assess the overall Wi-Fi QoS the monitoring
must take place at the lower two layers as these
layers are responsible for the wireless link. At the
PHY layer this entails a threshold-based approach
to determine spectrum occupation. On the other
hand, at the link layer the total frame rate and
retry frame rate have been found to be good pa-
rameters for quantifying the level of utilization and
network degradation [2]. In addition, monitoring
of the proportions of the different link frame types
can be used to monitor the overhead in a Wi-Fi
network, i.e., data, management and control (e.g.
Clear To Send (CTS), Request To Send (RTS), and
Acknowledgment (AKC)) frames.

Not much related literature has been found. First,
in [2] a description of the overall Wi-Fi QoS mon-
itoring is provided by Mass Consultants commis-
sioned by the British regulator Ofcom; here mon-
itoring takes place at various locations in the UK
and live readings are obtained. Furthermore, in [3]
the total QoS is assessed using a cognitive radio
approach. However, the impact of interference and
coexistence issues are not addressed in [2], [3].

A. Performance Evaluation of 802.11 with Interference

Much of the literature on coexistence issues is
focused on Bluetooth interference only addressing
interference mitigation in the 2.4 GHz ISM band.
Here the basic mechanism to mitigate interference
between Bluetooth and other technologies is Fre-
quency Hopping Spread Spectrum (FHSS). This
entails Bluetooth transmissions to take place in
an ad hoc fashion using frequency hopping (1600
hops/sec) between 79 channels of 1 MHz each.
However, coexistence between Bluetooth and IEEE
802.11 remains an important issue and because of
its relevance the IEEE 802.15 Working Group has
set up the Task Group 2 (TG2), which is engaged
in the development of coexistence mechanisms [4];
here two classes of coexistence mechanisms have
been defined: on one hand collaborative techniques
e.g. Time Division Multiple Access (TDMA) and on
the other hand non-collaborative techniques such
as Adaptive Frequency Hopping (AFH). Note that
owing to the AFH mode the degradation of Wi-
Fi systems due to Bluetooth is expected to be
lower when compared to systems lacking such
mechanisms (e.g. A/V transmitters). A performance
analysis of Bluetooth interference without AHF on
IEEE 802.11b/g/n systems is provided in [5]–[7]

showing packet losses up till 25%. An extensive
evaluation of Bluetooth interference in AFH mode
on IEEE 802.11g systems is described in [8] with
packet losses up till 7%.

Another important source of interference are mi-
crowave ovens introducing wide-band interference
throughout the 2.4 GHz ISM band. Experimental
studies are conducted on microwave oven interfer-
ence in [7], [9]–[11] describing mainly the spectrum
characteristics and detection/mitigation issues on
the PHY layer. In [6] a theoretical framework is
provided including a microwave simulation model;
here it is shown for instance that a 600W microwave
produces worse case up till 10% packet loss for a
Wi-Fi traffic load of λw = 0.1.

There is another important interference source
classified as jamming [1], [12], e.g. A/V transmit-
ters. Experimental studies show the severe impact
of jamming as a 3 dB increment in signal interfer-
ence power causes an increase in Packet Error Rate
(PER) from 0% to 30%. The jamming interference
is a continuous narrow band signal which dete-
riorates the Orthogonal Frequency-Division Multi-
plexing (OFDM)-modulated symbols of the IEEE
802.11g/n systems but on the other hand also
leaves many carrier frequencies intact. However,
the performance of the connection degrades very
quickly and the different coding rates and modu-
lation methods show no effect on the jamming tol-
erance. Furthermore, the interference power levels
are incremented so that jamming terminates the Wi-
Fi connection at a Signal to Jammer Ratio (SJR) of
−1 dB for OFDM.

B. Contributions

The main contributions of this paper are:
• A measurement setup to assess the congestion

and spectrum utilization of the 2.4 GHz ISM
band by simultaneously monitoring on both
PHY and link layer; this setup is novel, not
found in literature. Moreover the tool can be
applied to any interferer source.

• The behavior of the PHY and link layer mech-
anisms under different interference conditions,
i.e. A/V transmitter, microwave and Bluetooth.

III. MEASUREMENT SETUP

In this setup we use passive methods to monitor
the influence of an interferer source (see Figure 1).
Passive means that the measurement setup only
receives signals. For the experiments a connection is
set up between Wi-Fi client and Access Point (AP)



Fig. 1. The measurement setup for simultaneously monitoring
PHY and link layer performance.

to start with; the same holds for the Wi-Fi server
and AP. In addition a network load is applied
in the network between server and client. Next,
monitoring is activated which entails on one hand
logging Wi-Fi packets by applying packet sniffing
software and on the other hand - simultaneously -
monitoring the 2.4 GHz ISM band by employing
the CRFS spectrum analyzer. While monitoring is
ongoing the influence of the interference source
can be investigated; this is an extension of the
UK survey [2]. The influence is assessed for three
different interference sources using this setup, i.e.
A/V transmitter, microwave, and active Bluetooth
devices. The details regarding the measurement
configuration are listed below:

• The measurement setup is deployed in a quiet
environment (i.e. abandoned building in re-
mote area) without any nearby devices active
in the 2.4 GHz ISM band.

• In the Wi-Fi network client, AP and server are
within a radius of 1 meter.

• The AP transmits in 802.11g mode with a data
speed of 54 MBits/sec.

• The field strengths are measured and depicted
in dBm. The CRFS equipment measures the
spectrum every 200 ms.

• The sniffer application filters the packets by
link destination address. So it allows to mea-
sure both the raw packets transmitted by the
client and server. The sniffer software is spe-
cially developed for this purpose.

• To generate the Wi-Fi traffic data between
client-server the Iperf open source tool is used.

• CRFS settings: a frequency sweep between
2400 − 2483 MHz with a resolution of 4 kHz.

• Wi-Fi channel 11: 2451 − 2473 MHz is used.
Note that in 802.11g mode a typical throughput of
3.1 Mbyte/sec is possible for the user. This results
in around 2100 data frames/sec. In our experiments
we offered Wi-Fi traffic load of around 10%. More-
over, as transport layer protocol UDP mode was
chosen instead of TCP, because it allows to study
the Wi-Fi interference better. The reason for this
is that TCP has control algorithms that set back
the frame rate to a lower level, when the packet
loss rate increases. Moreover, UDP is connectionless
and the PER could be easily measured. It should
be noted that both UDP and TCP packets will be
retransmitted when they are lost.

IV. RESULTS

A/V Transmitter Interference. Using the de-
scribed measurement setup the A/V transmitter in-
terference (i.e. jamming) experiment is carried out.
To investigate the Wi-Fi QoS as function of interfer-
ence source power the A/V transmitter is first po-
sitioned at large distance (25m) from the client/AP;
in a gradual continuous manner the A/V transmit-
ter is moved in direction of the client/AP. Note that
due to the indoor structure of the measurement
environment the interference power level is used
as performance metric for monitoring QoS instead
of distance. To start with the A/V transmitter is
turned on after 20 seconds of monitoring which is
visible in the RF statistics plot depicted in Figure 2.
From that point onwards the A/V transmitter is
approaching the client/AP and this is visible in
Figure 2 by the slope of the maximum received
power curve indicating an increase from −155 dBm
to −100 dBm. After 115 seconds of monitoring the
nearby A/V interferer enforces the Wi-Fi connec-
tion to breakdown at a SJR of −1 dB due to the

Fig. 2. The mean (green curve), median (purple curve), mini-
mum (blue curve) and maximum signal strengths (red curve) as
function of time. Here the maximum curve corresponds to the
A/V transmitter signal’s power, the median to the Wi-Fi signal
power and the minimum signal curve to the noise.



(a) PHY layer: spectrogram (received power in dBm). The A/V
transmitter signals are visible as narrow-band vertical artifacts.

(b) PHY layer: spectrum occupancy of WLAN channel 11

(c) Link layer: the transmitted packets with destination client. (d) Link layer: the transmitted packets with destination server.

Fig. 3. The A/V transmitter interference experiment: PHY and link layer monitoring results carried out in parallel.

high level of jamming interference power of almost
−100 dBm (at a distance of around 10m). A period
of Wi-Fi inactivity follows until the A/V transmitter
is manually turned off (at 140 sec) which triggers
the Wi-Fi network to automatically restore the con-
nection after 142 seconds of monitoring. The RF
monitoring results depicted in the spectrogram of
Figure 3(a) and its corresponding occupancy plot
in Figure 3(b) provide the following information:
the active A/V transmitter can be identified in the
spectrogram by narrow-band artifacts in vertical
direction starting at 20 seconds; furthermore the
figures clearly show Wi-Fi activity on channels 11
till the moment of network breakdown. According
to the link layer observations in Figure 3(c) and
Figure 3(d) both server and client communicate at
a rate of 170 frames/sec in normal transmission
mode; in addition, whilst the A/V transmitter is
turned on the retry rate increases to a level of
150 frames/sec and inherently the data frame rate
increases by the same amount as shown in Fig-
ure 3(c). On the other hand, the ACK packet rate
remains solid around a rate of 170 frames/sec (see

Figure 3(d)) which indicates the eventual successful
transmission of data frames. This process continues
till network breakdown indicated by a sharp down-
wards transition of data frame rate in Figure 3(c).
The results are compared with the experiments con-
ducted in [1] which show a connection breakdown
at a SJR of −1 dB and the similar narrow-band
artifacts are observed in the RF spectrum. However,
the Wi-Fi QoS at the link layer is beyond the scope
of [1] and cannot be compared.
Microwave Oven Interference. In this experiment
a microwave oven is used as interference source
which is placed at one meter distance from the
client/AP whilst it heats up a glass of water. Similar
as for the A/V transmitter experiment the Wi-Fi
QoS is assessed as function of interference power
level, i.e. the mode of the microwave is shifted up
from mode 1 to 5 (till 700 Watt). The microwave
influence is displayed by the lifted levels of signal
strengths throughout the 2.4 GHz ISM band de-
picted in the spectrogram of Figure 4(a) and in the
occupancy plot of Figure 4(b). This effect is best
illustrated for the two highest modes (from 82 -



(a) PHY layer: spectrogram (received power in dBm). The
increased level of microwave interference is visible by the rise
in wide-band signal level as function of time.

(b) PHY layer: channel 11 spectrum occupancy.

(c) Link layer: packets with destination client. (d) Link layer: packets with destination server.

Fig. 4. Monitoring results using the microwave oven interference.

110 seconds and from 110 - 160 seconds). Regard-
ing link layer monitoring, Figure 4(c) shows the
microwave impact during the two highest modes
of interference, i.e. the retry rate is at a significant
higher level of 6.95% (amount of packet loss). Fur-
thermore, Figure 4(d) shows peaks in the RTS/CTS
curve - occurs irrespective of the mode - once
the microwave oven is activated. The Wi-Fi QoS
monitoring results at the link layer are in line with
the simulation model in [6] under comparable con-
ditions, i.e. a 600W microwave at 0.5m, λw = 0.1.
Bluetooth Interference. The influence of an active
Bluetooth connection is tested in an experiment
where an unidirectional data transfer at 1 Mb/sec
between two v2.0 Bluetooth devices; both devices
are within 1 meter of each other. Interference exper-
iments are carried out with Bluetooth interference
at distances ranging from 1m to 15m and monitor-
ing results show distance independent character-
istics (see [5]); for this purpose one particular ex-
periment is highlighted, i.e. Bluetooth device com-
munication at 1m distance from client/AP. Here

Bluetooth is switched on from 15 seconds to 130
seconds of monitoring. Regarding the RF spectrum
readings, artifacts are visible scattered throughout
the spectrum in Figure 5(a) once Bluetooth is turned
on, i.e. frequency hopping becomes active and de-
ploys the entire 2.4 GHz ISM band. However, the
channel occupancy of the active Wi-Fi channel is
low (i.e. less then 50 percent) and thus is affected
only to a small extent by the ongoing Bluetooth
communication as shown in Figure 5(b). This is
in line with the link layer results in Figure 5(c)
which show a low retry rate and an unaffected
data frame rate; note that Figure 5(d) shows a rise
in RTS/CTS traffic once Bluetooth becomes active.
Regarding the link layer, the 7% average packet loss
(i.e. retry rate) is identical to the experiments in [8]
where an experiment is carried out with an AFH-
enabled Bluetooth interference source positioned
at 1m distance. Note that the focus in [8] is not
on overall QoS, thus the other monitoring results
cannot be compared.



(a) PHY layer: spectrogram (received power in dBm).
The Bluetooth interference is visible by the scattered
artifacts due to the FHSS hopping mechanism.

(b) PHY layer: channel 11 spectrum occupancy.

(c) Link layer: packets with destination client. (d) Link layer: packets with destination server.

Fig. 5. Monitoring results for Bluetooth interference.

V. CONCLUSION

A measurement setup is employed to assess the
interference of different sources. This setup allows
to analyze interference mechanisms in more detail
at various levels of the OSI model, not found in
literature. Traditional packet sniffers only focus
on throughput and packet error rate, whereas
the presented tool allows to analyze the received
packets types and sub fields; a much sophisticated
approach to analyze interference mechanisms.
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