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Abstract. Fine-grained data provenance ensures reproducibility of re-
sults in decision making, process control and e-science applications.
However, maintaining this provenance is challenging in stream data pro-
cessing because of its massive storage consumption, especially with large
overlapping sliding windows. In this paper, we propose an approach to
infer fine-grained data provenance by using a temporal data model and
coarse-grained data provenance of the processing. The approach has been
evaluated on a real dataset and the result shows that our proposed in-
ferring method provides provenance information as accurate as explicit
fine-grained provenance at reduced storage consumption.

1 Introduction

Stream data processing often deals with massive amount of sensor data in
e-science, decision making and process control applications. In these kind of
applications, it is important to identify the origin of processed data. This en-
ables a user in case of a wrong prediction or a wrong decision to understand
the reason of the misbehavior through investigating the transformation process
which produces the unintended result.

Reproducibility as discussed in this paper means the ability to regenerate
data items, i.e. for every process P executed on an input dataset I at time ¢
resulting in output dataset O, the re-execution of process P at any later point
in time ¢’ (with ¢ > t) on the same input dataset I will generate exactly the
same output dataset O. Generally, reproducibility requires metadata describing
the transformation process, usually known as provenance data.

In [I], data provenance is defined as derivation history of data starting from
its original sources. Data provenance can be defined either at tuple-level or at
relation-level known as fine-grained and coarse-grained data provenance respec-
tively [2]. Fine-grained data provenance can achieve reproducible results because
for every output data tuple, it documents the used set of input data tuples and
the transformation process itself. Coarse-grained data provenance provides sim-
ilar information on process or view level. In case of updates and delayed arrival
of tuples, coarse-grained data provenance cannot guarantee reproducibility.

Applying the concept of fine-grained data provenance to stream data pro-
cessing introduces new challenges. In stream data processing, a transformation
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process is continuously executed on a subset of the data stream known as a
window. Executing a transformation process on a window requires to document
fine-grained provenance data for this processing step to enable reproducibility.
If a window is large and subsequent windows overlap significantly, then the
provenance data size might be bigger than the actual sensor data size. Since
provenance data is ’just’ metadata, this approach seems to be too expensive.

In [3], we initially propose the basic idea of achieving fine-grained data prove-
nance using a temporal data model. In this paper, we extend and complete our
work to infer fine-grained data provenance using a temporal data model and
coarse-grained data provenance. Adding a temporal attribute (e.g. timestamp)
to each data item allows us to retrieve the overall database state at any point
in time. Then, using coarse-grained provenance of the transformation, we can
reconstruct the window which was used for the original processing and thus en-
suring reproducibility. Due to the plethora of possible processing operations, a
classification of operations is provided indicating the classes applicable to the
proposed approach. In general, the approach is directly applicable if the process-
ing of any window produces always the same number of output tuples. Eventu-
ally, we evaluate our proposed technique based on storage and accuracy using a
real dataset.

This paper is structured as follows. In Section 2l we provide a detailed de-
scription of our motivating application with an example workflow. In Section [3]
we discuss existing work on both stream processing and data provenance briefly.
In Section [ we explain our approach and associated requirements followed by
the discussion on few issues in Section Bl Next, we present the evaluation of our
approach in Section [6l Finally, we conclude with hints of future research.

2 DMotivating Scenario

RECORDN is one of the projects in the context of the Swiss Experiment, which
is a platform to enable real-time environmental experiments. One objective of
the RECORD project is to study how river restoration affects water quality,
both in the river itself and in groundwater. Several sensors have been deployed
to monitor river restoration effects. Some of them measure electric conductivity
of water. Increasing conductivity indicates the higher level of salt in water. We
are interested to control the operation of the drinking water well by facilitating
the available online sensor data.

Based on this motivating scenario, we present a simplified workflow, that will
also be used for evaluation. Fig. [l shows the workflow based on the RECORD
project. There are three sensors, known as: Sensor#1, Sensor#2 and Sensor#3.
They are deployed in different locations in a known region of the river which is
divided into a grid with 3 x 3 cells. These sensors send data tuples, containing
sensor id, (z,y) coordinates, timestamp and electric conductivity, to source pro-
cessing element named PFE7, PEs and PE3 which outputs data tuples in a view
V1, Vo and V3 respectively. These views are the input for a Union processing

!http://www.swiss—experiment.ch/index.php/Record:Home
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Fig. 1. Workflow based on RECORD scenario

element which produces a view V,,,0n as output. This view acts as an input to
the processing element Interpolate. The task of Interpolate is to calculate the
interpolated values for all the cells of the grid using the values sent by the three
sensors and store the interpolated values in the view Vjpier. Next, Vipger is used
by the Visualization processing element to produce a contour map of electric
conductivity. If the map shows any abnormality, researchers may want to re-
produce results to validate the previous outcome. The dark-shaded part of the
workflow in Fig. [[lis considered to evaluate our proposed approach.

3 Related Work

Stream data processing engines reported in [4], [5], [6]. These techniques pro-
posed optimization for storage space consumed by sensor data. However, nei-
ther of these systems maintain provenance data and cannot achieve reproducible
results.

Existing work in data provenance addresses both fine and coarse-grained data
provenance. In [7], authors have presented an algorithm for lineage tracing in
a data warehouse environment. They have provided data provenance on tuple
level. LIVE [§] is an offshoot of this approach which supports streaming data.
It is a complete DBMS which preserves explicitly the lineage of derived data
items in form of boolean algebra. However, both of these techniques incur extra
storage overhead to maintain fine-grained data provenance.

In sensornet republishing [9], the system documents the transformation of
online sensor data to allow users to understand how processed results are de-
rived and support to detect and correct anomalies. They used an annotation-
based approach to represent data provenance explicitly. In [10], authors proposed
approaches to reduce the amount of storage required for provenance data. To
minimize provenance storage, they remove common provenance records; only
one copy is stored. Their approach has less storage consumption than explicit
fine-grained provenance in case of sliding overlapping windows. However, these
methods still maintain fine-grained data provenance explicitly.
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4 Proposed Solution

4.1 Provenance Inference Algorithm

The first phase of our provenance inference algorithm is to document coarse-
grained provenance of the transformation which is an one-time action, performed
during the setup of a processing element. The algorithms for the next two phases
are given here along with an example. To explain these algorithms, we consider a
simple workflow where a processing element takes one source view as input and
produces one output view. Moreover, we assume that, sampling time of source
view is 2 time units and the window holds 3 tuples. The processing element will
be executed after arrival of every 2 tuples. t1, to and so on are different points
in time and ¢; is the starting time.

Document Coarse-grained Provenance: The stored provenance informa-
tion is quite similar to process provenance reported in [I1]. Inspired from this,
we keep the following information of a processing element specification based
on [12] and the classification introduced in Section as coarse-grained data
provenance.

— Number of sources: indicates the total number of source views.

— Source names: a set of source view names.

— Window types: a set of window types; the value can be either tuple or time.

— Window predicates: a set of window predicates; one element for each source.
The value actually represents the size of the window.

— Trigger type: specifies how the processing element will be triggered for exe-
cution. The value can be either tuple or time.

— Trigger predicate: specifies when a processing element will be triggered for
execution. If trigger type is tuple and the value of trigger predicate is 10, it
means that the processing element will be executed after the arrival of every
10th tuple.

Algorithm 1: Retrieve Data & Reconstruct Processing Window Algorithm
Input: A tuple T produced by processing element PF, for which fine-grained
provenance needs to be found
Output: Set of input tuples I JP w for each source j which form processing
window P, to produce T

TransactionTime < getTransactionTime(PE,T);
noOfSources < getNoOfSources(PE);
for j < 1 to noOfSources do
sourceView «— getSourceName(PE, j);
wType < getWindowType (sourceView);
wPredicate < getWindowPredicate (sourceView);
I]Pw «— getLastNTuples(sourceView, TransactionTime, wType, wPredicate);

0w N O s W N

end



122 M.R. Huq, A. Wombacher, and P.M.G. Apers

A. Provenance Request B. Retrieve Data & Reconstruct  C. Identifying Provenance
Processing Window

t L7 LB H I ¢ t
t to || G to || (6] t
t Processing : t Processing H t~ | Processing
5 Element te il \ts Element || M’ Element ts
1 1
t; Chosen Tuple ts ||tz Chosen Tuple ts || Ltz Chosen Tuple ts
ty ts |t t | ts
1 1
Source View Output View | Source View Output View | Source View Output View
- TransactionTime = tg tuplePosition = 2
Sampling Time = 2 noOfSources = 1 inputMapping = 1
Window Size = 3 (Tuple Based) wType = Tuple outputMapping = 1
Trigger = after every 2 tuples wPredicate = 3

Return: 1" = {ts,ts,t7} o | 1= (L)

X = Tuple with transaction time X ts Contributing Input Tuple

Fig. 2. Retrieval, Reconstruction and Inference phases of Provenance Algorithm

Retrieve Data & Reconstruct Processing Window: This phase will be
only executed if the provenance information is requested for a particular output
tuple T generated by a processing element PE. The tuple T is referred here as
chosen tuple for which provenance information is requested (see Fig. 2l A).

We apply a temporal data model on streaming sensor data to retrieve appro-
priate data tuples based on a given timestamp. The temporal attributes are: i)
valid time represents the point in time a tuple was created by a sensor and
ii) transaction time is the point in time a tuple is inserted into a database.
While valid time is anyway maintained in sensor data, transaction time attribute
requires extra storage space.

The method of retrieving data and reconstructing processing window is given
in Algorithm [Il The transaction time of the chosen tuple and number of par-
ticipating sources are retrieved in line 1 and 2. Then, for each participating
source view, we retrieve it’s name, window type and window predicate in line
4-6. Then, we retrieve the set of the input tuples which form the processing
window based on the chosen tuple’s transaction time in line 7. If window type
is tuple, we retrieve last n tuples added to the source view before the Transac-
tionTime where n is the window predicate or window size. On the contrary, if
window type is time, we retrieve tuples having transaction time ranging within
[TransactionTime — wPredicate, TransactionTime). The retrieved tuples re-
construct the processing window which is shown by the tuples surrounded by a
dark shaded rectangle in Fig. Pl B.

Identifying Provenance: The last phase associates the chosen output tuple
with the set of contributing input tuples based on the reconstructed window in
the previous phase. This mapping is done by facilitating the output and input
tuples order in their respective view. Fig. BLC shows that the chosen tuple in
the output view maps to the 2nd tuple in the reconstructed window (shaded
rectangle in source view). To compute the tuple position and infer provenance,
some requirements must be satisfied which are discussed next.
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4.2 Requirements

Our provenance inference algorithm has some requirements to be satisfied. Most
of the requirements are already introduced to process streaming data in existing
literature. In [9], authors propose to use transaction time on incoming stream
data as explicit timestamps. Ensuring temporal ordering of data tuples is
one of the main requirements in stream data processing. This property ensures
that input tuples producing output tuples in the same order of their appearance
and this order is also preserved in the output view. Classification of opera-
tions is an additional requirement for the proposed approach.

In our streaming data processing platform, various types of SQL operations
(e.g. select, project, aggregate functions, cartesian product, union) and generic
functors (e.g. interpolate, extrapolate) are considered as operations which can
be implemented inside a processing element. Each of these operations takes a
number of input tuples and maps them to a set of output tuples.

Constant Mapping Operations are PEs which have a fixed ratio of mapping
from input to output tuples per window, i.e. 1: 1, n: 1, n: m. As for example:
project, aggregates, interpolation, cartesian product, and union. Variable Map-
ping Operations are PEs which have not a fixed ratio of mapping from input to
output tuples per window, e.g. select and join. Currently, our inference algorithm
can be applied directly to constant mapping operations. Each of these operations
has property like Imput tuple mapping which specifies the number of input tu-
ples per source contributed to produce exactly one output tuple and Qutput tuple
mapping which refers to the number of output tuples produced from exactly one
input tuple per source. Moreover, there are operations where all sources (e.g.
join) or a specific source (e.g. union) can contribute at once. These information
should be also documented in coarse-grained data provenance.

4.3 Details on Identifying Provenance Phase

Algorithm Pl describes the approach we take to identify the correct provenance.
First, we retrieve our stored coarse-grained provenance data in line 2-5. For op-
erations where only one input tuple contributes to the output tuple (line 6), we
have to identify the relevant contributing tuple. In case there are multiple sources
used but only one source is contributing (line 7), a single tuple is contributing.
Based on the temporal ordering, the knowledge of the nested processing of multi-
ple sources, the contributing source and the output tuple mapping, the position
of the tuple in the input view which contributed to the output tuple can be
calculated (line 9). The tuple is then selected from the contributing input source
in line 10.

If there is one source or there are multiple sources equally contributing to
the output tuple, the position of the contributing tuple per source has to be
determined (line 13). The underlying calculation is again based on the knowledge
of the nested processing of multiple sources, the contributing source and the
output tuple mapping, the position of the tuple in the input view j. In line 14
the tuple is selected based on the derived position from the set of input tuples.
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Algorithm 2: Identifying Provenance Algorithm

Input: Set of input tuples I]P“’ for each source j which form processing window
P, to produce T
Output: Set of input tuples I which contribute to produce T'

1 1=0;
2 inputMapping < getInputMapping(PFE);
3 outputMapping < getOutputMapping(PFE);
4 contributingSource «— getContributingSource(PE,T);
5 noOfSources «— getNoOfSources(PE);
6 if inputMapping = 1 then /* only one input tuple contributes */
7 if noOfSources > 1 A contributingSource = Speci fic then
8 parent < getParent(PE,T);
9 tuplePosition < getPosition(PE,T, parent,outputMapping);
10 I~ selectTuple(I;:?gnt,tupIePosition);
11 else
12 for j < 1 to noOfSources do
13 tuplePosition < getPosition(PFE,T, j, outputMapping);
14 I — selectTuple (I tuplePosition) U I;
15 end
16 end
17 else /* all input tuples contribute */
18 for j < 1 to noOfSources do
19 I — I]Pw ul;
20 end
21

In cases where all input tuples contribute to the output tuple independent
of the number of input sources, all tuples accessible of all sources (line 18) are
selected. Thus, the set of contributing tuples is the union of all sets of input
tuples per source (line 19).

5 Discussion

The proposed approach can infer provenance for constant mapping operations.
However, variable mapping operations have not any fixed mapping ratio from
input to output tuples. Therefore, the approach cannot be applied directly to
these operations. One possible solution might be to transform these operations
into constant mapping operations by introducing NULL tuples in the output.
Suppose, for a select operation, the input tuple which does not satisfy the se-
lection criteria will produce a NULL tuple in the output view, i.e. a tuple with
a transaction time attribute and the remaining attributes are NULL values. We
will give an estimation of storage overhead incurred by this approach in future.

Our inference algorithm provides 100% accurate provenance information un-
der the assumption that the system is almost infinitely fast, i.e. no processing
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delay. However, in a typical system due to other working load, it is highly prob-
able that a new input tuple arrives before the processing is finished and our
inference algorithm may reconstruct an erroneous processing window inferring
inaccurate provenance. In future, we will address this limitation.

6 Evaluation

6.1 Evaluating Criteria and Datasets

The consumption of storage space for fine-grained data provenance is our main
evaluation criteria. Existing approaches [8], [9], [I0] record fine-grained data
provenance explicitly in varying manners. Since these implementations are not
available, our proposed approach is compared with an implementation of a fine-
grained data provenance documentation running in parallel with the proposed
approach on the Sensor Data Welf] platform.

To implement the explicit fine-grained data provenance, we create one prove-
nance view for each output view. This provenance view documents output tuple
ID, source tuple ID and source view for each tuple in the output view. We
also assign another attribute named as tuple ID which is auto incremental and
primary key of the provenance view.

To check whether both approaches produce the same provenance information,
explicit fine-grained provenance information is used as a ground truth and it is
compared with the fine-grained provenance inferred by our proposed approach,
i.e. the accuracy of the proposed approach.

For evaluation, a real datasetfl measuring electric conductivity of the water,
collected by the RECORD project is used . The experiments (see Section [2]) are
performed on a PostgreSQL 8.4 database and the Sensor Data Web platform.
The input dataset contains 3000 tuples requiring 720kB storage space which is
collected during last half of November 2010.

6.2 Storage Consumption

In this experiment, we measure the storage overhead to maintain fine-grained
data provenance for the Interpolation processing element based on our motivat-
ing scenario (see Section ) with overlapping and non-overlapping windows. In
the non-overlapping case, each window contains three tuples and the operation is
executed for every third arriving tuple. This results in about 30003 x 9 = 9000
output tuples since the interpolation operation is executed for every third input
tuple and it produces 9 output tuples at a time, requires about 220kB space.
In the overlapping case, the window contains 3 tuples and the operation is ex-
ecuted for every tuple. This results in about 3000 x 9 = 27000 output tuples
which require about 650kB. The sum of the storage costs for input and output
tuples, named as sensor data, is depicted in Fig. [3] as dark gray boxes, while the
provenance data storage costs is depicted as light gray boxes.

2 http://sourceforge.net/projects/sensordataweb/
3http://data.permasense.ch/topology.html#topology
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Fig. 3. Storage space consumed by Explicit and Inference method in different cases

From Fig. [l we see that for ezplicit approach, the amount of required prove-
nance information is more than twice the amount of actual sensor data in the
best case (non-overlapping). On the contrary, the proposed inference approach
requires less than half the storage space to store provenance data compared to
the actual sensor data in non-overlapping cases and at least 25% less space in
overlapping cases. As a whole, for interpolation, inferring provenance takes at
least 4 times less storage space than the explicit approach. Therefore, our pro-
posed approach clearly outperforms the explicit method. This is because the
proposed approach adds only one timestamp attribute to each input and out-
put tuple whereas the explicit approach adds the same provenance tuple several
times because of overlapping sliding windows. Our proposed approach is not
dataset dependent and also has window and trigger independent storage cost.
The overhead ratio of provenance to sensor data depends on the payload of input
tuples.

Additional tests confirm the results. We perform experiments for project and
average operation with same dataset and different window size. In project opera-
tion, our method takes less than half storage space to maintain provenance data
than the explicit method. For average operation, our proposed inference method
takes at least 4 times less space than the explicit method. Please be noted that
this ratio depends on the chosen window size and trigger specification. With the
increasing window size and overlapping, our approach performs better.

6.3 Accuracy

To measure the accuracy, we consider provenance data tuples documented by ex-
plicit fine-grained data provenance as ground truth. Our experiment shows that
the proposed inference method achieves 100% accurate provenance information.
In our experiments, the processing time is much smaller than the minimum value
of sampling time of data tuples, i.e. no new tuples arrive before finish process-
ing, as discussed in Section Bl). This is why, inference method is as accurate as
explicit approach. These results are confirmed by all tests performed so far.
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Conclusion and Future Work

Reproducibility is a requirement in e-science, decision making applications to an-
alyze past data for tracing back problems in the data capture or data processing
phase. In this paper, we propose a method of inferring fine-grained data prove-
nance which reduces storage cost significantly compared to explicit technique
and also provides accurate provenance information to ensure reproducibility.
Our proposed approach is dataset independent and the larger the subsequent
windows overlap, the more the storage reduction is. In future, we will address
limitations in case of longer and variable delays for processing and sampling data
tuples to ensure reproducibility at low storage cost.
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