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INTRODUCTION
Public relations (PR) practices vary in parallel with the devel- 

opments in cornmunication technologies and the progress of web 
2.0 and 3.0 technologies and are increasingly acquiring a digital 
form. Such circumstances bring PR practices to digital platforms, 
which are currently digital public relations. The concept of digi­
tal public relations; effectuates the strategic relationship manage­
ment goals based on favorable between the organization and its 
target audiences via digital platforms. Hence, conveying the PR 
career to the extended reality (XR) -most probably the metaverse- 
has evolved additionally. On the contrary, the digitalization of 
everything-things drives ali business processes computer-based 
and refines them in data/info security.

Besides, it requires assessing the consequential data sources 
consisting of data pools on the axis of privacy. The information 
collected for PR applications, by ali the information produced be- 
fore, during, and after the application, must be stored and pro- 
cessed within cyber security measures. In this chapter, the sub- 
ject is studied in-depth and contextualized, considering the in­
formation obtained from the literatüre and recent debates.
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The digitalization process started with the computer-based 
transformation of numerous known methods, defined as the dig- 
itization of information (Ersöz & Özmen, 2020, p. 172). In con- 
trast, digitization is said to be converting analog processes into a 
digitized format by storing them in a computer environment 
(Karakaş, Rukancı, & Anameric, 2009). This form enabled the fa- 
miliar analog processes of the past to be done utilizing computer 
software. It has resulted in computers and software being seen 
in many parts of life. The cumbersome structure of analog pro­
cesses and digital forms has been affected by speed, variety, vol­
üme, and accuracy.

For this reason, organizations and sectors have started to use 
it. In paı ticular, the global economy has become more centralized 
and widespread due to political and social events. The fact that far 
eastern countries such as China, India, and Japan gained strength 
against the developed economies of the past (Ersoy, 2017) in global 
trade and that human-based processes are increasingly seen as a 
powerful trump card against the declining population of devel­
oped countries has resulted in the importance of digitalization in 
the eyes of these triple economies. The concept of industry 4.0, 
named and designed at a fair held in Hannover, Germany, in 2011, 
has deepened digitalization (DeutscheMesse, 2014). For its part, 
with the COVID-19 pandemic that appeared in 2019 and impacted 
the entire world, the need for digitalization of sectors increased 
due to remote working and curfews.

Digitalization dramatically affects the characteristics of life, 
and due to the rapid development of technology, the world has 
had to cope with digitalization. Industries have likewise been a 
part of this transformation; by digitalization, the sectors have ac- 
quired the imperative software applications, transferred ali the 
processes, from internal correspondence to the end-user, into the 
digital environment, and made the hardware materials compati- 
ble with the digital world. Senior management and subordinates 
had to make heroic efforts in the digital transformation process, 
which is imperative to promptly provide the necessary equip- 
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ment and tools and provide the required information effectively. 
Nevertheless, it would be beneficial to focus on the issue of secu­
rity by foreseeing the foreseeable problems that may arise from 
using these systems.

Albeit digital systems are practical implements in many 
waysz they are susceptible structures in terms of security because 
much critical information for the sectors is transferred through 
these systems and stored in them. According to data, by January 
2022, 62.5 percent (4.95 billion people) of the eight billion human 
population are seen as individual internet users (Wearesocial, 
2022). Even this data alone can inspire ideas about security is- 
sues, and most users of digital systems may not be aware of the 
risks and threats. Problems created by digital systems can resul t 
in economic loss for individuals, allow them to access the infor­
mation they hold without permission, and cause irreparable 
damage by deleting or altering that information (Özenç, 2007).

individual and non-individual factors threaten digital data 
security. Power, camera system, and switchboard failures due to 
natural disasters, email, internet banking, online shopping, hard- 
ware problems, computer viruses, and abuse of authorized ac­
cess are just a few. As Wagner and Brooke (2007) stated, human- 
made threats are fundamental security problems, the weakest 
link in the chain that creates information security. These threats 
can appear because users use technology unknowingly or with- 
out proper training and deliberately damage the system 
(Tekerek, 2008). For instance, according to the Internet Security 
Threat Reports' data published by Symantec (2013) and Sophos 
(2021), cyber-attacks, spam attacks, phishing attacks, and virüs 
attacks are increasing.

Amidst such threats, the PR profession and its practices are af- 
fected by becoming increasingly data-driven. In the PR sector of 
the world, big data is increasingly being adopted and trying to be 
the basis for best practices. Accessing, sharing, and using data re- 
quires planning. This study discusses data security considerations, 
which have been studied for years but are now receiving more 
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attention in PR applications. At a time when the value of infor­
mation is increasing, it becomes imperative for PR agencies to lev- 
erage secure online opportunities in professional practice without 
becoming a threat to providing specific data security.

Data Security in Cyber-Systems
The issue of data security can be addressed in the context of 

cyber security. Cybersecurity is a broad topic that includes the 
constant protection of the confidentiality and integrity of the in­
formation and data generated by individuals using the digitiza­
tion process. The accessibility of data on the internet has made it 
necessary to take precautions with regard to the given security; 
therefore, tlnis accessibility has led to crimes such as accessing, 
stealing, using, or destroying critical essential information from 
institutions. Data security focuses on the unauthorized perfor- 
mance of these behaviors, which can be considered a criminal of- 
fense (EntegreYazılım, 2018).

According to some news in Hürriyet, "F- Secure, one of the in­
ternet security providers Mikko, Chief Research Officer of Oyj 
Hypponen, claimed that the Fortune 500 companies with the 
largest revenues were hacked" ("500ŞirketHacklendi", 2015). As 
per the news, institutions become more vulnerable to cyber at- 
tacks as they transition into cyber environments. The topic of 
cyber security and data security will be able to preseni issues 
about vulnerabilities and threats. As individuals in the digitiza­
tion process come online through their avatars on the system, 
their digital twins allow those who are available to sıırvive vir- 
tual environments. However, staying in digital environments 
leads to the daily threat of hacking, data loss, phishing, or cyber- 
bullying. As already existing problems have been observed, data 
security becomes even more vulnerable.

Conversely, cybersecurity agreements and legal sanctions 
have been prepared, and numerous cybersecurity system soft- 
ware are designed to protect data for individuals and companies. 
Smart factories will create cybersecurity sofftvare and systems by 
adopting cybersecurity measures for ali their plans. There is 
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firewall software that exısting organizations are currently using. 
Although this situation offers partial protection, malicious soft- 
ware can be produced for up-to-date security software. For 
broader aspects, it raises issues such as cyber war, cyber threat, 
cybercrime, cyber extortion, cyber informatics, cyber sabotage, 
cyber espionage, and cyber-terrorism.

A review of studies undertaken looking at countries' attitudes 
on cyber security, software-related security vulnerabilities, 
leaked information, and cyber threats come to the fore. For ex- 
ample, they are finding a 10-year-old girl with a flaw in the Ap- 
ple iPhone (Yeni Şafak, 2017), leaking the secret correspondence 
of countries with VVikileaks (Aydınlık, 2016), and announcing 
that the USA will consider cyber-attacks a cause of war (Milliyet, 
2011), the emergence of the first cyber weapon named Stuxnet 
(Paksoy, 2012), the Anonymous organizations attack on the Tel- 
ecommunications Communication Presidency -TIB (NTV, 2011).

Cyber attacks are carried out using two simple methods: 
DDoS (Distributed Denial of Service) and hacking. With the 
DDoS attacks, the country's internet system was rendered inop- 
erable in the 2007 attack in Estonia. Sometimes it is carried out as 
a reactive protest movement: in 2010, DDoS attacks were orga- 
nized against various ministry websites in Turkey to protest the 
ban on YouTube (Tufan, 2017). Several security systems have 
been developed in response: Router, Firewall, Intrusion Detec- 
tion and Prevention Systems (IDS/IPS), Web Application Fire- 
wall (WAF), DDoS Prevention System, and Data Loss Prevention 
(DLP) (BGASecurity, 2013).

Another problem is that states are known to form hacking 
teams to fight cybersecurity threats and respond when neces- 
sary. Some cyber armies of volunteers and professionals, like the 
US and North Korea. Meanwhile, countries likewise have cyber 
security strategies: Canada, Estonia, Germany, the United King- 
dom, and Australia. Cyber security will be one of the main areas 
of discussion. Smart factories, smart cities, innovative education, 
and other smart technologies that have entered or will enter 
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personal life with digitization seem to facilitate most of the life 
process and concisely surround individuals. However, as with 
any inııovative technology, these developments make the issue 
of security a bit trickier. For example, when surveillance cameras 
first came out, it was thought that they could effectively solve 
specific problems such as theft, homicide, and traffic accidents 
(Silva & Larsen, 2011). Now ali crimes are solved by surveillance 
cameras. However, there are very few areas that do not have sur­
veillance cameras at the level we have today. Tt brought discus- 
sion issues such as the privacy of private life and a panoptic so­
cial structure.

Being everyvvhere has also brought with it the ability to be 
observed anytime, anywhere. Every step has become traceable, 
whether in real life or the virtual environmeııt. W e discussed 
these benefits in the previous seçti ons, Big Data Analytics, the 
Internet of Thingsz and New Ways to Communicate. Howeverz 
ali the technologies mentioned here stili entail security problems.

Digitalization and The End of Privacy
Digitalization has become one of the most important develop­

ments of the last century and affects many areas. Experienced dig­
ital transformations affect companies, brands, and institutions as 
well as societies. There is a digitalization effect in many fields such 
as economy, politics, and education, and the only common point 
of the changes in these fields, which differ according to job status 
and industry, are digital transformations. Ali public institutions, 
private or official orgardzations that realize these transformations 
have become a branch of the digital world (Şahinaslan & Şahi- 
naslan, 2018, p. 423). Digitalization directs companies to change 
and manage this change to the conditions of the age.

The concept of digitalization is affecting ali sectors with its 
increasingly popular effect. In this respect, unique digitization 
methods can be found in every industry. In general, digitization 
refers to becoming computer-based. Because of this, many pro­
cesses performed with computer hardware and software can be 
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overlooked by digitization. Other concepts are proposed from 
this point of view: Industry 4.0. In Industry 4.0, many hardware 
and software transformations for the dehumanization of facto- 
ries and artificıal intelligence and autonomous robots to work 
with the dark factory model within the factory are expressed.

In this private space, which lies outside the social sphere, the 
individual freely decide where, whenz and how to communicate 
with other people. Their criteria and value judgments govern the 
dominance of individuals in this area. This situation, i.e., the dif- 
ferentiation of the understanding of privacy from one individual 
to the next, further blurs the boundaries of privacy (Uğurlu, 2018, 
p. 258). Privacy is a concept brought to the fore by the reality of 
the individual, sociocultural, economic, and political develop- 
ments, along with 19th-century enlightenment philosophy and 
modern understanding of science (Yılmaz, 2012, p. 249). In addi- 
tion to philosophy and law, the concept of privacy has changed 
över time, society and culture. The idea of privacy has been, and 
continues to be, widely debated with individuals' widespread 
use of the internet and, primarily, social media. However, pri­
vacy debates are raging across generations because of their var- 
ying degrees of use of social media. Today, as the distinction be- 
tween private and non-private has become increasingly uncer- 
tain, it has become more difficult for people to define their pri­
vacy boundaries. People who use social media intensively are 
not afraid to share topics, information, and images that many 
people consider private in these media.

Privacy is a fundamental human right. It forms the basis for 
rights such as freedom of association and freedom of expression 
that support human dignity. The concept of privacy is an essen- 
tially modern human right. Then again, privacy is one of the 
most challenging concepts to define of ali human rights. Alt- 
hough definitions of privacy differ in many contexts, widespread 
reports of privacy in law focus on physical, regional, information 
and communications privacy. As a concept, privacy refers to a 
realm in which people can be alone, think, act, and decide what 
boundaries they set for relationships and communication with 

145



Mehmet Karanfiloğlu

others (Yüksel, 2003, p. 182). In this context, the right to privacy 
can be understood as the right of individuals to determine the 
extent to which they share their living space with others.

The tecimi ques and ana Jy sis that ha ve emerged with big data 
applications show that traditional methods of protecting the pri­
vacy of individuals will no longer be effective. In this direction, 
many countries are developing laws and regulations regarding 
data protection and confidentiality. These privacy laws focus on 
individual consent and the collection of personal information, 
However, that is no longer enough these days. Because individ­
ual assistance in collecting personal information is provided dur- 
ing data collection, much of the information used in online pro- 
cedures may contain important notices for individuals while not 
linked to personal information. At this point, personal data may 
be obtained, consistent with the interpretation of the data col- 
lected, through methods such as recording online behavior and 
keeping log records (Tan & Pivot, 2015, p. 860). This situation 
raises concerns about the protection of privacy. A closer exami- 
nation of the literatüre reveals the privacy concerns of individu­
als. Several studies have examined the lack of knowledge about 
the subject, and the thought that individuals do not have control 
increase privacy concerns (Dinev & Hart, 2005; Dwyer, Hiltz, & 
Passerini, 2007; Goettke & Christiana, 2007; Miltgen, 2009; Rid- 
ley-Siegert, 2015; Tan & Pivot, 2015). The students are further an- 
alyzed in studies on the topic. In related research, while students' 
awareness of privacy concerns and Facebook usage is high, and 
they are aware of the potential consequences of sharing personal 
information, they feel comfortable enough to use personal infor­
mation on these platforms (Govani & Pashley, 2014).

It is pretty surprising that online social networking studies 
challenge the common assumption that young people do not 
protect their confidential information. Research shows that 
young people employ various self-developed protective strate- 
gies in these environments. These strategies include using pseu- 
donyms and providing false information, accessing personal 
profiles, setting privacy controls, limiting friend requests, and 
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deleting tags and photos (Boyd & Hargittai, 2010; Miltgen & 
Peyrat-Guillard, 2014; Young & Quan-Haase, 2013).

The fact that data become personal data or represents a spe- 
cific person can only be unavoidable during data processing. 
Processing of personal data includes processes such as collecting, 
recording, editing, adapting, transforming, using, explaining, 
combining, and deleting data (Kaya, 2011). According to the Or- 
ganization for Economic Co-operation and Development 
(OECD), the principles to be considered in the protection and 
processing of personal data, published in 1980 and updated in 
2013, are (2013):

• Irritability
• Quality
• Purpose Specificity
• Usage Limitation
• Security
• Openness
• Consent of the Individual
• Accountability
Although the protection of personal data is a topic that has 

been studied for a long time, with the rapid development of tech­
nology, the topic has started to be interpreted from different per- 
spectives by changing its dimension. Personal data protection has 
gained international importance due to global dala movements 
and traffic betvveen countries (Akıncı, 2017, p. 2). In addition, ef- 
forts by countries to bring their legal infrastructures into line with 
technological developments have increased in recent years.

In the processes experienced, the existence of individual and 
societal defense mechanisms against threats to personal data 
gains in value. The protection of personal data is fundamental to 
the right to respect for private and family life. Personal data pro­
tection is interpreted in international documents with data pro­
tection regulations. Confidentiality, the confidentiality of private 
life, and international laws regarding personal data are moni- 
toıed as follows:
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First, we see that Article 12 of the United Nations Universal Dec- 
laration of Humarı Rights was issued in 1949. Article 17 of the 
United Nations Covenant on Personal and Political Rights was also 
regulated in 1966 as a right to privacy. The OECD published the 
text titled "Guiding Principles on the Protection of Privacy and Trans- 
boundary Data Flow” in 1980. The other is defined in Article 8 of 
the Council of Europe's European Convention on Human Rights as 
the right to respect for private and family life. The European Union 
Directive No. 95/46 on the protection of natural persons with re- 
gard to the processing of personal data and on the free move- 
ment of such data guarantees the same protection of personal 
data in every member country. Finally, the European Parliament 
passed the General Data Protection Regulation (GDPR) on April 
14, 2016, (Eroğlu, 2018, p. 135).

In addition, there are some other regulations in Turkey, 
which can be summarized as follows: Articles 20,21 and 22 of the 
Turkish Constitution regulate the title of 'Privacy and Protection of 
Private Life.” Article 24 of the "Turkish Civil Code” contains regula­
tions regarding the right to privacy. The 21st Article of the "Ac- 
quisition of information Law" regulates privacy-related matters. 
Articles 10, 125, 134, 135, 136, 137 and 280 of the "Turkish Penal 
Code” contain privacy regulations. In 2016, the law study on the 
subject was completed. "Personal Data Protection Law No. 6698” 
was published in the Official Gazette dated 7 April 2016, num- 
bered 29677 and entered into force (Eroğlu, 2018, p. 135).

Digital Public Relations Practices and Privacy
The view of PR as a profession aligns with the 1900s. Alt­

hough the activities of Phineas Taylor Barnum previously for- 
med the basis of public relations, it flourished in 1906, owing to 
Ivy Ledbetter Lee, a journalist, and advisor of John Davison 
Rockefeller (Tortop, 1993, p. 13-14). In 1916, he founded his first 
PR office, and in this agency, he used truthful cornmunication as 
a public relations method. In this direction, the agency used "Ac- 
curacy, Authenticity and Interest" as its slogan (Turney, 2015).
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Another crıtical name was Edwards Bernays in 1913. Bernays' 
most significant job was to increase public support for the United 
States Administration's entry into World War I (Şen, 2012, p. 67). 
Över time it has developed and changed professionally in PR. 
According to Grunig and Hunt (1984), public relations practices 
can be examined in four different models: Press agentry/public- 
ity (1850-1900), public information (1900-1920), two-way asym- 
metrical communication (1920 and later), two-way symmetrical 
communication (the late 1960s and after 1970).

As in other areas, pacing with the latest technology world is 
also an essenlial topic in PR. The internet has enormous potential 
for PR and other communication disciplines and has become a 
strategic tool for PR departments. PR professionals can leverage 
the wired global village for instant, engaging, and persuasive com- 
munications. Generally speaking, while traditional public rela­
tions practices persist today, the internet brings new tools and con- 
veniences to the public relations field. PR practices in the digital 
environment represent a communication opportunity (Petrovici, 
2014, p. 80). In other words, digital public relations is the manage- 
ment of communication betvveen an organization and its stake- 
holder, target group, target audience, and the public through in­
ternet applications. In addition, digital public relations is the state 
of the art of PR in digital media (Sönmez, 2020, p. 188).

The historical development of PR has significantly influenced 
the design of today's modern and digital approaches. Today, the 
Public Relations Association of America (PRSA) defines the term 
as a strategic communication process that builds mutually bene- 
ficial relationships betweeıı organizations and their public 
(PRSSA, 2022). Due to the digital transformation, technological 
developments have led to an increase and spread of production; 
Changing the balance between supply and demand in the oppo- 
site direction has played a role in the emergence of the latest in­
formation economy and the path leading to PR digital outreach. 
Digital transformation affects ali sectors, including public rela­
tions. The increase in the value of information, the replacement 
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of personal computers with smartphones, the shift to phone ap­
plications instead of programs, and the rise of new media plat- 
forms have ali led to the emergence of digital data. Companies 
with intellectual and property rights to the new generation of 
digital products, where production has left technology and in­
formation to their own devices, have experienced a profound 
change in the entire business world (Ljungqvist & Wilhelm-Jr, 
2003) that has led to the accumulation of data in heaps and the 
developments called Big Data.

The process of converting big data, confidential and raw data 
groups into helpful information and then analyzing it is done au- 
tomatically with programs and techrıiques and offers benefits in 
many areas based on the authority the technology confers (Taşçı 
& Şamlı, 2020, p. 89). This data is growing, and much vital infor­
mation for companies is embedded in the resulting mountains of 
data. The economic value of significant data inereases when it is 
made meaningful with current processing techniques such as sta- 
tistics, data mining, artificial intelligence, machine learning, and 
deep learning. Acting on this data has become a necessity for PR.

Thanks to this data, organizations; can identify the wants, 
needs and expectations of their target groups through research 
and produce different products, services and experiences of their 
competitors. While PR professionals listen to the wants and 
needs of audiences and individuals, their digital expectations 
must also be considered. Ultimately, it is crucial for organiza­
tions to meet these PR expectations on the road to reputation 
(Barnett, Jermier, & Lafferty, 2006). By reinforcing the perception 
that institutions provide value, corporate reputation has at- 
tracted various academic disciplines' attention and has inereas- 
ingly become focused (Chun, 2005; Gotsi & Wilson, 2001).

The work and tasks of PR agencies and experts are inereasing 
and diversifying with the new generation, digital applications, 
and business understandings. Nowadays, in PR there are activities 
aimed at informing the public about a company's products, ser­
vices and activities, changing attitudes and behavior, raising 

150



Privacy in the Digital Age

awareness and creating selective perception, in addition to some 
basic company actions like the uphold the company's exis tence, 
corporate culture and philosophy. Implementation of printed, vis- 
ual and digital activities to characterize and fulfill ali types of ac­
tivities, creating a trusted brand, proceeding with the marketing 
public relations activities and social media management in line 
with the expectations of target groups and stakeholders, in accord- 
ance with the company's goals, vision and mission are some of the 
recent PR assignments (Newsom, Türk & Kruckeberg, 2012).

Defining and maintaining processes based on the information 
and digital applications for digital public relations studies has be- 
come essential to PR processes. individuals, who are the target 
audience of PR agencies and the companies they ser ve, are no 
ionger passive in the cornmunication established with them by 
the institutions; they are not only the crowd who receive the mes- 
sages sent and act accordingly. They have become sources that 
follow ali kinds of data and produce their data. With web 2.0 
technology, individuals have become able to interact with insti­
tutions through smartphone applications, and institutions' repu- 
tations are built on sensitive ground, on much more diverse is- 
sues and individuals who may take immediate action.

At the same time, these people use digital cornmunication 
channels to obtain more information about products and services 
than is provided. Additionally, the businesses that individuals 
may reach not only know what type of product or service they 
are responding to what needs; Based on the technical infor­
mation, comparative comments, likes and complaints about the 
products, how well they satisfy other consumers and whether 
they engage in legal or unethical activities.

In the new digital universe, the fact that individuals can 
swıtch digital services and products very quickly means that 
they can easily switch from one product and service to another, 
adding new dimensions to the selection criteria for comparable 
products and services (Whitten & Leidner, 2006). This situation 
requires that institutions need more digital public relations 
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practices. Due to the nature of PR, as the crowds change, there is 
a need for the use of new tools. Therefore, the earlier and faster 
institutions implement ne w communication technologies, the 
greater their competitive advantage (Özpmar, 2021).

Though, the digital transformation brings the amount of data 
produced to step values that cannot be expressed with numbers 
knovvn at the standard level. Instead of numbers, the quantities are 
difficult to understand because of the zeros in them. According to 
the calculations, an average of 2.5 quintillion data is produced 
daily. Google processes more than twenty petabytes of data daily, 
and about 3.5 billion searches are performed. Currently, as of 2020, 
there are forty-four zettabytes of data (Vuleta, 2021).

Cyber-physical systems, autonomous robots, three dimensions 
(3D) printers, artificial intelligence, big data, the internet of things 
(IoT), wearable technologies, augmented virtual reality technolo- 
gies, metaverse and other online platforms öpen the doors for new 
PR applications, and this leads to more data production and con- 
sumption. This large amount of data created and consumed has 
become too large to be managed with traditional internal data 
storage and processing systems, and requires specialized hard- 
ware, software, and processes to store and manage it. According 
to data from 2020, data production was more than 118.8 zetta­
bytes, and it showed that users store this data at a rate of two per- 
cent. However, by 2025, the amount of data produced is expected 
to reach 180 zettabytes, and the data storage business is expected 
to grow by 19.2 percent (Petrov, 2022). These modern technologies 
listed above are fundamental for organizations, individuals, busi- 
nesses, communities, and governments as they have started to be 
at the çenter of any digital transformation (Manyika, et al., 2011).

Both the regulations on the protection of personal data and 
the preferences of individuals, cyber security approaches, pro- 
ducing information from data, using big data in PR processes, 
"generating knowledge from big data is a demanding, complex 
process" (Wiencierz & Röttger, 2019) optimizing ali these chan- 
ges and requirements, and ensuring that it is ergonomic and 
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usable for ali stakeholders in the ecosystem is a challenging and 
complex process. Data from PR and corporate cornmunication 
agencies, internal cornmunication data and feedback from the 
company's cornmunication channels, publicly shared data, and 
PR data derived from events and sponsorships.

This data can also be incorporated into many digital public 
relations applications. Additionally, user information, referred 
to as a digital footprint in digital public relations, may consist of 
content such as social media statistics that may directly concern 
PR specialists (Wright & Hinson, 2008). In addition to this data, 
there is data from the company's cornmunication channels (first- 
party), competitors1 marketing and advertising activities (sec- 
ond-party), and social media (third-party) (Weiner & Kochhar, 
2016, p. 8). This data can be used to analyze audience belıavior 
and preferences. Studies can be conducted to change user know- 
ledge, attitudes, and behavior in digital public relations and to 
raise awareness of corporate social responsibility activities, crisis 
management, image management, reputation management, and 
social media management. This data can be used to develop dig­
ital PR strategies in the field. In general, the tools used in digital 
outreach are listed as follows (Tanyıldızı, 2021, p. 52-75):

• Wikis
• Blogs and corporate blogs
• Microblogs
• Forums
• Social bookmarks
• Podcasting
• Social networks:

o Facebook
o Twitter
o Instagram
o Linkedln 
o YouTube

• Corporate websites
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A strategic digital public relations application may be real- 
ized by disclosing the statistical data, correlations, or trends cre- 
ated from the traces lef t by the users in digital public relations 
studies (Stacks, 2016).

As can be seen, when PR is considered from the perspective 
of digital transformation, data emerges as the number one ele­
ment. While performing digital transformation in an environ- 
ment where such data is produced, data privacy and security 
have likewise become essential concepts. Regardless of the sub- 
ject, users have become more conscious and sensitive about pro- 
tecting their data in the digital environment. As with the actions 
conducted on social media, digital public relations applications 
try to collect data in the background. This data and its use; policy 
changes in the organization's strategy determination and activi- 
ties are effective on significant financial results such as market 
share for organizations.

In 2021, the WhatsApp instant communication application op­
era ting under Meta (Formerly Facebook) artnounced that it would 
adjust the data processing policies, and its users reacted to this 
(Wijoyo, Limakrisna & Suryanti, 2021). Meanwhile, security-re- 
lated problems and information leaks may leave institutions in a 
challenging situation. An example is a hacking attack that Apple 
expericnced in the iCloud service in 2014 and the subsequent leak- 
ing of privileged information (Kovach, 2014). Data usage compar- 
isons later with alternative applications revealed the importance 
of long-lasting differences in perspective and personal data secu­
rity (Sindermann, Lachmann, Elhai & Montag, 2021).

With these processes, the concept of data governance is also 
evolving, which includes storing, protecting, viewing, using, 
modifying and processing data obtained only from the owner 
and authorized parties, and many studies have been conducted 
on the subject (Khatri & Brown, 2010). Based on these studies, the 
privacy issue is a critical topic of discussion.

The issue of data protection can be one of the topics of discus­
sion in relation to digital public relations. Apart from unlimited 
storage of information using Internet technologies, the features 
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of some applications violate users' privacy. The software devel- 
oped is offered for use with backdoors so ihat future problems 
can be solved more easily. These backdoors not only interfere 
wıth the application but also allow users' movements within the 
application to be viewed (Öztekin & Öztekin, 2010, p. 536). While 
applications developed for free make everyday life easier for us­
ers, they create themselves a database with the information en- 
tered during registration and access to the content on the phone. 
Surveillance and privacy are two related phenomena. When pri­
vacy is vıolated, there must be an act of surveillance. Although 
data breaches have been critical in surveillance from ancient 
times to the present day, the structure of surveillance has 
changed in tandem with developments in business, information, 
and, most importantly, technology. This change has brought a 
different meaning and perspective to the violation of restricted 
areas. Today, the sense of surveillance and control has increased, 
and modern people have started to have less privacy (Langen- 
derfer & Miyazaki, 2009, p. 381).

Sharing based on user claims in digital environments can allow 
data to spread unchecked. While making this data public makes it 
copyable or usable, it can simply pose serious legal problems. In- 
dividuals may knowingly or unknowingly collect personal infor­
mation through digital platforms. A study conducted at the Uni- 
versity of North Carolina found that 96.2% of teens disclosed their 
birthday, 83.2% their relationshîp status, 74.7% their political 
views, and 16.4% their celi phone number (Tüfekçi, 2008, p. 23). 
Although the data shared with other users may seem harmless, 
websites ask for information such as date of birth or mobile phone 
to change passwords; There are severe problems with virtual 
cheating. İndividuals may face negative consequences related to 
cyberbullying as a result of this information.

CONCLUSION
The topic of data protection is becoming increasingly im- 

portant alongside the topic of data security. Data protection is an 
issue that is particularly important for both individuals and insti- 
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tutions and must be taken seriously. Technological developments 
that are the resul t of Big Data and other digitization are leading to 
enormous increases in data production worldwide. It is about the 
security and protection of the storage, processing and evaluation 
of this data for various purposes related to data security.

As in other professions, PR has acquired a digital form in 
which the internet and its applications are used to get its share of 
digitization. The presence of the masses in the ne w media in­
creases data production and enables the realization of digital ap­
plications in public relations. PR specialists will hardly have 
competent people to manage these applications via digital plat- 
forms. It is undeniable that in the future there will be a need for 
PR specialists who are experts in digital predisposition and data 
security. Because in a world where cyber wars are gaining mo- 
mentum, caution against situations that could throw institutions 
into trouble in both legal and practical areas is a crucial issue for 
both organizations and PR professionals.

This study discusses the topic of data security in the context 
of cybersecurity from a PR perspective and in relation to data 
protection. There is a need for qualitative and quantitative stud- 
ies on this topic. Many studies are conducted based on this infor- 
mation. The future of practical and strategic communication 
studies is made possible by addressing digital security issues. In 
this respect, unf amili ar problems await the PR specialists of the 
future, which need to be solved with significantly more complex 
and step-by-step applications. This is something that should be 
borne in mind in future studies.
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