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INTRODUCTION

Many communication means persistence in changing both ırı- 
dividual and corporate lives. From the communication perspec- 
tive, utilizing these tools is vital regarding the tools' diversity and 
users. However, this diversification in information communica
tion technologies likewise creates tremendous data production. 
These data, produced in massive quantities, are circulated in the 
internet universe uncontrollably, driving info and data security- 
sensitive. When considered from a communicative point of view, 
digital literacy emerges from applying basic security steps for the 
privacy and protection of this data digital literacy guides in using 
these media tools and shows how to use these tools more safely. 
Therefore, accurate reading and proper use of digital media tools 
emerge as essential elements in data security, communication 
process continuity, and cybercrime prevention. This chapter 
aims to reveal these concepts, relations, and concerns about how 
communicative activities shall be overseen by assembling se- 
curer data usage from the digital literacy perspective.

Althouglı the digitalization process has become noticeable in 
the last few years, a process in the 1960s shall be mentioned; in
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this process, many philosophers and theorists have focused on 
this issue and discussed some consequences. The world has be- 
come globally interconnected; Dijk claims developing countries 
have converted to a network society with the rapid spread of sat- 
ellite television, mobile phones, and the internet and defines the 
21st century as the "age of networks" (Dijk, 2016, p. 13).

The time when increasing data production with technology is 
widespread is named the post-industrial information society 
(Daniel Beli), information society (Alvin Toffler), global village 
(Marshall McLuhan), and some technologies produce and rap- 
idly disseminate information as advanced technology. Castells 
points to this structure in conceptualizing the post-industrial in
formation and network society. As the most effective means of 
transmission, the internet is the system that establishes a link be- 
tween the network society and the information society. Transi- 
tioning from the industrial society to the information age, Cas
tells states that new communication technologies accelerate glob- 
alization with fast and simultaneous communication by elimi- 
nating space. According to Castells, power relations are the basis 
of society in which power is used through networks. Accord- 
ingly, he discusses four different forms of power under social 
and technological conditions (Castells, 2011, p. 773):

1. Networking Power
2. Network Power
3. Networked Power
4. Network-making Power
For its part, the ability to understand, interpret and reproduce 

incoming information is related to literacy. While the process of 
understanding information brings the concept of literacy to the 
agenda, it is evident that many types of literacy gain paramountcy 
today; however, digital literacy is at the forefront of digital trans- 
formation and its benefits. The concept of digital literacy explains 
the competence of using tools so that the individual may search 
for and find accurate, reliable, scientific information sources.
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Furthermore, individuals may analyze and synthesize the ac- 
quired information and their ability to think critically through net- 
work devices such as smartphones, tablets, laptops, and desktop 
computers. It includes finding, understanding, analyzing, produc- 
ing, and sharing information. Technoiogy and the new communi
cation tools very popular in today's society are the actors of a par- 
allel world living with humanity (Artut, 2014, p. 12).

It is not possible to discuss a single type of literacy today; the 
concept of literacy is increasingly referred to as digital literacy, 
media literacy, technoiogy literacy, health literacy, internet liter
acy, risk literacy, computer literacy, environmental literacy, eco- 
nomic literacy, legal literacy, cultural literacy, intercultural liter
acy, political literacy. In addition, many other types of literacy 
have been popularized recently, such as consumer literacy, criti- 
cal literacy, moral literacy, civic literacy, and web literacy 
(Kurbanoğlu, 2010, p. 739).

This study discusses digital literacy and other related literacy 
types as well as privacy and data security from a communication 
perspective.

The Future of Communication and Digital Literacy

As technoiogy develops, the subject of communication be- 
comes increasingly central; by digitalization, the consequence of 
communication has become mor e comprehensible tlıaıı ever 
afore. Notwithstanding, some skills have lustered as humanity 
recenter; due to the rapid change and technological transfor- 
mation, the skills that individuals need to acquire have under- 
gone a significant difference compared to the last century (Ala- 
Mutka, 2011; Dede, 2010). These skills are believed to contain 
much information about what may happen in the future in com
munication; along with the changing skills, there has been a shift 
in the perception of traditional literacy defined in the middle of 
the 20th century, and alternative and contemporary literacy con- 
cepts have been replaced (Condy, Chigona, Gachago, & Ivala, 
2012).
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Literacy status indicates how many individuals have these 
skills, and having sufficient knowledge in terms of literacy 
brings along the ability to use communication technologies effec- 
tively and strategically. Previously, the definition of the tradi- 
tional literacy concept and the primary purpose of non-formal 
education systems was to equip students with reading and writ- 
ing skills in their mother tongue; this purpose began to be ques- 
tioned in the middle of the 20th century (Kurt, Orhan, Yaman, 
Solak, & Türkan, 2014). When it comes to literacy, much more 
complex processes are on the list, conversely, many types of it 
are noted to define literacy more accurately.

With the emergence of digitalization since the 1960s, many 
concepts have emerged, such as computer literacy, digital literacy, 
information literacy, technology literacy, and information and 
communication technologies literacy, which are based on vari- 
ous cognitive, affective, and psychomotor competencies, espe- 
cially technology and literacy skills (Leaning, 2019). In the 2010s, 
we encounter the concept of digital literacy with the increasing 
level of technological maturity and the effect of digital transfer- 
mation along with other global factors. Eshet-Alkalai (2004) pro- 
vides a conceptual framework that defines digital literacy as a 
compilation of five diverse types of literacy: photo-visual, repro- 
ductive, information, branched, and socio-emotional literacy. 
Nonetheless, when digital literacy is mentioned, some other con
cepts should be known; computer literacy, technology literacy, 
and media literacy. These three definitions of literacy are related 
to each other by reason of the fact that is knowing ali three shall 
be considered as completiııg a part of a triple trivet. According 
to Oliver and Towers (2000), computer literacy has long been ex- 
pressed as people's predisposition to their ability to use comput
er s and information technologies by the definition of media lit
eracy made by Aufderheide (1993). Accordingly, media literacy is 
defined as an individual's ability to decipher printed and elec- 
tronic media tools, evaluate the data there, analyze these data, 
and produce data suitable for these media organs. Technology 
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literacy, in other respects, has been a catalyst that includes hu- 
man cognitive and psychomotor skills for the last ten years 
(Crowe, 2006). According to another def ini tion, it is a way of 
thinking about how technology may become a tool to solve any 
problem (Herman, Maknun, Barhana, & Mardiana, 2019). Tech
nology literacy is used, managed, evaluated, and understood by 
technology (ITEEA, 2000).

With the use of digital language in ali communication tech
nologies, there are three essentiai features of new media technol
ogies that enroll personal lives: interaction, demassification, and 
asynchrony (Rogers, 2003). From this point of view, it is possible 
to make some predictions about digital literacy; however, there 
are many uncertainties in the definition of digital literacy (Eshet- 
Alkalai, 2004; Bawden, 2008). Forasmuch as the question of what 
digital components are may differentiate the meanings. Experts 
(Eshet-Alkalai & Amichai-Hamburger, 2004; Bavvden, 2008) rec- 
ommend many digital literacy components (Ferdana, Yani, Ju- 
madi, & Rosana, 2019). In this context, it is possible to consider 
digital literacy from various aspects.

Alkalai and Hamburger (2004) define digital literacy as 
photo-visual, reproduction, branching, information, and socio- 
emotional skills. Honan (2008) states that these skills; that break- 
ing the code of texts is defined as participating in the meaning of 
the texts using the texts functionally, critically analyzing, and 
transforming the texts. Hague and Payton (2010, p. 19) define 
digital literacy more comprehensively with eight skill areas: 
functional skills, creativity, critical thinking and evaluation, cul- 
tural and social understanding, collaboration, finding and select- 
ing information, effective communication, and e-safety. Hobbs, 
on the other side, approaches the subject from another angle. 
Hobbs (2010, p. 7) mentions that digital and media literacy must 
be combined, and education must be given in schools. Based on 
this, individuals who have media and digital literacy skills; are 
people who may access and share information through research, 
evaluate and analyze the guality and safety of digital content, as 
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well as could create content, and apply ethical principles by act- 
ing socially (Hobbs, 2010, p. 7). According to Hobbs (2010, p. 7), 
digital literates are people who may take social action. Finally, 
Belshaw (2011, p. 206) tried determining the dimensions of digi
tal literacy skills in his thesis study. Evaluating this skill in eight 
assorted sizes. Belshaw's classification deals with the elements of 
the craft rather than the characteristics of the digital literate indi- 
vidual:

1. Cultural
2. Cognitive
3. Constructive
4. Communicative
5. Con.fident
6. Creative
7. Critical
8. Civic
JISC (Joint information Systems Committee), which likewise 

works on cyber-security, defines digital literacy as individuals 
who have the skills to live with digital technoiogy, learn and 
work in this environment. Accordingly, digital literacy encom- 
passes ali the previously mentioned technology-based literacy. 
Therefore, the framework for digital literacy is explained 
through this definition (JISC, 2014):

• Media Literacy
• Communications and Collaboration
• Career and Identity Management
• ICT (information Communication Technologies) Literacy
• Learning Skills
• Digital Scholarship
• information Literacy

Data/ information Privacy

Developments in communication and technologies dismay 
the world about security. The fact that individuals are more 
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preseni on the internet and digital platforms has led to an enor- 
mous increase in digital data. Using this data brings many con- 
veniences for both users and companies; however, it triggers 
many sensitive situations regarding data security. Data security 
requires careful use within the framework of some ethical prin- 
ciples during the collection, storage, and processing of the ob- 
tained data. Nevertheless, it is possible to deal with the issue 
within the framework of more than one dimension regarding 
data security. İn this sense, there are dimensions of security, such 
as database security, communication network security, commu- 
nication systems security, and access security, within the scope 
of ensuring personal data security (Şimşek, 2008, p. 85).

Databases are data sets that consist of the traces that individu
als leave behind while browsing the Internet. Thanks to these 
sets, it becomes feasible to produce meaningful information. 
Without databases, companies cannot perform tasks such as es- 
timation and measurement; however, this information may be 
sensitive information that may be considered personal and pro- 
tected by law. Therefore, the security of databases is regarded as 
the first dimension. In the second and third stages, there are com
munication networks and systems where this data is obtained 
and used.- Their safety is considered at least as important as pri- 
mary çare.

Consequently, deciding which data is sensitive at this stage is 
necessary. In this context, it is possible to divide the data into sen
sitive and non-sensitive data (Küzeci, 2010). Different persons may 
obtain sensitive data, and due to the nature of such data, it may 
cause the related persons to be victimized, offended, and discrim- 
inated against in different situations (Gündüz, 2022, p. 32). It is 
possible to cali the remaining data as non-sensitive data.

Data security requires the protection of both types of infor
mation. Various platforms and institutions have -set specific 
standards and principles to ensure data security. There are per
sonal data security regulations at the international level, such as 
the United Nations, the European Court of Human Rights, the 
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Council of Europe, the Organization for Economic Co-operation 
and Development (OECD), the Universal Declaration of Hum an 
Rights (UDHR), and the European Union. Apart from interna- 
tional regulations, there are some accepted principles in data se
curity. According to Gündüz, those may be listed as follows 
(2022, p. 30):

1. Critical and sensitive data should be prevented from being 
obtained unintentionally by unauthorized persons, and a 
guarantee of accessibility should be ensured only by those 
authorized to access it (Confidentiality).

2. Modification and deletion of data by persons other than 
the owner or authorized person should be prevented (In- 
tegrity).

3. The data or the systems in which the data is processed 
must be ready to be used continuously and work uninter- 
ruptedly (Availability).

4. The data owner's or authorized person’s identity requires 
authentica tion (Authentication).

As can be seen, the issue of data security is susceptible and is 
given importance by many International institutions and organ- 
izations. In Turkey, the security of personal data is fundamental 
at the national level, and limits have been determined within the 
scope of the Personal Data Protection Law (known as KVKK in 
Turkish}. However, although data security is considered essential 
by by-laws, conventions, and international institutions, the per- 
ception of privacy in data security is getting more sensitive daily.

The penetration of technology into ali areas of life with intel- 
ligent devices, and the new media opportunities such as social 
media affecting increased users, raise the issues of surveillance 
and privacy- Sharing has become more widespread, bringing so
cial media to the fore. Risks related to data and privacy security 
on social media platforms are always possible.

Although it may seem harmless and leisurely for users, social 
media has a high history of privacy and data security issues. De- 
spite these benefits, the concerns and discussions about security 
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and privacy issues in the social media environment never fail 
from the agenda (Patel, 2017, p. 836). For instance, on Facebook, 
in June 2013, due to an error, the e-mail addresses and phone 
numbers of approximately six million members were accessed 
without being requested (Newcomb, 2018). Another example, 
most notably, is the "Cambridge Analytica (data) scandal." It is 
the event that the personally identifiab’le information of millions 
of Facebook users (approximately fifty million) is collected by 
Cambridge Analytica, and the data obtained is used to influence 
the opinion of the voters on behalf of some politicians. Brittnay, 
former director of Cambridge Analytica after Wiley Kaiser, used 
expressions that people may change their minds with their 
method, After the data of the people called "persuasive" while 
targeting, this data allows them to vote by bombarding them 
with blogs, articles, and videos to change their behavior (Nou- 
jaim & Amer, 2019).

When it comes to social media, individuals need to be more 
careful wlıen using these platforms. Because of ne w media op- 
portunities, especially in social media, individuals may encoun- 
ter difficulties such as inappropriate content, internet addiction, 
adverse effects, virtual fraud, identity theft, harassment, and 
cyberbullying (Altun, et al., 2018, p. 41-43). Hence, during the 
profile creation process on social networking sites, name, home 
address, e-mail address, and other confidential information are 
requested. Because of this information, there is no need to doubt 
that unknown and unwanted malicıous persons may present 
various dangers (Chewae, Hayikader, Haşan, & İbrahim, 2015, 
p. 1). If personal information is not used judiciously and reliably 
on social media, the user's privacy may be attacked in numerous 
ways. Because the social media environment is closely morü- 
tored, information, documents, and images should be shared as 
little as possible. Ali of this is constantly being archived and ac- 
cumulated in the centers of social networks in the USA. The pos- 
sibility that large images are created to be used for different pur- 
poses should never be underestimated (Ceylan, Demiryürek, &
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Kandemir, 2015, p. 8). So even a single photo or video may result 
in an enemy accessing this information (Ghazinour & Ponchak, 
2017, p. 267-268).

Regarding data security, social media results are not only en- 
countered. In addition to this, especially in big data and data 
mining, the issue of data security is discussed, and the methods 
of ensuring privacy are mentioned. Data mining applications 
and mathematical analyzes should be made by considering per- 
sonal privacy (Eyüpoğlu, Aydın, Sertbaş, Zaim, & Öneş, 2017). 
Regarding confidentiality, taking security measures between the 
computer layers may be necessary, as violations cause legal re- 
sponsibilities and ethical problems. For instance, virtual barriers 
such as firewalls, secure socket layers, and transport layer secu
rity are designed to limit access to data (Eyüpoğlu, Aydın, Sert
baş, Zaim, & Öneş, 2017). To the contrary, it is tried to take 
measures for privacy by employing some additional elements. 
Organizations use a variety of de-identification methods 
(Eyüpoğlu, Aydın, Sertbaş, Zaim, & Öneş, 2017, p. 177) to ensure 
security and privacy.

Although such measures are sometimes aimed at ensuring 
privacy to a certain extent, they may likewise complicate the use 
of data. This situation may pose problems that hinder the devel- 
opment of some technologies. Therefore, the development of 
some technologies may be slower before security problems are 
overcome. Alternatively, a developing technology may be sub- 
jected to tests and procedures to overcome security barriers for a 
while. Passwords supervised access and two-factor authentica- 
tion; are technical solutions nonetheless low-level that are exten- 
sively used to ensure security and privacy when data is shared 
and aggregated in dynamic and distributed data systems. The 
more advanced technical solution is cryptography. AES and RSA 
are well-known Encryption algorithms. Recent disclosures show 
that the NSA (National Security Administration) has found ways 
to crack existing internet Encryption algorithms (Matturdi, 
Zhou, Li, & Lin, 2015; Perlroth, Larson, & Shane, 2013). Cryptog- 
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raphy is the art/science of secret writing (Karaarslan, Ergin, 
Turgut, & Kılıç, 2015). The most basic service that cryptography 
provides is encryption. Encryption converts data into a format 
(ciphertext) that only the intended recipients may read. The aim 
is to ensure confidentiality (Kaufman, Perlman, & Speciner, 
2002).

In light of ali this information, we conclude that data security 
must be ensured to ensure privacy. Problems arising from using 
data without privacy may leave individuals and companies in 
distress. Therefore, with sever al applications and changes to be 
made at both the technical and awareness level, it will be possible 
to protect privacy by providing data security awareness.

Relation of Data Security Issue with Digital Literacy and
Communication Processes

The future of communication brings us to a point where there 
will be much more complex conditions, and communication will 
inevitably be at the çenter of life. Therefore, in such a case, it 
would be helpful to combine the data security and privacy dis- 
cussed in the previous sections with the digital literacy issue in 
this section to explain the problem.

The more critical the privacy phenomenon is for people and 
companies, the more digital literacy becomes necessary to under- 
stand and realize this serious situation sustainably. Considering 
the 2İst century, which is living under information bombard- 
ment, the uncontrolled circulation of information directly threat- 
ens privacy. Whereas ali kinds of mass media, including new 
communication tools, especially the internet, have an essential 
role in transferring knowledge, they are the first source that im 
dividuals apply when they need information.

While information is power, conversely, it may become a tre- 
mendous threat when it is not used correctly. For this reason, the 
regular and controlled flow of information depends on the level 
of digital competencies and digital literacy in using technologies 
that transmit information. Media is where much information 

53



Mehmet Karanfiloğlu

may circulate due to its nature and is partially devoid of control 
and supervision; these areas are where contradictory, incorrect, 
or distorted information is found. At the point reached today, it 
is possible to circulate misinformation and fake news on ali me
dia platforms. It makes the confirmation of the information nec- 
essary. In this context, we are faced with the importance of media 
literacy.

The prodigiousness and diversity of the information in the 
media and the fact that it may be inaccurate/fake make it ardu- 
ous for the public to understand and analyze the data and sim- 
ultaneously cause discombobulation. Thus, individuals may be 
manipulated in the information flow they are exposed to, be- 
come irate, and ineluctably experience situations that aliment the 
lynching culture.

In the period where digital transformation is proceeding; 
therefore, in such a period, literacy such as digital, media, and 
technoiogy has become necessary for individuals, and infor
mation and communication are essential in terms of improving 
the daily needs of individuals and accessing the information they 
need in order to use their full potential (Horton, 2008). Nonethe- 
less, the reliability of the information is possible with the correct 
use of information access tools. Otherwise, this situation may 
lead to some undesirable or criminal cases.

According to the Cost of Cybercrime Study (Ponemon-Insti- 
tute, 2016), the cost of cybercrime for US organizations is 17.36 
million dollars on average, 8.39 million dollars for organizations 
in Japan, and 7.84 million dollars for those in Germany. Security 
breaches may further affect end users. In some cases, FBI data 
becomes remarkable when this situation is reflected as a com- 
plaint. In 2015, the FBI received 288,012 complaints regarding cy
bercrime, with more than 40% of these complaints resulting in 
monetary losses (Cain, Morgan, & Stili, 2018). As is known, 
cyber-security threats are a problem that affects not only institu- 
tions nonetheless individuals, and measures should be taken to 
prevent losses (Aslan, Aktaş, & Akbıyık, 2020).
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Taking precautions depends on making some prognostica- 
tions beforehand; categorical risks must be identified to make es- 
timations, and actions must be taken accordingly. Risk commu- 
nication, which includes disseminatıng information about ali 
types of risks and hazards, is essential to developing a rational 
understanding of risks (Reynolds & Seeger, 2005, p. 47). In con- 
trast, cyber-hygiene also draws attention as an effective solution 
besides identifying risks and managing the situation with an in- 
itiative-taking approach besides identifying risks and managing 
the situation with an initiative-taking approach, cyber-hygiene 
also draws attention as an effective solution. In the field of cyber 
security, that is, data security, the understanding of cyber-hy
giene has come to the fore recently. Although cyber-hygiene is 
critical in protecting cyber-security, it should not be seeıı as syn- 
onymous with cyber-security. Cyber-hygiene involves establish- 
ing and maintaining healthy cyber behaviors (Vishwanath, et al., 
2020), in other words, to protect individuals' financial and social 
information against cyber-attacks, individuals need to follow the 
rules and make these behaviors a habit. As the level of awareness 
and implementation of these rules and behaviors, called cyber- 
hygiene, increases, people's protection level against possible 
cyber-security violations will increase. No doubt, this will di- 
rectly affect digital and media literacy competencies. Growing 
cyber threats make end-user computer security behavior even 
more critical because individuals consciously or unconsciously 
take action that uses cyber breaches (Bulgurcu, Cavusoglu, & 
Benbasat, 2009). Today, with the mcreasing number of cyber- 
crimes, goverrıments, security experts, and decision-makers 
want individuals to give more importance to the issue of cyber- 
hygiene (Vishwanath, et al., 2020).

As indicated, the issue of data security is essential in terms of 
ensuring privacy, which is related to the level of digital literacy 
that will enable cyber-security measures to be taken. Therefore, 
increasing information contamination with the centralizatioıı of 
communication, media reading habits gaining importance, being 
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unaffected by fake news, and overcoming the dıfficulties experi- 
eııced in the virtual world, such as cyberbullying, can be possible 
by increasing digital literacy. Many platforms and systems often 
have security options that may be set and changed; nonetheless, 
end users often do not understand these options and know how 
to find and use them (Furnell, 2005).

CONCLUSION

The increasing number of communication technologies af- 
fects both individuals and businesses. Technological develop- 
ments such as smartphones, tablets, laptop computers, wearable 
technologies, cyber-physical systems, autonomous robots, aug- 
mented reality technologies, and artificial intelligence, which are 
new every day, deepen digital transformation and accomplish 
more efficacious than the previous day. With the COVID-19 pan- 
demic, which was experienced very soon and whose effect is stili 
persistent, large masses have rapidly adopted digital transfor
mation with its much more profound impact.

These possibilities, tremendous developments for the field of 
communication, on the one hand, have a say in the transition of 
humanity to the next stage; on the other hand, they have some 
systemic and human openings capable of shaking people to the 
deepest. With the increasing technological possibilities, more 
data production may pave the way for cybercrimes that expose 
and disclose the most private ones rather than their benefits and 
harm to individuals. increasing numbers of misinformation ac- 
tivities confuse individuals and make it difficult to distinguish 
truth from delusiveness.

Information circulating uncontrolled similarly enhances the 
possibility of personal data falling into the hands of mahvare and 
individuals. While data security is under threat, we observe that 
what may be done about cyber-security is diversified. At the 
point of protection, storage, and processing of sensitive and non- 
sensitive data, it is necessary to act together with some legal reg- 
ulations and software, systematic and practical applications.
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However, the increase in digital literacy comes to the fore re- 
garding providing cyber-security and data security. Digital liter
acy teaches us how to use these media tools. In parallel with this, 
it shows how w e may use these tools more safely. Therefore, 
from the perspective of communicatiorı, one of the vital future 
discussion topics is the necessity of reading and using digital me
dia tools correctly. Continuity of data security and communica- 
tion processes is an essential element that will prevent cyber- 
crimes.
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