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Abstract:
Studies on cybercrime and cybersecurity have expanded in both scope and breadth in recent years. This study offers a bibliometric 
review of research trends in cybercrime and cybersecurity over the past 26 years (1995-2021) based on Web of Science core collection 
database. Specifically, we examine the growth of scholarship and the expanded scope of subject categories and relevant journals. We 
also analyze the research collaboration network based on authors’ affiliated institutions and countries. Finally, we identify major top-
ics within the fields, how each topic relates to – and diverges from – one another, and their evolution over time. Overall, we illustrate 
the scientific landscape of cybercrime and cybersecurity scholarship by quantitatively synthesizing major components of existing lit-
erature. This study offers actionable insights to help researchers identify key research resources, establish/expand collaboration net-
works, and investigate emerging research topics in this increasingly important domain in criminology and criminal justice.

Introduction

 Technological advances have brought significant improvements for society, but they have also gener-
ated new criminal opportunities (Kubic, 2001; Rebovich & Byrne, 2022). Cybercrime and cybersecurity is-
sues have increased exponentially in recent years, leading to the formation of a new line of scientific inquiry 
(Bossler & Berenblum, 2019; Herath et al., 2022). Given that cybercrime and cybersecurity contain both hu-
man and technological dimensions, researchers in these areas need to take an interdisciplinary approach; 
unfortunately, literature in these areas is very limited and compartmented. Social scientists – primari-
ly criminologists – most often examine the prevalence and dynamics of cybercrime by applying and testing 
traditional criminological theories. Conversely, computational scientists – predominately computer scien-
tists – explore myriad topics in cybercrime and cybersecurity research, but they have traditionally focused 
on technical aspects of these areas (Brands & Van Doorn, 2022).

 For both novice and established researchers in the fields, a holistic understanding of the scientific land-
scape is needed to chart future research.  It provides potential synergies between social scientists and com-
putational scientists by testing theory using computational modeling. This process also sets a foundation 
for future collaborative and interdisciplinary research. The current study utilizes a bibliometric method to 
examine global trends of cybercrime and cybersecurity research in the past 26 years. Bibliometrics presents 
a great advantage in synthesizing scientific activity in a domain as it offers a transparent, systematic, and
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and reproducible process (Li et al., 2017; Wu et al., 2022).

 The purpose of this study is to examine multiple aspects of this scientific landscape, including the state 
of existing research, major citations, research collaboration networks, as well as popular themes and emerg-
ing topics based on a review based on Web of Science core collection database. Web of Science is the oldest, 
most popular and respected research database in the world (Birkle et al. 2020). More specifically, we first 
examine the general trend of publications over time and the productivity of scholarly works across coun-
tries, institutions, journals, and subject categories. It offers researchers – in particular, those new to the 
fields – a starting point via which to explore key research resources and directions. We then visualize re-
search collaboration networks and identify the major players and clusters in international and institution-
al collaboration networks, respectively. Doing so provides researchers with guidance for establishing or ex-
panding their own collaboration networks. Researchers can also reexamine theoretical contexts for their 
future research based on the most cited works in the fields as pinpointed in this study. Finally, we identi-
fy important topics and/or subtopics within the existing cybercrime and cybersecurity literature, and ana-
lyze trends presented by these topics through comparing their popularity over time. This helps scholars not 
only understand the evolution of topics in the fields, but also proactively plan potential future research di-
rections.

Literature Review

 Cybercrime is often used as an umbrella term, encompassing a range of criminal activities that take 
place over the internet or within a computer system by taking advantage of flaws in complex information 
systems or infrastructures (Finklea & Theohary, 2012; Phillips et al., 2022). The rapid expansion of online 
business and services, financial transactions, telecommuting, and social media platforms have all contrib-
uted to unprecedented criminal opportunities in cyberspace (Ye & Leipnik, 2013; Ye et al., 2019). Direct in-
formation regarding the scope and prevalence of cybercrime remains limited (DeTardo-Bora & Bora, 2016), 
but cybersecurity market growth is anticipated to grow by 12-15% yearly through 2025 (Morgan, 2019). Cy-
bercrime and cybersecurity issues victimize individuals and organizations at all levels and are detrimental 
to privacy, personal safety, financial health, and national security (Curtis & Oxburgh, 2022). Cybercrime is 
also rapidly becoming the world’s most costly form of crime. The 2020 Internet Crime Complaint Center (IC3) 
report issued by Federal Bureau of Investigation (FBI), the lead U.S. federal agency for cybercrime investi-
gation, revealed a total loss of $4.2 billion from 791,790 complaints filed by cybercrime victims, which rep-
resented a substantial increase in the number of complaints and estimated loss as compared with the 2019 
report (FBI, 2021). The global COVID-19 pandemic worsened data breaches in workspaces as well as scams 
against individuals and organizations exploiting the situations in the pandemic (Panda Security, 2020). The 
cyberspace chaos ushered in by the pandemic culminated in high-profile ransomware attacks paralyzing 
major U.S. energy infrastructures (Wade, 2021). These far-reaching consequences of cybercrimes and secu-
rity issues suggest the urgency to understand their dynamics and improve policies in cybercrime detection, 
investigation, and more importantly, prevention (Collier et al., 2022; Gottschalk & Hamerton, 2022).

 The number of criminological studies on cybercrime has increased over the past two decades, largely 
due to the surge in cybercrime incidents. Unlike traditional crime, cybercrime has the ability to impact vir-
tual space and cause tremendous tangible and intangible damage (Jaishankar, 2007, 2015; Moneva et al., 
2022; Yar, 2005). Cybercrime was examined first as “computer-related crime” or “high technology crime” in 
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legal and social science fields (Carroll & Schrader, 1995; Coutorie, 1995). Jaishankar (2007) proposed the 
concept of cyber criminology, defined as “the study of causation of crimes that occur in the cyberspace and 
its impact in the physical space” (p.1). As a subfield of criminology, it has since entered the academic arena 
of criminal justice. Various forms of courses and degree programs in cybercrime and cybersecurity are of-
fered by criminal justice departments in U.S. higher education institutions. Most recently, cybercrime and 
cybersecurity have been seen as preferred areas of specialization in criminal justice academic job advertise-
ments. There are now several journal and book publications in the fields, including the International Jour-
nal of Cyber Criminology, devoted to the study of cybercrime through a social science lens.

 This line of inquiry by criminologists was largely pursued under the “old wine in new bottles” frame-
work (Grabosky, 2001). Researchers attempted to use traditional criminological theories to examine behav-
ioral dynamics in cyber offending and victimization. Technological evolution created more opportunities for 
people to exploit for criminal purposes. Still, cybercrime is largely considered a reflection or redirection of 
crime from physical space in virtual space, given that most crimes committed in person can be translated 
into cyberspace (Wall, 2001). Even though offenders may adjust their modi operandi to fit for cyber environ-
ments, the general criminality does not change intrinsically (Holt & Bossler, 2014). As a whole, these stud-
ies have typically demonstrated that traditional criminological theories and their components are applica-
ble in virtual environments (Taylor et al., 2019).

 These classical criminological theories revisited in cybercrime literature included, but not limited to, 
routine activities theory, self-control theory, strain theory, learning theory, and neutralization theory (Boss-
ler & Berenblum, 2019). Utilizing surveys, experiments, existing data, and ethnographies (Payne & Hadzhi-
dimova, 2020), criminologists have studied a wide range of cybercrimes, as summarized by a four-catego-
ry typology: Cyber-trespass, cyber-deception/theft, cyber-porn and obscenity, and cyberviolence (Payne & 
Hadzhidimova, 2020; Wall, 2001). Altogether, the existing criminological literature has generated valuable 
information on cyber-offending and its dynamics. It has expanded our knowledge of the prevalence of cyber-
crime and the impacts of technology on different offending behaviors (Holt & Bossler, 2014). It has also con-
cluded that no clear general theory of cybercrime can provide a universal explanation for all offenses in cy-
berspace. Instead, more empirical evidence has been found to support crime-specific theoretical approaches 
(Payne & Hadzhidimova, 2020). In a nutshell, criminologists have played an important role in shaping our 
understanding of the mechanisms, risks, and consequences of cybercrime, as well as viable preventive strat-
egies (Payne & Hadzhidimova, 2020).

 As a new subfield within criminal justice, the majority of existing cybercrime research used a “zoom 
in” approach to examine a specific type of crime by testing a particular criminological theory. Conversely, a 
“zoom out” approach and outward thinking can facilitate future research in cybercrime and cybersecurity. 
This is because research is needed to understand how the larger criminal justice system responds to cyber-
crime at all levels (Holt & Bossler, 2014). More importantly, true interdisciplinary research in cybercrime 
and cybersecurity is needed through close collaboration between computational and social scientists.

 In recent years, new theories have been proposed for explaining cybercrime due to a dissatisfaction 
with traditional theoretical frameworks. Space transition theory (Jaishankar, 2008) and irrational coping 
theory (Halder & Jaishankar, 2015) are prominent examples. Researchers have also proposed new subfields 
in cybercrime research. Cyber victimology, for instance, was introduced as “the study of forms of online vic-
timization, its impact on victims, and responses of society and systems” (Jaishankar, 2015). However, the 
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overall breadth of cybercrime and cybersecurity research by criminologists is still by and large very narrow. 
This line of inquiry needs to be expanded to embody all major components of criminal justice system, such 
as law enforcement, courts, and corrections (Holt & Bossler, 2014). The rationale for expanding such inqui-
ry is provided below.

 First, cybercrime is arguably one of the most critical challenges facing law enforcement today. The elu-
sive nature of cybercrime translates into a need for high levels of expertise in investigating cybercrime and 
security issues. Further, cybercrime and cybersecurity demand unique knowledge in law enforcement ser-
vice and management, from responding to calls for service, arrest and apprehension, investigation, to evi-
dence collection and preservation (Nodeland et al., 2019; Stambaugh et al., 2001). Explorations of these ar-
eas are very limited in existing literature, even though they are critical for guiding policy to increase police 
capabilities for handling and preventing cybercrime (Bossler & Holt, 2012). Similarly, interactions between 
cybercriminals or cyber victims and the justice process are extremely understudied (Smith et al., 2004; 
Abu-Ulbeh et al., 2021). Such information is pivotal for developing better policies for processing criminals 
and serving victims in all stages of the justice system, including prosecution, adjudication, sentencing, cor-
rections, and reentry. Therefore, there is a need to broaden the horizon of cybercrime and cybersecurity re-
search – even within the discipline of criminal justice.

 Second, cybercrime and cybersecurity are widely recognized as interdisciplinary fields, encompassing 
criminology, victimology, sociology, psychology, computer science, information management, and data sci-
ence, among others (Jaishankar, 2018). Computer scientists have acknowledged that cybercrime and cyber-
security have a pronounced human dimension, along with a technological dimension (Gordon & Ford, 2006). 
Similarly, criminologists believe that cybercrime should be addressed as an interdisciplinary topic because 
the nature of cybercrime is “a technological problem, a crime problem, a social issue, a business concern” 
(Payne & Hadzhidimova, 2020). Criminologists also realized the importance for social scientists to seek an 
effective way to collaborate with computational and technology specialists (Bossler, 2017). However, current 
cybercrime and cybersecurity research is very compartmentalized, and therefore separately conducted by 
social scientists (predominantly criminologists) and computational scientists (predominantly computer sci-
entists). On one hand, cyber criminology is still to some extent marginalized and neglected by mainstream 
criminology, and some conventional criminologists may not necessarily acknowledge cyber criminology as 
a distinct discipline. Similarly, other conventional criminologists may have no interest or expertise in tech-
nologies/methods and laws/policies related to cyber forensics and information security. Many conventional 
criminologists are “digital immigrants,”: People born before 1985 who adopted digital technology later in life 
(Prensky, 2001). In such cases, limited exposure to technology could have hindered efforts to research cy-
bercrime (Holt et al., 2015). On the other hand, computer scientists have traditionally focused little on the 
human element of cybercrime due to limited social science exposure or training. In both cases, barriers can 
be created due to the lack of a “common language” (Holt, 2017) or different epistemic values, research meth-
ods, and standards of evidence between social and computer scientists (Hofman et al., 2021). In addition, 
a practical challenge to true interdisciplinary collaboration is a lack of funding opportunities for interdis-
ciplinary teams and joint grant-seeking efforts by such teams. Internal and external grants jointly applied 
for, and secured by, social scientists and computational scientists are pivotal to warrant such collaboration. 
Only when both criminologists and computer scientists begin to embrace an outward mindset and operate 
outside their silos can they start to build a collaborative relationship. Otherwise, cybercrime and cybersecu-
rity research will continue to exist in separate silos, thus missing out on the opportunity to meaningfully in-
tegrate key insights.
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 Fortunately, there are signs that research in this area is becoming less compartmentalized. Next-gen-
eration criminologists may bring cybercrime research to new heights, as these “digital natives” – research-
ers born after the rise of digital technologies – master holistic knowledge of theory and technology (Jais-
hankar, 2010; 2018). It is also envisioned that the field of cyber criminology will become more integrated 
within conventional criminology. At the same time, computational scientists are beginning to dabble in the 
social science realm. Tapping the unprecedented amount of digital social data – particularly unstructured 
data – produced in recent years requires methods and practices derived from computer science (Edelmann 
et al., 2020). This exploration may lead to the emergence of a “computational social science” field that will 
attract both social scientists and computer scientists. While the computational revolution is still unfolding, 
research on collecting and analyzing social data and drawing funding has become more important than ever 
(Lazer et al., 2009). Altogether, this builds a solid foundation for future interdisciplinary collaboration on 
cybercrime and cybersecurity research.

 In summary, the core of cyber criminology involves the examination of offending and victimization in 
cyberspace from a behavioral theoretical perspective (Jaishankar, 2010; Ngo & Jaishankar, 2017). Howev-
er, social scientists do not necessarily have the expertise in relevant technologies and thus they need as-
sistance from computational scientists (Bossler, 2017). Cybercrime and cybersecurity are therefore fields 
drawing on a variety of disciplines, including computer science, information technology, electrical engineer-
ing, criminology, criminal justice, sociology, philosophy, law, psychology, and others. Given the very frag-
mented state of current scholarship, a clearer picture of the entire cybercrime and cybersecurity landscape 
is needed to guide future research and facilitate novel interdisciplinary collaborations.

Data and Method

 The dataset used in this study is collected from Science Citation Index Expanded (SCIE) and 
Social Science Citation Index (SSCI) publications in the Web of Science Core Collection database. The 
publication search strategy is: Title= (cyber$crime* OR cyber$security*) OR Abstract= (cyber$crime* OR 
cyber$security*) OR Author Keywords= (cyber$crime* OR cyber$security*). Each publication that contains 
any of these keywords and their variants (with *) in the title, abstract, or keyword list is included. For each 
publication, published year, title, authors and their institutional affiliations, keywords, and cited references 
were collected. The time frame of the search was set as “until now” (the data collection date was September 
19, 2021). The search query resulted in a total of 3,815 records. Among them, 180 records are excluded 
from the current study due to the lack of critical information, such as the published year. As a result, this 
bibliometric study examined 3,635 cybercrime and/or cybersecurity publications between 1995 and 2021. 
Synonymous terms from the keyword pool were standardized as to improve the author keyword analysis 
results.

 Bibliometric analysis incorporates both quantitative and visual analytics to summarize trends in 
selected research fields. Such analysis can “reveal temporal dynamics of scholarly works, spatial and 
institutional distributions of publications, academic collaborations, and major research trends” (Li et al., 
2017, p. 385). Furthermore, bibliometric network analysis, such as co-word analysis (Ding et al. 2001), co-
citation analysis (He & Hui, 2002), co-authorship analysis (Glänzel & Schubert, 2005), and co-publication 
analysis (Schmoch & Schubert, 2007), can shed light on relationships between keywords, as well as 
relationships between other identifiers in the literature, including country of origin, research institution, and

International Journal of Cybersecurity Intelligence and Cybercrime, Vol. 6, Iss. 1, Page. 5-28, Publication date: March 2023.

9

Resarch Trend in Cybercrime and Cybersecurity                                                                                                        Wu et al.



author (Peng & Ye, 2021). We use the R package “Bibliometrix” (Aria & Cuccurullo, 2017) and VOSview-
er (Van Eck & Waltman, 2010) to perform the bibliometric analysis. The “Bibliometrix” package is a tool for 
quantitative research in scientometrics and bibliometrics. It can build data matrices for co-citation, co-au-
thor, and co-word analysis as well as perform all main bibliometric methods of analysis.

 VOSviewer is a software tool for visualizing scientific landscapes by constructing and mapping biblio-
metric networks within the scientific literature. Natural language processing functionality is built in the 
VOSviewer package, which enables a researcher to create co-occurrence networks based on textual data ex-
tracted from a body of scientific literature. This software package also includes state-of-the-art techniques 
for network layout and network clustering. VOSviewer can be used to visualize bibliometric networks that 
are formed by a set of items together with links between the items. Items in a bibliometric network can be 
scientific publications, journals, researchers, institutional affiliations, countries, or keywords, along with 
other identifiers (e.g., citations). These items can then be linked through different metric measurements, 
such as co-authorship, co-occurrence, bibliographic coupling, citation, or co-citation. A network map typical-
ly includes only one type of item, as well as a single type of link measurement chosen by researchers.

 Node, link, and cluster are three core features to view a network map. First, an item is represented by 
a node and its label in a network map. The size of a node is determined by the weight of the item, so the 
heavier the weight of an item, the larger the node of the item. For some items, the label may not be dis-
played to avoid overlapping labels. Second, a link is a connection or a relation between two items in a net-
work. Each pair of items in a network has only one link, as represented by a curved line between them. The 
thickness of this line indicates the strength of the link, while the distance between two items approximate-
ly indicates their relatedness. Therefore, a thicker line represents a stronger the link between two items, 
while a shorter distance means that the two items are more related to each other when compared with oth-
er pairs of items. Third, the clustering technique in VOSviewer assigns items to clusters by maximizing the 
quality function, after the relatedness of items has been determined. Different clusters are shown in dif-
ferent colors, and they are non-overlapping. Each item is assigned to only one cluster, and the color of that 
item is determined by the cluster to which the item belongs. At the same time, clusters do not necessarily 
exhaustively cover all items in a map, so there may be items that do not belong to any cluster. Based upon 
these analytical functions in VOSviewer, the current research generates different network maps in the hope 
of providing multiple angles through which to examine the current scientific landscape of cybercrime and 
cybersecurity research.

Results

Characteristics and Patterns of Existing Publications

 Key characteristics of the 3,635 publications related to cybercrime and/or cybersecurity identified 
during the literature search are shown in Figure 1 and Table 1. The annual number of publications in-
creased from 1 in 1995 to 780 in 2020, illustrating an upward growth trajectory. The number of publications 
in the first nine and half months of 2021 totaled 741. As such, the overall growth rate shows significant ac-
celeration since 2016, and over 80% of all cybercrime and cybersecurity studies were published in the last 
six years of the study period.
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Table 1. Scientific Output Descriptors, 1995-2021
PY TP AU AU/TP NR NR/TP TC TC/TP
1995 1 1 1.000 0   0.000 1   1.000
1999 2 2 1.000 0   0.000 0   0.000
2000 10 11 1.100 97   9.700 39   3.900
2001 9 10 1.111 3   0.333 18   2.000
2002 12 12 1.000 30   2.500 26   2.167
2003 22 29 1.318 147   6.682 139   6.318
2004 27 38 1.407 83   3.074 304 11.259
2005 23 27 1.174 66   2.870 58   2.522
2006 31 41 1.323 375 12.097 253   8.161
2007 24 33 1.375 300 12.500 232   9.667
2008 35 57 1.629 526 15.029 1131 32.314
2009 23 40 1.739 488 21.217 551 23.957
2010 39 98 2.513 1033 26.487 1444 37.026
2011 55 124 2.255 1825 33.182 1421 25.836
2012 69 133 1.928 1714 24.841 1305 18.913
2013 109 244 2.239 3875 35.550 2078 19.064
2014 102 234 2.294 4092 40.118 1833 17.971
2015 110 255 2.318 3933 35.755 1443 13.118
2016 203 561 2.764 8746 43.084 3182 15.675
2017 246 689 2.801 9902 40.252 4009 16.297
2018 400 1233 3.083 18456 46.140 4851 12.127
2019 562 1912 3.402 28082 49.968 5289   9.411
2020 780 2787 3.573 43742 56.079 3224   4.133
2021 741 2744 3.703 43426 58.605 717   0.968
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Note: *PY: publication year; TP: number of publications; AU: number of authors; TC: total citation count; NR: number of cited references; AU/TP, NR/TP, 
and TC/TP: average number of authors, references, and citation per paper

 The cybercrime and cybersecurity research fields has also attracted more scholars, as evidenced by the 
steadily increasing number of authors (AU) over time; specifically, these numbers increased from only one 
scholar in 1995 to 2,744 scholars in 2021 (Table 1). Not only are more scholars involved in the fields today, 
but their involvement has increasingly centered on collaborative works. The authorship per publication 
(AU/TP) increased threefold over the study period to reach an average of 3.7 authors per publication by 
2021. This rising trend in authorship might be partially explained by the fact that modern scientific inqui-
ries have become more complex and thus require collaboration within a discipline or across different disci-
plines. Together, these results suggest that scholarly interests and frequencies of collaboration are on the 
rise across cybercrime and cybersecurity research. In addition, the average number of quoted references in 
each publication (NR/TP) has increased from 0 in 1995 to 58.6 in 2021. Such growth in quoted references 
indicates an expansion of the accumulated knowledge base in the cybercrime and cybersecurity fields. Thus, 
throughout the past 26 years, and in particular across the most recent six years, the cybercrime and cyber-
security research fields have boomed. This, in turn, has attracted more researchers to the fields, fostered 
more collaboration, and built a consistently stronger scientific knowledge base for future research.



Figure 1. Growth of publication outputs, 1995-2021

Distribution of Publications among Subject Categories and Journals

 Due to multidisciplinary interests of cybercrime and cybersecurity research, scholars may target a wide 
range of journals to publish their works. To identify major publication channels utilized by researchers, a 
journal productivity measure was adopted for cybercrime and cybersecurity literature, as calculated by the to-
tal number of articles in the database published in a particular journal. Table 2 summarizes and ranks the 
20 most productive journals of cybercrime and cybersecurity literature. The top 20 journals listed below have 
different focuses and audiences; nevertheless, they serve as primary venues for cybercrime and cybersecu-
rity scholarly articles. IEEE Access has not only produced the largest number of publications (TP, 220), but 
also the highest number of total citations (TC, 2,094), as compared with other journals. Six out of the 20 jour-
nals were Social Science Citation Index (SSCI) journals: Computer Law & Security Review, Crime Law and 
Social Change, Security Journal, Communications of the ACM, Deviant Behavior, and Journal of Contempo-
rary Criminal Justice. The remaining Science Citation Index Expanded (SCIE) journals fell under a variety of 
Web of Science Core Collection Categories, but, by and large, were related to the computer science category. 
When ranking journal productivity by the average number of citations per publication (TC/TP), Transactions 
on Smart Grid (SCIE, 39.16) and Deviant Behavior (SSCI, 34.73) emerged at the top the list. One unique jour-
nal, however, is Energies (under “Energy & Fuels” category), which is neither a computer science journal nor 
a social science journal. The reason it features cybercrime and cybersecurity research may be related to the 
fact that cyber-attacks expose critical energy infrastructure to a range of adversaries, as evidenced by recent 
ransomware attacks against critical U.S. pipelines. Thus, new solutions to improve the resiliency and security 
of energy infrastructure are desperately needed, and hence prioritized in the related discipline (Onyeji et al., 
2014)

Table 2. The 20 Most Productive Journals in Cybercrime and Cybersecurity Research
Journals Core Collection categories

(Index)
TP (%) TC (%) TC/TP

IEEE Access Engineering, Electrical &
Electronic | Telecommunications | Computer 
Science, Information Systems (SCIE)

220(6.05) 2,094(6.24)  9.52
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Computers & Security Computer Science, Information Systems 
(SCIE)

176(4.84) 1,221(3.64)  6.94

IEEE Security & Privacy Computer Science, Information Systems | 
Computer Science, Software Engineering 
(SCIE)

109(3.00)    545(1.63)   5.00

Sensors Instruments & Instrumentation | Chemistry, 
Analytical | Engineering, Electrical & Elec-
tronic (SCIE)

  64(1.76)    180(0.54)   2.81

Computer Computer Science, Hardware & Architecture 
| Computer Science, Software Engineering 
(SCIE)

 60 (1.65)    472(1.41)   7.87

Applied Sciences-basel Engineering, Multidisciplinary | Materials 
Science, Multidisciplinary | Chemistry, Mul-
tidisciplinary | Physics, Applied (SCIE)

  53(1.46)    166(0.50)   3.13

Computer Law & Securi-
ty Review

Law (SSCI)   49(1.35)    312(0.93)   6.37

IEEE Transactions on 
Smart Grid

Engineering, Electrical & Electronic (SCIE)   44(1.21) 1,723(5.14) 39.16

Electronics Physics, Applied | Computer Science, Infor-
mation Systems | Engineering, Electrical & 
Electronic (SCIE)

  43(1.18)    460(1.37) 10.70

Future Generation Com-
puter Systems
the International Jour-
nal of Escience

Computer Science, Theory &
Methods (SCIE)

  43(1.18)    646(1.95) 15.02

Crime Law and
Social Change

Social Sciences, Interdisciplinary | Criminol-
ogy & Penology (SSCI)

  38(1.05)    542(1.62) 14.26

Security Journal Criminology & Penology (SSCI)   32(0.88)    194(0.58)   6.06
Communications of the 
ACM

Computer Science, Hardware & Architecture 
| Computer Science, Theory & Methods | 
Computer Science, Software Engineering 
(SSCI)

  30(0.83)    201(0.60)   6.70

Deviant Behavior Criminology & Penology | Psychology,
Social | Sociology (SSCI)

  30(0.83)  1042(3.11) 34.73

Journal of
Contemporary
Criminal Justice

Journal of Contemporary Criminal
Justice

  30(0.83)    428(1.28) 14.27

Security and
Communication Net-
works

Telecommunications | Computer
Science, Information Systems (SCIE)

  29(0.80)    100(0.30)   3.45

Computers in
Human Behavior

Psychology, Experimental | Psychology, Mul-
tidisciplinary (SSCI)

  28(0.77)    396(1.18) 14.14

Energies Energy & Fuels (SCIE)   26(0.72)    128(0.38)   4.92
IEEE Transactions on 
Information
Forensics and
Security

Engineering, Electrical & Electronic | Com-
puter Science, Theory & Methods (SCIE)

  25(0.69)    235(0.70)   9.40

ACM Computing Sur-
veys

Computer Science, Theory & Methods (SCIE)   23(0.63)    359(1.07) 15.61

Note: *TP: number of publications; TC: total citation count; TC/TP: average number of citations per paper
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Geographic and Institutional Distribution of Publications

 The current study collected information on authorship of each publication, as well as each author’s in-
stitutional affiliation. This facilitated the construction of a co-occurrence matrix of co-authors’ institutional 
affiliations and their located countries. Next, authors’ geographic distributions and collaboration networks 
were visualized. Figure 2 shows the top ten countries that produced the most cybercrime and cybersecurity 
research, as measured by the total number of publications by authors’ affiliated institutions (TP). Of the ten 
countries displayed in Figure 2, four were in Europe, three were in Asia, two were in North America, and 
one was in Australia. This suggests that cybercrime and cybersecurity is a global phenomenon that draws 
scholarly attention worldwide. Scholars from the United States produced the largest share of publications 
(1,474), followed by the United Kingdom (386) and China (300).

 We further divided all publications into two groups: 1) the domestic collaborative research (IP), in 
which all authors’ institutional affiliations are within a single country; and 2) the international collabora-
tive research (CP), in which at least one author was affiliated with an institution located in a different coun-
try. Comparing IP and CP in Figure 2 revealed that cybercrime and cybersecurity publications in the Unit-
ed States were mainly produced through researchers’ collaboration across institutions within the United 
States, while the United Kingdom approximately equally split the share of domestic collaborative research 
and international collaborative research. Countries with a higher percentage of international collaborations 
as compared to their domestic collaborations were Australia (61%), China (61%), South Korea (54%), and 
Italy (54%).

Figure 2. Top Ten Countries with Most Scholars’ Affiliated Institutions
Note: *TP, total publications; IP, number of publications by authors affiliated with institutions within a single country; CP, number of 
internationally collaborative publications

 Figure 3 visualizes the collaboration network among 63 countries based on co-authorship analysis uti-
lizing VOSviewer software. Each node and label represent a country, in which the node size indicates a 
country’s importance in the entire network as measured by its productivity or the number of publications 
produced. Identical to the result as shown in Figure 2, Figure 3 confirms that the United States was the most
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productive and influential country in cybercrime and cybersecurity research. The other three relatively 
large nodes are United Kingdom, China, and Australia, indicating these three nations also produced large 
numbers of papers with co-authorships.

Figure 3. Collaboration Network Across Countries

 Co-authorship analysis enabled the study of the most productive countries’ collaboration network, as 
plotted in Figure 3. China and USA are linked by the thickest line in the map, which suggests that co-au-
thorship between China and USA had the highest frequency among all co-authorships between any two 
countries. For example, the line between India and USA is shorter than the line between India and any oth-
er country. This suggests that, in a publication authored by a scholar from India, it was relatively more 
likely to see the academic involvement of researchers from the U.S. Figure 3 also identifies two main clus-
ters of collaborations represented by two colors (green and red). European countries tended to cluster to-
gether and fell into the red cluster, while Asian and North American countries fell into the green cluster. 
This suggests that countries from the same continent tended to collaborate more with one another than 
with countries from distant continents. Note that the U.S. is at the center of the collaboration network situ-
ated near where the two clusters merge. It illustrates that U.S. researchers conducted an enormous amount 
of collaborative research with researchers from various countries in both clusters.

Institutional Collaboration Network

 Table 3 ranks the top 15 productive higher education institutions, based on the number of publications 
produced by each institution. Ten institutions were based in the United States, and the other five were 
based in Australia and Europe. The table shows that Michigan State University published the largest num-
ber of articles (87) over the period examined, followed by the University of South California (35), Carnegie 
Mellon University (34), and Deakin University (34). In addition to the productivity of each institution, cita-
tion counts and rates of its academic outputs were also calculated as a means to measure each institution’s 
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academic impact and influence (Harnad, 2009). Michigan State University had the largest number of total 
citations for its publications, but the University of North Carolina had the highest rate of citations per pub-
lication.

Table 3. Top 15 Institutions Based on The Total Publications and Citations
Rank Institution Number of

publications
Number of
citations

1 Michigan State University 87 1370
2 University of South Florida 35 254
3 Carnegie Mellon University 34 288
4 Deakin University (Australia) 34 394
5 The University of Texas at San Antonio 31 319
6 Indiana University 29 234
7 University of Maryland 28 507
8 University of Wisconsin 28 422
9 Purdue University 27 182
10 University of Murcia (Spain) 27 229
11 University of Oxford (UK) 27 272
12 University of North Carolina 26 824
13 University of Virginia 25 309
14 Delft University of Technology (Netherlands) 24 305
15 Vrije Universiteit Amsterdam (Netherlands) 23 276

 Figure 4 visualizes the collaboration network across 60 top institutions that produced the most cyber-
crime and cybersecurity research. In other words, these institutions have the most active researchers in cy-
bercrime and cybersecurity community. Each node and label represent a research institution, in which the 
node size indicates the institution’s importance in the entire network as measured by its productivity or the 
number of publications produced. Identical to the result of Table 3, we can see that Michigan State Univer-
sity, shown as the largest node in the network, was clearly the most productive research institution in the 
fields.

 For example, among all lines associated with Michigan State University, the thickest line connects the 
node University of South Florida. This suggests that scholars in Michigan State most frequently collabo-
rated with scholars in University of South Florida as compared to other institutions. It is possible that two 
nodes are very close to each other in distance but linked by a rather thin curved line. The institutions locat-
ed at the periphery of the map may have closely collaborated with certain other institutions, but their col-
laboration networks were typically much more limited compared to the institutions situated at more cen-
tered positions of the map. For example, Huazhong University of Science & Technology in China had rather 
strong collaboration with Queensland University of Technology in Australia, as indicated by a relatively 
thick line between the two; however, other than Queensland University, Huazhong University had no other 
collaborative partner in this entire network system.
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Figure 4. Institutional Collaboration Network

Most Cited Publications

Table 4. The 10 Most Cited Research Articles/books
Rank Author(s) Year Title Journal/Publisher
1 Cohen & Felson 1979 Social change and crime rate trends: A routine

activity approach
American Sociological 
Review

2 Holt & Bossler 2009 Examining the applicability of lifestyle-routine
activities theory for cybercrime victimization

Deviant Behavior

3 Wall 2007 Cybercrime: The transformation of crime in the 
information age

Polity

4 Bossler & Holt 2009 On-line activities, guardianship, and malware
infection: An examination of routine activities
theory.

International Journal of 
Cyber Criminology

5 Yar 2005 The novelty of ‘cybercrime’ an assessment in light 
of routine activity theory

European Journal  o f 
Criminology

6 Holt & Bossler 2014 An assessment of the current state of cybercrime 
scholarship

Deviant Behavior

7 Buczak & Guven 2016 A survey of data mining and machine learning 
methods for cyber security intrusion detection

IEEE Communications 
Surveys & Tutorials

8 Gottfredson & Hirschi 1990 A general theory of crime Stan ford  Univers i ty 
Press

9 Bossler & Holt 2010 The effect of self-control on victimization in the 
cyberworld

Journal of Criminal Jus-
tice

15 Ngo & Paternoster 2011 Cybercrime victimization: An examination of indi-
vidual and situational level factors

International Journal of 
Cyber Criminology
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 All quoted references across each of the 3,635 publications included in the current study were ana-
lyzed. Table 4 lists the top ten most cited works by cybercrime and cybersecurity researchers. Nine out of 
ten publications were journal articles or books written by criminologists, with the exception of Buczak & 
Guven (2016). Two publications on classical criminological theories – routine activity theory (Cohen & Fel-
son, 1979) and self-control theory (Gottfredson & Hirschi, 1990) – were well-established before the cyberage 
but have been revisited by cybercrime and cybersecurity researchers in recent years. This may suggest that 
routine activity theory and self-control theory are either among the most tested theories or most common-
ly used theoretical frameworks across the cybercrime and cybersecurity literature. This criminologist-domi-
nated pattern was also evident across the top 30 most-cited works (not listed here due to space limitations). 
All but three of the top 30 most-cited publications were works from criminologists; more specifically, two 
publications discussed cybersecurity from computer science methodological perspectives, data mining and 
machine learning methods for cyber security intrusion detection (Buczak & Guven, 2016) and anomaly de-
tection (Chandola et al., 2009), while the third publication discussed employee compliance through the lens 
of a business organization’s information security policy (Bulgurcu et al., 2010). In all, this suggests that 
criminologists play an important role in leading the theoretical direction of the cybercrime and cybersecuri-
ty fields. Criminological thinking and research remain “central to the search for answers to the astounding 
questions of law and order in the twenty-first century cyber space” (Ndubueze, 2017, p. 70).

Keyword Analysis

Keyword Network Analysis

 Keywords are scientific terms that present an ideal summary of a study as they often reflect the prima-
ry topics and subtopics addressed in the publications, including the most important techniques used. The 
keywords supplied by authors in the existing literature provided a simplified profile of the main contents of 
publications. All synonymous keywords in the original keyword pool were standardized to improve the key-
word network visualization results. Top 90 high-frequency keywords were identified among all unique key-
words included in 3,635 publications. We then examined the co-occurrence relationships among these top 
90 high-frequency keywords and visualized co-word networks using VOSviewer software.

 The map in Figure 5 shows the distribution of keywords across all areas of cybercrime and cybersecuri-
ty research. The map represents the relational network of 90 major keywords.. Two keywords are linked by 
a thicker line, if these two keywords are more frequently used as keywords simultaneously in each publica-
tion. Inter-keywords distance indicates the relatedness of any two keywords, as measured by their co-occur-
rence likelihood. The closer two keywords are located to each other, the two corresponding topics (or subtop-
ics) are more intellectually related.

 As shown in Figure 5, the 90 most frequent keywords were grouped into three theme clusters: the 
cybersecurity cluster, at the center (green); the cybercrime cluster, at the bottom right (blue); and the 
machine learning cluster, at the bottom left corner (red). The group of keywords closely associated with 
cybercrime were generally related to human behaviors or conditions, such as deterrence, awareness, 
personality, fear appeals, routine activities, behavior, victimization, and fraud. Some topics belong to 
the cybercrime cluster, but are also relatively closely related with cybersecurity, included health, trust, 
decision-making, impact, technology, and information. The cybersecurity cluster contained major substantive
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or methodological areas to deal with cybercrime challenges, such as software, systems, model, framework, 
design, management, and others. The machine learning cluster included keywords about technologies and 
methods we applied in cybersecurity, such as deep learning, prediction, data mining, feature extraction, in-
trusion detection, etc. Machine learning cluster is closely tied into and inextricably intertwined with the cy-
bersecurity cluster.

 This topic-based analysis reflects the earlier discussion of the current state of cybercrime and cyberse-
curity scholarship in the literature review. There is very little study focusing on the interaction between cy-
bercrime and cybersecurity and the justice process (Smith et al., 2004). Therefore, this study provides fur-
ther justification for the need to expend cybercrime and cybersecurity research to all major components in 
criminal justice system, such as law enforcement, courts, and corrections (Holt & Bossler, 2014). There is 
thus a need to broaden the horizon of cybercrime and cybersecurity research even within the discipline of 
criminal justice. In addition, even though the cybercrime and cybersecurity clusters were linked with each 
other, the research topics in both groups were relatively separated, as indicated by a rather clear separa-
tion of the cybercrime and cybersecurity clusters in the map.

Figure 5. Co-occurrence Network of Top 90 High-frequency Keywords

Temporal Evolution of Keywords

 Research in certain fields may evolve over time as topics, sub-topics, and techniques advance. Thus, ex-
amining the temporal change of keywords can provide a glimpse of how a research field changes over time. 
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To examine the temporal evolution of keywords, the 40 most frequently used keywords among all 3,635 
publications between 1995 and 2021 were ranked (Table 5). To identify specific popular topics and subtop-
ics within the cybercrime and cybersecurity fields, the general keywords “cybercrime” and “cybersecurity,” 
which were initially used to retrieve all publications, as well as their synonymous keywords from ranking, 
were excluded. The timeframe was then divided into three consecutive periods: 1995-2011, 2012-2016, and 
2017-2021. In each period, the 40 high-frequency keywords were re-ranked to represent the relative popu-
larity of each topic or subtopic in the cybercrime and cybersecurity fields. The frequency of most keywords 
has increased over time, likely in correlation with the growth of the number of publications that contain a 
specific keyword (N) in the corresponding period. However, this growth is largely due to the expansion of cy-
bercrime and cybersecurity literature in general.

 These 40 high-frequency keywords were viewed as a proxy of 40 major topics and subtopics within the 
fields of cybercrime and cybersecurity. A comparison of how each keyword is utilized in literature over time 
can therefore illustrate the momentum of different topics in cybercrime and cybersecurity research, includ-
ing their emergence, increase in popularity, or decrease in popularity. In the first period, 21 topics and sub-
topics later seen across cybercrime and cybersecurity research were not seen at all. As shown in Table 5, 
these 21 keywords were not ranked because they were simply not included in any publication. Interesting-
ly, some of these previously neglected topics and subtopics emerged in the second period. As seen in the fre-
quency (N) and rank (R), thirteen new keywords appeared in publications during this period. Despite the 
fact that these topics or subtopics started to emerge, scholarly attention in these areas was very limited. A 
typical example is the subtopic of deep learning: It was only used as a keyword in one publication in this pe-
riod, and therefore it earned a very low absolute rank (495th) among all keywords. In the third period, eight 
topics became the most recent additions to the cybercrime and cybersecurity literature, including block-
chain, artificial intelligence, training, intrusion detection system, feature extraction, decision making, tools, 
and Covid 19.

 In cases in which the ranking of a keyword consistently rose over the most recent two periods, the trend 
of the keyword was labeled as “rising” to note that the keywords occurred with increasing relative popular-
ity in scholarly articles. Table 5 identifies 23 keywords that have risen in popularity over the past 10 years. 
The most noticeable rising subtopic is “deep learning (DL),” which saw a dramatic jump in popularity – ris-
ing from 495th place in the second period to sixth place in the third period. Similarly, the rank of “machine 
learning (ML)” rose from 45th place in the second period to third place in the most recent period. This dra-
matic jump in rankings was likely due to the recent development of DL and ML methods and applications 
in cybersecurity. DL is a type of ML, and both are a subset of artificial intelligence. The aim of these areas 
is to train machines with the ability to automatically learn and act based on previous experience. The main 
difference between DL and ML is in their feature extraction and classification method. Different from ML, 
DL does not necessarily need to establish structured data to classify the objects but process unstructured 
data through different layers of neural networks. Due to the significantly increased popularity of ML and 
DL, topics related to ML/DL methodologies such as “training”, “feature extraction”, and “classification” also 
emerged as “rising” new additions to cybercrime and cybersecurity fields. In all, topics and subtopics– ma-
chine learning, Internet of Things, deep learning, intrusion detection, and blockchain – are now among the 
most popular topics or subtopics today.

 As shown in Figure 5 and Table 5, among 40 high-frequency keywords, six topics were closely and di-
rectly related to cybercrime and criminology, including “deterrence”, “victimization”, “phishing”, “policing”,
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Table 5. Temporal Evolution of The 40 High-frequency Keywords
Keywords Gross

(1995-2021)
Period one
(1995-2011)

Period two
(2012-2016)

Period three
(2017-2021)

Trend

N R N R N R N R
Machine learning 195 1 1 232 4 45 190 3 Rising
Internet of Things 123 2 0 NaN 6 21 117 5 Rising
Deep learning 110 3 0 NaN 1 495 109 6 Rising
Privacy 87 4 1 272 16 5 70 10
Intrusion detection 85 5 2 49 6 22 77 8 Rising
Malware 78 6 3 17 14 8 61 13
Blockchain 74 7 0 NaN 0 NaN 74 9 Rising
Anomaly detection 67 8 2 23 3 53 62 12
Smart grid 65 9 5 9 7 19 53 15
Artificial intelligence 58 10 0 NaN 0 NaN 58 14 Rising
Hacking 56 11 1 188 15 7 40 23
Cloud computing 53 12 4 10 5 25 44 18
Phishing 51 13 0 NaN 5 34 46 17 Rising
Big data 48 14 0 NaN 5 24 43 20 Rising
Cyber physical systems 43 15 0 NaN 2 126 41 21 Rising
Risk assessment 37 16 2 69 3 75 32 26
Risk management 36 17 3 21 3 76 30 29
Digital forensics 34 18 2 38 5 28 27 31
Training 34 19 0 NaN 0 NaN 34 24 Rising
Intrusion detection sys-
tem

33 20 0 NaN 0 NaN 33 25 Rising

Authentication 32 21 0 NaN 1 325 31 27 Rising
Network security 31 22 3 19 3 68 25 37
Resilience 31 23 0 NaN 2 235 29 30 Rising
Victimization 29 24 2 77 0 NaN 27 33
Fraud 28 25 3 16 5 30 20 48
Data mining 27 26 3 15 1 486 23 39
Feature extraction 27 27 0 NaN 0 NaN 27 32 Rising
Protocols 27 28 0 NaN 1 898 26 35 Rising
Policing 26 29 2 64 8 15 16 68
Game theory 25 30 0 NaN 3 59 22 43 Rising
Ransomware 25 31 0 NaN 1 910 24 38 Rising
Sensors 24 32 0 NaN 1 964 23 41 Rising
Decision making 23 33 0 NaN 0 NaN 23 40 Rising
Risk 23 34 1 281 8 16 14 85
Tools 23 35 0 NaN 0 NaN 23 42 Rising
Deterrence 22 36 1 145 4 44 17 59
Encryption 22 37 0 NaN 2 152 20 47 Rising
Classification 21 38 1 101 0 NaN 20 46
Covid 19 21 39 0 NaN 0 NaN 21 45 Rising
Cryptography 21 40 0 NaN 2 119 19 49 Rising
(*N, the number of publications that contain a specific keyword in the corresponding period; R, the absolute rank of keywords. “NaN” value in rank means 
no such author keyword in any publication in the corresponding period.)
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“malware”, and “digital forensic”. Among these six topics, the only topic considered as “rising” is the “phish-
ing” keyword, which belongs to the cybercrime cluster but was also linked with the cybercrime and cyber-
security clusters. Even though the “malware” and “digital forensic” topics were essentially related to cyber-
crime, these two topics were automatically grouped into machine learning cluster based on overall network 
constellation. Similar to most topics related to cybercrime, “policing” was not considered as a rising topic. 
Even through the number of articles that included “policing” as a key term increased throughout all peri-
ods, the relative rank of this keyword did not increase recently. Altogether, these findings suggest that, in 
general, most topics related to all three clusters continuously and increasingly attracted scholarly attention 
and contributions from social and computational scientists. However, topics related to cybersecurity and 
machine learning appeared to outpace their counterparts related to cybercrime.

 Figure 6 visualizes the temporal evolution of the 90 high-frequency keywords over the recent five 
years (2017-2021). Similar to Figure 5, these 90 keywords included in all publications are visualized us-
ing VOSviewer software. However, in contrast to Figure 5, the color of each node in Figure 6 does not dis-
tinguish its theme cluster, but rather serves as a temporal indicator corresponding to the continuous color 
bar scaled between 2017 (in warmer, yellow color) and 2021 (in cooler, purple color). More specifically, the 
nodes in warmer colors represent the most recent popular topics and subtopics, while the nodes in cooler 
colors correspond to popular topics in earlier years. When three theme clusters are considered in whole, the 
machine learning cluster was obviously the most recent sought-after areas of study, followed by the cyber-
security and cybercrime clusters, respectively. Topics within each theme cluster also show temporal varia-
tion in popularity. For example, in the cybercrime cluster, “social media”, “victimization”, “deterrence” and 
“fear appeals” were relatively newer popular topics compared to “routine activity”, “hacking,” and “fraud.” 
Similarly, in the machine learning cluster, “intrusion detection” and “optimization” were slightly older top-
ics compared with the topics in yellow color.

Figure 6. Temporal Evolution of The Most Frequently Used Keywords in The Recent 5 Years
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 Attention should be paid towards nodes in yellow color, which are topics and subtopics which have en-
joyed the highest relative level of scholarly attentions recently. Yellow nodes include “machine learning”, 
“deep learning”, “training”, “blockchain”, “feature extraction”, “artificial intelligence.” This further validates 
the results presented in Table 5. In addition, even though machine learning, deep learning, and blockchain 
are all relatively large nodes in the yellow cluster, ML and DL are linked by a thicker and much shorter 
line, while blockchain is located at a distance with the former two. This suggests a strong intellectual link-
age between ML and DL, but not necessarily between ML/DL and blockchain.

Conclusion and Discussion

 Research interests in cybercrime and cybersecurity has exploded in recent years (Gangwar & Narang, 
2022). This study utilized a bibliometric method to examine global trends of cybercrime and cybersecuri-
ty research over the past 26 years. The purpose of this study was to comprehensively depict this scientific 
landscape in the hope of providing multiple perspectives to examine the cybercrime and cybersecurity schol-
arship. As the title of this paper emphasizes, this research aimed to depict such trends in the most popular 
and comprehensive database (Web of Science) largely used by criminologists and (computational) social sci-
entists.

 We first examined the general trend across 3,635 publications over time, and the productivity of schol-
arly works across countries, institutions, journals, and subject categories. Results show that the cybercrime 
and cybersecurity are emergent and booming research fields as indicated by the fast and consistent growth 
trajectory of related publications. The fields continue to draw new researchers, facilitate collaboration 
across related fields, and foster the growth of a scientific knowledge base for future research. This study of-
fers researchers – especially those new to the fields – a starting point through which to explore key resourc-
es and directions. For example, novice researchers may be unaware of the volume or scope of key publishing 
venues, especially given the absence of the terms “cybercrime” and “cybersecurity” in the titles of the most 
productive journals in these domains.

 We then identified research collaboration networks and the major players and clusters in these col-
laboration networks. The results suggest that cybercrime and cybersecurity research has grown on a glob-
al scale. As Jaishankar (2010) pointed out, “cyberspace has defied the boundaries and has made geography 
irrelevant,” as it does for cybercrime and cybersecurity research. The international collaboration network 
map suggests that the United States is the main hub for international collaborative research, even though 
most U.S.-based research involves domestic collaboration. The institutional collaboration network map 
identifies major institutions with which the most active cybercrime and cybersecurity researchers hold af-
filiations, such as Michigan State University. The map also clearly shows the collaboration network among 
these top-producing institutions. Both international and institutional collaboration networks are clustered. 
Scholars who are interested in future collaboration opportunities may wish to reference our visualization 
results for international and institutional collaboration networks to build and expand their own research 
networks or to join an existing network accessible to them either socially or geographically.

 Our research also identified the most cited works in cybercrime and cybersecurity fields allowing schol-
ars to rethink theoretical and methodological contexts for their future research. This study found that the 
theoretical contexts are largely dominated by the criminologist perspective because criminologists have
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produced the majority of the top-cited works. This further confirms that criminologists play an important 
role in leading the theoretical direction of the cybercrime and cybersecurity fields. Admittedly, it is like-
ly that such influence stems from a small group of criminologists because cybercrime is a rather new area 
in criminal justice and criminologists specializing in the fields are limited in number. Given recent calls for 
novel theoretical development, particularly in criminology (Lemke et al. 2022), the findings reported here 
may be leveraged to introduce needed theoretical heterogeneity in the cybercrime and cybersecurity fields.

 In addition, we identified all important topics and subtopics within cybercrime and cybersecurity liter-
ature based on a network analysis of high-frequency keywords. Such analysis not only identified major top-
ics and subtopics in cybercrime and cybersecurity fields, but also charted a linkage or co-occurrence pattern 
among these topics. Scholars intending to explore one specific topic can simultaneously consider those near-
by topics and subtopics and those linked with a thicker line in the network map, as the latter may be in-
tellectually related to the former as reflected in existing literature. In so doing, researchers can potentially 
transcend the siloed configuration of current scholarship by identifying new collaborators based on overlap-
ping research interests that would otherwise be latent.

 Finally, the scholarly interests and collective attention paid to specific topics may change over time. 
Once heavily studied, some topics may lose popularity among researchers, while other emergent topics may 
gain momentum moving forward. Visualization of the temporal evolution of keywords can help scholars 
get a better sense of the rise or decline in trends for specific research topics. This study identified 23 top-
ics and subtopics that have risen in popularity over the past ten years. Eight topics became the most recent 
additions to the cybercrime and cybersecurity literature, including blockchain, artificial intelligence, train-
ing, intrusion detection system, feature extraction, decision making, tools, and Covid 19. In all, topics and 
subtopics– machine learning, Internet of Things, deep learning, intrusion detection, and blockchain – are 
among the most popular subtopics today.

 Although this study had several strengths, there were also a few limitations. Most notably, the Web of 
Science core collection database that this study was based on may not include some relevant computer sci-
ence papers. Thus, despite the relatively large number of articles included in this study, it is possible that 
the findings reported here may be somewhat altered with the inclusion of missing articles. Of note, the au-
thors are currently planning a follow-up study to specifically examine such trends in the computer science 
database. Additionally, the rapidly changing landscape of cybercrime and cybersecurity research may in-
dicate that literature reviews may become obsolete within a relatively short period of time. However, the 
timeframe of the current study is quite recent, as it includes articles as recent as 2021; thus, the method-
ology employed here likely maximizes its contemporary relevance. Finally, as is the case with bibliometric 
methods in general (Wallin, 2005), the findings reported here are methodology-dependent and potentially 
sensitive to the approach employed by the authors. The authors’ combined methodological and content ex-
pertise lend support to the validity of the research design decisions that were made in this review.

 Despite these limitations, it is our hope that the findings presented here will not only help scholars un-
derstand the changing landscape of cybercrime and cybersecurity research, but they could also provide 
scholars with a strong knowledge base as they set out to plan their own research and collaboration. As the 
state of cybercrime and cybersecurity science continues to grow and evolve, it is critical to continue to con-
duct and report studies such as the one reported here that holistically map the empirical landscape. By
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doing so, both established and novice researchers can better identify publishing venues, establish novel in-
terdisciplinary collaborations, and stay abreast of emerging topics and subtopics, with potentially transfor-
mative impacts on cybercrime and cybersecurity science as a whole.
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