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= Design distributed monitoring scheme for islanded DC
microgrids;

= Detect attacks on communication network connecting
Distributed Generation Units (DGUSs);

= Ensure monitoring scheme is scalable with size of

microgrid.

AV; =1 = Vies.

DC microgrid: physically interconnected DGUs with
communication network and monitoring units

DC Microgrid Structure and Control

Network of physically interconnected Distributed Generation Units (DGUS). Control architecture
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All states measurable: xﬁ = xj;) + noise
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Detection Properties
Detectability analysis Stealthy Attacks

Given initial time of attack 1, an attack is guaranteed to be detected by the » An attack Is said to be stealthy If it is not detectable.

monitoring scheme It there Is a time t at which the following holds for at least | |t s sufficient for an attack to satisfy the following for it to be stealthy to the
one component: UIO-based detection strategy
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The LHS argument of both sufficient conditions corresponds to the overall effect that the attack has on the residual.
= Attack Is guaranteed to be detectable If its effect Is such to not be explainable with noise;
= Attack Is stealthy If it does not have an effect on the residual error

» Does not imply attack does not influence microgrid dynamics

Simulation Results
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Future Research Directions
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= Augmented detection scheme with local state estimation
= Distributed watermarking scheme for replay attack detection
= Realistic DGU model and communication network
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