
 ORCA – Online Research @ Cardiff

This is a n  Op e n  Acces s  doc u m e n t  dow nloa d e d  fro m  ORCA, Ca r diff U nive r si ty 's

ins ti t u tion al r e posi to ry:h t t p s://o rc a.c a r diff.ac.uk/id/ep rin t/16 0 7 7 7/

This  is t h e  a u t ho r’s ve r sion  of a  wo rk  t h a t  w as  s u b mi t t e d  to  / a c c e p t e d  for

p u blica tion.

Cit a tion  for  final p u blish e d  ve r sion:

Gio m m o ni, Luc a  ORCID: h t t p s ://o rcid.o r g/00 0 0-0 0 0 2-3 1 2 7-6 5 4X, Déc a ry -H é t u ,  David,

Be rlu sconi, Giulia  a n d  Be r g e ro n,  Andr é a n n e  2 0 2 3.  Online  a n d  offline  d e t e r min a n t s  of

d r u g  t r afficking  a c ross  cou n t ri e s  via  c ryp to m a rk e t s .  Crim e,  Law a n d  Social Ch a n g e

1 0.10 0 7/s 10 6 1 1-0 2 3-1 0 1 0 6-w  file  

P u blish e r s  p a g e:  h t t p s://doi.o rg/10.10 0 7/s 10 6 1 1-0 2 3-1 0 1 0 6-w  

Ple a s e  no t e:  

Ch a n g e s  m a d e  a s  a  r e s ul t  of p u blishing  p roc e s s e s  s uc h  a s  copy-e di ting,  for m a t ting

a n d  p a g e  n u m b e r s  m ay  no t  b e  r eflec t e d  in t his  ve r sion.  For  t h e  d efini tive  ve r sion  of

t his  p u blica tion,  ple a s e  r efe r  to  t h e  p u blish e d  sou rc e .  You a r e  a dvis e d  to  cons ul t  t h e

p u blish e r’s ve r sion  if you  wis h  to  ci t e  t his  p a p er.

This  ve r sion  is b eing  m a d e  av ailabl e  in a cco r d a nc e  wi th  p u blish e r  policies.  S e e  

h t t p://o rc a .cf.ac.uk/policies.h t ml for  u s a g e  policies.  Copyrigh t  a n d  m o r al  r i gh t s  for

p u blica tions  m a d e  av ailabl e  in  ORCA a r e  r e t ain e d  by t h e  copyrigh t  hold e r s .



Vol.:(0123456789)

Crime, Law and Social Change

https://doi.org/10.1007/s10611-023-10106-w

1 3

Online and offline determinants of drug trafficking 
across countries via cryptomarkets

Luca Giommoni1  · David Décary‑Hétu2 · Giulia Berlusconi3 · 

Andréanne Bergeron2

Accepted: 21 June 2023 

© The Author(s) 2023

Abstract

Drug cryptomarkets are a significant development in the recent history of illicit drug 
markets. Dealers and buyers can now finalize transactions with people they have 
never met, who could be located anywhere across the globe. What factors shape the 
geography of international drug trafficking via these cryptomarkets? In our current 
study, we test the determinants of drug trafficking through cryptomarkets by using a 
mix of social network analysis and a new dataset composed of self-reported transac-
tions. Our findings contribute to existing research by demonstrating that a country’s 
level of technological advancement increases the probability of forming traffick-
ing connections on cryptomarkets. Additionally, we found that a country’s capacity 
to police cryptomarkets reduces the number of trafficking connections with other 
countries. We also observed that trafficking on cryptomarkets is more likely to occur 
between countries that are geographically close. In summary, our study highlights 
the need to consider both online and offline factors in research on cryptomarkets.

Keywords Drug cryptomarkets · Social network analysis · Drug trafficking · 
Cybercrime

Introduction

Silk Road’s inception in February 2011 ushered in a novel era in illicit drug transac-
tions. In the past, individuals who sought illicit drugs had to meet dealers in person 
to finalize transactions. Cryptomarkets, however, heralded a shift in this convention. 
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These anonymous online markets, accessible exclusively via the darknet (Aldridge, 
2019), enabled the purchase of both illicit drugs and other commodities, licit or not, 
without requiring personal contact with transaction partners. As a result, drug deal-
ers could extend their businesses, dealing with people unknown to them and receiv-
ing anonymous cryptocurrency payments (Ouellet et al., 2022).

This shift in drug dealing paradigms posed significant challenges to law enforce-
ment authorities, given cryptomarkets’ potential to reshape the structure and scale 
of drug trafficking. Ordinarily, illicit drugs traverse multiple international borders 
before reaching their final consumers. Cryptomarkets, on the contrary, provide the 
means to streamline supply chains by sourcing directly from drug-producing coun-
tries, bypassing intermediaries. This model has the potential to boost the global 
reach of drug traffickers and heighten their profits.

However, current evidence suggests that cryptomarkets haven’t significantly dis-
rupted traditional drug trafficking routes. Most cryptomarket vendors operate from 
consumer countries like the United Kingdom, EU countries, USA, Canada, and Aus-
tralia. This pattern extends to buyers and revenue as well. Only a handful of transac-
tions occur directly between producer countries, such as Afghanistan for heroin and 
Colombia for cocaine, and destination or consumer countries (Kruithof et al., 2016). 
Furthermore, cryptomarkets represent only a small fraction of the overall illicit drug 
market (Kruithof et al., 2016).

Despite some understanding of the geographic dispersion of cryptomarkets, the 
driving forces behind international trafficking on these platforms remain unclear. 
What factors influence a participant’s decision to buy from or sell to another country 
on cryptomarkets? And more broadly, what shapes the geography of international 
drug trafficking via cryptomarkets?

This article will attempt to answer these questions through social network analy-
sis techniques and a new dataset of self-reported cryptomarket transactions. It aims 
to contribute to existing literature by: (1) exploring the impact of both offline (like 
geographic distance) and online variables (like technological development) on traf-
ficking between countries on cryptomarkets, and (2) proposing that a country’s abil-
ity to regulate cryptomarkets can dissuade the establishment of online drug traffick-
ing channels.

In the following sections, we will delve into relevant literature, formulate and test 
hypotheses assessing the relative influence of offline and online factors on drug traf-
ficking via cryptomarkets. We will then introduce our novel crowdsourcing method-
ology and proceed to discuss the results. Our findings imply that countries involved 
in drug trafficking are not randomly connected; local factors indeed affect the move-
ment of drugs from one country to another via cryptomarkets.

Online drug trafficking flows

Cryptomarkets, accessible solely via the darknet, are anonymous online market-
places (Aldridge & Décary-Hétu, 2014). Ross Ulbricht inaugurated the first such 
market in 2011, driven by a libertarian ethos. He envisaged these cryptomarkets as 
open platforms for vendors to list their products and services (Barratt, 2012). Buyers 
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could browse these listings, select their preferred product, and place an order. Trans-
actions were conducted in bitcoin, and all connections were protected by the dark-
net, ensuring the anonymity of all parties (Martin et al., 2020).

Given the intensely competitive nature of cryptomarkets, vendors are required to 
disclose substantial information as part of their business. With few discernible dif-
ferences between vendors selling similar products like cocaine (EMCDDA, 2023), 
they share information regarding their location, experience, and the quality of their 
products and services. Conversely, buyers on cryptomarkets have minimal incen-
tives to reveal personal information as it would compromise their anonymity.

Initially, cryptomarkets were heralded as revolutionary criminal innovations 
(Aldridge & Décary-Hétu, 2014), posing a potential threat to traditional illicit drug 
markets (Barratt, 2012; Martin, 2014). For the first time, drug buyers could order 
any drug of their choice whenever they wished (Barratt et  al., 2016a). This sug-
gested a shift in the international illicit drug trafficking network, bridging the gap 
between buyers and producers.

However, the first analysis of a cryptomarket by Christin (2013) challenged this 
theory. He found that the most active countries distributing illicit drugs on cryp-
tomarkets, namely the United States, the United Kingdom, the Netherlands, Can-
ada, and Germany, were more commonly known as consumer or transit countries 
rather than producers (UNODC, 2021). Consistently, these countries, along with 
Australia and other European nations, have been reported as the principal origins 
of all illicit drugs sold on cryptomarkets (Demant et al., 2018; Kruithof et al., 2016; 
Munksgaard et al., 2021). In many instances, cryptomarkets act as the final link in 
the distribution chain of illicit drugs (Duxbury & Haynie, 2018). Thus, drug traf-
fickers typically import illicit drugs in bulk before redistributing them to buyers via 
cryptomarkets.

Norbutas’ study (2018) supports this, revealing that cryptomarket buyers often 
purchase from multiple vendors within their own country. In the case of interna-
tional transactions, buyers usually prefer vendors from the same continent. Demant 
et  al. (2018) drew similar conclusions, noting a propensity for national purchases 
over international ones.

Risk factors potentially explain this behavior. Décary-Hétu et  al. (2016) found 
international drug shipments to be riskier, and a vendor’s circumstances signifi-
cantly influenced their decision to operate internationally. Factors such as the vol-
ume of drugs sold, perceived law enforcement efficiency, and national demand could 
determine a vendor’s willingness to risk exporting illicit drugs via cryptomarkets. 
For example, vendors in countries with stringent border law enforcement like Fin-
land, Australia, the United States, and Canada are often reluctant to ship interna-
tionally (Kruithof et al., 2016). However, the origin of the drugs could also affect 
their online sales. Countries like Germany, Canada, and the Netherlands, known for 
producing synthetic drugs like ecstasy, MDMA, and amphetamines (UNODC, 2022; 
EMCDDA, 2023), seem to favor international exports over domestic sales (Broséus 
et al., 2017).

Over the past decade, several studies have investigated international drug traf-
ficking, its structure, and the various factors shaping offline trafficking routes. For 
instance, Boivin (2014a) determined that drug trafficking typically follows specific 
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routes and countries usually have a limited number of trading partners. Meanwhile, 
Chandra et al. (2011) discovered different countries playing key roles in the distribu-
tion of cocaine and heroin in Europe. This reflects the multifaceted nature of illicit 
drug markets and their ability to adapt to internal and external shocks. Utilizing var-
ious network techniques, Giommoni et al. (2017) found that geographical proxim-
ity and intense migration flows increased the likelihood of drug exchanges between 
countries. Interestingly, the risk of interception and arrest did not deter traffickers 
from exporting illicit drugs.

Our understanding of the factors influencing international drug trafficking via 
cryptomarkets remains limited. Previous research largely focuses on the concen-
tration of sales, sellers, or buyers within countries instead of cross-border traffick-
ing (Broséus et al., 2017; Christin, 2013; Demant et al., 2018; Dittus et al., 2018; 
Kruithof et al., 2016; Morelato et al., 2018; Soska & Christin, 2015). This method-
ology can highlight active countries within the cryptomarket ecosystem but provides 
little insight into why some countries export to or import from others. Cryptomarket 
data also tend to be inadequate for tracking trafficking flows (Broséus et al., 2017; 
Dittus et  al., 2018; Morelato et  al., 2018), with nearly 40% of sellers claiming to 
ship ‘worldwide,‘ which hampers precise mapping of trafficking routes (Broséus 
et al., 2017).

Moreover, the majority of these studies are descriptive, offering limited expla-
nation of the various factors shaping trafficking routes on cryptomarkets (Broséus 
et al., 2017; Christin, 2013; Demant et al., 2018; Dittus et al., 2018; Kruithof et al., 
2016; Morelato et  al., 2018; Soska & Christin, 2015). An exception is Norbu-
tas’ study (2018), which explored the structure of the now-defunct cryptomarket 
Abraxas, highlighting the geographic constraints of drug transactions. However, 
his analysis, conducted seven years ago, focused solely on geographic distance and 
neglected other influential factors. The unanswered questions include whether coun-
tries with more advanced communication and information infrastructures are more 
likely to engage in international drug trafficking on cryptomarkets, or whether the 
level of cryptomarket law enforcement deters international trading. In general, what 
online factors, besides geographic distance, impact the formation of drug trafficking 
routes on cryptomarkets? These queries remain largely unaddressed and require fur-
ther empirical exploration.

The current study

In this study, we aim to examine the factors influencing drug trafficking via cryptomar-
kets. This constitutes the first investigation into how both online and offline elements 
shape drug trafficking routes via these cryptomarkets. Although previous research 
identified geography as a significant determinant of drug trafficking (Broséus et  al., 
2017; Demant et  al., 2018; Dittus et  al., 2018; Norbutas, 2018), the role of online 
and offline factors in creating drug trafficking links between nations has not yet been 
explored. From previous research, we formulate the following hypotheses:
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Hypothesis 1[H1]: A country’s technological advancement level has a positive 
correlation with the formation of drug trafficking routes via cryptomarkets.

Cryptomarkets do not operate in isolation. They require specific technological 
infrastructures (Martin, 2014). Participants need access to a reliable internet connec-
tion and bitcoins for drug transactions (Aldridge & Décary-Hétu, 2016a). Further-
more, they need resources to acquire the knowledge needed to operate efficiently on 
cryptomarkets. While some countries have these resources readily available, others 
do not. We hypothesize that countries with a more developed digital infrastructure 
– an online factor – are more likely to innovate in their drug trafficking and form 
drug trafficking connections with other nations. A country with a significant role in 
offline trafficking might have strong economic incentives to join cryptomarkets but 
might struggle to access them if high-speed connections and cryptocurrencies are 
scarce. Conversely, countries with highly developed technological infrastructures 
might easily participate in drug trafficking via cryptomarkets, even with a minimal 
economic return. Previous studies have demonstrated the positive impact of internet 
penetration on innovation development (Xiong et al., 2022) and international tour-
ism expenditures (Lorente-Bayona et al., 2021). We anticipate the same for online 
drug trafficking.

Hypothesis 2[H2]: The farther two countries are from each other, the less likely 
they are to trade drugs on cryptomarkets.

The influence of geographic distance on legitimate and illicit trade is well-docu-
mented (Caulkins & Bond, 2012; Disdier & Head, 2008; Paoli & Reuter, 2008; Reu-
ter, 2014). Distance augments transportation costs and the risk of interception and 
arrest. Although cryptomarkets primarily operate online, geographic distance – an 
offline factor – also affects them for similar reasons. Norbutas (2018, p. 98) con-
cluded in his analysis of the cryptomarket Abraxas that “buyers might be more will-
ing to order domestically to avoid increased risks of package interception, potential 
arrest, and long shipping times.“ We, therefore, anticipate that geographic proximity 
plays a role in establishing drug trafficking routes via cryptomarkets.

Hypothesis 3[H3]: Sharing a common language increases the likelihood that two 
countries will trade drugs via cryptomarkets.

Language – an offline factor – can aid drug trafficking in two ways. Firstly, cul-
tural affinity – such as speaking the same language – has been shown to reduce 
uncertainties by providing non-economic factors for buyers and sellers to trust each 
other. This principle applies to legal goods (Prashantham et  al., 2015; Rauch & 
Trindade, 2002; Sgrignoli et al., 2015), and even more so to drug markets, where 
participants cannot rely on legal authorities to enforce agreements and are perpetu-
ally at risk of arrest (Paoli, 2002). Thus, language diminishes uncertainties between 
the two parties of a deal (Combes et  al., 2005; Kleemans & Van de Bunt, 1999; 
Paoli & Reuter, 2008). Secondly, buyers and sellers must be able to read and write in 
the same language to understand the terms of a deal. For example, all other factors 
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being equal, the USA is more likely to trade with the UK than with Brazil, given the 
larger English-speaking population in the former.

Hypothesis 4[H4]: A country’s ability to police cryptomarkets negatively corre-
lates with the formation of drug trafficking routes.

In theory, the primary costs for drug dealers are those imposed by enforcement 
authorities, such as arrest, imprisonment, seizures, and confiscation (Caulkins & 
Reuter, 2010; Kuziemko & Levitt, 2004; Reuter & Kleiman, 1986). The higher the 
level of enforcement in a country, the less appealing it becomes to cryptomarket par-
ticipants, as this increases their punishment risk. Although various theories suggest 
this, evidence shows that the intensity of enforcement – an offline factor – does not 
impact the formation of trafficking routes (Berlusconi et al., 2017; Boivin, 2014b; 
Giommoni et  al., 2017). Previous research found that perceived law enforcement 
effectiveness reduces international shipping of listings (Décary-Hétu et  al., 2016). 
Effective law enforcement tactics might increase border inspections and disrupt the 
delivery of drugs purchased online. Therefore, we assume that enforcement and con-
trol levels can deter participants from trafficking drugs internationally on cryptomar-
kets due to the multi-faceted and somewhat disruptive nature of police operations 
against cryptomarkets (Décary-Hétu & Giommoni, 2017; Martin et al., 2020; Soska 
& Christin, 2015). A cybercrime report by Chainalysis (2021) suggests that, except 
for Russia, cryptomarkets have indeed experienced some disruption, as their size 
and scope have not significantly increased since 2018.

Methodology

Data

The data for this study were sourced from the crowd-sourcing project DrugRoutes, 
which we launched online on January 1, 2020. DrugRoutes was an online platform 
that gathered transaction data directly from individuals who had bought or sold 
drugs on cryptomarkets. The website, accessible via the clear web or the darknet, 
allowed users to anonymously share information regarding their latest cryptomarket 
transactions. The data gathered included the specific type of illicit drug involved, the 
quantity traded, the transaction amount, the transaction date, the countries of ori-
gin and destination, and confirmation of parcel receipt. To encourage participation, 
DrugRoutes openly shared the collected data, enabling cryptomarket users to iden-
tify the most popular routes. Consistent with previous studies (Barratt et al., 2016b; 
Martin et al., 2019), our methodology aimed to create a safe space for cryptomarket 
participants to contribute information for research purposes.

Every submission to the project underwent moderation by the authors to filter 
out potential spam. Submissions deemed too deviant from the prevalent crypto-
market prices per unit at the time were labeled as spam and excluded from the 
dataset. The research team cross-referenced the price per unit from multiple list-
ings on several cryptomarkets and calculated an average. A transaction price from 
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the same origin country that deviated more than one standard deviation from the 
mean was regarded as spam and removed from the dataset. We also removed mul-
tiple submissions made within seconds of each other as potential spam. While 
DrugRoutes was one of the few crowd-sourcing initiatives collecting informa-
tion on illicit drug transactions (for example, see Government of Canada, 2022), 
it stands out as the only one incorporating successful delivery of illicit drugs. 
The research team advertised the crowd-sourcing platform on approximately 140 
darkweb platforms, and the consent form and contact information were readily 
available on the website.

In total, we collected 1,364 submissions between 2020 and 2022, all of which 
were confirmed to be authentic and genuine. Below, we present some descriptive 
statistics to demonstrate the nature and characteristics of the collected sample. 
Figure 1 highlights the top fifteen buyer countries, while Fig. 2 displays the per-
centage of international transactions for these same countries. In line with several 
other studies, the United States is the primary buyer country (Aldridge & Décary-
Hétu, 2014; Christin, 2013; Soska & Christin, 2015), followed by three Euro-
pean nations (Germany, France, and the United Kingdom), and then Canada and 
Australia. Figure 2 complements Fig. 1 by indicating which countries are more 
open to sourcing drugs internationally and which prefer to make purchases within 
national borders. Turkey, India, and Belgium concentrate most of their purchases 
internationally, while Russia, the USA, and Canada mainly fulfill their online 
drug demands domestically.

Figure 3 broadens the scope of what we observed for the top buying countries, 
offering insight into the most prominent selling countries. Firstly, there are note-
worthy differences between the two lists. Although the United States tops both 
rankings, several countries featured in Fig.  1 are absent from Fig.  3, including 
the Netherlands, Mexico, Colombia, and Afghanistan. Figure  4 can assist us in 
understanding the roles these countries play in international trafficking via cryp-
tomarkets. Countries like the United States, Australia, Italy, and Russia primar-
ily cater to domestic markets, whereas the Netherlands, Mexico, Colombia, and 
Afghanistan focus at least 75% of their sales on international transactions. This 

Fig. 1  Top 15 buyer countries. National and international transactions
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corroborates literature on offline drug trafficking that designates these countries 
as either producers (Afghanistan and Colombia) or transit points before drugs 
reach their final destinations (UNODC, 2021).

As this paper is exclusively concerned with international transactions, the sub-
sequent analyses will omit data that pertain strictly to domestic trade. Table  1 
presents the total number of international transactions recorded on DrugRoutes, 
differentiated by substance type. Cannabis is the most traded drug, accounting 
for over a quarter of transactions, followed by cocaine and LSD. MDMA and 
amphetamines constitute 8% and 6% of all transactions, respectively. Notably, the 

Fig. 2  National V International transactions for the top 15 buyer countries (%)

Fig. 3  Top 15 seller countries. National and international transactions
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five most popular substances account for 70% of all transactions, with the remain-
ing nine substances representing the remaining 30%. This distribution aligns with 
previous research based on the analysis of cryptomarket webometrics (Aldridge 
& Décary-Hétu, 2014), lending credence to the reliability of our data in mapping 
online drug trafficking routes.

Fig. 4  National V International transactions for the top 15 seller countries (%)

Table 1  International 
transactions per type of drugs in 
DrugRoutes

Drug Count % Cumulative %

Cannabis 207 28% 28%

Cocaine 146 20% 48%

LSD 63 9% 57%

MDMA 56 8% 65%

Amphetamine 41 6% 70%

Others 41 6% 76%

Methamphetamine 36 5% 81%

Ecstasy 31 4% 85%

Heroin & other opioids 30 4% 89%

Hallucinogens 26 4% 93%

Prescription drugs 24 3% 96%

Benzodiazepines 20 3% 99%

Ketamine 10 1% 100%

Total 731 100% 100%
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Dependent variable

This study views drug trafficking on cryptomarkets as a network of relationships 
between countries. This perspective aligns with previous literature analyzing drug 
trafficking across nations (Aziani et al., 2021; Bichler & Jimenez, 2022; Boivin, 
2014b), and recent studies investigating the geographic structure of drug traffick-
ing on cryptomarkets (Broséus et al., 2017; Norbutas, 2018).

We utilize data from DrugRoutes to identify relationships between countries. 
DrugRoutes solicited information from cryptomarket participants about their 
home country and the country with which they most recently transacted. Con-
sequently, we establish a link from Germany to Spain if a participant based in 
Germany reports purchasing drugs from a dealer in Spain, or if a Spanish drug 
dealer declares having shipped drugs to Germany. Using this method, we identi-
fied a total of 731 different transactions involving 372 dyads across 42 pairs of 
countries.

The network of drugs trafficked via cryptomarkets is characterized by two dis-
tinctive features. First, we only consider a connection if at least two submissions 
are reported for a pair of countries. For example, we dismissed the connection 
between Albania and Ireland since we have only one observation following this 
route. These connections are more likely to be random or sporadic links between 
countries and, therefore, are not included in our analysis. The final network is 
predicated on a total of 100 exchanges between any two countries.

Secondly, we do not differentiate between substances. For example, a connec-
tion between Spain and Germany for cannabis is regarded in the same way as a 
connection between France and Germany for cocaine. Given that we have only a 
few transactions for most substances, creating individual networks for each illicit 
drug type would result in very small networks. As a result, we opted to group all 
drug types together to avoid information loss. More crucially, we anticipate the 
independent variables to exert a similar effect on cryptomarket transactions, irre-
spective of the drug type. This approach also enables us to compare our findings 
to previous studies that do not differentiate between substances (Broséus et  al., 
2017; Morelato et al., 2018; Norbutas, 2018).

Independent variables

This study employs both nodal and relational attributes data to decipher the fac-
tors that influence the geographic arrangement of drug trafficking through cryp-
tomarkets. Nodal attributes represent unique characteristics of the countries com-
prising the network, such as a country’s gross domestic product (GDP) per capita 
or its population size. On the other hand, relational attributes provide insights 
about the connections between any two countries within the network, like the 
distance between Spain and Germany. Table 2 presents all variables used in this 
analysis, detailing the source, reference period, the nature of the variable (i.e., 
nodal or relational attribute), and relevant descriptive statistics.
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Table 2  Independent variables

Nodal attribute Source Dimension Period Min Max Mean St. Dev

Information and Communication 
Development (ICT) index

International Telecom-
munications Union 
(ITU) of the United 
Nations

Information Technology Infrastructure 2017 1.95 8.74 6.77 1.76

Global Cybersecurity Index International Telecom-
munications Union 
(ITU) of the United 
Nations

Enforcement of cryptomarkets 2020 5.20 100 83.07 23.73

Relational attributes Source Period Network size Edge count Density Mean

Geographic distance (1,000 km) CEPII Geographical Proximity NA 42 1722 - 6.31

Language spoken by at least 9% 
of the population

CEPII Social proximity 2000–2008 42 208 0.24 -



 L. Giommoni et al.

1 3

We utilized the Information and Communication Development (ICT) index as 
a country-level indicator of technological progress to verify our initial hypothesis. 
This empirically derived index comprises three weighted sub-indices (infrastructure 
access, intensity, skills) and facilitates cross-national comparisons (ITU, 2020).

We examined the impact of geographic proximity (H2) and social proximity (H3) 
using two matrices; one calculating the geographic distance between countries, and 
another evaluating the prevalence of a language spoken by a minimum of 9% of 
the population in any pair of countries. Both variables were sourced from the Cen-
tre d’Études Prospectives et d’Informations Internationales (CEPII) and have been 
previously employed in several studies to measure social and geographic proximity 
(Favarin & Aziani, 2020; Giommoni et al., 2017).

We operationalized a country’s capacity to olice cryptomarkets (H4) using the Global 
Cybersecurity Index (GCI) developed by the International Telecommunications Union 
(ITU) of the United Nations. The GCI assesses each country’s developmental stage in 
five areas: legal measures, technical measures, organizational measures, capacity devel-
opment, and cooperation. Our decision to use this index was motivated by three factors. 
First, since cryptomarkets operate online, it seemed logical to employ a variable examin-
ing a country’s online resilience, rather than conventional offline law enforcement met-
rics (e.g., number of police forces or arrests). Many interventions against cryptomarkets 
involve specialized cybercrime policing units such as the Netherlands National High 
Tech Crime Unit or the Dark Web Intelligence, Collection, and Exploitation team within 
the British National Crime Agency. Second, proxies indicating the level of enforcement 
across countries are notoriously deficient and lack comparability (Aebi & Linde, 2015; 
Kilmer et al., 2015). Third, several countries examined in this analysis neither collect nor 
report any data related to cybercrime.

Method

Exponential Random Graph Models (ERGMs) were employed to ascertain the fac-
tors influencing the geographic arrangement of drug trafficking through crypto-
markets. ERGMs comprise a category of statistical models applicable to relational 
data, evaluating the likelihood of a connection between two countries in the network 
based on the individual country attributes (e.g., their ICT index) and attributes of 
country pairs (e.g., geographical distance between two countries). Unlike traditional 
statistical models, ERGMs don’t assume observation independence, thereby allow-
ing for testing or controlling network attributes such as the propensity towards cen-
tralization (Lusher et al., 2013; Robins et al., 2007).

Besides the independent variables previously discussed, one of the models incor-
porates two controls to compensate for outdegree centralization and reciprocity. The 
latter accounts for the likelihood of reciprocal connections between any two given 
countries, while we employed the GWODEGREE parameter to control for a coun-
try’s probability of establishing a new outgoing tie based on the number of existing 
ties with other countries (Hunter, 2007). All network analyses were conducted utiliz-
ing the Statnet suite of packages for R (Butts, 2008; Handcock et al., 2018; R Core 
Team, 2021). The model encompassing parameters for centralization and reciprocity 
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employed Markov Chain Monte Carlo simulation methods to approximate the maxi-
mum likelihood (Hunter et al., 2008). Appendix 2 features goodness-of-fit plots that 
compare observed networks with simulated ones, evaluating the overall fit of the 
models discussed in the “Results” section below.

Ethics

This study was approved by the Social Science Research Ethics Committee at Cardiff 
University (SREC/3197), underscoring our commitment to ethical considerations. The 
research was guided by two fundamental principles: (1) the process of data collection 
and analysis should not expose any party involved to potential harm, and (2) no person-
ally identifying information would be collected or disclosed at any stage of the research. 
Although DrugRoutes was accessible on both the clear and dark web, we did not gather 
any sensitive data such as IP addresses or geolocation of submissions. It’s also crucial 
to clarify that while the platform disseminated information about prevalent drug traffick-
ing routes on the dark web, it didn’t indicate the routes least likely to be intercepted. Our 
objective was to illuminate the operations of cryptomarkets, not to furnish guidance on 
successful strategies for online drug trafficking.

Results

Table 3 provides descriptive statistics of the drug trafficking network through cryp-
tomarkets, with Fig.  5 offering a visual depiction of the network. Comprising 42 
countries and 100 links, the network represents close to 6% of all possible links. 
This observation aligns well with prior studies indicating that offline drug traffick-
ing has a low density and tends to concentrate along specific routes (Boivin, 2013, 
2014a; Giommoni et al., 2017).

Despite the sparse density, countries usually obtain illicit drugs from multiple 
sources, as on average, each country imports from more than two nations and con-
ducts trade with nearly five countries. However, the number of connections is not 
evenly distributed, as demonstrated in Fig.  6. While most countries export to one 
or a few countries, a handful export to numerous others. This suggests that, akin to 

Table 3  Network statistics Measures Statistics

Size 42

Edge count 100

Density 0.06

Mean Degree 4.76

Mean In-degree 2.38

In-degree Centralization 0.36

Out-degree Centralization 0.49

Reciprocity 0.26
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offline drug trafficking, some countries play a central role in trafficking via crypto-
markets. Germany (20), the Netherlands (20), and the USA (15) stand out due to the 
number of outgoing ties with other countries. This is not entirely unexpected – prior 
studies have revealed that the USA dominates cryptomarket transactions (Aldridge 
& Décary-Hétu, 2016b; Christin, 2013), while Germany and the Netherlands are 
known for their key roles as redistribution centers for heroin, cocaine, and cannabis 
within Europe (Aziani et al., 2021; Lahaie et al., 2015; Paoli & Reuter, 2008).

The distribution of incoming ties is more evenly spread than that of outgoing ties (in-
degree centralisation stands at 0.36, while out-degree centralisation is at 0.49), with forty-
one countries having between zero and nine connections. With seventeen incoming ties, 
the USA emerges as a clear outlier. This can be explained by both online and offline fac-
tors. Firstly, as noted earlier, the USA accounts for a significant majority of illicit drug 
transactions on cryptomarkets. Secondly, with a population exceeding 300 million, it is 
one of the world’s primary consumer markets for illicit drugs.

Fig. 5  Trafficking network via cryptomarkets
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Reciprocity offers further valuable insights into the network. It reveals that 26% of con-
nections are reciprocated, meaning that in a quarter of the cases, Country A imports from 
Country B, and conversely, Country B imports from Country A. This feature characterises 
drug trafficking via cryptomarkets, a phenomenon less common in offline drug markets. 
Offline trafficking generally follows a single direction - for instance, the UK imports from 
the Netherlands, but the Netherlands does not reciprocate. However, this dynamic occurs 
within cryptomarkets, albeit on a small scale. Cryptomarkets can broaden geographic and 
informal networks by offering alternative paths to traditional routes. For example, even 
though illicit drugs usually move from the Netherlands to the UK, Dutch-based buyers 
might find a better deal in the UK. It’s also possible that reciprocity is an artifact of the 
drugs traded on cryptomarkets. As most transactions involve cannabis, which is produced 
in almost every country, drug trafficking is less tied to a single direction and more open to 
reciprocal exchanges.

Table 4 details the estimates and standard errors from ERGMs of drug trafficking 
via cryptomarkets. Model 1 includes all variables operationalising our four hypothe-
ses. Most of these variables are significantly associated with the dependent variable, 
and their direction aligns with our predictions. The exceptions are the ICT index for 
exporter countries and common language. While the ICT index standard errors are 
relatively small and close to the significance threshold of 0.05, the standard errors 
for common language are considerably larger.

Model 2 is the final model, incorporating structural effects to manage the impact 
of exporters and mutual connections. This model reveals that social proximity, 
defined by the existence of a language spoken by at least 9% of the population in any 
pair of countries, is significantly associated with traditional trafficking but doesn’t 
explain cryptomarket trafficking. Two reasons can account for this variance.

First, cryptomarkets replace social proximity with a collection of deliberately crafted 
mechanisms aimed at fostering trust among participants (Martin et al., 2019; Munksgaard, 
2021). The question of how a buyer can trust a seller on cryptomarkets arises — how can 

Fig. 6  Scatterplot between indegree and outdegree along with their distribution
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they ascertain the seller will not abscond with their money? The answer lies in the trans-
parency of past transactions, feedback from prior buyers, and a series of strategies that 
allow buyers to form informed judgments about a vendor’s trustworthiness and reliability 
(Tzanetakis et al., 2016). Cryptomarkets have engineered mechanisms to identify reliable 
partners and mitigate deceitfulness, rendering social proximity unnecessary.

Second, there are active cryptomarkets in various languages at any given time. Par-
ticipants have access to online markets in any language, and they do not need to learn or 
use another language to buy drugs online. However, proficiency in English, or at least the 
ability to read and write in English, is a requirement for participating in certain crypto-
markets. Hence, the ecosystem’s diversity reduces the significance of language.

This study, for the first time, underscores the role that a country’s information 
technology infrastructure plays in facilitating drug trafficking transactions on crypto-
markets. Digital restrictions are as crucial as offline restrictions and account signifi-
cantly for importing countries. To sell or buy drugs online, participants need access 
to a high-speed internet connection, the Tor browser or an alternative anonymous 
network like I2P, and the capability to set up an anonymous Bitcoin wallet (Basheer, 
2022). Usually, these are not enough; participants in cryptomarkets often need to 
take extra steps to increase their anonymity, such as setting up encrypted emails, 
encrypting all communications, and using a VPN (Horton-Eddison et al., 2021).

In some countries, these technologies are readily available, contributing to digital skills 
being more widespread among the population. However, this might not be the case in 
other countries that could potentially benefit from joining cryptomarkets. For example, 
Colombian dealers could reap substantial profits from selling on cryptomarkets, as the 
domestic wholesale price for a kilogram of cocaine is about $1,500, while it is $45,000 in 
the UK (UNODC, 2021). But the internet penetration in Colombia is 65%, with a signifi-
cant proportion of those without internet access likely residing in more rural areas where 
cocaine production is more concentrated. By contrast, internet penetration in the UK is 
95%. This disparity helps illuminate — albeit incompletely — why the UK has a more 
central role in drug cryptomarket trafficking than Colombia.

Table 4  Estimates and standard 
errors from ERGMs of the drug 
trafficking via cryptomarkets

* p < .05; ** p < .01; *** p < .001

Parameter Model 1 Model 2

Estimate Std. Error Estimate Std. Error

Edges -1.444* 0.023 -2.302*** 0.001

ICT Importer 0.271** 0.007 0.255* 0.015

ICT Exporter 0.165 0.083 0.035 0.624

GCI Importer -0.016* 0.023 -0.006 0.452

GCI Exporter -0.035*** 0.000 -0.020*** 0.001

Distance -0.058* 0.014 -0.041* 0.045

Common language 0.323 0.259 0.270 0.256

Exporter effect -3.297*** 0.001

Mutual 2.257*** 0.001

AIC 702.7 643.8
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The degree of a country’s cybersecurity commitment inversely impacts the likelihood 
of outgoing trafficking connections with other nations. In essence, the more equipped a 
country is to combat cybercrime, the fewer outgoing connections it has. This observation 
is contrary to much of the empirical research on drug law enforcement and some studies 
on policing cryptomarkets. Research on international drug trafficking drivers reveals that 
stringent law enforcement actions do not deter a country from establishing trafficking con-
nections (Aziani et al., 2021; Berlusconi et al., 2017; Giommoni et al., 2017). Likewise, 
police operations’ impact on cryptomarkets is often minimal. The majority of studies 
concur that cryptomarket participants tend to adjust to law enforcement interventions by 
implementing extra security measures or shifting to other markets (Décary-Hétu & Giom-
moni, 2017; Ladegaard, 2018, 2019; van Wegberg & Verburgh, 2018). Police successes, 
at best, are fleeting and diminish over time.

There are a few reasons why a more advanced cybersecurity infrastructure might make 
drug trafficking via cryptomarkets less attractive. Firstly, the Global Cybersecurity Index 
evaluates a country’s readiness to confront cybercrime. Individual police operations may 
yield limited success, but the overall cybersecurity infrastructure could deter people from 
exporting illicit drugs via cryptomarkets. This might seem counterintuitive, but it aligns 
with traditional drug trafficking. Most police operations are deemed limited in duration 
and scope, but illicit drugs remain less accessible and costlier than if legalized (Kleiman, 
2009; Pollack & Reuter, 2014). The mere existence of drug law enforcement influences 
drug markets. The second reason is more technical, relating to how we measure levels of 
enforcement. The GCI is a composite indicator accounting for different aspects of cyber-
security, such as organizational measures, capacity development, and cooperation. There 
is not a comparable measure for a country’s ability to counter international drug traffick-
ing, leading most studies to resort to questionable proxies like the number of police offic-
ers per capita (Giommoni et al., 2017). We posit that the GCI provides a more robust and 
comprehensive indicator of enforcement against cybercrime, including cryptomarkets.

Both models also indicate that trafficking is likelier between geographically prox-
imate countries. Mirroring trends in legal trade and offline trafficking, geographic 
distance escalates the costs associated with drug trafficking via cryptomarkets 
(Caulkins & Bond, 2012; Disdier & Head, 2008; Favarin & Aziani, 2020). Long-
haul deliveries require more ingenious methods of drug concealment, incur lengthier 
shipping times, and may increase the risk of interception (Décary-Hétu et al., 2016; 
Norbutas, 2018). Despite dealers’ profit-driven motives, their main objective is to 
evade arrest (Caulkins & Reuter, 2010; Pollack & Reuter, 2014). Geographic dis-
tance amplifies this risk and can discourage dealers from engaging in long-distance 
transactions.

Finally, the significant and negative direction of the exporter effect indicates that a 
country’s likelihood of forming a new outgoing tie decreases as its existing ties increase. 
This implies that the number of countries with cryptomarket consumers is limited and 
that certain countries may have nearly saturated at least their regional market once they 
attain a certain size. The reciprocity variable, being positive and significant, suggests a 
tendency towards mutual ties in the network. This might indicate that cryptomarket par-
ticipants are conscious of the relative safety of transactions on cryptomarkets. If drugs can 
be successfully transported in one direction, consumers might be more inclined to order 
drugs internationally in the opposite direction, particularly if less.
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Conclusions

This study presents compelling insights into the mechanics of drug trafficking within 
cryptomarkets. It challenges conventional notions of social proximity, demonstrat-
ing that shared language or traditional relationships are less relevant in these digital 
platforms. Instead, the establishment of trust-based mechanisms and multilingual 
capacities are more integral to interactions in cryptomarkets.

Furthermore, it highlights the significant role of a country’s digital infrastructure and 
its IT capabilities in shaping its involvement in online drug trafficking. The level of inter-
net penetration, availability of digital anonymity tools, and population’s digital literacy 
can affect the scale and nature of a country’s participation in these cryptomarkets.

The study also underlines the unexpected effects of strong cybersecurity infra-
structure. Contrary to the conventional enforcement approach, which often fails 
to deter trafficking, advanced cybersecurity measures seem to reduce a country’s 
involvement in the online drug trade. This finding could reshape our understanding 
of effective strategies to combat online drug trafficking.

Geographical proximity remains a critical factor, even in digital markets (Décary-
Hétu et  al., 2016; Norbutas, 2018). The risks and costs associated with longer 
shipping distances can deter dealers from international transactions, reflecting the 
influence of physical logistics on online trade. Overall, these findings suggest that 
cryptomarkets operate under different dynamics than traditional markets and need 
unique strategies for intervention and control.

This paper provides key methodological advancements in studying online drug 
trading. By harnessing crowd-sourced data, we haveve managed to explore this field 
more deeply than ever before. While cryptomarkets tend to provide elusive details 
about buyer locations, our platform has proven successful in gathering and examin-
ing data on trafficking routes. As a result, we now have an unparalleled glimpse into 
the pathways of drug movement across international borders through the dark web.

Yet, this innovative approach is not without its challenges. The data collection 
process led to an unrandomized sample, due to a self-selection bias among partici-
pants. With no concrete understanding of why some users shared information and 
others did not, our findings could potentially be skewed. However, such biases are 
common in research involving illicit activities like drug trading. To ensure the accu-
racy of our findings, we implemented stringent checks to remove spam, outliers, and 
infrequent connections between countries.

Moving forward, fostering stronger relationships with participants in illicit drug mar-
kets is crucial for the success of crowd-sourcing platforms. Although launching and main-
taining such platforms like DrugRoutes requires significant effort and resources, they 
offer a unique opportunity to gain a deeper understanding of criminal behaviour and to 
prevent crime in our increasingly digital society. It provides a fresh, innovative approach 
amidst a growing array of diverse methods for studying and comprehending online drug 
markets (Barratt & Maddox, 2016; Munksgaard & Martin, 2020).
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Appendix 1Table 5

Table 5  List of countries and 
their centrality scores

Country Degree Indegree Outdegree Betweenness Closeness

AFG 2 0 2 0.00 0.43

ARG 1 0 1 0.00 0.40

AUS 7 6 1 1.42 0.54

AUT 3 2 1 0.00 0.44

BEL 3 2 1 0.00 0.48

BLZ 1 0 1 0.00 0.40

BOL 1 0 1 0.00 0.40

BRA 2 1 1 0.00 0.47

CAN 9 5 4 14.00 0.51

CHE 2 2 0 0.00 0.43

CHL 1 1 0 0.00 0.40

CHN 2 0 2 0.00 0.41

COL 4 0 4 0.00 0.43

CUB 1 0 1 0.00 0.40

CZE 1 1 0 0.00 0.41

DEU 27 6 21 375.13 0.68

DNK 3 3 0 0.00 0.45

ESP 9 4 5 30.83 0.51

EST 1 1 0 0.00 0.41

FIN 2 2 0 0.00 0.44

FRA 11 9 2 45.12 0.55

GBR 14 4 10 89.20 0.59

GRC 1 1 0 0.00 0.37

HKG 1 1 0 0.00 0.41

HUN 1 1 0 0.00 0.41

IND 4 3 1 0.00 0.49

IRL 2 2 0 0.00 0.38

ISR 1 1 0 0.00 0.41

ITA 4 4 0 0.00 0.47

MAR 2 0 2 0.00 0.38

MEX 3 1 2 0.00 0.42

NLD 23 1 22 90.45 0.68

NOR 3 3 0 0.00 0.46

PHL 1 1 0 0.00 0.41

POL 6 3 3 0.87 0.51

PRT 2 2 0 0.00 0.44

ROU 2 2 0 0.00 0.39

SRB 1 1 0 0.00 0.41

SWE 5 5 0 0.00 0.52

TUR 2 2 0 0.00 0.44

UKR 1 0 1 0.00 0.40

USA 28 17 11 458.98 0.66



 L. Giommoni et al.

1 3

Appendix 2Figs. 7 and 8

Fig. 7  Goodness of fit diagnostics for Model 1
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