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ABSTRACT  

In today's business landscape, cyberattacks present a significant threat that can lead to severe 

financial losses and damage to a company's reputation. To mitigate this risk, it is essential for 

stakeholders to have an understanding of the latest types and patterns of cyberattacks. The primary 

objective of this research is to provide this knowledge by utilizing the Advisen cyber loss dataset, 

which comprises over 137,000 cyber incidents that occurred across various industry sectors from 

2013 to 2020. By using text mining techniques, this paper will conduct an exploratory data analysis 

to identify the most common types of malware, including ransomware. Furthermore, the study will 

include a likelihood and severity analysis to evaluate the financial impact of these cyberattacks on 

businesses. Ultimately, this study aims to shed light on the prevalence and financial repercussions 

of malware incidents and provide businesses with valuable insights to help develop effective 

cybersecurity strategies. 
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INTRODUCTION  

The widespread use of electronic devices and internet-based systems has increased cyber risk 

for businesses due to exploitation of vulnerabilities in cyber networks to carry out cybercrimes. This 

paper aims to conduct exploratory data analysis on the Advisen dataset, which contains over 137K 

cyber incidents that occurred between 2013 and 2020 across various industry sectors. Utilizing text 

mining, the study aims to identify the most frequently reported malware/ransomware types and 

propose a likelihood and severity analysis to measure the financial consequences of each type. The 

insights gained from this analysis could help organizations better understand the nature and impact 

of cyber threats and develop more effective cybersecurity strategies. 

 

 PROPOSED METHODOLOGY 

To identify the primary types of malware (including ransomware) from the Advisen data loss, 

we utilized a systematic approach (Figure 1). After examining the "Case description" column and 

filtering the data with specific keywords, we verified and analyzed the identified names using a text 

mining algorithm developed with Python 3.9. Additionally, we searched for well-known malware 

and ransomware names on various online platforms such as internet databases, research articles, 

blogs, and technical and organizational websites.. We determined the frequency of occurrences for 

each identified malware/ransomware and performed a severity analysis to evaluate the average total 

financial losses incurred by companies due to these incidents. 
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Figure 1: Flowchart of the procedure followed. 

 

EXPECTED RESULTS 

The paper analyzes ransomware/malware attacks, emphasizing the need for organizations to 

be proactive in cybersecurity efforts. Analyzing attack frequency and financial impact helps identify 

significant threats and safeguard systems and data. Even low-frequency attacks can result to 

significant losses, hence having robust cybersecurity measures is crucial. The findings suggest 

attackers target both large and small organizations. Overall, the paper provides valuable insights 

into the evolving cyber threat landscape, highlighting the need for organizations to stay vigilant in 

their cybersecurity efforts. 
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