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Abstract:

Smart meters connect smart grid electricity suppliers and users.
Smart meters have become a research hotspot as smart grid
applications like demand response, power theft prevention, power
quality monitoring, peak valley time of use prices, and peer-to-peer
(P2P) energy trading have grown. But, as the carriers of these
functions, smart meters have technical problems such as limited
computing resources, difficulty in upgrading, and high costs, which
to some extent restrict the further development of smart grid
applications. To address these issues, this study offers a container-
based digital twin (CDT) approach for smart meters, which not only
increases the user-facing computing resources of smart meters but
also simplifies and lowers the overall cost and technical complexity
of meter changes. In order to further validate the effectiveness of

this method in real-time applications on the smart grid user side, this article tested and analyzed the
communication performance of the digital twin system in three areas: remote application services, peer-
to-peer transactions, and real-time user request services. The experimental results show that the CDT
method proposed in this paper meets the basic requirements of smart grid user-side applications for real-
time communication. The container is deployed in the cloud, and the average time required to complete
100 P2P communications using our smart meter structure is less than 2.4 seconds, while the average time
required for existing smart meter structures to complete the same number of P2P communications is 208
seconds. Finally, applications, the future development direction of the digital twin method, and
technology architecture are projected.
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Introduction

The energy sources of clean energy, such as wind
energy, hydro energy, and solar energy, are
different from thermal power generation (Niaz
et al, 2023). Local natural factors have a
significant impact on a significant amount of
clean energy generation, making it challenging to
maintain stable power generation. This can cause
one peak and one valley in the power grid,
posing a huge challenge to the stable power
supply of centralized power supply systems. The
widespread use of distributed clean energy
sources such as wind, hydro, and solar energy
will inevitably make it difficult to maintain
centralized power systems and cope with future
development (Kader et al, 2022). Therefore,
distributed power supply systems will gradually
become a new choice to improve power supply
efficiency and reliability.

On this basis, it describes the potential shortage
of computing resources, difficulties in

subsequent upgrades, and high costs faced by
smart meters on the user side. The difference
between smart grids and traditional power grids
lies in the direction of information flow, which
means that the one-way flow of information
from the grid to power users has become a two-
way flow between the grid and power users
(Sarwar et al., 2016). In addition to requiring
power users to promptly comply with various
commands issued by the grid, the smart grid also
needs to adjust the power supply in accordance
with the data reported by power users. The
current smart grid has not yet achieved sufficient
development, and there are still many changes in
the future (Mollah et al., 2020). In addition to the
basic ladder billing function, time division billing
function, and overdue power-off function on the
smart meter, we also need to realize more
advanced functions such as load identification,
clectricity theft prevention, power supply
network topology, privacy protection, demand
response, P2P energy trading, etc. in the future.
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Figure 1. The Diagram Presents the Structure of a Smart Grid
Source: Sun et al., 2019
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The information exchange between the power
grid and users requires the participation of smart
meters. Sun et al. (2019) proposes a smart meter
structure of four MCUs in line with the IR46
standard, namely a metering MCU, a
management MCU, an identification MCU, and
a load control MCU. In the dissertation, they
defined the role of each part and tested the
performance of the multi-MCU smart meter in
an experimental environment. As shown in
Figure 1, smart meters in the smart grid are used
to connect the smart grid and power users. Smart
meters play an important role in the smart grid.
At present, the smart meters in our country
mainly adopt the structure of "Microcontroller
Unit (MCU) + Special Metering Chip." This
structure can meet the basic functions of smart
meters, but its scalability is poor. If you want to
upgrade new functions, you can only replace
them and not upgrade the existing structure.
With the continuous improvement of social
requirements for the stability and functionality
of the smart grid, smart meters, as the key
component of the smart grid and the means of
user communication, also need to undertake
more and more functions (Chen et al., 2023).
The existing smart meter structure no longer
meets the smart grid’s future development
needs, and a new structure is required to meet
the smart grid's future development needs.

The smart meters used now may no longer meet
the demands of future changes and need to be
updated constantly. As a part of the
infrastructure, the meters have relatively weak
computing power, and large-scale replacement
will bring huge economic losses and labor costs,
which are doomed to the inability of rapid
iteration. This has led to many very valuable
applications of smart meters that cannot be put
into practice in a timely manner, limiting the
rapid development of smart grids (Lang et al.,
2021). Therefore, we need a smart meter
structure that is easy to upgrade and costs little
to upgrade.

Xianggi et al. (2019) proposed a software design
scheme based on a single chip, which can
separate the metering module from other

modules on the basis of a MCU, thus realizing
the functional division of a single RFID semi
active technology. Lizhou et al. (2018) made a
smart meter with a dual MCU that meets the
IR46 standard. They separated the metering and
management chips so they could work on their
own, and they focused on how to upgrade the
software in this kind of structure. With the
promotion of the IR46 standard, the complexity
of smart meter software and hardware increases,
and the methods of evaluating the quality of
meters become more complex. Peng et al. (2019)
proposed a "closed-loop feedback correction"
model that can strictly control the key elements
and risk points in the development process of
smart meters so as to improve the efficiency and
quality of the development. In order to test
smart meters with higher complexity, Zhang et
al. (2019) has designed different software and
hardware test systems to test whether the
software and hardware design of smart meters
conform to IR46 standard. In order to solve the
problem that smart meters are expensive and
difficult to upgrade, this paper proposes a CDT
method for smart meters. The main innovations
of this study are as:

° This structure uses the container to map
the state of physical meters so that they form a
digital twin state.

o By wusing container technology, a
dedicated proxy container is created for each
physical meter on the cloud or edge system,
transferring application-oriented
communication and service models from the
physical meter to the corresponding container.
The physical meter only embeds three core
functions: basic energy metering, one-on-one
communication with the container, and time-
critical functionality.

J We advanced smart meters by upgrading
the corresponding proxy container, minimize
the promotion requirements of users, and
improve the computing power of smart meters.

The remaining parts of this research are divided
as follows: First, this paper studies the concept
of DT. Secondly, we propose a container-based
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DT method. Third, in order to further validate
the effectiveness of this method in real-time
applications on the smart grid user side, this
article tested and analyzed the experimental
results. Fourth, we discussed the application of
smart meters. Finally, the container-based DT
technology findings are predicted.

Digital Twin Concept

The concept of DT's was put forward very early,
but at that time, due to a lack of technology and
cognition, it was not taken seriously. In recent
years, with the rise of the Internet of Things
(IoT) and cloud computing, DTs have gradually
become a hot topic of research. The core idea of
the DT is to create an image of the physical
devices in the physical space in the virtual space
and make the objects in the two spaces closely
connected through the network connection, as
shown in Figure 2.

Virtual Space

Communication

Physical Space

Cyberworld

Two way
information flow

Figure 2. Digital Twin Structure

Tao et al. (2018) comprehensively reviewed the
concept of DTs in combination with previous
studies on DTs. A concept of “consolidated
digital twins” (CDT) that should have the
following characteristics:

Representation and relevance: virtual images should
be as similar to physical entities as possible.
However, in some application scenarios, some
attributes of physical entities are irrelevant,
which should be fully considered when creating
mapping models.

Mapp ability: all meaningful attributes and events
should be mapped into the virtual image.

Reproducibility: every virtualized physical entity
should be able to be replicated in the virtual
space.

Entanglement: each DT is closely connected
through the network. Changes in physical
entities should be synchronized with the virtual
image in a timely manner.

Persistence: virtual images and physical entities
should have the ability to maintain
synchronization for a long time. Even if the
connection between them is interrupted, the
virtual image should be able to synchronize the
state of the physical entity after the connection
is restored.

Memory: during the operation cycle of physical
entities, a large amount of data will be generated.
Virtual images should have storage capacity and
store as much data as possible.
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Combinability: in order to apply DT to large
projects, DT should have an effective method
for integration and combination.

Manageability: DT must be accurate and have
good management skills. It can keep the virtual
image’s response to the query operation even if
the physical entity loses connection, and it can
use some methods to limit the impact and
damage from the outside on the physical entity.

Scalability: because there are limitations in
upgrading physical entities, virtual images should
be able to be updated and improved.

Ownership: the ownership of DT is reflected in
two parts: the ownership of the data generated
by DT and the ownership of the virtual image.
First of all, DT generates a large amount of data.
It is important to determine the ownership and
use rights of these data. Secondly, because of the
replicability of virtual images, there can be many
virtual images at the same time, but the
ownership of these virtual images may be
different. For example, there may be many
copies of a photo, but they are only references
to the original photo and may belong to different
owners.

Service:  through the control and function
extension of physical entities provided by DT, a
large number of new services and functions can
be created across the entire DT. In this case, DT
has become a means to provide a high level of
service for physical entities, which can ensure the
availability and effectiveness of DT in use.

Predictability: because the virtual image in DT has
all the data of the physical entity and runs in a
specific environment, it has the possibility to
simulate the behavior of the physical entity for a
certain period of time.

The birth and development of DTs provide
sufficient development space for the IoT. All
devices in the physical world are mapped to the
virtual world through DTs, and data is fully
mined and utilized by using big data and artificial
intelligence to maximize data utilization and
realize the ultimate goal of interconnection of all
things. Through the analysis and calculation of
the mirror data in the virtual space, people can
control and predict the actions of the physical
devices in the physical space. The attributes of
physical entities will be mapped from physical
space to virtual space through some mapping
relationship, as shown in Figure 3.

Physical Space

Si(x)

Virtual Space
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Figure 3. Attribute Mapping of Physical Space and Virtual Space
Source: Minerva et al., 2020

WWW.EJTAS.COM

EJTAS

2023 | VOLUME 1 | NUMBER 3



Digital Twin Method for Smart

Meters

This part introduces the DT architecture of
smart meters. Figure 4 shows the proposed DT
architecture for smart meters. As can be seen
from the figure, smart meters play a connecting
role between the smart grid and power users, and
users’ demands interact with the smart grid
through smart meters.

The biggest difference between the smart meter
structure proposed by us and the existing smart

meter structure is that the DT technology is used
to arrange a special holder for each physical
meter. In external communication, the container
corresponding to each physical electricity meter
can represent the physical electricity meter to a
large extent. In this way, a DT state is formed
between the physical electricity meter and the
container. Containers can be deployed in the
cloud or on edge systems. This lightweight
application virtualization technology has been
successfully applied in the cloud-computing field
(Pahl et al.,, 2017).
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Figure 4. Architecture of Digital Twin Method for Smart Meters

In our proposed smart meter structure, each
container only corresponds to one physical
meter, such as A' in Figure 4, which can only
represent A, and B', which can only represent B,
and the data in the container and the container

are isolated from each other and cannot be
accessed to ensure the security of user data. We
guarantee communication between adjacent
meters through the virtual network between
containers. By means of one-to-one
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correspondence  between containers and
physical meters, we can put many smart meter
applications into containers corresponding to
physical meters instead of physical meters.
Therefore, when the application program
changes, you only need to upgrade the container,
not the physical meter. Obviously, upgrading a
container is much easier than upgrading a
physical meter.

Results and Discussion

In order to verify the effectiveness of the smart
meter structure proposed by us, we designed
experimental scenarios for possible scenarios in
actual use. Figure 5 shows the communication
delay between the smart meter and the
application server in our proposed smart meter
structure. The x-axis is the communication delay
time from the physical meter to the application
server, and the y-axis is the probability that the
delay time occurs during the experimental test.
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Figure 5. End to End Communication Delay Possibility Between Smart Meter
and Application Server

In Figure 5 (a), shows that the container is
deployed in the cloud, and the communication
module between the container and the physical
electricity meter is the narrow band (NB) IoT
module. Figure 5 (b), shows that the container is
deployed in the edge system, and the
communication module between the container
and the physical electricity meter is a Wi-Fi
module. It is clear that even though the smart
meter structure that we have proposed includes
an additional layer of container as the transit
between the physical meter and the application
server, the existing smart meter structure is very
similar to the smart meter structure that we have
proposed in terms of communication delay, and
the delay that is introduced by adding containers
is very small and can be ignored. This can be
seen by the fact that the existing smart meter

structure is very close to the smart meter
structure that we have proposed. According to
the requirements for communication delay of
smart meter application proposed in (Li et al.,
2017), we extract some of the data and
summarize them in Table 1.

According to the data presented in Table 1, the
structure of the smart meter that we have
suggested is capable of satisfying the
communication needs of smart meter
applications. Figure 6 shows the time required
for P2P communication using our proposed
smart meter structure and the existing smart
meter structure.

Table 1. Communication Requirements
for Smart Meter Applications
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Application Delay Reliability
Advanced 5 seconds to 99-99.9
measurement several hours
infrastructure
On demand <5 seconds >99
meter reading
Muld interval <4 hours >99
meter reading
Demand 500 ms to 1 >99
response minute
management
Dynamic <1 minute >98
electricity price
Vehicle to grid <15 seconds 99-99.99
(V2G)
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(a) Cloudy summer

Grid to vehicle 2 seconds to 5 99-99.99

(G2V) minutes

The x-axis is the number of P2P communication
iterations, and the y-axis is the time required to
complete P2P  communication iterations.
Wherein, Figure 6 (a) indicates that the container
is deployed in the cloud, and the communication
module between the container and the physical
electricity meter is an NB IoT module; Figure 6
(b) indicates that the container is deployed in the
edge system, and the communication module
between the container and the physical electricity
meter is a Wi-Fi module.
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(b) Edge system deployment

Figure 6. P2P Communication Delay Time

For the scenario where the container is deployed
in the cloud, the average time required to
complete 100 P2P communications using our
smart meter structure is less than 2.4 seconds,
while the average time required for existing
smart meter structures to complete the same
number of P2P communications is 208 seconds.
The communication time t2 of the smart meter
structure proposed by us is significantly less than
that of the existing smart meter structure t2’
time required. This apparent gap comes from the
introduction of containers. Because the physical
electricity meter only needs to issue instructions
at the beginning of P2P communication and

receive results at the end of P2P communication,
frequent P2P communication in the middle
process is carried out by dedicated containers,
and P2P communication between dedicated
containers uses the cloud platform or the
internal network in the edge system, so there is
such a significant difference in the performance
of the time required for P2P communication
between the two structures.

Similarly, under the existing smart meter
structure, even if the physical meters are all in the
same Wi-Fi network, the time required for direct
P2P communication between them is still not as
fast as the smart meter structure proposed by us.
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This can be seen in subfigure (b) of Figure 6.
Morteover, in reality, the smart meter for P2P
communication is almost impossible to be
within the hop distance of the router. In this
case, the smart meter structure proposed by us
further expands the gap with the existing smart
meter structure.

According to the above software and hardware,
we built an experimental platform in the cloud
and edge system, respectively, for the
communication delay of the smart meter with
this structure. We set three scenarios that may
occur in actual use, namely: the smart grid
remote application service scenario, the smart
grid user-side P2P transaction scenario, and the
smart grid user-side real-time request service
scenario. Then we tested the performance of our
smart meter  structure in  terms  of
communication delay through three different
experimental scenarios. The results show that
the smart meter structure proposed by us can
meet the requirements of smart meter
applications.

Application of Smart Meters

The development of smart meters is not limited
to its own structure, and the application of smart
meters is also developing rapidly.

Use of Smart Meter Data

At present, many researches on the application
of smart meters focus on the data reported by
smart meters, and a large amount of valuable
information can be obtained by analyzing and
processing the data. Yu et al. (2019) proposes to
use a Bayesian network and integrated learning
to detect the data reported by smart meters and
judge the status of each smart meter, which can
quickly find the problem meter. According to
the Quilumba et al. (2014), aggregating customer
groups with similar load consumption patterns
improves power system stability and reduces
energy management consumption. Lin et al
(2020), a dynamic data measurement method
using the combination of a back propagation
neural network and a smart meter is proposed,
which improves the accuracy of power
measurement and can play a very good role in

guiding the power supply of the grid at different
times. Ahmadi et al. (2015) introduces a load
decomposition scheme using metering data to
monitor and understand the load behavior of
smart meters so as to achieve near real-time
analysis. Chang et al. (2013), a non-intrusive
demand monitoring and load identification
scheme wusing intelligent metering data is
proposed. A particle swarm optimization
algorithm is used to improve the accuracy and
efficiency of the calculation. Jin et al. (2017), the
metering data reported by smart meters is used
to monitor the status of residential and
commercial buildings.

Distributed Energy Access

With the increasing popularity of distributed
energy (usually from intermittent resources),
there are more and more research studies on
distributed energy. Real-time monitoring of
power quality can optimize the operation of the
power grid. For more and more distributed
energy sources connected to the power grid,
Albu et al. (2016) proposes a signal analysis
framework that simplifies the evaluation method
of power quality information to assist the power
grid in real-time power quality monitoring.
According to Miyasawa et al. (2021), local energy
self-sufficiency is achieved by combining the
data reported by smart meters with distributed
energy, which greatly reduces the operating
difficulties of wide-area power grids. Aiming at
the optimization of battery energy storage
capacity, a charging and discharging strategy
based on cost and time of use price was
proposed, and an optimization model aimed at
maximizing revenue was established. Kroposki
et al. (2020) investigated how to combine the
smart grid and distribute energy in various
scenarios in an effective and stable manner.

Supporting Stable Operation of the Smart
Grid

As the terminal equipment of the smart grid,
smart meters can well assist the continuous and
stable operation of the grid. Chakraborty et al.
(2018) used the voltage of an intelligent ammeter
to measure the even harmonic quantity in the
waveform and detect the high impedance fault,
which overcomes the problem that the
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distribution system lacks reliable data near the
fault point. Trindade et al. (2016) proposed to
combine the voltage monitoring capability of
smart meters with the impedance-based fault
location method to improve the efficiency of
fault location. Liu et al. (2020) proposed an error
estimation method for smart meters for fault
detection and achieves high detection accuracy
in experiments. Luan et al. (2017) provided a
method to identify adjacent meters and predict
their upstream and downstream relationships by
using interval measurements of smart meters to
help improve the topology diagram of meters.
Siddiqui et al. (2017) proposed a new strategy for
using smart meters that can effectively increase
the service life of smart meters and reduce
energy consumption. Jokar et al. (2015)
proposed an energy theft detector based on
consumption patterns that can detect suspicious
users  through  normal and  malicious
consumption patterns. It used intelligent
instrument signals to extract features that can
quickly identify interference. According to
Parvez et al. (2019), a method is made for smart
meters that uses support vector machines and
practical wavelet filters to find power quality
disturbances in real time.

Smart Meter Communication

Long-term fine-grained information collection
in the smart grid network will generate a lot of
information and interference, so there are many
studies on smart meter communication
problems. de Souza et al. (2015) has studied the
communication protocol of smart meters,
hoping to reduce the burden of communication
infrastructure by reducing the amount of
communication data. Abbasinezhad-Mood et al.
(2019) proposed a key establishment scheme
that is not only unaffected by the security
problems of previous anonymous schemes and
key escrow but also has low computing and
communication costs. He also proposed an
effective anonymous password-authenticated
key exchange protocol that achieves an
appropriate level of efficiency without sacrificing
the required security (Abbasinezhad-Mood et al.,
2018).

Privacy Protection

Aggregating  fine-grained measurement data
from smart meters in the smart grid gives power
supply companies the opportunity to understand
the user’s power consumption mode, which will
bring serious privacy protection problems. The
introduction of game theory to solved the access
control problem of privacy information. Yang et
al. (2014) designed a cost-effective and privacy-
protecting energy management technology using
rechargeable batteries for privacy protection in
smart grids. Liu et al. (2015) proposed a
detection method for false data injection to
protect the safety of smart meters. Wang et al.
(2022) proposed a semi-supervised learning
method that does not require user privacy data
to replace the widely used supervised learning
method that requires user privacy data.

Meter Safety

More and more complex functions are
integrated in smart meters, which will bring
serious security problems. For the security
problem of smart meters, Sun et al. (2020)
developed an Advanced Metering Infrastructure
(AMI) security test platform, which uses support
vector machines (SVM) and time failure
propagation graphs (TFPG) to identify attack
events. Xiao et al. (2012) proposed a method to
detect malicious meter readings in smart grids.

Blockchain

The combination of smart grids and blockchain
is also a hot research topic at a time when
blockchain is increasingly valued. Blockchain
can be used to store and manage power data,
perform authentication, and conduct distributed
energy transactions (Baig et al., Hu et al., 2020).

Conclusion

The functions of each part of the smart meter
are introduced in detail at different levels of the
structure. In order to verify the feasibility of the
proposed smart meter structure and meet the
requirements of smart meter applications, we
built an experimental platform using the NB IoT
communication module, the Wi-Fi
communication module, container technology,
and other software and hardware. Then we used
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the experimental platform we built to deploy in
the cloud and locally using containers under the
above three conditions and conducted
communication delay tests. The results showed
that: 1) In the smart grid remote application
service scenario, whether the container is
deployed in the cloud or locally, adding the
container to the structure doesn't have much of
an effect on the time it takes to communicate,
which is fine. 2) In the smart grid user-side P2P
transaction scenario, whether the container is
deployed in the cloud or locally, the P2P
communication speed between smart meters can
be greatly increased, and communication has
become much more efficient. Through
experiments, we found that a smart meter with
this structure is possible, can meet the needs of
smart meter applications for communication
delay, and can in some cases reduce
communication delay.

Acknowledgement

The author(s) wish to acknowledge Dr.
Muhammad Usman Shoukat (Hubei Key
Laboratory of Advanced Technology for
Automotive Components, Wuhan University of
Technology, Wuhan 430070, China) for
providing the facilities and funding needed for
this research work.

Conflict of interests

No conflict of interest.

References
Abbasinezhad-Mood, D., & Nikooghadam, M.
(2018).  Efficient anonymous password-

authenticated key exchange protocol to read
isolated smart meters by utilization of extended
Chebyshev chaotic maps. IEEE Transactions on
Industrial — Informatics, — 14(11),  4815-4828.
https://doi.org/10.1109/T11.2018.2806974

Abbasinezhad-Mood, D., Ostad-Sharif, A.,
Nikooghadam, M., & Mazinani, S. M. (2019). A

secure and efficient key establishment scheme
for communications of smart meters and service
providers in smart grid. IEEE Transactions on
Industrial — Informatics, 16(3), 1495-1502.
https://doi.org/10.1109/T11.2019.2927512

Ahmadi, H., & Marti, J. R. (2015). Load
decomposition at smart meters level using
eigenloads approach. IEEE transactions on Power
Systens, 30(0), 3425-3436.
https://doi.org/10.1109/TPWRS.2014.238819
3

Albu, M. M., Sinduleac, M., & Stinescu, C.
(2016). Syncretic use of smart meters for power
quality monitoring in emerging networks. IEEE
Transactions  on  Smart  Grid, 8(1), 485-492.
https://doi.org/10.1109/TSG.2016.2598547

Baig, M. J. A., Igbal, M. T., Jamil, M., & Khan, J.
(2020). In 2020 11th IEEE Annual Information
Technology, Electronics and Mobile
Communication Conference (IEMCON): lof and
blockchain based peer to peer energy trading pilot
platform. TEEE.

Chakraborty, S., & Das, S. (2018). Application of
smart meters in high impedance fault detection
on distribution systems. [EEE Transactions on
Smart Grid, 10(3), 3465-3473.
https://doi.org/10.1109/TSG.2018.2828414

Chang, H. H., Lin, L. S., Chen, N., & Lee, W. J.
(2013). Particle-swarm-optimization-based
nonintrusive demand monitoring and load
identification in smart meters. [IEEE Transactions
on  Industry  Applications, 49(5), 2229-2230.
https://doi.org/10.1109/T1A.2013.2258875

Chen, Z., Amani, A. M., Yu, X., & Jalili, M.
(2023). Control and Optimisation of Power
Grids Using Smart Meter Data: A Review.
Sensors, 23(4), 2118.
https://doi.org/10.3390/s23042118

de Souza, J. C. S., Assis, T. M. L., & Pal, B. C.
(2015). Data compression in smart distribution

systems via singular value decomposition. IEEE
Transactions  on  Smart  Grid, 8(1), 275-284.
https://doi.org/10.1109/TSG.2015.2456979

Hu, M., Shen, T., Men, J., Yu, Z., & Liu, Y.
(2020). CRSM: An effective blockchain
consensus resource slicing model for real-time

WWW.EJTAS.COM

EJTAS

2023 | VOLUME 1 | NUMBER 3


https://doi.org/10.1109/TII.2018.2806974
http://dx.doi.org/10.1109/TPWRS.2014.2388193
http://dx.doi.org/10.1109/TPWRS.2014.2388193
http://dx.doi.org/10.1109/TSG.2016.2598547
http://dx.doi.org/10.1109/TIA.2013.2258875
http://dx.doi.org/10.1109/TSG.2015.2456979

distributed energy trading. IEEE _Acess, 8
206876-206887.
https://doi.org/10.1109/ACCESS.2020.30376
94

Jin, M., Jia, R., & Spanos, C. J. (2017). Virtual
occupancy sensing: Using smart meters to
indicate your presence. IEEE Transactions on
Mobile Computing, 16(11), 3264-32717.
https://doi.org/10.1109/TMC.2017.2684806

Jokar, P., Arianpoo, N., & Leung, V. C. (2015).
Electricity theft detection in AMI using
customers’ consumption patterns. [EEE
Transactions on  Smart  Grid, 7(1), 216-226.
https://doi.org/10.1109/TSG.2015.2425222

Kader, M. S., Mahmudh, R., Xiaoqing, H., Niaz,
A., & Shoukat, M. U. (2022). Active power
control strategy for wind farms based on power
prediction errors distribution  considering
regional data. Plos one, 17(8), e0273257.
https://doi.org/10.1371/journal.pone.0273257

Kroposki, B., Bernstein, A., King, ],
Vaidhynathan, D., Zhou, X., Chang, C. Y., &
Dall’Anese, E. (2020). Autonomous energy
grids: Controlling the future grid with large
amounts of distributed energy resources. IEEE
Power and  Energy  Magazine, 18(6), 37-46.
https://doi.org/10.1109/MPE.2020.3014540

Lang, A., Wang, Y., Feng, C., Stai, E., & Hug, G.
(2021). Data aggregation point placement for
smart meters in the smart grid. IEEE Transactions
on Smart Grid, 13(1), 541-554.
https://doi.org/10.1109/TSG.2021.3119904

Li, Y., Cheng, X., Cao, Y., Wang, D., & Yang, L.
(2017). Smart choice for the smart grid:
Narrowband Internet of Things (INB-IoT).
IEEE Internet of Things Journal, 5(3), 1505-1515.
https://doi.org/10.1109/J10T.2017.2781251

Lin, J., & Mi, C. (2020). In International
Conference of Pioneering Computer Scientists,
Engineers and Educators: _Awtomatic Fault
Diagnosis of Smart Water Meter Based on BP Neural
Network. Springer, Singapore.

Liu, F., Liang, C., & He, Q. (2020). Remote
malfunctional smart meter detection in edge

computing environment. IEEE Access, &, 67436-
67443,

bl

https://doi.org/10.1109/ACCESS.2020.29857

25

Liu, X., Zhu, P., Zhang, Y., & Chen, K. (2015).
A collaborative intrusion detection mechanism
against false data injection attack in advanced
metering infrastructure. [EEE  Transactions on
Swart Grid, 6(5), 2435-2443,
https://doi.org/10.1109/TSG.2015.2418280

Lizhou, W., & Feiya, F. (2018). Design of a new
smart dual-core electric meter based on IR46
standard. Awtomation Instrumentation, 39(05), 20-
24.
https:
08

Luan, W., Peng, J., Maras, M., Lo, J., &
Harapnuk, B. (2015). Smart meter data analytics

doi.org/10.1051/e3sconf/2019118020

for  distribution  network  connectivity
vetification. IEEE Transactions on Smart Grid,
6(4), 1964-1971.
https://doi.org/10.1109/TSG.2015.2421304

Minerva, R., Lee, G. M., & Crespi, N. (2020).
Digital twin in the IoT context: a survey on
technical features, scenarios, and architectural
models. Proceedings of the IEEE, 108(10), 1785-
1824,

https://doi.org/10.1109/JPROC.2020.2998530

Miyasawa, A., Akira, S., Fujimoto, Y., & Hayashi,
Y. (2021). Spatial demand forecasting based on
smart meter data for improving local energy self-
sufficiency in smart cities. IET Swart Cities, 3(2),
107-120. https://doi.org/10.1049/smc2.12011

Mollah, M. B., Zhao, J., Niyato, D., Lam, K. Y.,
Zhang, X., Ghias, A. M., ... & Yang, L. (2020).
Blockchain  for future smart grid: A
comprehensive survey. IEEE Internet of Things
Journal, 8(1), 18-43.
https://doi.org/10.1109/J10T.2020.2993601

Niaz, A., Kader, M. S., Khan, S., Jia, Y., Shoukat,
M. U.,, Nawaz, S. A., .. & Niaz, 1. (2023).
Environment Friendly Hybrid Solar-Hydro
Power Distribution Scheduling on Demand
Side. Polish Journal of Environmental Studies, 32(1),
215-224.

https://doi.org/10.15244/pjoes /152810

Pahl, C., Brogi, A., Soldani, J., & Jamshidi, P.
(2017). Cloud container technologies: a state-of-

WWW.EJTAS.COM

EJTAS

2023 | VOLUME 1 | NUMBER 3


http://dx.doi.org/10.1109/TMC.2017.2684806
http://dx.doi.org/10.1109/TSG.2015.2425222
http://dx.doi.org/10.1371/journal.pone.0273257
http://dx.doi.org/10.1109/MPE.2020.3014540
http://dx.doi.org/10.1109/TSG.2021.3119904
http://dx.doi.org/10.1109/JIOT.2017.2781251
http://dx.doi.org/10.1109/ACCESS.2020.2985725
http://dx.doi.org/10.1109/ACCESS.2020.2985725
http://dx.doi.org/10.1109/TSG.2015.2418280
http://dx.doi.org/10.1051/e3sconf/201911802008
http://dx.doi.org/10.1051/e3sconf/201911802008
http://dx.doi.org/10.1109/TSG.2015.2421304
http://dx.doi.org/10.1109/JPROC.2020.2998530
http://dx.doi.org/10.1049/smc2.12011
https://doi.org/10.15244/pjoes/152810

the-art review. IEEE Transactions on Cloud
Computing, 7(3), 677-692.
https://doi.org/10.1109/TCC.2017.2702586

Parvez, 1., Aghili, M., Sarwat, A. 1., Rahman, S.,
& Alam, F. (2019). Online power quality
disturbance detection by support vector
machine in smart meter. Journal of Modern Power
Systems —and  Clean  Energy, 7(5), 1328-1339.
https://doi.org/10.1007/s40565-018-0488-2

Peng, D., Xu, Y., & Zhao, H. (2019). Research
on intelligent predictive AGC of a thermal
power unit based on control performance
standards. Energies, 12(21), 4073.
https://doi.org/10.3390/en12214073

Quilumba, F. L., Lee, W. J., Huang, H., Wang,
D. Y., & Szabados, R. L. (2014). Using smart
meter data to improve the accuracy of intraday
load forecasting considering customer behavior
similarities. IEEE Transactions on Smart Grid, 6(2),
911-918.
https://doi.org/10.1109/TSG.2014.2364233

Sarwar, M., & Asad, B. (2016). In 2016
international ~ conference  on  emerging
technologies (ICET): A review on future power
systems; technologies and research for smart grids. IEEE.

Siddiqui, I. F., Lee, S. U. J., Abbas, A., & Bashir,
A. K. (2017). Optimizing lifespan and energy
consumption by smart meters in green-cloud-
based smart grids. IEEE Access, 5, 20934-20945.
https://doi.org/10.1109/ACCESS.2017.27522
42

Sun, C. C,, Cardenas, D. J. S., Hahn, A, & Liu,
C. C. (2020). Intrusion detection for
cybersecurity of smart meters. IEEE Transactions
on Smart Grid, 12(1), 612-622.
https://doi.org/10.1109/TSG.2020.3010230

Sun, Y., Wang, Y., Li, S., Gu, B,, Hou, A, & Li,
X. (2019). In 2019 IEEE 3rd Conference on
Energy Internet and Energy System Integration
(E12): Research on Design and Key Technology of New
Generation Multi-MCUs Smart Meter. IEEE.

Tao, I, Liu, W., Liu, J., Liu, X,, Liu, Q., Qu, T\,
... & Xu, W. (2018). Digital twin and its potential
application  exploration.  Computer  Integrated

Manufacturing Systems, 24(1), 1-18.
https://doi.org/10.1088/1742-
6596/1846/1/012008

Trindade, F. C., & Freitas, W. (2016). Low
voltage zones to support fault location in
distribution systems with smart meters. [EEE
Transactions on  Smart Grid, 8(6), 2765-2774.
https://doi.org/10.1109/TSG.2016.2538268

Wang, F., Lu, X., Chang, X., Cao, X., Yan, S., Li,
K., ... & Catalao, J. P. (2022). Household profile
identification for behavioral demand response:
A semi-supervised learning approach using
smart meter data. Energy, 238, 121728.
https://doi.org/10.1016/j.energy.2021.121728

Xiangqi, X., Xiangqun, C., Maotao, Y., Rui, H.,
Yanjiao, H., & Wencheng, X. (2019). In
International Conference on Intelligent and
Interactive Systems and Applications: Design of
Single-Phase Intelligent Meter Based on RFID Semi
Active Technology. Springer, Cham.

Xiao, Z., Xiao, Y., & Du, D. H. C. (2012).
Exploring malicious meter inspection in
neighborhood area smart grids. [EEE
Transactions on  Smart  Grid, 4(1), 214-226.
https://doi.org/10.1109/TSG.2012.2229397

Yang, L., Chen, X., Zhang, J., & Poor, H. V.
(2014). Cost-effective and privacy-preserving
energy management for smart meters. [EEE
Transactions  on  Smart  Grid, 6(1), 486-495.
https://doi.org/10.1109/TSG.2014.2343611

Yu, H,, Li, H., Zheng, Z., & Zhu, Y. (2019). In
International Conference on Intelligent and
Interactive Systems and Applications: Operating
Performance Assessment of Smart Meters Based on
Bayesian Networks and Convex Ewvidence Theory.
Springer, Cham.

Zhang, L., Xiao, Y., Hu, S., Wang, B., Ding, C.,
Pan, Y., ... & Shi, J. (2019). In 2019 International
Conference on Artificial Intelligence and
Advanced Manufacturing (AIAM): _Architecture
Design of the Smart Energy Meter Software Testing
System Based on IR46 Standard. IEEE.

WWW.EJTAS.COM

2023 | VOLUME 1 | NUMBER 3


http://dx.doi.org/10.1109/TCC.2017.2702586
http://dx.doi.org/10.3390/en12214073
http://dx.doi.org/10.1109/TSG.2014.2364233
http://dx.doi.org/10.1109/ACCESS.2017.2752242
http://dx.doi.org/10.1109/ACCESS.2017.2752242
http://dx.doi.org/10.1109/TSG.2020.3010230
http://dx.doi.org/10.1088/1742-6596/1846/1/012008
http://dx.doi.org/10.1088/1742-6596/1846/1/012008
http://dx.doi.org/10.1109/TSG.2016.2538268
http://dx.doi.org/10.1016/j.energy.2021.121728

