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Abstract 

Online credit card fraud targeting banks, customers, and businesses costs millions of U.S. 

dollars annually. Online business leaders face challenges securing and regulating the 

online payment processing environment. Grounded in the situational crime prevention 

theory, the purpose of this qualitative multiple case study was to explore strategies online 

business leaders use to mitigate the loss of revenue caused by online credit card fraud. 

The participants comprised five online business leaders of an organization in the 

Southwest of the United States, who implemented strategies that successfully mitigated 

revenue losses due to online credit card fraud. The data were collected from 

semistructured interviews, archival records, and business investment rating reports. Data 

were analyzed using Yin's five-step data analysis process. The following themes emerged 

from the data analysis: data management, analysis, and monitoring; internal stakeholders; 

customer experience; and partnership with online security tool service provider(s). Key 

recommendations to online business leaders include the development of system security 

strategies that ensure cardholders’ and business’ data protection, collaboration across 

departments in the organization to support fraud solutions, and customer engagement. 

The implications for positive social change include the potential to gain or retain 

consumer confidence in e-commerce and reduce consumers’ collateral damage from 

credit card fraud. 
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Section 1: Foundation of the Study  

Background of the Problem 

Credit card payment constitutes a central part of the e-commerce payment system 

(Kalbande, 2019), representing a substantial global business growth opportunity. The 

increased e-commerce traffic makes online credit card fraud opportunities available to 

more than 20 million online businesses and over two billion individuals worldwide 

(Pabian et al., 2020). Online card fraud is a criminal activity with a full-scale 

underground economy (Cai et al., 2018), with no geographic bounds (Cross, 2020), that 

targets customers (Abdulai, 2020; Mesch & Dodel, 2018), banks, and businesses (Fiore et 

al., 2019). Online credit card fraud has important consequences for online businesses 

because a secure online transactional environment is the foundation of a viable global 

payment system (Kolodiziev & Kotsiuba, 2019).  

Regulating and securing an online transaction environment is filled with 

challenges due to the complexity of the credit card fraud problem (Zanin et al., 2018). 

The solutions for securing online transactions require a sophisticated and multifaceted 

approach (see Koraus et al., 2019). Business leaders face important problems due to 

online credit card fraud, but there is a lack of research addressing leadership strategies to 

mitigate online fraud. Online card fraud mitigation research primarily focused on 

exploring prevention technologies (Forough, & Momtazi, 2021; Khattri et al., 2020; 

Makki et al., 2019; Minastireanu & Mesnita, 2019), cost-efficient technologies 

(Mekterovic et al., 2021; Olowookere & Adewale, 2020), and transactional risks (Guo et 

al., 2018). Leadership mitigation strategies are important because securing and 
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maintaining customers’ trust and reducing financial losses involves leaders preventing, 

detecting, and responding to fraud risk in an agile manner. The purpose of this research 

study was to explore strategies business leaders use to mitigate online credit card fraud. 

Problem Statement 

Credit card fraud causes the loss of millions of dollars from the United States 

economy every year (Downing et al., 2018). Financial losses due to online credit card 

fraud increased by 127% from 2017 to 2020 (Federal Bureau of Investigation [FBI], 

2018, 2019, 2020, 2021). The general business problem is the loss of revenue due to 

online credit card fraud. The specific business problem is that some online business 

leaders lack successful strategies to reduce online credit card fraud. 

Purpose Statement 

The purpose of this qualitative multiple case study was to explore how online 

business leaders successfully mitigate the loss of revenue caused by online credit card 

fraud. The targeted population consisted of five online business leaders in the Southwest 

United States region who have successfully implemented strategies by demonstrating 

reduced revenue losses due to online credit card fraud. The implications for positive 

business impact include illustrating examples of successful strategies online business 

leaders use to prevent and mitigate online credit card fraud, retain consumer confidence 

in online transactions, and stimulate economic growth. The implications for positive 

social change include the potential to maintain consumer confidence in e-commerce and 

reduce consumers’ collateral damage of credit card fraud. 
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Nature of the Study 

The three main research methods are qualitative, quantitative, and mixed methods 

(Baskarada & Koronios, 2018). I selected the qualitative research method to understand 

and explore the detailed accounts the participants experienced strategizing against online 

credit card fraud. Researchers use the qualitative method to explore the issue illustrated 

by the case (Yin, 2018). The quantitative research method is used by researchers to 

analyze phenomena according to numerical data (Strijker et al., 2020). I did not select the 

quantitative method for this study because investigating variables relationships or group 

differences through statistical testing hypotheses would not support the purpose of 

developing a deep understanding of the question intended to address in the study. The 

mixed research method combines the techniques from at least one qualitative and one 

quantitative approach in collecting, analyzing, and reporting findings (Alavi et al., 2018). 

I did not choose the mixed method for this study because the quantitative component of 

the mixed methodology was not necessary to answer the proposed research question. 

The three qualitative research designs that I considered for this study were: 

phenomenological, ethnographic research, and case study. Researchers use the 

phenomenological research design to investigate the personal meanings individuals give 

to a lived experience about a phenomenon (Kegler et al., 2019). I did not choose a 

phenomenological research design for this study because I intended to explore 

individuals’ experiences in the context of the phenomenon instead of focusing the 

investigation on the personal meaning of experiencing the phenomenon. Researchers 

using ethnography investigate race, cultural practices, and social relations (Magnat, 
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2018). Ethnographic research was not the best option for this study because I did not 

intend to analyze or interpret social dynamics. Researchers who use a case study design 

do an in-depth explanatory, exploratory, or descriptive investigation of a case within its 

environmental context (Mishra & Dey, 2021). Bansal et al. (2018) stated that multiple 

case studies logics a comparison of similarities and differences among cases. Therefore, I 

selected a multiple case study design to create direct replications from case to case to 

compare the similarities and differences among cases. A multiple case design was 

appropriate for this research because it was suitable for gathering information that could 

enhance the knowledge about various successful online business leaders’ strategies to 

mitigate credit card fraud. 

Research Question  

What successful strategies have online business leaders used to reduce revenue 

loss from credit card fraud? 

Interview Questions  

1. What are the successful strategies and security tools you used to reduce online 

credit card fraud?  

2. What method(s) did you find work best to measure the success of your strategy? 

3. What internal or external critical success factors did you consider in the design of 

your strategy? 

4. How did you address the key obstacles in the implementation of your strategy? 

5. What additional information can you share regarding your organization’s 

experiences with strategies for reducing online credit card fraud? 



5 

 

Conceptual Framework 

The conceptual framework for this study was the situational crime prevention 

theory (SCP). The SCP, developed in 1970 by the British government’s criminological 

research department under the leadership of R. V. G. Clarke (Clarke & Cornish, 1985), is 

the seminal theory for reducing opportunities for crime. By using the SCP theory, 

practitioners focus on a crime setting, not on the perpetrator of the criminal activity 

(Clarke, 1980). Clarke argued that SCP is useful in specific categories of crime by 

manipulating the environment to minimize the opportunity for illegal activity or 

magnifying the perception of negative consequences for such crime. The SCP theory 

refers to the idea that individuals will take advantage of an opportunity to commit an 

offense if the anticipated benefits exceed the expected consequences (Clarke, 1983). 

The SCP theory is useful for identifying circumstances that facilitate criminal 

activity and restrict those opportunities, motivations, or rewards for committing a crime 

(Clarke, 1983). The five leading critical activities of prevention are (a) increase effort, (b) 

increase risk, (c) reduce rewards, (d) reduce provocations, and (e) remove excuses 

(Cornish & Clarke, 2003). The SCP theory implementation’s success depends on 

surveillance and control over the area prone to criminal activity. The SCP theory was 

appropriate for this study because it was relevant to the subject under analysis. Managers 

can apply the SCP theory to avoid illegal activities such as property theft (Simmons, 

2018).  
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Operational Definitions 

Account takeover: This occurs when the fraudster accesses further information 

about the cardholder illegally. The fraudster contacts the cardholder’s issuing bank 

posing as the cardholder provides the information required to get more details about the 

user to withdraw funds, make illegal transactions, and change account details (Singh & 

Jain, 2020). 

Anomaly detection: Methods focused on detecting and filtering any incoming 

transaction inconsistent with the cardholder’s profile (Jiang et al., 2018).  

Card-not-present fraud: In this type of fraud, the fraudster obtains stolen card 

information for unauthorized use (Singh & Jain, 2020). 

Classifier-based detection: Supervised learning methods used to train a classifier 

on extracting fraud features from fraud transactions (Jiang et al., 2018). 

Credit card fraud: The act of obtaining unauthorized funds from an account using 

a payment card as a fraudulent source of funds in a transaction (Manlangit et al., 2019). 

E-commerce: An abbreviation for electronic commerce, which involves buying 

and selling goods and services over the internet (Zuo, 2021). 

Problem of concept drift: The undetectable fraud features due to fraudsters’ 

seasonality and new attack strategies (Jiang et al., 2018). 

Skimming: Illegal collection and transfer of magnetic strip information from a 

payment card to a duplicate virtual or physical card for fraudulent distribution or use 

while the cardholder is near the location making a purchase transaction (Shulzhenko & 

Romashkin, 2020).  
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Assumptions, Limitations, and Delimitations 

Assumptions 

Assumptions are ideas accepted as plausible without the proof of developed 

findings or valid research (Levitt et al., 2021). I had three assumptions in this study. My 

first assumption was that the participants understood the interview questions and 

accurately recalled their experiences. My second assumption was the participants 

answered interview questions truthfully. My third assumption was the participants were 

willing and prepared to provide supporting documentation of their statements. 

Limitations 

Limitations indicate areas of uncertainty that a researcher identifies within a 

research study but cannot address (Munthe-Kaas et al., 2018). I recognized two main 

limitations to this study. The first limitation was the participants’ confidentiality 

agreements with their organizations could have limited the amount of information they 

could disclose. The second limitation was the data collected might have not adequately 

represented the experiences of all online business leaders who have implemented an 

online prevention strategy against credit card fraud. 

Delimitations 

Delimitations are the parameters of the study set and controlled by the researcher 

to narrow the focus of the study (Alpi & Evans, 2019). I identified four delimitations in 

this study. The first delimitation was leaders who have implemented online mitigation 

strategies against credit card fraud participated in the research. The second delimitation 

was leaders with more than 5 years of experience in online fraud mitigation strategies  
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participated in this research. The third delimitation was the participants of organizations 

with over 500 employees. The fourth delimitation was participants located in the 

Southwest region of the United States. 

Significance of the Study 

The internet facilitates an environment where businesses, customers, and 

fraudsters can interact (Cross, 2018). In the United States, business leaders absorb the 

total liability of fraudulent transactions (Guo et al., 2018). Online credit card fraud can 

drive an increase in the risk of closing a business and reducing customers’ traffic. The 

findings of this study illustrated examples of successful strategies used by online business 

leaders to prevent and mitigate online credit card fraud, retain consumer confidence in 

online transactions, and stimulate economic growth.  

Contribution to Business Practice  

The results from this study can be used by online business leaders to gain insight 

into practical ways for setting up procedures and practices for the early detection and 

mitigation of online credit card fraud. Practitioners could also use this information to 

implement processes that support the integrity of online commerce. The findings from 

this study can contribute to business practice by providing examples of successful 

strategies used by online business leaders to reduce the loss of revenue due to credit card 

fraud.  

Implications for Social Change 

Online credit card fraud endangers the online payment system and deteriorates 

customers’ confidence in online shopping (Ryman-Tubb et al., 2018). According to 
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Jordan et al. (2018), fear of financial losses and reputational damage enhances risk 

perception and decreases customers’ intention to make online purchases. The conclusions 

of this research may catalyze positive social change by potentially helping customers 

retain or gain confidence in online shopping. Other consequences of identity fraud 

include a significant psychological toll and physical problems (Randa & Reyns, 2020) 

that are far-reaching and longstanding (Choi et al., 2021). The findings of this study 

could increase consumer peace of mind by helping businesses improve systems by 

enhancing consumers’ protection. In addition, reducing revenue loss from fraud could 

make resources available to improve the human condition by redirecting resources to 

community programs for developing individuals by teaching and empowering them with 

control over their financial information during online transactions. 

A Review of the Professional and Academic Literature 

In this literature review, I explored the SCP used as the conceptual framework for 

this study. In this literature review, I discuss the theory’s evolution, supporting and 

contrasting theories, critical analysis, and synthesis of related peer-reviewed articles on 

research studies supporting the SCP theory. By reviewing the content, I provided an 

overview of online credit card fraud, mitigation strategies, and the impact of this type of 

fraud on online business revenue. Furthermore, I evaluated, analyzed, and summarized 

the material related to my research question and compared the research study sources. 

The purpose of this research study was to learn about successful strategies online 

business leaders have used to reduce revenue loss from credit card fraud. 
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I obtained the research materials from Walden University Library’s website, 

University of Texas Library’s database, Google Scholar, Criminal Justice, Criminological 

Highlights of the University of Toronto, EBSCO’s Business Source Complete, SAGE 

Premier, EBSCO, ProQuest, and other databases that contain peer-reviewed articles. I 

verified the peer-reviewed status of the reference journals with Ulrich’s Periodicals 

Directory. I researched keywords and phrases relevant to the SCP theory. 

The keywords I used for searches are cybersecurity, financial crime, leadership 

online credit card fraud, organized online credit card crime activity, organized crime, 

rational choice theory, SCP theory, and strategic approaches to crime prevention. This 

study contains 220 sources, of which 90.4% are peer-reviewed publications. A total of 

188 of the 220 sources, 85.45%, were publications between 2018 and 2022. 

Situational Crime Prevention Theory 

Online financial transactions are convenient for individuals and efficiently 

improve the quality of banking and business services. The convenience online financial 

transactions provide customers includes opportunities for fraudsters to abuse and exploit 

vulnerabilities in the internet financial transaction process. Exploitation by fraudsters 

causes monetary losses for online businesses and customers (Hussein et al., 2021). Due to 

online credit card fraud, there were reported losses of over $57 million in the United 

States during 2017 (FBI, 2018) and over $129 million in 2020 (FBI, 2021).  

The implementation of antifraud controls is challenging due to the unique 

characteristics of the internet. The online environment complicates cybercrimes’ 

intervention, determent, and prosecution because of user negligence, shifts in fraud 
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schemes, lack of centralized governance, geographical boundaries, or jurisdictional limits 

(Cross, 2020). Levi (2017) presented a gap in identifying appropriate metrics for judging 

the threats, the harm from cybercrimes, and their impact on security. Applying the 

appropriate theories for crime prevention is necessary to develop a successful crime 

prevention strategy (Welsh et al., 2018). A significant amount of research supports the 

SCP theory’s effectiveness and success in fraud prevention strategies (Prenzler, 2019).  

The SCP development occurred under R. V G. Clarke’s leadership during the 

1970s in the Home Office Research Unit of the British government’s Criminological 

Research Department (Clarke & Cornish, 1985). The researchers in this unit reviewed 

several forms of crime control and concluded that immediate situational influences play 

an essential role in criminal activity. Their research findings showed that criminal 

conduct was susceptible to opportunity, transitory pressures, and incentives. A central 

tenet of SCP is that opportunities for illegal activity in the environment may be more 

predictive of criminal activity than criminal tendencies (Cook et al., 2018).  

The idea of the SCP originated in the works of Jacobs’ (1961) and Jeffery’s 

(1971) crime prevention through environmental design, Newman’s (1972) defensible 

space, and Goldstein’s (1979) problem-oriented policing. Jacobs identified the 

importance of designing safe and secure streets. A safely designed city contains clear 

delineations, surveillance, and a large neighborhood watch group (Jacobs, 1961). 

Through crime prevention through environmental design (CPTED), Jeffery’s (1971) 

crime prevention incorporated the importance of considering the genetic predisposition 

and the physical environment to crime prevention design. CPTED approaches to address 
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crime from a multidisciplinary perspective because the causes of crime involve social, 

behavioral, political, psychological, and biological components and influences. 

The defensive space theory describes a system in which neighborhoods’ 

architectural design is used to determine the factors in criminal activity incidence 

(Newman, 1972). The defensive space framework incorporates territoriality, surveillance, 

image management, access control, and geographical coordination to control, defend, and 

deter crime (Piroozfar et al., 2019). Newman (1972) argued that the defensive space 

framework’s application would promote a sense of ownership, community, and 

responsibility in residents, which would motivate them to secure their neighborhoods. 

Problem-oriented policing is a police management process that seeks operational 

efficiency using preventive crime strategies (Goldstein, 1979). Under this approach, the 

evaluator defines the problem by taking an in-depth look at factors such as the type of 

problematic behavior, kind of place, people involved, and the time of the crime (Scott, 

2018). The information gathered from the scrutiny of the problem creates subsequent 

strategies against criminal activity and improves policing. Problem-oriented policing 

prevention strategy includes altering physical environments to reduce criminal 

opportunities, mediations, and collaborations with community organizations (Scott, 

2018).   

According to Clarke (1983), individuals take advantage of opportunities to 

commit a crime if the anticipated benefits exceed the expected consequences. The SCP 

framework does not support differentiation between criminal and noncriminal individuals 

(Clarke, 1980). Investigators do not use SCP to eliminate delinquent tendencies or detect 
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criminals. SCP techniques attempt to make the crime scene unattractive to the offenders 

based on the level of difficulty or lack of reward (Clarke, 1980). The increase in security 

measures and the decrease in the benefits of committing a crime should influence 

individuals to choose against committing the crime. SCP strategies include setting up 

standards that reduce the opportunity to commit a crime, managing the immediate 

environment, and elevating risk levels. Some illustrations of SCP are surveillance 

cameras, restricted access to neighborhoods, and passwords.  

Investigators use the SCP framework to understand how individuals take 

advantage of opportunities to commit a crime (Freilich et al., 2018). Investigators use the 

inspection results to improve previous strategies to reduce crime opportunities. Cornish 

and Clarke (2003) developed 25 techniques to reduce opportunities for crime. The 

techniques fall into five categories: increasing the risks of getting caught, increasing the 

effort required to commit a crime, reducing the rewards of crime, reducing provocations 

to commit a crime, and removing excuses for committing the crime. The objective of 

implementing SCP techniques in real-life settings is to limit, deter, and identify criminal 

activities. 

Significance of Situational Crime Prevention 

Researchers study financial crimes by using the lens of moral theories (Lokanan, 

2018). According to Lokanan (2018), moral values are a significant factor in criminal 

activity. Some criminological theories explain why psychological, social, or biological 

traits influence some groups or individuals to commit crimes. In contrast, investigators of 

the SCP design observe the situational determinants of a crime because motivation is not 
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enough of a drive for an offense; there has to be an opportunity to undertake the criminal 

act. Criminal behavior is more likely to be repeated when the outcome is rewarding for 

the perpetrator (Clarke, 1980). Controlling delinquent behavior by manipulating 

immediate opportunities has demonstrated an effective tactic for blocking diverse types 

of crimes such as terrorism (Freilich et al., 2018), maritime pirate attacks (Shane et al., 

2018), organized crime (Korsell, 2018), sexual offenses against women (Chiu et al., 

2021), public mass violence (Freilich et al., 2020), cyber-theft and cyber-trespassing 

(Chavez & Bichler, 2019).  

Opportunistic and calculated crimes are highly susceptible to their situation 

(Clarke & Cornish, 1985). Effective crime prevention strategies depend on the careful 

analysis of the environmental circumstances of the offense. Consequently, designing out 

opportunities for criminal activity using the environment given. Cook et al. (2018) 

showed that sexual offenders decide to commit sexual assault depending on the 

offender’s perception of the immediate situation’s security level. Appropriately designing 

the environment to increase the difficulty of engaging in criminal activity or denying the 

rewards could influence individuals’ decision-making (Clarke & Cornish, 1985). 

Previous researchers have used the SCP framework to cover a broad range of 

individuals, groups, institutions, and governments (Brantingham et al., 2005), and it is 

compatible with other prevention criminological frameworks. Chavez and Bichler (2019) 

examined the efficacy of SCP on several cybercrimes by adopting methods used by 

hackers to counter online victimization. The results showed that increasing efforts and 

reducing rewards were the frequently recommended prevention strategies. Findings also 
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showed that novice computer skills individuals could implement 90% of the 

recommendations. Safa et al. (2019) incorporated deterrence and SCP theories to handle 

information security insider threats in organizations. Safa et al. (2019) validated the 

reliability and efficacy of the proposed framework. Simmons (2018) applied routine 

activity, rational choice, and SCP theories to help librarians control criminal activity in an 

academic library. The implementation was successful and cost-efficient to execute 

(Simmons, 2018). Paraskevas and Brookes (2018) designed a framework for disrupting 

the trafficking of human beings in the hotel sector using the crime pattern theory (CPT), 

deterrence theory, rational choice theory (RCT), and routine activity theory (RAT). The 

study’s findings showed that the framework of the trafficked victim’s journey is 

effectively applicable to the tourism industry sector to prevent the trafficking of human 

beings (Paraskevas & Brookes, 2018). 

Strengths of Situational Crime Prevention  

The SCP framework is an evidence-based scientific approach to understanding 

and resolving delinquency problems (Mihinjac & Saville, 2019). Investigators use the 

SCP framework for in-depth examination and disaggregation of the crime scene, which 

provides appropriate strategies against criminal activity. The SCP framework is narrow, 

specific, and applicable broadly and systematically (Felson, 2018). SCP researchers have 

accumulated many examples of preventive ideas, empirical studies, and data for many 

criminal situations and various parts of the world, supporting SCP efficacy (Felson, 

2018).  
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Limiting the opportunities and manipulating the perception of the situation may 

discourage or prevent potential offenders from engaging in delinquency (Clarke, 1980). 

Individuals rationalize taking advantage of an opportunity to commit a crime if they 

perceive a more significant gain than a loss. SCP techniques focus on blocking 

opportunities for criminal activity. Olivero et al. (2019) showed that numerous people of 

different genders and age groups committed digital piracy when the opportunity became 

available. Olivero et al. (2019) supported more effective interventions to prevent digital 

theft. 

The SCP model is adaptable to the region, context, and immediate environment 

under intervention (Freilich et al., 2018). Strategies that work well in the United States 

may not be relevant in another geographic region or vice versa (Freilich et al., 2018). 

Identifying the routines, patterns, and immediate factors that influence human criminal 

activity is central to the construction of any situational intervention (Brantingham et al., 

2005). Freilich et al. (2018) found that applying the SCP interventions to terrorist groups 

effectively tailored the SCP to the specific geographical situation. Terrorist groups face 

different opportunities than other groups in other regions due to varying government 

regulations and access levels to weapon types, resources, and tools (Freilich et al., 2018).  

Limitations of the Situational Crime Prevention Theory  

Some theorists questioned the theoretical competence and others focused on the 

ethical foundation of SCP. Some theorists viewed the SCP as not grounded in crime and 

offensive etiology because the SCP is not used to focus on the offenders (Hayward, 

2007). Some researchers argued that the SCP theory might be defective because the basis 
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on which the theory attempts to prevent crime fails to recognize criminality’s social, 

cultural, and emotional aspects (Hayward & Hobbs, 2007). Other researchers claimed 

that SCP techniques risk being exclusionary and ugly, threaten privacy, jeopardize 

citizens’ civil liberties, and blame the victims (Tilley, 2018). Clarke (1980) argued 

theoretical approach, such as SCP, might provide a higher and more representative 

perspective on crime prevention.  

The implementation of the SCP techniques is not infallible. The determined or 

emotionally aroused individual may employ countermeasures outside the SCP strategy 

scope (Clarke, 1980). The efficacy of SCP is not in question for its failed 

implementations; instead, it suggests that criminal behavior is a complex issue that 

requires further investigation (Leclerc & Savona, 2016). SCP framework’s applicability 

to countermeasures techniques requires further systematical evaluation (Cook et al., 

2018). 

A further constraint on the implementation of SCP strategies is the financial cost. 

Implementing crime control can be complex due to implementation and maintenance 

costs (Tilley, 2018). Some business leaders that could reduce crime by applying SCP to 

the prevention solution considered that implementing situational prevention strategies 

would not be worth the expense (Clarke, 1980). Some business leaders believe that some 

level of crime may be an inevitable consequence of business practice, and the cost of 

crime prevention strategies may not be considered reasonable (Tilley, 2018). Several 

cost-sensitive models have demonstrated strong evaluation metrics while keeping a low 
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cost (Singh & Jain, 2020). Akila and Srinivasulu Reddy (2018) proposed a cost-efficient 

model that aligns with the business’s fraud prevention budget goals.  

Supporting Theories 

The SCP is a cognate field of study to CPT, deterrence theory, RCT, and RAT. 

Investigators use this set of theories to evaluate circumstances surrounding a criminal 

event or the location where the crime occurs. CPT strategies help researchers identify 

areas prone to illegal activity (Brantingham & Brantingham, 1981). Strategies based on 

the deterrence theory aim to discourage the individual from committing a crime 

(Beccaria, 1764). RCT crime prevention efforts make criminal activity unappealing to the 

individual based on opportunity cost (Cornish & Clarke, 1986). RAT strategies focus on 

removing opportunities for a crime in the social and physical environment (Cohen & 

Felson, 1979).  

Brantingham and Brantingham (1981) developed CPT, which asserts that physical 

and social environments may facilitate criminal occurrences based on the offender’s 

familiarity with the location and the opportunity to commit the act. Under this 

perspective, offenders commit criminal activity in the locations they know because they 

learn about crime opportunities while spending time in areas they go about in their daily 

routines. Menting (2017) studied interactions between offenders’ awareness and 

opportunity. The study results confirmed that familiarity with the location and 

opportunity for fraud are essential factors in predicting the place for a crime (Menting, 

2017). Summers and Johnson’s (2017) results showed predatorily (planned) and 

spontaneous (unplanned) crimes may occur in places that are familiar to the offender. The 
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CPT approach has proven effective in understanding crime and its location (Hewitt et al., 

2018). 

Beccaria (1764) founded the deterrence theory, sometimes called rational 

deterrence theory, in which he argued that punishment proportionate to the crime would 

persuade individuals to avoid criminal behavior. Deterrence theorists believe that the 

punishment or sentence for a crime would influence criminals’ decision not to commit a 

delinquent act (Lupovici, 2019; Taddeo, 2018b). Safa et al. (2019) found anticipated 

sanctions significantly reduced employees’ engagement in information security 

misconduct. Taddeo (2018a) argued that deterrence is helpful for crime prevention. Still, 

a successful cybersecurity deterrence requires the deterrence strategy to focus on 

prevailing against further attacks or retaliation attacks instead of just threatening against 

attacks. Wilner (2020) stated the scope of cyber deterrence theory should include the 

array of variables within the internet environment.  

Bentham (1789) made contributions to Beccaria’s (1764) deterrence theory, 

including the notion of making a rational choice between pain and pleasure of 

committing a crime. Bentham argued that an individual is more likely to commit a crime 

when pleasure counterbalances the pain. Bentham’s (1789) expansion of the deterrence 

theory was later named the RCT. Cornish and Clarke (1986) migrated the RCT into 

criminology to address crime control by understanding the individuals’ decision-making 

process of engaging in a criminal act. Individuals make decisions based on the 

advantages surpassing the costs of committing a crime (Cornish & Clarke, 1986). RCT 

theorists saw criminal impulses as an inherent nature of humanity, and individuals with 
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low self-control are more likely to commit a crime. Charki et al. (2017) researched the 

impact of legal punishments on mitigating unethical information technology use. 

Although mitigation was part of the outcome, the study results showed that new unethical 

information technology use cases emerged, and some users disengaged from technology 

use. Charki et al. (2017) concluded that successful strategies for unethical information 

technology using mitigation include an evolving combination of mechanisms that 

combine different types of users and stakeholders. Li et al. (2018) researched factors 

influencing internet use policy compliance at the workplace. The results showed that 

mitigating noncompliance with internet use policy depends on the individual’s 

perspective. 

Cohen and Felson (1979) collaborated on the RAT, sometimes referred to as 

lifestyle theory, to explain situational factors that influence participation in crime, such as 

motivation, opportunity, and security. Researchers do not use RAT to focus on the 

criminals but on how changes in social activities and the environment may trigger 

individuals’ criminal tendencies and present opportunities for crime. Cohen and Felson 

(1979) argued a convergence of a motivated offender, a suitable target, and lack of 

security creates vulnerability for illegal activity. As the perception of the opportunity for 

rewards and benefits increases, criminal behavior’s propensity becomes greater. The 

RAT’s elements support researchers' crime prevention efforts by predicting the 

conditions where criminal activity is prone to occur. Researchers have successfully 

applied the RAT framework to a variety of scenarios (Ming-Li & Shun-Yung, 2018), 

such as online chief executive officer fraud (Junger et al., 2020), website defacement 
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victimization (Howell et al., 2019), school bullying (Cho & Lee, 2018), and adolescent 

sexual revictimization (Culatta et al., 2020). 

Contrasting Theories 

Some of the contrasting views from the SCP are the proponents of the theory of 

crime displacement, the labeling theory, and the social learning theory (SLT). These 

theories lay the foundation for evaluating individuals’ sociological, biological, and 

psychological dispositions to commit the crime. These qualities are the primary 

determinants and influencers of engaging in fraudulent activity.  

Theorists use the crime displacement established by Reppetto (1976) to explain 

the relocation of criminal activity due to crime prevention interventions. According to 

Reppetto (1976), crime prevention strategies do not affect illegal activity because 

criminals respond to intervention by adapting and modifying the crime, target, method, 

place, or criminal activity time. Ladegaard (2019) applied the crime displacement theory 

to illegal digital drug trade websites and online networks after police intervention. The 

findings of this study showed that the fraud relocated to new illegal digital drug sellers’ 

websites. The results also showed the fraudsters reorganized and created new online 

networks with improved technologies. Z. Wang et al.'s (2019) research results showed 

that crime displacement does not move far away from the displaced location.  

The labeling theory created by Tannenbaum (1938), expanded by Becker (1963), 

and advanced by Braithwaite (1989), explains a possible consequence of social controls. 

According to Becker (1963), deviant behavior resulted from the labels created by 

society’s ruling powers. The individual develops a negative self-concept based on being 
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labeled a criminal by the judicial system and subsequent deviant behavior (Tannenbaum, 

1938). Due to life reintegration challenges, the individual engages in crime reoccurrences 

(Braithwaite, 1989). Labeling is a form of public shaming that tends to be ineffective 

because the stigma degrades individuals (Braithwaite, 1989). Stigmatizing offenders 

often isolates them from social groups and increases the probabilities of subsequent 

criminal acts. Braithwaite (1989) claimed the labeling theory highlights the relationship 

between effectively communicating shame about crime and lower crime rates. Kroska et 

al. (2017) researched the relationship between labeling theory, self-meaning, and juvenile 

delinquency. The findings showed that labeling promotes engagement in deviant 

behavior. 

Burgess and Akers (1966) developed the SLT based on Sutherland’s (1938) 

differential association theory concepts. According to Sutherland (1938), individuals 

engage in a crime because they learn criminal behavior through communication with an 

intimate group of individuals that engage, have tendencies, or support deviant behavior. 

Sutherland argued that interactions with primary criminal groups are not enough to 

motivate a person to become a criminal. Adopting, imitating techniques, rationalizing 

illegal activity, developing a motivation to commit a crime, and calculating a crime’s 

reinforcers require an unbalanced favorable view of offending (Sutherland, 1939). 

Similarly, the proponent theorists of social learning state that criminal learning behavior 

occurs in an intimate group of individuals with inclinations, engagement, and criminal 

behavior support (Akers, 1998). Individuals commit a crime not because of opportunities 

but because of bias and learned skills of deviant behavior. Ward et al. (2018) examined 
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the differences in theoretical integration and explanation capabilities of the social 

learning and social control theories in adolescents’ alcohol use. Ward et al. (2018) found 

social learning processes greatly influenced individuals’ behavior.   

Defining the Business Problem 

During the 1920s, card payment processing occurred on “charga-plate” imprinter 

machines (Lauer, 2020). The zip-zap device was convenient because it allowed 

customers access to their funds without carrying currency. The charga-plate machine 

transaction processing took days to pay the merchants and generated multiple carbon 

paper copies, which facilitated fraudsters’ ability to obtain a copy and misuse card 

information (Lauer, 2020). The magnetic strip replaced the use of the charga-plate 

machine in the 1980s (Lauer, 2020). The payments to businesses were deposited within 

hours, reducing the visibility of card information on paper receipts and the number of 

paper copies per transaction. The magnetic strip posed a significant vulnerability to the 

payment system (Pigni et al., 2018) for fraud (GieBmann, 2018), such as card skimming 

(Singh & Jain, 2020).  

Incorporating the Europay, Mastercard, and Visa (EMV) card chip reader system 

for in-person transactions helped decrease the risk of counterfeit transactions (Sportiello, 

2019). The EMV card avoided the security issues posed by the magnetic stripe cards 

(Olowolayemo et al., 2019). Customers insert their chip card in the card reader during in-

person purchases to communicate with the system to process the charge (Sportiello, 

2019). The EMV technology secured transactions by using the embedded cardholder’s 

card and personal information in the card’s microchip with a point of sales equipment to 
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generate a unique one-time code per transaction unuseful if counterfeited (Olowolayemo 

et al., 2019). Fraudsters have identified and exploited weaknesses in EMV technology 

(Al-Maliki & Al-Assam, 2021). Business leaders that upgraded their payment system to 

accept the chip reader on card-present payment transactions could shift the fraud’s 

liability to the bank. Business leaders who do not upgrade their payment system to accept 

the chip reader absorb the total cost of card not present fraud. The Europay, Mastercard, 

and Visa chip technology helped reduce the risk of fraudulent charges at business 

establishments (Olowolayemo et al., 2019), but not for online purchases, where card 

fraud is on the rise.  

The credit card payment processing involves the cardholder, issuing bank, 

payment processor, fraud security team, and business owner’s bank. The cardholder 

inserts the card information on the website for online purchases during in-person 

purchases. The business representative sends the inserted card details to the business 

owner’s bank (Nasr et al., 2020). The business owner’s bank forwards the information to 

the payment processor network that electronically communicates with the issuer fraud 

team and waits for the transaction to become verified as legitimate. Upon approval, the 

bank transfers the transaction amount to the business’ bank. When the transaction turns 

out to be unauthorized by the cardholder, the customers’ issuing bank refunds the 

cardholder the unauthorized charge and then withdraws the transaction amount from the 

business’s acquiring bank account. The business owner cannot stop the issuing bank from 

withdrawing the funds from the acquiring bank account. Under qualified circumstances, 

the business owner can submit a dispute to the issuing bank for consideration. The 
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business owner pays chargeback fees to credit card companies (Guo et al., 2018). 

Chargebacks incur variable fees that depend on the claim amount or flat-fee penalties, 

which are constant regardless of the claim amount (Chen, 2018).  

Types of Credit card Fraud 

The main types of credit card fraud are counterfeit cards, chargeback or friendly 

fraud, merchant fraud, and card not present fraud. A counterfeit card is the unauthorized 

duplication of credit card information from the original card to a blank card (Vargas, 

2019). Fraudsters gather unauthorized personal information from credit cardholders in a 

variety of methods such as finding a lost credit card, stealing the physical card, or 

obtaining credit card information via phishing (O’Leary, 2019), a pseudo base station 

(Yu, 2019), skimming attack (Al-Maliki, & Al-Assam, 2021), malicious insider (Kim et 

al., 2019), credit card cloning (Vargas, 2019), phishing, and external interactive voice 

response systems fraud (Kolodiziev & Kotsiuba, 2019). A chargeback or friendly fraud 

happens when a merchant is required to issue a refund to a charge that a customer 

claimed is not authorized (Guo et al., 2018). Merchant fraud refers to inside business 

fraud activity by a staff member. Card not present fraud occurs when an unauthorized 

user makes fraudulent transactions while not physically present at the business 

establishment (Singh & Jain, 2020).  

Credit card Fraud Mitigation Strategies 

Online credit card fraud-fighting strategies are reactive, proactive, or a 

combination of reactive and proactive (Saia & Carta, 2019). Reactive strategies are the 

initiatives that come into effect after the crime occurs, such as blocking the stolen card to 
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prevent further unauthorized charges. Proactive approaches such as fraud authentication 

tools prevent crime (Saia & Carta, 2019) and help identify the customer’s information 

and verify a transaction’s validity (Sadgali et al., 2020). Some examples of authentication 

tools are card verification code and address verification systems. The card verification 

code is the three-digit string of numbers located on the back of the card. Card verification 

is a useful tool but lacks protection when fraudsters get a hold of the credit card details 

(Sadgali et al., 2020). Investigators use the address verification system to validate 

transactions by verifying the cardholder’s address. The address verification system 

cannot prevent fraudulent charges when the fraudsters access the cardholder information 

from bank files (Sadgali et al., 2020) or public data. A reactive and proactive strategy can 

help design a robust fraud mitigation solution (Saia & Carta, 2019).  

The stages of fraud prevention strategy include: (a) prescreen, (b) payment, (c) 

post-screen, (d) review, and (e) accounting. During the prescreening stage, the order 

information undergoes a review process to assess the business’s capacity to fulfill the 

order. Business leaders assess the order or service availability in the prescreening stage. 

The payment stage refers to the features and tools used to process the charge. The post-

screen phase is an in-depth transaction review. A manual review of the transactions’ 

history queue occurs in the review stage. The accounting phase involves handling order 

discrepancies within 12 months of the transaction, such as chargebacks and 

reauthorizations. The level of business risk determines the required number of fraud 

prevention strategy phases needed for a fraud solution (Montague, 2010). 



27 

 

Business leaders may consider eight fraud solution providers as part of their fraud 

solution strategy: guarantee fraud-solution providers, identity providers, fraud-scoring 

providers, shared network providers, technology providers, analytic providers, data 

quality providers, and operational providers (Montague, 2010). According to Attigeri et 

al. (2018), the most beneficial strategy for business leaders matches the business model. 

It also considers several factors such as fraud rate, consumer transaction abandonment 

rate, business profit margin, and average transaction value. Business leaders should 

assess their business risk level and the financial resources available to decide if they 

should hire providers and, if so, which service providers are necessary to handle their 

fraud prevention challenges. 

Obstacles to Credit Card Fraud Detection and Prevention  

The challenges associated with credit card fraud prevention present an important 

risk for organizations (Jurgovsky et al., 2018). Online business leaders should look out 

for regular offenders, criminal offenders, and organized crime. Regular offenders are the 

customers that engage in fraudulent activities against a business, such as chargebacks and 

misrepresentation of application details (Amasiatu & Shah, 2019). Criminal offenders are 

the individuals who intentionally exploit vulnerabilities in business systems for stealing 

(Ali et al., 2019). Organized crime refers to the industrialization of access to tools for 

committing criminal activity, such as criminal rings operating in the dark web (Vargas, 

2019). Online credit card fraud is an economically lucrative opportunity appealing to 

criminal offenders (Ali et al., 2019), organized crime (Vargas, 2019), and regular 



28 

 

offenders (Amasiatu & Shah, 2019). Recognizing these types of fraudsters scheming 

against online businesses is an important step in developing appropriate fraud solutions.  

Financial loss due to online credit card fraud increases because of the progressive 

growth of online payment transactions (Jurgovsky et al., 2018). The high demand for 

transactions review could exceed the fraud team’s processing capacity (Giannini et al., 

2020). Large businesses’ transaction volume does not allow the fraud team to verify 

every single cardholder (Nascimento et al., 2019). For an organization of over $1 billion 

in annual revenue, the average number of unauthorized charges is usually less than 0.1% 

(X. Zhang et al., 2019). A small percentage of transactions in the queue get compared to 

the number of authorized charges (Fiore et al., 2019). This imbalance exacerbates the 

challenge of identifying the unauthorized charges mixed with legitimate payments. At 

first glance, 0.1% might seem like a small portion of fraudulent activity, but it translates 

to millions of dollars’ annual financial losses (X. Zhang et al., 2019). Credit card 

financial losses due to credit card fraud in 2020 were $129,820,792 (FBI, 2021). Some 

techniques proposed to address this discrepancy are oversampling (Manlangit et al., 

2019) and under-sampling (Hu et al., 2019). 

The resources necessary to address fraud can be costly for a business (Poole et al., 

2018), and fraud prevention is ongoing (Richardson, 2020). Preventing fraud requires an 

investment, and business leaders should value the importance of implementing fraud 

protection (Nadiia & Snizhana, 2020). In addition to the direct financial losses from 

fraud, a business might experience a decrease in consumers’ confidence in online 

shopping (Daroch et al., 2021) and loss of reputation. Daroch et al. (2021) found the most 
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significant factor deterring customers from online shopping was concern over online 

credit or debit cards payment security and lack of trust in online businesses. Online 

customers trust making payment transactions with companies with a reputation of 

keeping a secure transaction process (Ghazali et al., 2019). Trust and reputation are 

fundamental influencers of online shopping. 

Crime indicators fluctuate (Khattri & Singh, 2019), and fraudsters are continually 

changing their attack strategies by exploiting loopholes in technology (Ali et al., 2019) 

and looking for new ways to commit fraud (Hussein et al., 2021). Deciding not to invest 

in a business fraud prevention initiative leaves a business with growing vulnerabilities for 

fraud. Business leaders should consider all the implications of not financing a robust 

fraud solution. The results from Richardson’s (2020) study showed businesses that 

establish robust online fraud solutions experience fewer losses due to cybercrime.  

 Cost of Online Credit Card Fraud  

Business leaders’ costs resulting from card fraud are direct and indirect (P. Wang 

et al., 2019). Direct business costs refer to the economic damages from online fraud, such 

as financial loss, operational costs, and stock price drops (P. Wang et al., 2019). Financial 

losses from the stolen products or services and the reimbursement of charges to the 

issuing bank can be a significant expense for a business. Financial losses due to online 

credit card fraud went from $57,207,248 in 2017 to $129,820,792 in 2020 (Federal 

Bureau of Investigation [FBI], 2018, 2021). Operational costs refer to the disruptions in 

productivity and operation activity resulting from the crimes (P. Wang et al., 2019). 

Online data breaches can severely hurt business stock performance (Pigni et al., 2018). A 
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security breach has resulted in losses of hundreds of millions of dollars, stock value 

decline, and earnings drop for businesses (Pigni et al., 2018). A business with a market 

share value decline due to security breaches incurs additional expenses (P. Wang et al., 

2019), such as credit monitoring service for the victims and legal fees (Pigni et al., 2018). 

The indirect business costs are the damages equivalent to financial losses caused 

by fraud (P. Wang et al., 2019). Examples of indirect expenses are negative reputation, 

potential profit loss, loss of external party investments, loss of market competitiveness, 

employee talent loss, and creditworthiness decline. The success of the online payment 

industry depends on gaining and maintaining consumer confidence in the payment 

systems’ safety and security (Oghazi et al., 2021). A business’s reputation is a critical 

factor in a consumer’s decision about transacting with the business (Daroch et al., 2021). 

Customers’ trust and purchase intention decline if they perceive security risks on a 

business website (Bashir et al., 2018). Loss of potential profit resulting from fraud is 

challenging to determine because of the varied types of indirect impacts affecting 

potential profits. Janakiraman et al. (2018) found that spending from customers who 

experienced online fraud decreased by 32.45%.  

According to Gwebu et al. (2018), the stock market responds negatively to online 

business breaches. Businesses that experience a security breach may also lose external 

parties’ investments and market competitiveness (Agrafiotis et al., 2018). A business 

loses market competitiveness due to the direct and indirect costs caused by a breach 

(Janakiraman et al., 2018). Businesses with inadequate security measures could lose 

employee talent due to a business’s negative reputation (P. Wang et al., 2019). A negative 
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business reputation might encourage current staff to leave the company and discourage 

potential talent from joining the organization. Business creditworthiness is crucial for a 

business’s ability to accept cards as a payment method. Businesses with excessive 

chargebacks could be liable for additional bank fees and credit rating reductions (P. 

Wang et al., 2019). A credit rating reduction of a business’s creditworthiness translates to 

the business’s ability to use credit cards as a payment method. A credit rating reduction 

can cause further business expenses, such as increased bank transaction fees. Due to 

fraud, direct and indirect costs could snowball into additional charges, such as increased 

business insurance costs and loss of productivity costs breach (Janakiraman et al., 2018).  

Summary of Previous Investigations  

A significant number of research studies have focused on the cloud computing 

aspect of online credit card fraud prevention and mitigation, such as computer learning 

algorithms (Dornadula & Geetha, 2019; Manlangit et al., 2019). Cloud computing refers 

to real-time online access to a network host of services such as database systems, data 

storage, and applications (Zou et al., 2021). Learning algorithms allow computers to learn 

input data patterns to use as a model for reference for output (Ucci et al., 2019). Online 

business leaders rely on supervised, unsupervised, and semi-supervised learning 

algorithms to assess the risk of transactions fraud to mitigate fraud (X. Zhang et al., 

2019).  

The supervised learning algorithms accumulate behavioral patterns and assign 

labels in a database to create a classification model (X. Zhang et al., 2019). When a 

transaction does not resemble the classification model, the algorithm labels the 
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transaction as legitimate or fraudulent, depending on other scoring factors (Taha & 

Malebary, 2020). The supervised learning algorithms are more constraining and 

expensive than unsupervised algorithms (Domingues et al., 2018). The unsupervised 

algorithms cluster data into equal groups and then sort the groups according to account 

user behavior (Singh & Jain, 2020), such as user or transaction historical payment 

patterns (Taha & Malebary, 2020). The accumulated customer transaction history 

becomes a model to identify anomalies (J. Zhang et al., 2019). The transactions that do 

not conform to the established patterns are considered fraudulent charges (Taha & 

Malebary, 2020). The semi-supervised algorithms combine supervised and unsupervised 

algorithm techniques (Carcillo et al., 2019), such as graph-based semi-supervised 

learning (Ansari et al., 2020). Semi-supervised learning algorithms detect anomalies from 

a small amount of labeled data (Ansari et al., 2020). Carcillo et al. (2019) indicated a 

successful online credit card fraud strategy should incorporate multiple components.  

Amasiatu and Shah (2019) found that adopting a holistic approach to fraud 

management can lead to superior fraud solutions. A holistic approach includes raising 

customers’ awareness of the costs and consequences of fraud, training employees to 

identify, and respond to fraud red flags, conducting in-depth investigations, establishing 

policies focused on reducing the incidence of fraud, and continuous monitoring of fraud 

solutions (Amasiatu & Shah, 2019). Tripathi et al. (2018) argued that the best way to 

identify online card fraud is by monitoring and evaluating transaction habits and creating 

historical data of the customers’ purchasing patterns. Priyangaa et al. (2017) claimed that 

the only way to detect this type of fraud is to analyze the spending patterns of every card 
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to identify transactions that deviate from legitimate transactions. Nascimento et al. (2019) 

found that using the cardholder’s information combined with sound analysis, credit 

cardholder’s credit score, and human evaluation helped prevent credit card fraud. 

According to Nasr et al. (2020), businesses should keep informed of fraud trends and 

collaborate with a trustworthy payment processor. They also recommended companies 

should encrypt sensitive information and establish strong policies for handling private 

data. Junger et al. (2020) suggested that business leaders provide their employees with 

appropriate online fraud prevention training, support, and tools. 

Next Step in Solving the Problem 

Online credit card fraud presents a fundamental challenge for business leaders, 

customers, and banks. Although there has been an improvement in fraud detection 

strategies, fraud still threatens online businesses’ financial health (Guo et al., 2018). 

Challenges presented by credit card fraud are primarily due to the fraudsters’ constant 

cycle of fraud scheme innovations (Manlangit et al., 2019). Fraudsters find ways around 

fraud prevention tools by being flexible, taking advantage of opportunities (Moid, 2018), 

and using online services and software applications (Nadiia & Snizhana, 2020). Card 

fraud mitigation is essential to handle the onslaught of cybercrimes (Ali et al., 2019). 

Credit card fraud is an extensive problem due to technological advances, the 

volume of transactions, and fraudsters’ continuous innovations. A secure payment system 

depends on a reliable and safe authentication system. Business leaders play an important 

role in protecting consumer data and mitigating financial losses due to fraud. Business 

leaders should set up proactive measures to decrease fraud opportunities (Gunasegaran et 
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al., 2018). Gathering the data, sharing knowledge, and understanding potential fraud 

threats and solutions might help business leaders get the tools and resources necessary to 

identify, assess, manage online credit card fraud, and limit the severity and the frequency 

of fraud (Poole et al., 2018). Understanding leaders’ experience in fraud prevention and 

effective strategies is essential for developing reliable fraud solutions, business growth, 

and a secure payment system (Ali et al., 2019).  

Transition  

In Section 1, I presented (a) the background of the problem, (b) the problem 

statement, (c) the purpose statement, (d) the nature of the study, (e) the research question, 

and (f) interview questions. I discussed this study’s conceptual framework, R. V. G. 

Clarke’s SCP theory (Clarke & Cornish, 1985), and related concepts. I defined the terms 

used in the study. I identified the assumptions, limitations, and delimitations of the study.  

In Section 2, I restate the purpose statement. I define (a) the role of the researcher, 

(b) the participants, (c) the research method and design, (d) the population and sampling, 

and (e) ethical research. In section 2, I explain (a) data collection instruments, (b) data 

collection techniques, (c) data organization technique, (d) data analysis, and (e) reliability 

and validity of the study.  

In Section 3, I include (a) presentation of the findings, (b) application to 

professional practice, (c) implications for social change, (d) recommendations for action, 

(e) recommendations for further research, (f) reflections, and (g) conclusion.  
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Section 2: The Project 

Purpose Statement 

The purpose of this qualitative multiple case study was to explore how online 

business leaders successfully mitigate the loss of revenue caused by online credit card 

fraud. The targeted population consisted of five online business leaders in the Southwest 

of the United States who successfully implemented strategies by demonstrating reduced 

revenue losses due to online credit card fraud. The implications for positive business 

impact include illustrated examples of successful strategies used by online business 

leaders to prevent and mitigate online credit card fraud, retain consumer confidence in 

online transactions, and stimulate economic growth. The implications for positive social 

change include the potential to maintain consumer confidence in e-commerce and reduce 

consumers’ collateral damage of credit card fraud. 

Role of the Researcher 

According to Yin (2018), researchers are responsible for the research credibility 

and dependability and accurately capture the participants’ experiences. The researchers 

are the primary instrument of data collection and analysis (Clark & Veale, 2018). 

Researchers collect information, insights, meanings, values, and participants’ 

perspectives (Peterson, 2019). Researchers also decide the research question, the research 

sample’s composition, and the participants (Ahmad et al., 2019). As the researcher, my 

role was to investigate the research question, perform interviews, analyze the collected 

data, link the data to the literature, and frame a compelling argument following the 

research design and methodology. Researchers disclose their assumptions and biases 
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while collecting, coding, and sorting qualitative data (Peterson, 2019) and member 

checking to ensure the research process’s integrity (Brear, 2019). Researchers use 

reflexivity to reduce personal bias, such as apophenia (see Buetow, 2019). According to 

Karagiozis (2018), researchers should engage in journaling and internal dialog to become 

aware and manage my unconscious bias. Therefore, I used reflexivity. Unchecked 

researcher’s bias could alter the research findings in favor of the researcher’s perspective 

instead of providing an authentic representation of the participants’ experiences (Wadams 

& Park, 2018). I also used standardized interview protocol, semistructured interviews, 

and bracketing techniques to minimize personal bias interference, as Wadams and Park 

(2018) described. I focused on being open-minded and patient during the research 

process and strived to understand the phenomenon as described by Kalman (2019). I was 

sensitive and respectful of the participants’ rights and created a space to speak openly 

about their experiences. My role as a researcher included abiding by the principles and 

guidelines outlined in the Belmont Report of respect for persons, beneficence, and justice 

as described by the Office for Human Research Protection (2018). The Belmont Report 

principles are the foundation of the consent, assessment of risks and benefits, and 

participants’ selection for the study.  

I held a role working as an online revenue protection specialist. My job was to 

identify, prevent, and mitigate fraudulent charges in a pool of thousands of transactions 

per day for a large online business. During my role as a fraud team member, the 

experiences and challenges I encountered motivated me to investigate effective strategies 

to prevent online credit card fraud. I left the position to reduce viewing the data from the 
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perspective of an online revenue protection specialist. Biases are deflections that 

misrepresent the participants’ experiences in qualitative research projects (Wadams & 

Park, 2018).  

Gathering an accurate depiction of the participants’ experiences is essential to 

qualitative research (Wadams & Park, 2018). I reached out to the potential participants 

via phone call (Appendix D) and emailed the consent form. I used a semistructured 

interview technique (Appendix A). I followed an interview protocol (Appendix B) to 

facilitate the interview process and obtain rich data within the designated timeframe as 

described by Yeong et al. (2018). Interview questions should get scheduled around the 

time allocated for the interview and capture rapport with the participants (Hamilton & 

Finley, 2020). According to Brimbal et al. (2021), rapport influences participants’ 

disposition to participate in the interview process. I conducted the interviews and member 

checking according to each participant’s convenience. I listened carefully to the 

participants’ responses and was attentive to assure the participants understood each 

question (see McGrath et al., 2019). I was genuinely open and curious about the 

interviewees’ responses and experiences.  

Archibald et al. (2019) found that interviews over electronic can improve the in-

person interviewing method. Jenner and Myers (2019) found that video calls’ quality of 

datum was as good if not better than in-person interviews. According to Ballena (2021), 

the quality of interviewing depends on the design of the questionnaire. The interview 

questions that I designed for this research study underwent the scrutiny of my Walden 

chair committee to assure appropriate typology. Using a semistructured interview 
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technique, I presented open-ended interview questions (Appendix A) with additional 

follow-up questions as appropriate and engaged in active listening to facilitate 

participants’ reporting, as Karagiozis (2018) described. I followed a semistructured 

interview technique script to keep consistency in the interview protocol (Appendix B). 

According to Roulston (2018), semistructured interviews within open-ended questions 

allow direct and open dialog. I transcribed the recordings from the interviews within 48 

hours of each interview completion. Via consent form, I notified the participants of the 

purpose, ethical guidelines, and policies governing this study and their right to free 

participation as outlined in the Belmont Report (Appendix E). I assessed the potential 

benefits and risks of participation in this study. I established a secure safeguard of the 

participants’ confidentiality, including the safe storage of information because protecting 

the confidentiality of the participants is of paramount importance (see Surmiak, 2018). I 

advised the participants of the guidelines around the access, storage, and use of this study 

data. 

Participants 

The optimal strategy for qualitative research is to recruit participants whose 

experience is relevant to answering the research question (McGrath et al., 2019). I 

established an inclusion criterion that supported responding to the research question. 

Participants should have extensive knowledge about the phenomenon under investigation 

and can best respond to the research question (Capili, 2021). The criteria for participating 

in this qualitative multiple case study were that the participants: (a) be online business 

leaders of an organization with 500 employees or more; (b) have experience 
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implementing successful online credit card fraud solutions, and (c) be located in the 

Southwest of the United States. 

I accessed the organizations via publicly available information on Best Business 

Bureau and LinkedIn websites. I reached out to potential participants via phone call 

(Appendix D) and email. I sent the consent form via email. I set up the interviews 

according to the participants’ preferred date and time. I scheduled the first and follow-up 

interviews according to the participants’ convenience. I sent the consent form and 

included a description of the study’s purpose to the participants via email. According to 

Croix et al. (2018), a good interview is dependent on the interviewee’s comfort level. I 

provided the participants with the research question and interview questions before the 

interview. I also provided the participants with a 1 to 2 pages summary of the transcripts 

to review. 

According to Hamilton and Finley (2020), the interview’s opening sets the 

interview’s tone and influences the data collection process. I opened the interview by 

sharing my background and professional experiences with the participants. I established a 

working relationship with the participants by explaining the study’s objectives. I was 

transparent and communicative with the participants to ensure their retention. I also 

notified the participants that I would provide them with a copy of the study results. 

According to Gibaldi and Siddiqi (2019), participants want to know the results of the 

study in which they participated. 
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Research Method and Design  

Research Method 

The three main research methods are qualitative, quantitative, and mixed 

(Erlingsson & Brysiewicz, 2018). I conducted a qualitative study investigating effective 

leaders’ strategies to mitigate online credit card fraud. The qualitative method is 

appropriate for obtaining rich data on participants’ experiences. Researchers use the 

qualitative method to provide in-depth insights and understand real-world problems (Yin, 

2018). According to (Strijker et al., 2020), researchers use the quantitative research 

method to analyze phenomena according to numerical data (Strijker et al., 2020). 

Therefore, I did not select the quantitative method for this study because investigating 

variables’ relationships or group differences through testing hypotheses would not have 

supported developing a deep understanding of the research question. The mixed method 

includes using techniques from at least one qualitative and one quantitative approach in 

collecting, analyzing, and reporting findings (Baskarada & Koronios, 2018). I did not 

choose the mixed method for this study because the quantitative component of the mixed 

methodology was not necessary to answer the research question. 

Research Design 

I considered the three qualitative research designs for this study: 

phenomenological, ethnographic research, and case study. Researchers use the 

phenomenology research design to investigate individuals' personal meanings to a lived 

experience about a common phenomenon (Ghaffari & Lagzian, 2018). I did not choose 

the phenomenological research design for this study because I intended to explore 
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individuals’ experiences in the context of the phenomenon instead of focusing the 

investigation on the personal meaning of experiencing the phenomenon. Researchers 

using ethnography investigate race, cultural practices, and social relations (Magnat, 

2018). The ethnographic research was not the best option for this study because I was not 

attempting to analyze or interpret social dynamics. Researchers who use a case study 

design do an in-depth explanatory, exploratory, or descriptive investigation of a case 

within its environmental context (Mishra, & Dey, 2021). Although a case study was an 

optimal design for this study, a single case study was not appropriate for this study 

because the methodology would not have supported the intention to identify differences 

and similarities among the cases as described by Bansal et al. (2018). The multiple case 

design was an appropriate method to obtain rich data on participants’ experiences. I used 

a multiple case design to establish validity and reach data saturation (see Yin, 2018). 

Saturation occurs when enough data to reach conceptual depth is collected, and no 

other themes or insights of the issue are found even with more interviews or cases added 

(Saunders et al., 2018). According to Saunders et al. (2018), researchers decide further 

data collection is unnecessary when the researcher recognizes the redundancy of data 

from the interviews. I interviewed five participants. To ensure data saturation, I used a 

semistructured interview technique (see Yeong et al., 2018), member checking (see 

Iivari, 2018), and interviewed participants until no new information emerged or 

saturation was achieved (see Hennink et al., 2019). 
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Population and Sampling 

The study population is the total number of participants sampled based on 

selection criteria and their autonomous participation decision. The population for this 

multiple case study was composed of five participants from different companies who (a) 

were online business leaders of an organization with 500 or more employees, (b) had 

successfully implemented fraud solutions, and (c) had a business located in the Southwest 

region of the United States. A small sample size of participants is adequate for a 

qualitative research study (Yin, 2018) because the appropriate sample size for qualitative 

research determination comes from reaching the data saturation threshold (Saunders et 

al., 2018). Validity depends on the richness of the data provided by the participants 

instead of the number of participants (Yin, 2018). Online business leaders who 

successfully implemented fraud solutions provided rich data to answer the research 

question. 

I selected purposive sampling for this multiple case study because I was looking 

for an in-depth understanding of the inquiry and not reaching empirical generalizations. 

Researchers use purposive sampling to identify and select participants with 

characteristics that provide abundant data pertinent to answering the research question 

(Conlon et al., 2020). Online business leaders with experience implementing successful 

credit card fraud solutions provided relevant descriptions of their experiences and 

practices related to this study. I used a semistructured interview technique via Zoom calls 

or phone calls conveniently for the participant. Zoom is used to securely record and store 

audio and video content from meetings without routing it to third-party software 
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(Archibald et al., 2019). According to Li et al. (2019), semistructured interviews promote 

candid conversations with the participants and facilitate rich data gathering. I used Zoom 

to perform and record audio call interviews. I advised the participant to select a 

convenient time to speak at liberty and comfort during the interview. 

Data saturation is vital in any study (Guest et al., 2020). Researchers achieve data 

saturation to ensure that research data are credible, transferable, dependable, and the 

investigation is confirmable (Yin, 2018). Data saturation occurs when no new data, no 

new themes, and no new coding are obtained (Moser & Korstjens, 2018). According to 

Sim et al. (2018), researchers can reach data saturation by asking multiple participants the 

same questions until no new information is forthcoming or new themes are evident. I 

used the semistructured interview technique, member checking (Appendix C), business 

progress reports, and credit rating reports to ensure data saturation. 

Ethical Research 

The researcher is responsible for compliance with ethical conduct during the 

study (Cumyn et al., 2019). I provided a safe environment by adopting a transparent 

process, ensuring the participants were well informed, valued, and not harmed, coerced, 

or inconvenienced. Embracing information transparency to the participants and 

maintaining data privacy engages participation and trust (J. Lee et al., 2018). I followed 

the Institutional Review Board’s (IRB) ethical standards by treating the participants with 

respect, transparency, and fairness. I protected the participants’ identities and personal 

information by limiting specific participant characteristics and coding the participant as 

P1, P2, P3, and their organization’s identity as B1, B2, B3. I also provided the 
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participants with full disclosure of all relevant information about the study to determine 

the participant’s disposition to participate. The consent form included information about 

the participants’ role, benefits, and potential risks involved in participation (see 

Metselaar, 2019). I obtained written consent via email from participants by replying, “I 

consent,” to agree to participate in this study. The participants had the opportunity to ask 

questions before signing the informed consent form via email or call.  

All personal data I collected during the interviews remained confidential. The 

names of the participants and business-related documentation were assigned a pseudo-

code composed of a random letter and a number representing the participant’s name. 

Ross et al. (2018) argued that qualitative research is vulnerable to reidentification. 

Coding the participants’ names and responses will keep participants’ personal and 

business identities confidential (see Yin, 2018). I saved all data related to this study in a 

password-protected thumb drive inside a weatherproof lockbox. As designated by 

Walden University, 5 years after completing this study, all digital data will get 

permanently deleted, and the original paperwork related to this study will be 

mechanically shredded.  

According to Yin (2018), the participants should have the opportunity to 

withdraw from the study at any time. The study participants were free to withdraw from 

the study with no negative consequences through verbal or written notice expressing their 

desire to withdraw. I waited to schedule any interviews until I received the consent email 

from the participant. I did not initiate data collection before receiving IRB approval. 

Obtaining IRB approval before beginning the research study ensures (a) the study has the 
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potential to contribute valuable knowledge, (b) the participants’ welfare and rights are 

protected, and (c) the risks inherent in the research study are minute compared to the 

potential benefit gained from the study (V. Lee, 2018). The IRB number for this study is 

08-05-21-0454040. 

Some researchers use financial incentives or reimbursement for reasonable 

expenses to encourage participation in studies (Gelinas et al., 2018). Other researchers 

encourage participation by motivating the participants to volunteer as an altruistic act 

(Gelinas et al., 2018). I communicated to the participants their contribution to this 

research is valuable and might benefit the development of mitigation strategies against 

online business credit card fraud. The participants received information in written and 

verbal communication that this study does not include any financial incentives.  

Data Collection Instruments 

As the researcher of this study, I was the primary data collection instrument in 

this qualitative study. I used semistructured interviews to gather the data because 

semistructured interviews improve the researcher’s understanding of the participants’ 

experiences (see DeJonckheere & Vaughn, 2019). Semistructured interviews allow 

participants to explain their experiences in-depth (Peesker et al., 2019). I engaged in 

careful planning ahead of the interviews (see McGrath et al., 2019). The interview 

protocol (Appendix B) served as a guide to keep consistency in the dialog with the 

participants and improve reliability (Wixted et al., 2018). I familiarized myself with the 

data recording equipment ahead of the interview (see McGrath et al., 2019). I recorded 

the interviews using the Zoom provided recording feature. I provided a copy of the 
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summarized interview to the participants for member checking. Researchers use member 

checking to present the interpretations from the interview questions to the participants to 

verify if any information was misinterpreted or left out (Iivari, 2018). During member 

checking, the participants had the opportunity to make any adjustments to the summary 

and respond to follow-up questions. Providing the participants with a summary of their 

interview responses allows the participants the opportunity to review the information and 

correct any inconsistencies or possible bias (Agnew et al., 2018; Peesker et al., 2019). 

I used archival records, interviews, and business investment rating reports to 

corroborate or extend the data obtained from the interview questions (Appendix A). 

Secondary data collection instruments such as business documents corroborate evidence 

collected from other sources (Yin, 2018). I enhanced the reliability and validity of the 

data collection through member checking follow-up interviews (Appendix C). 

Researchers use research validity to ensure the robustness of the research study (Yin, 

2018). 

Data Collection Technique 

I researched the professional backgrounds of the participants and their 

organizations via public records after the participants: (a) consented to participate in the 

study, (b) understood the purpose of the study, (c) knew the expectations of the interview 

process, and (d) understood their rights as participants. Understanding the participants’ 

backgrounds ensures the participants will provide rich data that address the study’s 

research question (Van Puyvelde, 2018).  
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I used audio-recorded online calls to collect the data using a semistructured 

interview technique that followed the interview protocol (Appendix B). According to Yin 

(2018), researchers should record participants’ interviews to interpret them accurately. 

The advantages of using the semistructured interview data collection technique include: 

(a) rich data gathering, (b) the opportunity to ask the participants open-ended questions, 

and (c) the opportunity for clarification and follow-up questions. Alamri (2019) stated 

some disadvantages of using the semistructured interview as the data collection technique 

include (a) the interview, the transcription, and the member checking processes are time-

consuming; (b) participants may have trouble in allocating enough time for the full 

interview, and (c) participants who experience limited time availability might limit the 

depth of their responses. The interviews lasted for 45 to 60 minutes, with an average 

interview time of 50 minutes.  

I transcribed the audio recordings from the interviews keeping fidelity to what 

was said and keeping data safe and confidential within 48 hours of each interview. 

According to McGrath et al. (2019), researchers should transcribe the data as soon as 

possible after completing the interview to start identifying similarities and differences 

between the interviewees’ experiences. I used member checking to ensure the validity of 

the research findings (see Brear, 2019). I provided the participants with a summary of the 

data gathered during the interview to review the material for accuracy or clarification. 

During the member-checking process, I confirmed or added the data collected during the 

interview according to the participant’s directions. The participants’ reviews and 

transcription correction enhanced research validity (Usman, 2018). I took detailed notes 
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of my observations during the data collection process based on a framed approach 

congruent with the conceptional framework and methodological approach (see Phillippi 

& Lauderdale, 2018). According to Phillippi and Lauderdale (2018), taking notes and 

observations are essential components of the data collection process.  

Data Organization Technique  

I assigned a pseudonym for each participant, such as P1, P2, P3, and B1, B2, B3, 

for the business to keep their identities confidential (see Butler et al., 2019). I also coded 

the data to remove excess information and identify emerging themes. Coding reduces 

excess data and highlights the message’s core meaning (Clark & Veale, 2018). I 

organized the data in chronological order in color-coded digital folders and kept all hard 

copies in a binder tabbed according to the company name. I kept track of the interview 

participation process in Excel, using Microsoft Word to transcribe each interview audio. I 

used NVivo to code the data and to identify themes. This study’s soft data remains stored 

on a password-protected portable thumb drive. I saved the secured thumb drive and hard 

copy data in a secure weatherproof lockbox. According to Yin (2018), researchers are 

responsible for data storage. Surmiak (2018) noted researchers are responsible for 

protecting the participant’s identity. I stored the electronic data in a password-protected 

thumb drive and the hard copies in a locked cabinet. After 5 years, I will delete and shred 

all the gathered data. 

Data Analysis  

Researchers use triangulation to test the study’s validity by observing and 

analyzing the subject matter from multiple sources of information (Yin, 2018). According 
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to Noble and Heale (2019), triangulation is a valuable tool to check for biases and 

inconsistencies. Researchers can triangulate data in several ways, such as using multiple 

methodologies, multiple theories, multiple data analysis techniques, multiple data 

sources, or multiple investigators (Natow, 2019). For this multiple case study, I selected a 

multiple data source triangulation. I gathered and compared data from open-ended 

interviews, member checking, archival records, and business investment rating reports to 

achieve data source triangulation. Natow (2019) stated that data triangulation is valuable 

in studies interviewing leaders. Therefore, I selected data triangulation to interview 

online business leaders. I reached data source triangulation by using multiple data sources 

to improve reliability and validity, as Moser and Korstjens (2018) described. 

I used the five-phase data analysis process described by Yin (2018): (a) collect the 

data, (b) decompose the data, (c) generate codes and clusters, (d) interpret the data, and 

(e) generate a conclusion. The raw data used for this multiple case study was organized in 

chronological order by participant pseudonym in digital and hard copy form. I used 

NVivo software to store, manage, and filter unstructured data, including progress reports, 

interview transcriptions, and member checking responses (see Dalkin et al., 2020). 

NVivo’s powerful query tools facilitate thematic analysis (Elliott-Mainwaring, 2021). 

Qualitative researchers discover and build relationships between data, assign and define 

themes, and create reports (Phillips & Lu, 2018). I used the coded data to generate data 

sets related to answering the research question. Driven by the SCP, I critically analyzed 

reoccurring patterns and concepts and allowed themes to emerge. According to Clark and 

Veale (2018), researchers should engage in reflective and interpretive thinking through 
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every step of the research process to accurately evaluate the subject matter. Therefore, I 

immersed myself in the data and searched for meaning and emerging patterns. I identified 

and defined the themes to interpret the data and reported the themes’ interpretations, 

including their relationships, by engaging in the thematic analysis as described by 

Castleberry and Nolen (2018).  

 Reliability and Validity  

Reliability and validity are fundamental instruments used by researchers to 

demonstrate the rigor and trustworthiness of research (Jordan, 2018). Reliability 

describes the systematic use of research methods for collecting and analyzing the data of 

the study (Collingridge & Gantt, 2019). Validity refers to the relevancy of the 

interpretations from a study’s collected data (Vakili & Jahangiri, 2018). Reliability and 

validity determine the replicability, objectivity, and quality of research (Yin, 2018). 

Without obtaining reliability and validity, researchers may reach inaccurate or unreliable 

research findings and conclusions.  

Reliability 

My strategy for obtaining reliability was consistency and carefulness in the 

research practice’s application and documentation, as Yin (2018) described. Meticulous 

craftsmanship and attention to detail help legitimate the results from a study 

(Collingridge & Gantt, 2019). I used purposive sampling to ensure the participants could 

provide information that responds to the research question. According to FitzPatrick 

(2019), researchers should recruit participants who know the research topic. I used some 
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instruments and processes such as interview protocol, member checking, and data source 

triangulation to ensure the study results were dependable to obtain reliability.  

The interview protocol (Appendix B) served as my guide to ask the participants 

all listed interview questions in the same order. An interview protocol is a tool used to 

conduct interviews consistently (Yeong et al., 2018). I was respectful, attentive, 

empathetic, built up the participant’s ego, and did not use overly academic language to 

build rapport (Duke et al., 2018). Researchers use member checking to enhance 

dependability (Yin, 2018). I used the member checking (Appendix C) of data to confirm 

my interpretations of the participants’ responses.  

Confirmability describes the degree to which research results can be confirmed or 

corroborated by other researchers (Korstjens & Moser, 2018). To ensure confirmability, I 

asked probing questions during the interview, completed follow-up member checking, 

and used data source triangulation by accessing business progress reports and business 

investment rating reports. Documentation served to reach triangulation and confirmed the 

data collected from interviews (Siegner et al., 2018). Probing questions and follow-up 

member checking enhanced the accuracy of the data collection process. I also kept a 

reflexive journal to note introspections to reduce potential personal bias (see Rettke et al., 

2018). Researchers use reflexivity to remain self-aware and analytical about their role in 

the research process (Tomaszewski et al., 2020). According to Fusch et al. (2018), 

researchers’ enhanced awareness of personal lenses facilitates a more accurate 

interpretation of the participants’ responses. 
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Data saturation occurs when additional research produces no new data, themes, or 

codes (FitzPatrick, 2019). I used purposive sampling, data source triangulation, member 

checking, and recruited participants until no new information emerged to ensure data 

saturation. 

Validity 

According to Collingridge and Gantt (2019), researchers can obtain validity by 

applying an appropriate research method. Therefore, I meticulously adhered to data 

collection and analysis techniques such as gathering multiple sources of evidence, 

establishing a chain of evidence, and detailing the process’s documentation to enhance 

the research design’s validity. FitzPatrick (2019) recommended that researchers conduct 

validation procedures throughout the study to address threats to validation during the 

process. Therefore, I used data source triangulation, member checking, and data 

saturation to enhance the validity of this study. By using a multiple case study, member 

checking, and business reports to converge the results, I enhanced the validity and 

established the credibility of the study.  

Credibility refers to collecting research data’s accuracy and depicting the 

participants’ experiences in the research findings (Forero et al., 2018). To obtain 

credibility, I utilized member checking (Appendix C) and data source triangulation, as 

described by Korstjens and Moser (2018). I did member checking to verify that the data 

interpretations obtained from the interviews were accurate (see McGrath et al., 2019). I 

analyzed the data reports, the interpretations from the interviews, and member checking 

information to achieve data source triangulation. 
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Transferability describes the degree to which a qualitative research study can be 

applied to other settings by other researchers and gets enhanced by a detailed and 

exhaustive description of the process (Korstjens & Moser, 2018). Therefore, I provided 

as much detail about the study process and the participants as possible for other 

researchers to determine this study’s applicability to different settings. In addition, I used 

purposive sampling to select participants who answered the research question.  

Transition and Summary 

In Section 2, I discussed the description of my role as the researcher, the 

participants, and the justification for the research method and design. I also presented 

population and sampling, ethical research, and data collection instruments. I explained 

the data collection technique, data organization techniques, data analysis, and reliability 

and validity. In Section 3, I discuss the study’s findings, the application to professional 

practice, the implications for social change, recommendations for action, 

recommendations for further research, a reflection on my experience within the DBA 

Doctoral Study process, and the conclusion of this study. 
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Section 3: Application to Professional Practice and Implications for Change 

Introduction 

The purpose of this qualitative multiple case study was to explore the strategies 

that some online business leaders use to mitigate the loss of revenue caused by credit card 

fraud. In this section, I present the findings of this study and the themes that emerged 

from this research. The data obtained for this research resulted from interview data, a 

review of archival records and business investment rating reports, and an exhaustive 

literature review. The findings from this research showed four major themes: (a) data 

management, analysis, and monitoring, (b) internal stakeholders, (c) customer 

experience, and (d) partnership with online security tool service provider(s) for strategies 

used by the participants to mitigate online credit card fraud. The two most prominent 

themes that emerged from all participants’ responses were data management, analysis and 

monitoring; and internal stakeholders. The participants indicated proactive and 

retroactive strategies were necessary components for successful fraud mitigation 

strategies. The results of this research study support Clarke’s (1980) SCP. This study’s 

resulting themes were related to the obtained data and the literature review, concentrating 

on the SCP theory framework.  

Presentation of the Findings  

This qualitative research study’s overarching question was: What successful 

strategies have online business leaders used to mitigate revenue loss from online credit 

card fraud? To collect data, I conducted semistructured interviews with five online 

business leaders consisting of five main open-ended questions and a few follow-up 
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questions. In addition, I used member checking, archival records, and business 

investment rating reports from Moody’s Investors Service, Inc (2021) to coordinate data 

source triangulation. 

The participants in this qualitative multiple case study were: (a) online business 

leaders of an organization with 500 employees or more; (b) experienced in implementing 

successful online credit card fraud solutions; and (c) located in the Southwest region of 

the United States. Table 1 shows the participants’ demographics.  

Table 1 

 

Participants’ Demographic Information 

Online business 

leader 

Number of 

employees 

Years of 

experience 

Location 

Participant 1 +10,000 16 Arizona 

Participant 2 +10,000 15 Texas 

Participant 3 +500 15 Texas 

Participant 4 +10,000 17 Arizona 

Participant 5 5,000 5 Arizona 

 

I identified the main factors contributing to successful online fraud mitigation 

strategies from the gathered data and thematic analysis. The four major themes that 

emerged were (a) data management, analysis, and monitoring, (b) internal stakeholders, 

(c) customer experience, and (d) partnership with online security tool service provider(s). 

In this segment, I provide information about the emergent themes and excerpts from the 

interview responses supporting the themes. Table 2 shows the frequency of participants’ 

responses contribution concerning the themes. Figure 1 illustrates the frequency of 

responses from all participants related to the four emerged themes from hierarchized 

responses based on word frequency. 
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Table 2 

 

Frequency of Responses Related to Themes 

 

Online 

business 

leader 

Data 

management, 

analysis, and 

monitoring 

Internal 

stakeholders 

Customer 

experience 

Online 

security 

Service 

provider 

Participant 1 9 3 2 0 

Participant 2 10 9 6 3 

Participant 3 11 10 7 2 

Participant 4 3 2 2 1 

Participant 5 11 9 5 3 

 

Figure 1 

 

Frequency of Responses Related to Themes 

 
 

Theme 1: Data Management, Analysis, and Monitoring 

The first theme that emerged from the data collection process was the importance 

of data management, analysis, and monitoring to fraud mitigation strategy. The results 

from the data analysis and NVIVO queries demonstrated that the participants rely on data 
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management, analysis, and monitoring aptitude and agility as of utmost importance to 

mitigate fraudulent charges. The data-based fraud prevention system includes receiving 

data related to the transaction, analyzing the transaction’s attributes to calculate a score, 

comparing the score to threshold values, and resolving the case as a valid charge or red-

flagging for further scrutiny.  

All five participants described data analysis, management, and monitoring as a 

primary fraud-fighting strategy to mitigate online credit card fraud. P1, P2, P3, P4, and 

P5 discussed the idea they use data as a fraud authentication tool to confirm the validity 

of transactions. P1 detailed, “I leveraged the information separately and together, the data 

knowingly provided by a consumer in an online billing form when transacting, such as 

the billing address and the data collected unknowingly from the user, such as the IP 

address.” P2 explained  

Strategies that led to reducing fraud are all based on three key factors. The first 

key factor is rule-based data scoring which is where all transactions were fed into 

the rule engine, which creates a risk score based on several predetermined criteria. 

The second key factor is a negative database. The negative database was built 

over time, included information about known prior fraudulent transactions, and 

created a high-risk score for future transactions. The third key factor is a positive 

database which consists of data from known good customers identified over time. 

Transactions could score themselves out of the queue to lessen the total number of 

transactions to review.  
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P5 corroborated, “we have an internal database which we use to compare information 

inputted on the form online being submitted.” P3 said, “you need to build that positive 

database before you can even start with pursuing a negative database or knowing who the 

fosters are or why transactions are not getting through.” P4 attested, “we utilized key 

factors such as email address used for online purchase to validate the transactions.” All 

five participants affirmed that building and maintaining an agile and intuitive database 

process, analysis, and monitoring system is vital to detect fraudulent transactions, 

separate actual fraud from false triggers, and reduce the number of transactions requiring 

manual review. Table 3 shows the frequency of participants’ responses related to data 

management, analysis, and monitoring and the percentage of each participant’s 

contribution to the theme. Figure 2 illustrates the frequency of responses related to the 

data management, analysis, and monitoring theme.  

Table 3 

 

Frequency of Responses Related to Data Management, Analysis, and Monitoring 

Online business leader Frequency Percentage of responses contributing 

to the theme 

Participant 1 9 20% 

Participant 2 10 23% 

Participant 3 11 25% 

Participant 4 3 7% 

Participant 5 11 25% 
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Figure 2 

 

Frequency of Responses Related to Data Management, Analysis, and Monitoring 

 

Connection to the Conceptual Framework  

In alignment with Clarke’s (1983) SCP framework, the five participants’ 

responses evidenced fraud is a crime of opportunity. Investigators use the SCP 

framework to understand how individuals take advantage of opportunities to commit a 

crime (Freilich et al., 2018). The participants explained fraudsters look for and take 

advantage of opportunities to commit online credit card fraud. The five participants 

explained how they used data management, analysis, and monitoring to support proactive 

and retroactive mitigation strategies to block opportunities for fraud. P5 stated,  

When we found out, there was a big problem, and that had to do with the credit 

card fraud, one of the initial major things I did was turn on address verification 

and ensure the verification of the CVV number on the back of the customer’s 

credit card. 
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P4 stated, “we continue to refine our risk rules to increase the effort required to commit 

fraud and block opportunities for fraudulent charges.” P5 corroborated 

If measures are not set up correctly, there could be an information leakage during 

the electronic transaction transmission. That’s how the hackers and the bad guys 

of the world can have an opportunity to get credit card information and can steal 

all the customer’s money because everything is linked online.  

In further alignment with SCP, the participants demonstrated they used data 

management, analysis, and monitoring to increase the level of difficulty for fraud, risk of 

getting caught, and the effort required to commit fraud. P2 said, “if we stay consistent in 

working transactions and shutting them down before a service is provided, the fraudsters 

know we are taking protection seriously and move on.” P3 corroborated, “we want to 

impact the fraudsters. We want to get the fraudsters as unsuccessful as possible, and we 

want to deter them.”  

Connection to the Literature  

The findings of this study were consistent with Tripathi et al.’s (2018) research 

results stating that the best way to identify online card fraud is by monitoring and 

evaluating transaction habits and creating historical data of the customers’ purchasing 

patterns. All five participants reported using a positive database, which contains the 

historical data related to positive purchase and customer verified data, and a negative 

database holding historical data of confirmed fraud, to validate transactions. P4 

explained, “We use a methodology of looking at past online history, spending patterns, 
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and styles.” P1 explained, “negative lists allow for challenging or blocking transactions 

that contain the same data on previous fraud orders.” P2 said,  

When looking at total fraud stopped versus fraud missed, our primary goal is to 

understand better the missed transaction received, why we didn’t catch it, and 

what changes may be necessary to the risk scoring to catch future similar 

transactions.  

The findings were also consistent with Carcillo et al.’s (2019) findings indicating 

that successful online credit card fraud strategies should incorporate components of 

supervised learning algorithms (X. Zhang et al., 2019) and unsupervised learning 

algorithms (Singh & Jain, 2020). The five participants reported using a combination of 

algorithms supervision approaches, algorithm learning independently, and algorithm 

taking users’ input to enhance the review process. P1 described, “we used currency 

amount threshold, negative lists, device intelligence strategies, geo-location strategies, 

device language, and behavior analytics.” P4 stated, “We look at past online history, 

spending patterns, and style to create a risk score based upon the criteria.” The red-

flagged transactions undergo further scrutiny and validation steps. 

Theme 2: Internal Stakeholders 

The second theme that emerged from the findings of this study was the 

importance of the support of the organization’s internal stakeholders to fraud mitigation 

strategies. The results of this study exhibited that the participants depend on the 

collaboration of internal stakeholders as part of fraud mitigation strategies. Internal 

stakeholders denote a robust fraud team that is engaged, alert, and astute and the 
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collaboration of the staff across departments in the organization to support mitigation 

strategies.  

Robust Fraud Team  

The responses from the participants demonstrated a robust fraud team is essential 

to the success of online fraud mitigation strategies. The five participants shared a general 

agreement of the role of the fraud team in the success of online fraud mitigation 

strategies. The fraud team aims to stay ahead of the fraudsters by proactive mitigation 

strategies. P3 stated,  

You got to have the folks who can pivot. A fraud team can pin it and move and be 

flexible and go from one job to the other. Be ready at the end of the day or end of 

the week to do something completely different.  

The fraud team can identify inconsistencies, uncover evidence, dismantle elaborate fraud 

schemes, and share their insights with leadership to improve the efficacy of mitigation 

strategies. P3 explained,  

Managers and directors they’re not in the data all the time. The managers and 

directors are trying to create the vision, but if they’re not, you know, getting 

insight from the fraud team who is engaging with customers and with the data 

with the systems, then there’s going to be a disconnect. 

The fraud team verifies and validates transactional information unresolved by the scoring 

rules. The fraud team manually reviews unresolved transactions to reach case resolutions, 

classify the data for future analysis, and identify loopholes in the scoring rules. P1 said,  
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Out of 100 orders flagged for manual review, 50 are canceled for fraud, which 

would indicate a 50% fraud cancel rate and would show the fraud strategies are 

effective. If the fraud cancel rate is 3%, this means the fraud rules are capturing 

too many legit transactions, and scoring rules need to be tuned.  

Three participants shared that the fraud team can also effectively analyze and respond to 

chargebacks. P2 expressed, 

The fraud team compares the transactions we successfully worked on that resulted 

in providing the service to transactions that ended up being a chargeback. Our 

main goal is to understand better what risk score the missed transaction received. 

Why didn’t we catch it? And what changes may be necessary to the risk scoring 

to catch future-like transactions?  

P5 indicated,  

We revamped how the chargebacks from the credit card properties were 

processed. We developed a routine and understanding of how the fraud team 

responded to chargeback requests because we were getting hit heavily with fraud.  

P3 explained, “you should have robust a team that knows there are certain data elements 

that are critical for working chargebacks.” A robust fraud must learn from the past and 

anticipate the future to adapt the direction of a strategy or initiative effectively and 

confidently. Figure 3 illustrates the frequency of responses related to the robust fraud 

theme. Table 4 shows the frequency of participants’ responses related to the robust fraud 

team theme and the percentage of participants’ contribution to the theme. 
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Table 4 

 

Frequency of Responses Related to Robust Fraud Team 

Online business leader Frequency Percentage of 

contribution to the theme 

Participant 1 3 13% 

Participant 2 6 26% 

Participant 3 8 35% 

Participant 4 2 9% 

Participant 5 4 17% 

 

Figure 3 

 

Frequency of Responses Related to Fraud Team 

 

Connection to the Conceptual Framework  

The findings of this study aligned with Clarke’s (1985) literature that identifying 

and restricting conditions that facilitate fraud is indispensable for successful fraud 

mitigation strategies because opportunistic crime is highly susceptible to their 

environment. Making the crime scene unattractive should influence individuals to choose 
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against committing the crime. The five participants indicated the fraud team continuously 

analyzed their environment to determine and limit opportunities for fraud. P2 shared, 

“our first strategy once we became aware that online sales would trigger a significant 

amount of fraud was to build an in-house system to review transactions.” P2 expanded,  

We find that if the agents can do queue sorting based on their criteria, to bring 

much more impactful results than just working the transactions with the highest 

scores. It does help to have an agent assigned for a particular period to work the 

highest scored transactions specifically, but then allow the other agents to use 

their instinct, analytics, etc., to find fraud.  

P3 said, “from a strategy perspective, we needed to know two things more than anything. 

One, the data and two, how our customers behaved. From there, we could know what the 

issues were.” P1 opined, “strategies should always be customized to the organization’s 

data and trends.” P4 expanded, “our risk rules significantly enhanced during Covid19 as 

consumers went to less in-person shopping.” The participants’ responses demonstrate 

successful fraud mitigation leaders’ strategies ensure the right outcome by assessing the 

environment and challenging fraudsters’ opportunities to commit crimes. Figure 3 

illustrates the frequency of responses related to the fraud team theme. Table 4 shows the 

frequency of participants’ responses related to the fraud team theme and the percentage 

of participants’ contribution to the theme. 

Connection to the Literature  

The findings of this study support Nascimento et al.’s (2019) findings that 

analyzing the cardholder’s information and the cardholder’s transaction score helped 



66 

 

mitigate credit card fraud. The five participants described analyzing the cardholder’s 

information and the cardholder’s transaction score to verify and validate online 

transactions. P1 described, 

I like to view fraud strategies from a data perspective. When the decision engine 

challenges a transaction, a human may manually review it, or the customer may 

be asked to perform an authentication challenge. For example, one-time passcode 

to the known phone number on file.”  

P4 stated, “we use a methodology of looking at past online history, spending patterns and 

styles.” P2 shared, we use analytics along with the fraud scoring system and fraud team 

for much more impactful results”. 

The results from this research study support Saia and Carta’s (2019) research 

findings, indicating that business leaders who use reactive and proactive strategies design 

robust fraud mitigation solutions. Reactive strategies prevent further unauthorized 

charges (Saia & Carta, 2019). Proactive strategies help identify the customer’s 

information and verify a transaction’s validity (Sadgali et al., 2020). The five participants 

described that they used reactive and proactive strategies to mitigate online credit card 

fraud, such as the fraud team.  

Collaboration Across Departments in the Organization 

Three participants’ responses indicated that the fraud team relies on collaboration 

across departments in the organization to strengthen online fraud mitigation strategies. 

Participants P2, P3, and P5 discussed the common viewpoint that collaboration across 
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departments assures the companywide staff keeps and follows fraud mitigation protocols. 

P3 explained,  

I discovered over the years that it’s not just your department that’s being impacted 

or that needs to be included as you make strategic decisions. For example, 

somebody orders a flat-screen TV fraudulently online. You need to make sure you 

have effective communication between your departments. 

When leaders across departments collaborate, they reduce opportunities for successful 

fraud schemes and fraudsters to gain an advantage. Three participants shared that 

collaboration across departments is not easy to achieve. P3 stated there are a lot of 

departments that you must get on the same page, and that’s very difficult. How do you 

get through that? Lots of meetings.” P2 said  

We presented our marketing team with the proposal to add extra controls up-front 

to the purchase process. Some leaders did not want to add any friction to the 

customer experience, which matters strategy-wise because they did not want to 

add any extra steps for factor authentication during check out of the transaction 

impacted our fraud mitigation efforts.  

P2 explained, “We worked hard to prioritize this project and built a successful 

business case to show the dollar amounts of fraud loss, the card brand rules that required 

us to mitigate risk and buy-in from senior leadership.” Three participants shared that 

online business leaders should communicate with other department leaders to unite 

against online credit card fraud within their organization. P3 stated, “we had lots of 

strategic planning meetings with various stakeholders such as risk, compliance, and 
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operations to get everyone in agreement with the strategy.” P5 shared, “when sharing 

within the company fraud mitigation strategy awareness, money always is the number 

one thing we use to prove to the other departments that the mitigation strategy efforts and 

investment were worth it.” P5 expanded, “soft skills were beneficial to bridge the gap 

between teams’ views and to get everyone in the organization to collaborate with our 

fraud mitigation strategies.” These participants’ experience showed that fraud leaders 

who received support from other department leaders successfully mitigated online fraud 

and achieved organizational revenue goals. Table 5 shows the frequency of participants’ 

responses related to the collaboration across departments in the organization theme and 

the percentage of participants’ contribution to the theme. Figure 4 illustrates the 

frequency of responses related to the collaboration across departments in the organization 

theme. 

Table 5 

 

Frequency of Responses Related to Collaboration Across Departments in the 

Organization 

Online business leader Frequency Percentage of 

contribution to the theme 

Participant 1 0 0% 

Participant 2 3 19% 

Participant 3 2 25% 

Participant 4 0 0% 

Participant 5 5 56% 

 

  



69 

 

Figure 4 

 

Frequency of Responses Related to Collaboration Across Departments in the 

Organization 

 

Connection to the Conceptual Framework 

The results aligned with Clarke’s (1980) specification that SCP is not used to 

eliminate delinquent tendencies from people or attempts to differentiate between criminal 

and noncriminal individuals. SCP framework disregards individuals’ s sociological, 

biological, and psychological dispositions to commit the crime. The SCP framework is an 

evidence-based scientific approach to resolve challenges in the immediate conditions 

where criminal activity is prone to occur (Mihinjac & Saville, 2019). Three participants 

indicated mitigation strategies’ are not designed to eliminate delinquent tendencies or 

differentiate between criminals and noncriminal individuals. P5 stated, “we’re trying to 

stop the bad guys, but we are not necessarily trying to find them and punish them.” P3 

corroborated, “as for fraudsters, we want to stop them as quickly as we possibly can.” 
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Online business leaders support legal authorities with investigations to capture fraudsters, 

but business mitigation strategies do not correct or identify criminal behavior. Business 

mitigation strategies are focused on preventing or limiting opportunities for fraud. P4 

shared, “unfortunately, fraud doesn’t go away. People love to play games. They love to 

get things for free, and that is, you know, human nature. Unfortunately, some folks take it 

a bit too far.” The participants’ responses show that the primary focus of online fraud 

mitigation strategies is fraud detection and prevention. 

Connection to the Literature  

The results from this research support Richardson’s (2020) conclusions that 

businesses with robust online fraud solutions experience fewer losses due to cybercrime. 

The five participants demonstrated implemented robust fraud mitigation strategies that 

resulted in a reduction of revenue losses. P5 stated, Within the first few months of putting 

the extra security stuff and fraud prevention in place, we had already more than doubled 

the previous revenue ever. And then, we just kept doubling and doubling. P4 stated, “we 

have taken our loss rate to the best and lowest in the industry with profitability and 

having continued and improved customer experience.” P3 said, “when I think about 

mitigation strategies, we had some wins and some losses, but overall, we’re successful.” 

The findings of this study demonstrated examples of robust mitigation strategies that 

protected business revenue, safeguarded data, blocked opportunities for fraud, monitored 

trends, bridged gaps between departments, and educated customers about fraud and ways 

to protect themselves, their accounts, and their identity. 
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Theme 3: Customer Experience 

The five participants confirmed they considered their customers’ purchasing 

experience to apply fraud mitigation strategies. The participants expressed they designed 

mitigation strategies that limited adding hurdles to customers during the transaction 

verification process. P3 shared, “This method was more cautionary than anything because 

we didn’t want to upset customers.” P2 stated, “sometimes you find more value for your 

business in appeasing the good customers versus losing them or steering the fraudsters.” 

P1 stated,  

Determining the difference in data patterns in fraud versus legit orders allows the 

fraud strategist to write rules to capture as many suspected frauds as possible 

while capturing the least number of good orders to minimize customer 

disruptions.  

P4 stated, “our goal was reducing customer disruptions while minimizing fraud losses.” 

P5 detailed, “you must find that balance between security controls and customer service.” 

Three participants expressed that emphasis on pleasant customers’ purchasing experience 

provoked friction between leaders from different departments. Some leaders were 

reluctant to cause inconveniences to the customers’ purchasing experience. P3 shared, 

strategies and security tools go hand in hand together. Some businesses have lowered 

their fraud tremendously using pre-authorization methods, but they’ve also upset a lot of 

customers, so again, there’s that balance to maintain.” 

P5 discussed,  
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There is a significant concern that customers give up if you add too many hurdles 

to the purchasing experience. We want to keep the accounts and purchases secure. 

Still, we don’t want to stress the customers too much into cart abandonment.  

P2 corroborated,  

Some leaders did not want to add any friction to the customer experience. They 

didn’t want to add any extra steps to factor authentication. We had challenges 

within the company to be able to do it. We adapted to make it be something that 

would work for the entire organization.  

P5 shared, “the goal of eCommerce, marketing, and web, mobile, and app teams is to 

reduce friction and make the best customer experience, and some leaders were against 

adding one extra step.” Online business leadership should set up mitigation strategies that 

compromise a robust verification process and pleasant customer experience. The five 

participants of this study showed a strong validation system could co-exist with an 

enjoyable customer purchasing experience. P4 said, “we have been extremely successful 

over the last 18 months with record lows in fraud losses. This success came at a small 

cost to customer satisfaction.”  

Two of the participants expressed interactions between the fraud team and 

customers for verification purposes resulted in some customers providing feedback about 

their customer experience. Participants P3 and P5 indicated their team viewed customers’ 

feedback on fraud intervention techniques as an indicator of the success of their 

mitigation strategies. P5 stated, “I see an indicator of success the incidental stories that 

come in from customers appreciating us for helping them protect their credit card account 
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and account information.” P3 said, “we appreciate unwritten customer awards, and 

sometimes they are written, which is even better. Even just the pat on the back from the 

customer just saying, thank you. I think of those as in terms of success factors.” The 

participants’ responses were evidence that delivering good customers is vital for 

businesses. It also shows that some business leaders struggle to identify the right balance 

between good customer service and online fraud mitigation strategies. Table 6 shows the 

frequency of participants’ responses related to customer experience and the percentage of 

participants’ contribution to the theme. Figure 5 illustrates the frequency of the 

participants’ responses related to the customer experience theme. 

Table 6 

 

Frequency of Responses Related to Customer Experience 

Online business leader Frequency Percentage of 

contribution to the theme 

Participant 1 2 9% 

Participant 2 6 27% 

Participant 3 7 32% 

Participant 4 2 9% 

Participant 5 5 23% 
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Figure 5 

 

Frequency of Responses Related to Customer Experience  

 

Connection to the Conceptual Framework  

The findings of this study aligned with Clarke’s (1980) specification that a 

determined individual could employ countermeasures outside the SCP’s strategy scope. 

Online credit card fraudsters use various methods of operations to commit fraud, some of 

which are outside the parameters of the fraud team’s control, such as hacking customers’ 

accounts and changing customers’ account information to make fraudulent charges. P5 

described an experience denoting this example, 

We had a particular type of fraud that we identified and corrected. It involved the 

security of the members’ account information. We set up communication alerts 

for updates on customer information on our database, and we were able to help 

the members be proactive and protect their data. We also helped customers with 

protecting their credit card information.  
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P3 said,  

You want to make sure your technologies are not just looking at your company or 

just your industry, but across all channels and all industries. If somebody is trying 

to defraud you with a VISA, in that case, the next time, they might try to defraud 

your business with a MasterCard or people with some similar data or a similar 

device used on a different business before yours. Therefore, you want your 

business to be part of a network that goes across multiple avenues. 

P2 shared,  

The fraudsters are a step ahead on things they have seen other businesses do, so 

when they see we are implementing a new product or service, fraudsters can 

anticipate what we might not fully understand and take advantage of it. 

The participants’ responses indicate that fraudsters employ various sophisticated ways 

and methods to commit fraud and the current scattered online fraud mitigation system has 

exploitable opportunities for crime. Online fraud mitigation initiatives should engage all 

parties involved. 

Connection to the Literature  

This study also aligned with Tilley’s (2018) findings that the cost of fraud 

mitigation strategies influences some business leaders’ decisions about implementing 

fraud mitigation strategies. According to Clarke (1980), some business leaders consider 

the expense of fraud solutions is not worth the cost. Two participants shared the cost to 

implement fraud mitigation strategies was an obstacle they overcame. P3 shared we want 

to send our payment technology resources to generate revenue. Fraud mitigation typically 
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is not revenue-generating, that’s revenue protecting, but it’s not necessarily generating 

revenue. That’s the internal struggle, the cost factors. 

P5 corroborated,  

We must balance the initial cost of getting things like profile change notifications 

and changing AVS/CVV rules in place with the results. Does the initial cost of the 

technical project team’s work and the time it takes to get in place worth the long-

term benefits to customers and the company? Does the cost of getting anything to 

market make sense versus continuing to do nothing?” 

The participants’ responses were evidence some business leaders are hesitant to invest in 

the expense of fraud mitigation solutions due to ambiguity about finding the optimal 

balance between the cost of fraud due to losses and the cost of mitigating fraud.  

Theme 4: Online Security Service Provider 

Four participants discussed the value of partnering with an online security service 

provider(s) to support online card fraud mitigation strategies. Four participants reported 

they hired at least one online security tool provider. P2 said, “just as our chargeback rate 

was hitting an all-time high, we began to meet with the very few fraud prevention 

vendors in the market. We ended up with a startup.” P4 said, “part of our strategy is the 

use of technology tools that become available to assist with virtual identification and 

authentication, such as Intellicheck and NotaryCam.” P3 stated, “some security tools we 

used are: Accertify, Ethoca, and Emailage.” P5 explained, 

Security tools services could run the verification before the credit card companies 

and see if any of that information or customers’ online activity, like their email 
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address, profile, etc., has been included in some other breach. They also monitor 

the points transactions through their national and international access to networks 

and loyalty programs.  

P5 expanded, “I want to purchase the most secure online engine in the entire industry 

because that’s what I would like as a customer.” The responses from the participants 

demonstrate mitigating online card fraud strengthens with the support from an online 

security service provider(s) that aligns with the business model and industry. Table 7 

shows the frequency of participants’ responses related to the online security service 

provider and the percentage of participants’ contribution to the theme. Figure 6 illustrates 

the frequency of responses related to the online security service provider theme. 

Table 7 

 

Frequency of Responses Related to Online Security Service Provider 

Online business leader Frequency Percentage of 

contribution to the theme 

Participant 1 0 0 

Participant 2 3 33.3% 

Participant 3 2 22.2% 

Participant 4 1 11.1% 

Participant 5 3 33.4% 
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Figure 6 

 

Responses Related to Online Security Service Provider 

 

Connection to the Conceptual Framework  

The results of this research support Cornish and Clarke's (2003) assertion that a 

successful SCP implementation depends on surveillance and control over the area prone 

to criminal activity. Leaders cannot mitigate online fraud successfully without adequate 

information and domain over the area prone to fraud. Four of the five participants share 

the value of adding a security tool service provider to mitigation strategies. P4, shared, 

we use the assistance of virtual identification and authentication tools.” P5 stated,  

Partnership with a proper online security tool is excellent because it has a tool that 

is bigger than what our business database could hold. The provider could find and 

stop a fraudulent transaction before it happens much faster than we would ever 

do.  
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P3 explained, “the technological support you side with, they’re going to stay with what’s 

current in the marketplace.” The participants’ responses show that partnership with an 

online security service provider(s) augment fraud mitigation strategies’ data volume and 

surveillance scope. 

Connection to the Literature  

The research findings aligned with Montague’s (2010) recommendation that 

business leaders should assess their business risk level and financial resources to decide 

which security service provider they should hire. Various fraud solution providers can 

assist with different business fraud mitigation challenges. Business leaders can select a 

provider according to their risks and challenges of fraud, industry, business model, and 

financial resources. P2 stated, “As our chargeback rate was hitting an all-time high, we 

began to meet with fraud prevention vendors in the market. There were two main vendors 

at the time that understood the intricacies of our industry sales model.” P2 expanded, 

“partnership with an appropriate security service provider was valuable.” P5 shared some 

of the questions used as guidance to determine the appropriate service provider for their 

business. P5 said,  

Do current vendors have what we need to make the enhancements we need? 

Should we put that effort into a different solution that’s more future-proof (FIDO2 

standard) even if it costs double and will take 6 months longer? Does the cost and 

benefits of taking a two-phased approach make more sense? Do we implement the 

current but potentially less effective solution first and then enhance it later? 
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P3 said, “hiring an online security service provider was a significant change because it 

was just a smarter tool. It was more intuitive of what we were trying to achieve.” The 

data collected from the interviews demonstrate that hiring online security service 

provider(s) that matches the organization’s needs is vital for successful fraud mitigation 

strategies.  

Word clouds provide a visual representation summarizing written content based 

on text frequency (Felix et al., 2018). I used NVivo software to generate a word cloud 

merging the participants’ responses from the interview questions and member checking 

highlighting the most frequent words used (see Figure 7). The font sizes in the word 

cloud denote word frequency. Figure 7 illustrates a word cloud of all participants’ 

responses to the interview questions and member checking. 

Figure 7 

 

Word Cloud of Frequency Query Results of Interview Questions 
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Applications to Professional Practice 

The rapid growth in cybercrimes is a primary concern for online businesses in the 

21st century (Ali et al., 2019). The protection of the online transactional environment is a 

fundamental component of a sustainable global payment system (Kolodiziev & Kotsiuba, 

2019). The findings of this study indicated some online business leaders in the Southwest 

of the United States developed successful strategies to mitigate revenue loss from credit 

card fraud. All participants achieved significant fraud mitigation levels because of their 

approach to solving this business problem. P5 shared they won multiple yearly awards 

due to their fraud mitigation strategies. Online business leaders can apply the themes 

from this study’s findings to set up effective fraud solutions and mitigate the loss of 

revenue from fraud.  

The first theme that emerged from the findings was data management, analysis, 

and monitoring. The responses from the participants emphasized the value of data 

management agility. The participants declared using a positive and a negative database to 

collect historical data and validate transactions authenticity. The participants indicated 

that data management, analysis, and monitoring help reduce the time devoted to the 

validation process. Online business leaders can apply this recommendation to leverage 

their data. The second theme that emerged was internal stakeholders. The responses from 

the participants reflected they regard a robust fraud team as a vital component of fraud 

mitigation strategies. The online business leaders interviewed for the study stated a robust 

fraud team was critical for supporting the initiatives, handling processes, and providing 

insight contributing to the refinement and strengthening of mitigation strategies. Business 
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leaders can apply these proven techniques to ensure appropriate procedures, gather 

relevant feedback, and safeguard the strategy. The responses from the participants 

evidenced the importance of getting all departments within the organization aligned with 

fraud mitigation strategies. Online business leaders can strengthen their fraud mitigation 

strategies by recruiting collaboration across departments in the organization. 

The third theme developed from the findings was customer purchasing experience 

in designing fraud mitigation strategies. The participants’ responses demonstrated they 

created mitigation initiatives that do not disrupt legitimate charges and minimize 

inconveniencing cardholders. Online business leaders should consider customer 

experience in designing fraud mitigation strategies. Using techniques such as account 

information update alerts and customer engagement could strengthen mitigation 

strategies while assuring a pleasant customer experience. The fourth theme that emerged 

from the findings of this study was hiring support from online security tool provider(s). 

Four participants described they hired online security tool provider(s) to support 

mitigation strategies. Business leaders should assess their business risk level and financial 

resources to decide if they should employ provider(s). If so, which service provider(s) are 

needed to address their fraud mitigation challenges.  

Online business leaders can apply the emerged themes for setting up robust fraud 

mitigation strategies while providing a positive customer purchasing experience. The 

participants’ responses demonstrated that they successfully mitigated revenue loss due to 

credit card fraud while delivering a positive customer experience using these strategies. If 
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business leaders focus on developing a system that integrates the listed components, they 

can effectively set up and maintain online credit card fraud solutions. 

Implications for Social Change 

The findings from this research study could potentially achieve positive social 

change by illustrating examples of successful mitigation strategies used by online 

business leaders, which could help retain or gain consumer confidence in online shopping 

and stimulate communities’ economic growth. This research study’s findings could also 

contribute to positive social change by reducing consumers’ collateral damage of credit 

card fraud such as identity theft, phishing, scamming, monetary loss, and mental anguish. 

Additionally, businesses could allocate resources to initiate or support community 

programs to teach and empower individuals to control their personal and financial 

information during online transactions. Such practices encourage collaboration between 

individuals, businesses, and stakeholders could catalyze communities’ safety. Legal 

authorities could also utilize the findings of this study to develop initiatives, programs, 

and policies that support online fraud mitigation strategies, consumer empowerment, and 

data protection. 

Recommendations for Action 

The results from this research study are relevant to online business leaders 

because it provides practical ways to set up procedures and practices to mitigate online 

credit card fraud in their organization and support the integrity of online commerce. 

Based on the results of this study, below I list my recommendations for action to provide 
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insight related to successful strategies used by the participants to mitigate online credit 

card fraud.  

Recommendation 1: Data Protection  

Online business leaders should protect cardholders’ information and business 

data. As more consumers have gone to less in-person shopping, an influx of online 

payment transactions has raised the volume of data online, requiring robust and reliable 

privacy-protection technologies. Online business leaders should develop system security 

strategies that ensure cardholders’ and business’ data protection. 

Recommendation 2: Fraud Prevention Staff Training 

Business leaders interested in online fraud mitigation should identify and correct 

barriers to collaboration across departments in an organization. Some participants seemed 

to miss opportunities to strengthen their mitigation strategies by internal collaboration 

between departments. Online business leaders should provide yearly or bi-yearly training 

programs for the company’s staff, highlighting ways to contribute and support online 

fraud mitigation strategies. 

Recommendation 3: Business Coalition- Collaboration Across Industries 

Online business leaders should build a coalition of businesses across industries to 

widen the scope of surveillance and limit opportunities for online fraud. The lack of 

collaboration across business industries opens opportunities for fraudsters to commit 

online credit card fraud. Business leaders should create an online businesses alliance to 

reduce opportunities for online fraud.  
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Recommendation 4: Revenue Mitigation Potential Revenue Generator  

Online business leaders should consider adopting revenue mitigation strategies as 

a potential revenue generator. Business leaders should evaluate their transaction process 

and identify revenue opportunities concurrent with fraud mitigation strategies.  

Recommendation 5: Customer Engagement  

Online business leaders should engage customers in fraud mitigation strategies by 

sharing information about fraud trends, educating customers about ways to protect their 

data online, and sending customers fraud alerts. Business leaders should incentivize 

customers to protect their online personal and payment data and report fraud. Customer 

engagement can support fraud mitigation strategies and improve the customer service 

experience.  

Disseminating the Results 

I plan to share the findings of this study in peer-reviewed scholarly journals, 

including business and research journals. I also plan to post on social media channels, 

such as LinkedIn publishing, Google Scholar, ScienceDirect, and international business 

sites. I intend to present the findings at webinars and YouTube. 

Recommendations for Further Research 

The purpose of this qualitative research study was to explore successful strategies 

online business leaders used to mitigate revenue loss due to credit card fraud. The 

findings of this study provide examples of strategies used by online business leaders’ to 

mitigate the loss of revenue due to credit card fraud. A recommendation for further 

research includes exploring this study’s overarching question from online security service 
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provider leaders’ perspectives. Another recommendation for further research is to explore 

the relationship between online fraud mitigation strategies and customer experience.  

The first limitation of this study is that the number of participants represents a 

relatively small sample size. Future research could explore replication of this study using 

a larger sample size. An opportunity for future research could examine the overarching 

question for this study with participants at other geographical locations. Another 

limitation of this research study is that the data collected may have not adequately 

represented the experiences of all online business leaders who have implemented 

effective online mitigation strategies against credit card fraud. Future research could 

consider evaluating online fraud business leaders’ leadership style(s). 

Reflections 

During this challenging and rewarding DBA journey to change my career path 

and become a doctoral university chair, I grew academically and in my personal life. I am 

grateful for this transformational experience. I had the opportunity to learn under and 

alongside excellent faculty members and colleagues who challenged me to research the 

topic of this study from lateral thinking. I also appreciate the remarkable group of 

participants who joined this research to support the body of business industry knowledge 

and my research study. These participants were prominent leaders of an organization with 

hectic schedules but arranged time to participate in this research study. It was an honor to 

have met with each participant, and I am grateful for their contribution.  

Although I held a role as part of an online fraud team for a large organization, I 

did not have preconceived ideas about the results of this study. I did have knowledge 
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related to the subject, such as the value of data management technology and the use of 

fraud security service providers. I was unaware of the details considered by leadership 

when planning mitigation strategies. In addition, I terminated my role in revenue 

protection 3 years ago to focus on researching this topic objectively. I kept an open and 

flexible mind to welcome the results of this research. To limit my personal bias, I 

developed and adopted an interview protocol (Appendix B), asked the interview 

questions (Appendix A) in the same order to all the participants, and kept a reflexive 

journal to note introspections, as Rettke et al. (2018) described. The findings of this 

research study were genuinely informative to me.  

In my DBA journey, I initiated and facilitated a support group for DBA Walden 

University’s students at the dissertation level. I held biweekly conference calls to discuss 

each member’s challenges and provide feedback on our work. We also discussed ideas to 

overcome doctoral student-related challenges. We celebrated each other triumphs too. 

Monthly, I hosted a guest speaker graduate from the Walden DBA program to share their 

DBA journey experience, provide insight, and respond to questions from the group. 

Leading this group for over a year was a rewarding experience. I want to become a 

doctoral chair member to guide and support other doctoral students. I also want to open 

my practice to help business leaders and customers protect themselves from online fraud. 

Conclusion 

Online shopping is an increasing prospect for continued global economic 

stimulation. Many customers are willing to participate in online shopping when they trust 

the payment system and have a pleasant customer service experience. The rise of online 
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credit card fraud jeopardizes the security and reliability of e-commerce and customers’ 

trust in online shopping. Business leaders play an essential role in protecting customers’ 

data and securing the online payment system. Informing business leaders about strategies 

to mitigate revenue loss due to online credit card fraud could help strengthen the payment 

system and gain or retain customers’ confidence in online shopping.  

The purpose of this research study was to provide information that could support 

online business leaders in identifying potential fraud threats and implementing fraud 

mitigation strategies that help decrease fraudulent activity. The findings of this research 

demonstrate some examples of critical components for successful and effective 

mitigation strategies. The themes developed in this research study indicate that online 

business leaders that successfully mitigated online credit card fraud used (a) data 

management, analysis, and monitoring, (b) internal stakeholders, (c) customer 

experience, and (d) partnership with online security tools service provider(s). The 

emerged themes aligned with SCP conceptual framework and the literature review. 

Online business leaders are encouraged to apply these strategies for effective fraud 

solutions.  
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Appendix A: Interview Research Questions 

Research Question 

What successful strategies have online business leaders used to reduce revenue 

loss from credit card fraud? 

Interview Questions 

 

1. What are the successful strategies you used to reduce online credit card fraud?  

2. What method(s) did you find work best to measure the success of your 

strategies? 

3. What internal or external critical success factors did you consider in the design 

of your strategies? 

4. How did you address the key obstacles in the implementation of your 

strategies? 

5. What additional information can you share regarding your organization’s 

experiences with strategies for reducing online credit card fraud? 



124 

 

Appendix B: Interview Protocol 

Interview Protocol 

What to do What to say – The Script 

Introduce the interview. 

(Following the script) 

 

Remind participants of the 

interview’s length, the use of 

audio recording and note-taking, 

and that participation is 

voluntary. Advise the 

interviewee of the participant’s 

right to stop the interview or 

decline to answer any question at 

any time. 

 

 

Hi, my name is Clarissa Rosario. How are you? 

Thank you for participating in this interview 

because your contribution is important to the online 

business industry. This interview will take 

approximately 45-60 minutes. I will record this 

interview to ensure that I capture your intended 

responses. I will also be taking notes as we go 

through the interview process. Please be advised 

that your participation today in this interview is 

voluntary. If there is any question that you prefer 

not to answer, you have the right not to. Also, be 

aware you can end the interview anytime you want 

to do so. After the interview, I will contact you 

again to clarify your responses and ensure that I 

have captured the responses you provided 

accurately. Are there any questions for me before 

we start? 

 

Ask follow-up probing questions 

to gather more in-depth 

information.  

 

Ask the questions consistently, 

as written. 

Initiate the interview questions: 

 

Question 1: What are the successful strategies you 

used to reduce online credit card fraud? 

 

Question 2: What method(s) did you find work 

best to measure the success of your strategies? 

 

Question 3: What internal or external critical 

success factors did you consider in the design of 

your strategies? 

 

Question 4: How did you address the key 

obstacles in the implementation of your strategies? 

 

Question 5: What additional information can you 

share regarding your organization’s experiences 

with strategies for reducing online credit card 

fraud? 

Close the Interview with the 

following script: 

 

Those are all the questions I have. Thank you for 

taking the time to conduct this interview. Your 

participation is of enormous value. Next, I will 

transcribe and synthesize your interview responses. 
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Inform the participant how I will 

proceed and what to expect after 

the interview. 

After your responses are transcribed and 

synthesized, I will email you a two-page summary 

of the interview, which we will use in the follow-

up telephone call. I will reach out to you via email 

or phone call (based on your preference) to 

schedule another phone call session to discuss the 

accuracy of my interpretation of your interview 

responses. At that time, you can confirm your 

responses and expand on additional information 

that you feel may be valuable. This follow-up 

interview should take no more than 30 minutes. 

During this follow-up call, you will have the 

opportunity to review, verify, clarify, modify, or 

expand your responses.  

 

Schedule member checking 

follow-up interview. 

Let us schedule the follow-up interview call to 

review my accuracy in capturing your responses. 

When is a good day and time for us to talk for 20-

30 minutes?  
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Appendix C: Member Checking Follow-up Interview 

What to do What to say – The Script 

Email the transcript summary 

and instructions to the 

participant.  

 

Include additional clarification 

questions that emerged during 

the transcription of the interview. 

Hi, participant name, 

 

Thank you for participating in the study. Please be 

advised that I have attached the interview summary 

to this email. Please review the summary, and we 

can talk about it in the scheduled follow-up 

interview call.  

 

Call or email the participant 

(based on the participant’s 

preference) to confirm the 

follow-up interview 

appointment. 

 

 

Hi, participant name, 

 

I am calling or emailing you to confirm your 

availability for a follow-up interview call.  

 

Thank you again for your time and participation. 

 

Remind the participant of the 

purpose of the follow-up 

interview and the time allocated 

for the follow-up interview. 

 

Review the interview summary 

with the participant and make 

updates as applicable. 

 

Ask the participant if he/she 

wants to expand or update any of 

the responses. 

 

 

As I mentioned in our last interview, this is a 

follow-up session in which we will review my 

interpretations of your responses for accuracy. This 

discussion should not take longer than 30 minutes.  

 

Review the interview summary and make updates 

as applicable.  

 

Summarize the next steps in the 

process. 

Once the study is completed, I will let you know 

and send you the study’s final copy. 

Thank you for your time and consideration. Should 

any questions arise, or if you would like to share 

any feedback, please contact me. I appreciate your 

time and your participation. 
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Appendix D: Initial Phone Call 

Hi, my name is Clarissa Rosario-Tavarez. I am a Doctoral student at Walden University. 

I am calling to invite you to participate in a doctoral research study about strategies used 

by online business leaders to mitigate, prevent, and identify credit card fraud.  

The criteria for selecting participants will include the following:  

• Online business leaders from different companies who have successfully 

implemented online credit card fraud solutions. 

• The leader is in the Southwest region of the United States to be in the study. 

Your participation in this study is voluntary. Should you agree to participate in this study, 

you will be asked to answer five main questions and some follow-up clarification 

questions about online credit card fraud prevention strategies online business leaders use 

to mitigate online credit card fraud. For example: 

1. What are the successful strategies and security tools you used to reduce online 

credit card fraud?  

2. What method(s) did you find work best to measure the success of your strategy? 

If you would like to participate in the research study, I would like to email you all the 

study information. Do I have your permission to provide me with your email to email all 

the information we talked about during this phone call? The email with all the 

information is called an invitation consent form. Please review the study consent form to 

decide if you would like to participate in my research study to help enhance knowledge in 

the business field. If you feel that you understand the research and consent to participate, 

please indicate your consent by replying to the email with the words "I consent.” 
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