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Abstract 

Voice over internet protocol (VoIP) provides cost-effective phone service over a 

broadband internet connection rather than analog telephone services. While VoIP is a 

fast-growing technology, there are issues with intercepting and misusing transmissions, 

which are security concerns within telecommunication organizations and for customers. 

Grounded in the routine activity theory, the purpose of this multiple case study was to 

explore strategies information technology (IT) security managers used to secure VoIP 

telephone systems in telecommunication organizations. The participants consisted of nine 

IT security managers from three telecommunication organizations in New York who 

possessed the knowledge and expertise to secure a VoIP telephone system. The data were 

collected using semi structured interviews, note taking, and one document from one 

organization. Four themes emerged from the thematic analysis: best practices for VoIP 

security, using a secure VoIP provider, VoIP security recommendations, and awareness 

of future security concerns. A key recommendation for IT security professionals is to 

ensure encryption to secure a VoIP telephone system. The implications for positive social 

change include the potential for IT security managers and telecommunication 

organizations to reduce data breaches and the theft of their customers’ identities and 

credit card information.  
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Section 1: Foundation of the Study  

Background of the Problem 

Voice over Internet Protocol (VoIP) started as an experiment in 1973 to create 

inexpensive and reliable phone systems for organizations, but the developers did not 

focus on the security risks (Ukhaneva, 2015). The high demand and integration of VoIP 

into the mainstream have created a concern about the security of VoIP transmissions due 

to the possibility of the interception of voice data between one person to another over the 

internet (Patel, 2016). Satapathy and Livingston (2016) demonstrated that attackers 

eavesdrop on unsecured transmissions to gain personally identifiable information.  

Understanding the strategies New York telecommunication companies use to secure 

VoIP systems may help secure personal customer information. In this study, I focused on 

understanding the security aspects of VoIP and how IT security managers secure VoIP 

systems for telecommunication companies. 

Problem Statement 

Telecommunication organizations using VoIP telephone services have security 

vulnerabilities that can detrimentally affect their customers (Coates, 2016). Twenty-five 

percent of VoIP telecommunication organizations have reported unauthorized access to 

their customer’s personal information (Kim et al., 2015). The general IT problem was 

that some telecommunication organizations have problems securing their VoIP telephone 

systems, which causes an increase in data breaches. The specific IT problem was that 

some IT security managers in telecommunication organizations lack strategies to secure a 

VoIP telephone system from data being intercepted and misused.  
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Purpose Statement 

The purpose of this qualitative multiple case study was to explore the strategies 

that IT security managers in telecommunication organizations use to secure a VoIP 

telephone system to stop data from being intercepted and misused. The population for 

this study was IT security managers employed by three telecommunication companies in 

New York that have strategies to secure a VoIP telephone system from data being 

intercepted and misused. The implications for a positive social change include that the 

strategies may reduce identity and credit card theft from data breaches.  

Nature of the Study 

For this study, I considered qualitative, quantitative, and mixed methods to help 

facilitate the research. Researchers use the qualitative method to gain an in-depth 

understanding of a phenomenon by capturing individuals’ perspectives and experiences 

with the research subject (Birt et al., 2016). The qualitative method was appropriate for 

this study because it provided tools for an in-depth exploration of strategies to secure a 

VoIP telephone system. Quantitative researchers create a statistical analysis of numerical 

and experimental data under a reductionist, rational, and strictly unbiased paradigm 

(Leung, 2015). However, to answer the research question of this study, statistical analysis 

was not needed, so I did not employ the quantitative method. The mixed-method 

approach comprises quantitative and qualitative methods to fully explore the research 

topic (Abro et al., 2015). However, the lack of statistical analysis required to address the 

research question made the mixed-method approach unsuitable for this study. Instead, I 
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used the flexibility of the qualitative method to analyze the contextually detailed 

responses of IT security managers.  

I considered case study, narrative, and phenomenology for this qualitative study 

as possible research designs. A researcher uses the multiple case study design to perform 

an in-depth investigation of a group of people in an organization with a mixture of ideas 

(Salamzadeh et al., 2017). A multiple case study involves collecting and comparing data 

between multiple entities, which helps create themes relevant to similar types of 

organizations (Bogers et al., 2017). A multiple case study design was appropriate for this 

study because I used the data gathered from specific organizations to provide meaningful 

information regarding securing a VoIP system. The narrative design helps describe 

significant events or experiences within the participants’ lives, including understanding 

what those experiences mean for them (Willgens et al., 2016). This study did not focus on 

individual experiences, so I did not employ this design. A phenomenological design 

involves observing individuals that experienced a phenomenon to gain their lived 

experiences (Matua, 2015). The research question does not revolve around the lived 

experiences of individuals or a group, so I declined to use this design. A multiple case 

study design was appropriate to investigate the problem, allowing for in-depth research of 

the strategies for securing a VoIP telephone system in telecommunication organizations.  

Research Question  

What strategies do IT security managers use in telecommunication organizations 

to secure a VoIP telephone system from data being intercepted and misused? 



4 

 

Interview Questions  

1. What is your IT background in VoIP? 

2. What methods have you used to secure a VoIP system? 

3. What method or methods did you use that worked best to secure a VoIP 

system, or is there a specific way that the organization wants you to secure a 

VoIP system? 

4. How did the security methods secure the VoIP system? 

5. Which security methods work best? 

6. What are the multiple ways of securing a VoIP system? If any? 

7. How many managers or IT personnel are authorized to maintain the VoIP 

system? 

8. How do you maintain a VoIP system? 

9. How do you identify if the system is being compromised? 

10. What steps are you taking to recognize the severity of the attacks? 

11. Are there different levels of attacks? 

12. What are the roles of all the people that take part in getting the system under 

control? 

Conceptual Framework 

The conceptual framework used in this study was the routine activity theory 

(RAT). Cohen and Felson (1979) proposed the RAT to study the patterns of crime 

committed and the people or items involved, determining the situation of a crime across 

time and space. Cohen and Felson asserted that a motivated offender, who commits a 
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crime against a target, and a guardian, who protects against the offenders, must be present 

for the crime to occur. The RAT focuses on the structure that motivates criminals and 

decreases the risk of a crime by preventing it before it happens (Song et al., 2015). 

 The RAT applies to how a criminal carries out a routine activity and how the 

crime can be prevented (Zaslawski, 2017). Jitters, packet loss, and latency can allow 

hackers to intercept VoIP telephone services and access customer information (El Kafhali 

& Hanini, 2017). This interception may result in a criminal obtaining private information, 

including credit card information (Westlake, 2017). Using the RAT as the conceptual 

framework in this study helped me analyze the strategies IT security managers (i.e., 

guardians) put into place to thwart attackers (i.e., criminals) from obtaining data illicitly. 

The framework of the RAT provided a foundation for understanding the strategies for 

securing VoIP by allowing me to analyze how IT security managers detect patterns of 

criminal activity and prevent it. Additionally, the RAT aided in exploring how customers’ 

data are compromised and how IT security managers may reduce that risk.  

Operational Definitions 

I am providing the following definitions of terms used in the study so the reader 

can clearly understand them. The four operational definitions are related to VoIP. 

Eavesdropping: The act of secretly listening to a conversation without the party’s 

consent in the communication (Cha et al., 2017). 

Man-in-the-middle (MITM) attack: Malicious users intercept communication 

between nodes (Alaba et al., 2017). 
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Telecommunication organization: An organization that provides services, such as 

telephone and internet, permitting global communication (Noh et al., 2016). 

VoIP: A protocol facilitating communication by transmitting voice and video 

communication over the internet protocol (Irshad et al., 2015). 

Assumptions, Limitations, and Delimitations 

This subsection includes a discussion of this study's assumptions, limitations, and 

delimitations. These areas factored into the foundation of the study, including in the data 

collection and analysis processes. I used the assumptions and limitations to define areas 

that created an issue while setting boundaries to restrain it with delimitations.  

Assumptions 

Assumptions are facts considered correct without verifying (Erwin et al., 2015). 

First, I assumed IT security managers would answer all interview questions thoroughly 

and truthfully. Another assumption was that the IT security managers would provide 

meaningful information related to the strategies used for securing a VoIP telephone 

system without personal bias to the interview questions. Lastly, I assumed the study’s 

conceptual framework reflected the VoIP telephone crimes and was clearly defined.  

Limitations 

Limitations are deficiencies or restrictions that limit the realism in the research 

(Busse et al., 2017). First, one potential limitation was that company policy might have 

restricted what IT security managers divulged due to possible security risks. Second, the 

responses from the IT security managers about the strategies being used to secure a VoIP 

system may not have been clearly understood by me. Lastly, by limiting the source of 
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participants to only three telecommunication organizations, I may not have been able to 

fully explore the strategies used across the telecommunications field to secure a VoIP 

system.  

Delimitations 

Delimitations define the scope of the research study that is within the researcher’s 

control (Rosenberg & Koehler, 2015). First, the three participating telecommunication 

organizations were located in New York state. I selected three IT security managers that 

use a VoIP system as participants, but they may not have known to recognize the severity 

of a data attack. Lastly, the focus of the study was limited to the strategies used to protect 

against VoIP telephone fraud.  

Significance of the Study 

Contribution to IT Practice  

There was minimal research regarding strategies to secure a VoIP telephone 

system, which created an opportunity to enhance the knowledge and practice in this area. 

This study contributes to IT practice by exploring the strategies of telecommunications 

companies in New York state to secure voice communications to prevent unauthorized 

data interceptions. Organizations use VoIP as a data and voice communication 

technology through public and private networks, creating opportunities for MITM attacks 

to collect private information from unsuspecting callers (Bensalah et al., 2017; Conti et 

al., 2016; Park, 2007). IT security managers may use the strategies found in the current 

study to enhance their practice of securing VoIP communication, avoiding exposing 

private data to unknown entities.  
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Implications for Social Change  

The implications for positive social change include that the strategies collected in 

this study may reduce identity and credit card theft for customers. While social 

engineering is a common tactic for obtaining identifiable information, attackers also use 

MITM attacks to eavesdrop on confidential conversations containing private information 

(Haggag, 2017). Since customers are unaware of a third party listening, they disclose 

personally identifiable information intended for the customer service agent that an 

attacker intercepts. The attackers listen to the calls, gathering information, such as the 

mother’s maiden name, social security numbers, and credit card information, to commit a 

crime against the customer (Clough, 2015). Securing a VoIP system in 

telecommunication organizations may reduce identity theft for customers and keep their 

information secure.  

A Review of the Professional and Academic Literature 

This literature review includes in-depth information related to the central research 

topic, including critical analysis and synthesis of journal articles concerning VoIP 

telephone systems and the RAT conceptual framework. I begin with a discussion of the 

RAT framework and other frameworks that were considered, such as the lifestyle 

exposure theory (LET) and lifestyle routine activity theory (LRAT). Then, the existing 

literature on previous strategies for securing VoIP systems, VoIP security breaches, and 

successful strategies to prevent VoIP breaches are reviewed. I organized the literature 

review around the following themes to explain the severity of securing a VoIP system in 

telecommunication organizations: (a) conceptual framework, (b) history of VoIP, (c) 



9 

 

VoIP usage, (d) VoIP impact, (e) VoIP security concerns, (f) data breaches, (g) VoIP 

security strategies, (h) future direction of VoIP, and (i) telecommunication organizations. 

Information from the peer-reviewed articles included in this chapter will help the reader 

better understand the strategies that IT security managers use to prevent a VoIP attack 

against telecommunication organizations in New York.  

The literature review includes 200 articles, government websites, and journals as 

sources, of which 189 (92%) were peer reviewed, and 185 (85%) were published within 5 

years of my expected graduation date. The references in this study have been verified 

through The Ulrich’s Global Serials Directory, a source that verifies that academic 

journals, e-journals, magazines, and newspapers are peer reviewed. I located the articles 

through ACM Digital Library, ProQuest Central, Google Scholar, Science Direct, IEEE 

Xplore Digital Library, Walden University Library, and Thoreau Multi-Database search. 

The keyword search terms used were: VoIP, VoIP security, VoIP telecommunications, 

RAT, LET, LRAT, VoIP benefits, VoIP threats, Telecommunication organizations, VoIP 

breaches, securing a VoIP system, and cybersecurity. 

Conceptual Framework 

Cohen and Felson (1979) proposed the RAT to assist in illustrating the patterns of 

crimes committed and explains criminal events through asserting  three factors necessary 

to examine a crime: (a) a motivated offender, (b) a victim, and (c) the absence of a 

guardian tasked with preventing crimes. Song et al. (2015) indicated that the RAT 

approach focuses on the structure that motivates criminals and is used to decrease the risk 

of a crime by preventing the crime before it happens. The RAT applies to crimes 
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involving a VoIP telephone system in telecommunications organizations, including the 

misuse of call information being intercepted and recorded. In the context of VoIP 

systems, IT security managers are the guardians who seek to prevent criminal activity on 

their network. The customers are the intended victims of the attacker. Additionally, the 

crime focused on this study is telephone fraud, which Westlake (2017) suggested occurs 

when attackers use MITM attacks on VoIP transmissions. All the components in the RAT 

can be applied to the criminal activity that takes place in a VoIP system. 

The goal of detecting patterns is to mitigate problem areas in the future. Argun 

and Dağlar (2016) and Leukfeldt and Yar (2016) reached a similar conclusion that the 

RAT may help determine how to prevent crime from happening. Therefore, I used the 

RAT framework as a foundation for understanding the strategies for securing VoIP by 

analyzing how IT security managers prevent and detect criminal activity patterns and 

assume guardians' roles in protecting systems from illicit use. Cohen and Felson (1979) 

explained that the guardian is an implicit role that is often the neglected element in crime 

but found that the absence of a capable protector increases the rate of criminal activity. 

Milzcik (2015) reaffirmed that the absence of a guardian motivates criminals more than 

areas with a capable guardian. A capable IT security manager must reduce illicit activities 

committed on VoIP systems, including analyzing and implementing strategies to prevent 

hackers from accessing the transmissions.  

In the case of this study, the motivated offenders of the RAT are the hackers 

committing crimes such as telephone fraud. Cohen and Felson (1979) described that 

motivated offenders will commit crimes against a victim, including stealing private 
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information for personal gain. Leukfeldt and Yar (2016) extended this concept to IT by 

stating the criminal will find a suitable target and strike when the opportunity presents 

itself, including when the victim logs into their computer. In this context, the victim will 

use an unsecured VoIP line at a telecommunications service, and the criminal will capture 

the private information when this occurs.  

Customers who use VoIP service and had a criminal intrude on their conversation 

are victims in this context. Zaslawski (2017) concluded that offenders reach their targets 

and collect information using the internet without the consumers being aware. Choi et al. 

(2016) indicated that the internet attracts computer criminals to victims because of a lack 

of enforceable consequences due to a lack of boundaries. Cohen and Felson (1979) 

defined the ability to escape the consequences of criminal activity as accessibility. A 

routine activity, such as contacting a telecommunication company to pay bills over the 

phone, can cause a targeted person’s personal information to be stolen (see Figure 1).  
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Figure 1 

A Targeted Individual Doing a Routine Activity While Being Victimized 

 

The routine activity has influenced telecommunication organizations that use 

VoIP systems because of computer crimes in organizations. Reyns et al. (2015) noted 

there are many victims of computer crimes, in which attackers invade systems to gain 

access to these targets. Gavilanez et al. (2017) reported that attackers take control when 

they gain unauthorized access to VoIP systems, which allows them to manipulate and 

configure the signaling to commit their crime. The RAT was useful to help evaluate the 

patterns and strategies of illicit attacks on VoIP infrastructures.  

Evolution of the RAT 

Many different conceptual frameworks have shown how technology has evolved 

into what it is today, such as improvements, cost, and security. Cohen and Felson (1979) 
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created  RAT to show how crime is not affected by unemployment, change, or economic 

recession; crime happens because of an individual’s behavior. The RAT shows that it is 

the routine activity of a person’s everyday lifestyle that puts them at a higher percentage 

of committing a criminal act. In the RAT, Cohen and Felson explained why certain types 

of crimes happen more often than other crimes. The RAT has evolved to provide 

solutions to criminal problems as well as address modern crimes like cyberattacks. While 

Leukfeldt and Yar (2016) noted the traditional use of the RAT for studying traditional 

crimes, such as burglary, homicide, and theft, Vakhitova et al. (2015) and Llinares (2015) 

explained that the RAT has also been used to study cybercrimes and its influences. Song 

et al. (2015) theorized that cybercriminals target individuals who use the internet to pay 

bills and shop, while Llinares emphasized that risk factors include using information and 

communication technologies. The increase in cybercrime indicates the need to study 

strategies to secure VoIP telephone systems.  

Researchers have used the RAT to study cybercrimes because of the use of new 

communication technology. Leukfeldt and Yar (2016) applied the RAT to understand 

cybercrime in three ways: computer-focused, financial, and interpersonal crimes. Reyns 

and Henson (2016) focused on the likelihood of a victim experiencing identity theft 

online, contributing to billions of dollars in financial losses for victims. Choi and Lee 

(2017) concluded that cybercrime occurs when attackers gain access to digital 

information, which differentiates it from other researched areas in traditional crimes. Use 

of the RAT has evolved to cybercrimes because of the growth of technology.  

            Critical Analysis 
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The key tenet of the RAT is that crime occurs when a motivated offender attacks 

a suitable target without a capable guardian (Merien et al., 2018).  Peterson and Densley 

(2017) found that the RAT can be used to explain how crimes take place online with 

many people connecting online every day, which is customary for today’s society. Pratt 

and Turanovic (2016) viewed the RAT as a lifestyle theory that describes a person’s 

events to protect them from being at risk of becoming a victim. Researchers can use the 

RAT to help others avoid becoming victims by eliminating elements (i.e., a suitable 

target, a motivated offender, and the guardian). Reyns and Henson (2016) found that 

people become victims because of the time spent online and the activities that people are 

doing online (i.e., checking bank information, shopping, and paying bills) can put a 

person at risk for being victimized.  

However, there are contrasting views of the effectiveness of the RAT.  Pratt and 

Turanovic (2016) noted that the RAT does not focus on behaviors that place a victim at 

risk. Ashby and Tompson (2017) found that the necessity of the three items (i.e., 

motivated offender, a targeted person, and the absence of a guardian) limits identifying 

potential crimes that are missing one of those components. Furthermore, Schaefer and 

Mazerolle (2017) argued that the RAT has not addressed how the three controllers 

distinguish between the different types of crimes that may take place. These are critical 

elements to consider when considering employing the RAT.  

            RAT Influences on VoIP Security Strategies 

The RAT provides a foundation for a person or organization to participate in the 

crimes associated with VoIP attacks. Abouelmehdi et al. (2018) insisted that an attacker 
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might hijack a VoIP call by eavesdropping to gain personal information. In this study, I 

used the RAT to address the VoIP computer crimes in telecommunication organizations 

because the framework explains why the motivated offender (i.e., hackers) would want to 

victimize the suitable targets (i.e., customers) and how the guardian (i.e., IT security 

managers) can help to secure a VoIP system in telecommunication organizations from 

being compromised.  

Hawdon et al. (2017) found that the use of the RAT was extended because of 

cyber victimization and the influences that crime has on the online community. Ghazali et 

al. (2016) insisted that securing a VoIP system has been a significant concern and should 

be addressed. The routine activity of paying bills or using a credit card over the phone 

could reduce the idea of crimes occurring if a customer understood the consequences. 

Using the RAT in this study gives the reader an idea of how crimes are committed to the 

customers in telecommunication organizations that use a VoIP system. 

Analysis of Contrasting Theories 

 In researching the RAT, I found some contrasting theories that researchers 

identified. There are many theories related to IT and securing the use of a VoIP system 

(Skopik et al., 2016). Theories considered in this literature review are LET and the 

situational crime prevention (SCP) theory because they address the security of VoIP 

systems and how computers in a telecommunication company can be used to victimize a 

customer. These contrasting theories can address the issues with maintaining and 

securing a VoIP system, but I did not choose them for this study.  

LET.  Hindelang et al. (1978) developed the LET framework in 1979 to explain 
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that a person’s lifestyle may lead to personal victimization. A person’s lifestyle may be 

patterned, allowing the individual to use their time and energy in routine activities that 

may conclude in a crime (Hindelang et al., 1978). Hindelang et al. developed the LET 

survey victim patterns of people (ages 12 and older) to discover why they become victims 

of the proposed crimes and find discrepancies in the risk of violence for victims in 

different age groups. The LET was also used to distinguish if a victim’s day-to-day 

routine can put them at risk of a criminal act. The LET helps researchers focus on how a 

person's lifestyle can expose them to becoming victims of a crime; however, the victim’s 

lifestyle may factor into their VoIP victimization if it is outside of their control, so this 

theory was not adequate address the needs of the study. 

SCP Theory. Clarke (1980) developed the SCP  to explore why offenders 

commit acts of crimes and understand the thought process of how criminals commit 

crimes to create methods to prevent future crimes from happening. The SCP theory is 

intended to change how criminals think about committing a crime and making a person a 

victim (Tunley et al., 2017). For example, providing software that will allow people to 

press their credit card information on their telephone keypads instead of verbally 

announcing the numbers aloud to a telemarketer in a telecommunication organization. 

This example should reduce the crime of a hacker gaining personal information from a 

customer paying a bill over the phone. Clarke (2018a) created the theory to focus on the 

opportunity to reduce and avoid new crimes from happening by putting a stop to a crime 

by preventing it from happening in the first place. The SCP theory is primarily used by 

researchers who want to understand why, where, and how a crime occurs to avoid it. The 
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focus of the current study was on the strategies IT security managers use to secure a VoIP 

system to reduce criminal activity; therefore, I did not use the SCP theory to observe why 

a hacker would commit a crime and try to change the hacker’s perceptions to prevent the 

crime.  

Analysis of Supporting Theories 

RAT’s supporting theories inform when researchers want to know why offenders 

commit crimes and become criminals and how victims can prevent them from becoming 

victimized. The two theories chosen for this section were the LRAT and the technology-

enabled crime, policing, and security theory. The supporting theories can address the 

risks that criminals take and how people can become victims of a VoIP system but were 

not chosen as a theory for this study.  

Lifestyle Routine Activity Theory. Cohen et al. (1981) created LRAT to identify 

victim properties by exposure, proximity, attractiveness, guardianship, and definitional 

properties of crimes. Exposure to a potential offender is likely that there will be a greater 

risk of becoming a victim (McNeeley, 2015). Proximity signifies being near a motivated 

offender, putting a victim at risk (McNeeley, 2015). Attractiveness refers to a person's 

desirability and what attracts the victimizer to their victim (McNeeley, 2015). An 

example of attractiveness can also be financial seeing a person’s bank information can 

make people a target against credit card theft. Guardianship prevents crime by being 

present or acting to protect a person or an idea from being victimized (McNeeley, 2015). 

LRAT explains crime as an event because of everyday activities such as work, school, or 

going for a walk. The daily behavior may affect the likelihood of a crime taking place. 
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Hindelang et al. (1978) insisted the extent of a person's lifestyle can expose them to 

places and people where crimes occur.  

RAT and LET have been combined into LRAT to signify a person’s lifestyle and 

routine activities that have opened opportunities to becoming a victim. LRAT is 

considered as a supported theory to RAT. Miethe and Meier (1990) proposed LRAT to 

determine that a person’s lifestyle will make them a victim. LRAT is a routine activity 

that may elevate a person’s odds of becoming a victim. LRAT and RAT are similar 

theories that need to have three components a motivated offender, an attractive target or 

victim, and the absence of a capable guardian to create a victimized event (Pratt & 

Turanovic, 2016). The LRAT and RAT theories differ because LRAT focuses on a 

person’s behaviors and describes a person’s activities. Vakhitova et al. (2015) explained 

that LRAT and RAT are designed to explain the varieties of risk in victims. LRAT 

exposes people that participate in bad behaviors. Weulen Kranenbarg et al. (2017) 

emphasized that the odds of engaging in behaviors such as robbing, taking drugs, and 

computer hacking or stealing elevates the chances of becoming a victim. An example of 

LRAT is a person walking alone at night, which puts them at a higher risk of being 

victimized than a group of people walking together 

Technology-Enabled Crime, Policing, and Security Theory. McQuade 

developed the technology-enabled crime, policing, and security theory in 1998 to focus 

on why crimes occur with the innovative use of technology. McQuade (1998) assumed 

that if he knows the technical nature of the criminal's potential threats, he can control 

desired behavior to commit a technology crime. The technology-enabled crime theory 
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monitors the use of crime waves that recognize or understands the intensity of a crime 

(McQuade, 2001). The crime waves can measure, compare, and predict a threat posed by 

cybercrime and take security measures to prevent or control the crime from happening.  

The theory applies to internet crimes because people take advantage of new technology 

that allows them to be anonymous to the user (Adah Agana & Wario, 2018). Technology-

enabled crime, policing, and security theory supports VoIP crimes committed over the 

internet and is very hard to detect who is committing the crime until the crime has already 

happened.   

Analysis of Potential Themes and Phenomena 

The attacks on VoIP telephone systems require understanding how it functions 

and the services used. For instance, security strategies are needed to target specific 

functions of the VoIP system. Hence, exploring VoIP usage, privacy, and security 

challenges is necessary to bring the theory into context.  

VoIP. VoIP was created to transmit and receive digital voice traffic using a data 

network, which would replace public switch telephone networks (Miraz et al., 2017). 

Transmitting telephone calls over an IP network instead of using a public switch 

telephone network made sending and receiving phone calls easier. Shaw and Sharma 

(2016) indicated VoIP signaling controls telephony communication by using the internet. 

Therefore, VoIP users, such as professionals, academic institutions, and home users, 

adopted the new technology as it eliminated the use of many devices (Montazerolghaem 

et al., 2017). Organizations use VoIP because it cuts costs and uses a landline phone line, 

making it easier to use an internet connection on a computer to work and receive phone 
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calls.  

VoIP is used to transfer communication messages between networks. VoIP 

receives attention from businesses and general users because of cost-efficiency and 

adaptability; however, it also has significant security dangers (Safoine et al., 2018). Jingi 

and Muhammad (2017) indicated that new VoIP being deployed on networks contains 

many security issues, which Chang et al. (2015) highlighted as the denial of service 

(DoS), the elevation of privilege, information disclosure, and repudiation, spoofing, and 

tampering. Souag et al. (2015) described VoIP as a containing system and application 

weakness for security exploits. VoIP has many security issues that justify the types of 

threats and the possible target of the threat for a VoIP system. 

Jingi and Muhammad (2017) focused on the impacts of safety efforts on VoIP 

systems, which permits the deployment of a secured VoIP system to fail.  The safety 

impacts that were not considered were the signaling and media transport protocols. 

Rajput and Barkatullah University Institute of Technology Bhopal, India (2017) indicated 

that the signaling and media protocols are used to set up and terminate calls. When VoIP 

deploys, there is a DoS risk. DoS danger will deny clients access to VoIP administrations, 

upset correspondence, and close power and movement to the business (Bhuyan et al., 

2016). The vulnerabilities that complete distinctive measures of VoIP security assaults 

affect accessibility, secrecy, and trustworthiness. Abouelmehdi et al. (2018) indicated that 

a VoIP framework should have a secured VoIP convention and the utilization of VoIP-

mindful to modify the IP network permitting a secured IP information system to send 

secure messages from individual to individual. 
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Azad et al. (2018) noted the utilization of VoIP and addressed the security worries 

for the future of VoIP. Yet, the attention is on what makes VoIP powerless and the need 

to locate a fast way to control the security dangers. Gupta and Jha (2015) explained that 

utilizing security dangers like encoding voice information through a VoIP system should 

secure a VoIP network and the firewalls that can secure and control attacks. Basem et al. 

(2015) concurred with Jingi and Muhammad (2017) that a VoIP network should have a 

standard method for securing a VoIP system. Basem et al. agreed that utilizing a 

multilayer secured Session Initiation Protocol (SIP) for an organization that uses VoIP is 

a safeguard against listening stealthily and assaults. The security of VoIP is essential as 

an organization uses the system to correspond over the World Wide Web.  

VoIP allows telecommunication companies to make phone calls over a broadband 

internet connection instead of a typical analog telephone line. Shoket and Aulakh (2018) 

indicated VoIP works with digitalizing voice data packets which send and receive voice 

messages through the internet, allowing fewer fees for essential broadband services and 

faster internet connections. As the technology of VoIP seems to increase, and new users 

are arising every day, there will be new ways to compromise the VoIP technology 

(Bhuyan et al., 2016). Securing a VoIP system is vital for any organization to ensure that 

personal information is not compromised. According to Sasikala (2017), organizations 

should do security checks on their VoIP system to eliminate security assaults. The 

monitoring of VoIP systems should alert IT security managers, if an attack occurs on the 

system.  

VoIP usage in Telecommunication Companies 
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The benefits of VoIP services provide telecommuting operators with the ability to 

use call waiting, conference calling, call transfer, caller ID, and a wide array of VoIP 

services from using an internet protocol. Azad et al. (2018) indicated the cost of using 

VoIP plays a great deal in the benefits of adopting VoIP services as it is cheaper to have a 

VoIP system. A VoIP telephone system can save the company money from paying for a 

circuit-based switch, which requires a dedicated line. Raheja and Munjal (2015) 

explained that the key benefits of VoIP services are reliable and cost-efficient. Azad et al. 

(2018) and Raheja and Munjal emphasized that using a VoIP system is the easiest way to 

make phone calls. Jalendry and Verma (2015) noted that more organizations are adopting 

the technology with innovation in VoIP technology. The evidence shows that more 

organizations are turning to the new technology because of lower costs and excellent call 

quality.  

VoIP allows telecommunication companies to make phone calls over a broadband 

internet connection instead of a typical analog telephone line. Dohler et al. (2017) 

indicated a VoIP system works with digitalizing voice data packets that send and receive 

voice messages through the internet. Devi et al. (2015) described that organizations have 

better media access with VoIP because voice traffic goes over the internet, making it 

easier for colleagues to send instant messages, make voice-video calls, and trade pictures 

making VoIP media possible. Kolhar et al. (2017) indicated VoIP is reliable and cost-

effective, and many organizations are switching from the old communication calls to 

VoIP calling. An organization that uses Skype and Google to communicate amongst 

employees saves money by lowering the cost of their telephone bills. 
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VoIP Deployment Model 

VoIP has a relationship with the seven-layer Open Systems Interconnection (OSI) 

Model. The OSI model was developed by the International Organization of 

Standardization in 1984 to ensure data communication worldwide (Bravo & 

Mauricio, 2018). The OSI model communicates to all the layers above and below to show 

an understanding of technology and how it works together in the model. The model 

divides layers to help pinpoint areas of error and help to minimize future boundaries 

between the layers (Oliveira et al., 2019). The seven layers are the application, 

presentation, session, transport, network, data link, and physical.  

Application, which is the seventh layer and closest to the end-user, interacts 

directly with software applications. The application layer communicates with data to 

allow communication to exist (Fischer et al., 2017).  The function of the application layer 

is to identify communication, accessibility, and synchronizing communication to transmit 

data (Chahid et al., 2017). Presentation, is the sixth layer, and its function is to make sure 

the transmitted data is readable by the application layer (Thiyagarajan & Raveendra, 

2017). The presentation layer, called the syntax handles exchanging information between 

the two communicating systems (Sinha et al., 2017). Computers can translate data 

between networks and other machines. Session, fifth layer, is where VoIP signaling 

protocols operate. The session layer allows two users on different systems to begin 

communication (Zhao et al., 2018). 

Layers four and five are where VoIP security can break. Transport is the fourth 

layer providing service to the session layer (Deart & Fatkhulin, 2017). The transport layer 
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is an end-to-end layer and carries the conversation from the source to the destination. 

Session, the fifth layer is where connectivity between computers is controlled, and 

security should be at high alert. This layer is responsible for the close of sessions which is 

a check point for recovery. This layer ensures the operation of restarts and termination 

procedures (Nastase, 2017). Network, the third layer, delivers packets from user to 

destination across multiple networks (Kizza, 2017). The network layer breaks down the 

large packets into smaller packets to avoid congestion on the network. When packets 

travel from network to network, getting to their destination problems can emerge, such as 

different networks, large packets, and different protocols (Karakus & Durresi, 2017). 

Datalink, the second layer, transfers data between network to detect and correct any 

errors that may occur on the physical layer (Rani et al., 2017). The function of the data 

link layer is to focus on the local delivery of addressing media arbitration.  Physical, the 

first and lowest layer on the OSI model ensures that bits are sent equally from one end of 

communication to the other (Oppitz & Tomsu, 2017). The concerns of this layer are 

transmission, timing, and signals, so the transmitter and the receiver are on the same 

levels.   

 VoIP is related to the OSI model because the model identifies the protocols used 

to transmit VoIP calls. Soni et al. (2017) agreed that each layer of the OSI model 

performs a job that relies on the layers below it for support while supporting the layer 

above it. The OSI model can be used to identify the protocols used to transmit VoIP. The 

OSI model shows how data moves from an application through a network to software 

onto another computer (Jacobson et al., 2017). The seven manageable layers are divided 
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into tasks that will move telephone information in telecommunication organizations 

between networks. The layers are self-contained, so the layers are used independently so 

that when one layer is corrupt, it will not affect the other layers (Yarygina & Bagge, 

2018). The OSI model gives an IT security manager an understanding of how a VoIP 

network works while grasping all sources that may help with troubleshooting, 

configuring, and designing the network.  

VoIP Impact 

Positive Impact. Online communication has changed from chat rooms, emails, 

and social networking using VoIP.  Goodman-Deane et al. (2016) agreed that the use of 

internet percentage has grown because of making phone calls over the internet. 

Telecommunication organizations converted their analog voice calls into packets of data. 

Shaffer (2017) indicated with the changing technology of VoIP telecommunication 

industries were encouraged to initiate communication networks for their organizations. 

Telecommunication organizations use Session Initiation Protocol to deliver VoIP services 

that are cheaper. Bogoslavskyi and Stachniss (2017) explained that SIP delivers good 

voice quality for communication, making the voice calls perceptible and high quality. 

VoIP services for telecommunication organizations save money, and voice calls are clear.  

Flexibility. The flexibility of VoIP allows voice packets to travel over a digital 

network. Zhang et al. (2016) indicated that VoIP flexibility could implement new 

applications that organizations can adopt VoIP services such as Skype and Gtalk. 

Organizations are using these VoIP services because they save the organization money. 

Miraz et al. (2015) explained the transmission of voice packets through a non shared 
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reserved switched circuit allows the packets to have the freedom to arrive in any order. 

The packets arriving in any order give the flexibility of multiple routing of VoIP traffic. 

Shaw and Sharma (2016) described the flexibility of VoIP entices organizations to switch 

because VoIP provides an interactive communication service such as video and voice 

conferencing. VoIP data that is difficult to transfer helps to transfer a circuit-switched 

network to transmit voice signals over the internet.  

Reduced cost. VoIP is a cheap and effective way of providing telephone services 

to an organization. Rojas et al. (2018) indicated that 31% of organizations use VoIP 

technology because of the total cost and savings to the company. Most organizations use 

free options associated with Google Voice and Skype. Tchernykh et al. (2019) described 

it is inexpensive to pass voice data through the organization's IP network, as broadband is 

cheap and easy to get. Also, organizations reduce costs because they do not have to 

install telephone lines or wiring. Cortes-Mendoza et al. (2017) explained cost-saving 

helps organizations to increase earnings offer higher flexibility and more features than a 

traditional telephone system. The success of an organization's VoIP systems depends on 

the price and quality of service.  

Increased voice quality. The Quality of Service (QoS) measures the delayed 

traffic connections because of interference. Miraz et al. (2015) agreed that the range of 

jitters, end-to-end delay, and Mean Opinion Score occur because of the lack of QoS used 

to measure the VoIP traffic to the system. Mean Opinion Score has been used to measure 

the voice quality in the telephone network on a scale of one to five, with one being bad 

and five being excellent. Jitters are measured on arrival time in intervals of time, either 
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underfilling or overfilling or both on the buffers of calls. End-to-end delay measures the 

number of packets it takes to transmit across a network from the source to its destination. 

Malisuwan et al.  (2016) described that if the ranges are low, the QoS for real-time traffic 

for VoIP will be affected. Measuring the QoS of VoIP traffic will alert if the service is in 

trouble of being compromised. Ghalut et al. (2016) explained that many organizations 

categorize the effects of QoS into four areas service availability, service integrity, spam 

over internet telephony, and eavesdropping. With the increase in the VoIP system's 

reliability, it is essential to manage the QoS of VoIP traffic. 

Negative Impact of VoIP. The negative impact of VoIP may occur with the use of 

a public IP network. Security of VoIP communication means securing confidentiality, 

integrity, and authentication of a VoIP connection. Ghalut et al. (2016) indicated that 

packet loss, jitters, eavesdropping, intercepting of voice communication, and latency 

contribute to negative performances of a VoIP network. Banerjee et al. (2018) described 

how a VoIP system requires security to secure voice and data networks to prevent 

unauthorized access from being compromised. A compromised VoIP network can make 

the receiver vulnerable to personal information stolen over the telephone lines. Sahin et 

al. (2017) agreed that VoIP fraud usually focuses on obtaining free telecommunication 

services or gaining financial benefits from its customers. VoIP victims are usually 

customers; employees subjected to fraudulent actives from interference.  

Packet loss. VoIP packet loss occurs when messages from the communicator to 

the listener are not heard. Chen et al. (2016) noted that packet loss happens when many 

packets travel on a network that is not supported by the amount of VoIP traffic, causing 
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the packets to get lost and the network to fail. Perkins and Singh (2017) detected that 

packet loss happens by observing a gap received in Real-Time Transport Protocol that 

increases latency congestion in a VoIP network. The resending of lost packets is 

impossible since all VoIP communication happens in real-time. Estepa et al. (2018) 

indicated that low packet loss must be maintained during communication to ensure 

acceptable speech quality. It is difficult to restore the communication between users once 

the discarded packets jitter.  

Jitters.  Jitters delay conversations between the two communicators allowing the 

call to sound like the communications are underwater. Khudhur et al. (2018) explained 

jitters are when the sender sends messages, and the receiver gets the messages slowly. 

Hephzibah and Oludare (2015) described that a VoIP network could determine if jitters 

are lost if a supported VoIP network is used to check VoIP sessions. When the bandwidth 

has lost time drifting, routing changes occur, making issues with the VoIP system. Alajmi 

et al. (2017) advised that each jitter packet takes time to go from one end to another 

without exceeding 20 to 50 milliseconds of jitters. VoIP applications use a buffer that can 

store some of the packets that are transformed into voice data.  

Latency. The reason for latency delays could be many things such as distance, 

telephone devices, or the configuration of the network. Bensalah et al. (2017) insisted that 

latency delays a VoIP network with the time it takes for the voice to release from the 

phone and reach the listener. Ibrahim (2019) explained that packet delays are the crossing 

over of VoIP networks from a sender to a receiver. Also, Ibrahim explained that the call 

would drop 250 milliseconds after a network is delayed. The network will find the best 
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possible path before dropping the call to reach the destination. Bensalah et al. found that 

latency is the end-to-end delay between sending and receiving packets that affect the IP 

network. VoIP networks should allow the best call packet to arrive at the receiver 

minimizing the chance for latency to begin. 

Eavesdropping. Eavesdropping is another way for hackers to steal credentials 

from people conversing over the telephone. Satapathy and Livingston (2016) explained 

that eavesdropping allows hackers to obtain names, passwords, and numbers from 

conversations, which will give the hacker control over calls, billing, and voicemails. The 

hacker will eavesdrop to change the calling plans or control a victim's account. Cha et al. 

(2017) experimented that the quality of voice delays can cause eavesdropping and 

security issues using the distance between an original voice and a secured voice line 

demonstrating the severity of voice communication and eavesdropping. Dhar and 

Chatterjee (2017) found that hackers use eavesdropping to collect sensitive information 

to prepare for future attacks on organizations and their customers. Hackers secretly 

listening to phone calls without the consent of the communicators is a criminal offense. 

Call spoofing. Call spoofing allows the caller to lie about their identity. Idom and 

Tormusa (2016) described that call spoofing is false names and numbers, so a caller can 

hide their identity so that it would appear on the phone or computer screen as a private 

call with the intention of fraud and or harassing people. Spoofing tricks people into 

answering the phone with a disguised caller ID. The customers who receive spoofing 

calls give their personal information to hackers whom they believe to be telemarketers. 

Hackers use the information to commit fraudulent activity. Eterovic-Soric et al. (2017) 
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insisted that hackers make nuisance phone calls using VoIP technology that allows users 

to spoof their outgoing phone number by bypassing the caller ID and number blocking. 

Tu et al. (2016) advised that the caller ID number could be spoofed because no built-in 

authentication mechanism can verify the recipient's phone number. Simmons (2016) 

explained the Caller ID Act; the Federal Communications Commission rules state that 

hackers that transmit inaccurate caller ID information are committing fraud. Customers of 

telecommunication organizations should be careful not to answer phone calls that are not 

identifiable to them as the call could be spoofed. 

VoIP Security Concerns 
 

There are several security concerns with both the organizations and the customers 

that use telecommunication organizations. The most severe is identity as a theft of 

service. This type of hacking is called phreaking, which steals services from a service 

provider while passing cost or credit card information to another person through VoIP 

calls (Jingi & Muhammad, 2017). The customer is vulnerable to getting their credit card 

and personal information stolen. Satapathy and Livingston (2016) described that 

eavesdropping is another way for hackers to steal credentials. The hacker will obtain 

names, passwords, and numbers from conversations, which will give the hacker control 

over calls, billing, and voicemails allowing the hacker to change the calling plans or take 

control over the victim's account. Hussain et al. (2015) suggested that DoS attacks on the 

network could be carried out on VoIP by targeting SIP call signals causing the calls to 

drop. Rajput and Barkatullah University Institute of Technology Bhopal, India (2017) 

explained that man-in-the-middle attacks is how hackers intercept call traffic and redirect 
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the calls. On the other line, the victim will assume they speak with an organization 

requiring a bill pay and give their credit card information. The customer gives their 

personal and financial information to the hacker. Abouelmehdi et al. (2018) suggested 

that VoIP systems require security to secure voice and data networks to prevent 

unauthorized access. Securing a VoIP system will secure the customer and the 

organization from being compromised.   

The main issue is that VoIP services used by telecommunication companies are 

not secured for the customers that use the services. Shaw and Sharma (2016) expressed 

that most organizations could not provide excellent VoIP services to satisfy their 

customers. A new security strategy should be implemented so that customers would not 

be afraid of speaking to a telecommunication organization. Abouelmehdi et al. (2018) 

insisted that the security measures for securing a VoIP system are maintaining, 

monitoring, filtering, authentication, and server design. Customers who reveal credit card 

and private information over the phone should not fear being compromised when 

speaking to a telemarketer. Sabillon et al. (2016) advised that attackers masquerade an 

organization’s phone calls to gain either the customer or the organization to validate 

some financial transactions. The hackers who gain access to financial records use the 

information. 

VoIP/Telecommunication Regulations 
 
 As more organizations adopt VoIP telephone systems, there seem to be more legal 

issues with the government. Gurrapu et al. (2016) described that the government wants 

regulatory fees paid, provided Emergency 911 (E911) services, and the allowance of 



32 

 

government agencies to conduct surveillance. One example is the Federal 

Communication Commission, a regulatory agency that underlies the core provisions of 

telecommunication policies, oversees internet services, documents public utility for mass 

media and telecommunications. The FCC regulations require that all E911 calls be routed 

immediately, regardless of where the calls stem from (Van Noorden, 2016). Souppaya 

and Scarfone (2016) insisted E911 features had been problematic because subscribers to 

VoIP can change their Internet Service Providers network, making it challenging to find 

the subscriber's location. VoIP subscribers must have their current address when signing 

up for the service so that the E911 call centers can dispatch emergency personnel to their 

locations.  

The FCC implanted a new law called the Telecommunication Act of 1996.  

President Bill Clinton signed the act that would change American Telecommunication 

law. Furchtgott-Roth (2017) suggested The Telecommunication Act 1996 represents the 

changes in American telecommunication organizations regulating telephone services 

local, long-distance, broadcast services, high-quality voice, data, and video technology. 

The law now included users of VoIP and Public Telephone Networks.  Evens and 

Donders (2016) described the Telecommunication Act is to allow all telecommunication 

organizations to compete while creating fair rules. Therefore, the calling party would 

have to pay the called party’s carrier for completing the call. Brennan (2016) insisted that 

the FCC decided access charges should apply to VoIP providers to compensate for any 

lost revenues. VoIP providers don’t pay the same taxes as regular telephone providers, 

creating unfair conditions for VoIP services.  
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VoIP et Data Breaches in Telecommunication Organizations 
  

VoIP had a data breach increase of 14 % over the past 2 years in 

telecommunication organizations (Velianitis al., 2018). Telecommunication organization 

has IT security managers that focus on lowering the security risk of their VoIP system. 

VoIP is a combination of applications that runs on the internet. Kolhar et al. (2017) 

agreed with Shaw and Sharma (2016) that users misuse VoIP protocols making it hard to 

secure a VoIP system. The amount of VoIP breaches remains high amongst 

telecommunication organizations. Rahman et al. (2017) found VoIP will be going 

through a full scale of implantations for the next year to achieve a system that cannot be 

hacked. VoIP protocols used on the internet for communication are not easy to secure.  

Verizon is a telecommunication organization that has faced some VoIP telephone 

breaches. Tounsi and Rais (2018) indicated that Verizon uses a telecommunication 

service vendor authorized to provide and restore telecommunication services with 

Telecom Service Priority. Telecom Service Priority is a vendor authorized to provide and 

restore telecommunication services. Li et al. (2017) found that Verizon uses a crisis 

management team whose only objective is to manage and control all problems about a 

telephone network. The crisis team restores, recovers any lost data, and mitigates the 

situation. Shaffer (2017) noted that Verizon also gives tips on keeping your service 

secured by backing up data and managing the organization’s devices.  

Relationship to Previous Research 
 

Previous researchers have explained security issues with VoIP systems. Many 

researchers have found why a VoIP system would fail but never successfully addressed 
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the problems. Fayyaz et al. (2016) found that at the beginning of VoIP, there was a lack 

of concerns and awareness about security. VoIP users were concerned about the quality 

and functions of VoIP when securing the network. VoIP security has become an issue as 

it becomes a communication technology widely used amongst organizations. Shaw and 

Sharma (2016) expressed that a telecommunication VoIP system should implement 

security measures on the internal network. Telephony over IP is established as a voice 

communication directly over IP networks allowing higher voice flexibility and cost-

sharing of voice services. Previous research discussed by Alouneh et al. (2016) found that 

more security on VoIP communication may add more delays, packet loss, and jittering on 

the system. However, Hasan and Hussain (2017) previous research found that 

strengthening the network firewalls will reduce VoIP attacks. VoIP networks are at their 

best if they are maintained and monitored for interruptions.   

The research strives to analyze the strategies to secure a VoIP telephone system. 

Hwang et al. (2019) found that VoIP is possible because the foundation uses the 

telephone and the internet. However, there have always been security issues with both 

technologies. Previous research noted by Kolhar et al. (2017) found many strategies to 

secure a VoIP system, such as port authentication, categorization of traffic, configuration 

authentication, authentication the signaling, and Encrypting the media. These methods 

were adopted because of previous research used to justify the security of a VoIP system. 

Ganesan and MSK (2017) focused on Session Initiation Protocol to secure a VoIP system 

because SIP uses values that authenticate messages that maintain confidentiality. 
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Securing a VoIP system seems complicated, especially when you have many different 

options for securing the network.    

Transition  

Section 1 includes the background of the problem, the problem statement, purpose 

statement; nature of the study; research question; interview questions; conceptual 

framework, operational definitions, assumptions, limitations, and delimitations; the 

study's significance academic literature review. This section includes RAT and its usage 

for securing a VoIP system. The IT problem is defined and focuses on the literature 

review to understand VoIP telephone systems. VoIP is widely used in telecommunication 

organizations and is a new, inexpensive, and beneficial technology to all organizations. 

However, the security aspect of VoIP poses a significant concern. Security strategies to 

control a VoIP telephone system from being compromised should help to reduce identity 

and credit card theft. Section 2 includes information on the role of the researcher, the 

participants chosen for the study; research method and design; the population selected; 

ethical research; the data collection instruments and techniques, and the reliability and 

validity of the study. Section 3 addresses the data collected and the findings of the study. 

Also, Section 3 highlights an overview of the study, presentation of the results, 

professional practices; implications for social change; a recommendation for action and 

further study; a reflection of the study; and the study’s conclusion.  
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Section 2: The Project 

In this study, I investigated the strategies that IT security managers use in 

telecommunication organizations to secure a VoIP telephone system from intercepted and 

misused data. The following subsections include a discussion of (a) the purpose 

statement, (b) the role of the researcher, (c) participants, (d) research methodology, (e) 

research design, (f) population and sampling, (g) ethical research, (h) data collection, (i) 

data collection instruments and techniques, (j) data organization and analysis, (k) 

reliability and validity, and (l) data saturation. 

Purpose Statement 

The purpose of this qualitative, multiple case study was to explore the strategies 

that IT security managers in telecommunication organizations use to secure a VoIP 

telephone system from data being intercepted and misused. The population for this study 

was IT security managers employed by three telecommunication companies in New York 

that had strategies to secure a VoIP telephone system. The implications for positive social 

change include that the strategies may reduce identity and credit card theft from data 

breaches.  

Role of the Researcher 

My role as the researcher was to collect and analyze data from interview 

questions for this qualitative, multiple case study. The researcher focuses on all aspects of 

research design and data collection, such as creating an interview protocol (All et al., 

2016; Ponelis, 2015). As the researcher, I was responsible for creating the interview 

questions, choosing the participants, and following a protocol to conduct ethical 
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interviews. Using open-ended questions with the participants in the interview can lead to 

themes used later in the research (Ranney et al., 2015).  

I used the same starting interview questions for all the participants. Fusch and 

Ness (2015) described that data saturation occurs when no new information is found and 

insisted some interviewers fail this objective because of not knowing how many 

interviews to conduct to satisfy saturation. Fusch and Ness also suggested data saturation 

might be hard to understand because it differs depending on the researcher or interviewer. 

Saturation grids are a method that includes essential topics and interviews conducted to 

ensure no further information is needed (Fusch & Ness, 2015). I created a list to 

document and ensure no new information exists after the interviews. Without reaching 

saturation, I would have recruited more organizations and participants if I got through the 

interview list.  

I interviewed with a steady and calm tone, which allowed the participants to 

understand the questions. Additionally, I secured a relaxed and distraction-free location 

to facilitate the conversation. The participants were asked if they could be recorded, and 

the interview started when they agreed. After completion of the interview, I transcribed 

and analyzed the recorded information. Sutton and Austin (2015) suggested that a 

recording must be transcribed verbatim. It could take up to 8 hours to transcribe a 45-

minute interview; therefore, I scheduled adequate time to ensure proper transcription. The 

interview questions focused on strategies used by IT security managers to secure VoIP 

communication within telecommunication organizations. Manzano (2016) suggested 

using semi structured interview questions to allow participants to clarify answers to any 
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question. The participant was able to elaborate on the interview questions, which helped 

to ensure data saturation.  

I protected the participant’s responses by adhering to the three basic ethical 

principles of The Belmont Report, the standard for conducting ethical research, which are 

the person, beneficence, and justice (Bromley et al., 2015). The National Commission for 

Protection of Human Subjects in Biomedical and Behavioral Research (1979) created The 

Belmont Report to enhance the treatment of participants after abusive treatments 

performed by previous researchers. Bromley et al. (2015) described that respecting 

individuals revolves around protecting them and allowing them to be independent. The 

individual will be able to decide whether to participate in the interview process. 

Beneficence is securing the individual’s well-being and informing the participant of any 

risks from the study (Bromley et al., 2015). Finally, Bromley et al. (2015) defined justice 

as that everyone is treated equally. I respected these principles by using the informed 

consent process to explain the participant’s rights, further detailed in the Ethical Research 

subsection.  

I currently reside in New York City, and I selected my research participants from 

at least three organizations located in the state of New York. There were no previous 

relationships between any of the participants and me. Before this study, I was not an 

expert in securing a VoIP system; therefore, I did not introduce bias because all 

information gained from this study was from data collection. As the sole person creating 

and conducting the interviews, I recorded, listened, and took written notes.  
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I have 20 plus years of experience in the IT field, which helped me understand the 

themes introduced by the IT security managers. Roulston and Shelton (2015) indicated 

that the researcher might have biases towards the research study since qualitative studies 

are subjective, and these biases can threaten the study. This type of bias is managed 

through the interview process by asking questions that can invoke bias from the 

interviewer (Roulston & Shelton, 2015). I decreased bias by recording the interviews and 

solely using the participants’ responses to guide the research.  

Participants 

The population for this qualitative, multiple case study was IT security managers 

who worked for three telecommunication organizations located in New York that support 

a VoIP telephone system to conduct their daily business. The eligible participants had at 

least 2 years of experience securing a VoIP system from data being intercepted and 

misused and work for a telecommunication organization that uses a VoIP system. Berger 

(2015) suggested that a participant should know the field of study to answer the 

interviewer’s questions. Additionally, Wolgemuth et al. (2015) indicated that the 

researcher should trust that the participant is truthful about the knowledge of the study. 

Dempsey et al. (2016) insisted it is vital for the researcher to reach out to a gatekeeper to 

send an email or letter to a the participant to request an interview. Then, the participant 

reviewed the consent, which gave them the right to refuse or withdraw from the study at 

any time. The interview questions were also provided to all the participants.  

After receiving approval to conduct the study from the Walden University 

Institutional Review Board (IRB), I emailed an introduction letter introducing myself and 
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the study to the possible participants. Wolgemuth et al. (2015) explained that 

introductions are essential so that the participant has a clear understanding of the study 

while also stressing the need to build a professional relationship. Establishing a 

professional relationship with the participant builds trust, allowing the participants to feel 

comfortable accepting the interview invitation. The participant will also then understand 

how their answers to the interview questions helped the study.  

The interviewed participants received a consent form that notified them of what 

will occur in the interview. Arsel (2017) suggested that the consent form should let the 

participant know their rights, risks, and benefits as the study interviewees. Nusbaum et al. 

(2017) explained that the consent form protects a participant’s privacy before any 

information exchanges between the participant and the interviewer. Tait and Voepel-

Lewis (2015) indicated that the consent form reinforces for the participant that their 

signed authorization was a consent to participate. Finally, when the consent was signed, 

the participants were handed a copy of the consent form and were ready to begin the 

interview process.  

I asked the open-ended interview questions, so the participant understood the 

questions entirely before answering. Castillo-Montoya (2016) insisted that the interview 

questions should align with the research questions so that the participant can understand 

their necessity for the study. The interviewer assists the participant by asking questions 

that will tell the participant’s story while staying aligned with the purpose of the study. 

Castillo-Montoya (2016) suggested the interviewer should listen carefully to the 

participant responses when explaining their lived experiences. A researcher knows that 
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careful listening is essential to understand the participant's experiences. Evans et al. 

(2017) noted that obtaining feedback and listening is how to conduct a great interview. 

The participants in the current study answered all the interview questions with ease. I 

ended each interview by ensuring the participant that all documents and tape recordings 

regarding the study would be saved for 5 years before being destroyed. All information 

will be kept confidential.  

Research Method and Design  

Exploring strategies IT security managers in telecommunication organizations use 

to secure a VoIP telephone system required a qualitative approach with a multiple case 

study design. The results of qualitative research describe the context of the study and the 

participants’ lived experiences (Lewis, 2015). A multiple case study is used to observe 

participants and is well defined and structured (Yazan, 2015). A multiple case study 

design was appropriate for this study because it allowed me to describe the step-by-step 

strategies used to identify how telecommunication organizations secure their VoIP 

telephone systems.  

Research Method 

I chose a qualitative method to explore the strategies used to secure a VoIP 

system in telecommunication organizations. Qualitative researchers use this method to 

understand the research topic (Lewis, 2015). Percy et al. (2015) added that qualitative 

investigation includes data related to people’s opinions, attitudes, beliefs, and reactions to 

their own lived experiences. The use of the qualitative method assisted me in gathering 

the IT security managers’ experiences to answer the research question about the strategies 
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used to secure a VoIP system. The qualitative method captures contextual details (Dey & 

Lehner, 2017).   

In contrast, the quantitative method involves collecting numerical data to 

generalize information for the population; however, the available strategies in known 

research do not provide a basis for establishing external validity (Gorard, 2015). This 

issue presents a challenge in producing reliable variables. Instruments in the quantitative 

method (i.e., survey instruments) require a reliability test to ensure that participants can 

deliver information on the question asked without significant distortion (Heale & 

Twycross, 2015). This vital step helps deliver statistical information from a large sample 

(Kozleski, 2017). However, adequate research to form variables makes it difficult to 

create a reliable survey, so the quantitative method was not appropriate for this study. 

I considered using a mixed-method approach for this study but decided against it 

because it combines qualitative and quantitative methods. Imran and Yusoff (2015) 

defined a mixed-method study as one that combines the strengths of both qualitative and 

quantitative methods to get accurate results when gathering data. Popping (2015) found 

that the collection of closed- and open-ended approaches is used to explore issues within 

the study. Furthermore, a mixed-method approach uses multiple rounds of data collection 

to gather both quantitative and qualitative data (Creswell & Creswell, 2017). However, 

the absence of quantitative variables made the use of the mixed-method approach not 

appropriate for the current study. 
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Research Design 

I employed a multiple case study research design in this qualitative study. There 

were several research designs to choose from, but the two considered and not chosen 

were narrative and phenomenological designs. Percy et al. (2015) described a multiple 

case study as an in-depth investigation of multiple groups of people with data sources that 

define the case from many other instances. Additionally, a multiple case study involves 

collecting information from multiple sites, which delivers more insight into the 

phenomena (Salamzadeh et al., 2017). A multiple case study design was appropriate for 

this study because the data gathered from IT managers in telecommunication 

organizations helped to understand the strategies used to secure a VoIP system. I choose 

a multiple case study to investigate telecommunication locations to gain more 

information about IT security managers’ strategies to secure VoIP telephone systems.  

I considered the narrative design but did not select it for this study. Researchers 

use the narrative design to communicate a person’s experience by telling their story 

(Elmes & Barry, 2017). Additionally, this design focuses on a three-step process to 

storytelling, including finding insight into the story, creating the story, and then telling it 

(Bryan et al., 2017). The narrative design also includes methods to communicate a wide 

range of sequences that supplies timelines with a smooth transition from one point of the 

story to another (Brehmer et al., 2017). However, the focus of this study was not a story 

of experiencing VoIP but gaining strategies that will secure it; therefore, I did not choose 

this design.  
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I also considered a phenomenological design. Hopkins et al. (2016) described a 

phenomenology design as one that is used to capture a human’s lived experiences to 

explain or provide insight into a phenomenon. Interviews using this design often provide 

insight into how people appear and show themselves to a group of people in a lived 

experience (Hopkins et al., 2016; Van Manen, 2017). I did not choose this method 

because I was not looking to describe a phenomenon from lived experiences but rather 

gain common strategies used by IT security managers. 

In the qualitative method, data saturation is reached by making sure the details of 

the study will not go unnoticed. Malterud et al. (2016) described data saturation as an 

ongoing analysis used to observe and compare similarities and differences in the 

research. When ensuring data saturation, there must be no new information found. 

Malterud et al. found that when data are being collected, the researcher must compare 

notes to exhaust all categories of the study. Therefore, to reach data saturation, I 

interviewed each participant with the same prepared research questions, documenting 

and recording the participant’s answers. I then checked my notes to identify if any new 

themes were discussed. Malterud et al. stated that data saturation could occur only when 

the researcher has received no new information added to the study. I conducted 

interviews until no new information was found and data saturation was reached.  

Population and Sampling 

The population for this study was IT security managers from at least three 

telecommunication organizations in New York. They have experience in the strategies 

used to secure a VoIP telephone system. Gentles et al. (2015) suggested that population 
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selection should reflect the purpose of the research topic. The researcher chooses the 

participants who have the characteristics to join the study (Nebeker et al., 2016). The 

requirements include (a) IT security managers, (b) 2 years’ experience in securing a VoIP 

telephone system, (c) working for a telecommunication organization in New York. 

Thomas (2017) suggested selecting participants willing to share their experiences. All the 

participants met the criteria to participate in the study.  

I contacted telecommunication organizations located in New York to engage in 

the study. Dusek et al. (2015) insisted that total population sampling involves examining 

the entire population with a set of experiences, knowledge, or skills about the research 

questions. I contacted the gatekeeper of the telecommunication organizations by sending 

an email alerting the person or persons reading the letter that I was looking for 

participants to participate in the study titled the strategies used to secure a VoIP telephone 

system. The gatekeeper is the point person to connect with to get the approval to conduct 

an interview (Marland & Esselment, 2018). McGuirk and O'Neill (2016) described that 

when sending a letter to your population, the letter should include purposeful information 

about the study, confidentiality, length of the interview, participants for the study. In the 

letter to my participants, I included any doubts that the participant may have.  

Purposive sampling was used to select participants for this study. Etikan et al. 

(2016) explained that the researcher used purposive sampling in qualitative studies to 

locate participants willing to share information about their knowledge or known 

experiences about the research. Purposive sampling was used to gather information from 

the participants to understand how IT security managers secure a VoIP telephone system 
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from data being intercepted and misused. Ebersole et al. (2016) indicated that with the 

nonrandom selection of participants, the researcher impedes the ability to be biased 

against the participants. The researcher expects each participant to provide information 

that will be of value to this research. Etikan et al. found the weakness of purposive 

sampling is to be strict at including the participants' interests and not include those that do 

not suit the full purpose of the research. This weakness means that I had to select IT 

security managers who secure VoIP but exclude any who only had one of these criteria. 

Palinkas et al. (2015) emphasized that purposive sampling methods obtain saturation by 

sampling until no new information is acquired. The nine chosen participants have the 

experiences and knowledge to share information to help the researcher reach data 

saturation. All participants were asked the same beginning interview questions. After the 

interview process, the researcher listened to the recording and determined if any new 

information was needed.   

Total population is a method of purposive sampling used for this study. Etikan 

(2017) described total population sampling is a technique where the criteria meet the skill 

set in the research being conducted. Total population sampling was useful because it gave 

me the information needed from the IT security managers currently securing a VoIP 

system, which provided conclusive results for the research. Gentles et al. (2016) 

explained the power of Total population is that the interviewees are knowledgeable about 

a subject area and are willing to share their knowledge. I interviewed IT security 

managers who are experts in their fields that work for telecommunication organizations 

in New York.  
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Total population sampling allows all the IT security managers to participate in the 

study. The sample size for qualitative research depends on the number of participants 

needed for the study (Thomas, 2017). I reached data saturation when no new information 

was presented on the topic. Malterud et al. (2016) indicated a small sample size for 

qualitative research should be sufficient to address the research question. While Thomas 

(2017) mentioned using a large sample size can lead to repetitive information. Therefore, 

I will select three telecommunication organizations to participate in this study. For this 

qualitative multiple case study, the sample population was nine IT security managers 

securing a VoIP telephone system three IT security managers from each 

telecommunication organization in New York.  

Ethical Research 

I used the informed consent process to ensure ethical protection for participants 

and the organization during this study. Giorgini et al. (2015) explained that ethical 

guidelines are established to create a consistent normative standard for researchers in 

their fields and to avoid the legal consequences of ethical breaches. I used the consent 

process, which informed the participants of their rights to participate in the study. Also, 

participants were informed that there were no incentives for participating in the study. 

Vitak et al. (2016) suggested using practices recommended with the institution's 

Institutional Review Board to conduct responsible research. The study was moved into 

the data collection phase only when the IRB approval # 05-22-20-0189185 from Walden 

University approved the ethical safeguards for human participants.  
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Ethical consideration training requirements were met when I completed a training 

course Protecting Human Research and received a certificate (Certificate Number: 

1952722) given by the National Institutes of Health (see Appendix). This training was 

done to understand the background for The Belmont Report and 45 CFR 46. Each 

concept will be considered during the design of the data collection phase. For example, 

keeping the participant anonymous and requiring permission to use direct quotes that 

might attribute to them (Algozzine & Hancock, 2016). The participants and their 

organizations were deidentified by using codes. Participants are labeled by P and a. 

number, while the organization uses O and a number. For instance, the first participant is 

P1O1, while another from the same organization is P102. I informed the participants 

about the informed consent process and ensured the participants of their rights, benefits, 

and risk of the study. 

Additionally, I informed the participants that all shared information with the 

researcher is confidential. Finally, the participant had the right the refuse or withdrew 

from the study at any time without notice. If the participant withdraws from the study, I 

will store the data on an encrypted flash drive locked in a combination safe for 5 years.  

Participants will receive a copy of the informed consent process for their records. 

Kass et al. (2015) noted that written consent signifies the assumption that the participants 

understand all the information provided to them. I ensured the importance of reviewing 

the informed consent process to understand their rights to confidentiality and security and 

did not conduct any interviews unless the participant signed their agreement. Tucker et al. 

(2016) insisted that researchers keep the data safe to protect the participants and 
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organizations. Data for this study will remain stored on an encrypted flash drive and 

locked in a combination safe for 5 years. Colp et al. (2015) suggested that an encrypted 

storage device protects sensitive information, such as participants' answers. The flash 

drive with the researched data will have a password with a PIN that can only be 

accessible by me.   

Data Collection  

Data collection was conducted via interviews and document reviews for this 

qualitative multiple case study. The semi-structured interviews will consist of open-ended 

questions that IT security managers connected to telecommunication organizations in 

New York will answer. I used an organization’s gatekeeper to locate and communicate 

with qualified participants.  The interviewed responses were recorded, noted, transcribed, 

member checked, and collected as data for the research. The interviews helped in the data 

collection process by gathering the information needed from IT security managers on the 

strategies used to secure a VoIP system in telecommunication organizations. 

Data Collection Instruments 

 I am the data collection instrument and obtained information using semi-

structured interviews with open-ended interview questions for the participants. McIntosh 

and Morse (2015) described the semi-structured method allows the interview questions to 

focus on the participants' responses so the researcher can probe asking for clarification. 

Additionally, Kallio et al. (2016) insisted that this form of questioning prepares the 

researcher to investigate details on the topic.  I used this method to gain in-depth insight 

into each question by clarifying any information provided by the participants. As the sole 
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data collector, I asked four types of open-ended interview questions. Castillo-Montoya 

(2016) insisted on reaching the conversational and inquiry goals of the research in an 

interview. One should include the four types of questions (1) preliminary questions, (2) 

transition questions, (3) key questions, and (4) closing questions. The interviewer should 

keep the participant engaged in the interview process until all questions are answered.   

My goal is to ensure that the participants are comfortable and accurately capture 

all the data. Hogan et al. (2016) suggested getting an in-depth insight into the 

participant’s experience should remain the researcher’s primary goal. A digital recorder 

was present to record the participants with their permission, while a notebook to take 

field notes enhanced the understanding during analysis. Oltmann (2016) advised 

professional attire and refraining from any nonverbal body language and mannerisms that 

can lead to misinterpretation. I conducted myself professionally and gained the rapport of 

the participants for a productive interview. Dempsey et al. (2016) reminded that the 

interviewer should know how long the interview will be before entering the interview. I 

respected my participant’s schedules by reminding them of allotted time before entering 

the interview and signaling when the time was close to completion.  

When the interview began, I reminded the participant of the time and their rights 

to refuse and withdraw from participating in the study. I asked the participant if they were 

comfortable and ready to start recording. I asked the participant for their consent form, 

naming them as participants 1, 2, 3, and the organization as organization 1, 2, 3. I began 

asking the research questions to the participant and adding additional questions based on 

the participants' responses. The interviews lasted approximately 1 hour.  
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After the interview, I explained transcription and the member-checking process to 

the participant. Sutton and Austin (2015) suggested transcribing interviews before 

analysis so that the researcher can run an analysis for written text for common themes.  

Analyzing the written text allows the researcher to code and categorize linked words or 

phrases. Ibrahim and Edgley (2015) indicated that the researcher should check for 

underlying themes when transcribing, making sure that the developed themes are 

accurately represented in the data. The detailed analysis method allowed me to identify if 

additional research is needed. Erlingsson and Brysiewicz (2017) emphasized that it is 

essential to understand the study to avoid bias during the member checking process. 

When analyzing the data, bias was limited, and the transcription was used to confirm the 

interpretation of the participant’s words.  

Member checking is used to increase the study's trustworthiness and validate that 

data saturation has been reached. Member checking verifies that the interpreted 

statements from the participants are accurately interpreted (Birt et al., 2016). I asked for a 

second interview either through Zoom or a phone call so the participant could validate or 

correct my interpretation of the data. Thomas (2017) suggested that member checking 

will validate the reliability of the data results, which is reached by both the researcher and 

the participant. Using member checking helped limit my bias by using the participant’s 

experience to gather information on the strategies to secure a VoIP telephone system. 

Amankwaa (2016) indicated that member checking reduces bias by allowing the 

participants to confirm the data results. Member checking of the collected data occurred 

when the researcher shared the interpreted data with the participant’s responses to ensure 
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that the data provided is accurate and understood between the participant and the 

researcher.  

Data Collection Technique 

The data collection techniques for this qualitative multiple case study were the use 

of open-ended interview questions, focusing, note-taking, allowed document reviews, 

organizational documents, voice recordings, transcribing, and member checking. Petrie 

(2016) suggested that the interview process is the most powerful tool in a qualitative 

study, as interviewing helps collect data from participants' experiences. The data 

collected was sorted and characterized so that when transcribing and member checking 

takes place, the correct information comes from the correct participant and their 

organization. Oh et al. (2016) described that the interview process is a big part of 

collecting data, so the researcher must be effective in the interview process when 

collecting data from the participant. The main objective of collecting data is to answer the 

research question. The researcher must first gain the participant’s trust. The researcher 

should assure the participant that the information used is solely for the research and 

nothing else. Jagosh et al. (2015) theorized that building and maintaining a trusting 

relationship with the participant would allow the trusting relationship to grow over some 

time. When collecting data in an interview setting, the researcher's primary focus is 

gathering data and a trusting relationship with the participant.  

Data collection techniques started by handing a consent form to the participant to 

permit the researcher to record, conduct, transcribe, and member check the interviews. 

Kallio et al. (2016) confirmed that semi structured interviews are a common way to 
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collect data in a qualitative study adding quality to the research results. The researcher 

asked the participant if a recorder could be used in the interview. Oltmann (2016) insisted 

that using a tape recorder in an interview setting is necessary for capturing the progress of 

the interview. Before beginning the interview, the researcher thanked the participant for 

agreeing to meet. Heidt et al. (2016) suggested that thanking the participant before and 

after the interview is essential for the participant’s generous consent to participate in the 

study. The researcher reminded the participant that the recording and the interview could 

be stopped at any time.  

I explained to the participant the focus of the interview, which is to address the 

research question in the study. Castillo-Montoya (2016) indicated that research questions 

should be spoken to understand. The researcher started the recorder and began to conduct 

the interview naming the participants and their organizations in numerical order as to 

when the interview took place. Example: Participant 1 = P1, and Organization 1 = O1 etc. 

Allen and Wiles (2016) suggested that the renaming of participants in research studies 

has meaning to both the researcher and the study, keeping the participant anonymous and 

organized. When the interviews started, the researcher began reading the open-ended 

interview questions steadily, ensuring that the participant understood the interview 

questions. Arsel (2017) insisted that speaking concisely and clearly during the interview 

will allow for the interview to flow. After each question, I will give the participant time 

to respond completely before asking the next question. Using the open-ended question 

method, the researcher can, and should, ask additional, probing questions after hearing 

the participant's response.  
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When ending the interview, I thanked the participant and explained the next steps 

to the participant. Alase (2017) suggested the recorded interview be transcribed, and the 

interpretation of the participant responses be typed for the participant to review. A second 

interview was required either by Skype or Zoom for the participant to member check the 

accuracy of the interpretation from the interview. Madill and Sullivan (2018) indicated 

that member checking takes place in the fourth stage of the interview process, which is an 

informal post interview where the participant is given a chance to discuss and approve the 

accuracy of the interview. I double-checked the information to the feedback from the 

participants and confirmed that the interpretation explains the participant’s experiences. 

Varpio et al. (2016) explained that member checking is a respondent validation that 

enhances the credibility of the data analysis and the participant’s involvement. Using data 

collection techniques increases the credibility, the truthfulness of the study and represents 

the participant’s experiences. I securely stores the data to protect the research.  

Data Organization 

Data organization techniques are essential for researchers to stay organized. 

Moore and Llompart (2017) explained that data organization is helpful for researchers to 

collect, analyze, and manage data. Researchers should securely keep all documents 

included in the study, such as interviews, consent forms, and written documents.   

Data organization of interview questions will be labeled as participants 1, 2, 3, 

and organization 1, 2, 3, etc. The transcribed interviews were written in a Microsoft Word 

document. The documents will be saved and stored on a flash drive protected with a four-

digit pin for 5 years. Castillo-Montoya (2016) suggested that organizing your interview 
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question will promote a conversational flow. The researcher has organized the interview 

question to flow, allowing the participant to answer each question freely. Any questions 

that arise after the participant answers the participant's initial question is allowed to 

answer. Kallio et al. (2016) explained that focusing on important issues will keep the 

participant interested in the interview. The participant’s responses are organized in order 

and typed in a labeled Word document interview 1, 2, 3, etc. For the participant to 

member check in a second interview. Birt et al. (2016) found that member checking is 

known as a participant’s validation, where the trustworthiness of the transcribed data is 

viewed for clarity.  The data organization of the interview includes storing all collected 

data on a flash drive with an encrypted password that is in a combination safe for 5 years.  

Data Analysis 

The data analysis process involves data collected from semi structured interview 

answers, note-taking, and themes formed before and after the interview process. The 

analyzed data answers my research question regarding the strategies IT security managers 

use in telecommunication organizations to secure a VoIP telephone system from 

intercepted and misused data. A qualitative analysis process involves coding and sorting 

data into themes and categories carefully examined and compared by the researcher 

(Mason, 2017). I carefully analyze all the interviewees' notes and interview answers 

related to securing a VoIP telephone system in telecommunication organizations. 

Analyzing the data allows the researcher to describe the themes and concepts of the 

received data (Neale, 2016). The collected data enables the researcher to fully explain IT 

security managers' strategies to secure a VoIP telephone system in telecommunication 
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organizations. The analyzed data allows the researcher to see the frequent codes, 

categories, and themes throughout the data, capturing the essential relationships to the 

overall research question (Vaismoradi et al., 2016). When analyzing the data, I used the 

research questions and themes to focus solely on IT security managers' strategies to 

secure a VoIP system.  

To increase validity and to strengthen the study, I used triangulation. Data 

triangulation is used in qualitative research to understand an experience by using multiple 

sources of data (Joslin & Müller, 2016). I used data triangulation to enhance the 

credibility of the research by using multiple ways of collecting data to answer the 

research question. When collecting data from multiple sources such as interviews, 

document reviews, and note-taking, triangulation and saturation will occur when enough 

data has been collected, and no new data is surfacing. Data triangulation joined evidence 

from interviews and written documents for the study's findings (Varpio et al., 2016). 

Triangulation of data aids in reducing the potential for bias by using responses from 

multiple sources to include in the study. Hadi and Closs (2016) acknowledged that data 

triangulation confirms the credibility, reliability, and validity of the data in the study. In 

the data analysis phase, data triangulation is beneficial because it enhances the 

confirmation of the data. Olson et al. (2016) indicated that the overall validity of the 

research study is gauged using data triangulation to contribute to the trustworthiness of 

the study. Using the data triangulation method helped analyze the data from notetaking, 

interviews, documents, and themes in the study.  
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Some steps are followed in the data analysis phase to determine the problem and 

answer the research question. Emmert-Streib et al. (2016) found that the sequence for 

data analysis is an overall assessment of the problem. Coding the data should help to 

categorize the data and develop themes. Gaur and Kumar (2018) indicated coding scheme 

generates confidence in the analyzed content. Coding defines the data and finds relations 

that will identify similar text. I listed all the collected data by participant number, 

organization number, and dates. The themes were categorized into similarities, 

differences, causes, and effects of IT security managers' strategies in securing a VoIP 

system. Moore and Llompart (2017) suggested making a spreadsheet that lists the coded 

text from the collected data. I organized the information provided using coded themes 

and added it to Dedoose and Microsoft Word software to determine the final data 

analysis.  

I have chosen to use Microsoft Excel, Word, and Dedoose to code and identify 

themes. Bree and Gallagher (2016) suggested using Microsoft Excel for analyzing 

qualitative data for identifying, analyzing, and reporting patterns within the data. Ose 

(2016) explained that Microsoft Word is needed to structure text into main categories, 

topics, and subtopics, making it easier to read through the text. When transcribing the 

participant’s experiences, I used Microsoft Word. Ose corroborated with Bree and 

Gallagher that Microsoft Word is excellent for structuring data if you follow these steps: 

1. Collect the data. 

2. Transcribe the audio files. 

3. Transfer the text from Excel to Word. 
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4. Transfer quotes and references from Microsoft Word to Dedoose. 

5. Sort the text into a logical structure based on the coding. 

6. Analyze the data into themes.  

I typed up the transcribed information from the interviews into Word, and then I used 

Dedoose to find the themes needed to ensure that I had reached data saturation.  

 Dedoose helps with analyzing qualitative research with text from spreadsheet 

data. Zhao et al. (2016) suggested that Dedoose is a user-friendly interface that creates a 

virtual shared workspace that stores, manages, shares, analyzes, and organizes an 

increasing amount of collected research data. Dedoose was used to code the data for this 

qualitative case study. Adu (2019) indicated that Dedoose would generate an outline to 

categorize the chosen categories' themes and subthemes. I found common, transcribed 

themes. Drouhard et al. (2017) described that Dedoose correlates the visualizations of 

code distribution and analyses the data. I used REV to transcribe the interview 

experiences into a Microsoft Word spreadsheet. Then I uploaded the transcription to 

Dedoose to find the common themes to ensure that I had reached data saturation.  

Reliability and Validity  

Quantitative studies use statistical tests to measure reliability and validity.  The 

equivalent of the qualitative methodology involves enhancing the study’s trustworthiness.  

To enhance the trustworthiness of this study, I ensured that the research was reliable and 

accurate. Dikko (2016) suggested that for research to be considered credible, it must pass 

the test of validity and reliability. For this qualitative research study, the strategies used to 
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provide reliability and validity are dependability, credibility, transferability, and 

confirmability to validate that this research is credible, as described below. 

Dependability   

Dependability was used to demonstrate the trustworthy information of the 

research findings. Kabir (2017) explained that dependability provides the consistency and 

strength of the research study. In this study, dependability was achieved using the 

interview protocol with all the participants, member checking to ensure that the data 

collected is accurate. Dependability must be consistent feedback from the participant's 

interview answers to ensure trustworthiness in qualitative research (Laumann, 2018). I 

used my notes to address concerns and Dedoose to identify the themes to verify 

consistency in the study findings. Dependability enhances the credibility of data analysis 

and participant involvement (Varpio et al., 2016). I achieve dependability in this research 

study by using triangulation, member checking, Microsoft Word, and Dedoose to achieve 

accuracy in the research findings. 

Credibility 

Credibility is a scientific standard for the quality of evidence needed in research 

(Vazire, 2018). The quality of data collected came from gathering multiple data sources 

using triangulation to make sure information is not missed. The data gathered are from 

participants that work in telecommunication organizations and know the strategies used 

to secure a VoIP telephone system. Bengtsson (2016) considered that establishing 

credibility happens when analyzing data to ensure no relevant data is excluded. Having 

the participants review the transcribed data and give feedback to any changes has credited 
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the study. Stewart et al. (2017) emphasized that researchers should be trusted to produce 

reliable data that is credible and trustworthy in qualitative research through the adherence 

of evidence. For this qualitative case study, member checking was used to interpret the 

participants' experiences, adding credibility to all the data collected from interviews and 

note-taking.  

Transferability 

Transferability is used to obtain the external part of validity that brings worth to 

the study by requiring the researcher to give details about the study, such as people and 

experiences, to make the study understandable to the reader (Hadi & Closs, 2016). 

Eligible participants were carefully chosen, and the consent form gives a list of the 

participants for the study. Korstjens and Moser (2017) indicated that transferability is the 

researcher’s responsibility to provide an in-depth description of the steps that lead to the 

research process, enabling the reader to determine if the study’s findings are transferable. 

I read the same 12 interview questions to all the participants in the same order 

transcribing the data and member checking. Wu et al. (2016) insisted that the research 

should have contextual features common in the study samples to deem a study 

transferable. As the researcher, I transparently describe the research step by step, 

achieving credibility, transferability, and confirmability throughout the whole study by 

using triangulation and member checking. 

Confirmability 

Confirmability establishes that my interpretations are clear from demonstrating a 

conclusion from the data collected (Nowell et al., 2017). I did not have an opinion on the 
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interviewed participant's data to the researcher. Kalu (2017) agreed to ensure the 

confirmability of the study’s detailed data that all information should come from the 

participant. Obtaining confirmability for this qualitative case study, I addressed that the 

participant confirmed that the information collected in the interviews is the participant’s 

experiences during the member checking process. Brown et al. (2017) indicated that 

judging the study's soundness is to document the participant’s findings. I established 

confirmability by taking notes, transcribing, and member checking to ensure that the data 

collected is from the participant’s experiences. 

Data Saturation 

I used semi-structured interviews and notes to analyze the data received to 

achieve data saturation. Saunders et al. (2017) described data saturation as being used in 

qualitative research as a criterion for discontinuing data collection or analysis. This 

research study achieved data saturation when no new data had surfed in the data 

collection process. Tran et al. (2016) suggested that for data saturation to be reached, 

probing needs to continue until the researcher feels they reached data saturation by fully 

understanding the participant’s perspective of their experiences. I used open-ended 

interview questions from IT security managers; their responses let me know if I had 

reached data saturation when I analyzed all the data collected. Kim et al. (2016) found 

that the failure to reach data saturation would impact the quality of the conducted 

research. I continued to interview participants until data saturation was reached, and no 

new data were found. I knew when data saturation was achieved when no new themes 

emerged in the study. 
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Transition and Summary 

Section 2 includes the purpose statement, the role of the researcher, the 

participants, ethical research, data collection techniques, and analysis, reliability, and data 

saturation. This section provides the process for conducting a qualitative case study on 

the security strategies used by IT security managers in telecommunication organizations 

to secure a VoIP telephone system from data being intercepted and misused. The data 

was gathered from the semi-structured interview responses and note-taking to achieve the 

strategies used in securing a VoIP system. Section 3 addresses the data collected, the 

study's findings, an overview of the study, presentation of the findings; professional 

practices; implications for social change; a recommendation for action and further study; 

a reflection, and a study conclusion. 
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Section 3: Application to Professional Practice and Implications for Change 

Overview of Study 

The purpose of this qualitative, multiple case study was to explore the strategies 

that IT security managers in telecommunication organizations use to secure a VoIP 

telephone system from being intercepted and misused. Kim et al. (2015) that 25% of 

VoIP telecommunication organizations reported unauthorized access to their customers’ 

personal information. Malik and Choudhury (2019) also stated that telecommunication 

organizations enable call dialing to prevent criminal attacks on their telephone system. 

Azad et al. (2018) indicated that securing a VoIP telephone system has been challenging 

due to many fraud levels. IT security managers that work to protect VoIP telephone 

systems in telecommunication organizations could use the findings of this study to reduce 

the rate of telephone fraud. 

I used the RAT as the conceptual framework of this study. Semi-structured 

interviews, consisting of 12 open-ended interview questions, were conducted with nine 

IT security managers from three telecommunication organizations in New York to 

address the following research question: What strategies do IT security managers use to 

secure a VoIP telephone system from telecommunication organizations intercepted and 

misused data? 

I used Dedoose to find themes and subthemes within the data from the interview 

transcripts. This software contributes to qualitative scholarly work because Dedoose 

assisted in coding and examining patterns (Garth et al., 2017). I identified four themes 
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representing IT security managers’ strategies for securing a VoIP telephone system in 

telecommunication organizations: 

1. Best practices for VoIP security. 

2. Using a secure VoIP provider. 

3. Following VoIP security recommendations. 

4. Awareness of future security concerns. 

Presentation of the Findings 

The participants in this study were IT security managers who had experience 

securing a VoIP telephone system. The role of an IT security manager includes securing 

and maintaining the VoIP telephone system from unauthorized users. I initially asked 12 

IT security managers to participate in this study. While I wanted four from each of the 

three cases (i.e., telecommunication organizations), only nine IT security managers 

agreed to be interviewed. All the interviewed participants had over 2 years of experience 

securing a VoIP telephone system in telecommunication organizations. I numbered the 

interviewees as participants 1 through 3 and the organizations as O1 through O3. This 

identification method means that Participant 3O2 is Participant 3 from Organization 2. 

After interviewing the sixth participant, I reached data saturation because I did not 

identify new themes or codes with the seventh through the ninth participants. The ninth 

participant also provided me with an organizational document. 

Four major themes emerged from the semi structured interview responses of IT 

security managers about the strategies they used to secure a VoIP telephone system. From 
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the four emergent themes, subthemes also emerged that indicated why securing a VoIP 

system is essential to organizations. 

Theme 1: Best Practices for VoIP Security 

 All participants' first theme was the best practices for securing a VoIP telephone 

system. The findings show how these precautions helped protect a VoIP system in 

securing telecommunication organizations. The participants mentioned the following 

three subthemes: 

• VoIP security monitoring. 

• Secure user credentials. 

• Security patches. 

The participants stated that these three subthemes must secure a VoIP telephone system 

and keep the system from failing. Table 1 shows the participant data that suggested the 

three subthemes related to the theme of the best practices to secure a VoIP telephone 

system.  

Table 1 

First Major Theme: Best Practices for VoIP Security 

Subthemes VoIP Security 

Monitoring (d) 

Secure User 

Credentials(d) 

Security  

Patches (d) 

Participants 9 9 9 

Documents 1 1 1 

Note. d = data collected. 

VoIP Security Monitoring 
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One crucial point discussed by all participants is to use security monitoring when 

securing a VoIP system. Compliance, software, and end-to-end encryption are VoIP 

security monitoring strategies and are the first steps to securing a VoIP system. Security 

monitoring, when used as a security strategy by IT security managers, may keep VoIP 

systems from being compromised. The compliance process ensures that external and 

internal design complies with the company’s policies. Participant 3O1 indicated that 

security monitoring starts with knowing the organization’s compliance policies, which 

supports Gavilanez et al. (2017), who stated that safely managing the configuration of a 

VoIP system to integrate security management for compliance policy should ensure risk 

management.  

Participant 2O2 indicated that VoIP security monitoring starts with the transport 

layer security, a cryptographic technology protocol that encrypts data transfer over the 

internet. Mazhar and Shafiq (2018) explained this network management technique 

implements QoS to prioritize VoIP by encrypting the transfer flow to the network. 

Participant 2O3 also uses a compliance policy to record and track any abnormal activity 

in the system, preventing any VoIP breaches from taking place on the network. Siniarski 

et al.’s (2017) findings support all the participants’ responses to having a VoIP 

monitoring system in place shields the VoIP from unapproved access by unwanted users. 

 All participants indicated they use VoIP software, which allows voice and data 

transmission over the internet, call reporting capabilities, and support functions, such as 

conferencing and messaging. Gandotra and Perigo’s (2020) findings support that using 

support software enhances VoIP call registration and call routing capabilities. The 
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participants all stated that they used software to manage a VoIP system within their 

organizations. Participants 1O1, 1O2, and 1O3 indicated that their organization uses a 

VoIP service provider that provides Verizon, Vonage, and Cisco software. Ali et al. 

(2020) suggested that the Verizon software identifies and analyzes recurring toll fraud 

trends or phishing calls. Verizon monitors and manages its infrastructures 24 hours a day. 

Fatehi and Choi’s (2018) showed that Vonage is cheaper and competes with any other 

provider to allow the organization to switch, providing service quality, prices, and 

convenience. Many organizations will go with Vonage because it is cheaper and more 

convenient to switch to a new provider. Airi and Anderson (2017) reported that Cisco 

software helps control the VoIP telephone system’s vulnerability. These three VoIP 

service providers aid in protecting a VoIP system from having data intercepted. 

Participant 2O1 said they use key performance indicators (KPIs) to maintain the VoIP 

system. KPIs are used to measure successful performance and the QoS (Muelas et al., 

2017). For example, a KPI can describe the situation as critical when the organization 

knows that a carrier is completely down and cannot complete the call. A hotspot on the 

organization dashboard sends alarms to the monitoring team. 

All the participants insisted that end-to-end encryption is needed to secure data 

the sender is not sending. End-to-end encryption happens when people want to read or 

listen to encrypted content, protecting against eavesdropping (Ntantogian et al., 2019). 

Participant 3O3 shared the following experience: “a man-in-the-middle attack was 

prevented due to end-to-end encryption intended to stop voice calls from being heard.” 

Kfoury and Khoury (2018) confirmed that end-to-end encryption between VoIP users can 



68 

 

be critical because it stops malicious behavior between end-users and stops them from 

listening to unauthorized conversations. End-to-end encryption prevents access to the 

VoIP system with the idea of addressing an attack before it happens. 

This subtheme of VoIP security monitoring is supported in the literature. 

Monitoring a VoIP security system in telecommunication organizations is necessary to 

minimize the risk of attacks, interception, and the misuse of privately communicated 

information over a VoIP telephone system. Nuño et al. (2020) suggested that call 

monitoring collects data from the VoIP calls to activate security countermeasures to 

redirect the calls to the correct location. All the participants were adamant that VoIP 

security monitoring is needed to secure a VoIP telephone system. McInnes and Wills 

(2021) stated that the overall goal of a monitoring system is not to allow the telephone 

system to get infected by hack attempts. Any organization with a security monitoring 

system in place reduces the risk of being susceptible to the invasion of their information. 

Securing a monitoring system is recommended by Akinbami et al. (2018) and Satapathy 

and Livingston (2016), who insisted that monitoring a VoIP telephone system is essential 

to protecting an organization’s private information.  

 This subtheme aligns with the conceptual framework of the RAT. Reyns et al. 

(2015) suggested that the RAT is used to determine why the criminal activity is taking 

place and try to control the crime from happening, which aligns with the actions that IT 

security managers take to ensure an organization’s VoIP system is secured. The RAT is 

comprised of the three parts for a crime to occur: a motivated offender (i.e., hacker), a 

suitable target (i.e., customers), and a guardian (i.e., IT security manager who can secure 
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the VoIP system from being compromised). Leukfeldt and Yar (2016) confirmed that 

offenders will not attack a suitable target with the guardian present who monitors routine 

activities. The current study results are consistent with Hawdon et al. (2019), 

who confirmed the likelihood of experiencing cyber violence and becoming a victim 

because of an online routine such as talking on the telephone. The subtheme of VoIP 

security monitoring aligns with the theme best practice for VoIP security to alert IT 

security managers when a VoIP crime is taking place and control the crime before it 

becomes serious.  

Secure User Credentials 

A secure user credential is a username and password created and used by only one 

user (CITE). An IT security manager can create a username that is specific to a person’s 

name or identity and can identify a person using the system. Nuño et al. (2020) defined 

secure credentials as controls that allow access to specific resources. Using secure 

credentials is crucial for VoIP.  For example, Dhillon and Kalra (2019) emphasized the 

importance of ensuring that a user’s credentials are secured so that data are not 

compromised. All participants agreed with Naeem et al. (2020) about having no more 

than two authorized people with credentials and access to the VoIP system. The 

participants suggested keeping track of who has access to the system is essential to 

identify who has accessed the service reports generated by the network. Participants 1O2 

and 2O3 explained the importance of securing credentials to protect the systems from 

being compromised. Saidat’s (2019) agreed that having a secured credential is essential 

for monitoring and securing a VoIP system. 
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 A secure and robust password can protect from intruders. Payne and Abegaz 

(2017) indicated that a hacker could hack into a VoIP system and gain access to a 

password that is not secured. Participant 3O3 gave an example of what could happen 

when a VoIP system is compromised because of a password. The participant stated some 

VoIP devices come with preset passwords. When a business resets its phone from the 

factory setting, the first thing to change is the password as soon as possible. Valente and 

Cardenas (2017) confirmed that VoIP devices have preset passwords publicly available 

on the internet, allowing hackers to bombard the interface with unlimited passwords of 16 

keys to encrypt the VoIP traffic. Participant 2O3 suggested using a password 

combination of symbols and numbers when composing a solid password. The 

participant’s experiences are supported by Johnson et al.’s (2019) finding that creating 

password data sets containing numbers in the 10s or 100s blocks hackers from gaining 

access to password information. All nine participants suggest never using the same 

passwords twice or using your name or birth date in any part of the password. 

 IT security managers use authentication to secure a VoIP telephone system. Jingi 

and Muhammad (2017) defined authentication as a strategy to identify a user’s identity, 

preventing unwanted access to a VoIP system. Participant 1O1 explained the standard 

authentication method used to avoid unauthorized access is to have user and password 

verifications that the user only knows. Jan and Qayum (2017) shared that authentication 

protocols offer security guarantees that satisfy a VoIP system’s performance and 

scalability. Chaudhry et al. (2017) also supported authentication to secure messages from 

clients containing secret information. Authentication provides security against 
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unauthorized access by internal and external attackers. Participant 2O2 explained that 

everyone on his team receives a four-digit access code to see who has access, makes 

changes, or runs reports on the VoIP system.  

This subtheme, secured credentials, is supported in the literature because IT 

security managers should use secured credentials when accessing and identifying 

themselves utilizing a VoIP system. Semerci et al. (2018) indicated that permitting users 

to log in to access the VoIP system will help them know who has gained access to the 

VoIP system. Depending on the layer of access, the user can control and perform the 

needed task. According to what the organization needs viewing VoIP call logs, access 

permissions are granted to a few selected people (Packer & Reuschel, 2018). According 

to Li et al. (2018), call logs consist of incoming and outgoing calls on the VoIP system. 

Harnack and Talbot (2017) agreed that call records give an organization a lot of 

information to analyze if the VoIP system is operating sufficiently or is compromised; 

this helps by recognizing numbers, names, call times, dates, and the duration of the call. 

Therefore, the findings show that using a secured credential is essential to secure a VoIP 

system from unwanted users.  

This subtheme, secured credentials, aligns with the RAT framework because IT 

security managers must assign secured credentials to use a VoIP system. It is also vital 

for an IT security manager to ensure a VoIP system is secured before it becomes 

compromised because of a user's credentials. RAT endorses the purpose of this study of 

securing a user's credentials and ensuring that IT security managers grant the permissions 

needed to the organization's VoIP system (Makhdoom et al., 2019). The secure user 
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credential theme is consistent with the RAT theory and supports the findings, this study's 

purpose, and the research question. All participants ensured that they used secured user 

credentials to prevent hackers from gaining access to the organization's VoIP system. The 

one document obtained focused on VoIP procedures that enforced passwords and 

authorization on voice calls to minimize eavesdropping and unauthorized access to a 

VoIP system (Araneo et al., 2018). This research and previous research support these 

findings of many organizations and the access to their VoIP system. The subtheme secure 

user credentials align with the theme best practice for VoIP security. IT security 

managers should take measures to secure a VoIP system, and giving workers secured 

credentials will help IT security managers identify who is using the VoIP system. 

Security Patches 

Security patches are essential because they look for common VoIP problems and 

fix them before they become urgent. For example, Jingi and Muhammad (2017) 

identified security patches for VoIP as vulnerabilities and countermeasures that can take 

place on a VoIP network. Participant 3O2 suggested running security patches at least 

once a month to secure a VoIP network. Geneiatakis et al. (2018) supported the 

participant's experiences, agreeing that IT security managers should not install a VoIP 

system without security risks. This research proves that a VoIP system inherits all 

vulnerabilities when deployed on the same IP network. Quamara and Gupta (2018) 

concurred that an IP network component consists of devices like routers, firewalls, and 

switches introducing vulnerabilities. The participants suggested paying close attention to 

the VoIP network's threats will secure the VoIP system.  
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A VoIP router log records the calls that come through to the organization's VoIP 

phone system. Oo and De La Salle University, Manila (2019) confirmed that a VoIP 

router log could check authorized IP blocks and ports. The routers accept the actual IP 

address and ports and deny any other IP address access. Participant 1O3 explained that 

router logs are emailed every week, but text messages and email alerts are sent if there 

are problems. The issues can show up on the logs at different levels. Kaul and Jain's 

(2019) idea align with the participant experience that the VoIP router logs' levels can 

range from high to low priority. Participant 3O2 explained the types of information found 

on VoIP router logs to determine what is happening on the network. Kaur et al. (2017) 

confirmed timestamps, the destination of IP address, Input and output of numbers, and 

packet and byte counts on a VoIP router log. On the router, logs are where the network 

traffic examines an essential source of recorded evidence. 

Firmware enhances security features and makes improvements to a VoIP system. 

Participant 2O3 stood out with their experience with firmware. They stated that it is 

essential that firmware is continuously updated to ensure that security and bug fixes are 

up to date. The participant explained that firmware makes security updates that guard 

against credential theft, preventing hackers from making phone calls on the system. 

Zheng et al. (2018) acknowledged that firmware helps control a VoIP telephone system's 

functioning by securing and routing incoming and outgoing phone calls. Participant 1O2 

suggested a prompt display when the firmware needs to be updated, alerting you that an 

update is required. Also, Participant 2O3 indicated that most VoIP phone systems would 

have an automatic firmware update that the system completes independently. Araneo et 
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al. (2018) confirmed that complying with updating the firmware is an essential part of 

maintaining a VoIP system. Updating VoIP firmware monthly allows the system to run 

and automatically reboot to upgrade the VoIP system.  

This subtheme, the use of security patches, is supported in the literature because 

IT security managers need security patches to pinpoint any problems that could go wrong 

on a VoIP system. For example, Velianitis (2018) stated that security patches are 

essential to securing a VoIP system to prevent unauthorized access to the network. 

Tandel and Rughani (2018) wrote that improving VoIP network security is vital to 

preventing call interception. An IT manager will secure a VoIP network to prevent 

hackers from tampering and gaining easy access to the network. Suthar and Rughani 

(2020) stated that IT employees that regularly update patches avoid VoIP attacks and 

vulnerabilities on the system. The findings to security patches are essential in ensuring a 

VoIP system is secured and necessary for an IT security manager to control the network 

and keep it secured.  

This subtheme, use of security patches, aligns with the RAT framework because 

the theory's primary purpose is to prevent a crime from happening. Security patches help 

to avoid any problems from taking place on a VoIP telephone system. Addesso et al. 

(2020) confirmed that RAT develops strategies to prevent a crime by monitoring criminal 

activities. The IT security managers who are the guardians of the VoIP systems in 

organizations maintain and keep the system from failing using call logs and firmware. 

Rubio et al. (2019) stated that security controls help minimize VoIP attacks that slow 

down the system's performance. However, VoIP has security challenges that IT managers 
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must monitor closely to prevent intercepting and misusing data. Ivy and Priya (2018) 

suggested that monitoring a VoIP system is essential to prevent the system from being 

compromised. The subtheme, use of security patches, aligns with the theme best practice 

for VoIP security as IT security managers' concerns are to keep the VoIP system safe 

from hackers. IT security managers use security patches to protect the system.  

Theme 2: Using a Secure VoIP Provider 

 The second theme that emerged in the participant's interviews was using a secure 

VoIP provider. Most participants addressed why it is essential to use a secure VoIP 

provider and reliable providers in this area. Using a secure provider shows how well 

these precautions protected a VoIP system in telecommunication organizations. The 

following two subthemes each contain sub subthemes that the participants mentioned. 

• VoIP Service Providers 

• Network/ Equipment Access 

The participant's data ensures that these two subthemes and their sub subthemes are 

required to secure a VoIP telephone system and keep it from failing. Table 2 shows the 

data collected from the participants suggest the two subthemes for using a secure VoIP 

provider when securing a VoIP telephone system. 

Table 2 

Second Major Theme: Using a Secure VoIP Provider 

Subthemes VoIP Service  

Providers (d) 

Network/ Equipment 

Access (d) 

Participants 9 9 
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Documents 1 1 

Note. d = data collected. 

VoIP Service Providers 

VoIP service providers are needed to help organizations with the accessibility of 

connecting to customers from anywhere. Alsoubaie (2019) stated that VoIP service 

providers are essential in providing services that will keep the organization safe from 

vulnerabilities. The participants ensured that a service provider is necessary to provide 

the appropriate Quality of Service needed for the organization's success. When asked 

what an IT security manager is looking for in a provider, all participants stated they are 

looking for QoS and low-cost providers. Cortés-Mendoza et al. (2016) noted that a 

provider's QoS affects call processing and the provider of bills for service costs. The 

service providers the participants use the most are Verizon, Vonage, and Ring Central.  

Telecommunication organizations use Verizon as a Public Switched Telephone 

Network carrier and Time Division Multiplexing connectivity. Participant 1O2 clarified 

the organization uses Verizon because the service is reliable and cost-effective. Verizon 

has excellent Quality when it comes to its reliability. Laghrissi and Taleb (2019) 

suggested that Verizon has successfully managed large networks even when faced with 

many challenges with connectivity. In addition, Verizon is cost-effective, allowing the 

organization to pay for one network for voice calls and data services. Participant 3O2 

said that Verizon has a low maintenance fee, and the setup fees were low, making 

choosing Verizon easy. Shaffer (2017) mentioned that Verizon allows the organization to 

bundle features such as call forwarding, unlimited calls, voicemails, and email according 
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to the business needs. As a result, the business is saving money on its services. Picking a 

VoIP service that is helping an organization to save money makes choosing the VoIP 

provider for their business easy.  

Vonage's standard price is cheaper than most VoIP providers. New business 

customers choose Vonage to receive a VoIP-ready phone and Tech support to support 

their business. Participant 3O1 informed me that Vonage offers telecommunication 

company call logs, call readings, call screening, and caller ID. Bukatov et al. (2018) 

stated that VoIP providers should support VoIP traffic by assessing the issues before they 

begin. Participant 2O1 said their organization chose Vonage because of their bargaining 

discounts. Chakraborty et al. (2018) understand why Vonage discounts VoIP services to 

compete with the other competitors. Participant 1O1 said that the organization uses 

Vonage to save money on the features. Fatehi and Choi (2018) stated that Vonage is great 

for business as it protects the company and is less money than the other VoIP telephone 

providers. Vonage VoIP services are reliable and one of the cheapest VoIP providers 

available for VoIP services organizations.  

Ring Central gives organizations their standard pricing for unlimited calling and 

premium features. The features for their business customers are the most popular. 

Participant 2O3 said that Ring Central has many features that the organization uses, 

including unlimited numbers, 24/7 support, Quality of service reporting, and more. 

Education Committee (2019) mentioned Ring Central gives the organization a virtual 

receptionist to help if something goes wrong. Participant 1O3 said that Ring Central 

recordings could be played back and listened to when needed. Ring Central's call logs 
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record incoming and outgoing phone calls, which helps telecommunication organizations 

to use their customer's phone numbers for future promotions. Efimov et al. (2017) 

understand why many organizations are using Ring Central because organizations do not 

have to worry about updates and upgrades which roll out for free. Participant 3O3 stated 

that Ring Central is easy to implement as it took half of the day to customize the phone 

system based on the business needs.   

This subtheme, VoIP service providers, is supported in the literature.  Service 

providers improve the communication and collaboration within organizations by securing 

VoIP transmissions that give high-level security, availability, and support that protects 

businesses from being compromised.  For example, Balamurugan and Biswas (2020) 

mentioned that having a service provider is essential to alert the organization of any VoIP 

telephone vulnerabilities. Yihunie and Abdelfattah (2018) stated that service providers 

must transport secured voice calls over an IP-based VoIP system. The alert will bring 

attention to IT managers, who can give the VoIP system their full attention to correct the 

issue. Ravindranath et al. (2017) agreed that choosing a VoIP service provider for any 

modern business company will benefit the business solutions to manage all incoming 

calls, audio, and video conferences. The findings to having a service provider that 

supports a VoIP network are necessary for sending alerts to the IT security manager to 

know what is going on with the network. 

Service providers also align with the theme using a secure VoIP provider and the 

framework RAT. The RAT theory suggests that when a motivated offender is not going 

to commit a crime in the presence of a capable guardian. The service provider helps an IT 
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security manager who is the capable guardian guards the VoIP network so that 

vulnerabilities such as crimes will not occur. Yao-Chung Chang (2019) stated that the 

motivated offender could act on a crime stopped by the guardian to prevent the crime 

from happening.  An organization that uses a service provider can recognize any mishaps 

that could take place on their VoIP system and correct it before it becomes a significant 

concern. Azad et al. (2018) mentioned that collaboration amongst service providers 

would help catch spammers. Service providers are essential in assisting IT security 

managers in securing a VoIP telephone system in telecommunication organizations. The 

subtheme VoIP service providers align with the theme using a secure VoIP provider to 

assist IT security managers in detecting any vulnerabilities that have taken place on the 

call logs and either fix or prevent the problem from reoccurring.  

Network/ Equipment Access 

 Network and equipment access is needed to ensure that calls are routed to the 

correct places, stored, accessed, and monitored. IT Security managers using a secure 

VoIP provider have access to the network and the equipment needed to run the 

equipment. Cyrillercel (2020) identified network access as an internet connection for 

VoIP services. All the participants summarized what a VoIP system needs to work. The 

answer from all nine participants was for a VoIP system to be at its best. Each phone line 

should have a minimum network bandwidth connection of 100 kilobytes per second 

(kbps).  Roy and Kumar (2021) agreed with what the participants said to enable VoIP 

services to operate correctly. In addition, there must be an internet connection of high-

speed broadband to convert an analog voice signal into a digital signal. This research 
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proves that using the correct equipment and having the proper network connection can 

help IT managers to secure a VoIP system in any organization. 

 VoIP is used over the Internet, making it easy to store data in the cloud. The 

services cloud provides computing and data storage. Thomas (2020) stated that data 

storage is a security concern that holds many user-sensitive information. Participant 1O1 

advised that VoIP is a cloud-based service used over the Internet on a public IP network 

that requires an increasing demand for security. Hu et al. (2020) said a cloud VoIP breaks 

up voice packets into smaller digital packets sent over to the receiver. Participant 1O3 

said customers' personal and financial information is sensitive information stored on the 

cloud. Yang et al. (2019) established that network and data storage are highly used in 

telecommunication organizations and should be secured to prevent hackers from gaining 

customer information. Therefore, IT managers need a secure, reliable internet connection 

for their organization's VoIP system to monitor their customer information stored on a 

VoIP cloud-based system.  

Time-stamped call logs supply records of events that take place over time. 

Participant 2O3 said that there are error logs. Moffitt et al. (2021) mentioned that VoIP 

error logs give information about specific errors such as error messages, the time of the 

error, login, log-out messages, and IP address. IT managers monitor logs to get detailed 

information and keep track of all the packets entering and leaving the network. 

Participant 1O2 stated records help find where the problem is in the network so that the 

IT security manager can troubleshoot the problem. Zahid et al. (2019) confirmed that 

finding problems within a VoIP system is challenging when the organization's 
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management team does not manage the log. In addition, call volumes do not stay the 

same in most telecommunication organizations making it hard with multiple calls and 

visited websites. Participant 1O1 said that storing log information in one place and 

monitoring the logs with a viewer that detects and alerts with problems can help with the 

complexity of managing the call logs. Kumar and Roy (2020) confirmed that using VoIP 

call logs can enhance monitoring and ensure availability and creditability to the 

organization. Call logs are essential for IT security managers who manage a VoIP 

telephone system to detect any problems on the system before they begin. 

VoIP call audits perform a test to the organization's secure network. Participant 

2O2 said that call audits are designed for security issues that result from an unsecured 

VoIP architecture. Nazih et al. (2020) explained that vulnerabilities found during a VoIP 

call audit investigate damages made to the organization. The types of injuries that the 

system can discover are eavesdropping, password cracking, unauthorized changes to the 

system, and Denial of Services. Participant 1O2 said the purpose of call audits is to 

provide a clear status of unauthorized penetration and damages to an organization's VoIP 

network. In addition, McInnes et al. (2019) call logs can help stop hacking attempts in a 

VoIP network. Many telecommunication organizations use call audits in their call centers 

to identify gaps, performance improvements, strengths, and weaknesses in an 

organization.  

This subtheme, network and equipment access, is supported in the literature.  IT 

security managers can store, monitor, and route VoIP calls correctly with the information 

obtained from the audit. For example, Neacsu and Schiopu (2020) stated conducting a 
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VoIP call audit will ensure that calls are received and sent without errors. When done, 

audit testing the logs help compare standards configured to a set of parameters.  

The network and equipment access subtheme also aligns with RAT because 

network and equipment allow an IT security manager to manage, detect and store 

information needed to keep the network system safe from being compromised. Schaefer 

(2021) suggested RAT detects a crime with the people who play a role in the crime. 

Those people are the hackers, the IT security managers, and the people in the 

organization. The network and its equipment help to detect if a crime is going to happen 

and alert an IT security manager of the dangers or damages on the VoIP system. An IT 

security managers play an essential role in reading the call logs to correct any changes to 

the organization is creditable. The subtheme network/equipment access aligns with the 

theme using a secure VoIP provider to assist IT security managers in doing their jobs of 

detecting and securing a VoIP system.  

Theme 3: VoIP Security Recommendations 

The participants recommended ways to secure a VoIP system for their 

telecommunication organizations, which was the third theme that emerged in the 

participant's interviews. In this area, most participants addressed keeping the system 

secured and what practices worked best. Therefore, the VoIP security recommendations 

are the precautions used and best protect a VoIP system in telecommunication 

organizations. The following two subthemes each contain sub subthemes that worked 

best by the participant.  

• Implement VoIP Prevention 
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• Routers with Firewalls for VoIP  

The participants' data ensures that these two subthemes are required to secure a VoIP 

telephone system and keep it from failing. Table 3 shows the two subthemes for VoIP 

security recommendations to securing a VoIP telephone system. 

Table 3 

Third Major Theme: VoIP Security Recommendations 

Subthemes Implement VoIP 

Prevention (d) 

 Routers with Firewalls for 

VoIP (d) 

Participants 9 9 

Documents 1 1 

Note. d = data collected. 

Implementation of VoIP Prevention 

The implementation of VoIP prevention is essential to apply to any VoIP system 

as an added layer of security to the VoIP server and their applications. Hsieh and Leu 

(2017) emphasized that implementing VoIP prevention isolates VoIP servers by using the 

required infrastructures from computers, laptops, and telephones to carry data and voice 

traffic to its destination correctly. The participants explained that detecting VoIP 

Activity, prevention measures, and security patches to prevent a VoIP from failing will 

help secure a VoIP system in telecommunication organizations. Sumi et al. (2019) 

indicated guidelines to follow when securing a VoIP system such as firewalls, complying 

with security measures, confidentiality, integrity, availability, and authentication. 

Participant 3O2 describes what endpoint security provides to an additional layer of 



84 

 

protection by blocking malware from infecting the firewall. Also, Participant 2O1 

suggested that securely configuring VoIP applications with whitelist country codes is 

essential to eliminating or reducing toll fraud calls. Lastly, Participant 1O3 added that 

implementing prevention measures should be one of the first things you do when setting 

up a VoIP system to proactively monitor any detection of counterattacks. Gandotra and 

Perigo (2020) agreed with the participants on implementing a VoIP prevention strategy to 

secure VoIP traffic before it becomes a security concern.  

Detecting abnormal activity in a VoIP system obtains real-time traffic reports and 

checks the reports to notice attack patterns. Kurt et al. (2018) indicated that detecting 

abnormalities is done by recognizing patterns on the network packets. Participant 3O2 

suggested that monitoring the traffic of the organization's VoIP system is vital as it can 

protect the traffic from a particular IP address. Mousavi and St-Hilaire (2015) 

emphasized steps to detect which activities are routine and characterize the different 

attacks on the VoIP network. Participant 2O1 suggested that the attacks are classified. 

The participants explained that an attacker must go through many stages to achieve the 

malicious attack, such as figuring out security credentials, information gathering, or 

passwords. Praseed and Thilagam (2019) agreed that a hacker would send requests in a 

short period to try to gather information about the users and the servers. Participant 2O3 

recommends paying close attention to abnormalities on the VoIP system by treating all 

the alerts as a severe concern.  

Prevention measures for VoIP seem simple with enforcing strong passwords, 

reviewing call logs, restricting calls, deactivating inactive accounts, and choosing a 
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secure VoIP provider. Participant 3O2 suggested looking for strange behavior on the 

VoIP network; usually, it is the first sign that something could go wrong. Bahnasse et al. 

(2018) indicated looking for packets that are not in the correct order and within a 

reasonable time to reproduce the voice appropriately. Participant 2O1 suggested that 

good detection performance is required when maintaining your VoIP network, such as 

looking for parameters and factors that show a variation of call patterns on the VoIP 

system. Holub et al. (2018) agreed that the longer the call duration, the better the call, 

motivating the relation between call quality and duration. Participant 3O1 monitors the 

impairments in calls to see which calls have differences between the beginning and 

termination times. Yihunie and Abdelfattah (2018) agreed that telecommunication 

organizations detect attack patterns and solve the problems before an issue with the 

network. Detecting anomalies in VoIP networks before they are serious is the focus of all 

the participants who work in telecommunication organizations.  

This subtheme, implementation of VoIP prevention, is supported in the literature. 

Prachi (2021) agreed that seeing amoralities before they become a problem is beneficial 

to any organization that supports a VoIP network. Detection of a VoIP system will help 

the IT security manager secure the internal system so hackers cannot intercept data within 

the organization. Baykara and Das (2018) noted that IT security managers could use a 

checklist to help with identifying all precautions taken when securing the network, 

starting with detecting firewalls that can detect traffic to a VoIP network. 

Troubleshooting VoIP issues on the network could help save time and loss of 

performance in the organization. Roy et al. (2018) indicated detecting problems on a 
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VoIP network before they become a significant problem can resolve call quality issues 

the first time they occur. Detecting any flaws on the VoIP network is vital to an IT 

security manager. Having a prevention method helps pinpoint the problem before it 

becomes an issue.  

This subtheme, implementation of VoIP prevention, aligns with RAT. It shows 

that finding the VoIP problems before it becomes a more significant situation is pivotal to 

keeping the VoIP network under control in telecommunication organizations. Javed et al. 

(2021) asserted that it is crucial to focus on all malicious attacks on the network. 

Targeting the signaling flow that characterizes the attacks between what is abnormal 

helps pinpoint where the attacks are coming from in the VoIP environment. Safoine et al. 

(2018) suggested that using the feedback from the signaling flow on VoIP detections will 

extend the ability to fix and detect ongoing attacks. The RAT framework avoids 

situations before they become a problem why RAT frameworks resonate with this 

research study. The subtheme implementation of VoIP prevention aligns with the theme 

VoIP security recommendations  

Routers with Firewalls for VoIP 

 In telecommunication organizations, routers with firewalls for VoIP are essential 

to connecting incoming and outgoing phone calls over the Internet. Participant 3O3 said 

that the router aims to combine multiple networks or forward packets to their destination. 

Radcliffe et al. (2019) suggested that VoIP routers can impact your call quality and 

connectivity. Participant 1O1 emphasized that data packets are sent through VoIP traffic 

and can be mismanaged or lost. Daoud and Qu (2019) agreed that phone calls would not 
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go through if a router does not receive VoIP data packets. Participant 3O2 believes that a 

router is the heart of a VoIP network. Mahjabin et al. (2017) agreed that VoIP routers are 

the first defense against attacks because most routers have a built-in firewall protecting 

the network. All the participants agreed that having a router with firewalls is vital for 

maintaining a VoIP system.  

  Telecommunication organizations use a router with 802.11n to implement 

wireless local area network speed. Perwej (2017) suggested all routers that broadcast in 

802.11n are ideal for most traffic in VoIP.  802.11n uses 5GHZ and 2.4 GHz for faster 

voice travel from the sender to the receiver. Participant 2O2 stated 802.11n are wireless 

networks commonly used in organizations because they are suitable for VoIP and cloud 

applications. Estepa et al. (2018) agreed that 802.11n improves the energy efficiency of a 

VoIP system, so maintaining the system ensures speech quality and Quality of service. 

Participant 3O1uses the 802.11n technology to transmit multiple data through multiple-

input and multiple-output processes signals for various data streams. Dhar and Chatterjee 

(2017) suggested that 802.11n reduces noise and interference by reducing the access 

delay to the network. Therefore, 802.11n is essential for keeping a VoIP system safe and 

the voice traffic moving smoothly. 

Ubiquiti and Cisco Adaptive Security Appliance (ASA) is a router that allows 

control of the network's system traffic by the participants in this study. Ubiquiti combines 

a router, four ethernet ports, and a Wi-Fi access point. Cisco ASA router combines 

firewall, antivirus, and Intrusion for security prevention. Cisco ASA provides a defense 

that stops attacks before spreading throughout the network. Ubiquiti offers excellent 
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value and an easy installation. Participant 2O1 said that Ubiquiti is cost-effective 

hardware. Cobo-Simón and Tamames (2017) agreed that Ubiquiti has a lower cost than 

its competitors. Participant 1O3 said that Ubiquity does not charge software licensing or 

maintenance fees. Talla et al. (2017) agreed that Ubiquity is fantastic hardware used both 

short and long term. Cisco ASA helps organizations increase their capacity and improve 

their performance by delivering high application availability. Participant 2O2 said Cisco 

provides context awareness with Cisco's security group tags and identity-based 

technology. Ramachandran (2019) agreed that Cisco is user-friendly and compatible with 

equipment.   

This subtheme, routers with firewalls for VoIP, is supported in the literature. 

Neupane et al. (2018) noted that having a firewall is essential for a network security 

strategy. An IT security manager's primary focus is to eliminate the chances of being 

hacked, and building a firewall is the first line of defense against an attack. Steinmetzer et 

al. (2018) supported the participant's experiences by stating that the router security 

requirement addresses privacy from man-in-middle attacks, eavesdropping, and 

interruption of data packets. Attaran et al. (2019) expressed that if a router is new, the 

organization increases the levels of undesirable activity. IT security managers know 

which router and firewall work well with the organization because it is essential in 

securing a telecommunication organization VoIP system. 

Related to the RAT conceptual framework, this subtheme routers with firewalls 

for VoIP suggests that VoIP security recommendations tie into the whole process of an IT 

security manager using routers and firewalls to secure a telecommunication 
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organization's VoIP system, which supports the findings of Skerpac (2019). Cohen and 

Felson (1979) opined that RAT supports the opportunity to control a crime from taking 

place by decreasing the crime that may bring forth a criminal activity. Using a firewall 

will enhance security, and the chances of criminal activity on a VoIP system in 

telecommunication organizations will be minimal. Furthermore, an IT security manager 

will improve the performance of the organization's VoIP system when using a router that 

supports the organization's needs. These findings are tied to RAT with firewalls and 

routers to sustain VoIP security in telecommunication organizations, minimizing hackers 

from compromising the VoIP system.  The subtheme routers with firewalls for VoIP 

aligns with the theme VoIP security recommendations because it is essential to secure a 

VoIP network.  

Theme 4: Awareness of Future Security Concerns 

Many participants had future security concerns about what could happen if some 

of these precautions were mishandled. The participants had doubts about what could 

happen in the future if a telecommunication organization's VoIP system is not secured 

and how they can do something about it before destruction happens, which was the fourth 

theme that emerged in the participant's interviews. In this area, most participants address 

security measures used today to eliminate any future breaches. The following two 

subthemes each contain sub subthemes that were considered best by the participants.  

• Customer Proprietary Network Information (CPNI)  

• For additional consideration  
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The participants' data ensures that these subthemes are required to secure a VoIP 

telephone system and keep it from failing. Table 3 shows the participants' data suggest 

the subthemes for VoIP security recommendations to securing a VoIP telephone system. 

Table 4 

Fourth Major Theme: Awareness of Future Security Concerns 

Subthemes Customer Proprietary 
Network Information (CPNI) 
(d) 

For Additional 
Consideration(d) 

Participants 9 9 

Documents 1 1 

Note. d = data collected. 

Customer Proprietary Network Information 

  Customer Proprietary Network Information (CPNI) is enforced through The U.S. 

Telecommunication Act of 1996, guaranteeing the Federal Communication Commission 

(FCC) that all consumers' information is private. The data collected by 

telecommunication organizations about their customer's telephone calls and confidential 

information should remain secure. The one document that I obtained from participant 1, 

organization 3, was a signed CPNI document that ensured that the organization followed 

the FCC rules that govern CPNI. The document outlines the organization's procedures for 

accessing, using, and storing customers' Proprietary Network Information. Bougiakiotis 

(2020) acknowledged that CPNI prohibits using customers' information to be purchased. 

Under federal law, CPNI also includes all available information on a telephone bill which 

consists of a customer's phone number, call information, and calling patterns. Participant 

1O3 signed the document ensuring compliances with the FCC’s rules that govern the 
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CPNI laws. Guidry (2019) expressed that CPNI is not used for activities involving other 

parties, only those required to disclose to federal law. The CPNI law prohibits releasing a 

customer's password, address, and telephone number.  

The U.S. Federal Trade Commission (FTC) protects customers' privacy from 

telecommunication services. Huang et al. (2017) said the FTC protects people's rights by 

stopping deceptive and fraudulent practices. Participant 2O2 believes the FTC contains 

unfair acts by investigating organizations that may break the law. The participant is glad 

that the FTC never audited the organization. Manne et al. (2018) stated that the rules that 

the FTC put in place help educate consumers and help stop the violations of laws. The 

FTC issued orders to telecommunication organizations, such as Verizon, Comcast, and 

AT&T, to use customer data (Boyne, 2019). Participant 2O3 said the FTC wants to know 

what types of data organizations gather. Peha (2016) noted that the FTC seeks to 

understand how much personal data is shared with third parties giving access to customer 

information. The FTC allows customers to access this information and delete their 

information from being viewed. 

The Communication Act of 1934 is a federal law that provides a foundation for 

telecommunications policies for telephone communication. Meghani (2017) wrote the 

Federal Communications Commission regulates and oversees technology in customer 

homes. Participant 1O3 said that the FCC updated the communication act in 1996 to 

define competition of the communication market, which tells telecommunications 

organizations what is done legally to keep their services safe. Delp and Mayo (2016) 
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stated that the FCC is responsible for interstate and foreign communications regulations 

for radio, television, satellite, and wires. 

 The Payment Card Industry Data Security Standard (PCI-DSS) ensures that the 

processing of credit card information is secured. PCI-DSS mandates that Virtual Local 

Area Networks (VLAN) must be secured. PCI- DSS compliance is a certificate that 

groups get to meet all PCI-DSS requirements. Rahaman et al. (2019) expressed that 

securing your customers' payment is vital for every organization. If an organization does 

not comply with the PCI-DSS rules, the organization will risk penalties to the 

organization. Elluri et al. (2018) supported what Participant 3O2 said about organizations 

with e-commerce websites needing to prove to the bank they are qualified to handle and 

process information securely. All organizations must obtain a PCI-DSS security 

certification to do business with a bank over the Internet. Participant 2O1 stated that 

many telecommunication organizations use PCI-DSS to store their customer's data. Elluri 

et al. (2018) stated that for an organization to be PCI-DSS approved, the organization 

must record and store all conversations about the customers' credit card information. PCI-

DSS is an agency that makes sure the organization collecting credit card information is 

safe and has all the capabilities of being a secured organization before allowing the 

organization access to customers' information.  

This subtheme, the use of the Customer Proprietary Network Information, is tied 

to the literature review because an organizational document secures details about the 

customer's telecommunication services. Saxena et al. (2020) mentioned that CPNI has 

customers' sensitive information, call logs, and purchased services. Participant 1O3 said 
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that the primary purpose of CPNI is to create directories that organizations cannot use for 

soliciting. Frieden (2019) discussed the primary purpose of CPNI is to give telephone 

details such as charges, local and long-distance calls, and other types of services on a bill. 

The customer's information is kept unpublished and unknown to the public through the 

agreements of CPNI. Rither and Hoxie (2017) agreed that CPNI is important in 

telecommunication organizations because CPNI legally secures customers' profile and 

telephone account information. IT security managers keep the customers safe and the 

organizations by making sure that the CPNI is always up to date and the organization is 

staying within the guidelines of the FCC. 

Use of CPNI is aligned with RAT because CPNI secures the organization and its 

customer's information. IT security managers secure the organization by securing the 

VoIP telephone system when they are charging customers' credit cards and information. 

The RAT theory emphasizes keeping a crime secured before it happens, just like an IT 

security manager needs to keep the organization from hackers. Eck and Madensen (2018) 

mentioned that if a guardian is absent, then the likelihood of a crime happening is one 

hundred percent, but there will be no crime if there are people around. The same goes for 

IT security managers, CPNI, FCC, and PCI-DSS. If IT security managers are present, the 

likelihood of a crime is at zero percent, but without these factors, an organization does 

not have protection from people who commit crimes. These findings are tied to RAT so 

IT security managers can be aware of what can happen if an IT security manager is not 

following the rules of CPNI, FCC, and PCI-DSS rules.   

Future Consideration 
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 The future security concerns were an additional consideration of future security 

measures for VoIP. Participant 3O2 stated that customers educated on securing their 

information when using their VoIP telephone system supported by any 

telecommunication organization would know how to secure their data. Participant 1O3 

indicated that customers are unaware that people could eavesdrop on their conversations. 

Roy and Kumar (2021) reported that VoIP services are becoming used more within 

organizations, increasing security concerns, such as more ways for hackers to invade the 

VoIP system. A security regulation will help customers and IT security managers feel 

confident that their VoIP system is secured.  

Proper education on securing a VoIP telephone service would help IT security 

managers learn from other IT security managers how to keep their VoIP system secured 

if sufficient education is provided to the customers of those organizations that use a VoIP 

system. Participant 2O3 said that the organization provides each new customer 

information about their new phone system and security while using their telephone 

system. Furnell (2020) stated that many organizations tell customers about 

cybercriminals and ways to protect their passwords from being compromised. Participant 

3O3 noted that cybercriminals get into your ports through DDoS attacks, which send 

many requests to attack the web source in hopes the web source stops functioning. It then 

floods the system, making the VoIP service drop skip calls. Payne and Abegaz (2017) 

mentioned protecting your VoIP service with malware, regularly changing your 

password, and limiting the device used for the internet. Customers who follow securing 
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their VoIP services should be safe when putting their private information over the 

internet.  

Organizations that protect their VoIP system should enforce strong password 

policies that include changing the password every 3 months. Participant 2O2 insists that 

alerting call logs helps alert the IT security managers if something is wrong with the 

VoIP system. Kaur et al. (2017) expressed call logs give detailed information of outgoing 

and incoming calls specifying the call history. Participant 1O3 said that applying 

operating system updates often helps with security fixes that can enhance features and 

improve the stability of the software. Naeem et al. (2020) confirmed that protecting the 

VoIP network from threats helps with vulnerabilities on the network. All updates on the 

VoIP network aim to remove outdated features and add new features that can improve the 

software.  

Lastly, for future consideration for organizations that think about having more 

than one way to secure their VoIP system, all the participants suggest using an all cloud-

based VoIP system or a hybrid VoIP system. Wagdy et al. (2021) proposed a cloud-based 

VoIP system in one area and a Private Branch eXchange (PBX) in another region. 

Participant 3O1 recommended that the PBX be used for people working in the office. The 

cloud-based VoIP system would be for any employees working remotely from anywhere, 

which will benefit the organization because it will be fault-tolerant. The likelihood of the 

organization losing VoIP phone services because of a disaster is minimal. Dinar et al. 

(2020) suggested hybrid VoIP is the best of both worlds when you combine IP and 

analog services to an organization. Participant 2O3 said that an organization that uses a 
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hybrid VoIP system provides flexibility because it allows it to grow to other areas. For 

example, suppose the organization is in New York. In that case, the organization can 

employ employees from across the globe to work from home, allowing the organization 

to branch out to other areas.  

This subtheme, future considerations for VoIP, is supported in the literature 

because the future of VoIP technology is an internet protocol that will be around for 

years. Abualhaj et al. (2019) stated VoIP security is the future of business and needs an 

improved security protocol. Participant 2O1 said that VoIP is more secure than a few 

years ago, making VoIP better than the old phone system. Salahdine and Kaabouch 

(2019) insisted that having a trusted VoIP provider will help with ensuring any suspicious 

behaviors will be detected and fixed. Participant 1O3 said that VoIP will always need 

consistent updates to secure its customers. Therefore, the future of VoIP is essential for 

this literature view as IT security managers work hard at making sure that the future of 

VoIP is secured and helping the organization improve security with their customers. 

Future consideration and CPNI of VoIP are aligned with RAT.  Clarke (2018) 

suggested RAT is a crime prevention methodology focusing on the elements that make 

up a crime. The future of VoIP concentrates on finding ways to keep a VoIP system from 

failing. DeLiema (2017) stated to prevent a crime most effectively. The focus must be on 

all three elements that make up RAT: the target, the capable guardian, and the offender. 

To effectively secure a VoIP telephone system requires an IT security manager to stop an 

attacker from gaining access to an organization and its customer's private information. 

These findings are tied to RAT because the future of VoIP telephone services is essential 
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to all organizations, and knowing what strategies work best to keep a VoIP service 

secured is necessary.  

Application to Professional Practice 

The purpose of this qualitative multiple case study explored the strategies used by 

IT security managers in telecommunication organizations to secure a VoIP telephone 

system in New York. This research study's findings may contribute to business practices 

and help IT security managers effectively manage and secure a VoIP telephone system. 

Analyzing its conceptual framework, RAT and the academic literature helped with VoIP 

security strategies to increase the knowledge of intercepting and misusing. The findings 

are related to IT security managers who secure a VoIP telephone system in 

telecommunication organizations to enhance the organization's telephone system's 

operational safety. The participant of this study contributes to helping secure a VoIP 

system within their organizations. 

VoIP services are used every day, and technology is growing every day. Keeping 

VoIP services secured is required by ensuring that a system is in place to monitor VoIP 

services to help avoid security breaches. IT security managers who provide successful 

security strategies to keep their organization's VoIP system secured can help other 

organizations be successful and allow customers to feel safe when using their VoIP 

services in their homes or business. Salahdine and Kaabouch (2019) believed that when 

hackers have intercepted an organization's VoIP system, it loses the customer's trust in 

the organization. In this study, all IT security managers suggest proper training, and 

customers are supplied with a welcome package to secure their information. 
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All the strategies used by the IT security managers will secure a VoIP system, 

improve the organization's VoIP system, and help customers to keep their system secured 

in their homes and business. In addition, the security strategies used, such as 

authentication, authorization, confidentiality, and encryption, can be best practices for IT 

security managers. 

Implications for Social Change 

The implication for social change from the findings of this study may be helpful 

to an organization's reputation to help decrease identity theft, credit card theft, and help 

their customers feel secure when using their services. The findings from this study can 

add knowledge to IT security managers in telecommunication organizations. The findings 

can help to prevent VoIP telephone data from being intercepted and misused. This study 

will result in a positive social change. IT security managers know about implementing 

security strategies to a VoIP system, so the more secure customers will be.  

The findings explain when IT security managers use their security strategies to 

secure a VoIP system, it improves the organization and the customer satisfaction for 

feeling secure. The study's findings identified the necessary reasons for securing a VoIP 

system, protecting organizations and customers from credit cards, and identifying theft. 

The study findings identify essential for securing a VoIP system in telecommunication 

organizations, which will protect the organization and its customers from intercepting 

their telephone service. The study findings have provided an in-depth analysis of the 

security strategies used by IT security managers, which will positively impact social 

change by protecting the organization and their customer's information. The security 
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strategies used by IT managers will protect the organization and make the customer feel 

secure, making the customers that use VoIP services from telecommunication 

organizations have confidence in the service they are using. Customers need education 

when signing up for VoIP services with a welcome package that will inform the 

customers about sharing personal information over the telephone. The security strategies 

used by IT security managers will protect the organization's VoIP system and help secure 

the organization from data breaches and call interception.  

Recommendations for Action 

The finding from this study divulged the key security strategies that IT security 

managers use to secure a VoIP system. The security strategies to prevent interception and 

data breaches are essential and must be addressed by IT security managers because VoIP 

technology is forever evolving. Therefore, implementing a security protocol should be in 

place for any VoIP telephone system. The strategies that have been effective from this 

study for IT security managers include: 

• Use best practices for VoIP security 

• Use a secure VoIP provider 

• Follow VoIP security recommendations 

• Be aware of future security concerns 

I recommend that each organization have a monitoring system to detect breaches 

before they become severe. Detecting abnormities on a VoIP network is crucial to 

ensuring that the organization and its customer's information are secured. Next, I 

recommend that organizations create a training program for their new and old customers 
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on securing their information. It is essential to train or inform customers who use a VoIP 

telephone system to help them utilize the services to their fullest potential without 

increasing security problems. Also, I recommend that organizations reinforce the 

importance of VoIP security. The benefits of strengthening VoIP security will promote a 

reliable organization that customers are satisfied to refer new customers. Finally, I 

recommend that organizations have a secondary way of getting customers' information in 

place. Usually, customer verbally gives their information over the phone. Organizations 

should develop a way to block out numbers when paying with a credit card. These 

findings support the current literature on security strategies used to secure a VoIP 

telephone system. The conclusions of this study are essential to the organization that uses 

a VoIP telephone system in their organizations. 

The participants in this study are adamant about the importance of securing a 

VoIP telephone system. In addition, the IT security managers suggested that with VoIP 

becoming popular with telecommunication organizations, security challenges will need 

the IT security manager's attention. 

           I will disseminate the results from this study after receiving CAO approval. I will 

send the research results to all nine of the participants. Also, I will share this study in 

ProQuest, where other scholars can view and use my research. Finally, I will present this 

study's findings at security conferences, seminars, and as many people who will listen. 

Recommendations for Further Study 

The findings of this study shared security strategies used by IT security managers 

to secure a VoIP telephone system in telecommunication organizations. However, if the 
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limitation of the study was done in New York, repeating this study in a different 

geographical region of the United States based on the security requirements using a 

different conceptual framework and methodology will assist organizations and IT 

security managers in securing a VoIP telephone system. 

This study added the security strategies used by IT security managers to secure a 

VoIP telephone system. However, additional research is needed due to the small sample 

size of the qualified IT security managers and the telecommunication organizations used 

in the study. Therefore, future work may explore the security strategies with three 

telecommunication organizations and larger sample size. Nevertheless, the study has 

contributed to the literature on security strategies for securing VoIP telephone systems in 

telecommunication organizations. Therefore, it may be beneficial not just for 

telecommunication organizations but to all organizations that use a VoIP system. 

Lastly, some critical issues that should be addressed in securing a VoIP system in 

telecommunication organizations in a recommendation for future research topics were: 

• Researchers should explore an encryption approach to receiving credit card 

information from customers over the Internet. 

•  Researchers should explore an approach that will invest in a security strategy 

to quickly determine if the network is compromised without running a test. 

• Researchers should explore one security strategy to minimize attackers from 

compromising the system and protect a VoIP telephone system. 
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Reflections 

This research process has been a long journey, but I developed as a person and a 

doctoral scholar. My understanding of the topic has grown so much over this journey. I 

was challenged and exhausted at times, but the energy and detail in planning were 

exciting.  I was overwhelmed during the prospectus, proposal, and final phases, but it was 

all worth it. I was interested in how telecommunication organizations secure their VoIP 

telephone system after watching someone write their customer's information on a piece of 

paper. I was curious if someone is listening to the phone conversation between the rep 

and the client. What if someone is eavesdropping on their telephone conversation? As a 

data analyst walking through a call center that used a VoIP telephone system, I wondered 

how the organization is securing its VoIP telephone system. I was motivated to know and 

decided to write this study.  

As an IT professional with over 20 years of experience, I had bias before 

conducting this study about IT security managers' strategies. I thought about many 

different strategies used. I minimized my bias when the participants expressed themselves 

when asking open-ended interview questions, and I listened without giving my opinion. 

As a result, the participant's results from the semi structured interviews were authentic 

and from the participant's experiences. 

Summary and Study Conclusions 

Securing a VoIP telephone system in telecommunication organizations is essential 

to organizations that use VoIP telephones to keep their system safe from attackers 

obtaining their customers' personal information who use their services. The purpose of 
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this qualitative multiple case study was to explore the strategies used to secure a VoIP 

telephone system used by IT security managers in telecommunication organizations for 

improving data from being intercepted and misused. The specific IT problem was that 

some IT security managers in telecommunication organizations lack strategies to secure a 

VoIP telephone system from intercepted and misused data. This qualitative multiple case 

study investigated security strategies used by IT security managers for securing a VoIP 

telephone system. The study answered the research question: What strategies do IT 

security managers use in telecommunication organizations to secure a VoIP telephone 

system from intercepted and misused data? Nine out of 12 IT security managers from 

three telecommunication organizations in New York State participated in semi structured 

interviews. This study indicated that the following are security strategies used by IT 

security managers to secure a VoIP telephone system: 

• Use best practices for VoIP security 

• Use a secure VoIP provider 

• Follow VoIP security recommendations 

• Be aware of future security concerns 

There will always be a need for security for VoIP because VoIP is used over the 

internet, and there will be attackers trying to intercept data and misuse personal 

information for their gain. Therefore, security problems with VoIP will always be an 

issue that organizations would have to address. These organizations would need to 

implement security strategies to keep control over the VoIP system to prevent the 

organization from being compromised (Seaman, 2021). If all security issues are 
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addressed and resolved with VoIP, this would minimize identity and credit card theft and 

help customers feel confident and trust using organizations for their VoIP telephone 

needs. 
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