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Increasing research attention has been placed towards distributed dynamic systems
that integrate sensing, computation, communication and physical processes. A promi-
nent feature of such systems is communication among subsystems via network medi-
ums, and distributed estimation and control schemes can enable distributed dynamic
systems to carry out complicated tasks in a cooperative manner. Utilization of net-
works and exposure to the physical environment means that distributed systems are
more vulnerable to adversaries that include attacks, faults, and disturbances. In prac-
tical distributed systems, a wide range of adversaries exist in various forms (such as
deception attack and denial-of-service attack) that affect various channels (such as the
sensor channel, communication channel and actuator channel). This thesis focuses
on the important topic of developing resilient estimation and control schemes for dis-
tributed dynamic systems to improve the safety and performance in the presence of
adversaries.

Firstly, the simultaneous presence of disturbances and attacks on distributed sys-
tems is tackled by a novel three-stage estimation approach which includes anti-disturbance
estimation, optimal attack detection and detection-triggered attack-resilient estima-
tion. This approach effectively decouples the influence of multiple disturbances and
false data injection attacks existing on the same channel.

In some cases, heterogeneous attacks on different channels can be simultaneously
injected to have a joint effect on distributed systems. Utilizing a novel event-based
update scheme, an adaptive term and a distributed disturbance observer, an event-
based distributed estimation approach is introduced to deal with the joint effects
of aperiodic denial-of-service attacks on the communication channel and unknown
deception attacks on the sensor channel.

While the previous works deal with disturbances and attacks through compensa-
tion and attenuation, some attacks, namely the sparse injection attacks on sensors
are potentially unbounded and cannot be dealt with the observer-based compensation
approach. In such cases, it is more desirable to isolate and remove the sensor chan-
nels that are under attack. In the third section, a switching sparse attack detector
based on a monitoring function utilizes the sensing redundancy to identify and remove
the attacked sensor channels, and a backstepping control scheme is designed for the
practical implementation of the proposed algorithm on a robotic manipulator.

In the final section, adversaries on the actuator channel are studied, where the
challenging topic of unknown direction faults on multi-input-multi-output distributed
systems is dealt with novel Nussbaum functions, and a distributed containment control



scheme is proposed for a network of uncertain nonlinear agents. Moreover, an event-
triggering mechanism is introduced to avoid continuous communication among agents.

The main contribution of this thesis is presenting a framework for the resilient
estimation and control of distributed network systems against a wide range of adver-
saries, including but not limited to injection attacks, denial of service attacks, actuator
faults and disturbances. The approaches introduced in each chapter of this thesis have
compelling features that can be either implemented on their own, or integrated with
other existing control and estimation schemes to enhance the resilience of distributed
systems.
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Chapter 1

Introduction

1.1 Background

Recent years have witnessed rapid development of distributed control systems, which
features communication between sensors, actuators, and controllers across a communi-
cation network [2, 3, 4, 5, 6]. Advantages of distributed systems over their centralised
counterparts include scalability, reduced communication burden, increased area of cov-
erage and ease of maintenance and diagnosis. Distributed control systems have been
applied in a wide range of fields including smart grids, remote monitoring, robotics,
transportation and telecommunications. Through the tight integration of computing,
communication and control technologies, distributed techniques have been utilised to
form cyber-physical systems [7, 8]. From an algorithmic perspective, the main tasks to
be carried out by a distributed control system include distributed estimation, which in-
volves combination of local information from agents in a distributed manner to obtain
the estimation of global information; and distributed control (also known as coopera-
tive control), which is the coordination of agents’ behavior by transmission/reception

of information to/from other controllers.

On the other hand, several factors, including utilization of wireless connection, ex-
posure to the physical environment and wide area of coverage means that distributed

control systems are more vulnerable to various types of adversaries, including but
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1.1. BACKGROUND 18

not limited to disturbances, faults, and cyber-attacks [8, 9]. Such adversaries can be
applied to various channels (sensor channel, communication channel, actuator chan-
nel, etc.) of the distributed control system in various forms (deceptive signal, false
data, denial-of-service, etc.). The typical adversaries faced by the distributed dynamic
system are depicted in Figure 1.1. It is of great significance to place security and re-
silience against adversaries into consideration in the design of distributed estimation
and control methods. Resilient estimation and control aim to enhance the resilience of
distributed dynamic systems against adversaries through approaches such as detection,
estimation, compensation, isolation, and tolerance. The topic of resilient estimation
and control have garnered considerable research interest in recent years. However,
in spite of the progress, it has been noted that some gaps are still withstanding in

research of resilient estimation and control for distributed dynamic systems.

Agent j
\ Agent
False Data —> Sensor Ar/\7 \
'\ y Denial-of-
Deception System Service Agent

\ u
Faults Actuator \ Agent

Figure 1.1: Adversaries in distributed dynamic systems.

The key objective of distributed estimation is for all agents in the distributed
system to acquire full knowledge of the state for the controller to make informed deci-
sions. In a distributed dynamic system, the complete state of the system is not always
accessible to all agents, which makes the distributed estimation problem challenging.
Here, we provide a general formulation of the distributed estimation problem for linear

systems. Consider a linear dynamic system of the following form:
t(t) = Az(t) + Bd(t), (1.1)

where x(t) € R™ denotes the state of the system, d(t) € R™ is the system disturbance

or process noise, and A and B are matrices with appropriate dimensions. Assume that
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the state x is monitored by N sensors, and the N sensors form a cooperative network
whose topology can be described by a digraph G. The measurement model of the ith

sensor can be given by

where y;(t) € R™ denotes the measurement from the ith sensor, v;(¢) € R™ is the
sensor disturbance or communication noise, and C; and D; are matrices with ap-
propriate dimensions. It should be noted that since sensors in a spatially dispersed
network sometimes only have partial measurements of the state to be estimated, the
measurement matrix C; may not always be of full rank. Denote by Z;(t) the estimate
transmitted by the ith sensor, and a typical distributed estimator structure can be
presented as [10, 11, 12, 13]

Bi(t) = Adi(t) + Ki(yi — Cii) + Y agjLij(#: — ), (1.3)

JEN;

where K; and L;; are the gain matrices on the 7th agent. Depending on the performance
requirements and system restrictions, the estimator gain matrices can be selected by
the user to follow some conditions, or solved with linear matrix inequalities. It is shown
in (1.3) that the estimation ; is updated by both its own measurement (referred to as
local innovation) and the estimation from neighbouring agents (referred to as global

innovation).

In this thesis, some open research problems will be addressed, including detection
and compensation of false data injection attacks in the presence of multiple distur-
bances, resilient estimation for systems under multiple heterogeneous attacks, detec-
tion and isolation of sparse injection attacks for nonlinear systems, and tolerance of
unknown direction actuator faults for uncertain MIMO agents performing contain-
ment control. In the following section, a systematic overview of the state-of-the-art
in resilient estimation and control for distributed dynamic systems will be given. The
estimation and control approaches will be categorised by the type of adversary (false
data injection, denial-of-service, sparse injection, disturbances and faults) in consider-

ation.
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1.2 Overview of Related Work

1.2.1 Resilient Estimation

1) False Data Injection Attacks

False data injection (FDI) attack, also referred to as deception attack, is a malicious
signal sent by the attacker with the intent of corrupting the integrity of information.
Replay attack is another widely studied type of adversary that can be considered as a
special case of false data injection attack. FDI attacks are typically sent through the
measurement channel of distributed dynamic systems, such as through the sensors in
a monitoring network. As shown in [14], FDI attacks do not require prior knowledge
of the internal model or the network topology. Therefore, false signals could easily
be mixed with the actual sensor measurement and degrade the accuracy of the esti-
mation or even destabilise the state estimator. FDI attacks are shown to be able to
disrupt the integrity of practical distributed systems and cause severe security loss in
numerous real-life incidents [15, 16]. Motivated by information security concerns, it
is of great importance to investigate secure distributed state estimation methods with
enhanced resilience to FDI attacks. In [17], a x? failure detector towards FDI attacks
on cyber-physical systems was proposed. In [18], Wang et al. proposed a FDI attack
detection and isolation scheme based on unknown input observers. The authors of [19]
investigated secure state estimation based on satisfiability modulo theory; and a joint
state and deception attack estimator via sliding mode was introduced in [20]. [21]
adopts a detector to partition the agents into sets of attacked /attack-free and designs
a saturation-based innovation to limit the effect of attack signals. Many other effective
methods have been given for FDI attack detection and distributed estimation in recent
literature [22, 23, 24, 25, 26, 27, 28]. In existing works, the attacks are often modelled

as an unknown signal that follows some type of boundedness assumption.

It is well known that disturbances from both internal and external sources ex-
ist in distributed control systems. The phenomenon of disturbances being coupled
with attack signals poses a major challenge to the detection and rejection of attacks.

Attack-resilient estimation in the presence of a single disturbance has been studied in
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recent literature. In [29], Guan et al. proposed a resilient attack detection estimator to
deal with the simultaneous effects of FDI attacks, jamming attacks and norm-bounded
disturbances. In [30], distributed estimation in the presence of FDI attacks on sensor
communication edges and Gaussian disturbances was studied. In [1], Ugrinovskii pro-
posed a novel distributed observer structure that is resilient to biasing attacks in the

presence of norm-bounded disturbances via active feedback control.
2) Denial-of-Service Attacks

Denial-of-service (DoS) attacks are a type of adversary with the intent of blocking
the data transmission in distributed systems. DoS could either be inflicted on the
communication or sensor channel of the distributed control system. From a modeling
perspective, the intervals of DoS attack can be modelled by a time sequence H; =
[hj, hj +n;), where h; represents the beginning instant of the attack, and n; > 0
the duration of the attack. The length of the attack can either be described by a
probability distribution, or an aperiodic set of intervals that is restricted through
some boundedness constraints. It should be noted that the effect of DoS attacks is
completely heterogeneous to the effect of deception attacks and cannot be dealt with
a uniform approach. Existing work on resilient estimation against DoS attacks can be
divided into several lines of work. To highlight a few, [31] proposed a game theoretic
approach to model the decision-making of sensors under DoS attacks with energy
constraint; in [32], based on a unified compensation model for DoS attacks obeying
the Bernoulli distribution, the distributed secure state estimation problem was solved
by using Kalman filters; an estimator with resilience towards DoS attacks was designed
by solving a dynamic game with the reinforcement learning method in [33]. In [34], the
performance of a discrete-time distributed system subject to network-induced delays
and DoS attacks was analysed by placing an upper bound on the number of consecutive

transmissions that are affected by the DoS.

It is noted that most of the works introduced above assume that the DoS attacks
follow a probability distribution, and require continuous data transmission among
the agents. Inspired by distributed estimation approaches using event-based updates

[35, 36, 37], more recently, some works have designed event-based update schemes
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to deal with aperiodic DoS attacks. The covariance intersection method and the
collectively observable condition were utilised in [38] to design resilient distributed
Kalman filters. In [39], a multi-mode switching estimator and a dynamic trigger
threshold were introduced for DoS resilient estimation for nonlinear systems. In [40],
a distributed interval estimator was developed based on an adaptive event-triggered

protocol that is based on the latest update.
3) Sparse Attacks

From the previous sections, it can be concluded that both false data injection and
denial-of-service attacks are required to follow some boundedness constraints. On the
contrary, sparse attacks, also referred to as Byzantine attacks or simply sensor attacks
in some literature, assume that the state/measurement of the attacked agents are
arbitrary, under the condition that the adversary can only target a part of sensors.
In the presence of sparse attacks, it is natural to consider approaches that identify
and isolate the attacked sensors, and reconstruction of the correct state under sparse

attacks is intrinsically a combinatorial problem.

Resilient estimation against sparse attacks has been widely investigated in recent
years. The observability of systems under sparse attacks was analysed in [41], and
a definition called strong observability was further defined in [42]. For discrete-time
linear time-invariant systems, the secure state estimation can be performed by col-
lecting the past 7 consecutive measurements and performing static batch optimization
[43, 44, 45, 46]. In addition to the static batch optimization, many effective methods
have been proposed, including the set cover approach [47], satisfiability modulo the-
ory [48], and optimal graph searching [49]. However, the aforementioned results are

computationally demanding, and cannot achieve real time estimation.

For continuous-time linear time-invariant systems, secure state estimation under
sparse attacks has also been studied. To identify sparse attacks, multi-model observers
were designed in [22] and [50]. But the schemes proposed in [22] and [50] suffer from
heavy computational burden because multiple observers are required to run in paral-
lel. With the assumption that the attack signals are bounded, an adaptive switching

mechanism was introduced in [51] to search for the attack mode. In a similar vein,
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a descriptor form sliding mode observer was designed for secure state estimation un-
der sparse attacks, under the conditions that both the attack and its derivative are
bounded [52]. However, for sparse attacks, the boundedness assumptions in [51] and
[52] are unfavorable. In [53], a monitored state observer was introduced for linear
systems under location-varying attacks. The same as in [52], only some sufficient con-
ditions were given in [53] for the existence of estimators in the form of multiple LMIs,

and such LMIs may even have no solutions in some cases.

1.2.2 Resilient Control

Another widely-researched topic in distributed dynamic systems is performing coordi-
nation tasks by designing suitable distributed control strategies. Typical applications
of distributed control include cooperative control of industrial systems such as manip-
ulators [54, 55, 56|, formation control for robots [57, 58] and scheduling of smart grids
[59, 60].

In some aspects, the distributed control problem is analogous to that of distributed
estimation. However, some distinctions between distributed estimation and control can
be found in the problem and system formulation. Firstly, the distributed control task
can be categorised based on the number of leaders into leaderless consensus, leader-
following and containment control. Leaderless consensus is the control problem for all
agents in the distributed system to reach an agreement as a whole. Leader-following
control involves all follower agents to track the state of the single leader agent, and the
objective of containment control is to drive all followers into the convex hull spanned
by multiple leaders. Secondly, obtaining accurate models of practical industrial sys-
tems is a challenging task, and cooperative control for uncertain distributed systems
has received an increasing amount of attention [61, 62, 63, 64, 65, 66, 67]. Finally,
the actuator channel is also subject to security and reliability challenges, which is

motivation to consider resilient distributed control approaches.

During the practical operation of distributed control systems, the actuators of
agents may suffer from unknown faults, which could lead to performance degradation or

even accidents. Ensuring the stability and performance of distributed control systems
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under faults is a topic of both theoretical and practical importance. It is noted that
though the distributed control problem could also be faced with the aforementioned
false data injection, denial-of-service and sparse attacks, faults on the actuators are
the main type of adversary that is relatively unique to the distributed control problem,

and will be the focus of this section.
1) Known Direction Actuator Faults

A wealth of research has been carried out for resilient distributed control with ac-
tuator faults. Authors of [62] developed an adaptive distributed fault-tolerant control
scheme for actuator faults that can be modelled as a constant. A more practical and
challenging type of faults is where the effectiveness of the actuator and the additive
fault signal are time-varying. In these cases, the actuator signal of the 7th agent can

be modelled as

where v;(t) € R™ is the control signal to be designed, and b;(t) € R™*™ and 0;(t) € R™
are unknown. Aiming at time-varying additive faults and partial loss of effectiveness
faults, many effective adaptive fault-tolerant control schemes have been proposed [65,
68, 69, 70, 71]. To name a few, [72] investigated fault-tolerant leader-following for
leaders with uncertain dynamics via a data-driven approach. A reinforcement learning
method was introduced in [73] for the containment control problem. Both sensor
and actuator faults were considered in [74], where adaptive and H,, controllers were
introduced and compared. On the other hand, many engineering systems are multi-
input multi-output (MIMO) systems, where n; in (1.4) is larger than 1, which makes
the resilient control problem more challenging. A number of works have dealt with

the fault-resilient control problem for distributed MIMO systems [68, 75, 76].
2) Unknown Direction Actuator Faults

It has been noted that the aforementioned work are carried out under the assump-
tion that the control directions and fault directions are known, that is, b;(¢) > 0.
However, in many cases, the control/fault directions may be unknown in the con-
troller design process, where practical examples of unknown control direction include

un-calibrated visual servoing and autopilot design of ships [77]. A typical approach to
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deal with unknown control directions is to introduce a Nussbaum function, and this
approach was only recently extended to distributed systems whose control directions
are unknown [78, 79, 80]. However, the application of the Nussbaum function approach
for distributed systems means that additions involving multiple Nussbaum functions
exist for multiple agents in the distributed system, and their effects may counteract
each other, therefore [78, 79, 80] assumed that all unknown control directions in the
distributed system are identical. In another line of work, [81, 82, 83] applied a com-
pensator network to tackle unknown nonidentical control directions, with the trade-off
being increased order of the closed-loop system. The control for MIMO systems with
unknown control direction is a more challenging problem. Some novel Nussbaum func-
tions which ensure that the effects of the multiple Nussbaum functions reinforce rather
than counteract each other were introduced in [84]. In [85], a multiple-model adaptive
control scheme was proposed, where for a ¢-input g-output system, 27 controllers were
required to run in parallel, and 27 estimators were required for each unknown nominal

controller parameter, resulting in considerable computation burden.

In spite of the progress, all the aforementioned research make the assumption that
the unknown control directions are constant and do not experience jumps. Unknown
direction actuator faults, which introduce jumps to the actuation directions are a type
of actuator faults that exists on practical engineering systems such as, spacecraft [86],
power systems [87] and vehicles [88]. The jumps in actuator directions introduced by
the unknown direction faults make the existing Nussbaum function based approaches
no longer valid. Resilient control for distributed systems with time-varying unknown

control direction faults is a challenging problem that has yet to be addressed.

1.3 Contributions and Organization

This thesis aims to address the gaps in current research on resilient estimation and

control. The main contributions of this thesis can be summarised as follows.



1.3. CONTRIBUTIONS AND ORGANIZATION

Resilient Estmation and Control for

Distributed Dynamic Systems

Adversary

Multiple disturbances
and FDI attacks
(Chapter 3)

Heterogeneous DoS and
deception attacks
(Chapter 4)

Sparse injection
attacks
(Chapter 5)

Unknown direction
actuator faults
(Chapter 6)

Solution

Separation of disturbance
and attack with multi-step
approach

Event-based approach
against the joint influence
of heterogeneous attacks

Isolation of attacked
channels via search
and identification

Adaptive and
Nussbaum-function
based approach

Methodology

Disturbance rejection,
optimal attack detection,
attack compensation

Event-based communi-
cation scheme , adaptive
attack rejection and
disturbance observer

Switching K-filter
based on a dynamic
monitoring function

Novel Nussbaum
functions and
contradiction statement

Figure 1.2: Organization and contents of this thesis.

26

e For distributed systems with multiple disturbances and false data injection at-

tacks, a multi-step resilient estimation approach consisting of a composite hier-
archical anti-disturbance observer, an attack detector and a detection-triggered
attack observer is introduced. Compared with existing results, the proposed
approach separates the influence of disturbances and attacks to enhance the

resilience of distributed systems.

For distributed systems under both deception and denial-of-service attacks, a
novel event-based distributed estimator is designed. A novel event-based com-
munication scheme, an adaptive term and a distributed disturbance observer
are introduced, which reduces the communication burden and guarantees the
estimation performance under the joint influence of heterogeneous attacks and

disturbances.

For nonlinear systems under sparse injection attacks, a monitoring function and a
switching estimator are proposed. By utilizing redundancy of measurements, the
sparse attack channels can be identified and subsequently removed to guarantee
the correctness of estimation. This is the first research to consider sparse attack-

resilient estimation for nonlinear systems.
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e An adaptive resilient containment control scheme is designed for a class of het-
erogeneous distributed MIMO systems with unknown direction faults. Through
introduction of novel Nussbaum function-based controllers and a novel contradic-
tion statement, the unknown system parameters and unknown direction jumps
in the actuators are dealt with successfully. Compared with existing research,
the proposed resilient control scheme allows the fault directions to be unknown
and time-varying and only requires the leading principle minors of the control
gain matrices to be nonzero, which relaxes the restrictions on the CGMs and

enhances system reliability.

As shown in Figure 1.2, this thesis consists of six chapters, and a brief introduction

of each chapter is presented as follows.

In Chapter 1, the background and motivation of the estimation and control problem
for distributed dynamic systems are introduced. Then, we review the current research
progress related to resilient estimation and control. The main contributions of this

thesis are also given.

In Chapter 2, related preliminaries including mathematical notations, stability

theory and basic algebraic graph theory are introduced.

In Chapter 3, the resilient estimation problem for distributed systems under mul-
tiple disturbances and false data injection attacks is considered. Disturbances and
attacks co-exist widely in practical systems and distributed state estimation of dis-
tributed systems in the simultaneous presence of disturbances and attacks has been
widely recognised as a challenging issue. In this chapter, an enhanced three-stage
approach for the detection and rejection of attacks is established. First, a multi-layer
distributed estimator with a disturbance observer layer is proposed. Then, an optimal
observer-based attack detection scheme is designed to specify an attack detection logic.
After disturbance rejection and attack detection, an attack-resilient estimator with a
dynamic detection-triggered structure is proposed to actively reject FDI attacks on-
line. This three-stage approach effectively separates the influence of disturbances and
attacks in the distributed estimation process, enabling multiple heterogeneous distur-

bances and attacks across the sensor network to be rejected. A numeric example and
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comparisons are provided to illustrate the effectiveness of the proposed approach.

In Chapter 4, we investigate the resilient estimation problem for distributed sys-
tem under heterogeneous attacks. Distributed control systems, particularly networked
cyber-physical systems are prone to various types of cyber-attacks and disturbances.
An event-based distributed estimation approach is introduced to deal with the joint
influence of DoS and deception attacks under disturbances. A distributed event-based
communication scheme is proposed to guarantee estimation performance in the pres-
ence of aperiodic DoS attacks and simultaneously reduce the data transmission bur-
den. A novel adaptive observer is constructed to compensate for deception attacks.
Moreover, a distributed disturbance observer is proposed for disturbance rejection.
Sufficient conditions for the estimator design are given, which take the joint effects of
DoS attacks and deception attacks into account. The proposed estimation approach is
capable of attack-resilient state estimation subject to both DoS and deception attacks
under disturbances and precludes Zeno phenomenon. Finally, a simulation example
on an IEEE 4-bus power grid demonstrates the feasibility and effectiveness of the

proposed approach.

In Chapter 5, resilient estimation for nonlinear engineering systems under sparse
attacks is addressed. Secure state estimation against sparse injection attacks and
disturbances is a challenging problem of both theoretical and practical importance,
and existing results mainly focus on linear systems despite many practical systems
being nonlinear. In this chapter, a novel secure state estimation scheme is proposed
for a class of nonlinear systems with application to robotic manipulators. A kind of
high-gain K-filters is constructed to estimate the unmeasured states, which can atten-
uate the disturbances to an arbitrary level. Moreover, a monitoring function and a
switching scheme are introduced, which successfully preclude attacked measurements
after a finite number of switching. With these efforts, the proposed estimation scheme
steers the estimation error into a residual set which can be made arbitrarily small by
properly choosing some design parameters, regardless of the disturbances and possibly
unbounded attacks. Both simulation and experimental results on a robotic manipula-

tor demonstrate the effectiveness of the proposed method.
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In Chapter 6, a novel output-feedback adaptive containment control scheme is pro-
posed for a class of heterogeneous multi-agent systems, where the agents are nonlinear
multi-input multi-output (MIMO) systems whose relative degrees are allowed to be dif-
ferent. Unlike existing results, we only require the leading principal minors of agents’
control gain matrices (CGMs) to be nonzero and take into account unknown direction
actuator faults, which relaxes the restrictions on CGMs and enhances system relia-
bility. The difficulties jointly caused by the unknown CGMs, unknown parameters,
and unknown jumps introduced by the actuator faults are successfully overcome by a
novel recursive contradiction argument based on some Nussbaum functions and a ma-
trix similarity transformation. Moreover, an event-triggering mechanism is introduced
to avoid continuous communication among agents and reduce the communication bur-
den. It is shown that all closed-loop signals are globally uniformly bounded and the
containment errors converge to a residual set that can be made arbitrarily small. Sim-

ulation results illustrate the effectiveness of the proposed scheme.

In Chapter 7, the thesis is summarised, and potential directions for future research

are pointed out.



Chapter 2

Preliminaries

2.1 Notations

In this section, some notations and definitions used throughout this thesis are given.

For a vector v(t), its Euclidean norm is denoted as ||v(t)|| = /vT(t)v(t). CI =

n!

ity Where 1is the factorial operator. supp(a(t)) denotes the set consisting of

indices corresponding to the non-zero elements of a(t). For a set S, |S| denotes its
number of nonzero elements. 1, denotes a column vector of dimension n with all
elements equal to 1, and I, denotes the n x n identity matrix. P7T represents the
transpose of the matrix P. P > 0 and P < 0 denote positive definiteness and negative
definiteness, respectively. Apax(A) denotes the largest eigenvalue of matrix A and
Amin(A) denotes the smallest eigenvalue of matrix A. For a real matrix M, we define

the operation H{M} as H{M} = M + M™.

Definition 2.1.1. The Kronecker product of a m x n matrix A and a p x ¢ matrix B

is a mp x ng matrix denoted as A ® B defined as

ClllB s CLlnB
AR B =

amB - am.B
Definition 2.1.2. The function f is globally Lipschitz on R if there exists K € R
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such that |f(z) — f(y)| < K|z —y||, Vz,y € R™.

Lemma 2.1.1. (Young’s inequality, [89]). For a,b > 0 and p,q > 1 such that %—i—% =1
one has

1 1
ab < —aP + -b2.
p q

2.2 Basic Graph Theory

The topological features of a distributed system can be modelled using graphs. In
this section, we introduce some graph theory basics that are essential to distributed

estimation and control.

A graph denoted by G = (V, £, A) with the index set V = {1,2,..., N} represents
a networked system with N agents. £ C V x V denotes the set of edges. An edge of
the directed graph G is denoted by (i,7). An edge (j,7) € £ implies that information
can be transferred from agent j to agent ¢ but not vice versa. In this case, agent j is an
in-neighbour of agent 7, and agent 7 is an out-neighbour of agent j. If for any edge on
the graph, (i, 5) € £ implies (7, j) € &£, then the graph is undirected. A = [a;;] € RN N
denotes the adjacency matrix. Elements of the adjacency matrix a;; > 0 < (j,1) € €
are positive elements representing the directed information transmission, whereas the
adjacency element a;; = 0 if no directed link exists from sensor j to sensor 7. The set
of neighbors of node 7 is denoted by N; = {j € V : (j,i) € £}. The Laplacian matrix
of the graph G is defined as

L=W—-A,

where W = diagh, {w;} with the diagonal elements w; = jen;, @ij represents the
degree of the sensor node, and A is the adjacency matrix. It is clear that since £ has

zero row sums, 0 is an eigenvalue of £ associated with the eigenvector 1.

A directed graph is strongly connected if there exist a directed path from every
agent to every other agent. A directed graph is complete if there is an edge from every
node to every other node. A directed tree is a directed graph, where every node has

exact one parent except for one node, called the root, and the root has directed paths
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to every other node. A spanning tree is a subset of the Graph G, which has all the
vertices covered with minimum possible number of edges. The existence of a spanning
tree in a undirected graph is equivalent to the undirected graph being connected. A
strongly connected graph contains at least one directed spanning tree, therefore the
existence of a spanning tree is a weaker condition than being strongly connected. The
Laplacian matrix £ of a strongly connected graph has 0 as a simple eigenvalue, and

all nonzero eigenvalues have positive real parts.

Depending on the number of leaders, the topology of distributed systems can be
categorised as leaderless, leader-follower, and multiple leaders. For distributed systems
with multiple leaders, containment control can be carried out with the objective to
drive all followers into the convex hull spanned by multiple leaders. Assuming that
the leaders have no in-neighbors, the Laplacian matrix associated with a distributed

system with n leaders and m followers can be written as

L, L
c=| ? (2.1)

OmXTL Ome

where £; € R™™" contains the topology of the leaders and £, € R™™ contains the

topology of followers.

Definition 2.2.1 ([90]). A square matrix A € R"*" is called a nonsingular M-matrix
if all its off-diagonal elements are non-positive, and all eigenvalues of A have positive

real parts.

Lemma 2.2.1. ([91]) Assume that for each of the followers, there exists at least
one leader that has a directed path to the follower. Then, each entry of —L£['L, is

non-negative, and all row sums of —£; 'L, is equal to one.

Proof. Noting that £; is a nonsingular M-matrix, the eigenvalues of £; have non-
negative real parts. Noting that £ contains a spanning tree, £; is non-singular, and all
eigenvalues of £; have non-negative real parts. Since each entry of £, is non-positive,
it can be concluded that each entry of —£; 'L, is non-negative. It can also be obtained

L

that [ Ly Lo ] = 0, and it follows that £41,, = —L51,,, which implies that
Lin

—Eflﬁzlm = 1,,. Thus, each row sum of —£f1£2 equals one.
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2.3 Basic Stability Theory

Consider the system

T = f(x,t), x(ty) =z, x€R" (2.2)

The point 2* € R" is called a equilibrium point of (2.2) if f(x*,t) = 0.

Definition 2.3.1. (Lyapunov Stability) The equilibrium point z* = 0 of (2.2) is
Lyapunov stable at ¢ = t, if for any constant € > 0, there exists a 0 (fp,€) > 0 such
that

[z ()l <o =zl <& V=t

Definition 2.3.2. (Asymptotic Stability) For the system (2.2), the equilibrium point
r* = 0 is asymptotically stable if it is Lyapunov stable, and lim; ,,, xz(t) = 0. If
lim; o, z(t) = 0 holds for any initial state in R"™, the equilibrium point is globally

asymptotically stable.

Definition 2.3.3. (Exponential Stability) For the system (2.2), the equilibrium point

x* = 0 is exponentially stable if there exist a > 0 and 5 > 0 such that
lz(@®)] < allz(0)[le™

holds. If this inequality holds for any initial state in R", the equilibrium point is
globally exponentially stable.

Definition 2.3.4. (Positive Definite Function), A scalar function V(z) is locally
positive definite if V(0) = 0 and = # 0 implies V(z) > 0 in a ball around the origin. If
the above properties hold for the entire space, the V(x) is said to be globally positive
definite.

Definition 2.3.5. (Lyapunov function) If the function V(x) is positive definite, has
continuous partial derivatives, and its time derivative V(z) satisfies V() < 0, then

V(z) is a Lyapunov function.

Lemma 2.3.1. (Barbalat’s Lemma) If a function f(¢) is uniformly continuous for ¢ €

[0,00), and [;° f(t)dt exists, then limy_,o f(t) = 0.
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Lemma 2.3.2. Let V : [0,00) — R and f be a constant. Then

V<—aV4+f, Vt>ty>0 (2.3)
implies that
(alto—t))
V(t) < e @tV (¢) + S fe—, Yt >t >0 (2.4)
(0 «

for any positive constant a.
Proof. First, multiply both sides of (2.3) with e*, and we have
eV 4 etaV < ety (2.5)
Noting that f is a constant, we can integrate both sides of (2.5) over [t¢,t] and obtain
fe  femo

AV (1) < eV (¢ 2.6
eV (t) < eV (o) + T = (2.6)

Dividing both sides of (2.6) with e*, we obtain (2.4) and the proof is complete. W

Definition 2.3.6. (Nussbaum function, [92]) A continuously differentiable function

h(x) : [0,00) > (—00,00) is called a Nussbaum function if it satisfies

1 (v
limsup—/ h(z)dx = oo
0

y—oo Y

1 (v
liminf—/ h(z)dx = —o0.
0

Yy—0o0 y



Chapter 3

Resilient Distributed Estimation
Under Multiple Disturbances and
Injection Attacks

3.1 Introduction

False data injection (FDI) attacks do not require prior knowledge of the internal model
or the network topology, and false signals could easily be mixed with the actual sen-
sor measurement to destabilise the state estimator [14]. FDI attacks can disrupt the
integrity of information in networked systems, and lead to severe security loss, as is
evident in numerous real-life incidents [15, 16]. It is of great importance to investi-
gate secure distributed state estimation schemes with enhanced resilience towards FDI

attacks.

On the other hand, it is well known that disturbances from both internal and ex-
ternal sources exist in networked systems. The coupling of disturbance and attack
signals poses a major challenge to the detection and rejection of attacks. It is noted
that only a single source of disturbance was considered in existing works, which can be
described by either Gaussian [30] or norm-bounded variables [1, 29] and can be sepa-

rated from the attacks. However, in practical scenarios, multiple types of disturbances

35
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co-exist. When multiple sources of disturbances appear in the sensor measurements,
it is difficult to distinguish attack signals from disturbances. Detection and rejection
of FDI attacks for a network subject to multiple disturbances remains a challenging

and open problem.

In this chapter, an enhanced distributed state estimation approach with resilience
to multiple disturbances and FDI attacks is proposed. In many practical cases, a
distinction between disturbances and attacks is that while most disturbances are per-
sistent, the occurrence of FDI attacks is intermittent and irregular. This suggests that
it is possible to estimate and reject some disturbances in prior to the occurrence of
FDI attacks. Inspired by this phenomenon, a novel three-stage approach is proposed
to reject both multiple disturbances and FDI attacks. In the initial stages of estima-
tion, a multi-layer anti-disturbance estimator integrated with a disturbance observer
is proposed for simultaneous attenuation and compensation of multiple disturbances.
This stage can be considered as the calibration/initialization of the system. Subse-
quently, an optimal observer-based FDI attack detection algorithm in the presence of
disturbances is developed and adopted as a trigger to activate the attack estimator.
Finally, a detection-triggered attack-resilient estimator is introduced to actively reject
the effect of attacks. The considered adversaries do not require knowledge of the sys-
tem, measurements or the topology of the network. The main contributions of this

chapter are as follows:

1) For a networked system under multiple disturbances, an anti-disturbance esti-
mator with a novel multi-layer architecture is presented to achieve simultaneous state
estimation and disturbance rejection for a distributed system. Specifically, a distur-
bance observer is constructed in the inner layer to estimate and compensate for the
disturbances with partially known dynamics, and a robust H., filtering scheme is
employed in the outer layer to attenuate the remaining norm-bounded disturbances.
With the proposed disturbance rejection scheme, multiple sources of disturbances can
be dealt with simultaneously. Moreover, with the rejection of disturbances, the false

alarm rate of the subsequent attack detection strategy is significantly reduced.

2) A three-stage resilient distributed estimation approach consisting of anti-disturbance
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estimation, attack detection and attack-resilient estimation is proposed to simultane-
ously reject and attenuate multiple disturbances and FDI attacks in networked sys-
tems. The considered attack model is not assumed to have knowledge of the system,
and the number of considered attacks is not limited. Compared with existing meth-
ods that aim to mitigate or isolate the effects of FDI attacks, the proposed estimation
scheme estimates and compensates for FDI attacks to actively reject their effects whilst

the system remains online.

3.2 Problem Formulation

In this chapter, a sensor network with N sensor subsystems is considered. The
topology of the interacting sensor network is represented with a directed graph G =

(V, &, A). The dynamics of the sensor systems and measurements are given by
&= Az + Gg(z,t) + Bw, (3.1)

where z € R™ and y; € R™ are the state and the sensor measurement, respectively.
A, B,C;, D;, Di, D}, G and H; are known constant matrices with compatible dimen-
sions. g(z,t) and h(zx,t) are known nonlinear functions. d; are external disturbances.
fi are the FDI attacks satisfying |f;| < f,¥Vt > 0, where f is an unknown constant.
The modelling of the FDIs is based on the principle that typically no prior knowledge
of FDIs should be known, and a similar attack model has been studied in [1, 93] and
[94]. In this case, the attacks are assumed to be absent in the initial stages of estima-
tion. w and v; are the norm-bounded disturbances in the system and measurements,

respectively.
Assumption 3.2.1. w and v; satisfy

[wl| < Bu, [Jvil| < B, (3.3)
where (5, and (3 are known positive constants.

Assumption 3.2.2. For any z; and zo € R™, the nonlinear functions g(z,t) and
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h(z,t) satisfy

9(0,t) = 0,[|g (1,t) — g (w2, 0)|| < Uy (z1 — 22)]],

h0,) = 0, [|h (w1, 1) = h (w2, )| < [|U2 (21 = 22)]l, (3.4)

where U; (i = 1,2) are known constant matrices.

The external disturbances d; can be described by the following exogenous systems:
d@:S,Ldl, VZG 1,,N, (35)

where S; are known constant matrices. The model in (3.5) can describe many dis-
turbances in practical engineering systems including Markov stochastic processes in
inertial sensors, wind gust in the environment, jitters and vibrations in various sensor

systems, and rotating mechanisms with eccentricity [95, 96].

Remark 3.2.1. The system model is a nonlinear model with norm-bounded distur-
bances and nonlinear items. The nonlinear items g(x,t) and h(x,t) are assumed to be
Lipschitz. In addition to the norm-bounded disturbances w and v;, which have been
considered in works such as [1, 27, 97] and [98], unknown external disturbances d; on

the sensor measurements are considered in this chapter.

Remark 3.2.2. In this chapter, an assumption on the boundedness of the attack
is made. It is noted that some works do not prescribe the attack signals to follow
any particular structure or to be bounded. Examples include Byzantine attacks [99]
and unbounded sparse attacks [53]. However, for the Byzantine model, the attacker is
assumed to possess knowledge of the graph topology and the system dynamics, which
is not required in our model. Moreover, both the Byzantine and unbounded sparse
model limit the number of attacked sensors. Attack resilience cannot be guaranteed
for those cases if this limit is exceeded, while our model allows for the ‘worst case’

situation where all sensors are corrupted with FDI attacks.

It is clear from the measurement model that the external disturbances d; and
attacks f; are coupled on the measurement information, which is the main focal point
of this chapter. The coupling of disturbances and attacks would cause great difficulties
in the detection and rejection of these signals. Moreover, in a distributed estimator

structure, the detrimental effects of d; and f; will propagate across the network.
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3.3 Distributed Robust Anti-disturbance Estima-

tion

In this section, a novel distributed multi-layer estimator with disturbance rejection
capability is presented. The estimator comprises of two layers: 1) disturbance ob-
server layer, which estimates and compensates for the effect of external disturbances
across the network; 2) a robust H,, estimator layer, which attenuates the effects of
additional norm-bounded disturbances and uncertainties to a predefined level. This
multi-layer architecture enables simultaneous compensation and attenuation for mul-
tiple disturbances, which is akin to the approach taken in CHADC [95, 100]. The main
objective of this estimator is to mitigate the influence of multiple disturbances on the
following attack detection and rejection efforts. This estimation approach is designed
to be performed in the initial stages of sensor network state estimation, in attack-free

environments where FDI attacks f; are absent.

For this purpose, the following multi-layer estimator structure is proposed:

i, = A + K;0; + M, Z a;ni; + Gg(2;,t),
JEN; (3.6)
d; = Sid: + Lidy, VieV,
where 0; and 7;; are the local and distributed innovations, respectively. The estimator
innovations utilise the state estimations from the local node i and its neighbouring
nodes j. The measurements and state estimates are processed at each sensor subsystem

rather than a fusion center. The local innovation ¢; and the distributed innovation 7;;

are defined as
0 = y; — Ci; — Did; — Hih(24,1), (3.7)
nij:i'i—li'j, Vie ).

The first equation of (3.6), which comprises the state estimation layer of the esti-
mator, is updated by both the local innovation and the distributed innovation. The
second equation, which is the estimator for external disturbances cii, has a similar form
to a full order disturbance observer utilizing only the local innovations. K;, M; and L;

are the estimator gains to be computed. Note that the local innovations ¢; utilise not
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only the local measurement y; and the local estimated state x;, but also the estimated
value of disturbance d; from the disturbance estimator to compensate for the effect of
external disturbances in the state estimation. Estimated state information is shared
between sensor subsystem ¢ and their neighbours j through the distributed innovation
ni;- The distributed innovation enables co-operation between neighbouring nodes, and
can be considered as a dynamic consensus protocol. The main distinctions between
the proposed distributed estimator and the distributed estimators presented in [97]
and [98] are that: 1) the proposed estimator adopts a multi-layer structure to per-
form disturbance estimation and rejection, where the disturbance estimations d; are
included in the local innovations 9; as additional control inputs to counter the effect
of external disturbances; 2) the proposed estimator takes additional consideration for

system nonlinearities.

Remark 3.3.1. The proposed estimator (3.6) implements a multi-layer architec-
ture, where the first layer comprises of a distributed state estimator and the second
layer includes a disturbance observer. It should be noted that the proposed estimator
does not pose a limit to the number of disturbances applied onto the sensor network.
Also, since the disturbance observer layer only utilises local innovations, heteroge-
neous disturbances with different characteristics across the network can be dealt with

simultaneously.

Defining the estimation errors as e,; = r — Z; and eg; = d; — a@», the error dynamic
of the proposed estimator can be obtained as follows:

(

+ M; Z ij(€xi — €xj), (3.8)
JEN;

| ¢ai =(Si — LiD})eq; — LiCieni — LiDyv; — LiH;hi(t),
where §;(t) = g(z(t),t) — g(2;(t),t) and h;(t) = h(x(t),t) — h(i:(t), t).

In order to simplify the notations for the information across the entire sensor
network and facilitate the discussions, we denote A = Iy ® A, B = Iy ® B, C =
diagy {Ci}, D = diagjy {Di}, Dy = diagj {Di}, D, = diag) {D}}, 5 = diagy {Si},
K = diag {K;}, L = diag), {L;}, M = diag) {M,}, G = coly{G}, H = coly {H;},
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ex = coly {en}, € = coly{ea}, w = coly {w}, v = coly {v;}, Uy = coly {U,},
Uy = coly {Us}, g(t) = colyy {Gi(t)}, h(t) = col)y, {Bz(t)}, and £ =1, ® L.

According the definition of the Laplacian matrix £ = W — A and its elements [;;,
it is obvious that Z;\il a;j(x; —x;) = Z;\; lijx;. Taking the estimator gain M, and

previously denoted notations into consideration, it can be further obtained that
N N N N ~
Z Ml Z aij(em- — 633]') = Z MZ Z l,-jexj = Mﬁéx
i=1 J=1 i=1 j=1

With the congregate notations and the relation obtained above, defining an ex-
tended error state as € = [ég, éﬂT and d = [wT,TJT]T, the error dynamic across the

entire sensor network can be rewritten as

&= Ae+ Bd+ Gj(t) + Hh(t), (3.9)
where
_ A-KC+ML —KD, . B —KD
A= o | .,B= ],
—LC S — LD, 0 —-LD
. G N —KH
G- = | (3.10)
0 —LH

To facilitate further discussions, the congregate form of the matrices can be divided

into known system matrices and the estimator gains to be solved as
A=A-KC+ ML, B=B-KD, H=-KH, (3.11)

where

} . (3.12)

Assumption 3.3.1. The matrix pair (fl, [CT, E_T}T> is detectable.

Remark 3.3.2. Assumption 3.3.1 is a necessary condition for the distributed estima-

tor (3.6) to be asymptotically stable. For the state estimation layer of the distributed
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estimator, we do not require the detectability of each individual matrix pair (A, C;).
Since the distributed structure allows for a certain level of co-operation between the
sub-estimators, the conditions of detectability for the first equation of (3.6) can be
relaxed to the detectability of the congregate matrix pair (fl, [C_‘T, ﬁNT} T), as stated
in [101].

Extending these results, a similar conclusion for the error dynamics (3.9) can be
reached as in Assumption 3.3.1. Breaking up the composite matrices, the detectability
of the augmented networked system is a result of a number of factors: 1) each matrix
pair (A, C;); 2) the parameter matrices S; and D!; 3) the topology of the sensor
network, which in this case is represented by the Laplacian matrix £. The matrices
from the detectability condition in Assumption 3.3.1, A, C;, S;, D! and L are all known
to the user of the system. The verification for detectability is a static process which

can be performed off-line, before the estimation.

The objective of the proposed estimation method is to simultaneously estimate the
state and the disturbance of each sensor subsystem, and utilise the estimated value
of the disturbance to compensate for its effects. In this situation, accurate estimation
performance is equivalent to the convergence of the error system (3.9). In addition, an
H, performance index is introduced to guarantee that the norm-bounded disturbances
are attenuated. For a predefined level of disturbance attenuation performance v > 0,
the objective of the distributed estimator is to compute appropriate gains K;, M; and

L; to ensure that the following conditions are met:

(P1) The estimation error dynamic (3.9) in the absence of d is asymptotically sta-

ble, and

(P2) For nonzero d, a given disturbance attenuation index v and a predefined

matrix M., a reference output Z = M€ under zero initial condition satisfies

/0 ZT(T)Z(T)dT<’72/O (d¥(7)d(7))dr. (3.13)

In the following theorem, the design of the desired resilient estimator with appro-

priate estimator gains K, L and M that satisfy conditions (P1) and (P2) is presented.
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The first condition ensures that both the state and disturbance estimation asymp-
totically converge to their true values, while the second condition ensures that the

norm-bounded disturbances are attenuated to a predefined H, performance index.

Theorem 3.3.1. For the sensor network estimation with error dynamics (3.9) satis-
fying Assumptions 3.2.1, 3.2.2 and 3.3.1, for a predefined parameter v > 0 and matrix
M., suppose that there exist matrices P > 0 and any @), R satisfying {2 < 0, where

(&, ® PG PH UT UY MT |
x —yI 0 0 0 0 0
* * —/\—1%1 0 0 0 0
Q=] « « # =l 0 o 0 |, (3.14)
* * * * —)\%] 0 0
* * * * * —)\%I 0
| x * * * * * —1I |

and

®, = PA+ AP —-QC—-CT'Q" + RC+ LTRT,
$y, = PB+B"P - QD - D'Q",

with * representing the corresponding elements in the symmetric matrix. Then, by
defining K = P7'Q and M = P~ 'R, the estimator gains can be obtained and the
error system (3.9) satisfies objective in (P1) and (P2).

Proof. In order to analyse the asymptotic stability of the estimator error dynamics,

consider the Lyapunov candidate

Vi) = WPet) + 55 [ eI = a1 ar + 55 [ [0l = o) ] o

AP
(3.15)

From the definitions of Assumption 3.2.2, we have ||g(7)|| < [|U1é(7)|| and ||h(7)|| <

|Use(7)||, which ensures that V' > 0 holds for all arguments. In the absence of d, it
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can obtained that
v =&T (Pjt + flTP> &+ 26T PGq(t) + 26" PHA(t) + N2[||U:é® — [|g()]?]

+ A3 U2e]l” = 1 F ()]

L 1~ 1 - -

<e"[PA+ATP + 5PGGTP + 5 PHHTP + MU UL + XU5 UsJe

1 2

:éTQHé, (316)

where
L. 1 - 1 - -
Oy =PA+ ATP + 5 PGGTP + 5 PHHTP + XUTUL + XU5 Us. (3.17)
1 2

Based on Lyapunov theory, it is shown that the error dynamics in (3.9) is asymp-

totically stable in the absence of d if Q1 < 0 holds.

Then, we focus on the condition (P2) for disturbance attenuation. Let us define

the following auxiliary function

J(t) = V(1) + /0 NZ()I1* = ~*ld(7)]*] dr, (3.18)

which satisfies J(t) = |, ' S(7)dr under zero initial condition, where V is denoted as in

0
(3.15). We have

S(t) =ZY(t)Z(t) — ~*d (t)d(t) + V(1)

=T (t) (1 + MEM)e(t) + 2T (t)PBd(t) — v*d* (t)d(t)

e(t)
=l a'w ||
d(t)
where
On + MM, PB
QQQ_ ~
BTP 2]

It can be seen that 2 < 0 if and only if Q95 < 0 according to the Schur complement
lemma, and it is obvious that €2y; is a submatrix of €2. Hence, it implies that 2 < 0
is equivalent to S(t) < 0. It is clear that J(¢) < 0 when S(¢) < 0 holds, and thus the

condition (P2) is satisfied. The proof is complete. |
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In the estimators proposed in the following sections, the disturbance estimation
is no longer updated by the innovation information, but rather updated using the
previous estimation and the known dynamics of the disturbances. ||é|| < ¢ is proposed
as the condition for the convergence of the estimator (3.6), and the moment that this

condition is satisfied is denoted as t,,.

3.4 Optimal Observer-based Attack Detection

In this section, an optimal observer-based distributed attack detection method is in-
troduced. The detector generates an optimal threshold to determine the presence of
attacks. An attack detection logic is then established to enable the sensor network to
make informed decisions. Using a guaranteed cost performance index as the objective
function, an optimization algorithm with LMI constraints is applied to minimise the

threshold value, improving the sensitivity to incoming FDI attacks.

The local innovations ¢; are selected as the residue signal of the detection due to
its direct availability to the estimator system. Following the definition in the previous

section, the set of local innovation values A = col, {6;} can be denoted as

A =Ce, + Dieg+ Dv + Hh(t) < (C + HUs)e, + Dyéy + Do, (3.19)

where @ = col), {v;}. Since attack detection takes place after the disturbance compen-
sation, here e, is considered as a norm-bounded residue error. A reference output is

defined as

% :MQA == Mgéém + MQDléd + MQD@ + MQHB(t)

< My(C' + HUy)é, + MyDségq + My Do. (3.20)
We consider the sub-optimal guaranteed cost for the Hs performance index as

J, = /O " Tt o(t)dt. (3.21)

The design of observer based attack detection can be described as designing appropri-

ate gains such that:
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(Q1) The state estimation error dynamics é, = (A — KC + ML)é, + Bt is asymptot-
ically stable;
(Q2) The H, performance index J, satisfies J, < J,, where the guaranteed performance

index J, of the proposed reference output is
Ty = Vi + |loll* — el|o]|* — elleal .

where V, = el Pe, and J, is as small as possible. By minimising J, this attack detec-
tion approach aims to minimise the residue’s sensitivity towards disturbances, so that
its sensitivity towards incoming attacks is effectively maximised. The aforementioned
conditions can be effectively represented by an LMI constraint. In the the following
theorem, the design of an attack detection observer is provided such that conditions
(Q1) and (Q2) are satisfied.

Theorem 3.4.1. For the reference output (3.20) and performance index (3.21), if
there exist P > 0 and any @), R such that

Iy g g
Q= % Ty Iy | <0,
* X H33

where
I, =PA+ A"P - QC — (QC)" + RL + (RL)™ + (C + HU,)" My My(C + HU,),
My =(C 4+ HU,) "M MyDy, Tl = PB4+ (C + HU,)"MFM,D,
Moy =DT My MyDy — eI, g3 = DI My MyD, T3 = DY MY MyD — el

and * represents the corresponding elements in the symmetric matrix, then condition

(Q1) is met and the performance index satisfies
Jp = lloll* < & (0)Pe.(0) + elleall” + e[|, (3.22)
with e the infimum of the feasibility of €2, < 0.
Proof. A Lyapunov candidate is defined as
V, = é. Pe,.
According to the error dynamics of e, the derivative of V' can be obtained as

V, =l (PA+ A"P - QC — (QC)" + RL + (RL)")e, + 2¢X PBw.
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Taking the derivative of J,, we have
Jo =V + ol = elloll = elleal = | eX(t) efe) o* || e |

where the condition €; < 0 ensures that condition (Q1) is met. The performance
index J, in (Q2) is minimised by calculating the infimum of the parameter € of the

feasibility of €2y < 0. The proof is complete. [ |

After the design of the attack detection observer, an attack detection threshold can
be specified and a decision logic based on value of the residue signals can be obtained.
In this case, following the previous assumptions on the upper bound of the norm of
I?,

estimation errors ||e,||?, ||ég]|?> and the disturbances ||v]|?, we have a reference in |||

and a threshold value

B = /€L(0)Pe,(0) + e|léa]|? + €]|7]|2 = v/ (Amax(P) + €)e + €fa. (3.23)

This attack detection threshold represents the practical upper bound of the effects
of the estimation error residues and norm-bounded disturbances on the reference signal
0. Defining the residue indicator as p(t) = ||o(t)||, when the residue indicator does not
exceed the threshold, it can be concluded that there are no attacks on the estimator

system. The following logic for attack detection is proposed:

p < 8 — No attack,

p > 3 — attack — alarm.

Remark 3.4.1. It should be noted that the proposed attack detector is effectively
a minimax detector, where the residue’s sensitivity towards attack is maximised by
minimizing its sensitivity towards disturbances. In this case, the attack detector is
proposed as part of the multi-stage framework to facilitate the consequent resilient
estimation efforts. Once an attack is detected and an alarm is raised, our attack
detection logic leads to the activation of the attack-resilient estimator in the next
section. In contrast to the anti-disturbance estimator proposed in Section 3.3, where a

disturbance observer layer is constantly being updated, the attack observer layer to be
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introduced in the next section is only activated when an attack is detected, effectively

reducing the computation load.

3.5 Distributed Attack-Resilient Estimator

In the third and final stage of the proposed method, we focus on developing a detection-
triggered distributed attack-resilient estimator. Resilience to FDI attacks on the sensor
measurements is guaranteed via active attack estimation and compensation. An attack
observer layer provides the estimator with the ability to recover from the effects of
FDI attacks online. In addition, the proposed estimator is equipped with a dynamic
detection-triggered structure, in which the attack estimator layer is only activated in

the event of a detected attack.

Instead of isolating or re-initializing the sensor subsystems that are being attacked,
the proposed distributed state estimator deals with the effect of the FDI attack via
real-time online attack compensation, thereby enabling the sensor network to recover
from FDI attacks without re-initialization. Unlike the research towards the Byzantine
model [99] of attacks, our approach does not impose an upper bound on the number
of compromised sensors. Also, since only the local innovation is utilised in the attack

estimator, our method can deal with heterogeneous attacks across the sensor network.

The initial value of the attack-resilient estimator can be inherited from the estima-

tion of the previous anti-disturbance estimator at the moment %,,:
x(0) = &(t), d"(0) = d(t.). (3.24)
We recall the measurement model from (3.2). At this stage of estimation, FDI

attacks f; are introduced. The FDI attacks are estimated and compensated for by a

full-order attack observer in the event of a detected attack. The following estimator
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structure is introduced:

(
Xi = Axi + K0 + M Z aini; + Gg(xi, t),

JEN;
3.25
; ( J;or, if attack detected, ( )
\ Z 0, otherwise,
where the local innovations 9" and distributed innovations 7;; are defined as
8 =y — Cixi — Did? — Hih(xi. t) — fi,
(3.26)

My = Xi — Xy Vie.

It should also be noted that the external disturbances d; are assumed to be still
prevailing at this stage. Based on the known model of the disturbances and the

previous estimation of the disturbances, the disturbances can be actively updated as

dr = Sd".
Defining the estimation errors as e,; = x; — X; and ey, = f; — fi, the error dynamic
of the proposed estimator can be obtained as follows:

(

éyi =(A — K'Cy)ey + Gg(t) + Bw — K'Dyey; — K'Dyv; — K H;h(t)

+ M Z aij(exi — €xj), (3.27)
JEN;

\éfi == JiDéefi - Jioiefi — JiD;v; — JZHjl(t)

According to congregate notations similar to that in Section 3.3, defining an ex-
tended error state as e, = [}, éﬂT and d = @7, @T]T, the error dynamic across the

entire sensor network can be rewritten as

where
_ A-K,C+M,L —K,D, N B —K,D
An = _ _ s Bn - _ )
-JC —JD,y 0 —-JD
. G N —K,H
gn = aHn =
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The congregate form of the matrices can be divided into known system matrices

and the estimator gains to be solved as

where C,, = [ C D, ] and

o
(@]
SNy
o

Assumption 3.5.1. The matrix pair (An, [CE , /jT}T> is detectable.

Remark 3.5.1. As discussed in Remark 3.3.2, the detectability conditions for the
estimator in Assumption 3.5.1 should be regarded as an extension to the detectability
condition proposed in Reference [101]. However, since the estimator proposed in this
section takes a dynamic detection-triggered structure, when no attacks are detected,
the estimator is reduced to a distributed H,, state estimator and correspondingly, the
conditions for the stability of the error dynamics of the estimator would be reduced
to the detectability of the matrix pair (A, [C’T, ﬂT] T). For the sake of simplicity, we
will focus on the stability of the expanded form of the attack-resilient estimator in the

following theorem.

The objective of the distributed attack-resilient estimator is to ensure that the follow-

ing conditions are met:

(R1) The estimation error dynamics (3.28) in the absence of d is asymptotically
stable, and

(R2) For nonzero d, a given disturbance attenuation index 7, and a predefined

matrix M, the reference output Z = M, €, under zero initial condition satisfies

/0 281V Z(7)dr < 2 /0 (d"(7)d(7))dr- (3.30)

In the following theorem, we present a criteria of the existence of the proposed

attack-resilient estimator with corresponding estimator gains K,,, J and M, where
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for a predefined level of disturbance attenuation, asymptotic stability of the error
dynamic (3.28) is ensured in the absence of d and the disturbances in d are attenuated

to a level according to the H,, performance index.

Theorem 3.5.1. For the sensor network estimation with error dynamics (3.28) sat-
isfying Assumptions 3.2.1, 3.3.1 and 3.5.1, for a predefined parameter ~, > 0 and a
matrix M, if there exist P > 0 and @), R satisfying {25 < 0, where

Ny N, PG PH U U} M

x  —v2 0 0 0 0 0
* * —)\i%] 0 0 0 0
Qo= | « * * —/\172] 0 0 0 , (3.31)
* * * * —)\%I 0 0
* * * * * —)\gl 0
* * * * * * I

and

N, = PA,+ A'P - QC, —CrQ™ + RL + L"R",
Ny = PB, +B'P - QD - D'Q",

with * representing the corresponding elements in the symmetric matrix, then by
defining K, = P7'Q, M,, = P7'R, the estimator gains can be solved such that the
conditions (R1) and (R2) are satisfied.

Proof. Noting the difference between A/A,,B/B,, K/K,, M/M,, and C/C,, the

proof can be given similarly to that of Theorem 3.3.1.

Remark 3.5.2. The main differences between the attack-resilient estimator proposed
in (3.25) and the anti-disturbance estimator (3.6) are that: 1) The estimator (3.25) has
a detection-triggered dynamic structure, which would significantly reduce the compu-
tation load of the estimator when no attacks are detected, whereas the estimator (3.6)
has a fixed expanded multi-layer structure and higher computational load, but is only
designed to be updated for the initial stages of estimation; 2) The model of the exter-

nal disturbance d; is supposed to be known, whereas no prior knowledge on the attack
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is required. In many existing literature [1, 93], the attack on sensor measurements

is assumed to be an injection of constant bias, a type of model which the proposed

method is proven to be able to reject with sufficiency.

The proposed enhanced distributed state estimation algorithm is summarised in

Figure 3.1 and Algorithm 1.

Reference Threshold
output and logic
o Attack 'B
Anti- —) E meesssmms)  Attack-
Disturbance Detector resilient
Disturbance- yl. Estimator Estimator
Corrupted &
Sensor —) = d" Initial Estimations ;2’,, f'
Measurements v 2(0), d"(0)
3

Figure 3.1: Schematic of enhanced approach to disturbance and attack rejection in
distributed estimation.

Algorithm 1 Enhanced Distributed State Estimation

W o=

10:
11:
12:

for Each sensor ¢« € N do
Initialise and design a bank of estimators (3.6) for the sensor network (3.2);
Update set of local and consensus innovations 9;,17;;; solve LMI €2, compute
estimator gains K;, M;, L;;
Output state estimation z;, disturbance estimation d,
if ||e|]| < e then
Solve LMI €2y, compute e¢;
Generate the attack detection threshold £ in (3.23);
Design new bank of estimators (3.25) for sensor network (3.2), initialise
estimation values x(0),d"(0) as in (3.24);
Update set of local and consensus innovations 9", n;3; solve LMI €5, compute
new set of estimator gains K", M, J;, output state estimation y;
else Continue with estimator (3.6)
end if

end for

3.6 Numerical Examples

Now, a simulation example is presented to demonstrate the effectiveness of the pro-

posed method. A sensor network consisting of four sensor subsystems is constructed
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where the target state evolves according to (3.1) and the sensing mechanism is given

in (3.2).

—0.98 0.40
0.15 —0.75

In the following simulations, the system parameters are given as A =

B = [ 0.16 0.18 }T, ¢, = [ 0.82 0.62 ], Cy = [ 0.75 0.60 }, Cs = [ 0.74 0.75 },
Cy= | 0.75 0.65 |, Dy =018, Dy =012, Dy = 0.16, Dy = 0.14, Dy = [ 022 0.24 |,
Dy = [0.20 0.20 }, D3 = [0.10 0.10 ], Dy = [0.16 0.16 }, Dy = 0.24,
Dy = 0.20, Doy = 0.10, Doy = 0.10, 81 = B = 1, G; = H; = 1 (i = 1,...,4), and
the nonlinear items are defined as g(z,t) = sin(107t)x(t), h(z,t) = 0.5sin(107t)z(t),
which satsify Assumption 3.2.2 with U; = I, and Uy = 0.515. In the following results,
the first and second states of the system are denoted as () and £ respectively. The
Laplacian matrix representing the topology of the connected sensor network is given
below, where it can be verified that the detectability conditions in Assumptions 3.3.1

and 3.5.1 are satisfied for this set of parameters:

-1 2 0 -1
L=

-1 -1 3 -1

-1 0 -1 2

In this simulation, the exogenous disturbances are constructed in the form of (3.5),

0 —0.1 0 —1 .
and defined as S} = Sy, = Sy = , O3 = , representing har-
0.1 0 1 0

monic disturbances with different frequencies. The initial value of the state is given

as zo = 5 and the initial values of the disturbances are given as [ 4 4 ]T.

First, the performance of the anti-disturbance estimator is assessed. The LMI (2 is
solved by the LMI toolbox in Matlab, where the reference output is defined as in (3.13)
with M, =[1 1 ]and vy =0.3. Comparing the estimation performance of a generic
distributed H, filter (Figure 3.2) without disturbance rejection with the proposed
anti-disturbance estimator (3.6) (Figure 3.3), it is clear that the measurement of the
generic filter is severely affected by the disturbance, whereas the proposed estimator
(3.6) effectively rejects the effects of disturbance through disturbance estimation and

compensation.

Y
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Figure 3.2: State estimation error e, of an H,, estimator under disturbances.

In the case of Figure 3.3, defining ¢ = 0.05, it can be obtained that ¢, = 18s.
According to the proposed multi-stage approach, the system carries on to the attack-
resilient estimator in (3.25) and an attack detection criterion is simultaneously com-
puted by solving the LMI constraint {2; to obtain the optimal detection threshold.
The infimum of € for the feasibility of €2y is solved as ¢ = 0.5681, the corresponding
optimal threshold is obtained as = 0.748 and an attack detection logic is developed
based on this threshold.

The FDI attack signals on the sensors are set as constant biasing signals. A signal
of the amplitude of 5 is applied on sensor subsystems 2, 3 and 4 at ¢ = 25s, and
a signal of the amplitude of 10 is applied on the 1st sensor subsystem at ¢ = 50s.
As displayed in Figure 3.4, the FDI attacks are confirmed to have taken the local
innovation 9; above the threshold and activated the attack estimation. In the event of
attacks, the constraint {2, is solved to obtain the corresponding estimator gains across

the network. Again, a generic distributed H, filter (Figure 3.5) is compared with the



3.6. NUMERICAL EXAMPLES 25

(O]
&t |
@

4 x1 |
(3)
ex1

()|
ex1

0 20 40 60 80 100

time(sec)

ol = |
e)(2
@)

4 Ex2 4
®3)

3 ex2 ]

| )

| e)(2

27

| \

0 S

0 20 40 60 80 100

time(sec)

Figure 3.3: State estimation error e, of the anti-disturbance estimator (3.6) under
disturbances.

attack-resilient estimator (3.25) (Figure 3.6). From Figure 3.5, it is shown that not
only the attacked sensor subsystems, but all sensor measurements in the network have
been heavily biased by the FDI attacks. Comparing Figure 3.5 and Figure 3.6, it can
be seen that the proposed attack-resilient estimator can successfully detect and track
the value of the attack and simultaneously reject the attack via compensation in the
estimator structure, enabling the sensor measurements to actively recover from the

attack via online attack compensation.

It should be noted that the model of attack in this simulation study is similar to
the biasing attack in References [1] and [93]. However, different from the approach
taken in References [1] and [93], our proposed approach considers and effectively deals

with the coupling of multiple disturbances and attacks.
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Figure 3.4: Response of residue p and threshold 5.

For the purpose of further highlighting the the advantages of the proposed esti-
mation methods, comparisons with existing methods are carried out in the following.
We suppose that the sensor network is subject to the same multiple sources of dis-
turbances and FDI attacks as described above. Figure 3.7 displays the comparison
between the multi-stage estimation approach proposed in this chapter and the method
presented in Reference [1]. From Figure 3.7, we can see that the estimation strategy
proposed by Reference [1] can not estimates the states accurately due to the presence
of multiple disturbances, while the method proposed in this chapter can achieve better
performance due to the introduction of a robust anti-disturbance estimation scheme

in addition to the attack-resilient estimator.

3.7 Conclusions

In this chapter, an enhanced resilient distributed estimation approach has been pro-
posed for sensor networks subject to multiple disturbances and FDI attacks. The
proposed approach consists of three stages. In the initial stages of estimation, an
anti-disturbance estimator with a multi-layer architecture is introduced to simulta-
neously compensate and attenuate the effects of multiple disturbances in the sensor
measurements. Then, an observer-based attack detection scheme is introduced, where

local residue signals are compared to an optimal threshold to determine whether an



3.7. CONCLUSIONS 57

0 50 100 150 200

time(sec)
M
10 Caf
@)
e
L x2| |
0.8 o)
\2
061 )
€0
04r1 1
M’m."“""
02r ‘l
0r
0.2k I \ . 1
0 50 100 150 200

time(sec)
Figure 3.5: State estimation error e, of an H, estimator under FDI attacks.

FDI attack is present. Finally, an attack-resilient estimator with a dynamic detection-

triggered structure is introduced to develop resilience towards FDI attacks.

The proposed enhanced three-stage approach effectively deals with the coupling
between FDI attacks and multiple disturbances. Compared with existing resilient
estimation results, which only consider a single source of disturbance, our approach is
shown to be able to actively reject FDI attacks in the presence of multiple disturbances.
Another feature of the proposed scheme is that it can deal with arbitrary number
of heterogeneous disturbances and attacks across the sensor network. Furthermore,
a novel detection-trigger architecture reduces the computational load of the attack-

resilient estimator.

On the other hand, in addition to false data injection attacks, denial-of-service
(DoS) attacks is another typical type of cyber attacks that is likely to simultaneously

exist on distributed systems once the cyber defence is compromised. DoS attack
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Figure 3.6: State estimation error e, of the attack-resilient estimator (3.25) under FDI
attacks.

signals are completely heterogeneous to the attack and disturbance signals considered
in this chapter. This motivates us to consider resilient distributed estimation towards
heterogeneous attacks. In the next chapter, an event-based communication scheme

will be designed to mitigate the effect of DoS attacks.
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Figure 3.7: Comparison between proposed resilient estimation scheme and the method

in Reference [1].



Chapter 4

Event-Based Resilient Distributed
Estimation Under Multiple

Heterogeneous Cyber-Attacks

4.1 Introduction

Typical cyber-attacks on networked systems include denial-of-service (DoS) attacks
[102], which block the communication channels in the network to prevent data trans-
mission, and deception attacks [103, 104], which corrupt the integrity of the system to
alter the state or maliciously tamper measurement data. For systems under a single
type of attacks, many effective estimation approaches have been proposed. However,
despite the research progress, it has been noted that in most existing work, only a sin-
gle type of attacks was considered. However, in practice, networked CPSs are prone
to multiple heterogeneous types of attacks and disturbances, as once the cyber-layer
defense is compromised, the attacker is likely to simultaneously launch DoS and de-
ception attacks to maliciously modify system’s states and block signal transmission.
The presence of multiple heterogeneous cyber-attacks poses additional difficulties for

the distributed state estimation problem, since attacks of different nature cannot be

60
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dealt with a uniform approach. Recently, some research [29, 105, 106] investigated dis-
tributed state estimation for systems under both DoS and deception attacks. However,
some notable gaps still exist in the research on this topic. Firstly, the works mentioned
above assume that the presence of DoS attacks follows a probability distribution, which
is often a strict assumption in practical applications. Secondly, the existing works are
based on the assumption of continuous data transmission in the network, leading to
significantly higher consumption of network resources compared with the event-based
approach. Thirdly, in the aforementioned work, reconstruction and compensation of

deception attacks is not considered, which limits their attack-rejection capabilities.

In the mean time, multiple sources of disturbances may also seriously influence the
performance of CPSs. In the simultaneous presence of both attacks and disturbances,
disturbances could be mixed and become indistinguishable with the attack signals
if the disturbances are not rejected properly. Therefore, the disturbance estimation
and compensation is a critical problem for the performance of attack-resilient state
estimation. All of the aforementioned estimation approaches deal with disturbances
via either disturbance attenuation under an Hy/H,, framework or filtering under a

stochastic framework, instead of active disturbance estimation and compensation.

Moreover, though event-based transmission schemes have been proposed to re-
duce network transmission burden whilst maintaining a desired level of estimation
performance [35, 36, 37], the balance between the event-based mechanisms and the
estimation performance requires significant reconsideration when a number of data
transmissions are blocked by DoS attacks. There is a demand for novel event-based
communication schemes to cope with the adverse effects of DoS attacks on the network

transmission.

To address the above challenges, this chapter presents an event-based distributed
state estimation method for systems under multiple heterogeneous cyber-attacks and
disturbances, where the attacker simultaneously launches DoS attacks on the measure-
ment transmission channels and deception attacks on the agents, as shown in Figure

4.1. The main contributions of this chapter include the following.

1) Considering that practical CPSs are prone to multiple heterogeneous types of
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Figure 4.1: Schematic of the distributed state estimation of a networked system under
DoS and deception attacks.

cyber-attacks, non-periodic DoS attacks and time-varying deception attacks are con-
sidered simultaneously. A novel event-based distributed state estimation approach is
proposed to provide resilience towards the joint influence of DoS and deception attacks

under disturbances.

2) A novel distributed event-based network communication scheme is introduced,
which reduces the data transmission burden with consideration towards the adverse
effect of DoS attacks. Meanwhile, Zeno behaviour is successfully precluded. An adap-
tive term is designed for reconstruction and compensation of unknown time-varying
deception attacks, and a distributed disturbance observer is introduced for estimation

and compensation of disturbances.

4.2 Problem Formulation

A networked system with IV sensors is considered. The topology of the interacting
sensor network is represented by a directed graph G = (V, £, A). The dynamics of the

observed system can be described by

& = Az + Bd + Ff(t), (4.1)
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where z € R™ is the state vector, d € R™ represents the disturbance in the system,
f(t) € R is an unknown deception attack, and A € R"*" B € R"™*" and F € R™

are known constant matrices.

Define the sequence of DoS attacks as hg < hy < hy < .-+ < 400. The jth
(j =0,1,2,...) DoS attack interval can be denoted as H; = [h;, h; +7n;), where h;
represents the beginning instant of the attack, and n; > 0 the duration of the attack.
It is clear that hji; > h; +1n;. We define ®(t) = Uhje[tmt} [hj, hj +n;) N [to, t] as the
time periods when the network is subject to DoS attacks, and W(t) = [to, t] \®(¢) as the
time periods when the network is free from DoS attacks during [to, ¢). For convenience,

it is assumed that the initial time instant tq € W(¢).

Assumption 4.2.1. There exist an unknown constant ¢ and a known non-negative

function () such that |f(t)| < ep(t).

Remark 4.2.1. The above definition puts a time-varying deception cyber-attack
into consideration, which maliciously alters the state of the system, similar to the
definitions given in [94]. Together with the DoS attacks, attackers can design hetero-
geneous attacks that simultaneously block network communication and alter system
states. From the defender’s perspective, it is fair to assume that the attack has an
energy constraint. Similar assumptions on the deception attacks are given in existing
literature [1, 29, 94, 103, 104]. In practical scenarios, the defender can obtain some
information of the attack signal by monitoring the target for a period of time. In
this chapter, the presence of deception attacks, DoS attacks and disturbances will be

considered and dealt with simultaneously.

The measurement model of the ith sensor is given as
yi = Cix + Did, Vi€V, (4.2)

where y; € R™ is the measurement from the ith sensor, and C; € R™*" and
D; € R™*" are known constant matrices. A total of N sensors exist in the net-
work following the topology defined by the graph G. In this chapter, we consider a

class of disturbances d in the following form:

d=S8d+~, (4.3)
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where S € R"*™ is a known matrix, and v € R™ is unknown and satisfies ||]|* < v

with 7, > 0 an unknown constant. We assume that = and d are bounded.

Remark 4.2.2. In this chapter, the disturbances under consideration are formulated
by an exogeneous system (4.3). The parameter matrix S can be determined by param-
eter identification methods or even direct measurement. The potential limit for this
assumption is that the modelled representation of disturbances will not always be ac-
curate. For this purpose, the uncertainties in the disturbance dynamics are accounted
for by the additional norm-bounded term ~ to provide a more general description of
the disturbance, making it more general than the disturbance model considered in

(3.5).

4.3 Event-Based Communication Scheme

Event-based communication schemes have been demonstrated to be effective for im-
proving the utilization of communication resources for networked systems by reducing
the number of transmissions. In this section, a dynamic event-based communica-
tion scheme is proposed to reduce network resource consumption and provide the
estimator with resilience towards non-periodic DoS attacks. With the proposed com-
munication scheme, each estimator will generate its own event update sequence, and
Zeno behaviour is strictly precluded for all estimators by deriving a positive minimum

triggering interval.

First, we define the sequence of event time for estimator i (i € V) as t;o < t;1 <
tio < ---- < 400, where ;5 := typ. The event-based communication scheme dictates
that the estimators shall only share their information to the neighboring estimators at

these event instants. To generate a condition for event-based update, we define

~

where #; and d; are the estimations of the state z and the disturbance d generated by

the ith estimator to be designed in the next section. Moreover, define

~

gl(t) = .i'l(tz’k) + de<tz,k)7 YVt € [f}“g, ti,k+1>7 (45)
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where k£ = 0,1,2,.... Define the signal
[Lz(t) = Sl<t> — gi(t), Vit € [ti,kati,k+1)~ (46)

It is clear that the presence of the DoS attacks will block updates of network trans-
mission, and therefore the network should seek a stable rate of update when DoS
attacks are detected. Here, a novel event-based communication scheme is proposed to
determine the communication instants with consideration towards DoS attacks, given
by
inf{t > tip | l@)* > wi(t)}, i tip € V(D)
ti,k+1 - (47)
ti,k + o, if ti,k € (I)(t),

where o > 0 is a predefined constant, and w;(t) is a dynamic threshold given by
@i(t) = —piwi(t) — gl ()* + <, (4.8)

with p; >0, ¢; > 0, G > 0 and @;(fp) > 2. This communication scheme follows a
distributed event-triggered condition when the network is reliable, and switches to a

fixed update interval when DoS attacks are detected in the network.

Define the latest triggering time instant of the ith estimator during the time interval

[to,t] as g;(t) = max{t; x|t; < t}. Then, noting t, € U(t), we iteratively define

toj+1 = min{t; , > t9;|0:(t) € O(t) for at least one i € V}, (4.9)
t2j+2 = mln{t > t2j+1|gi(t) € \Il(t) for all 7 € V}, (410)
where j = 0,1,2,.... Here, tyj11 denotes the earliest triggering instant after ¢5; when

at least one estimator is under DoS attack, and t,;;2 denotes the earliest triggering
instant after ¢5;41 when all estimators in the network are free from DoS attacks. The
definitions above allow us to quantify the effect of DoS attacks with the event-based

updates and facilitate the estimator design.

In consideration of the DoS attacks, we further define ¢;(j) as the number of com-

munication failures on the 7th estimator caused by the jth attack, and let

We can further define the frequency of blocked communications from DoS attacks as

() — —<0)

SR 3+ ) A (4.12)
toj13 — tojq1
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Remark 4.3.1. A dynamic event-triggering condition is introduced in (4.7). Advan-
tages of this event-triggered scheme include: 1) Each estimator has its own triggering
sequence, which offers additional flexibility compared to the centralised triggering con-
dition in literature such as [107], where the network shares a triggering sequence; 2)
The value of the event-triggering threshold is state-dependent. Compared with static
parameter-based conditions, it is easier to acquire an appropriate set of parameters; 3)

Zeno behaviour can be strictly precluded by obtaining a positive inter-event interval.

Remark 4.3.2. The definition of DoS attack frequency in (4.12) provides an alterna-
tive to the definition based on probabilistic assumption in work such as [29, 105, 106]
to accommodate non-periodic DoS attacks. This definition is more practical since
attackers will likely launch their attacks without following any specific probability dis-
tributions or determined periodic features. The energy constraint of DoS attacks is
described by the frequency ¢ (j). The design parameter o determines the fixed inter-
val in which the network updates when DoS attacks occur. The value of this interval
allows us to quantify the effects of DoS attacks to the event-based update and facili-
tates the stability analysis. In practice, o should be carefully selected by the user as

a relatively small number.

4.4 Estimator Design

In this section, a distributed resilient estimator structure and a novel compensation
term for deception attacks are introduced. With the communication instants defined

in (4.7), we introduce the signal s}(¢) € R™ for the ith estimator as follows:

s;(t) = si(tig), Yt € [tig, tins1),

S; tz s if tz c v(t s
s (tig) = ie), 1 fig € W) (4.13)
Si(ti,k—1)7 if tiJ{; S (I)(t)

And define the distributed innovations as

&i(t) = Z%’(Sz’(t) —s4(1)), (4.14)
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N

() =) ay(5:(t) — 55(t)), (4.15)

&) = Z aij (57 (t) — s5(t)). (4.16)

In addition, we can obtain e;(t) = & — & = Z;V 1 @ij(p; — pj). Then, the estimator

associated with the ith sensor is designed as

& = Ad; + Ki0; + M& + Bd; + Fu(t),
R R (4.17)
d; = Sd; + G;0; + Ji&, VieV,
where z; and CZ, are the estimations of the state x and the disturbance d generated
by the ith estimator, respectively, v; are the compensation terms for the deception
attacks to be designed, K; € R"=*™i M, € R"*" G, € R"*™ and J; € R"*" are
estimator gains to be determined, and §; € R™ represents the local innovation, given
by
6; = yi — Ci&; — Did;. (4.18)

Denote the state and disturbance estimation errors as Z; = ¢ — z; and J, =d— dz-,
respectively. In order to simplify notations and facilitate further discussions, we denote
A = diagy{A}, B = diagy{B}, F = diagy{F}, C = diagi{C;}, D = diagh{D;},
S = diagy{S}, K = diagh{K,}, M = diagi{M;}, G = diagh{G.}, J = diagi{J;},
i = coly{#;}, d = coliy{d;}, e = coli{e;}, 7 = coly {7}, v = coliy{v;}, f = coly{f},
¢ = col\ {&}, € = coli {&}, & = col\ {&}, Iy = diagy {1y}, Lo = LRI, Li= L ® B,
and L = (L. Ly].

Define an extended estimation error across the sensor network as x = [#7,d"]T. It

is clear that £ = £y. Then, we have

X=(A—KC— ML)+ F(f—v)+T7— M(E(t) — (1)),

where
_ A B _ K . M _ F
A: _ ’IC: 7./\/1: 5 pr— ;
0 S G J 0
- - 0
cz[c D},z: . (4.19)
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It can be checked that when the network communication is reliable (in the absence of

DoS attacks), £*(t) = £(t), and the system error dynamics can be rewritten as

Xx=(A-KC—-MLX+F(f—v)+1I7— Me. (4.20)

For the deception attacks with unknown upper bound, the following adaptive com-
pensation term v;(t) is designed:

B E9*(t)
VIWibi|2202(t) + €

where ¢; are design parameters, and &; are the estimations of the upper bound e
updated according to

éi<t) = —a1€(t) + 2a20(t)|W;04|, (4.22)

with W; € R™ gain matrices and @, > 0 and a, > 0 design parameters. Define

& =¢e — & and W = diag’y, {W;}. The following assumption is made.

Assumption 4.4.1. The matrix pair (A, [CT, £T]T) is detectable.

4.5 Performance Analysis

Now, we are ready to establish our main theorem of this chapter.

Theorem 4.5.1. Under Assumptions 4.3.1 and 4.4.1, consider the distributed estima-
tion of the network system with error dynamics in (4.19), the adaptive compensation
terms in (4.21) and the adaptive laws in (4.22). Suppose that there exist matrices
P, >0,P, >0, Q and R, positive constants O, 6, 6, and 03, and a positive integer j*

such that
- - - 1 S
H{PA - QC+ RL} + G—RTR + 60,77 < -0l (4.23)
1
PF=C"WT", (4.24)
pi > 91“5”2 — 4, (4.25)
()< =2 iz (4.26)

(o1t 09)0’
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where P = diag{ Py, P»}, 01 = min{%m, an, o (it ai—011L)12)}, 02 = max{)‘;r:‘ (}1?))7

01||L|12A, @y, 260, } with A = max{+—"+ /\mm pwiat )il)lf(llp }, 0 < 00 < 01, and

1 o~ .
—RYR+0,LL + 01" T. (4.27)

- o1
:H{PA—QC+R£}+9—RTR+ 7
1 2

Then, by defining K = P~*Q and M = P~'R, the estimator gains can be obtained

and the error system (4.19) is stable.

Proof. Define the following Lyapunov candidate:

V() =V()+ ) wi(t), (4.28)
where N
V(t) = S OPYW + > 2 (4.20)

In view of the definitions in (4.9) and (4.10), two cases are considered when calculating

V(1).

Case 1: t € [ty;,t9;+1). In this case, £*(t) = £(¢) and (4.20) holds. In view of (4.20),
noting K = P~'Q, M = PR, and

we can obtain

V(t) =X"()H{PA — QC + RL}X(t) + 2X" (t) PE(f — v)

|®|

N N
+ 2T I7 — 2X (D) Re(t) + Y —&i6i — 2> [Widiléip(t). (4.31)
=1 =1

az
Using Young’s inequality, it can be readily checked that
- L -
=2 (t)Re(t) <-X" (t)RTRX(t) + bre” (t)e(t)

<X X' (ORI RX(t) +91\!E\\22Hm(t)|\2- (4.32)

Taking (4.23), (4.24), (4.31) and (4.32) into consideration, and noting ||v||* < 7., the

derivative of V (t) satisfies
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V(1) < —OlIx(0)? + 28" () PF(f — —||7||2+Z—6181
—22|W6|ez )+ 01" (t)e(t)

I
< —Ofx( ||2+2Z|W5|690 _22|W5|5190> 9—3||7||2+

=1
N G N
Z::d—e 2Z|Wéysz ) + Ore ()e(t)+;2q
N N
- N ar . arN
<—O|XDOI* + ym + Ore B)e(t) = Y —EX(t) + ——&? 2¢;
S OIROI + grom + 0 (0elt) =3 g2 280) + et + 32
aN , N al
[/ 2 2
SO+ Gt g+ AP )] +Z2
=TV () +u+ 6. L] Z i (1) 1%, (4.33)
i=1
where T, = mm{m,al}, and ¢ = ‘“N g2 + o5 N+ SN 2¢;. Tt follows from (4.8)
that N N
Zfﬂi(t) = Z(—Piwi(t) — gl + ). (4.34)
i=1 =1

Combining (4.33) and (4.34), we can obtain

V(t) < =TV (t) + 2(91”5”2 —a)lll® = pwilt) + Z§ + . (4.35)

i=1

In this case, we know from (4.7) that ||u;(t)]]* < w;(t). Thus,

Mz

V(t) < =TV () = Y (pi +a = OullL]*)wilt +Z<Z+L1

=1

<—oaV(t)+ 1, (4.36)

For all t € [ty;,t25+1), it follows from (4.36) and Lemma 2.3.2 that

V(t) <V (ty,)el (712D 4 f_1(1 — elmarlt=tz)) (4.37)
01
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Case 2: t € [tgj+1,t25+2). In this case, the system error dynamics satisfies

X(1) =(A — KC — ML)X(1) + F(f(t) —v(t)) — M(E(t) — () + 7, (4.38)
and the derivative of V() is given by
V(1) =XT(1)H{PA — QC + RLIX(t) + 2X () T7 + 2X () PF(F (1) — v(1))

— 2V (ORE (1) =€) + ) —&id =2 [Widil&ip(t). (4.39)

i=1

Let t; s be the latest time instant at which s} successfully updates its value by

receiving information of s;. If ¢; ; < t9j41, by (4.5), (4.7) and (4.13), we have

[Ii(taj1) = si(tis)|I” < @iltajn), (4.40)
and
15717 = [lsi(tis)[IF < 2llsi(tagn)[I* + 2i(t2j41)- (4.41)
On the other hand, if ¢; ; > t9;41, then
[1:(t) — si(tis)|I* < @ilt), (4.42)
15511 = llsi(tio)1* < 2llsi(B)[]” + 2a:(2). (4.43)
Combining (4.41) and (4.43) gives
15511 <lsi(tae) [P+ [lsiOI + 2wi(taj41) + 2i(t),  Vie V. (4.44)
Letting s(t) = col’y{s;(t)}, we have

O = ZHSE@ )+ Bd;(1)]I”

N
<2NZ=+2 Z ||7:(t) + Bdi(t)|?
i—1

<2N_+4Z||asz ||2+4Z||B|| (o)l

<ONEZ + AV (1). (4.45)
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where = = sup,s,, ||z(t) + Bd(t)||*>. Define s*(t) = coly{s;(¢)} and recalling £*(t) =
coly {€4(t)}, we have £*(t) = Ls*(t). In view of (4.44) and (4.45), we can obtain
g ) <ILIPlls* @)l
N

<IILIPAV(E) + AV (taj41) + ANZ) + > (2emi(taj4) + 2ai(t)). (4.46)

=1

From (4.46) and Young’s inequality, it can be checked that

—2X"(OR(E (1) — 5(?5))

vo(prn : R4 L )30+ 6 06 (1)

IN

IN

(¢ )[91 R'R + RTR+ 925%} X(t) 4+ 01]| L] PAV (tg;11)

65
) N
+61[|L]PAV (t) + 46, ]| L[|*NE + 6, Z(Qwi(tzy‘ﬂ) +2w;(t)).  (4.47)
=1

Substituting (4.47) into (4.39), we have

5 . i . _ N
V() < XTOHXE) + Ol [LIPAV (t500) + OlIL|PAV () + 5=7m
3

N N
+01 > (2mi(tyj1) + 2mi(t)) + Z —15@@ + 26 +461||L][PNE
i=1 =1
Amax (H1) N a
1 ~T 2 =
< m (L)PX(t) + L[| L]PAV (taj41) + O] || PAV (¢ Zg '
N N
+g5 Y+ 01 Y (2wi(taj1) + 2ai(t)) + 46| |L]PNE + Z 2€;
2 i=1 i=1
~ B N
< Yomax(V (), V(taja1)) + 12 + 61 Y (2wi(tajr) + 2ami(t)), (4.48)
1=1

where Ty = max {5 75> Amasx( Hl) SO [|LIPA a1} and 1 = G e+ T Y+ 26446, || L] P NE.
Noting that (4.34) stlll stands, we can obtain

N N N
V(t) <Yomax(V(t), V(tat1)) + 261 sz’<t2j+1) —2(p; +q — 1) sz’(t) +lo + Z S
=1 =1 i—1
<oomax(V (1), V(tzs1)) + f3, (4.49)

where f2* — alN 2 + 93’}/m + ZZ 1gz + Zz 1261 +491H£H2N'_'

Qaz

It is clear that for all ¢ € [tgj41,t2;42), V() satisfies

V(t) SV (tgjen)el@r20) 4 f—2(e<92<f*t2f+l>> —1). (4.50)
02
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Combining Case 1 and Case 2, we can conclude that for all j =0,1,2,...,

V(t2j+3) §V(t2j+1)6(92(t2j+2_t2j+1)_91(t2j+3_t2j+2))

+ ﬁe(ez (t2j+2—taj+1)—01(t2j+3—1t2j42))—1)
02

+ ﬁ(l . e(*@l(t2j+3*t2j+2))>' (4.51)
01

Noting the definitions of ¢ in (4.7), ty;41 and a4 in (4.9) and (4.10), and {(j)
and ¢(j) in (4.11) and (4.12), we can obtain the relation ty;10 — t2j41 < 0((j) <
al(j)(taj4+3 — taj+1). Further noting (4.27), it can be concluded that there exists a

finite 7* such that for all j > j5*,

02(tajpo — toj41) — 01(t2j43 — tajr2) < —00(t2jss — toji1), (4.52)

where g is a positive constant. As a result, for all j > 7%, we have

V(tajus) SV (tyjp)el@amtie)) 4 f2 —eo(tzj+3—t2j+1)=1)
- 92
+ ﬁ(l _ 6(—Ql(t2j+3—t2j+2)))' (4.53)
01

From (4.53), we can further obtain

V(taji3) <V(t2j*+1)e(*Qo(t2j+3*t2j*+1 f2 —oo(t2j+3—t2j*41)=1)
- Qz
+ ﬁ(l _ (e Zf;:j*(hﬂs—t%ﬁ)))? (4.54)
01

which implies that V(t2;41) converges towards a constant bound J;—lr when j — oo.
Further noting that for all ¢ € [ty;11,t2;43], V(t) is bounded by
V() <V (tajya) < V(tayyr)el®eU f2( (e2¢o) _ 1), (4.55)
02
where ((j) is finite. We can conclude that V(¢) converges to a bound as ¢t — oo, and

the error system is stable.

Now, we prove that Zeno behaviour is precluded under the event-based commu-
nication scheme. Obviously, for all ¢, € ®(¢), noting that o > 0, Zeno behaviour is

precluded. On the other hand, for all ¢ € [t;, t; x+1) With ¢, € (1), it follows from
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the triggering condition that ||u;(¢)||? < w;(t). Calculate the change rate of ||u;(¢)||*:

L O =27 030 = 267 OG0 + Bd)
=241 (t)(A#;(t) + (B + BS)d;i(t) + (K; + BG;)5(t)
+ (M; + BJ;)& () + Fog(t))

i=ri(t), t € (tip tigy)- (4.56)

Noting the boundedness of p;(t), &;(t), di(t), 6;(t), & (t) and v;(t), we can conclude

)

that |r;(¢)| is bounded by a constant 7; > 0, which implies that <& |2 ()]]? is upper
bounded. On the other hand, according to (4.7), we have

it =0, lim (6] = @i(2). (4.57)

t=t g
In view of (4.7) and (4.8), we have
wi(t) > —(pi + @) wi(t) + . (4.58)

Thus, by induction, we can obtain

Si otV (f—ts Si
wi(t) >(wiltin) — )6[ (pita)(t=tip)l L >
pi + q; Pi + i
Si itV (t—t. S
Z(Wi(ti,k—l) — )6[ (pz"l‘%)(t tz,kfl)] +
pPi + qi Pi + Qi
> ..
Si () (f— Si
>(w;i(te) — Jel=pita)t=tol L. >t
(fo) Pi+ G pi + Qi
Si
> , t € (g, t , 4.59
Pi + Qi (i L] ( )

which confirms that the auxiliary variables w;(t) are positive. By (4.56), (4.57) and
(4.59), it can be checked that

Si
bikt1 —tikg 2 —F——- (4.60)
Ti(pi + i)
Noting that (g;/p; + ;) is positive, (4.60) confirms that a positive minimum triggering
interval exists. As a result, Zeno behaviour is strictly precluded, which completes the

proof. [ |

Remark 4.5.1. Theorem 4.5.1 shows that estimation error stability can be achieved

for an unreliable networked system with event-based updates under both aperiodic DoS
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attacks and deception attacks with an unknown upper bound. In this case, an observer
applying a technique similar to the adaptive sliding-mode observer is introduced to
compensate for deception attacks. The adaptive sliding mode observer is selected in
this work because it provides: 1) fast response and good transient performance; 2)
an independent structure to the main state observer, which can be separated from
the state estimator when necessary and 3) the ability to include an on-line adaptive

parameter estimator to estimate the upper bound of deception attacks.

4.6 Simulation Results

In this section, we evaluate the effectiveness of the proposed method with a simula-
tion study. We consider the distributed state estimation problem for an IEEE 4-bus
distribution line power grid. The model for a network of interconnected distributed
energy generators (DEGs) is taken from [108], as shown in Figure 4.2. Four DEGs
are modeled as voltage sources whose input voltages can be denoted by {vi(s)},_; 4
The DEGs are connected to the power network at the points of common coupling
(PCCs), where the voltages at the PCC are denoted by {vy(s)},_; 4 A coupling
inductor exists between each DEG and the rest of the network, which is denoted as
{Lei(8)} oy 4 We define v = [va, ..., v and v = [ver, ..., vea] T The purpose of
voltage control is to keep the voltages at PCCs at a reference value v, It is clear
that the system reaches equilibrium v, = v, given a proper v.. Defining the system
state as the derivation of the voltages from their reference value x = vy — vy, the
voltage dynamic equation of the power grid can be given in the form of (4.1). Note

that in this chapter, we are not concerned with the voltage control of the power grid,

but rather the estimation of its states when appropriate control efforts are carried out.

In this case, the system matrices are given as

—0.837 0.5427 0 0 0.24 0.22
—0.5427 —0.837 0 0 0.42 04

A: ,B I4,DZ' ,F:[4,
0 0 —0.9851 0 0.16 0.16
0 0 0 —0.9556 0.18 0.16
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Figure 4.2: Model of DEGs connected to the power network.

and the model of disturbance is given as

1.5 0 -3 0
0 —-15 0 3
S == )
3 0 —-150
-3 0 1.5 0
with ¢ = 1,...,4, and ~,, = 0.1. The disturbance model represents a periodic distur-

bance with unknown amplitude and additional uncertainties, which commonly exists

in practical power grids [109]. The network topology is given by the Laplacian matrix

In this distributed setting, each grid sub-estimator is assumed to have partial measure-
ment of the system states. The 1st sensor measures the 1st and the 2nd coordinates of
the state vector, the 2nd sensor measures the 2nd and the 3rd coordinates, the 3nd sen-
sor measures the 3rd and the 4th coordinates, and the 4th sensor takes measurements

of the 4th and the 1st coordinates. For instance, the 4th sensor has a measurement

0001
matrix of Cy = . This set of system matrices satisfies Assumption

10 00
4.4.1, while local detectability of pairs (A,C;),i = 1,...,4, is not satisfied, meaning

that the sub-estimators cannot successfully estimate the state of the system without

assistance from their neighbors.



4.7. CONCLUSIONS 7

The deception attack is given as f(t) = 2 + sin (7t +0.2) with upper bound
e = 3, and introduced to the system at t = 20s. The non-periodic DoS attack inter-
vals are generated randomly as H; = {[1.54,2.49], [4.97,5.88], [6.69, 7.98], [8.05, 8.25],
8.58,9.00], [10.48,10.86], [11.16,12.97], [14.51,15.24], [15.38, 15.60], [17.20, 17.74],
[19.16, 22.38], [23.69, 23.73], [24.59, 25.47], [25.59, 26.22], [26.65,29.27]}. The parame-
ters of the adaptive law are given as a; = 0.03, a; = 0.25, ¢; = 0.005, W; = [3.7 1.4],
Wy = [3.09 1.56], W5 = [1.5 1.29], and W, = [2.78 1.42]. The function ¢(t) is designed
as a hyperbolic function ¢(¢) = tanh(0.2¢). The parameters for event based update are
given as p; = 1.1, ¢; = 0.2, and ¢; = 0.005, and the initial values are set as x;(0) = 5,
d;(0)=10.3 0.3 0.3 0.3 T, where i =1,...,4.

The system states and their estimates with the proposed algorithm are depicted in
Figure 4.3. From these results, it is seen that the designed distributed state estimator
can accurately estimate the system states in both cases, even in the presence of DoS
and deception attacks. In comparison, simulations under the same conditions in the
absence of disturbance rejection and attack compensation are carried out in Figure
4.4 and Figure 4.5, respectively, where the bound of the deception attack is unknown.
It can be seen that the proposed algorithm has superior estimation performance and

resilience.

To further assess the performance of the proposed algorithm, the adaptive estima-
tion of the upper bound e of the deception attack from each estimator is displayed
in Figure 4.6. It can be seen that &; is bounded in each estimator. The mean square
error M SE = 1| Z||* of estimation under various scenarios are shown in Figure 4.7. It
can be observed that the proposed algorithm has considerably lower estimation error
compared with estimators in the absence of disturbance rejection or attack compen-

sation.

4.7 Conclusions

In this chapter, an event-based resilient distributed state estimation method has been

proposed for systems under disturbances and multiple heterogeneous cyber-attacks. A
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novel event-based communication scheme with resilience towards non-periodic DoS at-
tacks is proposed to reduce unnecessary data transmissions within the network, while
guaranteeing desired estimation performance. A novel adaptive deception attack rejec-
tion scheme is introduced to deal with deception attacks via compensation. Moreover,
a distributed disturbance observer is proposed to compensate for disturbances in the
system in a distributed manner. By means of the Lyapunov function approach, suf-
ficient conditions for convergence of the estimator are obtained. A practical example
with a 4-bus power grid is provided to demonstrate the effectiveness of the proposed
estimation method, where the results show that the proposed method is capable of

estimating the state of the system in the presence of both DoS and deception attacks.

While the approach proposed in this chapter addresses resilient distributed estima-
tion against typical heterogeneous attacks, it is noted that some cyber attacks, namely
sparse injection attacks, could be potentially unbounded and cannot be dealt with by
the compensation approach. In these cases, a separation and isolation approach is
required to remove the attack signal from the measurements. In the next chapter, a
switching estimator based on a monitoring function will be introduced for the secure

estimation for nonlinear systems against sparse attacks.
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Figure 4.3: System states and estimates of the proposed algorithm.
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Figure 4.4: System states and estimates without disturbance rejection.

80



4.7. CONCLUSIONS

5 T T T T T
4 — ]
3 - - i
——-igl X 7
’\ - - -3 /’5\_¢y"\\\*y,"~
2H,3 . o~ TN N
[ -=-T4 /o~
" \ ,/, -
e -
5 NN 4
-7
0 .
1 1 1 1 1 1
0 5 10 15 20 25 30

0 5 10 15 20 25 30

Figure 4.5: System states and estimates without attack compensation.

81



4.7. CONCLUSIONS 82

O - -
| | | | |
0 5 10 15 20 25 30
Figure 4.6: Estimation of attack upper bound ¢.
I T T I I
20~ —
6 Proposed Method
15 4 —— Without d; _
2 —— Without v;(t)
10 o .
26 27 28 29
5 — —
0 — —
| | | | |
0 5 10 15 20 25 30

Figure 4.7: Comparison of mean square errors.



Chapter 5

Secure State Estimation for

Nonlinear Systems Under Sparse

Attacks

5.1 Introduction

Among the common types of cyber attacks, sparse injection attacks are particularly
challenging to deal with, and have recently garnered the attention of researchers [41].
From a physical perspective, sparse attacks are a general class of unknown attacks
that can be modelled as a sparse vector and that are maliciously injected to system
measurements. As sparse attacks are potentially unbounded, in the presence of sparse
attacks, the challenge of secure state estimation mainly lies in the identification of the

attack mode.

Secure estimation against sparse attacks has been widely investigated in recent
years for both discrete-time [43, 44, 49] and continuous-time [51, 52, 53] linear time-
invariant systems. However it is noticed that while a wide range of practical systems,
including robotic manipulators and unmanned aerial vehicles, are modelled as nonlin-
ear systems, most existing estimation schemes against sparse attacks are limited to

linear systems. In particular, modern robotic systems are often required to operate

83
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under unstructured or even hostile environments, and are vulnerable to attacks. It is
far from trivial to design suitable state observers for nonlinear systems, particularly
in the presence of sparse attacks. Moreover, practical systems are subject to distur-
bances, and the disturbances may pollute the residue signals used to identify attacks,
making it hard to preclude attacked sensors. Secure state estimation for nonlinear
systems under the simultaneous presence of sparse attacks and disturbances remains

an open problem.

Motivated by the above observations, in this chapter, a novel secure state esti-
mation scheme is introduced for a class of continuous nonlinear systems under sparse
attacks and disturbances, with application to robotic manipulators. The main contri-

bution of this chapter is twofold.

1) A kind of high-gain K-filters is constructed to estimate unmeasured states of
a class of high-order systems with strong nonlinearities. The high-gain K-filters can
attenuate the disturbances to an arbitrary level and steer the estimation error into an
arbitrarily small residual set when measurements from attacked sensors are precluded.
It is also noted that contrary to the nonlinearities considered in Chapter 3, the nonlin-
ear terms of the system considered in this chapter do not have to satisfy the Lipschitz

assumption.

2) A monitoring function and a switching scheme are designed, which successfully
preclude attacked sensors after a finite number of switchings. It is proved that with
the switching scheme and high-gain K-filters, the estimation error can converge to
a residual set which can be made arbitrarily small, regardless of the disturbances
and possibly unbounded sparse attacks. The proposed estimation scheme removes
the boundedness assumption on attack signals required in [51] and [52] and the LMI
constraints on estimators required in [52] and [53]. Moreover, the application of the

proposed method to a robotic manipulator illustrates its effectiveness.
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5.2 Problem Formulation

Consider a class of nonlinear systems described by
&= Ax + p(z1) + b(u + d), (5.1)

where z = [z1,...,2,]T € R"and u € R are the system states and the control input, re-

spectively, p(z1) € R" is a known smooth nonlinear function, d € R is the disturbance
0
signal which satisfies |d(t)| < d with d a known constant, A= | : [ € R,

0 - 0
and b = [0,...,0,b]T € R with b € R a known constant. The measurement y € R!

from [ sensors is given by

y=Czx+alt), (5.2)
where ~ - _ -
10 -0 ay(t)
C = 1 0o O cR>™ a(t) = .aQ(t) c R (5.3)
(10 -+ 0] | a(t) |

with a(t) denoting the sparse sensor attacks injected by the attackers. If the ith sensor
(1 =1,...,1) suffers from an attack, then a;(t) is nonzero; otherwise, a;(t) = 0. It is

assumed that a(t) and u(t) do not tend to infinity in finite time.

The robotic manipulator can be equipped with sensing, actuation and communi-
cation capabilities to interact with the cyber domain. Since modern robotic systems
often operate in open and unstructured environments, they are potentially subject to

cyber attacks. The dynamics of the manipulator can be described as [110]
Ji1 + mgpsin(xy) +y(t) = u, (5.4)

where xq, 1 and Z; denote the link angle, link angular velocity and link angular ac-
celeration, respectively, and u is the control torque. Constants J,m, g and ¢ rep-
resent the rotational inertia, mass of link, gravitational acceleration and distance
from the joint axis to the link center of mass, respectively, and ~(t) is the distur-

bance torque that is assumed to be bounded and piecewise continuous. By letting
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Ty = T1,T = [$17I2]T780($1) = | a—m—?b sin(ml)]T, b= %; and d(t) = —~(t), we can
rewrite (5.4) in the form of (5.1) with n = 2. From the physical perspective, the
disturbance 7y(t) could represent the reaction torque and constrained external force in

the physical model.

The link angle measurement vy is collected by encoders integrated to the manipula-
tors. In order to enhance the security and reliability of manipulator measurements as
well as detect potential faults, manipulators are commonly equipped with redundant
encoders. Typical configurations for redundant encoders include multiple identical
encoders, pairing of incremental and absolute encoders, and encoders of different mea-
surement principles (such as optical/magnetic). The measurement from redundant
encoders corresponds to the measurement model in (5.2). Sparse attack signals could

be injected to the sensors by corrupting the cyber layer of the sensors.
The following assumption is made on the sparse attacks.

Assumption 5.2.1. The attack signal a(t) € R! in (5.2) has s nonzero elements,

where s is known and no larger than [ — 1, and supp(a(t)) is constant over time ¢.

In this chapter, the objective is to design a secure state estimator for the system
in (5.1) with the measurement (5.2), such that the estimation error converges to a
residual set that can be made arbitrarily small in the presence of sparse attacks and

disturbances.

Remark 5.2.1. In addition to robotic manipulators, the system model in (5.1) can
also describe a wide range of practical systems, such as servomotors [111], spring-
mass-damper systems [112] and ship dynamics [113]. The measurement model in
(5.2) represents a set of I sensors with only partial measurement of the states. Many
practical systems are equipped with redundant sensors, which can be used to improve
the accuracy, and enhance the reliability of measurements. Practical examples of
sensors that can be described by the measurement model in (5.2) include redundant
encoders for robotic manipulators [114], and redundant inertial sensors for navigation
systems. In the proposed method, the measurement redundancy is exploited to identify

the sparse attack mode.
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Remark 5.2.2. Assumption 5.2.1, also defined as s-sparse in literature [41, 43], places
a restriction on the number of sensors that the attack can compromise, meaning that no
more than s out of [ sensors are under attack, and that the number of attacked sensors
remains constant. This assumption is based on the reasoning that attack resources are
limited, and similar assumptions can be found in [22, 50, 51, 52, 53|, where only linear
time-invariant systems are considered and s is required to be no more than [/2. By
comparison, in this chapter, nonlinear systems are considered and s is only required
to be no more than [ — 1. In many cases, the number of attacked sensors s is known to
the users in advance. In the cases where s is unknown to users, the estimation scheme
proposed in this chapter can still be implemented under the worst case assumption of

s=1[1—-1.

5.3 Estimator Design

A schematic of the proposed method is presented in Figure 5.1, which includes modules
depicting the system (5.1), sensors, sparse injection attacks, switching mechanism,
and high-gain K-filters, respectively. In this section, the estimation scheme, including

the high-gain K-filters, the monitoring function and the switching mechanism will be

introduced.
u y Switching Yn High-gain
— | System (5.1) Sensors mechanism K-filters
Ta(t) T

1 Sparse -

Figure 5.1: Schematic diagram of the proposed method

We refer to a possible set of attacked sensor locations as an attack mode. For [
sensors under s sparse injection attacks, there will be a total of C} possible attack

modes. Denote by S = {S C {1,2,...,l} : |S| = s} = {S1,...,5;} the set of all
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attack modes. For the nth attack mode S, we can define the corresponding switching
function matrix @Q,(t) = diag{e1(n(t)),..., a(n(t))}, where g;(n) = 0 for i € S,, and

0i(n) = 1 otherwise, i = 1,...,l. We design the switching index 7(t) as
n(t) =mod(q — 1,C}) + 1, Vt € [t,—1,1,), (5.5)

where ¢y := 0, and ¢, (¢ = 1,2,3,...) are switching time instants to be specified. It
is clear that when S, = supp(a(t)), the attacked measurements are removed by the
switching matrix and @), (t)a(t) = 0. A challenging aspect of resilient estimation is
to identify the attack-free mode when no information on the channels of attacks are
known to the defender. For this purpose, we define a switching measurement based

on the switching matrix as

1
1
= Ui 5.6
where ¢; is the ith element of § := @Q),y. This definition ensures that y, = x; when

Qy(t)a(t) = 0.

Choose a constant vector Ky = [ky,...,k,]T € R"™ such that the matrix Ay =
A — KoE" is Hurwitz (ie., s" + kys" '+ -+ + k,_15 + k, is a Hurwitz polynomial),
where E = [1,0,...,0]" € R". For the nonlinear system in (5.1), We design a kind of

high-gain K-filters based on the switching measurement y,, as follows:

& = AL+ Ky, (5.7)
& = A+ oy, (5.8)
& = Aubs+bu, (5.9)

where &1, &, and & are states of the filters, A, = A—K,E" and K, = [pky, ..., u k)"
with ¢ > 1 a design parameter. Based on the high-gain K-filters, the state estimation,
denoted by z, is given as

T=8& +&+&. (5.10)
From (5.1) and (5.7)-(5.10), it can be checked that the state estimation error 7 := z—2
satisfies

r = Az+ o(r1) +0(u+d) — Au(&r + & + &§3) — Ky, — 0(yy) — bu
= (A-K,EN2+ K, (E"z —y,) — A3 + o(x1) — ¢(y,) + bd

= Ay + Ky(xy —yy) + o(x1) —olyy) + bd. (5.11)
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If @Q,(t)a(t) =0 for all t > t* with t* a finite time instant, then y, = x; and thus
T(t) = A2(t) +bd(t), Yt >t (5.12)

Applying the transformation ¢ = Wz with W = diag{1,u~,..., u'"}, in view of
(5.12), we have

ety = WA W e(t) + Whd(t)
= pAoe(t) + Wbd(t), Vit > t*. (5.13)

The following lemma gives the estimation performance of the high-gain K-filters when

the attacked measurements are removed.

Lemma 5.3.1. Define V = €' Pye, where Py = P > 0 is the solution of the Lyapunov
equation Al Py + PyAg = —21I,,. Consider the system in (5.1) with the measurement
in (5.2) and the state estimation given by (5.7)-(5.10). Assuming that @, (t)a(t) =0

for all t > t* with t* a finite time instant, then for all ¢ > ¢* we have

/Jz2n_2e_$?}jo)(t_t*)‘/0(t*) + >\Inax(PO)f

2l (5.14)

J(t)|* < R ,

where & = 2 — & is the estimation error, and f = || P,|?b?d? is a constant independent
of the design parameter y. Moreover, T converges to a residual set which can be made

arbitrarily small by increasing .

Proof. In view of (5.13), the derivation of V;(t) yields

Vo(t) = —2ueT(t)e(t) + 2T () PyWhd(t)
< —(2p— D" (Det) + uP V| BP0 d?
2 —1 _
< V() + pET e > 15
= )\max(PO) O( >+:u f? - (5 )

It follows from (5.15) that

)\max(PO)M@iQn)f

2p—1 *
Vo(t) < e Fmantmy HIY (44) 4 V>t (5.16)
2pn—1
As a result,
7L(t7t*) * )\max(PO)/—L(Q_2n)f
e Amax(Pp) %(‘[j ) —|— —_—
le@®))? < ol V>t (5.17)

)\min(PO)
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On the other hand, it can be readily checked that
1Z]1* = W el|* < g2 el (5.18)

Combining (5.17) and (5.18) gives (5.14). Further, by (5.14), we have

. ~ )\maX(PO)f

(5.19)

It is clear from (5.19) that & converges to a residual set which can be made arbitrarily

small by increasing p. This completes the proof. [ |

Remark 5.3.1. Different from traditional K-filters [115], the high-gain K-filters de-
signed in (5.7)-(5.9) offer an adjustable design parameter p. As shown in Lemma 5.3.1,
in the absence of sensor attacks, the high-gain K-filters can steer the state estimation
error into an arbitrarily small residual set by increasing p. This feature enables atten-
uation of the disturbance d to an arbitrary level, and will play an important role in

the subsequent design and analysis.

Now, we shall propose a monitoring function and a switching scheme to specify the
switching time instants. Let the ¢th elements of , Z and € be denoted as z;, z; and

g;, respectively, where ¢ = 1,...,n. The following assumptions are made.

Assumption 5.3.1. There exists a known constant 8 such that lim;_, . |Z1(¢t)| < 3
does not hold if @,(t)a(t) does not remain 0 after a finite time instant, where 3 can

be arbitrarily small.
Assumption 5.3.2. The system states x1, ..., x, are bounded.

Remark 5.3.2. Assumption 5.3.1 avoids strictly undetectable attacks from the de-
fenders’ perspective. Works in [22] and [116] introduced the concept of completely
stealthy attacks that can completely remove their influence on monitored residues and
are strictly undetectable. But such attacks require complete knowledge of the system
model and the detection mechanism, which is a very restrictive assumption. The se-
cure estimation approach in this chapter is developed from the defenders’ perspective,
without prior knowledge on the attack signals. Therefore, it is necessary to introduce
Assumption 5.3.1 to avoid strictly undetectable attacks. Thanks to the high-gain K-

filters, the constant (5 is allowed to be arbitrarily small, which significantly reduces the
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restrictiveness of Assumption 5.3.1. Assumption 5.3.2 is also reasonable since systems
are often subject to physical constraints. For instance, the angle and angular velocity

of a robotic manipulator are bounded due to mechanical restrictions [114, 117].

Reminding that (5.14) holds when the attack-free mode is identified, it is natural
to construct a monitoring function based on (5.14). In view of (5.14) and noting

Vo(t*) < Amax(FPo) >oiey €2(t*) = Amax(Po)[Z3 (%) + Y1, €2(t*)], it can be checked that

Amin (Po) 73 ()
e . max(PO)f
S /,L2 26 )\max(PO)( )Amax PO ‘/L‘l + Zg W
< 2% ~ Smtryy (= t*)/\maX(Po NEHG +22 e 2l+22x a
Amax(Fo) f
AP - 5.20

Introduce a monotonically increasing unbounded sequence «a(j) (j = 0,1,2...) which
satisfies a(j) > 0 and lim; , . a(j) = +oo. Taking (5.20) into consideration, a

monitoring function v (t) is designed as follows:

2u—1 n .
Y(t) = p2 e Tt TN (P [ (ter) + 2 22t 4 alg — 1)]
1=2

/\maX(PO)f
+W, vVt € [qufl,tq). (5.21)

Define

Based on (5.21) and (5.22), we propose the following switching scheme to determine

the switching time instant ¢,:

= inf{t > t,1|@(t) = lim (t+ At)}. (5.23)

At—0—

Meanwhile, we choose the design parameter ;1 such that

)\maX(PO)f
(2# - 1))‘min(P0)

< B (5.24)

Remark 5.3.3. The switching scheme in (5.23) together with the design in (5.5)

drives the value of the switching index n(t) to switch among 1,...,C}. The presence
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of an increasing sequence (g — 1) ensures that the monitoring function () jumps at
each switching instance, providing a margin for the next potential switching. In the
following subsection, it will be proved theoretically that the switching index n(t) will

stop at the attack-free mode after a finite number of switchings.

5.4 Performance Analysis

Theorem 5.4.1.: Consider the nonlinear system in (5.1) with the measurement in
(5.2). Suppose that Assumptions 5.2.1, 5.3.1 and 5.3.2 hold. Then, by means of the
high-gain K-filters in (5.7)-(5.9) and the switching law in (5.23), the state estimation

error & converges to a residual set given by

lim [|2(¢)]| g\/ Amax (Po) f (5.25)

=0 (21— D)Amin(Fo)

which can be made arbitrarily small by increasing the design parameter pu.

Proof. First, we prove that the switching will eventually stop after a finite number of
switchings. Suppose by contradiction that the switching index 7(t) switches without
stopping. Then, the increasing sequence a(q — 1) increases unboundedly as ¢ — +o0.

In view of Assumption 5.3.2, there must exist a finite integer ¢* such that

alg = 1) >2) af(t)p*™>, Vit > b, (5.26)
=2
and
Qy(ty—1)a(t) = 0. (5.27)

Note that (5.27) implies that the attacked measurements are removed. Then, from

(5.26) and (5.21), we have

-2 st (t—tge_1) ~ Amax (F0) f
W) > P2 e 1)\maX(P0)Zsi(tq*_1)+2u—_1,

=1

where ¢ > t,-_1. On the other hand, by (5.27) and Lemma 5.3.1, @ (t) = Apin (Po) %3 (¢)

(5.28)

satisfies

2n—2 *%(tft *_1) = 2 /\max(PO)f
wlt) < p e A (B) D) + T

=1

(5.29)
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where t > t,«_1. Combining (5.28) and (5.29) gives ¢ (t) > w(t) when ¢t > t,«_1, which
together with (5.23) implies that no switching will occur after the time instant ¢,_;.
This leads to a contradiction. Therefore, we can conclude that the switching will stop

after a finite number of switchings.

Let h denote the total number of switchings and ¢, be the time instant of the last

switching, both of which are finite. Then, from (5.21), we have

G(t) = 22 Tt TN R)E () + 2 > () + alh)]

=2
)\max<P0)f

+ 2u—1

, Vit > t,. (5.30)

Since a(t) and u(t) are bounded in finite time, it is clear from (5.2), (5.6)-(5.10) and
Assumption 5.3.2 that #(¢) and Z(t) are bounded for ¢ € [0,¢;]. As a result, 2(t)
and Y 7, 27 (tp) > in (6.14) are bounded. With this fact in mind, using (5.22) and
(5.24) and noting w(t) < () for all t > ¢, it can be checked that

1

. ~9 < .
tLIHloo 1 (t) - )\min(PO) tginoo dJ(t)
>\max<P0)f

G- ) =7 (5.31)

Subsequently, taking Assumption 5.3.1 into consideration, we know the attack-free
model is identified and @, (t)a(t) remains 0 for all ¢ > ¢}, which together with Lemma
5.3.1 indicates that (5.25) holds and & and Z are uniformly bounded for all £ > 0. This

completes the proof. [ |

Remark 5.4.1. It should be pointed out that (5.24) can always be satisfied through
the selection of p. Owing to the high-gain K-filters, u can be set to a large value.
As a result, § is allowed to be small, which makes Assumption 5.3.1 mild. Besides,
different from [52] and [53], the secure estimation scheme proposed in this chapter
does not require solving any LMIs and, theoretically speaking, in our scheme it is

much easier to choose the design parameters.
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5.5 Simulation and Experimental Results

Most existing works focusing on sparse attacks are only devoted to linear systems,
and only simulation results are presented. In this section, the proposed secure state
estimation method is applied to a robotic manipulator, where both simulation and
experimental studies are performed. The angle measurement is collected by encoders
integrated to the manipulators. In this case, the manipulator is equipped with 4
independent encoders all subject to sparse attacks. This measurement configuration
corresponds to the measurement model in (5.2) with C' = [1 0;1 0;1 0;1 0]. In
our simulation and experiments, the physical parameters of the manipulator are J =
8.5 x 1075 kg'm?, m = 0.08 kg, ¢ = 0.055 m and g = 9.8 m/s?, and the sequence a(j)

is chosen as a(j) = j + 1.

In the simulation study, we consider the case where constant attack signals are
injected to the 2nd and the 4th encoders. The attack vector is given as a(t) = [0 5 0 5]T
for all ¢ > 0, and the control input is given as u = 0.004 sin ¢ and the disturbance (%)
is set as a white noise upper bounded by 0.1. The initial conditions of the manipulator
are x1(0) = 0.6 rad and x2(0) = 0 rad/s, and initial conditions of the high-gain K-
filters are set to be zero. The design parameters are chosen as p = 50,k = 2 and
ko = 1, and the simulation results are shown in Figures 5.2 and 5.3. From Figure
5.2, one can see that the proposed K-filters estimate the angle and angular velocity of
the manipulator. From Figure 5.3, it is shown that the estimation error activates the

switching mechanism three times, eventually identifying the attack-free mode.

Following the simulation study, we further validate the proposed estimation method
through a hardware experiment on the OpenMANIPULATOR-X manipulator. A
schematic diagram of the experimental platform is given in Figure 5.4. The estimation
and control algorithms are executed in MATLAB/Simulink RealTime environment.
Sensor measurements are read by the U2D2 board, and sparse attacks are injected by

the PC interface.
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Figure 5.2: States and estimations from simulation.

5.5.1 Experiment 1-State Estimation

In the first experiment, the manipulator is programmed to follow a desired trajectory,
and our proposed estimation scheme performs state estimation while the sensors are
under sparse attacks. The attack vector is set as a(t) = [0 5 0 5]* for all ¢ > 0, and the
design parameters of our estimation scheme are chosen as = 50,k; = 2 and ky = 1.
The initial conditions of the manipulator are x1(0) = 0.2 rad and z2(0) = 0 rad/s,
and initial conditions of the high-gain K-filters are set to be zero. The manipulator
trajectory and its estimation are given in Figure 5.5, which shows that our proposed
scheme estimates the trajectory of the manipulator after a period of switching. From
Figure 5.6, it is observed that the switching mechanism successfully switches to the

attack-free mode.
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Figure 5.4: Schematic diagram of the experiment platform.

5.5.2 Experiment 2-Estimation-Based Control

Based on the first experiment, we now design a backstepping control scheme based
on the estimated states with consideration to the estimation error and apply it to the

manipulator.

Step 1. Define z; = x1 —x14, where x14 is the desired trajectory. Taking the derivative

of z; yields

2'?1 = jfl — l.‘ld = T2 — jld = .C%Q + ZZ‘Q - jfld- (532)
Define z, = 29 —w, and choose w = —cy21+T14— izl, where ¢; > 0 is design parameter.
Then, we have 21 = —c121 + 29 + T9 — ;1121- Considering the first Lyapunov function

candidate V; = 121, it can be checked that

) 3 1 3
Vi=—c12? + 2120 + 2130 — Zz% < —1 22 4 21z + T2 (5.33)
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Figure 5.5: Trajectory and estimation from Experiment 1.

15
ot —-(t)
10 [ El‘l\ i\l\ _w(t) N
5 7\\\\ E \‘\\ i “\\ T
0 \k T e O S e
0 5 10 15 20 25 30 35 40
Time (sec)
Figure 5.6: () and w(t) from Experiment 1.
Step 2. Noting w = —6121 + fL"ld — ;1121 = —(Cl + }L)(é\:Q — Zi?ld) + ffld — (Cl + %)ZZ‘Q, we
have
. : ) = 1.
29 =To —W =0 + bu + (Cl + Z)Z]ﬁg, (534)

where o = —M2/€2§1,1 +M2k2yn—ﬂ2/€2§2,1+@Sm(yn)_M2k2f3,1+(01+i)(f2—$'1d)—im-
Let Vo = V| + %z%, whose derivative satisfies

. . 1 1
Vo < —c122 + 2125 + 29bu 4 290 + Z(Cl + 1)223 + 273 (5.35)

Now, the control signal is chosen as u = 5*1[—0222 —0 — }L(cl + }1)222 — 2z1], which
results in

Vo < —122 — 322 4 232 < —2min{cy, o }Va + 22 (5.36)

Since Z, is bounded and converges to a residual set which can be made arbitrarily

small by increasing the design parameter p, it is clear from (5.36) that V5, z; and 2o
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are bounded and converge to some residual sets which can be made arbitrarily small

by increasing pu, ¢; and cs.

In Experiment 2, the control gains are chosen as ¢; = ¢ = 2. The experiment is
carried out in an attack-free environment. From Figure 5.7, it can be seen that the

estimation-based controller can force the link angle to track the desired trajectory zy4.

From the simulation and experimental results, it has been demonstrated that the
proposed method can estimate the state information of the robotic manipulator under
sparse attacks and disturbances. It is noted that the results in [22, 43, 45, 46, 47, 48,
49, 50, 51, 52, 53] cannot deal with the state estimation of nonlinear systems, and thus

is not applicable in this case study.

2 ‘
—x14 (rad)
— (rad)
(rad) -
l/ “\ )/ ~\
\J
1o 5 0 15 20 25 30 35 40

Time (sec)

Figure 5.7: x14, x1 and Z; from Experiment 2.

5.6 Conclusions

In this chapter, considering sparse sensor attacks and disturbances, a secure state esti-
mation scheme has been proposed for a class of nonlinear systems with application to a
robotic manipulator. Our design introduces a kind of high-gain K-filters, a monitoring
function and a switching scheme. With these efforts and using a contradiction argu-
ment, it has been proved that all attacked sensors are precluded after a finite number
of switchings and the estimation error can converge to an arbitrarily small residual
set. The proposed method has been applied to a robotic manipulator with both sim-

ulation and experimental studies, where the effectiveness of the proposed scheme has
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been validated. In the following chapter, we shall consider uncertainties on the actu-
ator channel of distributed systems, and a resilient containment control scheme will
be introduced for distributed heterogeneous MIMO nonlinear systems with unknown

direction actuator faults.



Chapter 6

Containment Control for
Heterogeneous MIMO Nonlinear
Agents With Unknown Direction
Actuator Faults

6.1 Introduction

Due to their scale and complexity, multi-agent systems are prone to faults on the actu-
ator channel, which may lead to degradation of system performance or even instability.
Aiming at additive faults and partial loss of effectiveness faults, many effective adap-
tive fault-tolerant control schemes have been proposed for SISO agents [62, 65, 67] and
MIMO agents with known CGMs [68, 75, 76]. Though ignored by all the aforemen-
tioned control schemes, unknown direction actuator faults including reverse faults are
frequently encountered by practical systems including spacecraft [86], power systems
[87] and vehicles [88]. It should be pointed out that the joint influence of unknown
CGMs and unknown direction actuator faults brings unique challenges to cooperative
control of MIMO agents. Firstly, the faults result in an unknown time-varying matrix

between the CGM and the control signal, which further complicates the disposal of

100
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CGMs. Meanwhile, additions involving multiple Nussbaum functions are unavoidable
in this case, and the actuation directions of actuators and the unknown parameters to
be estimated experience jumps, where the effects of multiple Nussbaum functions may
counteract each other and the jumps significantly increase the difficulty in state esti-
mation, adaptive controller design and stability analysis. These problems make all the
contradiction arguments used in existing Nussbaum function-based control schemes
(see, e.g., [63, 64, 67, 83, 84] and [118]) no longer valid in face of unknown signs of

leading principal minors of CGMs and unknown direction actuator faults.

In this chapter, a novel output-feedback adaptive containment control scheme is
proposed for a class of nonlinear MIMO agents. The main contributions of this chapter

are as follows:

1) The agents in the distributed system are completely heterogeneous in the sense
that, except for the input-output dimension, all other characteristics are allowed to
be different. With respect to the CGMs, we only require the signs of their leading
principal minors to be nonzero, which considerably relaxes the assumptions on CGMs

in existing cooperative control schemes [68, 75, 76, 119, 120, 121, 122, 123, 124].

2) Unknown direction actuator faults are considered simultaneously in the pro-
posed control scheme. By introducing some Nussbaum functions, a novel contradic-
tion argument and a matrix similarity transformation, the difficulties caused by the
CGMs, actuator faults and jumps are successfully overcome and all closed-loop sig-
nals are proved to be globally uniformly bounded. To our best knowledge, this is
the first adaptive cooperative control scheme capable of tolerating unknown direction
actuator faults and unknown signs of leading principal minors of CGMs. Also, an
event-triggering mechanism is introduced to avoid continuous communication among

agents, which considerably reduces the communication burden.
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6.2 Problem Formulation

Consider a group of N 4+ M agents, where agents 1,..., N are followers and agents
N+1,...,N+ M are leaders. The followers under consideration are ¢g-input g-output
uncertain nonlinear systems in output-feedback form [115], and the dynamics of the

1th follower is given by

&; = Awimi + Z Giplip(yi) + Biwi,  yi = Ciz, (6.1)
p=1
- 7 0
0 I, O 0
0 0 I, 0
0
Aoz - : s Bz = 5 (6 2)
Bi,mi
0o 0 0 - I
00 0 --- 0
B - Bz’,O

where z; = [:vzl, e ,xgni]T € R is the state with z;; € R, ¢ = 1,...,N, j =
L,...,n; u; € R? and y; € R? are the input and output, respectively; f;,(v;) =
i Wi)s s fipm, i)l with fi5(y;) € RY are known smooth functions; A, €
Ravixani - B, e R4 C; = [1,,0,---,0] € R and G, = diag{Aip, -, 4y} €
RIm>a% with A; ., ..., A1 € R and B, ,p,, . . ., Bio € R?*? being unknown constant
matrices; and ¢, v;, n; and m; are known integers. The states x;2,...,%;,, are not

measured. Define p; = n; — m; and p = max;—1__n p;.

The actuators of the followers may suffer from unknown faults, given by

U, (1), 0<1t< Ty,
ui,j(t) = ~ (63)

0i Ui ;(t), t>T;,,
where j = 1,...,q, and @; = diag{w;1,...,U;q} is the control input to be designed,
dij # 0 is a constant whose sign represents the fault direction, and T} ; is an unknown
constant denoting the time instant at which the jth actuator of the ith follower suffers

from faults. Both the magnitude and the sign of §; ; are unknown. Letting

1, 0<t<Ty,
5i,j<t) - B (64)
d t> E,ja

INE
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we have .
T = Apii + Z Gipfip(yi) + Bidit;, y; = Ci, (6.5)
p=1
where §; = diag{0; 1,...,d;,} and the signs of ¢; ; represent the actuation directions of
actuators.

Remark 6.2.1. The agents in (6.1) are completely heterogeneous in the sense that,
except for the input-output dimension, all other characteristics are allowed to be differ-
ent. For example, for each follower, its relative degree p; and order n; can be different

from those of other followers.

Remark 6.2.2. The actuator fault model in (6.3) covers partial loss of effectiveness
(0 < &;; < 1) and reverse faults (—1 < §;; < 0). Reserve faults are not considered in
most of existing fault-tolerant control schemes such as [62, 65, 67, 68, 75, 76], but they
are prevalent in engineering systems including spacecraft [86], power systems [87] and
vehicles [88]. Note that the fault directions in (6.3) are unknown and J; experiences
jumps when actuator faults occur on the ith follower, which makes the control problem

much more challenging.

A directed graph G = (V,€) is used to characterize the communication network
among the agents. The adjacency matrix A = [a;;] € RNVFM*WNH+M) of G is defined
such that a; = 0,a;; = 1 if (j,7) € £ and a;; = 0 otherwise. The Laplacian matrix is
denoted by £ = [I;;] € RWVHMXWNEM) “where I; = Y05, a;; and 1; = —ay,Vj # i.

The leaders have no in-neighbours, and £ can be partitioned as

L, L
L= ' ? (6.6)

Omxn Onrxar

with £, € RV and £, € RV*M | The following assumptions are made.

Assumption 6.2.1. The leading principal minors 7,1, ...,0;4 of the CGM B, ,,, are

Nnonzero.

Assumption 6.2.2. For each of the N followers, there exists at least one leader that

has a directed path to the follower.

Assumption 6.2.3. There exists a positive integer p known to all followers such that
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p>pi,Vi=1,...,N.

Remark 6.2.3. In Assumption 6.2.1, both the magnitudes and the signsof 0,1, ...,7:4
are allowed to be unknown. This assumption significantly relaxes the assumptions on
the CGM made in existing distributed cooperative control schemes. In [68, 75, 76, 120,
121, 122, 123], the CGM is required to be exactly known or to be positive definite.
As for [124], it requires the sign knowledge of &, 1, ..., 0;, and continuous undirected
communication among followers. Besides, the control scheme in [124] cannot handle
actuator faults or guarantee global stability. Assumption 6.2.2 is a mild condition for
containment control and can be widely found in the literature (see, e.g., [119] and

[121)).

The trajectories of the leaders are denoted as y;(t) € R? (j = N+ 1,...,N +
M), where y;(t) and their derivatives up to the pth order are bounded and piecewise
continuous. The objective is to design a distributed control scheme such that all
closed-loop signals are bounded, and the outputs of the followers move into the convex

hull Z(t) spanned by the leaders, where

N+M N+M
ZW)={ Y gyt)1g >0, > g =1} (6.7)
j=N+1 j=N+1

The following lemma will be used in our design and analysis.

Lemma 6.2.1. [84]: For all ¢ = 1,...,N and j = 1,...,q, given any nonzero

constants b; j, the functions ¢;(3) = 2977 sin(2"!3) satisfy
sign(b; j)s;(8) <0, if B € [2hw + 0;, 2hm + 0; + 27 7], (6.8)

and

sign(b; j)s;(8) < —1, if f=2hm+ g, + 2 m, (6.9)

where h =1,2,3,..., and g; = 7 — 2797 + 37, 279b; ym > 0.
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6.3 Controller Design

6.3.1 Auxiliary Filters and Event-Triggering Mechanism

Define Y (t) = [yn41(2), - -, ynoa (1)) and
r(t) =[ry(),...,rnO] = —(L7 L2 @ L)Y (1), (6.10)

where 7;(t) € R%,i = 1,..., N, and ® denotes the Kronecker product. As stated in
[121], if Assumption 6.2.2 holds, then each row sum of —£; 'L, equals to one, and thus
ri(t) belongs to Z(t) in (6.7). We construct a network of N auxiliary filters, which
utilizes local information and event-triggered communication to estimate r;. The filter

associated with the ith (i = 1,..., N) follower is designed as
fh’,kzm,kH, ﬁi,p:@i, kE=1,...,p—1, (6~11)

where 7; , € R? and n; , € R? are states of the filter, and v; € R? will be specified later.

For the jth leader, let n; —y](k , where j = N+1,.... N+ Mand k=1,...,p.

Define ¢; = ;1 —r; and &; = (5 +1)P e =302, kag , where g, = % Then,
we have
p—
Eo— Z (k+1
k=
o1
= Z e Z Ok k+2- (6.12)
k=

Note that £; and &; will only be used for analysis. Further, for the jth agent (j =
L,...,N+ M), define v; = Zz;(l] okNjk+1- 1f the jth agent has out-neighbours, an

event-triggering mechanism is introduced as follows:

: - Y
tipss =t {elt > 13, 1,011 2 2 | (6.13)
where p =0,1,2,...,t;0:=0, A\; > 0 and o > 0 are design parameters, and
D) = () = ¥i(tip),  VEE [tip,tiper)- (6.14)

For each i =1,..., N, 9; in (6.11) is designed as

N+M

= —0 Z az] 9, Z OkMi k+2, (615)
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where

Aij(t) = it) —¥i(typ),  YEE [tjptjpr). (6.16)

Lemma 6.3.1. The auxiliary filters designed in (6.11) and (6.15) can ensure the
boundedness of 7;1,...,n;, and v; and force 7;; to track r; with the tracking error
g; converging to a residual set which can be made arbitrarily small by increasing the

design parameter o. Moreover, Zeno behaviour is strictly precluded.

Proof. Define ¢; = Z;&;M aij(ni1—mn;1), where i =1,..., N. Let ¢ = [¢],...,o5]T,
e=lef,....en) and m = [, ..., ny4]". In view of (6.10), we have
¢ =(L1 @ I)m + (L2® 1,)Y
= ([,1 X [q) |:771 + ((Eflﬁg) X [q) Y}
=(L1®1,)e. (6.17)
Define ¢; = (% + 1)P g = S nggb(k). Then, with ¢ = [¢],...,¢%]" and & =

[T, ... eL]T, we know ¢; = ZNfM aij(Y; — ;) and ¢ = (L, ® I,)é. Substituting
(6.15) into (6.12) and noting (6.14), it can be checked that

N+M
,:_Jzal] g ZQTkJrl)
N+M N+M p—1
n k
=—0 Y ay(hi— ) —0 > ayyt) = > o
j=1 j=1 k=0
where R; = —o ZN+M ai;(t) — Sn_ ngr(kﬂ). It follows from (6.13) that || —

o 3 a0 < o 00 aylldy ()] < 350 agd;. Subsequently, noting from
(6.10) that Zk o Ok r(k+ ) is bounded, we have

N+M p—1
IR < > agh + 1) o™ V) < s, (6.19)
j=1 k=0

where s;1 = Zj\[;M aijAj +supysg || S ok r(kH (t)]| is a constant independent of the

design parameter o.

As stated in [121], under Assumption 6.2.2, there exists a positive diagonal matrix

Q1 such that Qs = LTQ + Q1L is symmetric positive definite. Now, we consider the
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following quadratic form:
1_ _
Vo= 36"(Q1® 1,)6. (6.20)

In view of (6.17) and (6.18), differentiating V{ gives
. 1 - o _
Vo = —§U¢T(Q2 ® 1)+ ¢ (Q1 ® I,) L1 R, (6.21)

where R = [RY,..., RE]T. Using Young’s inequality and (6.19), it can be checked that

B, mln(Q2)

$T(Q1 @ I,) LR < (@1 ® 1)L\ R

0>\min<Q2>
0 - -, S1
Zﬁb (Q2® I,)9 + p (6.22)

R0 )+

where 51 = % ZZ , 571 Substituting (6.22) into (6.21) gives

<267 (@@ L)o+ 2 < - Vo + 2. (6.23)

Solving (6.23) yields

231)\max(Q1) 251/\max(Q1) g;%zgg?)t (6 24)
O-QAmin(QQ) o )\mln(Q2> ‘

which implies that V, and ¢ are bounded. Then, noting the definition of ¢, the

Volt) < N [VO@

boundedness of €, 7;1,...,7;, and ?; can be obtained. Moreover, it follows from
(6.24) that limy ., o Vo(t) < % Using (6.17) and (6.20), we can obtain

iy oo [|E(1)]] < /2Bt 0l < 29152 here Q = (LT @ I,)(Q1 @ 1,)(L1 @ 1)

Amin(QS) -
and s = #% Noting limy o0 |&:(6)]| < limy— oo ||E@)]| < 2—\/(571527 it can
be concluded that the errors ¢; (i = 1,..., N) converge to a residual set which can be

made arbitrarily small by increasing the design parameter o.

Next, we prove that Zeno behaviour can be strictly precluded. Define Fj(t) =
%T(t)l/_zj (t). From the boundedness of 1;1,...,n;, and ¥;, it can be checked that 1,

and 1; are bounded. As a result, there exists a constant ¢; such that

|E5 ()] = 1207 (0 (0)] < 15, V€ (tp, tipr)- (6.25)

On the other hand, according to (6.13), we have

. A2
Fi(tjp) =0,  lim Fj(t) = =,

t=t5 g

(6.26)
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which together (6.25) with gives ¢;,11 — t;, > (A\}/0?;). Hence, Zeno behaviour is

strictly precluded. This completes the proof. [ |

Remark 6.3.1. The event-triggering mechanism in (6.13) avoids continuous commu-
nication among agents and reduces the communication burden. Meanwhile, the above
design is fully distributed because each agent uses the states of its own filter to decide
the triggering time instants. The estimation of r;, i.e., 1,1, is always available to the
1th follower, which allows us to solve the containment control problem by forcing y; to

track 7;1.

6.3.2 Nussbaum Function and K-filters

To handle the unknown direction actuator faults and the unknown signs of the leading

principal minors of the CGM, we introduce a group of Nussbaum functions as follows:

Hy(B) = 2079(26% + 1)e” sin(271p)

+2471 3¢5 cos(2718), j=1,...,q. (6.27)

It can be shown that
B
/ H, (k)dr = (8)8e” (6.28)
0
where ¢;(/3) is given in Lemma 6.2.1. These Nussbaum functions will be applied in the

controller design.

The unmeasured states of each follower are estimated by K-filters. Let K. :=
(kinly, ... kin1,)T, where k;; > 0,5 = 1,...,n;, are chosen such that the matrix
Ay = Ao — K;C; is Hurwitz. Define E; ; = €;; ® I, where ¢, ; is the jth coordinate

vector in R™. For the ith follower, we introduce the following K-filters:

wio = Acwio+ Ky, (6.29)

wi,p = Aciwi,p + fi,p(yi)a p= ]-7 <oy Uiy (630)

& = Aubi+ Eipn . (6.31)

Furthermore, define ¢;; = A%&, j =0,...,m;. Considering A’ F;,., = Ei,,_;, we can

obtain

Cij = AuCij+ Bnjlis, j=0,...,m. (6.32)
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Based on the above signals, the estimation of the ith follower’s state can be parametrised

as

& = wio+ Z A; pwip + Z B; j0iGi ;- (6.33)
p=1 j=0

Let the time instants at which the ith follower suffers from new actuator faults be
denoted as T'Z‘,l,T'i,g, - ’Ti,m- Obviously, n; < ¢ and Tm is finite. Define Ti,o =0
and Ti,mﬂ = +o0o. Note that, for each j = 0,...,n;, J; is a constant during the

time interval (7;;,7; j+1). With this fact in mind, it can be checked that the state

estimation error €¢; = x; — Z; satisfies

5
& = A€, vt € U(Tz’,j: Ti,jﬂ)- (6'34)
=0
Let wio, Wip &i» Giy and € be partitioned as wio = [win 1, s wiom ] wip = [Wipa -+
T 1T ¢ _ [¢T T T — [T T T = [ef T, wi
wi,Pmi] ) gl - [ 7 R L"i] ) Ci?j o [ i, " 7Ci,j,m] ’ and ¢ = [€i’1’ o 7€i,m] ’ with

wior € R, wipr € RY & € R (G € R? and ¢, € RY. Then, taking (6.5) and

(6.33) into consideration, the derivative of y; can be expressed as

Yi = Tizg+ Z Aipfipa(yi)
p=1

= Wio2t Z Aiplfipa(yi) +wipa] + Z B; j0iGij2 + €2 (6.35)
p=1 7=0

6.3.3 Backstepping Design Procedure

In what follows, we aim at forcing y; to track 7, ; generated in Section 6.3.1. For each

follower, we begin by defining
Zi1 = Yi — i1, Zij = Ci,mi,j — i1, J= AN (636)

where «; j_1 is a stabilizing function to be designed at the (j — 1)th step. Let the kth

element of z; ; be denoted as z; j, and
Qjp; = u; + Ci,mmpﬁ-l? Zipi+l = 0. (637)

Introducing positive scalars ¢;;, vi; (7 = 1,...,p0:), Yix (K =1,...,q), ¢; and sym-

metric positive definite matrices Z;, € R%*% A;, € R%*% T, € R—mx(a=h) (p =
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1,...,q— 1) with ¢ := q(v; + m; + 1) as design parameters, the backstepping design

procedure for the ith follower includes p; steps.

Step 1: Based on (6.35) and (6.36), we have

m;—1
Zi1 = —Vi1Zi1 + Bim;0i(zio + ;1) +win + €20+ Z B, j0:Cij2
j=0
+ ) Aip(fipa () + wip2), (6.38)

p=1
where @; 1 = ;1211 + wipg2 — Mi2. From [125], if Assumption 6.2.1 holds, then B, ,,
can be factored as B; ,,, = S;D;U;, where S; € R7*? is symmetric positive definite, U; €
R7%7 is unity upper triangular, and D; = diag{d; 1, ..., d;,} = diag{sign(a;1), sign(6i725i_711),

-1

a-1)}- Applying this factorization and multiplying both sides of (6.38)

..., sign(a; ,0

by S, it gives
Sz = —i1S; tzin + DiUidi(zia + 1) + Ospiq + S eia, (6.39)

Where @z = [Sl-_l, SiAi,Vw ceey SZ-_IAZ‘J, Si_lBi,mi—léi; ey SZ_IB%()(SZ] - RQX§¢7 and MLI =

[w;‘[,‘la f'T 1 (i) +W¢T,ui,2a cee Em(yi) +0‘111:1,27 Emi—1,27 cee EO,Q]T € R%. Then, to handle

1,Vi,

the unknown actuator faults, we introduce the following similarity transformation:
Wi(t) = 6; (1) Uids (). (6.40)

It can be readily checked that W; is also unity upper triangular, and U;0; = 6;W;. It
follows from (6.39) and (6.40) that

St = —i1S; 2 + DiUidizin + Didioiq + Didi[Wi(t) — I)via

+@i,ui,1 + Si_lei,g. (641)

Besides, we have

Dldz [VVZ(t) — Iq}am = [QE1X1‘,1: N ,ng_lXi,q_l, O]T, (642)
where QZ‘J‘ = d@jé@j[W@jJ.,.h Cee m7j7q]T c R and X@j = [Ozi717j+1, . ,O,/i717q]T €

RY7 (j = 1,...,q — 1) with W, being the (j,k)th element of W; and ;1 be-
ing the kth element a;;. Define ¢; = ||D;U;d;]]?, and let the jth column of ©F be
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denoted as ©; ;. Then, we consider the quadratic form

1 T =14
Vi, = 2415 z11+— 242 Z@” 2615+ 5 29” 0
+ L op (6.43)
€, 175164, .
dyiq 5

where P, ; is a positive definite matrix that satisfies ATP 1+Pi1 Ay = — diag{S]l, e
@i = @Z — Pi, G)i,j = @iyj - @i,ja and ei,j = 0,‘7]‘ - gi,j with @ia@i,j and 91‘7]' the es-

timations of ¢;,©; ; and 0, ;, respectively. Note that, for each j = 0,...,n;, V;; has

2,7
no jump during the time interval (T} ;, T} j41). Differentiating (6.43) and noting (6.41)
and (6.42), we have

q—1
1'/;71 = %12115’ z“—I—ZHDU(SZZQ—I—Z“D(S&“—I—Zz“]@ X j
7j=1
1 -
+sz Dot + 25 ST e + . cpapﬁ—Z@;rj ”1@ id +Z€u 10
Jj=1 j=1
ng 1 ng a N
-3 o 1%51 ey Ve | (T Tijn)- (6.44)
j=1 " j=0
It can be checked that
T T 1
Zi}lDiUi(;iZi,Q S SOiZZ'JZi,l -+ 422 274,25 (645)
2?15;167:’2 S ’)/2"12,?‘15;12@'71 + 6?257161'72. (646)
’ ’ dviq
Let
@ = gizglzi,b é)” = Zijlinzing, J=1,...,¢, (6.47)
éi,j = Fi,in,jzi,l,jv j = 1, e g — 1 (648)

Substituting (6.45)-(6.48) into (6.44) gives
Vii < 1 + Z d; ;6
[ —C; lzz 1211 422 2Z12 Zi , 1,745 ljall
— Z Zi1,j 01,55 Vt € U(Tu, T 1), (6.49)
j=1 Jj=0
where, for j =1,...,q¢ — 1,

— ~ AT T
Qg = —CiaZing — PiZing — Optin — 0 Xy, (6.50)

S
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and
Qilq = —CinZilq — PiZilg — é;l:qﬂi,l- (6.51)

With the Nussbaum functions defined in (6.27), we design the jth element of the

stabilizing function o as

i1, = (/Bl,])al 1,55 j = 17 -4, (652)
where 3; ; is generated by
Bij = B %10 (6.53)

Substituting (6.52) and (6.53) into (6.49) yields

Bi

7.7

1
Vii < — i1z 1Zz1+ zlgzzerE
7=1

(ﬁz] Vt € U (VR ,j+1

(6.54)

Remark 6.3.2. In existing adaptive control schemes for single MIMO systems, when
the factorization B;,,, = S;D;U; is applied to the CGM, the decomposition U;a;; =
a;1 + (U; — I;)a;1 is commonly used to avoid algebraic loops; see, e.g., [84] and
[125]. However, this technique is no longer valid in this chapter, because, as can be
seen from (6.39), the actuator faults bring in the unknown time-varying parameter
matrix ¢; between U; and «; ;. To overcome this difficulty, we introduce the similarity
transformation in (6.40) and replace U;d; by 0;W;, where W; is unity upper triangular.
Then, we introduce the decomposition W;a; 1 = a;1 + (W; — I,)a; 1 to ensure that no

algebraic loops exist in (6.50) and (6.51).

Step 2: It is noted that a1, is a smooth function of y; and Wiy = [y, n)5, Bia, ...,

NT NT AT T T T T T :
/Bi7q,0i’1,...’01q 19 6’1,... @Zq’(pl’ ZO’ ,...,u}i,w, 7:71""7 z,mﬁ—l] ,Whlle Oll,ld,fOI‘
j=1,...,q—1, is a smooth function of a1 j41,..., 1,4, and ¥; ;. Thus, a;; is in

fact a smooth function of y; and ¥, ;. With this fact in mind and using (6.32), (6.35)

and (6.36), the derivative of 2,5 = (; m, 2 — @41 can be expressed as

Oa;y a1
Zio = Zig + o Wio + ——Qilli9 — —€; 2, 6.55
2 = Zi3 2 — W;2 Em Hi2 Em 2 ( )
where Wi = l;'i,2Ci m1,1+ 3y sz 2+d\1, B ‘I’z 1,82 = [_Ai,uia s _Ai,la _Bi7mi5i> <o _Bi705i] S

RQX@’ and :u’i,2 = [fz Wil (yl) +Tw zTZ/Z, s 7fiT,‘1,1(yi) + wgl,% Cgm¢,27 ] ;1:0,2]T S R(ji' Let
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Qi be the estimation of €2;, where the jth columns of QZT and QF are denoted as Q”

and (2, ;, respectively. Define

1
Vie = Vi1 + z aziat+ S ZQ” Qi+ me;fpi,gei, (6.56)
where P, 5 is a symmetric positive definite matrix that satisfies ALP, o+ P, 0 Ay = — I,

It can be checked that

i 1
Via < —ciazyzin + Z f L{di j0i i Hi(Big) = 1] + 2 [Z»’Jm +2ig+ Qg — Wip
] 1 Z?]

8@1- 1A 8 aaz 1\T
. Qz 7 ) i
3y¢ Mi2 + Yi2 8% ( Ou; ) ,2}

+
+ Z Qz] z] ’LJ - Ti:Lj)? Vt € U(ﬂvﬁ ﬂ7j+1) (657)
=0

. da; da; dayi 1
with 7,15 = Y0, Aijpia o2t ay £ 20k Note that ay_llk is the (k,7)th element of Baia

¥

Design the second stabilizing function as

1 O 1 Oa; 1,0 q

Qig = — CinZia — 722+ @ia — 5 Qiflia — Vi s ( s
] 7

T .
4% , ayz ) Zi,2- (658)

Then, (6.57) becomes

Bi
Zcm Zij%ig t Z *[d; 30i5H; (Biz) — ]+Zz‘T722i,3

7.7

+ZQ Qg — Tiny), VteU (Tij, Tijr)- (6.59)
7=0
Step h (h = 3,...,p;): Recall that a;j—1 is a smooth function of y;, Q ,Qi,q
and \Iji,h—l = [ngl7"'7nghvﬂi717"'76i,q78;1:17“'793‘q 1,@ 15 @zzp@l? ;F ;F
Z'T,1>---75¢T,mi+h_ﬂT- The derivative of 2,5, = Cim;n — -1 can be formulated as
S ¢ i, 0 i,h— 19) i
Zih = Zip+1 T Q4 p — Wip + = h IQz Hi2 — aa’;i €0 — ;1 1 ggh 1Qz]7 where @, ), =
8 1
zh(zml,l + o h 1 wioz2 + Wﬁwi’h_l. Define
1 1 .
Vin =Vin_1+ QZZ nZih t+ in —¢; P26, (6.60)
and G = [Ginay- - Cinglt, where, for k=1,... ¢,
- 0, if h =3,
Gishok = { q (6.61)
t ZZZTaazpl ,]NzZaalh 1k7 ifh> 3.

uP 98y
j=1p=3
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Choose Ti,h—1,5 = Ti,h—2,j + ZZ:I i, M, 280{Z oLk Zih.k and
01 o O p—1,00p 1,7
ih = = CihZih — Zih— ih — 7 —lifli2 — i ) ) i
Qi py Ci,hZih — Zih—1 T Wi o, Hi2 — Yih 9, ( 2, )" Zih
g aaz ,h—1
+ Z Ti,h—1,j + Q h- (662)
—1 Qi,j
j
Then, for all ¢t € U of T;;,T;;11), it can be checked that
h q
Z Cij g% + Z i 1(Big) — 1] + 20 nzin4
q . h aa .
0 —1/¢ i,p—1 A
+ Z QZinJl(Qi,j — Tih-1;) + Z Z ngaQ—é'(Ti,hfl,j — Q). (6.63)
j=1 j=1 p=3 irj
At Step p;, design the adaptive law for sz as
Qi,j = Ti,pi—l,j7 j = 1, .o q. (664)
Recalling (6.37), the control signal u; is given by
Ui = Qip; = Gimypi+1- (6.65)
In (6.63), after setting h = p;, for all t € U oLy T; j41) we have
B” [d; ;0.
Vip + Z Z 0 H;(Big) — 1. (6.66)

Based on (6.66), we can establish the stability of the closed-loop system, as will be
shown in the next section. The structure of our control scheme is summarised in Figure

6.1.

Remark 6.3.3. Different from existing control schemes handling unknown control
directions (see, e.g., [63, 64, 67, 88, 84] and [118]), in the state estimation and each
step of the backstepping design procedure, we have to face unknown jumps caused
by the actuator faults. These jumps are inherent in ¢; ;,€¢;, V;1,...,V;,, and prevent
(6.66) being valid for all ¢ > 0. Moreover, the sum > 7_, %dz‘,j@,ﬂ‘—’j(ﬁi,j) in (6.66)
not only involves multiple Nussbaum functions in each agent, but also suffers from
sign jumps of d; ; resulting from reverse faults. These problems significantly increase

the difficulty in establishing system stability.
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Out-neighbors

I'Ui' (té.-p)

+ Event-triggered communication by (6.13) and (6.14)E
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L ]
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Figure 6.1: Structure of our control scheme from the ith follower’s viewpoint.
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6.4 Stability Analysis

Theorem 6.4.1. Consider the closed-loop system consisting of the M leaders, the N
followers in (6.1), the auxiliary filters given by (6.11) and (6.15), the K-filters in (6.29)-
(6.31), the adaptive laws in (6.47), (6.48) and (6.64), and the control laws in (6.65).
Suppose that Assumptions 6.2.1-6.2.3 hold. Then, all signals of the closed-loop system
are globally uniformly bounded, and the containment errors y; — r; (i = 1,...,N)
converge to a residual set which can be made arbitrarily small by adjusting the design

parameters.

Proof. Integrating both sides of (6.66) and noting from (6.28) that foﬁ H;(k)dr =
OIB\ H;(k)dk, for all t € [T;;,T; ;41), we have

Pi t
Vip(t) + Z/T CiJZE}(Ii)ZiJ(KJ)dK/
=17

= g 1 - g 1 g Bisi () dl j5i 7
Vi Tij) + D —Bii(Tiy) = Y —Bi,(t) + Z/ ——H; ;(r)dr

j=1 i =1 b D BTy i
q
- - 1
Vi (Tig) + Yi(Tig) + > Rij(t) + Y —i;(0), (6.67)
J=1 j=1 "%
[ di,j0i,5 7 a 2 (T}, 1 a
where T;(7; ;) = — ?:1 2 S (ﬁi,j(Ti,j))ﬁi,j(ﬂ,j)eﬁz,](T, ) 4 2321 %1,]_ B:;(T; ;) and
Rii(t) = di0ij (955(D)0; .(t)eﬁfj(t) (6.68)
Y By A " S '

with 19173@) = |Bi,j (t)| Define

Bi(t) = max{|B;1(8)],- .., [Biq (1)} (6.69)

Next, we establish system stability based on a contradiction argument.

During the time interval [T;;,7T; ;+1), di;0;; is a nonzero constant. In this case,

choose the constant b; ; in Lemma 6.2.1 as b;; = d; ;0; ;. Suppose that 3;(T; ;) and

Vi :(Ti ;) are bounded but 3;(t) is unbounded on [T} ;,

T j+1). Then, there must exist

a monotonously increasing sequence {t;,} € [T, Tij11),h = ho,ho + 1, ho +2,.. .,

that satisfies Bz(tj‘h) = 2hm + 0; + 2797 and 2hom + 9; + 277 > B;(T; ), where g; > 0
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is given in Lemma 6.2.1. For each h, define IT = {1,...,¢q} and

Hi,l,h = {j ‘ ] S H, ﬁi,j@;h) = 2hm —+ @z -+ 2_q7T}, (670)
Mion = {j | j €0, 207 + 0, < 0:(t7,) < 2hm + 6 + 2797}, (6.71)
Hi,3,h = {] ‘ j € H, ﬁi,j(t;h) < 2hm + @z} (672)

It is clear that I, 1, (L 20 UILi 3, = II and the number of elements in II, ;5 is no
less than 1. From (6.68) and Lemma 6.2.1, for j € I1; 1 p, sign(d; ;0; ;)5;(V: (87 ) < —1

stands. Therefore,

* * 2 (p*
Z Rlvj(tl,h) < - Z 51‘73’[92'7]‘(ti’h)eﬁ%](tz,h)

JE; 1, JEl;1,n
S . Si73(2hﬂ- + @Z + 2—qﬂ_)6(2h7r+§i+27q7r)2’ (673)
where s;3 = mln{‘b”l s 7 } with b;; = min{|6; ;|,1}. For j € I;qy, it follows
i,q

from Lemma 6.2.1 that d; ;0; ;5;(¥; 5(t;,,)) < 0, which together with (6.68) results in

> Rty <. (6.74)

JE€; 2.n

For j € 11, 3 5, noting that the number of elements in II; 3, is no more than ¢ — 1 and

that [d;;¢;(93, (£ )] < 2977, we have

Y Riltin) Z —%,ﬁivj@;k,h)

jeHz 3,h B
< Z Si,wi,j@,h)@ﬁi’j in) + si50i(t7 1)
J€li3n
< (q—1)sia(2hm + g;)elhmre) 4 si5(2hm + 0; +27m), (6.75)
20— 1p* 20-9b} T T 1
where s, 4 = max{—, ce %—qq} with b} ; = max{|d;;|, 1}, and s;5 = gmax{z~, ...

Combining (6.73)-(6.75) gives
ZRU tin) +Z Vi (tin)

< —si3(2hm + 0; + 2*qﬂ)€(2hw+éi)2 {62_q”(4h“+29i+2_q“)

—(g— 1)Si,4 B %6—(2%—&—@)2} (6.76)
Si3 83
According to (6.76), > 27_) R ;(ti,) + > i, 7 V;;(t;),) — —o0o as h — +o0, which

contradicts (6.67). Therefore if 3,(T;;) and V;p( ;) are bounded, then $;(t) must

be bounded on the time interval [T} ;, T} j+1)-

" Viq

}.
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Then, noting that 3;(T}) and V; i(Ti0) with T; o = 0 are bounded, one can obtain
the boundedness of j3;(t) over [T}, T;1). From (6.69), (6.67) and Lemma 6.3.1, it can
be established that V; ,, (¢) and all closed-loop signals are bounded over [Ti0,Ti1). At
0.

the time instant T; 1, as a result of the faults, bounded jumps could occur to ¢;, © i

%9
and €2; ;, while their estimations ¢;, C:)i,j, éw and Q” are continuous. The state estima-
tion #; in (6.33) also experiences bounded jumps at T} ;, while z; is continuous. Denote

the jump of V; ,, at T;1 as VK pl( 1). Since the jumps contrlbutmg to VVi, (Ti1),

. . - - 1
namely the jumps in —goi, 1 @lTJ ”1@”, 3 23 ! QZTJ ” 0; 5, 5 Q;FJAZ;Q”,
FE TP, 1e; and Z] ) FE TP, 9¢; at T4, are bounded, we know V'V, , (T 1) and thus

Vip: (TH) are bounded. Then, it can be concluded that all closed-loop signals are
bounded over [T, T;1], which in turn implies that 3;(t) is bounded over [T}, ;).
Repeating the above procedure and noting Tmiﬂ = +o0 with n; < ¢, it can be con-
cluded that all closed-loop signals are globally uniformly bounded on the time interval
[0,+00). Moreover, from (6.38) and (6.67), we know Z;;(¢) and [, 2%, (t)z;, (t)dt
are bounded, which together with Barbalat’s lemma implies that lim;, . 2;1(t) = 0.
Finally, taking Lemma 6.3.1 and the relationship y; — r; = z; 1 + &; into consideration,
it is clear that the containment errors converge to a residual set which can be made

arbitrarily small by increasing the design parameter o. The proof is completed. W

Remark 6.4.1. Theorem 6.4.1 indicates the proposed scheme achieves the contain-
ment control objective and global stability of the closed-loop system with less prior
information on the CGM, regardless of the unknown direction actuator faults. By
comparison, existing containment control schemes impose much more restrictive as-

sumptions on the CGM and cannot handle unknown direction actuator faults.

Remark 6.4.2. Due to the problems mentioned in Remark 6.4.1, all the contradiction
arguments in [63, 64, 67, 88, 84] and [118] cannot be employed to prove Theorem 6.4.1.
Instead, a novel contradiction argument is introduced. It first assumes that Bz(T”)

and V; . (T;;) are bounded but f;(¢) is unbounded on [T;;,T;;+1). In this case, it

shows that Zjeni,l,h R;j(t;,) in (6.73) can force 3 7, Ri;(t7,) + > 5, 71 Ui (t5,) in
(6.76) to go to —oo as h — 400, which contradicts (6.67) and gives the conclusion

that 3;(t) must be bounded on [T ;, T; ;1) if 5;(T; ;) and V; ,,(T; ;) are bounded. Then,

i,p;

starting from the boundedness of 3;(T; ) and V; ,, (T} ) and using a recursive approach,
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it gradually expands the time interval on which all closed-loop signals are bounded

and finally establishes global stability of the closed-loop system.

Remark 6.4.3. As can be seen from the above design and analysis, the design pa-
rameters ¢; ;, vij (J=1,...,0), Yix (k =1,...,9), i, Zik, Niy, and I';;, affect the
dynamics of z;;, Bk, i, @iyk,fh’k, and ézh Generally speaking, increasing c¢;;, 7i;,
Viks Jis Amin(Zik)s Amin(Aig) and Apin (T ) helps to reduce the containment errors but
may increase the amplitude of control signals. The parameters k; 1, . . ., ki, should be
chosen such that the matrix A, = A, — K,C; is Hurwitz. Besides, increasing o or
decreasing A; helps to reduce the containment errors but may increase the communi-
cation burden among agents. In summary, the design parameters should be properly

chosen to make a trade-off among the containment errors, the communication burden

and the amplitude of control signals.

6.5 Simulation Results

To demonstrate the effectiveness of the proposed scheme, we consider a practical exam-
ple of six agents, where agents 1-3 are followers, agents 4-6 are leaders. The followers

are coupled inverted double pendulums described by [126]

Uin = Ni,l sin(y; 1) — ~¢,2Ui,1 + Mz‘,?)ﬁi,l(yi);

i]i,z = Mi,l Sin(yz‘,z) - Mi,Qui,2 + Mz’,3ﬁi,2(yz'), (6-77)

where y; = [yi1,vi2|" represents the pendulum angles in radians, and u; = [u; 1, u;2]"
is the control torque, MM, Mig and MZ’73 are nonzero constants assumed to be un-
known, p;1(y;) = sin(y;2) cos(y;2) — sin(y;1) cos(y;1) and p;2(y;) = sin(yi1) cos(yi1) —
sin(y; o) cos(y;2). Letting x; = [yf, 91T, Ajq = diag{Mi’l, Mi,l}, Aig = diag{]\%,g, M@g},
fia(yi) = 10,0, sin(yi1), sin(ys )", fiz(y:) = (0,0, pi1 (i), pi2(ys)]", and B = — diag
{]\;11-72,]\%72}, (6.77) can be expressed in the general form of (6.1). In the simu-
lation, we set M;; = 1, M5 = 1 (i = 1,2,3), Mys = 0.25, Mys = 0.5, and
M373 = 0.3. The trajectory of the leaders are generated by ¢; + 2y; + y; = 7;, where
i =4,5,6, 7y = [sin(0.3t), cos(0.3t)]T, 75 = [1.4sin(0.3¢ + 0.157), cos(0.3t + 0.157)]T,
and 7g = [1.6sin(0.3t),1.6 cos(0.3t)]T. In the network topology, ajs = as = a3 =
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a32 = a14 = a34 = ag5 = azg = 1, and all other adjacency elements are zero.

1.5 T T T T T
1b e T i
0.5 4
= |\ 70 o=
< ~- -
= 0r ' 7
~ ' O Follower 1
= O Follower 2
051 o Follower 3 7
Ll -
_1 5 1 1 1 1 1
-1.5 1 0.5 0 0.5 1 1.5
y1 (rad)
Figure 6.2: Output trajectories on 2-D space.
07 T T T T T
06y <=l = rall ]
05f i — 2 = 2| .
! — llys = 7|

0 5 10 15 20 25 30
Time (sec)

Figure 6.3: Containment errors.

In the simulation, we choose k;; = 2 and k;» = 1 (i = 1,2,3) for the K-filters,
and 0 = 1 and \; = 0.05 (j = 1,...,6) for the auxiliary filters. The other design
parameters are chosen as ¢;1 = ¢i2 = 5, Vi1 = Yiz = 1, Yix = Yi2 = 1, ¢; = D,
I'ii =2,and E;; = 5,2 = Aj1 = Aio = Is. The initial conditions of the followers
are set as z1(0) = [0.1,0.4,0,0]T, zo(0) = [0.6,0.3,0,0]T and z3(0) = [0,0.2,0,0]T.
The unknown actuator faults are given by (6.3) with 5171 = —1, 5172 =0.7, 5271 =0.3,
5371 = —1, 5372 =0.5,Tv1 =1s,Ti2 = 5s, Th; = 10s, T3 ; = 2s and T35 = 20s, where

the second actuator of the second follower is free of faults in the simulation. The
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Figure 6.4: Control signals.

simulation results are shown in Figures 6.2-6.4. As shown in Figure 6.2, the followers
are driven into the convex hull spanned by the leaders. From Figure 6.3, it can be seen
that the containment errors y; — r; converge to a small residual set in the presence of

unknown direction actuator faults.

6.6 Conclusions

In this chapter, based on backstepping design, an output-feedback adaptive contain-
ment control scheme has been proposed for a class of heterogeneous nonlinear MIMO
agents with unknown actuator faults. The unknown CGMs, unknown parameters, and
unknown jumps introduced by the actuator faults are dealt with by a novel contra-
diction argument based on some Nussbaum functions and a matrix similarity trans-
formation, which establishes the stability in a recursive fashion. Besides, continuous
communication among agents is also avoided. We have shown that all closed-loop
signals are globally uniformly bounded and the containment errors can converge to an

arbitrarily small residual set.



Chapter 7

Conclusions and Future Work

In this chapter, the main contributions of this thesis are summarised and we discuss

possible directions for future research.

7.1 Conclusions

In this thesis, we have introduced distributed resilient estimation and control against
a range of adversaries on all channels of the distributed dynamic system, namely
false data injection attacks and multiple disturbances on the sensor channel, denial-of-
service attacks on the communication channel, sparse attacks on redundant sensors,
and unknown direction faults on the actuator channel. In this thesis, a resilient esti-
mation and control framework is introduced. The distributed control and estimation
approaches covers the scope of typical adversaries faced by distributed systems, with
particular focus placed on developing cohesive algorithms to deal with the joint effects
of heterogeneous adversaries, and resilient control of nonlinear systems under a more
general class of faults. Specifically, the following problems have been investigated in

detail.

e For distributed systems subject to multiple disturbances and FDI attacks, an en-

hanced resilient distributed estimation scheme is introduced. In the initial stages
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of estimation, a multi-layer anti-disturbance estimator is introduced to compen-
sate and attenuate the effects of multiple disturbances. Then, an observer-based
optimal attack detection scheme is introduced, where the residue signals are
compared to an optimally obtained threshold to determine the presence of FDI
attacks. Finally, an attack-resilient estimator that is activated by the detec-
tion of attacks is introduced to develop resilience towards FDI attacks. The
proposed enhanced three-stage approach effectively deals with the coupling be-
tween FDI attacks and multiple disturbances. Compared with existing resilient
estimation results, which only consider a single source of disturbance, the pro-
posed approach is shown to be able to actively reject FDI attacks in the presence
of multiple disturbances. Furthermore, the novel detection-triggered estimation

structure reduces the computational load of the attack-resilient estimator.

An event-based resilient distributed state estimation method has been proposed
for distributed systems under system disturbances and multiple heterogeneous
cyber-attacks. A novel event-based communication scheme is designed to re-
duce unnecessary data transmissions within the network, while guaranteeing de-
sired estimation performance in the presence of aperiodic DoS attacks. A novel
adaptive deception attack rejection scheme is introduced for the adaptive com-
pensation of deception attacks. Moreover, a distributed disturbance observer is
proposed to deal with disturbances in the system in a distributed manner. Suffi-
cient conditions for convergence of the estimator are obtained via the Lyapunov
function approach. A practical example on a 4-bus power grid is presented to
demonstrate the effectiveness of the proposed estimation method, and the results
show that the proposed method is capable of accurately estimating the state of

the system in the presence of heterogeneous attacks.

In view of sparse injection attacks and system disturbances, a secure state esti-
mation scheme has been proposed for a class of nonlinear systems. Our design
introduces a kind of high-gain K-filters, a monitoring function and a switching
scheme. With the aforementioned efforts and a contradiction argument, it has
been proved that all attacked sensors can be precluded after a finite number of

switching and the estimation error can converge to an arbitrarily small residual
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set. Furthermore, a backstepping controller is designed based on the estimation
results, and the proposed method has been applied to a robotic manipulator
with both simulation and experimental studies, where the effectiveness of the

proposed scheme has been validated.

e An output-feedback adaptive containment control scheme based on backstepping
design has been proposed for a class of heterogeneous nonlinear MIMO agents
with unknown direction actuator faults. The unknown CGMSs, unknown pa-
rameters, and unknown jumps introduced by the actuator faults are dealt with
a novel Nussbaum function-based approach in conjunction with a contradiction
statement and a matrix similarity transformation, which establishes the stability
in a recursive fashion. Besides, an event-based communication scheme is intro-
duced to preclude continuous communication among agents. It can be obtained
that all closed-loop signals are globally uniformly bounded and the containment
controller errors can converge to an residual set that can be made to be arbitrarily

small.

7.2 Future Work

As mentioned in the conclusions section, the aim is to propose a cohesive resilient esti-
mation and control framework that covers a wide range of heterogeneous adversaries.
However, some notable gaps still exist in the research introduced in this thesis. Several

potential extensions to our research are listed as follows.

e There has been research on stealthy FDI attacks able to bypass residue-based
attack detection methods, as can be seen in References [127, 128] and [129]. Very
recently, in Reference [127], a stealthy attack was developed from the attackers’
perspective to guarantee that the attack keeps its effects on the attack detectors
residue below a predefined level in the presence of norm-bounded disturbances.
In addition, attacks that are theoretically strictly undetectable have been de-
fined in References [22] and [41] by exploiting the zero-dynamics in the system.

However, these types of attacks are designed from the attackers’ perspective, and
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require full knowledge of the model of the observed system as well as the detec-
tion mechanism, which is a very restrictive assumption. The attack detection
and rejection approach in this thesis is developed from the defenders’ perspec-
tive, with no prior knowledge or assumptions on the attack signals. In the future,

we will endeavour to investigate the detection and rejection of stealthier attacks.

e In Chapters 3 and 4, the disturbances under consideration are formulated by an
exogeneous system, which can describe a wide range of disturbances in practical
scenarios, and an additional norm-bounded term is included to account for the
uncertainties in the disturbance model. Future work will include utilization
of identification techniques to deal with disturbances with unknown dynamic

characteristics.

e In Chapters 5 and 6, the system under consideration is of output-feedback
form, which can describe a wide range of practical engineering systems. Fu-
ture work will include the extension of the proposed nonlinear estimation and
control schemes to more general uncertain nonlinear systems to overcome the

pertaining limitations of the system model considered in Chapters 5 and 6.
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