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Abstract

The increase in popularity of code processing and execution in the Cloud led to the
awakening of interest in Google’s Functions Framework, with the main objective being
to identify possible improvement points in the platform and its adaptation in order to
respond to the identified need, also obtaining and analysing the results in order to
validate the progress made.

As a need for the Google Cloud Platform Functions Framework, it was found that an
adaptation would be possible in order to promote the use of cache services, thus
making it possible to take advantage of previous processing of the functions to
accelerate the response to future requests. In this way, 3 different caching mechanisms
were implemented, In-Process, Out-of-Process and Network, each responding to

different needs and bringing different advantages.

For the extraction and analysis of results, Apache JMeter was used, which is an open
source application for implementing load tests and performance measures of the
developed system. The test involves executing a function to generate thumbnails
from an image, with the function running in the framework. For this case, one of the
metrics defined and analyzed will be the number of requests served per second until

reaching the saturation point.

Finally, and based on the results, it was possible to verify a significant improvement
in the response times to requests using caching mechanisms. For the case study, it
was also possible to understand the differences in the processing of images with small,
medium and large dimensions in the order of Kbs to a few Mbs.

Keywords: Cloud; Functions Framework; Google; Processing; Cache; Load;

Performance; Image; Function.






Resumo

O aumento de popularidade do processamento e execucdo de c6digo na Cloud levou
ao despertar do interesse pela Functions Framework da Google, sendo o objetivo
principal identificar pontos de possivel melhoria na plataforma e a sua adaptacédo de
forma a responder a necessidade identificada, tal como a obtencdo e andlise de
resultados com o objetivo de validar a progressao realizada.

Como necessidade da Functions Framework da Google Cloud Platform verificou-se
que seria possivel uma adaptacdo de forma a promover a utilizacdo de servigos de
cache, possibilitando assim o aproveitamente de processamentos prévios das fungdes
para acelerar a resposta a pedidos futuros. Desta forma, foram implementados 3
mecanismos de caching distintos, In-Process, Out-of-Process e Network, respondendo

cada um deles a diferentes necessidades e trazendo vantagens distintas entre si.

Para a extracdo e andlise de resultados foi utilizado o Apache JMeter, sendo esta uma
aplicacdo open source para a realizacdo de testes de carga e medidas de performance
do sistema desenvolvido. O teste envolve a execu¢do de uma fungdo de geracdo de
thumbnails a partir de uma imagem, estando a funcdo em execugdo na framework.
Para este caso uma das métricas definidas e analisadas serd o ntiimero de pedidos

atendidos por segundo até atingir o ponto de saturagao.

Finalmente, e a partir dos resultados foi possivel verificar uma melhoria significativa
dos tempos de resposta aos pedidos recorrendo aos mecanismos de caching. Para o
caso de estudo, foi também possivel compreender as diferencas no processamento de

imagens com dimensao pequena, média e grande na ordem dos Kbs aos poucos Mbs.

Palavras-chave: Cloud; Functions Framework; Google; Processamento; Cache; Carga;
Performance; Imagem; Funcao.
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Introduction

In this chapter it is explained some of the Cloud main advantages, and it evolves into
the motivation that brought the idea of developing this project. It aims to summarize
the proposed solution and the contributions that the development brings to the project,
and finally focusing on the document organization.

1.1 Work Context

The Cloud computing solutions have turned increasingly more popular over the
years for it's ease of use, scalability properties and disassociation between
infrastructure management and software development. The FaaS is a type of service
that cloud providers make available to implement scalable services that are executed
based on external triggers [1], for example an HTTP request, blob file upload along
some others. "From the perspective of a cloud provider, serverless computing
provides an additional opportunity to control the entire development stack, reduce
operational costs by efficient optimization and management of cloud resources (...)
and manage cloud-scale applications" [55]. Accordingly to Wang Ao et. all (2021),
"Function-as-a-Service (FaaS), enables a new way of building and scaling
applications" [54], that are considered adequate to answer problems that require
scalable resources, being the typical example, images, video processing and large

scale transaction systems.



1. INTRODUCTION 1.2. Motivation

As for the FaaS, it is a service available on cloud providers platforms that facilitates
the execution and development of application functionalities "where software
engineers can focus on business logic and leave the infrastructure management" [60]
complexity where these solutions are executed to cloud providers. The use cases can
be associated with an on-demand execution, where the service is off until any type of
trigger is received, that starts the execution of the FaaS code with the received data
parameters.

1.2 Motivation

Although there are several advantages from deploying application in FaaS platforms,
including built-in scalability, improved developer speed, since there is no need to
worry about the server or deploys and cost efficiency [61], these services have some
disadvantages. One of them is the need for remote data storage access. These remote
accesses are essential to the operation of a typical FaaS function given the R nature of
them [53]. During function’s execution, latency increases with the values scaling
depending on the size of data that is needed to process the function. These type of
problems can be mitigated by applying caching systems [39] which bring data closer
to the function’s environment.

As FaaS solutions are becoming increasingly popular, different cache architecture have
been researched and evaluated to mitigate some of the problems accessing data [52].
However, to our knowledge, there is no model or implementation available to integrate

and make an assessment of different cache architectures.

1.3 Proposed Solution

In this work, we propose a model to integrate and evaluate different cache
architectures in open-source FaaS frameworks [42]. Based on this model, we
developed a configurable middleware [34] to automatically intercept calls to FaaS
functions in order to fetch data from the cache system. We also propose a way for
system architects to choose different cache solutions during the setup phase of the
middleware.

As for the development, we used an Open Source Framework from Google Cloud
Platform (GCP), Functions Framework. This framework gives the possibility of
deploying a server where a function can be registered and triggered to execute any

code that the programmers writes.
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Three options were considered to organize the cache system: (i) a cache inside the
process running the function; (ii) a cache running outside the process of the function
but in the same machine; (iii) a cache running on a different machine connected to the
one running the function.

To evaluate the middleware, a use case was developed, consisting on generating
thumbnails from images [77], being the function triggered only if the image’s
fingerprint isn’t already in cache. A set of experiments were made to measure the
benefits of each cache architecture.

All of the data stored on the caching system is immutable [45] since for the same

request an equal response should be sent to the client.

The configuration of the system is transparent to the developer, since he only needs
to change the configuration file, and on his function to return the value that should
be cached on the request attendance. The function doesn’t need to have information
about the cache, since the infrastructure does the job of getting and setting the key and
value for the content of each request. By following these requirements, the values are
cached on the infrastructure side, giving the transparency needed to ease the usability
of the developed project.

1.4 Contributions
The main contributions of this work are:
1. A generic model that shows how to integrate different cache architectures in FaaS

Frameworks.

2. A configurable middleware to work in GCP Functions Framework that allows
systems architects to choose a cache system at the setup phase.

3. The implementation and evaluation of three cache architectures using GCP

Functions Framework.

1.5 Document structure

The current document is organized in 3 different main chapters, representing a typical
structure of Introduction, Related Work and finally an introduction to what is being

development and more details about the already developed use case.

3



1. INTRODUCTION 1.5. Document structure

First chapter contains an Introduction for the theme of the thesis and the challenge to
accomplish better results with the proposed developments.

Second chapter resumes the definition and use cases of Function as a Service, also
providing a brief description of both studied frameworks.

The third chapter has information about published papers with work related to the
problem. It starts with the introduction of the framework’s architecture, the proposed
solution and how the use case was implemented.



FaaS Background and Related Work

2.1 FaaS Background

FaaS follows an event driven execution model. In this type of model, developers
don’t have to worry about low-level details such as infrastructure management,
security updates, availability, reliability or server monitoring since that is a
responsibility of the cloud provider where our function is hosted. This disassociation
greatly improves developers rate of code development, since any other necessity

rather than coding is answered by the cloud provider.

One of the greatest advantages of the serverless model has over the serverful is the
pay-as-you-go billing system, where the customer only pays for the resources used
during the time that the function is executing. The time frame of execution time goes

to the hundreds of millisecond intending to deliver an accurate invoice to the client.

The main use cases for this type of solutions include event-driven or flow-like
processing patterns [10], API where the flow of data is controlled between different
services and scientific cloud computing [16], since there are no worries about scaling
on heavy processing jobs.

However it is known that by gaining in terms of ease of use, flexible scaling, fine
grained pricing model and availability of service there will be trade-offs, mainly at the
service quality level in terms of response times to function requests. This problem is

mainly caused, because complex systems need to store data, and by decoupling the

5
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computing layer from other layers in order to ease the scale up/down [74], the system
will need to make a remote call to the storage layer in order to obtain data that is used
to attend the request creating an overhead to the response time that degrades

performance.

2.2 Frameworks

A framework [57] defines a software structure that enables the production of modules
or artifacts, which can serve as the foundation to develop new software. It provides a
standard way to design, build and deploy applications on a reusable environment. In

a simpler way it defines a set of tools used to develop other software applications.

A Function as a service is an on-demand infrastructure that enables the execution of
code. In this case it is possible to plan only the application, without worrying about
infrastructure problems, the entity in charge of these type of questions is the Cloud
Provider.

For the project two different approaches were made. In the first one, Open FaaS [37]
was used in order to better understand how a simple function was deploy on the
environment and how did the trigger passed through the modules that compose the
framework. As for GCP Functions Framework, it was explored and adapted to

accomplish the proposed objectives.

These frameworks are essential to study the possibility of implementing a caching
solution in order to mitigate the latency of function’s execution, caused by the access
to external data storages.

2.2.1 Open FaaS

Open FaaS is an open source project [51] that simplifies the deployment of event-driven

functions and microservices into a container using kubernetes [50, 63].

It can be executed in any cloud environment without the vendor lock-in problem [12].
Vendor lock-in is a barrier to the heavy adoption of cloud computing, it is caracterized
by cases where it is challenging to transition to a competitor’s service, regularly the

transition incurring in a major adaptation of the system.

The platform supports any language for the function that has to be executed based on
the trigger event, since it will be packaged in a Docker container, following the most

recent trends where cloud functions are deployed on containers [68], the dependencies

6
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needed to execute that function will be downloaded if defined in the docker file. As
another advantage, it is scalable depending on the traffic spikes, also scaling down if it

goes idle.

The framework creates 1 to many containers depending on the scaling parameters
provided by the user. It provides an API gateway that triggers the functions based on
user requests that will eventually be processed by one of the containers instantiated
by Kubernetes or other hosting systems.

For Mac OS or Linux in order to deploy the container first it is needed to install the
command line interface of Open FaaS. Then install helm, and start a minikube instance
in docker [43] with the command “minikube start’. After this steps proceed to create
namespaces of OpenFaaS core components and functions. Add the helm repository,
update the charts using helm. Generate a random password and a secret for it, then
install OpenFaaS using the chart, set the Url as an environment variable and finally

login using the CLI once all Kubernetes pods are started.

2.2.1.1 Architecture

The Open Faa$ architecture [67] is composed by a function watchdog that allows HTTP
requests to be forwarded to the target process, triggering the function execution. It also
contains an API Gateway that, just as the function watchdog it processes the HTTP
requests, but additionally scales functions by changing the replica count.

Monitorization of the system is based on a Prometheus/Grafana module [40] that
contains information about function rate, replica scaling and execution time of the

function as a service.

Finally all of these modules are supported by a docker container. The container
consists on a standalone, lightweight executable package of software that runs all of
the applications needed to support Open FaaS framework execution.

2.2.2 GCP Functions Framework

The GCP Functions Framework is a serverless environment that runs a function, which

responds to different types of triggers.

Just like OpenFaaS, Functions Framework provides the serverless solution that works
as a black box for the developer who only submits the code of the application, and
it gets executed upon previously defined triggers. Normally the user only has control

over limited configurations through which performance can be controlled but since the

7



2. FAAS BACKGROUND AND RELATED WORK 2.2. Frameworks

framework is open source, it provides the possibility to open the “box” and adjust the
code based on the needs for the project.

The framework supports Cloud Events and a Pub/Sub [58] emulator. Messages with
JSON objects can be published on a queue that will eventually be processed and trigger
any function that is defined. This mechanism gives the possibility to accommodate a

higher number of requests, if the user doesn’t need the response immediately.

2.2.21 Deployment

In order to start using the framework, it is only needed to install the npm package with
the command: ‘npm install google-cloud/functions-framework’, which creates a node
package with editable files that compose the framework. The next step is to create a
function that will be triggered by an event and deploy it by running the command:

‘npx google-cloud/functions-framework —target=functionName’.

As a first approach the Handler that answers the trigger was intercepted and a new
property was added to the request parameter in order to receive it on the function that
is triggered.

2.2.3 Framework decision

As the study of frameworks continued, it was decided that GCP Functions
Framework should be used, since the approach to the problem could be made in a
simpler way. It is a serverless environment that enables the connections between
application with different triggers. There are many types of triggers [1] for these
functions such as HTTP requests, Pub/Sub topics, google cloud storage upload.
These triggers are called events that will give the order of execution to the function

that is defined on the framework.

During the first contact with GCP Function Framework, the objective was to trigger
the function and obtain a response to the function’s request from an external API. The
referenced image in Figure 2.1 represents the workflow of the GCP functions
framework, from the creation of the instance to the request that is made by the

function on this first simple approach.
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Functions Framework

npx @google-cloudffunctions- W FunctionPath
framework " etg Remote
; _ Instance elsernver
—target=functionName UserFunction Services

2

—» Semrverinstance

HTTP Request / Response

CLI

Cache

Figure 2.1: Functions Framework function execution workflow without cache

The functions framework architecture contains components with functionalities to
obtain the user function passed as parameter when the framework is started.
Subsequently this component gets an instance of the server that gives a response to
the user request, keeping the sandbox alive to hasten the setup process [23, 29] for
serving future invocations. Figure 2.1 represents a simplified version of the
interaction between a function instance and an external API, with the blocks that
support the instantiation of the function based on the passed parameters.

The section 3.1 gathers more detail about the GCP Functions Framework architecture,
diving into the architecture and the adaptations that were made.

2.3 Problems and challenges in FaaS

With the development of projects that use FaaS as a solution, the difficulties and
challenges imposed by the implemented systems were noticed and improved
solutions are being studied and developed to mitigate them.

In order to keep FaaS easily maintained and scalable, some solutions that require
persistent state are hard to implement, since new instances would have to obtain this
state from a shared datasource, impacting the new instances deployment time for
example.

¢ State management is indispensable in stateful applications [48], where a short
message representing a state needs to be sent across different components. This

state can be stored in the function, but this won’t be replicated across other VMS

9



2. FAAS BACKGROUND AND RELATED WORK 2.4. Related work

that can instantiate the original image as a response to a scalability necessity,

causing the problem of state management.

* Networking, systems have to access shared storage to pass state between cloud
functions, which impacts latency values. Users also don’t decide where functions
run, excluding the possibility of optimization in requests.

¢ Predictable performance, since users are denied of control over resources, there
can be bad timings that cause queuing delays, causing worst response times of
applications. The reassignment of resources from customer to customer are also
unpredictable, this event is called “cold start” [38], and causes latency during the
process of preparing the software environment of the function to start attending

requests.

The caching solution is directly related to some of the topics discussed above. Every
request routed to the FaaS function, having the necessity to obtain data from another
system, has to make a request that causes latency, with a higher or lower degree based
on different parameters. These can be: the data that has to be transferred [18], network
rates, distance between the machines causing impact on the function’s performance.

Caching gives the possibility to reduce “cold starts” in cases where new instances need
data from external sources. Also reduces the response time of functions that would
rather have to make requests to external servers, that would take much longer than
respond with cached data. The solution of the problems described above allows a

wider range of problems to be solved via serverless solutions.

2.4 Related work

Due to the stateless property of FaaS, these types of solutions must interact frequently
with external data storage, limiting the performance of the system during client

requests.

Mitigation methods can be applied by using caching services in order to improve the
performance of the execution of function’s that return immutable data to equal client
requests. Caches are used in many different areas of study that aren’t directly related
to FaaS, as an example for network caching services [31], IOT cloud-based solutions

[41] and medical services [47].

The main performance limitations identified in FaaS [38, 49] are the scheduling

latency, which garnered much attention recently [6, 8, 9, 21, 22, 26, 28, 56] and

10
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function execution latency, being the latest’s greatest problem the need to get data
from external storage. The FaaS solutions are characterized by having 2 specific
layers, the computing infrastructure and the remote storage, the decoupling between
these 2 layers give elasticity possibilities in detriment of lower latency.

During this subsection different papers with related works are analysed and
conclusions about the implemented caching solution, hosting methods and trade-offs
are taken. Finally there will be a table that resumes some of the main aspects for the
implementation of the paper’s solutions.

2.4.1 OFC: An Opportunistic Caching System for FaaS Platforms

Opportunistic FaaS Cache is a RAM based caching system that uses the
over-provisioned memory to reduce latency without changes at the code level, or
effort in configurations. Additionally and to avoid cold starts, the platform keeps the
functions alive for several minutes, giving the possibility to aggregate these idle
memory and provide a distributed caching system.

One of the questions raised in this paper is based on the scalability of the caching
system that fits short function executions. One of the strategies, since the worker node
will lack memory is to not cache data that is unlikely to be reused. The second strategy
is based on a replication algorithm that keeps hot objects on active worker nodes. This
solution exploits the overprovisioning of memory and reports improvements by up to
82 percent and 60 percent in the execution time of single-stage and pipelined functions

accordingly.

When a function is triggered the choice of the worker that will attend that request is
based on a Loadbalancer decision, this component maintains the available resources of
all worker nodes, by using the function identifier and tenant, the index of the worker
is computed, being this the preferred node to execute the function on it’s “sandbox”.

The “sandbox” is the environment that is kept alive to avoid cold starts, and they have
three aspects that are important for a secure system:

1. A sandbox is never shared or reused between distinct functions or tenants;
2. It processes a single invocation at a given time;

3. To mitigate cold starts it is kept alive for some time to anticipate subsequent

requests of the function that was previously executed;
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The solution applied is based on the abundance of wasted memory that is applied at
the provisioning of the environment that can be used to develop a distributed
caching-system. The problem is caused by the cloud tenants that over dimension the
memory resources that are configured on the sandboxes. The trend of over
dimensioning the used memory can be followed because the same function can be
triggered with different arguments which can lead to variations in memory needs.
The second cause of memory resources waste is the mitigation of the cold start
problem that would cause even more latency in each function execution, since a new
environment would need to be provisioned for each trigger, which costs time. This
type of solution is a double-edged sword, since the cold start problem is mitigated,
but the memory resource is considered a waste after the first execution, since most of

the times there are no subsequent requests for several minutes.

In the OFC project [65] the caching policy is defined to store objects that satisfy the
condition of being smaller than 10 MB and that the predicted benefit of caching the
object is significant enough to cache it. In addition and to reclaim needed space, the
caching Agent discards objects that aren’t accessed with a pre-determined frequency.

Another related project also identifies the previously mentioned problems on FaaS
systems, being one of them the degradation of response times in systems that
consume data from databases and file stores, that relates directly to the caching
system solution studied for the thesis proposed solution development.

Main cloud providers, like AWS use caching systems such as Redis and Memcache
through Amazon ElastiCache, but these solutions are external caches, causing the
access to have the overhead of network calls. A proposed approach is to use the
caching system as an internal component, even with the constraints that come with
this approach, it is much more efficient in terms of latency. Some of the constraints are
related to FaaS already identified problems, cold starts that are related to new
sessions, since each session has it’s own global variables declared, a new request will
cause a new session to be instatiated, but every subsequent request will be attended
by the previously deployed session if this hasn’t been closed or suspended based on
requests frequency. Therefore, every time the memory of the function container is
used as a caching system, the cache can be invalidated if the requests frequency drops
and the session is closed. This behaviour incurs in the conclusion that having an
internal cache is much more useful in systems that have recurring calls to the same

function.

EfficientFaaS has an internal and external cache in the GCP Functions Framework

package. The trigger is routed in the express router, and depending on the caching

12



2. FAAS BACKGROUND AND RELATED WORK 2.4. Related work

type that is defined on the configuration file, the functions manager will route the
data call to the cache, otherwise, if the key isn’t found in the cache data structure, the
function is executed and returns the calculated to be set on the caching system. This
value can be used to respond to subsequent requests that have the same content on
the request object. The Opportunistic Caching System makes an estimation on the
memory resources required by the functions and uses the remaining as a cache. It can
be said that OFC uses an In-Process caching system, that is located on the function’s

execution process just like one of the possible configurations for EfficientFaaS.

The main contributions of our work to the problem of performance issues based on
external data storage access is the development of a generic model that integrates with
different caching systems for immutable data in order to reduce latency during FaaS
function execution. Also, the transparency to change the type of caching system used
based on a setup phase, that is done by adapting the configuration file definitions.

2.4.2 Pocket: Elastic Ephemeral Storage for Serverless Analytics

The communication of data between serverless tasks in a difficult challenge, so one of
the approaches is to use an external data storage. As stated before, this type of solution
impacts latency values, as a motivation it is developed an elastic distributed storage
service that defines the correct size of storage clusters to provide better performance
levels.

The principles applied to the solution are the separation of responsibilities, since three
different components are defined, the control plane, metadata plane and data plane.
The first one manages the size of each cluster and data placement inside those storage
units, the second one tracks the data that is stored and the data plane contains the
data. The second principle is the Sub-second response time where every I/O operation
targets sub-millisecond latencies and has elasticity as a property mainly because the
controller can scale the resources and provide load balancing techniques. Finally, the
third principle is the Multi-tier storage where I/O demands are satisfied by different
media storage devices, according to the needs (DRAM, Flash or disk).

In terms of Architecture, as previously referred the system contains a controller with
one or more metadata servers, and several data plane storage servers. Being this
component the brain of the solution, it provides scaling solutions as the requirements
vary also making decisions about data placement inside the different nodes. For
bigger objects, the system distributes smaller parts across the storage servers.

Comparing Pocket’s solution to EfficientFaaS, it is seen that Pocket’s uses different
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remote storages focusing on minimizing the costs of using a paid caching service.
EfficientFaaS uses redis cache as the remote caching system, being one of the Future
Work ambitions to unlock the software to be easily adaptable to other caching

solutions.

2.4.3 InfiniCache: Exploiting Ephemeral Serverless Functions to
Build a Cost-Effective Memory Cache

The InfiniCache is an in-memory caching system that is deployed on serverless
functions. As a proven thesis, large object caching improves the system’s performance
in terms of access speed in cluster computing, these objects are heavily reused and are

accessed less frequently than smaller objects.

To know the distribution of object sizes, the author analyzed production traces from
an IBM Docker registry, which was collected from two data centers, one located in
London, United Kingdom, and the other one in Dallas, United States, from the
registries, it was concluded that 20 percent of the objects are larger than 10 MB,
concluding that large objects caching solutions have a great impact on system’s
latency values. However, since large objects occupy large amounts of space and this
resource is limited there is a standoff between caching smaller or larger objects. As a
simple solution to mitigate this choice, the managers could allocate memory resources
to store objects of large sizes, but it can’t be forgotten that this comes impacts the total
cost paid to the cloud provider.

One appealing approach to the problem is to store objects in the function’s memory,
until it is claimed back by the cloud provider, is then inserted into a new function.
The billing advantage is evident since the cache of an object would only be billed
when there is a request to the function, since there is a “warm” period to mitigate
“cold-starts”, the object would be cached without impacting the bill value. The cloud
providers have limitations for cloud resources usage, so this idea isn’t viable since, for
example, and AWS Lambda, has between 128MB and 3008MB of memory and

allocates CPU based on the previously chosen value.

As a main difference between the developed project and the InfiniCache solution, the
latest uses the memory of cloud functions to cache the objects, while the developed
project makes use of the node [44] and redis [35] caching systems to store the key-value

pairs.
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2.4.4 Shuffling, Fast and Slow: Scalable Analytics on Serverless

Infrastructure

The elasticity component is considered important, but it creates a challenge to
implement the application as it is needed to move large amounts of data between
different functions. Locus is a solution that combines slow and fast storing systems to
achieve a good performance level. As a result, the cluster time in terms of
cores/second is reduced by 59 percent and, even being 2 times slower than Amazon
Redshift it doesn’t require provisioning time, that is in the order of minutes on the

Web services provider side.

Since containers are lightweight and can be scaled easily, the improvements in
processing times are evident in workloads that require variation in the number of
cores. Also, to overcome the latency caused by storage systems, Memcached or Redis
are good solutions, that support higher request rates. However, these systems are
expensive, making them a bad solution in terms of economic value. The read/write
operations affect performance results and are variable based on parallelism and

memory sizes.

In the Shuffling, Fast and Slow solution, there are 3 defined methods to study the
overall performance, the slow, fast, and hybrid storage systems, that answer shuffling
operation demands obtaining results based on these operations.

As a direct comparison between the developed project, and the Locus solution, the
Locus focuses on elasticity and pricing, sacrificing the duration and total memory a
function can use in order to process client requests. For the developed project, the
main focus is to improve the performance of the GCP Functions Framework and give

transparency to the user of the project.

2.4.5 Faasm: Lightweight Isolation for Efficient Stateful Serverless
Computing

Since the FaaS approach has a stateless nature, it forces that the states have to be
maintained by an external data storage system which causes a degraded performance
on requests processing. The serverless platforms also have the cold start problem that
was previously explained, and a large memory footprint that limits scalability. In the
paper [30] it is defended that there should be isolation abstraction which provides
memory and resource isolation between different functions. But data should be

co-located with functions, reducing data access times.
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The Faaslets are described as a solution for serverless computing, which supports
stateful functions with shared memory access. Each of these has an associated
function and has a dedicated thread that can access a local or a global defined state
since the memory regions are shared, avoiding isolation overheads. The Faaslets are
also in a suspended state, so when they are launched the cold-start problem is
mitigated since the instance was pre-initialized. The memory footprint of this solution
is in the order of 200 KB and the initialization time is less than 10 ms.

Fasslets also include an API that supports chained function invocation, interaction
with shared state containers, calls for memory management, and others. There is also
concluded that containers contribute to the cold-start problem, and can be improved
in order to mitigate it’s impact. By recycling containers, isolation is sacrificed, but the
initialization overhead is reduced.

By comparing the Faasm solution and the developed project, it is concluded that
Faasm shares certain memory parts between functions on the same namespace,
giving the possibility to functions that execute on different processes to access the
same in-memory cached values. On the Functions Framework adapted solution,
functions in different processes can only access the same storage for Out-of-Process or
Network scenario. In-process scenario, the stored key-value pairs are on the process

memory, so functions that run on a different process can’t access the same storage.

2.4.6 Cloudburst: Stateful Functions-as-a-Service

The FaaS platforms as stated before are responsible for scaling resources in order to
respond effectively to peaks of requests or load that involves processing. However in
terms of deficits the storage services provided have high latency and are isolated with
each other. Functions are isolated from each other, so they can’t call each other since
point to point invocations are disabled. And as a third point, the nested function call
are slow.

In order to enable stateful serverless computing, it is proposed a logical disaggregation
with physical colocation. Disaggregation is needed to effectively scale applications,
and hot function’s data should be kept physically close to reduce lantency in data I/O
operations.

Cloudburst is built over Anna, that Is a low latency autoscaling key-value storage
system and provides the benefits of commercial solutions, but trying to reduce the
shortcomings. The performance bottlenecks can be addressed with local caching

systems in every machine that executes function invocations. In terms of impacts it
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could cause inconsistencies, since it is a distributed system, but it could be mitigated
by solutions like the Quorum Paxos algorithm.

In terms of Programming, the processing occurs in the cloud, being the results sent
directly to the client. It is provided an API that enables KVS interactions via get and
put methods, enabling messaging between functions. The first function writes its ID,
the second one waits that key to be populated and reads it’s value, then uses the API to
send a message and establish a communication system, via a deterministic map-ping

mapping system that converts the Id into an IP-Port key value pair using .

In terms of architecture the autoscaling is independent of the Anna KVS system.
There are four different components, function executors, caches, function schedulers
and resource management systems. The scheduler receives client requests, routing
them to the executors. The caches are located between each VM and the KVS system,
and makes the most frequently used data available to each request. They are updated
by the executors.

The executors, are independent processes that deserialize requests and has metadata
that is provided to other components. Function schedulers define the execution of
functions based on requests, by picking an executor and forwarding requests. They
also track nodes that are saturated with requests and report the utilization levels,
picking new nodes to process the requests when this situation occurs. The monitoring
and resource management system, tracks the load and performance of the system to

make scaling decisions.

The caching system creates a “snapshot” of the cached objects after the first read and
sends the timestamped data when invoking a down-stream function. To maintain

consistency the executor needs to read the same version of the variable.

2.4.7 FaaST: A Transparent Auto-Scaling Cache for Serverless
Applications

It was previously stated, FaaS platforms rely on remote data storages that impact
latency, in this paper, a solution is addressed to mitigate the problem of remote data
access, an auto-scaling distributed cache making the access local. As a first point, it is
needed to understand that the frequency of the function’s invocation has variations,
so the ones that are rarely invoked shouldn’t have their data cached, since the
memory resources would be wasted. However, not caching data at all is also a bad

choice, producing a worst performance.
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Another important point is based on the data size, if it is stable or varies since, with
objects that are smaller than the caching space, the solution is simple, otherwise the
cache resources need to be scaled to accommodate bigger objects. Finally, another
worry is the lack of transparency that caching services have to users, because
sometimes the access is provided via a separate API. These deficits are proposed to be
tackled by the solution described in the paper, the in-memory caching system. By
having each application with a dedicated cache, instead of an external caching
service, it is expected to have a reduction in data access times. Being also possible to
pre-fetch the most popular data and ore-warming of applications it improves the
efficiency of the overall system’s response times.

The scaling politics are based on the object’s size to increase the bandwidth and the
frequency of object accesses to increase the overall caching size.

Another important factor is the “intelligence” in the scaling process, while Pocket,
InfiniCache and Locus dynamically scale, based on the amount of load, the OFC

scales based on predicted memory usage.

The FaaST design and architecture, are based on transparency and an auto-scaling
caching system. The data is persisted only during the application’s lifetime not going
beyond that time frame. The scaling politics are based on the frequency of
invocations, data reuse patterns and on the bandwidth scaling which are benefic for
large objects.

Looking at the architecture particularities, each application has a cachelet being
supported by a cooperating distributed cache. The shared cache is considered a
problem, and not a solution based on the difficulty of implementing a management
system that denies multiplexing of applications accesses and I/O operations on the
same cache.

To improve latency results, this solution also Pre-warms data, avoiding an
unnecessary request to the external data storage during the function execution. In
terms of performance, the pre-warming technique improves performance by 74
percent over cold-starts, this only occurs when the application is not executing or
right after a function execution to avoid impacting on-demand accesses. As known
the memory capacity is limited by the provider, so the caching system is limited by
this resource incurring in the need to evict cached data. The method applied evicts
data when the memory consumed by the function and the cached objects is within a
small percentage of the total application’s memory. There are multiple eviction
policies, the first one evicts objects that are not owned by the evicting cachelet, then it

chooses the Least-Recently-Used objects. Another policy targets large objects that are

18



2. FAAS BACKGROUND AND RELATED WORK 2.4. Related work

not owned by the evicting cachelet. Finally, before resorting to the
Least-Recently-Used objects, it evicts the ones that are larger than the pre-defined size
threshold.

Both EfficientFaas and FaaST solutions benefit from remote and local caching services,
creating a transparent solution for the user. As a big advantage of FaaST, it uses an
RPC solution to exchange memory addresses between the application function and the
cachelets, in order to share the memory with stored data between different processes,
which doesn’t happen in the In-Process EfficientFaaS solution, where each process has

it’s own caching node-cache instance.

The upcoming table represents a summary of the main conclusions taken from the
studied related work. Pocket paper states that it resorts to storage nodes as the go-to
solution, those are hosted in VM'’s. In the InfiniChache case, the objects are cached on
the lambda function (in process). The Locus solution uses a storage mechanism that
has to be provisioned by the user, like ElastiCache from Amazon. The Faasm uses
Anna, a key value storage that can be instantiated on containers or virtual machines.
The case of Cloudburst uses a local cache per function execution. Finally, OFC and
FAAST, both use the invoked function’s memory.
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Proposed Solution

The present chapter starts by introducing the architecture of the chosen framework
and the adaptations that it suffered to include a caching solution. The main goal of this
implementation is to reduce the function’s execution times by consulting a caching
system before making any processing.

Gains of this implementation vary based on the function’s processing that has to be
done. If it is a function that runs a simple and light process the gains can be small,
however if the job is executed for example on large images or heavy video processing

[7, 20], the gains can be more significant.

3.1 Architecture FaaS

In this subsection the generic FaaS architecture with and without caching services will
be explained in further detail. On Figure 3.1 a typical framework that provides FaaS
infrastructure has 3 main modules [76], the API Gateway, an Event Mapper and the
Function Mapper that communicate with a scheduler. The API Gateway is the
endpoint to the user call that attends API requests. The Event Mapper, maps the
events to function triggers that start the instance of the function. Finally, the function
mapper makes the mapping to the runtime environment. A request is received by the
API and the parameters are passed to the interceptor, which as a first approach, based
on the functionName parameter, forwards the request to the function instance that is

being executed on the runtime environment. The instance has access to external APIs
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or external storage systems, by using the cache provider instance, and returns the
response to the client based on the code that the developer set the function to run.
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Figure 3.1: Faa$S architecture - without cache

As for Figure 3.2, on the left side of the image we can see the components that are
transverse to every FaaS solution and on the right side it is represented the building
blocks of one of the main contributions made. The incorporated caching service used
during run time is composed by a couple of modules. Additional modules are the

Configurations, and Cache Proxy that provide the possibility to use the caching service.
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Figure 3.2: FaaS architecture - with cache

In this case, the interceptor also connects to one of the caching systems, it connects
to the local or the remote cache based on the type of test and with the configurations
provided by the Configurations Module. This connection generates a Cache proxy
instance that is used along the program to get and set key/value pairs on the caching
system, making these calls to the local or remote cache based on the instantiation that

occurred on the Interceptor module.
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3.2 Block instance diagram Functions Framework

The Functions Framework building blocks depicted in Figure 3.3 has some nuances
compared to other Frameworks. The Main module receives the arguments passed by
the user and starts the instatiation of the function. Next the Loader module has the
function getFunctionModulePath called receiving the code path (1). On the same
module the User Function is obtained using the functionTarget, one of the
parameters received by the Main module and passed by the user. The Function
wrappers has the task to wrap the user function based on the type of event that
triggers it, if it is an http event it calls the wrapHt tpFunction, if it is a cloud event it
calls the wrapCloudEventFunctionWithCallback function, if it is another event
type, it calls the wrapEventFunctionWithCallback. The Server module is
called, registering in the middleware that the requests with the trigger type to the
function calls the defined function. The server is returned to the Main module (2) and
the Invoker is called (3) where the server is registered and the events of possible

Exceptions are registered to be triggered if an error occurs.

Return Server I_nstance with Sarver
Function
Siart framework
instance
(target: functionMame) WrapUserFunction

Main e Loader —— Functions_wrappers

Register "y

Configurations
Module
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Figure 3.3: Function Framework building blocks

23



3. PROPOSED SOLUTION 3.3. Functions Framework with / without cache

3.3 Functions Framework with / without cache

In this section, there are 2 diagrams, one of the function execution flow without a
caching service, and the other with a caching service, which can be one of the three

previously explained types, In-Process, Out-of-Process, or Network.

On Figure 3.4, it is seen that the request is processed by the Server, sent to the
Functions wrappers module where it's middleware or interceptor analyses the
parameter received as functionName and determines the function to be executed on
the Functions Manager. In this module, the instance of the function is invoked, on
the Index module and the result is returned to the Server that uses it on the response
to the client.

. i Function Involked
Server —— Function_wrappers 4—3 Funcltions-manager ¢ 2 Index

Middleware

Figure 3.4: Functions Framework Execution flow without cache

As for Figure 3.5 the scenario includes the caching service mechanism on the
Functions Framework modules. In this case the server also provides the parameters
of the request to the Function Wrappers that has the Interceptor or a more
complex middleware waiting for a request to be received. The interceptor then, based
on the caching service to be used (which is determined by the function invoked),
obtains the cache configuration parameters from the Configurations module and

instantiates a cache proxy instance that is passed to subsequent modules.

The Function Wrappers passes the cache proxy instance and the calculated hash of
the relevant parameter to the Functions Manager that queries the local or remote
cache in order to return the result to the client or continue the flow. If the hash is
already cached, it means that the same request was previously attended and since the
response is the same, it returns the cached valued to the client, if not the cache proxy
is passed to the function instance on the Index module. On the Index module the
function is executed and the key-value pair is set on the local or remote cache. Finally

the result is returned to the client.

With the analysis of the Functions Framework, the modules that had to be

adapted were identified and we advanced with the development of a proposed
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Figure 3.5: Functions Framework Execution flow with cache

solution. Chapter 4 details the Implementation based on the proposed solution, along

with the designed use cases.
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Implementation

In this chapter, the details of the implemented solution are discussed and explained in
order to better understand the components that were modified and the ones that were
included in the new Google Functions Framework.

These details include the dependencies of the project, composing modules, and the
three caching types implementation.

4.1 Proposed Solution - Extending FaaS GCP

The extension of FaaS GCP frameworks consists in accommodating a generic and
dynamic caching model that is consulted before the execution of the function with the
goal of reducing the response times, by returning already processed values. The
middleware works with different types of cache that can be chosen by configuration.

For the three scenarios referenced on Chapter 3, the first one to be developed is the
in process caching system where the cache is an object which is accessed inside the
application process, so, if the application is stopped, the caching system is invalidated,
since each function instance has it’s own cache.

With the cachingService string, the decision of connecting to the node-cache [64]
(local caching service) or the Redis cache (remote caching service) can be made, and
the connection string used defines if the Redis connection occurs to the same machine

instance or the network instance. The request object is used to populate the property
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client which has the instance of the cache client from which the functions set and get
can be invoked.

With the goal of demonstrating the benefits of our approach using a common use case,
we choose the thumbnail generation scenario, based on the referenced use cases of
the paper "Facing the Unplanned Migration of Serverless Applications: A Study on
Portability Problems, Solutions, and Dead Ends" [77].

GCP Functions Framework together with node-cache and Redis modules
accomplished the thumbnail generation use case where an image is uploaded, and if
the image is already in the cache, the thumbnail of that image is returned, if not the
function’s execution is triggered and the thumbnail has to be generated and cached.

One of the concerns in the development of this solution is the transparency for the
programmer [4]. In this case, the image content is an argument of the function to be
executed, being in the request object. However, the property may have any name, so a
JSON file is used to define what’s the property name that contains the content of the
request. This approach is based on techniques used in aspect-oriented programming
[3], where behavior is added to existing code, without explicit code modification.
Another aspect is the process of caching results, where the programmer’s code only
has to return the object to be cached, since the infrastructure takes care of getting and
setting the key/value pairs, following the commitment of maintaining the framework

transparent and independent of the function’s code.

The properties of the configuration file are detailed in 4.1. The property value
"image" is used to define the property name that is used in the request to represent the
image content. The cachingService property from the configuration file is used by the
Cache Proxy to define the type of cache that is being used, the node or Redis cache.
If it is the Redis remote caching system, the redisRemoteConnectionString property is
used to define the connection string to the caching service. Finally, the testCached
property was used during the latency calculation tests, in order to define that the
cache wasn’t used for tests that were calculating the latency of the requests without

using the caching services.
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"property": "image",
"cachingService": "nodeLocal",
"redisRemoteConnectionString": "redis://default:tfm02-

<> redispassword@34.105.181.115:6379/0"

Listing 4.1: Configuration File

4.2 Implementation Details

The Functions Framework package from Google Cloud Platform can be found on the
official github repository [59]. In addition to the code of this framework, EfficientFaaS
[70] also depends on the following packages:

¢ 1. Crypto [72], a module used to generate the hash keys for the cache Key-Value
pairs that are stored;

¢ 2. Image-Thumbnail [71] the module that enables the generation of the fingerprint

given the original image, used on the testing and evaluation of the solution;
¢ 3. Node-Cache [66], an in-memory caching system used to store key-value pairs.

* 4. Redis [69] is an in-memory data structure that can be used as a database or

caching system.

4.2.1 Function Wrappers - Interceptor

Handling the decision of using an In-process, Out-of-Process, or Network caching
service occurs on the Function wrappers module where the implementation of the
Interceptor is made. Based on the cachingService argument that is configured by
the user on the settings file.

With the relation between the cachingService string and the cache used, the
Cache Proxy instantiation is based on the setting from the configuration file. The
Cache Proxy handles the connection as seen in listing 4.3, and communication
between the developed solution and the caching service. The proxy instance is passed

to the functions manager by the function wrappers, as seen in 4.2, which
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passes it further along to the function instance. Depending on the type of cache to be
used (defined on the configuration file), the connection is made to a node-cache
instance or to a Redis caching service that is running on the same machine for the
Out-of-Process test case or in a different machine on the Network for the Network
testing case.

const wrapHttpFunction = (execute) => ({
return (req, res) => {
const d = domain.create();
// Catch unhandled errors originating from this request.
d.on('error', err => {
if (res.locals.functionExecutionFinished) {
console.error ("Exception from a finished function: ${err}’);
}
else {
res.locals.functionExecutionFinished = true;

(0, logger_1.sendCrashResponse) ({ err, res });

P

var functionResult
d.run (async () => {
process.nextTick (async () => {
reqg.body[propertyAccessTest .property] =
reqg.body[propertyAccessTest .property]
.toString ()
.replace ("data:image/jpeg;base6d, ", "")

reqg.hash_key = crypto.createHash('sha256")
.update (reqg.body [propertyAccessTest.property] .toString())
.digest ('hex");

reqg.cachingClient = await cache_proxy

.ConnectCache (req, propertyAccessTest.cachingService)

functionResult = await functions_manager
.FirstFunctionExecution (execute, req, res, cache_proxy)
)i
1)
res.status (200) .send ("0Ok")
bi
}i

Listing 4.2: Function Wrappers
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As seen in listing 4.3 the caching options are nodeLocal, redisLocal or redisRemote,
being the default case used the connection to the redisLocal, here the code could be
simplified by deleting the redisLocal case. The decision of keeping it, was in order to
ease the readability, by having the explicit case. The connection on ConnectCache
function only occurs if the req.cachingClient property is null, it means that a
connection to the caching system wasn’t yet defined, and a connection should be

established. This way the same connection is reused, saving limited resources.

The Cache Proxy instance is passed along the flow of the program, is used to get or

set the cached values based on its keys.

async function ConnectCache (req, cachingService) {

if (reg.cachingClient == null) {

switch (cachingService) {
case "nodelocal":
cacheProvider.start ()
reqg.cachingClient = cacheProvider
break;
case "redisLocal":
var redisClient = redis.createClient ({});
await redisClient.connect ()
reqg.cachingClient = redisClient
case "redisRemote":
var redisClient = redis.createClient ({
url: propertyAccessTest.redisRemoteConnectionString
})

await redisClient.connect ()

reqg.cachingClient = redisClient
break;
default:
var redisClient = redis.createClient ({});

await redisClient.connect ()

reqg.cachingClient = redisClient

return reqg.cachingClient

Listing 4.3: Cache connection details

In the module, it is used a JSON file, the ObjectProperty. json, that defines the

name of the property that has the content, in this case the image content, that is
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received on an HTTP request received by the server and passed to the interceptor.

When the request object is received on the interceptor, the object is passed to a function
on the Cache Proxy that handles the generation of the Key. The Key is generated with
the sha256 [75] hash function for the base64 value of the image, generating a unique
key per image.

The key, Cache Proxy and the request object are then passed to the Functions Manager
module.

4.2.2 Functions Manager

On the Functions Manager, the Cache Proxy is used to access and check if the Key value
is already cached. If the value is cached, then the Cache Proxy accesses the caching
system and returns the value that is eventually returned to the client that originated
the request. Otherwise, if the key isn’t found on the cache, the function is executed, on
our case the image fingerprint is generated and set on the cache by the Cache Proxy
instance, finally returning the calculated value to the client. On the user function, the
value should be returned by the function in order to be set on the cache.

This second case, provides no advantages in terms of latency, since the value isn’t
cached, and can’t be returned immediately to the client, but subsequent requests with

the same content will benefit from the implementation and developments.

4.2.3 In-Process Implementation

In-Process case, as previously explained is dependent on the node-cache module, the
module allows the creation of a caching service instance that is executed on the same
process where the function instance will also be executed. For this reason, the cached
values aren’t shared along multiple instances of the application, not giving the
scalability power that the Network caching service provides.

As for the implementation, the interceptor uses the Cache Proxy module to connect to
the cache, via the ConnectCache function, which receives the request object and the
configuration cachingService string.

The node-cache [66], used as the In-Process data storage is an in-memory caching
service where key-value can be stored. The module supports the association of a
string to a JSON object and the definition of an expiration time best known as time to

live.
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The interceptor, then calls the functions manager module that with the Cache Proxy
received as a parameter, invokes the GetValueByKey method, which with the
pre-calculated hash value of the image, it can access the specific cache, and check if
the value is cached to be returned. If it isn’t cached, it calls the execute callback, which
triggers the execution of the function, passing the request and response object and the
Cache Proxy instance. On the function, it sets the key-pair value on the respective
caching system. Otherwise, if the value is cached, it is returned to the client.

4.2.4 Out-of-Process Implementation

The Out-of-Process case has the caching service system running on the same machine
as the function is being executed, so in this case, multiple instances of the function can
access the cache on that machine. This means that in terms of scalability, only a vertical
scenario is possible, where more resources are allocated to the same machine since the

caching service isn’t shared along different machines.

Redis [69], the caching service used in the testing scenarios, is an open-source
in-memory data structure that can be used as a caching service, message broker,
streaming engine, or database. The data structure is composed by key-value pairs that
are stored on an in-memory dataset, which enables low latency and high throughput
data access.

In this implementation, the only main difference is on the Cache Proxy, where the
connection occurs to the Redis cache system and not the node-cache instance that is
running on the same process as the function.

4.2.5 Network Implementation

For the Network case, the caching service system runs on the network on a different
machine from the one where the function is being executed. This means the machine
can be accessed by multiple different machines running the same function, and
accessing the same cache, with values that could’ve been processed by requests to
other clients. This scenario gives the most advantages for situations where scalability
is necessary to guarantee a good quality of service [2, 13-15].

Being a case that is like the Out-of-Process case, in terms of the type of cache, the major
difference is also on the connection process that occurs on the Cache Proxy module.

The next steps are the evaluation of results for the proposed scenarios with a brief
description of the setup that is discussed in Chapter 5.
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Evaluation

The development of the three previously described use cases on top of the FaaS
Functions framework brought the possibility of having a caching service directly
coupled to the solution without further configuration or additional developments,
which brings performance advantages that needed to be proven by testing each one

of the use cases.

The In-Process use case is considered the simplest one, where the image processing
function and the caching service are running on the same process, which brings
performance advantages since the process that needs to access it is exactly the same,
causing low latency values when a client wants the thumbnail of an already
processed image. This case theoretically has the lowest latency values in cache access
from the three different cases which needs to be proven on the next phases.

Out-of-Process use case has two different processes running, the first one
accommodates the function that processes the client’s requests, and the second one
that has a Redis [35] instance running, working as the caching system with the
key/value store of the hashed image and the thumbnail value. For this case, since the
processes are different it is expected that the latency for the cache access process to
have a bigger value than the In-Process use case.

Finally, the Network use case will be tested by using different virtual machines on the
Google Cloud Platform, where the function process runs on a process inside a virtual
machine and the caching service is running on a different virtual machine. The

scalability of this third use case is incomparable to the previous ones, in view of the
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fact that the Redis cache is completely isolated from the function’s running process. In
a real scenario, there could be multiple clients accessing the virtual machine that has
the Redis cache instance, taking advantage of the caching service, where images that
are accessed by different clients could have already been processed, obtaining the

result much faster by accessing the cached thumbnail value.

The main goals of the evaluation are:

1. Evaluate the time it takes to process the thumbnails versus the time to access
caches in different locations, In-Process, Out-of-Process on the same machine,

and on a different machine but on the same network.

2. That the latency to access the cached resources grows with the distance to the
function’s code, but the cost of doing so are outweighed by the benefits of
avoiding the computation of the thumbnail, especially as the image grows in

size.

3. In-Process cache isn’t the ideal solution, since it enters the saturation point sooner
than in the two other cases. Demonstrates that there is an added value to the

system in using a cache that can be shared with different instances of the function.

5.1 Evaluation Setup

In the following sections, the evaluation of results will categorize each one of the use
cases and bring the advantages and disadvantages of each one of them. As for an
initial test of the use cases, the latency values of image processing, and time to obtain
previously cached values from images were retrieved and compared. This test was
made using three different images, that scale up in size, in order to better understand

the impacts it creates on the functions-framework system.

The image sizes vary from 18Kb, 200Kb to a total of 4Mb on the latency test scenario for
each one of the use cases. It is expected for the processing time to grow in proportion
to the image size, the caching system a greater advantage for higher images than for
smaller ones, since the order of magnitude between the processing time of a 4Mb image
and the latency to access the caching system is bigger than cases where the image has

low size.

The first tests were done with an e2-micro [73] from the Google Cloud Platform, a
micro machine type with 0.25 VCPU and a total of 1 GB memory. The machine with the

lowest specs was selected in order to easily overload it with HTTP requests, increasing
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the number of requests until there are no more hardware resources, causing a decay in

the number of attended requests.

On a different Virtual Machine, there is an instance of a docker container running the
Redis server that stores the cached data that is populated and consulted by the

function. This instance runs on a e2-medium, 0.5 vCPU, and 2 GB memory.

Apache JMeter application [46] was used to perform the HTTP requests. JMeter is an
open-source software [62] designed to measure performances of applications and load
test them [36]. This platform has a variety of possible configurations that gives
versatility to our tests, mainly we will resort to threads, creating a simulation of
multiple clients generating parallel requests [33] to find the saturation point of the
machine in each of the cases. The application has a simple user interface where the
model of requests can be configured and can be executed. However, for a viable load
test, the command line mode was used since the GUI mode decreases the JMeter’s
capabilities. With this, every test was configured via GUI, and executed via CLI mode.
It is expected that a saturation point is found during these tests, where the resources
of the machine running the framework can’t handle the number of requests to attend,
so the request won’t have an acceptable response time, being the acceptable time
window for the ones obtained during the latency tests. In order to fine-tune the
testing, and obtain reliable results in every testing there is a 10 second timeout
window, where if the function doesn’t return any response a timeout is counted by
the JMeter application.

In each of the next sections, each use case will have it’s results evaluated and further
explained with the goal of understanding the advantages that one case brings over the
other, and the impact on latency values when processing smaller or bigger images.

5.2 Small Image Test

As previously indicated, the first test evaluates the performance at the level of latency
values. These values will be retrieved between the moment where it is validated if the
image hash key is already cached and the moment after the thumbnail is generated
or the cached value is retrieved and returned. The value calculation varies for which
one of the cases if the test is without cache or any of the use cases with the cached
thumbnail in Table 5.1.

Table 5.1 is composed of 5 columns, the first one states the image size in bytes, and the

second one is the latency values when the image thumbnail isn’t cached. As for the
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ImageSize (B) Without Cache (ms) Cache In Process (ms) Out of Process Cache (Redis same VM) (ms) Network Cached (ms)
18617 39.112447 0.159357995 0.70927301 27.86512
18617 36.35944 0.156939998 0.903744012 31.120851
18617 36.754914 0.210119992 0.540549994 27.771786
18617 40.678898 0.171569988 0.521357 27.79057
18617 36.636939 0.36965701 1.06328699 26.825163
18617 36.836955 0.155626997 0.708052993 24.243784
18617 35.661015 0.11693801 0.543161005 24.013225
18617 36.9172 0.121660009 0.853395998 30.477425
18617 36.607837 0.143203005 0.482778996 29.599634
18617 39.775737 0.217013001 0.473301008 23.942831
Average 36.7959345 0.158148997 0.625606999 27.781178
Standard Deviation 0.331645001 0.028827503 0.117986001 1.9611445

Table 5.1: 18Kb image processing latencies table

third, fourth, and fifth columns, they represent the time between evaluating the key

and returning the already cached thumbnail value respectively for each of the cases.

As expected, the In-Process cache access latency is the smaller one, having the Out-Of-
Process use case a cache access time 4x bigger and the Network case 150x compared to
the In-Process case. However, in all three cases, using a cache represents an advantage
when compared to the computation of the thumbnail of the image. In conclusion, the
closer the cache is to the image processing function instance, the smaller will be the
latency values. The Network case has the biggest discrepancy on this test since the
latency isn’t zero in the communications across the network between different GCP

virtual machines.

The following subsections represent stress tests along each of the use cases. The tests
were made using Apache JMeter as the client that invokes the functions framework
instance that is running on the GCP virtual machine. In each of the cases, the cache
wasn’t accessed with the objective of quantifying the average number of requests with

a valid response per second (Hits per second).

5.2.1 In-Process stress test

In Figure 5.1 it is seen the interaction between the Function instance and the cache
occurs during the execution of an In-Process use case. As the name indicates, both
of the elements are in the same process, causing an effect where different function
instances have a directly associated cache, that isn’t shared with other instances.

Part of the next evaluation tries to represent the saturation point of the In-Process use

case, where a maximum number of requests per second will be hit.

In Figure 5.2, it was used 1 thread and a total of 500 requests were made. As seen,
the x axis is the absolute time in the format hour:minute:second, and the y axis the
number of hits per second. The number of hits stabilizes at 16 hits/second where it is

maintained consistent until the end of the test. This means that 1 client isn’t enough to
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Figure 5.1: In-Process use case diagram

saturate the virtual machine, so the test has to be done with a larger number of clients,

in this case, threads.
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Figure 5.2: In-Process test 1 threads 500 requests

The increment of threads will be from 1 to 5 with the same 500 requests, but now
each thread will be making a total of 500 requests, obtaining 500 responses, and then
stopping until a maximum of 180 seconds of testing time. So if the requests don’t have
a response before these 180 seconds, the thread will be safely stopped after the pending

requests have a valid response.

In Figure 5.3 the number of hits reaches a maximum of 80.60 and an average between
65 and 75 hits per second.

In this next case Figure 5.4 it is seen that a saturation point is reached after 30 seconds
of testing which was the total testing time of the first case Figure 5.2, so after 30 seconds

the first thread has finished, but 4 threads are still making requests. A maximum point
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Figure 5.3: In-Process test 5 threads 500 requests

of 79.40 hits per second is reached maintaining the number of hits between 70 and 80,
but decaying to an average of 20 hits per second, where now the processing only occurs

when the virtual machine resources from other pending requests are released.
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Figure 5.4: In-Process test 5 threads 750 requests

As for the next case, there is an attempt of over saturate the system, with 1500 requests
for each thread. In Figure 5.5 it is seen that the peak is reached faster than the previous
cases, to a total of 76 hits per second in 10 seconds and dropping from the saturation

point to an average of 17-18 hits per second, nearly 1 hit less than the previous scenario.

It can be concluded that an In-Process cache wouldn’t be enough for a real use case
with significant load, so outside of the process or outside of the machine cache has to
be used, since it is a shared cached across multiple instances of the function where the
advantages are evident [2], as we can see on the next sections.

5.2.2 Out-of-Process stress test

In Figure 5.6 the interaction between the Function instance and cache is seen, where

each one of them is executing on their respective Process. In this case, different
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Figure 5.5: In-Process test 5 threads 1500 requests

Function Instances can access a single cache, bringing the benefit that a request that
has been processed on a different instance, can have a response that will be consulted
by a different instance, speeding up the process of attending clients that make

requests that have previously been attended.

Machine

hY
Frocess 1 Process 2

Funcdion -

1 Instance i i |

Figure 5.6: Out-Of-Process use case diagram

Out-Of-Process scenario is tested using a Redis instance on the same virtual machine
where the functions-framework is running. This comparison between the In-Process,
Out-Of-Process, and Network will also give an understanding of how the results
change depending on the proximity of the functions-framework instance to the

caching system.

In Figure 5.7 we can see that the pattern of the graph is comparable to the In-Process 1
Thread 500 requests case in Figure 5.2, providing the conclusion that in this scenario,
one thread only isn’t enough to make the virtual machine reach its saturation point.

For Figure 5.8, and compared to Figure 5.7, the biggest difference is the number of hits
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Figure 5.7: Out-Of-Process test 1 threads 500 requests

per second. This value scales up to nearly 4 times more hits, caused by the number of
threads that go from 1 to 5 during the test.

Adding threads creates more parallel requests, if the framework can handle those
requests, the number of hits will be higher, until the system saturates.
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Figure 5.8: Out-Of-Process test 5 threads 500 requests

In Figure 5.9 it is seen that a saturation point is reached after 10 seconds of testing, with
a peak of 75 hits per second, that comes down to a mean of 16 requests attended per
second after a couple of seconds.

For Figure 5.10 the result is comparable to Figure 5.9, where the saturation point is
hit, and after this, the hits per second come crashing down to 5-6 times fewer requests

attended per second since there are no available resources to process the requests.

In conclusion, since the caching system is further away than the In-Process use case, the
number of hits per second are lower than in the previously tested scenario, giving the

conclusion that the access to the cache also takes time and resources from the machine.
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Figure 5.9: Out-Of-Process test 5 threads 750 requests
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Figure 5.10: Out-Of-Process test 5 threads 1500 requests

5.2.3 Network stress test

As for the Network use case, there are two virtual machines, one where our function
is being executed and attends the HTTP requests, consulting the second virtual
machine where there is a Redis server instance with the cached data as represented on
Figure 5.11. The scenario gives the possibility of multiple virtual machines to consult

the same data storage.

The first test using JMeter for this use case resorts to 5 threads making requests with
a ramp up of 5 seconds, until a total of 2500 requests are made Figure 5.13. Basically,
there is 1 thread running making requests, and every 5 seconds another thread starts

to make requests until a maximum of 5 threads are making parallel requests.

As we can see in the image above the number of requests with a response goes up
until there are no more requests, and then comes back down, so we conclude that the

machine didn’t get saturated with these configurations.

For the next case it was made a test with the same configurations, but with 750 requests
per thread, so a total of 3750 to find the point where the requests eventually saturate

the machine Figure 5.14.
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Figure 5.11: Network use case diagram
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Figure 5.12: Network test 1 thread 500 requests

As for the last test, the properties were tweaked to 5 threads, ramp up of 5 seconds, but
a total of 7500 requests in order to try and get the case where the machine is saturated

with requests.

In this case, connection timeout’s started to occur since the machine didn’t have
enough resources to attend to the number of requests being received simultaneously,
so I stopped the test and built the graph with the results Figure 5.15. A total of 3946
requests were attended, with 94.6 % passed and 5.4 % failed requests.

As we can see in the figure above, the configuration that was done caused a saturation
point on the machine, where the number of attended requests come down from its
peak at 79.20 hits per second to a point of 11 hits per second, and then oscillating as

the machine resources are released by the process that attends the request.

With the results, it is concluded that the 750 requests per thread case is less steep to

reach the saturation point compared to the 1500 requests per thread case.
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Figure 5.13: Network test 5 threads 500 requests
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Figure 5.14: Network test 5 threads 750 requests
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Figure 5.15: Network test 5 threads 1500 requests

5.3 Medium Image Test

This second round of tests resorts to a bigger image, nearly 13 times bigger (228902
bytes image) than the first one in order to compare how the image size influences the

number of requests the virtual machine can attend per second. As in the first case, first
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ImageSize (B) Without Cache (ms) Cache In Process (ms) Out of Process Cache (Redis same VM) (ms) Network Cached (ms)
228902 50.543697 0.161957 0.646126 25.512394
228902 45.137873 0.158219 0.78001 25.638556
228902 46.835951 0.169023 0.575537 25.914919
228902 46.819836 0.148338 0.644213 25.075125
228902 45.81241 0.15358 2.808067 25.163552
228902 46.191168 0.165635 0.814831 25.10867
228902 44.814667 0.306101 0.650436 24.618648
228902 46.295527 0.115397 0.628691 25.371256
228902 49.345101 0.154913 0.774132 25.391621
228902 46.512497 0.286729 0.531468 24378216
Average 46.404012 0.160088 0.648281 25.267404
Standard Deviation 2.0156 0.062386 0.057329 0.567089

Table 5.2: 200Kb image processing latencies table

the latency of the requests were tested, with the results in Table 5.2.

Compared to the results in Table 5.1 case, it is safe to say that only the Without cache
case has significant differences, in the order of 10 ms. Time to access the caching
services were nearly the same between tests with low fluctuations < 2ms.

5.3.1 In-Process stress test

As in the previous case the stress test for the 200Kb image will be also run, in order to

conclude how the image size affect the number of requests attended.

On the next test, as it is seen on Figure 5.16 and compared to Figure 5.2 it is evident that
the number of attended requests lowers drastically from an average of 16 to 3.5 hits per
second. With these results, it can be concluded that the size of the images affects the
performance of the functions-framework processing since the resources reserved for
the function execution grows as the image size goes up, so to attend one request it will
take longer since the processing time is longer and the machine lacks on resources by

having them allocated to the function’s process.

40

35

30

25

MNumber of hits / sec

20

22:24:00 222410 222420 22:2430 222440 22:24'50 22:25:00 2225110 222520 222530 22:25:40 222550 22:26:00 22:26:10 222620

Elapsed Time (granularity: 5 sec)

Figure 5.16: In-Process test 1 threads 500 requests

As for the 5 threads, 500 requests on Figure 5.17, and comparing to Figure 5.3 it is also

evident a drop in the number of hits per second. The justification also comes from the
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5. EVALUATION 5.3. Medium Image Test

memory resources used by the function to process the bigger image. It is also seen that
after 1 minute and 50 seconds of the beginning of the test, the number of hits drops to

a third of its peak which on the 5 thread, 750 requests test occurs much sooner.
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Figure 5.17: In-Process test 5 threads 500 requests

In this test Figure 5.18, and comparing to the previous image, we can see that the
saturation point is achieved only after 30 seconds from the beginning of the test. This
is justified by the fact that with more requests per thread, the first thread is still making
requests when the last one starts, giving less time for the machine to release resources

on previous requests.
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Figure 5.18: In-Process test 5 threads 750 requests

Finally, the same conclusion can be taken from Figure 5.19, where the peak occurs after
15 seconds of the beginning of the test, saturating at 16.80 hits /second coming down

to an average of 4.50 hits per second.

5.3.2 Out-of-Process stress test

As for the Out-Of-Process test cases, the goal is the same as the previous set of tests for

the lower image. The idea is to understand the differences between hits per second,
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Figure 5.19: In-Process test 5 threads 1500 requests

and the differences on saturation points for each one of the cases. In Figure 5.20 it is

again observed an average of 3 hits per second throughout the test.
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Figure 5.20: Out-Of-Process test 1 threads 500 requests

And as in previous cases when the number of threads goes from 1 to 5, the saturation
point appears on the graph Figure 5.21. In this case, saturation occurs after a peak of
nearly 15 hits per second and the decay starts after 55 seconds of testing time.

10.0

75

Number of hits / sec

50

25

1
23:08:05 23:08:10 23:08:15 23:08:20 23:.08:25 23:08:30 23:08:35 23:08:40 23:08:45 23:08:50 23:08:55 23:09:00 23:09:05 23:09:10 23:09:15 23:09:20

Elapsed Time (granularity: 5 sec)

Figure 5.21: Out-Of-Process test 5 threads 500 requests

For Figure 5.22 the peak also occurs after 55 seconds of the test. Compared to the 200Kb
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5. EVALUATION 5.3. Medium Image Test

image, In-Process case, we can see that previously the time between saturation points
was inferior, and in the out-of-process case, the times are the same comparing the 5
threads 500 requests and the 5 threads 750 requests.
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Figure 5.22: Out-Of-Process test 5 threads 750 requests

Finally, for Figure 5.23, the saturation point occurs 1 minute after the test starts,
dropping from 14.40 hits per second to 0.60.
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Figure 5.23: Out-Of-Process test 5 threads 1500 requests

5.3.3 Network stress test

For the Network stress test, the average of hits per second as seen in Figure 5.24 is 3.2
with 1 thread and a total of 500 requests.

With 5 threads and 500 requests, the average goes up to 14 hits per second dropping
after 1 minute in Figure 5.25 and Figure 5.26 .

Finally with 1500 requests and 5 threads we can see the saturation point occuring after
55 seconds of testing dropping from an average of 16 hits per second to 1.5 Figure 5.27.
Comparing to Figure 5.15, it is concluded that the size of the image affects the number

of hits per second, going down by 4 to 5 times less than on the previous test. Memory
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Figure 5.24: Network test 1 thread 500 requests
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Figure 5.25: Network test 5 threads 500 requests
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Figure 5.26: Network test 5 threads 750 requests

19:31:35

resources allocated to each function instance are a crucial factor in the performance

of the framework, so by using a caching system, the saturation point can be brought

further in cases where there are repeated requests where its response can be consulted

in the caching system.
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Figure 5.27: Network test 5 threads 1500 requests

ImageSize (B) Without Cache (ms) Cache In Process (ms) Out of Process Cache (Redis same VM) (ms) Network Cached (ms)
406938 352.746978 0.230811 1.45174 24.72248311
406938 354.811342 0.208635001 1.309533 25.75644411
406938 328.402607 0.216823 2.722908001 25.81984088
406938 349.86445 0.246352999 1.770977 25.18952745
406938 433.565389 0.400401 1.999321001 24.9351189
406938 362.135653 0.226299001 7.863918001 25.3587
406938 349.615263 0.381273001 19.008402 24.358658
406938 319.040788 0.20235 1.616835 25.268256
406938 316.708354 0.204492001 1.446136 25.12566677
406938 372.713077 0.191906 1.519962 24.44523578
Average 351.305714 0.221561001 1.693906 25.15759711
Standard Deviation 9.9830495 0.0194525 0.034111 0.138623667

Table 5.3: 4Mb image processing latencies table

5.4 Large Image

As for the large image, the latency values for the processing time in Table 5.3, are
higher than the previous cases since the memory and CPU resources needed per
request are also larger based on the image size. The saturation point in this case will
occur sooner since the number of requests needed to exceed the available resources
are little compared to the medium and small images.

For the current test, a 4 Mb image was used as the content of the requests. It is expected
that the saturation point will be hit sooner than in previous cases since more resources
of the function will be required for its processing.

5.4.1 In-Process stress test

For the In-Process stress test, the average of hits per second as seen in Figure 5.28 is 0.3
with 1 thread and a total of 500 requests. The low amount of hits can be justified by the
resources that the function uses to process the image content.

In Figure 5.29 it is seen that the saturation point is reached soon on the function’s
execution, at a peak of 0.34 hits per second, and going down to less than half the hits
per second.
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Figure 5.28: InProcess test 1 threads 500 requests

By scaling the number of threads, the load on the framework is higher, and since the
image content is heavier than in the previous test cases, the saturation point will be
reached much sooner.
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Figure 5.29: InProcess test 5 threads 500 requests

In Figure 5.30 and Figure 5.31 it is seen that the saturation point is reached after 5-
10 seconds of execution with a maximum value of 0.35 and 0.3 hits per second being
reached.

5.4.2 Out-of-Process stress test

For the Out-of-Process the average number of hits per second goes up when the test
configuration has more than 1 thread. In it can be seen that the number of requests per
second is on average 0.40, going down at the end of the processing.

In Figure 5.33 it is seen that a peak of hits is reached after 10 seconds, coming to half of
the maximum value after this time, and remaining nearly constant during the test time.
This means the saturation point was reached, but there were still available resources to
attend to requests.
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Figure 5.30: Network test 5 threads 750 requests
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Figure 5.31: Network test 5 threads 1500 requests

0.50

0.45

0.35

0.30

0.25

Number of hits / sec

0.15

0.10 I
233720 233230 233240 233250 233300 233310 232320 233330 233340 233350 233400 233410 233420 233430 233440 233450 233500 233540

Elapsed Time (granularity: 5 sec)

Figure 5.32: Out-Of-Process test 1 threads 500 requests

In Figure 5.34 it is seen that the saturation point is reached after 10 seconds of
processing, reaching a maximum 1.27 hits per second and coming down on a ramp
shape during the remaining time, until it hits a flat 0 requests per second. This point is
reached when there are no resources available, being allocated to the other requests
that are waiting for a response from the function.

In Figure 5.35 the saturation point is reached after 10 seconds, crashing to 0 hits per
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Figure 5.33: Out-Of-Process test 5 threads 500 requests
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Figure 5.34: Out-Of-Process test 5 threads 750 requests

second. This can be justified by the memory resources being allocated to the requests
that were first received by the framework. Since the image is much bigger, the

framework takes more time to process the content.
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Figure 5.35: Out-Of-Process test 5 threads 1500 requests
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5.4.3 Network stress test

For the Network stress test, the average of hits per second as seen in Figure 5.36 is 0.45
with 1 thread and a total of 500 requests.
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Figure 5.36: Network test 1 thread 500 requests

In Figure 5.37 we can see a ramp figure, that is somewhat similar to Figure 5.34, where
the saturation point is reached, but for some seconds some other requests can be

attended with a lower frequency, crashing to 0 after 20 seconds.
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Figure 5.37: Network test 5 threads 500 requests

In Figure 5.38 and Figure 5.39 as in previous cases, it is seen that the saturation point
is reached with a maximum of 1.54 and 1.3 hits per second, and coming to O after a

couple of seconds.

The results obtained on the latest tests, with a large image, show how the limited
resources impact the framework’s performance to attend requests. Depending on
how heavy the processing will be, we can define how the framework will respond,
and by using a caching service, these types of problems can be avoided, since the
heavy part of the process can be skipped, and the response to a previously processed

request can be immediately sent to the client based on the hashed calculated key.
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Figure 5.38: Network test 5 threads 750 requests
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Figure 5.39: Network test 5 threads 1500 requests

Finally, it can be said that the load affects the performance of the framework because
the resources are finite, and in order to avoid vertical scaling as a first solution that

brings an increment in costs, the caching service can be the mitigation to the problem.
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Conclusions and Future Work

Challenges associated with efficient data caching were analyzed and the solution
Efficient FaaS was presented, an adaptation of the Functions Framework from the
Google Cloud Platform for serverless jobs execution. Efficient FaaS aims to provide a
highly elastic environment with the three types of caching systems that have their
pros and cons, but show adaptability of the framework to give the end user versatility

in its choice.

The evaluation shows that the solution has high performance for images with lower
sizes, is able to process a high number of requests on machines with low capacity,
providing elasticity if new instances of the function have to be created in different
virtual machines, and bringing elasticity to the solution. As for future results it is still
being evaluated some testing cases that could bring in in depth data about how the
resources of the virtual machine influence the performance of the Functions

Framework execution.

As for future work the caching system should be adapted in order to use any type of
cache and not be locked to specific software. Also, a very important theme needs to
be stated, the caching policy [17], this term refers to the rules that lead to the disposal
of cached keys and values since the cache can’t grow indefinitely justified by memory
limitations inherent in every system [5, 19, 32]. This issue can be solved by giving an
expiration parameter to the cached values, based on the frequency that a client needs
to access those keys [11].
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