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ABSTRACT

This work was developed to support an internal project at Bodum Portuguesa, Produgdo
de Artigos Metélicos, SA. Bodum is a multinational company offering customers coffee,
tea, and home accessories solutions according to Bodum’s values. Bodum is a company
that creates products with excellent design at affordable prices, based on the principle
that “form follows functionality,” keeping sustainability, environmental responsibility,
and the well-being of its employees and the planet in mind. Bodum’s current CEO, Peter
Bodum, has said, “Good design does not have to be expensive”.

This project aims to solve the problem of obsolete servers, the lack of resources, and
the waste of processing power on Bodum’s servers. Today they have servers with OS
Windows 2008 R2, which is quite old. Insufficient resources slow the servers regarding
performance, processing, and communication.

With this project, the company will gain more efficient servers. It will also be possible
to have current services and applications with greater capacity and performance, which
is an immediate need.

The project involves migrating six physical servers in Switzerland, Denmark, Australia,
the United States of America, Japan, and China. This project aims to improve the perfor-
mance of those servers while migrating to new servers with the latest operating systems
version and more advanced hardware. There is a need to do this migration to ensure better
performance of the servers and better control. The new servers are already purchased and
placed in their respective locations, and some are already in use, making this migration
more complicated than usual.

Simply, it is necessary to migrate the old servers to the new ones. After analyzing the
scenario, an improvement proposal was made since the servers are not virtualized. A
request was made to the company administration proposing to virtualize the new servers
before migration. This request is still awaiting a response. If this request is accepted, the
new servers will become virtual machines, and the old servers will migrate to the new
ones. If the request to virtualize the servers is refused, the migration will still be made to
the new servers without virtualizing them.

Furthermore, after performing the mentioned migration, a proposal will be made to mi-
grate the information system infrastructure to a cloud. This proposal includes an analysis
of the company’s current system and a comparison with an identical scenario hosted on a
cloud providing the company with all the necessary information about the processes and
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procedures of migration to the cloud. If the company plans to move services to the cloud,
it will already have all the information it needs.

The implementation of the Cloud infrastructure and the respective migration of the whole
system is left for future work if the company’s board of directors agrees. This thesis will
undoubtedly serve as a basis for its implementation.



ABSTRACT (PORTUGUESE)

Atualmente existe um projeto interno na empresa Bodum Portuguesa, Producdo de Ar-
tigos Metélicos, SA. A Bodum € uma empresa multinacional que oferece solugdes de
café, chd e acessorios para casa para todos os tipos de clientes de acordo com os valores
da Bodum. A Bodum ¢ uma empresa que cria produtos com excelente design a precos
acessiveis, com base no principio de que “a forma segue a funcionalidade”, mantendo a
sustentabilidade, a responsabilidade ambiental e o bem-estar de seus colaboradores e o
planeta em mente. Como o atual CEO da Bodum, Peter Bodum, disse “Bom design ndo
tem de ser caro”.

Este projeto visa solucionar o problema de os servidores serem obsoletos, a falta de
recursos e também o desperdicio da capacidade de processamento. Atualmente os servi-
dores da Bodum ainda possuem Windows server 2008 R2, que € bastante antigo e a falta
de recursos resulta em fraco desempenho dos servidores e até falhas.

Com o desenvolvimento deste projeto, a empresa vai ficar com servidores mais atuais e
por consequéncia mais eficientes, também vai ser possivel usufruir de servicos com mais
funcionalidades isto com uma maior capacidade de processamento e armazenamento, O
que no imediato é uma necessidade da empresa.

O projeto consiste na migracdo de seis servidores fisicos, localizados na Suica, Dina-
marca, Australia, Estados Unidos da América, Japao e China. Este projeto visa melhorar
a desempenho de servidores da empresa, pois a migracdo ird ser feita para novos servi-
dores com versdes mais atuais do sistema operativo e também com hardware mais recente
e avangado. Esta migracdo € necessdria no sentido de garantir melhor desempenho dos
servidores e controlo. Neste momento, os novos servidores ja foram adquiridos e colo-
cados nos respetivos locais e alguns dos servidores até ja estdo a ser utilizados, o que
tornard essa migracdo um pouco mais complexa do que o normal.

Na perspetiva da empresa o objetivo principal deste projeto € migrar tudo o que esta
nos servidores antigos para os novos. Depois de uma breve anélise ao sistema da Bodum,
foi feita uma proposta de melhoria, uma vez que os servidores ndo sio virtualizados.
Com o proposito de melhorar o sistema existente, foi feita uma proposta de virtualizacio
dos novos servidores antes de se realizar a migracao, caso a proposta de virtualizacao dos
servidores seja aceite, primeiro os servidores serdo virtualizados e sé depois é que serd
feita a migracdo dos servidores antigos para os novos ja virtualizados. Caso o pedido
para a virtualizacio dos servidores acima mencionados seja recusado, a migracdo serd
realizada de forma direta de servidor fisico para servidor fisico.
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Ap6s realizar a migracdo mencionada, vai ser feita uma proposta para migrar as in-
fraestruturas do sistema de informacdo da Bodum para uma nuvem. Serd feito uma
andlise do sistema atual e uma comparagdo com um cendrio idéntico na nuvem. Com
isto, a empresa vai ter em sua posse todas as informacdes necessdrias sobre 0s processos
e procedimentos de migracdo para a nuvem. No futuro, se a empresa pretender migrar os
servigcos para a nuvem, ja terd o conhecimento para o fazer.

No que diz respeito a uma migracao para a nuvem de toda a infraestrutura da empresa,
essa etapa serd para realizar como trabalho futuro caso a empresa assim o entenda. Este
projeto vai servir, sem duvida, de base para a sua implementacao.
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Chapter 1
INTRODUCTION

This chapter will address the motivations and objectives of the project and describe the
methodologies used to support it. This work aims to demonstrate an implementation of a
real case study, supported by a thorough literature review on server virtualization aiming
to improve a company’s infrastructure.

This project was developed within the scope of the master’s degree in Computer En-
gineering - Information Systems for Bodum Portuguesa, Production of Metallic Articles,
SA. The main objective is migrating the existing servers to newer and faster ones.

Since there was a need for the company to migrate, we proposed to analyze the exist-
ing scenario, perform the complete migration to the new servers and, as an improvement,
virtualize the new servers to obtain more scalability and availability. As this is an ac-
tual case study, the proposals for improvements always depend on Bodum management’s
approval. Regardless of the consent for implementing the improvement suggestions, an-
other recommendation is made for a potential migration to the cloud, allowing the com-
pany to follow a step-by-step migration of the existing information system to the cloud.

1.1 Motivation

Due to the lack of resources, waste of processing capacity, and the use of old server op-
erating systems versions, Bodum has been suffering some technical problems related to
the use of its servers. To avoid more severe issues, migrating to new servers is impera-
tive. Identifying this problem led to the current project’s development as an immediate
need for migration exists, as the servers still have Windows server 2008 R2. This old
version consequently hinders the use of the servers, and as Microsoft communicated, the
support for this operating system came to an end in 2020 (https://learn.microsoft.com/pt-
br/troubleshoot/windows-server/windows-server-eos-fag/end-of-support-windows-server-
2008-200812).

Server virtualization is not a relatively recent idea. On the contrary, it has been around
for many years [24]. However, it has shown significantly increased benefits over time,
particularly in large organizations, in terms of saving energy and costs, increasing the
availability and scalability of the company’s services and applications [21], and improv-
ing recovery in case of disaster. The suggestion of this theme was a great opportunity
because it would be possible to move from theory to practice in a real case study. Fur-
thermore, it was with great pleasure that this work was accomplished, as it fosters the
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CHAPTER 1. INTRODUCTION

transition from older to more recent technology.
Given the project’s significance, a second improvement proposal will be made after
the migration, focusing on migrating the company’s infrastructure to a Cloud.

1.2 Migration Scenarios

At this project’s start, six servers were running Windows server 2008 R2 that needed
to be migrated to a newer version. These servers belong to Bodum and are located in
Switzerland, Denmark, Australia, the United States of America, Japan, and China. The
company acquired and installed new servers with a Windows Server 2019 version. These
servers already belong to Bodum’s domain with their IP and name defined. Some are
already being used partially, as explained throughout the document.

Bodum intends to increase performance and storage capacity, for which the new
servers have a greater capacity for both storage and processing. The project presented
by Bodum would be to make a direct migration from a current physical server to a new
physical server without virtualization.

The proposal for improvement presented to the company was: before making the
much-needed migration of the new servers mentioned above, we would virtualize the
servers and perform the migration. The main objective of this proposal is to make the
infrastructure more efficient and reliable [20].

In an ideal scenario, the improvement proposal would be entirely accepted, meaning
that the servers would be virtualized first, and then the migration would take place. After
all data and services are migrated, a general analysis of the infrastructure for migration
to a public Cloud would be made.

1.3 General Objectives

In this project, there are two primary goals. For the company, the goal is to migrate the
old servers to the new ones, keeping everything as it is. For the author of the project, the
plans are more ambitious - the migration from the old servers to the new ones with the
benefit of the new servers being virtualized before the migration, intending to monitor the
processing of servers and all the benefits that virtualization would provide. In addition,
the author wants to simulate a migration to the Cloud to understand its benefits better and
reduce costs and processing waste.

1.4 Document Structure

This document is composed of seven chapters. Chapter one intends to introduce the topic
by presenting the project framework, motivation, current scenario, and objectives. The
second chapter discusses state of the art, focusing on virtualization and aiming to give the
justification for this project. The third chapter outlines the methodology planned and used
in this project. In the fourth chapter, an analysis of all physical hardware is made, and
the entire migration process carried out for the company is described. The fifth chapter
intends to describe the company’s infrastructure improvement. This improvement aims

_2_



CHAPTER 1. INTRODUCTION

to simulate an identical scenario to the current one in Amazon Web Services. The sixth
chapter is summarized as a step-by-step that shows how the creation and configuration of
the components are done to simulate the improvement proposal. In the seventh chapter,
a discussion and a conclusion are presented.



Chapter 2
STATE OF THE ART

In this chapter the study carried out for the execution of this project will be shown, firstly
a study on virtualization was carried out where it is possible to understand the concept and
types of visualization as well as some definitions and how virtualization works. Although
the company chose not to virtualize the servers because they think is not necessary, the
study was carried out anyway to understand the purpose of virtualization and how it
works. This chapter also addresses the topic of Cloud Migration, since we are going to
simulate a migration of the company’s services to the Cloud, it makes sense to study this
matter to better understand what Cloud Migration is, what services and types of Cloud
exist, to be able to make a better decision on this subject if this is the way to go in the
future. In this chapter, will also be identified and explained the components used in this
project and a comparison will be made between Cloud and On-Premises.

2.1 Virtualization

It is essential to study Virtualization before implementing it to verify that it meets all the
project requirements, raising awareness of the advantages and disadvantages, which will
be discussed in this section. Some definitions related to Virtualization and the essential
virtualization techniques are presented.

2.1.1 Virtualization definitions and concepts

Virtualization is a technique that allows several different applications, services, and op-
erations to run on a single device. Routers, switches, and servers can also be virtualized
[29]. In short, Virtualization is a way to camouflage the hardware from the end-users,
where the goal is to replicate several computational environments isolated from each
other [14].

Virtualization can be understood as creating a virtual environment that simulates a
physical environment. More technically, Virtualization is the abstraction of a physical
layer in several logical divisions.

The behavior of a physical system is completely changed due to Virtualization. The
physical server operates as the host, where the hypervisor is installed and where the
necessary virtual machines will be installed [8].
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How does it work?

All the necessary resources are virtualized (CPU, memory, among others). The hyper-
visor translates and maps all requests from virtual resources to physical resources, as
shown in figure 1. For example, a VM is called VM-X access memory cell 323, and the
hypervisor maps cell 323 to the physical memory cell 123, where it can be computed
with the translation table of figure 1.

Translation table
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X 0-99 0-99 -
A——am
X 299-399 100-199 — m
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Y 200-299 500-599 0S1 0s2 — M
o AN /
[:D VMM ] 4;\
Physical machine

Figure 1: Hypervisor translation process

Virtual machine (VM)

A VM is an emulated computer that runs inside a physical computer. A real computer
with its OS runs a VM with its own OS. Machine virtualization is the activity of running
one OS inside another. Several virtual machines can run on the same host (real computer),
usually, a server, to take full advantage of the server’s resources. Each virtual machine
runs its OS separately from the other. This means that a user can run different operating
systems within a single physical machine, allowing access to other existing software that
can be installed within the virtual machine itself. In the computing domain, a VM is the
virtualization of a computer system. A VM is based on computer hardware and provides
the user with the functionality of a real computer. [27, 28].

Virtual machine monitor (VMM)

A VMM creates, monitors, and runs VMs (virtual machines); sometimes, it can be called
a hypervisor. VMM has an exceptional skill that allows sharing of a physical machine’s
resources, and the Hypervisor manages these resources. The Hypervisor is isolated in a
layer where the physical resources and VMs are managed. VMM is also where the VMs
are stored. The primary functions of a VMM are to ensure that VMs have virtual hard-
ware available and to manage interaction requests made by VMs to the virtual hardware.
A VMM can authorize more than one OS instance to act on isolated VMs simultaneously
[20].
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The hypervisor can be implemented in two ways. The first can be embedded in hard-
ware to create, run, and monitor VM. This can be called Type-1 hypervisor, and some-
times bare-metal, which describes the hypervisor installation directly on the computing
hardware, which means the hypervisor works now on top of native hardware. The second
way is to use it as an application installed on an existing OS called a hosted hypervisor,
or Type-2 hypervisor, the hypervisor runs as a typical application on top of an operating
system, and the VMs are executed on top of the hypervisor application [20, 40, 1]. In
short, when the hypervisor runs directly on top of native hardware (bare-metal installa-
tion), it is called a Type-1 hypervisor. When the hypervisor runs as a standard application
on top of a host OS, just like another computer program, it is called Type 2 Hypervisor
[1, 25]. The abovementioned types can be seen in figure 2.
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Figure 2: Hypervisor Types

Types of hardware virtualization

Hardware virtualization can be implemented in several ways [20]. The three most com-
mon methods are the following:
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* Full Virtualization: In this approach, the virtualization completely emulates the
essential hardware to run a VM, and the guest OS is completely isolated from the
VM.

* Paravirtualization: The hardware is not properly emulated in this approach. The
guest OS must be changed before installing the VM, allowing the OS to share
resources. This approach improves host performance by decreasing the number of
requests made to the VMM.

* Hardware-assisted virtualization: This approach uses available resources of the
host computer to build the VMs. This approach can also be called Native Virtual-
ization, Accelerated Virtualization, or Hardware VM.

2.2 Virtualization Techniques

2.2.1 General view

Virtualization is not new. It first came into use in the 60s, as confirmed by Goldberg’s
publication in 1974 [13], and it has become more common in Information Technology
(IT). Virtualization has brought many benefits over time, particularly in large organiza-
tions, allowing companies to reduce energy consumption, purchase less equipment, such
as servers and desktops, increase service availability, and improve recovery from disas-
ters.

Thus, virtualization quickly became a revolutionary solution for IT management due
to its crucial characteristic of providing resources that in physical infrastructure would
be impractical or even impossible. Costs are reduced since virtualization allows several
applications to be allocated on a single physical server. Therefore, this is an excellent
benefit for managers of organizations [21].

We are increasingly aware that virtualized systems are essential for IT infrastructures
worldwide, as virtualization results in a lower total cost of ownership (TCO) and greater
control of the system by IT teams [17].

Due to the pandemic caused by COVID-19, which we are still overcoming, sound
financial management is essential for decision-making in organizations. Any decision
must consider the economic impact it will have [21]. With server virtualization, we
create more investment opportunities within the organization, saving on physical space,
maintenance, energy, and hardware. This way, organizations can have more control, more
resources available, and greater security with fewer financial resources. Virtualization
responds to the organization’s needs in a more personalized form at a lower cost and
substantially faster. It is unnecessary to buy and configure new servers every time a new
application or service is needed for the organization [21].

2.2.2 Server virtualization

Server virtualization consists of a physical server and virtualization software (in this case,
we will use VMware ESXI, which we discuss later) and splitting it, transforming a phys-
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ical server into several virtual servers, each able to perform different tasks without any
interference between them. This way, we can avoid having a server for each service or
application the organization needs.

When a server is virtualized, it can be transformed into as many servers as are needed,
and the components permit, where each one can run a different OS. Thus, applications or
services can run in isolated environments without interference. This implies a reduction
in processing waste [21, 14]. See the right-hand side of figure 3 for a graphical view of
server virtualization.

Traditional Server Virtualized Server
Architecture Architecture

Figure 3: Comparison between Traditional Server and Virtualized Server [26].

2.2.3 Network virtualization

Network virtualization is the process of transforming a hardware-dependent network into
a software-dependent network. The primary objective of a virtualized network is to insert
a layer between the physical hardware and the services that are using that same hardware.
This allows network functionality, hardware, and software to be available independently
of the hardware [12, 27]. Simplistically, network virtualization refers to the absence of
resources traditionally delivered in hardware to software. Network virtualization allows
you to create and manage networks through the software while using the underlying
physical network as a backplane for packet forwarding. All resources on a physical
network (routers, firewall, etc.) are delivered via software and only need the IP of the
underlying physical network for packet forwarding.

Network virtualization separates network resources, typically available in hardware
or software. A virtual network can join multiple physical networks into a single, software-
based network. The opposite can also happen, dividing a single physical network into
several independent virtual networks [12, 27, 41]. For instance, VLAN is an example of
network virtualization; this is like a subsection from a local area network (LAN) gener-
ated by the software and embeds network devices in one group, regardless of location.
Busy networks will benefit from more performance and speed, and easy changes.

_8—
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2.2.4 Storage virtualization

Storage virtualization combines physical storage from several network storage devices,
conveying the idea of a single storage device. The main objective of storage virtualization
is to relate to the physical storage through logical images to avoid confusion [9, 24]. This
process has been increasingly used to solve the problems generated by the exponential
growth of data that today in companies is increasing more and more [3].

2.2.5 Virtualization tools

For some years, the demand for new technologies in organizations has increased, making
the market increasingly competitive. As mentioned above, virtualization is not a recent
technology. On the contrary, this technology has become almost standard for organi-
zations over time. There are several tools named hypervisors for this process, includ-
ing VMware ESXi, XenServer, and the Microsoft Hyper-V Hypervisor. According to
[14, 10], the most suitable tool among those mentioned above is VMware ESXi because,
in most of the tests performed, it was the tool that had the best results, as can be seen in
figures 4, 5, and 6. For this reason, it was the tool chosen for this project.

250
ESXi Hyper-V
200

150
100
50

0

Fileserver Webserver Varmail
Figure 4: Performance comparison for one VM[10].

As can be seen, the VMware ESXi has a much better performance than the Microsoft
Hyper-V Hypervisor when used for one Virtual Machine. (Figure 4).

When using two and especially three VMs simultaneously, there is a reduction in
the performance of both hypervisors compared to the results of the tests obtained with a
single Virtual Machine, figures 5 and 6.

As aresult, VMware ESXi is generally superior in tests performed, as shown in [10].

2.3 Cloud Computing

In order to plan a Migration to the Cloud it is necessary to study Cloud Computing.
Migration to the cloud is a process that needs to be carefully studied to understand its
feasibility, as specific requirements will need to be met. Definitions and concepts related
to Cloud Computing and an explanation of its potential contribution to this project are
described below.
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Figure 5: Performance comparison for two VM[10].
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Figure 6: Performance comparison for three VM[10].

2.3.1 General view

Cloud computing is a term used for resource availability that facilitates and grants on-
demand access to an extensive repository of computing resources, including servers, ap-
plications, and services, which can easily be made available without the service provider’s
intervention [23]. The concept of Cloud computing can be summarized as the availability
of different services on the internet. These resources can be applications, tools such as
storage, servers, etc. [7, 2]. Moreover, data storage is performed through services that
are accessed remotely and can be done anywhere, at any time, avoiding the installation
of software and data storage. Software, files, and services are accessed remotely. Hence
the association with the name cloud [19].

Cloud computing is a significant IT advance; these services allow companies to save
costs, facilitate IT infrastructure and increase productivity. The process of migrating to
the cloud is somewhat complex as it should be an efficient, secure system that adapts to
the company’s needs [30].

— 10—
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2.3.2 Costs

The costs of services can be paid monthly, and only the services used are charged. In other
words, it is pay-per-use, thus avoiding the unnecessary acquisition of resources and, at
the same time, avoiding the excess and waste of hardware. Compared to conventional
physical systems, cloud services are cheaper [30].

2.3.3 Productivity

Cloud services are an asset to the productivity of the I'T team, as it is possible to manage
services anywhere remotely, with quick access to information and applications. Cloud
services are agile and can guarantee safe and reliable backups, which means there is a
lower risk of data and information loss. With cloud services, the IT team will have access
to the latest, most advanced technology, with greater processing capacity and speed, with
the advantage that the services are easy to use and to set up [30].

2.3.4 Common cloud types
Public cloud

A public cloud is a model where all computing services are managed by a third-party
provider and can be shared with other organizations. Public cloud providers provide ser-
vices such as infrastructure (IaaS), platforms (PaaS), and even software (SaaS) to users,
charging a monthly fee or a pay-per-use fee to avoid hosting these services in a data
center. The public cloud is typically used in less critical applications [5, 6, 19, 22].

Private cloud

A private cloud is built specifically for an organization to have complete control over the
cloud they own. Compared to other types of cloud, a private cloud offers greater security
and privacy through the organization’s firewalls and hosting. In this case, critical data
is not accessible to third-party providers. The counterpart of the private cloud is that it
requires the same maintenance and management costs as a data center, so the company’s
IT department has to be responsible for managing the private cloud [5, 6, 19, 22].

Hybrid cloud

A hybrid cloud is a model that combines a private cloud with some services of a public
cloud, which communicates through software between the services. This model offers
flexibility by forwarding work requests between clouds depending on the needs and costs.
A hybrid cloud allows greater control over critical data because confidential information
can be stored in a private cloud and, at the same time, benefit from the computational
resources of a public cloud [5, 6, 19, 22].

2.3.5 Cloud services

As stated in [15], there are three main different types of cloud services:

—11 =
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Infrastructure as a Service (IaaS)

The infrastructure is provided to customers; the provider is responsible for controlling,
maintaining, and operating costs. The user does not have control over the infrastructure
but controls other things like storage, OS, and limited control of network components.
In short, the user has full control except has physical hardware resources. In this case,
the cloud provides the user with raw computing resources. The user will pay the SaaS
provider for the service, and the SaaS provider pays the cloud for the resources, such as
Amazon Web Services, Google Cloud Infrastructure, or Digital Ocean.

Platform as a service (PaaS)

It is a cloud environment for development and implementation, with features that allow
the delivery of everything from the most complex applications to the simplest. The user
does not have control over the infrastructure but controls the application deployment and
sometimes the hosting environment setup. For instance, Windows Azure or Red Hat
OpenShift, and in this case, the customer will pay the SaaS for the service, and SaaS
pays the cloud provider for the infrastructure.

Software as a service (SaaS)

Software as a Service (SaaS) could provide the entire application, which allows users to
connect to cloud-based applications remotely over the Internet, such as Microsoft Office
365. In SaaS, customers pay the cloud provider. The user does not have any control of
the could infrastructure.

The main advantage of [aaS, PaaS, and SaaS services or other cloud solutions desig-
nated as a service is economical. Still, this advantage is directly dependent on the number
of services purchased. The more services purchased, the more expensive the solution will
be. With these services, it is possible to access and scale the necessary IT resources with
a calculated cost and without purchase and maintenance expenses [15, 6, 23]. To make
the most of these services, whether economically or in terms of performance, availability,
and scalability, it is necessary to understand very well the needs and requirements of the
company or the project because, depending on the number of services needed, this can
be expensive.

With IaaS, it is possible to create redundancy between servers in different geograph-
ical areas to guarantee high availability. Usually, [aaS providers use data centers around
the world, which allows IaaS users to obtain lower latency and more performance as ser-
vices and applications can be chosen by the customer by proximity. The fact that there is
significant competition between cloud providers means that customers are provided with
the latest technology on the market with competitive features and costs [6, 15, 19].

2.3.6 Cloud computing characteristics

Cloud computing is a new way of computing. It has some unique characteristics, for ex-
ample, agility, maintenance reduction, low cost, services in the pay-per-use mode, high
scalability, and rapid elasticity. This means it allows faster operations, sharing of re-
sources between users, and cost reduction, as installing applications on each computer is
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unnecessary, making maintenance more manageable and easier to access. The client only
pays for the resources it consumes and nothing else, the cost of the services provided is
calculated according to the use of each one of them and allows to request more resources
on a large scale without human intervention, and this makes ease and speed in increasing
and decreasing resource consumption [23, 19].

2.4 Architecture and Components of the Cloud Adopted
in this Project

This section describes the components used in this project to simulate a scenario in AWS
Cloud, an architecture very similar to the one used for the developed simulation. The in-
formation present in this section was obtained through research and reading of documents
published by AWS that can be found at: https://docs.aws.amazon.com.

2.4.1 VPC Architecture

AWS splits into several regions with different availability zones. For this work, EU-
WEST -2 Europe (London) was used due to regional proximity to reduce latency; within
this region, there are three availability zones. Within the availability zone, a VPC will
be created. A VPC is designed within the region and covers all availability zones, and
subnets will be created within the availability zone. Subnets can be either public or
private [34].

VPC Architecture

Bl AWS Cloud

Availability Zone Availability Zone

Figure 7: VPC Architecture
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As shown in figure 7, there are three availability zones. Two comprise a public subnet,
and one includes a public subnet and a private subnet. Availability zones with a public
subnet have internet access, and those with a private subnet do not have internet access.

2.4.2 Components of a VPC

A VPC comprises several components, most of which will be described in this section.

Routing table and Router

The components represented in figure 8 are directly related. The router’s operation al-
ways involves consulting the information in the routing table, which is the component
that contains information on where communications should go. When there is commu-
nication between two IPs, the details on how they will communicate are in the routing
table, so the router consults the routing table to know where to send the communication
requests. If there is no information about where a particular communication should be
sent, that communication will not be made [34, 37].

VPC Components

172.16.0.0
172.16.1.0 =) | =

172.16.2.0

Route Table Router

Figure 8: Routing Table and Router

Elastic IP and Elastic Network Interface (ENI)

In figure 9, two components are represented. The first is Elastic IP, essentially a static
public IP. The second component is the ENI, which works as a virtual network card, a
network port for EC2 instances. EC2 instances will be described later. With an Elastic
IP, it“s possible to hide the failure of an instance by remapping the address quickly to
another one. The Elastic Network Interface (ENI) works as a virtual network card, and
it“s possible to configure a network interface and then attach it to an instance. A practical
example, if an EC2 stops working, and it will take some time for the problem to be
solved, it is possible to quickly create a new EC2 and reattach the ENI using the same
configuration [34, 32].

14—
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VPC Components

Elastic IP ]@

Elastic Network
Interface (ENI)

Figure 9: Routing Table and Router

Customer Gateway, VPN Connection, and VPN Gateway

The components shown below in figure 10 are necessary to establish a VPN Connection.
The Customer Gateway is a simple router outside of AWS aiming to communicate with a
router on an on-premises site. On the AWS side, a Virtual Private Gateway will establish
communication between the Customer Gateway (on-premises) and AWS (Virtual Private
Gateway). This will establish an IPSec connection between these two endpoints [34, 36].

VPC Components

-

Customer Corer)e':l:tion VPN
Gateway Gateway

Figure 10: Routing Table and Router

VPC Peering

VPC peering is when there are two VPCs connected. Their communication works by
request. For example, VPC A sends a request, and VPC B accepts this request or not,
depending on the configuration [35, 34]. See figure 11.
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VPC Components

VPC Peering

Figure 11: VPC Peering

VPC Endpoints

As figure 12 shows, VPC Endpoints allow maintaining private communication with some
AWS services. For example, in the communication between an EC2 instance and an S3
service, the S3 service only uses public endpoints, which means that when it is necessary
to communicate with this service, it is required to use the internet, making the commu-
nication between an EC2 instance and a service S3 public. The VPC Endpoint is like a
middleman between the communication of an EC2 with an S3. That is to say, the EC2
communicates directly and privately with the VPC Endpoint and then communicates with
the S3, keeping private communication [34]

VPC Components

VPC Endpoint

Figure 12: VPC Endpoints

2.4.3 NAT Gateway

Figure 13 shows the NAT Gateway server used by the private subnets to access the inter-
net. For example, a database server located in a private subnet will, logically, not allow
access from the outside world. However, database servers need updates and patches, and
for that, they must access a repository that is on the internet. That is what NAT Gateway
is for. It is configured on a public subnet and allows the database server on a private
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subnet to communicate with it, forwarding the communication to the outside world. NAT
Gateway allows instances that are in a private subnet to be able to connect to services
outside the VPC, however external services cannot initiate a connection with those same
instances [34].

VPC Components

4
»3-»
4

NET Gateway

Figure 13: NAT Gateway

Subnets

Figure 14 shows an example of a VPC with three availability zones, each with two sub-
nets, making a total of six subnets, three private and three public. The subnets work as
subnetworks of the main VPC, so they must be within the range of IPs of the VPC. The
subnets will be created with specific different IPs to be easily identified by zone in the
future.

As mentioned above, each availability zone will have two subnets, one private and
one public. Private subnets do not allow access from outside, but public subnets do. For
example, a database usually does not need access from the outside world. However, a
web server needs to be accessed from the external world [34].
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Subnets
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Figure 14: subnets

EC2

As figure 15 shows, EC2 is a service that provides secure and scalable computing capac-
ity in the Cloud and offers several options for creating and running applications virtually,
eradicating the need to purchase hardware. EC2 allows starting the servers needed for
each purpose, setting security configurations, optimizing storage, and managing the net-
work. EC2 is exceptional because it can scale up or down according to requirements or
peak requests, which helps ensure that the application demands are met. Hence, instance
auto-scaling allows you to define some metrics to increase or decrease the number of in-
stances running; it s possible to choose standard metrics like network bandwidth or CPU
usage or custom metrics based on what you think is essential. This guarantees that you
meet your application’s demands without manual intervention and pay for what is needed
and nothing else [33].
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Figure 15: EC2 instance

2.4.4 How components work together

To better understand the behavior between the components, this section shows how the
components interact and communicate with each other through charts and images.

Routing

The scenario in figure 16 consists of a VPC, two subnets, both with an EC2 with an
elastic network interface attached, a router, an internet gateway, and a routing table.

Imagine the first EC2 wants to communicate with the second EC2, as shown in figure
16, if IP 10.0.1.10 intends to communicate with IP 10.0.3.10. The flow of this communi-
cation would be, when the router receives the communication request, he will look at the
information in the routing table to see where to send the received request. The routing
table contains information about where requests should be forwarded. As shown in figure
16, requests have a source and a destination. In this case, the routing table indicates that
if the request source is within the 10.0.0.0/16 range, the route to forward the request is
always local, which means that any request within the VPC IP range will always be local
communication.

In another case, if an EC2 instance wants to communicate with a device outside the
VPC, the router will see that any request where the source is outside the range of the VPC
(10.0.0.0/ 16) will be sent to the gateway and forward to the internet. In other words, the
routing table has information about where requests are sent to. When it receives a request,
the router consults the routing table and follows the information it has. Suppose a request
is made without information in the routing table. In that case, this communication will be
discarded because there needs to be more information about where it should be forwarded
[34].
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Routing
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Figure 16: Routing

As shown in figure 17, there are now two routing tables, one public and one private.
When we look more closely at figure 17 it is possible to see that in the private routing
table, only one entry allows local communication. Therefore, any request made will only
be accepted if it is to communicate internally. If not, the request will be denied.

The above is how we define whether a subnet is private or public; being public or
private is not a characteristic or configuration of a subnet. What defines it is the configu-
ration of the routing table associated with the subnet [34], as shown in figure 17.

Routing

VPC 10.0.0.0/16

10.0.1.0124

|

10.0.1.10

Public Route Table

O

10.0.3.0/24
Internet Gateway
(IGwW)

==

10.0.3.10

Private Route Table

Figure 17: Routing (private and public)

Aside from routing and routing tables, a public IP is required if communication to
the internet is needed. Therefore, in addition to associating the routing table, the EC2
instance that will carry out a public communication needs a public IP address.
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Even if the EC2 instance is in the private subnet and has an elastic IP, it will not be
able to communicate to the internet because the routing table associated with it does not
have this information, as shown in figure 18. However, the EC2 in the Public subnet
needs a public IP to communicate and receive information from the internet, as it is also
possible to see in figure 18.

Routing

VPC 10.0.0.0/16

10.0.1.0124

10.0.1.10 Public Route Table

Elastic IP Q

Internet Gateway
(IGwW)

10.0.3.10

Private Route Table

Figure 18: Routing (Elastic IP)

NAT Gateway

The NAT Gateway is a managed service provided by AWS that allows communications
from the subnet to the outside world but does not allow communications from the outside
world to the subnet. This component is used with some frequency to make updates in
instances that do not need to communicate outside the system or instances that are in a
private subnet.

Figure 19 shows a scenario similar to the previous one but with the difference that
in the private routing table, there is a new route that will forward requests to the NAT
Gateway [34, 38]

To summarise figure 19, if within the private subnet, any instance needs to communi-
cate with an IP outside the range of the VPC, the request is sent to the router. The router
will see that in the routing table, there is an entry for any IP in the 0.0.0.0/0 range, and
the request will be forwarded to the NAT Gateway. Since the NAT Gateway is a managed
service, it does not need additional configurations as it already knows what to do with the
requests it receives. Now the NAT Gateway will send the request to the outside world.
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NAT Gateway
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Figure 19: NAT Gateway

VPC Endpoint

For some endpoints in AWS, for example, Amazon S3, to communicate with an instance,
it is necessary to go out to the internet through the internet gateway. This solution is not
exactly good practice since the instances will communicate with the endpoints publicly,
as shown in figure 20. Usually, this is not the desired scenario because, in this way,
the data will be public, companies do not like to have their data public, and Bodum is
no exception. The VPC endpoint is a kind of internet gateway because all instances
will communicate directly with the VPC endpoint, and it will communicate with other
endpoints. In this case, we are talking about Amazon S3, as shown in figure 21. The
communication between the VPC endpoint and the Amazon S3 is private, thus making
the communication more secure [34, 31].

VPC Endpoints

VPC 10.0.0.0116
10.0.1.0/24

Public Subnet Public Communication

o ——

Internet Gateway Amazon S3

10.0.3.0/24 1Gw)

Private Subnet

Figure 20: VPC Endpoint public communications
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VPC Endpoints
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Figure 21: VPC Endpoint private communications

Important things to keep in mind

VPC is assigned and limited to a particular region and spans all Availability Zones in that
region. In a VPC, there are five IPs, and they are always reserved. Figure 22 shows what
these IPs are reserved for.

10.0.0.0 Network Adrress

10.0.0.1 Reserved by AWS for VPC router

10.0.0.2 Reserved by AWS. IP for DNS serve

10.0.0.3 Reserved by AWS for future use

10.0.0.255 Network broadcast address. Broadcast is not supported in a VPC, therefore this address is reserved

Figure 22: Reserved IP Addresses

Subnets can be public or private and are restricted to a single availability zone. That
is, a subnet can only be assigned to one availability zone. The subnets must be linked to
a routing table. Otherwise, there will be no forwarding of information.

Internet Gateway must be added to the routing table to have inbound and outbound
internet. Therefore, it is only possible to communicate with the outside world with an
Internet Gateway.

NET Gateway simulates a kind of DMZ, where external access is blocked, but internet
access is allowed. This is the basis we should keep regarding a VPC in AWS Cloud.

2.5 Cloud Vs On-Premises

The choice between a Cloud or On-premises system must be made according to the needs
of each company or client. Each option has advantages and disadvantages that should be
considered when deciding between one or the other depending on the purpose; therefore,
we can see some differences between these two systems that can help in decision making,
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but they have one thing in common both systems are two different ways of delivering and
consuming IT services.

On-premises computing is when a company has full control over its own IT infras-
tructure. That means that the company manages all the things by itself like data cen-
ters, hardware, storage, and software and all of these are physically on the company “s
premises. This approach means the company needs to buy every piece of equipment that
needs someone in the company infrastructure to manage this equipment and software,
and this means that it will be very difficult to scale up or down as the company needs.

On the other hand, Cloud Computing is a way to deliver IT services over the inter-
net, these services are the responsibility of the Cloud provider. Cloud computing allows
entities to consume IT resources as a service on a pay-as-you-use basis. Cloud comput-
ing allows you to easily add or remove resources as needed, which makes the system
scalable.

Both approaches have advantages and disadvantages. Cloud Computing can be more
flexible and more cost-effective but at the same time there is an increase on security risks
and raise issues around data sovereignt and compliance. On-Premises computing the
organization has more control and customization but with a higher cost. On-Premises
computing is also much more difficult, and very expensive to scale.

Nowadays, most companies are doing Hybrid Cloud which allows them to have the
infrastructure both on-premises and on cloud to take the best advantage of both. There
are also some companies preferring a multi-cloud approach in the sense that they use
different cloud services providers for different workload and services.

As already mentioned above, when we have to choose between one of these systems,
it is of great importance to take into account the needs and requirements of the orga-
nization, such as data sensitivity, regulatory requirements, and scalability, and we must
understand what is important for the company concerning cost, performance, security,
and control.
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Before implementing this project, some research was conducted on the various areas
covering this project, including virtualization techniques and tools and cloud migration.
Since this project is a real case study for Bodum Portuguesa, Producdo de Artigos Metéli-
cos, SA, it must respect some internal rules, such as the timeline, the organization’s re-
quirements, and costs.

Project management is a critical component of any project. This chapter will outline
how the tasks and methodologies of this project were organized. During a project, there
are some elements to consider to decide what methods should be applied and what tools to
use to help in decision support. Since this is an IT project, the best thing to do is follow
agile methodologies, which are considered helpful for this project and a trend. This
project was developed based on the Scrum Framework. Although this project belongs to
the IT area, it will be implemented in an industrial environment, so it is essential to refer
to the "Waterfall Model" which is the basis of the Scrum framework.

3.1 Waterfall Model

The Waterfall Model came from the industrial world and was the first of its kind. Some-
times this model may also be referred to as the linear life cycle model. In other words,
each phase of this model must be completed before starting the next phase, with no over-
lapping phases [4]. For example, in large-scale projects, redrawing something during
the project requires high costs. Therefore, each task must be completed in the waterfall
model before moving on to the next task. This process is highlighted in figure 23. The
Analysis phase is intended to understand the concept of the business, and the next phase,
Design, intends to transform this vision into something concrete. In these two phases,
a sample of what the system will be is created, then, in the Development phase, as the
name implies, it will be developed. The testing phase ensures that the functionalities of
what is being developed follow the requirements. These functionalities pass to the Im-
plementation phase and are implemented in a production environment. Then it goes into
Maintenance, which is the last phase of this model to deal with possible changes [4, 16].
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Analise

Desenvolvimento

Implementacéo

Figure 23: Waterfall Model [16]

3.2 Scrum Framework

Scrum is a framework for project management. Initially, this methodology focuses on
software development, but it is also used in other areas such as sales, marketing, high
technology, etc. This methodology is designed to divide the work into goals, which must
be completed within a specific timeline; this particularity we call a sprint that ideally must
be completed within a maximum period of one month, ideally in two weeks [11, 39].

A Scrum project comprises three fundamental parts, the Product Owner, Scrum Mas-
ter, and Developer Team. These three parts include a relatively small team, self-manageable,
cross-functional, and always focused on a single objective sequentially. Figure 24 rep-
resents the Scrum flow that is based on different types of meetings, and it is in these
meetings that planning and monitoring measures are developed.

Scrum
review

Product backlog

prioritize product
requirements by client

Sprint Backlog Potentially
Features assigned to Shippable
sprint Product

Figure 24: Scrum flow [39]

The Product Owner, with the project team at the beginning of each sprint, establishes
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a set of requirements to be developed during this phase. Based on the previous sprint, the
team will determine the amount of work possible to complete in the next sprint. When a
sprint is completed, the team will demonstrate the work done to the product owner and
other stakeholders, if applicable. This phase is of great importance as the team receives
feedback on the work that has been completed, and the requirements for the next sprint
are decided. A retrospective meeting is held to evaluate the work done, point out strengths
and weaknesses, and recommend improvements [4, 16].

As mentioned above, this project was developed based on the agile Scrum method-
ology not only because it is a trend but because it is more functional in projects where
some details are unknown and subject to changes. We can better understand the differ-
ences between Waterfall and agile methodologies in figure 25.

Waterfall
K Pros ‘\ // Cons \
» Works best when there are defined requirements. « Requires investment to define scope and schedule

before work begins.
 Best for stable environment.
« Scope changes can be slow and the adverse impact

* The team is distributed and hence control can be increases over the file cycle.
managed by defined deliverables, milestones and
dependencies. « Risk of nothing to show for the money until the end.
« Best if scarce skills or resources have limited « Change adds effort and risk, so a strict change
availability. control process must be in place to avoid 'scope

creep'

K;\\Plans are repeatable for similar projects. // \\ //

Agile
/ Pros \ / Cons \
« Works well when the detailed requirements are « No advantage for projects where the scope and
unknown to subject to change. detailed requitements are well understood and

change can be controlled.
« Give flexibility to 'course correct'.
« Uncertainty around scope and schedules can make
» Needs regular stakeholder feedback. stakeholders nervous.

¢ The team is co-located, multi-functional and « Less effective if the 'team' is distributed.
enables to work in a collaborative way.

« Demands management and prioritisation of the

« Early return on investment by regular delivery. backlog. //

Figure 25: Difference between Waterfall and agile methodologies [4]

3.3 Work Plan

3.3.1 Guidance on work

The work plan comprises the following aspects:
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* Analysis of the company’s existing systems:
How many servers exist;
What services are present on each server;
What is the criticality of each server;
What accesses are allowed.

* Migration compatibility from 2008 R2 servers to windows server 2019:
For compatibility, it is necessary to migrate the domain from File Replication Ser-
vice (FRS) to DFS (Distributed File System).

* Migration Test:
Install VirtualBox with a Windows Server 2019 VM and run migration tests to un-
derstand the system behavior and to avoid potential failures during the process.

* Scheduling dates for server migration:
Schedule a date and time adequate for the server migration process according to
the person responsible for each site.

* Virtualize physical servers (if approved by the company):
Through iDrac ! install the ISO VMware-VMvisor-Installer-6.7.0.update01.and in-
stall windows server 2019.

* Migration from Physical Servers to New Virtual Servers:
Migrate all services from the old servers and copy all the files with their access to
the new servers.

» System improvement proposal:
It can be considered if the company accepts the proposal for the virtualization of
new servers. If accepted, the migration will be implemented using server virtual-
ization.

* SI to Cloud migration proposal:
Analyze the best way and destination for migration to Cloud (Hybrid/private or
public cloud) and the costs/benefits the migration entails.

* Requirements and needs for Cloud migration:
Understand which services to make available and their criticality, need for redun-
dancy, backup, etc.

liDRAC was created to manage local and remote servers securely and helps IT administrators deploy,
update, and monitor Dell EMC PowerEdge servers.
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* Presentation of results and comparison:
Present the obtained results and, if possible, perform some tests, and compare the
costs and benefits of a physical SI on-premises or in the Cloud

3.3.2 Gantt calendar

To better understand the development of this project regarding the existent stages
and the chronological order for development, the main steps of the work plan are
presented using a Gantt chart. The Gantt chart is shown in figures 26, 27, and 28
and divided into three phases for a more general and understandable view.

SEPTEMBER 2021

OCTOBER 2021 NOVEMBER 2021 DECEMBER 2021

30 6 13 20 27 4 n 18 25 1 8 15 223 29 6 132 20 27 3
ESTGV
v Proposal
Pre-proposal _ Luca Gil
Methodologies _ LucaGil
State of art — Luca Gil
Extended Abstract _ Luca Gil
Submission of pre proposal [:] Luca Gil
Proposal [ ] Luca Gil
Figure 26: First phase (Proposal)

ESTGV

zzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzzz

tproposal
n proposal

Simulation of the proposal on AWS

Figure 27: Second phase (Project Start)

AUGUST 2022

1 B 15

ESTGV

SEPTEMBEER 2022 OCTOBER 2022

22 29 5 912 19 26 El 10 17 24 El

¥ Results
Real tests with the system built on AWS
Result analysis
o Ml Milestone | Group of Tasks
+ Final Delivery
Thesis review

Corrections

Luca Gil

Luca Gil

Luca Gil

Luca Gil

Figure 28: Third and fourth phases (Results and final delivery)
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MIGRATION TO THE NEW
SERVERS

This chapter describes detailed information regarding the migration process executed in
Bodum Portuguesa SA. Since the company decided that, for the moment, there was no
interest in virtualizing the servers, the migration process was carried out directly from
the existing physical servers to the new ones without virtualization. The following de-
scription will not disclose sensitive or confidential information about the company’s IT
systems.

4.1 Analysis of the Legacy and new servers

To execute the project, the company acquired new servers that will support the infras-
tructure after migration from the existing old server. Following, the main characteristics
of the old and new servers are discussed.

Legacy servers

Figure 29 describes the main characteristics of the legacy servers. These characteristics
are identical on all six servers except the storage capacity, which, on some servers, can
be slightly different. In this case, it will not significantly impact because it’s a slight
difference.

By analyzing figure 29, it is possible to understand from the OS version that these
servers are old, and from other components, the RAM, for instance, lacks resources. The
above is corroborated by figure 30. At the same time, we see there is a waste of CPU
usage since the CPU usage is only 4%. This is a subject that will be discussed later
in another chapter. These servers have AD DS, DNS, DHCP, file and storage services,
print server, and Web server running as main server roles. They also have features such
as .NET framework 3.5.1, group policy management, and remote server administration
tools. These roles and features will be replicated on the new servers.
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| Physical /Virtual

| Physical

| OS Name | Microsoft Windows Server 2008 R2 Standard

| OS Version | 6.0.600. Service Pack 2 Build 6003

| Processor | Intel(R) Xeon(R) CPU E5506 @ 2.13GHz, 2133 Mhz
| Core | 4 Cores

| Installed Physical Memory (RAM) | 6GB

| Physical Disks

| 3 Hard Drives PERC H700

| Physical drive 1

[ 136.12 GB ( RAID-1)

I Physical drive 2

| 5.025.38 GB (RAID-6)

| Physical drive 3

[1.862.50 GB (RAID-0)

| IP | Confidential

| Subnet Mask | Confidential

| Default Gateway | Confidential

| Mac Address | Confidential

| Network details | Confidential

| Brand | Dell

| Model | PowerEdge T410
| Serial | Confidential

| Service Tag | Confidential

Figure 29: Characteristics of legacy servers
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File Options Wiew Help

Appbcabonsl Processes | Services Performance | Netwarking | Users |

rCPUUsage — | [ CPU Usage History

r~Physical Memory Usage History

—Physical Memory (MB) System
Total 6131 Handles 560747
Cached 608 Threads 3178
Available 599 Processes 170
Free 1 Up Time 312:13:22:08
Commit (GB) 18/22
~Kernel Memory (MB)
Paged 475
Nonpaged 568 ' Resource Monitor...
|Processes: 170 |cPU Usage: 4% |Physical Memary: 90%

Figure 30: Performance of legacy servers

New servers

As shown in figure 31, the new servers have a recent version of the OS and improved
processing capacity and RAM. Regarding storage, the servers were purchased with the
configuration shown in 31.

The old servers should serve as a base for configuring the new ones. The existing
configuration was replicated on each server in each country.

With these new servers, there is no longer a lack of resources, especially regarding
memory RAM, as shown in figure 32. However, the problem of wasted processing ca-
pacity will increase as the processor of the new servers is newer and more powerful than
the old servers. This is also one of the problems that the author will try to solve with the
improvement proposal.
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‘ Physical /Virtual J Physical ‘
‘ 0S Name } Microsoft Windows server 2019 Standard ‘
[ OS Version [ 10.0.177.63 Build 17763 |
Intel(R) Xeon(R) Gold 5218 CPU @ 2.30GHz, 2295
Processor
Mhz,
‘ Core ‘ 32 Cores

[ Installed Physical Memory (RAM) [ 42GB

‘ Physical Disks

} 9 Physical Disks PERC H730P Adapter

‘ Solid State Disk 0:1:0

| 446.63 GB (RAID-1)

‘ Solid State Disk 0:1:1

[ 446.63 GB (RAID-1)

‘ Solid State Disk 0:1:2

[ 893.75 GB (RAID-6)

‘ Solid State Disk 0:1:3

| 893.75 GB (RAID-6)

‘ Solid State Disk 0:1:4

[ 893.75 GB (RAID-6)

‘ Solid State Disk 0:1:5

 893.75 GB (RAID-6)

‘ Solid State Disk 0:1:6

| 893.75 GB (RAID-6)

‘ Solid State Disk 0:1:7

| 893.75 GB (RAID-6)

Solid State Disk 0:1:8

893.75 GB (RAID-6)

IP Confidential
‘ Subnet Mask ‘ Confidential ‘
‘ Default Gateway ‘ Confidential ‘
‘ Mac Address } Confidential ‘
‘ Network details ‘ Confidential ‘
‘ Brand ‘ Dell ‘
[ Model | PowerEdge T640 |
‘ Serial ‘ Confidential ‘
‘ Service Tag ‘ Confidential ‘
Figure 31: Characteristics of new servers
© Honon CPU Intel(R) Xeon(R) Gold 5218 CPU @ 2.30GHz

O Memory
17.0/465GB (37%)

O Ethernet
184 Kbps R 160 Kbps

0% 278 GHz b “

39:03:21:07

Tresds  Hondies  Logicalprocesso
157 2856 89960 Vrusiusten

229GH:
1

2
Enabled
10M8

160MB
20M8

Figure 32: Performance new servers

4.2 Access to Servers

Since the company servers are located in different countries, it is challenging to have
physical access. Thus, the first connection was made through iDRAC to add the servers
to the Bodum domain and to activate the remote desktop service enabling us to have direct
remote access to them. As mentioned earlier as a footnote in Chapter 3, iDrac allows help
to manage local and remote servers and to deploy, update and monitor servers. In figure
33 it is possible to see what iDrac looks like. Although iDRAC was only used to access

—-33 -



CHAPTER 4. MIGRATION TO THE NEW SERVERS

the servers’ virtual console, it is a complete and handy platform. The iDRAC is further
described in appendix B.

//////

Figure 33: iDRAC overview

4.2.1 Enabling Remote Desktop Connection

Accessing the servers through iDRAC makes it possible to activate the remote desktop
protocol (RDP), allowing to access the servers. It would also be possible to continue
using iDRAC for remote server access, but RDP is already a well-known and straightfor-
ward native Windows tool. The steps that were taken to activate the RDP protocol are
represented in figures 34, 35, and 36.

Figure 34: Activate RDP - Stepl
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Settings - o x

Windows Settings

I remot] X

4
»¢ Remote Desktop settings
System Devi [} Remote Deskiop Developer Settings
=6
display nd, notifications Blue

[} Remote Desktop hibernation settings

et j Personalization

Background, lock screen, colors

power

i Allow Remote Desktop connections only from
] p i
E= Apps R Acce computers with Network Level Authentication . 1., Ease of Access

Uninstall, defaults, optional e Narrat agnifier, high

Your
features work, | Allow remote connections to this computer

Show all results

G e

Figure 35: Activate RDP - Step2

Settings
@ tome Remote Desktop
Find a setting =] Remote Desktop
System Remote Desktop lets you connect to and control this PC from a remote
device by using a Remote Desktop dlient (available for Windows,
Android, i0S and mac0S). You'll be able to work from another device as
1 Display if you were working directly on this PC.
Enable Remote Deskto;
93 Sound 2
@ o
[ Wotifications & actions D :
! Show settings
Z)  Focus assist
[:l ake rm discover; on | te networks t Show settings
™ Power & sleep ¢ t t £ .
=2 Storage Advanced settings

Figure 36: Activate RDP - Step3

4.2.2 Add Server to Bodum’s Domain

After RDP is activated, as mentioned above, and used to access the servers to make the
necessary changes and installations, it is possible to continue using iDRAC. However,
for this purpose, RDP will always be used by default. Figure 37 shows the necessary
steps to add the server to the Bodum domain. After following these steps, the server
must reboot to join the Bodum domain. Once in the domain, the server was moved to
a specific organizational unit (OU) to apply the Bodum policies regarding the "Domain
Controllers" OU, as shown in figure 38.
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Computer Name/Domain Changes x
ComputerName  Hardware Advanced Remote You can change the name and the membership of this computer.
Changes might affect access to network resources.
Q Windows uses the following information to identify your computer on
— the network.
Computer description: | Computer name
Forexample: "lIS Production Server” or "Accounting ‘
Server' Full computer name:
Full computer name: A . CEE—
P Stepl ) I
Domain L
Step2 More...
To rename this computer or change its domain or Member of
workgroup, click Change N @® Domain
—
(O Workgroup:
il
K OK Cancel
oK Cancel Apply
Figure 37: Add server to Bodum domain
] Active Directory Users and Computers
File Action View Help
" =N | . ) [e—
e @m0/ XEGR BEmIPeaTER
2] Computers_Apple A || Name Type DC Type Site Description
2| Computers_clients e
- = Tk Computer GC Tokyo
2| Computers_Clients_NonApple - P by
2| Computers Server
= | Disabled Users
~ (@] Domain Controllers
w (3] BODUM
21 HongKong
2| Humlebaek
3] NewVYorkOffice
2] Sydney
o] Tokyo
2| Tondela
2] Triengen

Figure 38: Add server to Bodum domain

4.3 Instal Roles, Services, and Server Features on new

Servers

Now that the server is in the Bodum domain, RDP can access it. The roles that need
to be installed and how to install them will be described. As already referred, all the
configurations carried out on the new servers are based on the configurations present on

the old servers.

4.3.1 Install Active Directory Domain Service (AD DS)

It is necessary to perform the steps described in figures 39 to figure 44 to install Active

Directory Domain Service, DNS, and other roles.
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s Server Manager

Server Manager * Dashboard @ | vanoge Tools view hep

i Dashboard WELCOME TO SERVER MANAGER :’:::V'::ES and Features
Local Server Create Server Group
o @ configure this local server S R I

& File and Storage Services >

QUICK START

2 Add roles and features

3 Add other servers to manage
'WHAT'S NEW
4 Create a server group
5 Connect this server to cloud services

Hide
LEARN MORE

ROLES AND SERVER GROUPS

Roles: 1 | Servergroups:1 | Servers total: 1
-'i 2!?\/?::5 SEEES 1 # Local Server 1 ii All Servers 1
@ Manageability @ Manageability @ Manageability
Events Events Events
Performance Services Services
BPA results Performance Performance
BPA results BPA results

Figure 39: Add Roles to the server

I"Provide a central network directory that is the basis for the user and computer authentication and
environment management via Group Policy. AD DS is used in almost every organization and is usually
referred to as AD." [18].
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., Add Roles and Features Wizard — O x

DESTINATION SERVER

Before you begin

. This wizard helps you install roles, role services, or features. You determine which roles, role services, or
Before You Begin ! - !
features to install based on thé},ompulmg needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection )
To remove roles, role services, or features:
Start the Remove Roles and Features Wizard
Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] skip this page by default

Figure 40: Before starting the installation

Before proceeding to the installation, it is suggested by the installation wizard that
some tasks must be checked (figure 40).

Select installation type

Now it is time to choose the installation type, as shown in figure 41. There are two
installation options. For this specific scenario, the first option, "Role-based or feature-
based installation", will be chosen, which means configuring a single server and adding
roles, role services, and features.
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., Add Roles and Features Wizard - O X

DESTINATION SERVER

Select installation type —

Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).
Installation Type

P — @) Role-based or feature-based installation
Server Selection i .
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or sessicn-based desktop deployment.

| < Previous | ‘ Next > ‘ nsta Cancel

3

Figure 41: Select installation type

Select destination server

It is necessary to choose the destination server where the installation will occur. Figure
42 shows two options. One is to install it on a server from the server pool, and the other
is on a virtual disk. Following the same line of thought as in the previous point, we
will choose the first option. As shown in figure 42, when the first option is selected,
the server’s name is shown immediately below in the server pool, which in this case is
blanked out in red because it is considered confidential company information.
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s, Add Roles and Features Wizard - O X

DESTINATION SERVER
A

Select destination server

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

Installation Type @® Select a server from the server pool

Server Sel O Select a virtual hard disk

Server Roles Server Pool

Features
Filter: | ‘
Name IP Address Operating System

. Microsoft Windows Server 2019 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012 or a newer release of Windows Server,
and that have been added by using the Add Servers command in Server Manager. Offline servers and
newly-added servers from which data collection is still incomplete are not shown.

Figure 42: Select destination server

Select server roles

Now it is necessary to choose the roles to install on the server. The role we want is
"Active Directory Domain Services". To install, select from the list shown in figure 43,
click on the next button, and a new window is pictured with some mandatory features for
installing AD DS. These features are shown in figure 44.

f Add Roles and Features Wizard - O X
Select server roles  em—
I
Refore You Beain Select one or more roles to install on the selected server.
Installation Type Roles N Description
STV actl . - . i i
Severselection [] Active Directory Certificate Services ) Active Directory Domain Services

[BRActive Directory Domain Services| (AD DS) stores information about

[ ] Active Directory Federation Services Otr’je'ds on lhre nelwprk and makes
[] Active Directory Lightweight Directory Services this information avg\lable to users
[T] Active Directory Rights Management Services and network administrators. AD DS

Features

|:| Device Health Attestation uses domain controllers to give

[] DHCP Server network users access to permitted
[] DNS Server resources anywhere on the network
|:| Fax Server through a single logon process.

IE‘ File and Storage Services (1 of 12 installed)
[7] Host Guardian Service

[] Hyper-v

[] Network Policy and Access Services
[] Print and Document Services

[[] Remote Access

[] Remote Desktop Services

[T] volume Activation Services

[ web Server (11S)

[] windows Deployment Services

[[] Windows Server Update Services

< Previous nstal Cancel

Figure 43: Select server roles AD DS
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-h Add Roles and Features Wizard X

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Palicy Managgnem
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

| Add Features | | Cancel ‘

Figure 44: Features required to install AD DS

4.3.2 Install Domain Name System (DNS)

Regarding the DNS service, the next role that will be selected is the Domain Name Sys-
tem (DNS) represented in figure 45. The procedure is identical to the one above. Figure
46 shows some mandatory features for DNS installation.

I E. Add Roles and Features Wizard - O x

DESTINATION SERVER

Select server roles

=fore You Beain Select one or more roles to install on the selected server.

Installation Type Roles Description

- Active Directory Certificate Services . Domain Name System (DNS) Server
Active Directory Domain Services provides name reso\ut?on fqr TCP/IP
o — Active Directory ngeral\on Sewices networks. DNS Ser\f'er s easier to
Active Directory Lightweight Directory Services manage when it '5_‘”“5!‘9‘1 on the
ADDS Active Directory Rights Management Services same server as Active Directory
= . Device Health Attestation Domain Services. If you select the
Confirmation DHCP Server Active Directory Domain Services
role, you can install and configure

DNS Server and Active Directory
Domain Services to work together.

Fax Server

File and Storage Services (1 of 12 installed)
Host Guardian Service

Hyper-V

Network Policy and Access Services
Print and Document Services
Remote Access

Remote Desktop Services

Volume Activation Services

Web Server (IIS)

Windows Deployment Services
Windows Server Update Services

N

nstall Cancel

Figure 45: Select server roles DNS
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-h Add Roles and Features Wizard x

Add features that are required for DNS Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools

4 Role Administration Tools
[Tools] DNS Server Tools

Include management tools (if applicable)

‘ Add Features | | Cancel ‘

Figure 46: Features required to install DNS

4.3.3 Install Web Server (I1IS)

To install a Web Server (IIS), the procedure is identical to the one above, as is shown in
figures 47 and 48.

f, Add Roles and Features Wizard - O X

DESTINATION SERVER
N

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

server Selection [] Active Directory Certificate Services Web Server (IIS) provides a reliable,
Active Directory Domain Services manageable, and scalable Web
Features [ Active Directory Federation Services application infrastructure.
h [ Active Directory Lightweight Directory Services
AD DS [T] Active Directory Rights Management Services
I [ Device Health Attestation
DIE Server [ DHCP Server
Confirmation DNS Server
[] Fax Server
[m] File and Storage Services (1 of 12 installed)
[[] Host Guardian Service
[ Hyper-v
I:l Network Policy and Access Services
[] Print and Document Services
[] Remote Access
[] Remote Desktop Services
[] Volume Activation Services
O
[] Windows Deployment Seryices
[] Windows Server Update S&tvices

nstall

Figure 47: Select server roles Web Server
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-h Add Roles and Features Wizard X

Add features that are required for Web Server (1IS)?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Web Server (IIS)
4 Management Tools
[Tools] 1S Management Console

Include management tools (if applicable)

[ | Add Features ‘ ‘ Cancel |

Figure 48: Features required to install Web Server

4.3.4 Install Dynamic Host Configuration Protocol (DHCP)

The DHCP is also to be installed, though this one has a particularity, and it is necessary
to be careful when configuring this role, as explained below.

This process starts the same way as the previous, so the steps described above will be
repeated from figure 39 to figure 42. After completing these steps, selecting the DHCP
role for installation will be necessary, as shown in figure 49.

[z Add Roles and Features Wizard - (] X
- DESTINATION SERVER
Select server roles E—

Select one or more roles to install on the selected server.

Installation Type Roles Description

! = [[] Active Directory Certificate Services Dynamic Host Configuration

| Active Directory Domain Services (Installed) Protocol (DHCP) Server enables you

- [[] Active Directory Federation Services to ce.ntrally configure, manage, and
} [] Active Directory Lightweight Directory Services provide temporary IP addresses and

[[] Active Directory Rights Management Services related information for client
[[] Device Health Attestation computers.

—0O
/' DNS Server (Installed)
[] Fax Server
[m] File and Storage Services (2 of 12 installed)
[C] Host Guardian Service
[ Hyper-v
[] Network Policy and Access Services
[] Print and Document Services
[C] Remote Access
[C] Remote Desktop Services
[[] Volume Activation Services
[m] Web Server (1IS) (8 of 43 installed)
[] Windows Deployment Services
[C] Windows Server Update Services

| < Previous | | Next > l nsta

Figure 49: Select server roles

Features are required for the installation of DHCP shown in figure 50.
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[z Add Roles and Features Wizard X

Add features that are required for DHCP Server?

The following tools are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Tools

4 Role Administration Tools
[Tools] DHCP Server Tools

Include management tools (if applicable)

Add Features Cancel

Figure 50: Features required to install DHCP

As displayed in figure 51, the option to restart the server automatically, if necessary,
is selected. Here, paying particular attention to this process is essential to avoid conflicts
with the current DHCP service on the old server. To avoid conflicts, this task must be
carried out outside the standard working hours of the server’s location.

[ Add Roles and Features Wizard - [m] X

DESTINATION SERVER

Confirm installation selections
Before You Begin To install the following roles, role services, or features on selected server, click Install.

Installation Ty ————> [] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically. If you do not want to install these optional features, click Previous to clear
their check boxes.

DHCP Server

Remote Server Administration Tools
Role Administration Tools
DHCP Server Tools

Export configuration settings
Specify an alternate source path

< Previous Next > Install Cancel

Figure 51: Installation confirmation
After the installation, the server will automatically restart as previously selected.
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When the server restarts, a yellow triangle will be displayed in the top left corner on
opening the Server Manager. A message will inform the need to complete the DHCP
configuration by clicking on the triangle, as shown in figure 52.

[ Server Manager

Server Manager * Dashboard -@ | ['A Manage Tools View Help

§, Post-deployment Configura... |
i Dashboard WELCOME TO SERVER MANAGER
§ Local Server - Configuration required for DHCP Server at YOHKI
& All Servers . . lete DHCP confi
- pl i g —
- a Configure this local server T e
Igl AD DS N
@ Festure installation
#§ File and Storage Services b 2 Add roles and features Configuration required. Installation succeeded on
fo IS Yohki.bodum.com
L 3 Add other servers to manage Add Roles and Features
\WHATS NEw 4 Create a server group Task Details
5 Connect this server to cloud services
Hide
LEARN MORE
ROLES AND SERVER GROUPS
Roles:4 | Servergroups:1 | Servers total: 1
Fr =m File and Storage =
il ADDs 1 £ DNs 1 ] : 1 IS 1
» == - Services I
@ Manageability @ Manageability @ Manageability @ Manageability
Events Events Events Events
Services Services Services Services
Performance Performance Performance Performance
BPA results BPA results BPA results BPA results
# Local Server 1 ii All Servers 1

Figure 52: Complete the installation configuration

Next, it is necessary to indicate credentials to authorize DHCP in AD DS, as shown
in figure 53.
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™

Description Specify the credentials to be used to authorize this DHCP server in AD DS. Windows Security
1 . ) . DHCP Post-Install configuration wizard
se the following user's credentials
User Name: _ Enter a user name and password
———— (@ Use alternate credentials _ ‘
UserName: SpEC|fy...‘ ‘ m ‘
Skip AD authorization Domain: BODUM
OK Cancel
Manageability
Events
Services
1 Performance
< Previous Cancel

RPA racnlte

Figure 53: Add Roles to the server

After the DHCP Service is installed and authorized by the AD DS, it must be config-
ured to replicate the old server. The old server will be accessed, and the DHCP configu-
ration will be exported so it can be imported to the new server, as described below.

First, the DHCP configuration on the old server is exported, as shown in figure 54,
using cmd with the script "netsh dhcp server export C:\dhcp.txt all". This script will
create a text file called dhcp in directory C: with the DHCP service configuration.

o] Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Version 6.1.76611
Copyright (c> 2009 Microsoft Corporation. All rights reserved.

C:\Users\ 'netsh dhcp server export CiNdhep.txt all

Command completed successfullyk

C:\Users\ >

Figure 54: Export DHCP configuration file

Now that we have the DHCP configuration file, it needs to be imported to the new
server. However, before importing it, the DHCP service on the old server should be

stopped to avoid conflicts. Figure 55 shows how the DHCP service from the old server
was stopped.
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)
€  Centrally manages and assigns IP addresses to network dients.

[[Display Name ] service Name [ status [ startup Type [ Monitor
% DHCP Server DHCPServer Running Auto

guration for DHCP cie
ot perform TCP/IP con
~ [Best Practices Analyzer: ITo start a Best Practices Analyzer scan, cick Scan this Role
Noncomplant (0) | Excuded (0) | Complant (0) | Al (0) |

Severity | Title [ category

Figure 55: Stop DHCP service

After the DHCP service in the old server stops, the DHCP mentioned above configu-
ration file will be imported, as shown in figure 56. In short, the file previously exported
from the old server will be copied and imported to the new server. After the file has been
copied to the new server to location c:, it will be imported through cmd by the script
“netsh dhcp server import c:\dhcp.txt all" If any change to the name or location of the file
is needed, the script must be changed to be able to carry out the import.

Administrator: Command Prompt — O hd

oft [Version 10.¢€
(c) 2018 Microsoft Corporation. A g reserved.

C : \Windows \I :netsh dhep server import c:\dhcp.txt all_

Figure 56: Import DHCP service

4.3.5 Select Server Features

At this step, the features that will be installed on the server are chosen. Only the SMB
1.0/CIFS File Sharing Support feature will be installed for this specific case, as shown in
figure 57. This service is mandatory since all servers’ backups are sent to Switzerland’s
storage that communicates through this SMB 1.0/CIFS protocol. Although the servers
are being replaced, the remaining equipment stands, making it mandatory to install this
protocol on all new servers.
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.. Add Roles and Features Wizard = O X
DESTINATION SERVER
Select features ——

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
2rv ot - ] .
Server Selection 1 [m] .NET Framewark 3.5 Features (1 of 3 installed) Support for the SMB 1.0/CIFS file sharing
Server Roles I W] .NET Framewark 4.7 Features (2 of 7 installed) protocol, and the Computer Browser
I [] Background Intelligent Transfer Service (BITS) protocol.
; BitLocker Drive Encryption
AD DS [ ] BitLocker Network Unlock
I [[] BranchCache
I SRS (] client for NFS
Web Server Role (IIS) [] Containers
P [[] Data Center Bridging
Role Services ; Direct Play
Confirmation [] Enhanced Storage

Failover Clustering

Group Policy Management

[[] Host Guardian Hyper-V Support

1/0 Quality of Service

[ 1S Hostable Web Core

Internet Printing Client

IP Address Management (IPAM) Server

iISNS Server service

LPR Port Monitor

| Management OData IIS Extension

[] Media Foundation

[] Message Queuing

[] Muitipath 170

¢ [] MultiPoint Connector

Network Load Balancing

Network Virtualization

% Peer Name Resolution Protocol
Quality Windows Audio Video Experience

RAS Connection Manager Administration Kit (CMAK)

Remote Assistance

Remote Differential Compression

Remote Server Administration Tools

RPC over HTTP Proxy

|| Setup and Boot Event Collection

[ Simple TCP/IP Services

v [

SMB Bandwidth Limit

| SMTP Server

I [] SNMP Service

[] storage Migration Service

Storage Migration Service Proxy

Storage Replica

System Data Archiver (Installed)

System Insights

Telnet Client

] TFTP Client

["] vM Shielding Tools for Fabric Management

[] WebDAV Redirector

[] Windows Biometric Framework

| Windows Defender Antivirus (Installed)

["] windows Identity Foundation 3.5

["] windows Internal Database

Ii| Windows PowerShell (3 of 5 installed)

[] windows Process Activation Service

[] Windows Search Service

] Windows Server Backup

["] windows Server Migration Tools

["] Windows Standards-Based Storage Management

[] windows Subsystem for Linux

[] windows TIFF IFilter

[C] WinRM IIS Extension

] WINS Server

[] wireless LAN Service

| WoWe4 Support (Installed)

~/ XPS Viewer (Installed)

[ I

Figure 57: Features to install on the server

This step will briefly describe each role previously selected to be installed on the
server. Figure 58 is the Active Directory Services, figure 59 is the Domain Name System,
and figure 60 is the Web Server Role.
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s Add Roles and Features Wizard = [m] X
. . . . DESTINATION SERVER
Active Directory Domain Services —

Active Directory Domain Services (AD DS) stores information about users, computers, and other devices on the network.
AD DS helps administrators securely manage this information and facilitates resource sharing and collaboration between
Installation Type users.

Before You Begin

Server Selection
Things to note:

Server Roles * To help ensure that users can still log on to the network in the case of a server outage, install a minimum of two

Features domain controllers for a domain.
Al

DNS Server

* AD DS requires a DNS server to be installed on the network. If you do not have a DNS server installed, you will be
prompted to install the DNS Server role on this machine.

Web Server Role (IIS)
Role Services Azure Active Directory, a separate online service, can provide simplified identity and access management,
Conf . security reporting, single sign-on to cloud and on-premises web apps.
Confirmation
Learn more about Azure Active Directory

Configure Office 365 with Azure Active Directory Connect

Figure 58: Brief description of Active Directory Domain Services

V“IE Add Roles and Features Wizard o [m] X

DESTINATION SERVER.

DNS Server

Domain Name System (DNS) provides a standard method for associating names with numeric Internet addresses. This
makes it possible for users to refer to network computers by using easy-to-remember names instead of a long series of
Installation Type numbers. In addition, DNS provides a hierarchical namespace, ensuring that each host name will be unique across a local
or wide-area network. Windows DNS services can be integrated with Dynamic Host Configuration Protocol (DHCP)
services on Windows, eliminating the need to add DNS records as computers are added to the network.

Before You Begin

Server Selection
Server Roles

Features Things to note:

* DNS server integration with Active Directory Domain Services automatically replicates DNS data along with other
Directory Service data, making it easier to manage DNS.

* Active Directory Domain Services requires a DNS server to be installed on the network. If you are installing a domain
controller, you can also install the DNS Server role using Active Directory Domain Services Installation Wizard by
Role Services selecting the Active Directory Domain Services role.

er Role (IIS)

Confirmation

Figure 59: Brief description of Domain Name System

., Add Roles and Features Wizard T O X

DESTINATION SERVER

Web Server Role (IIS)
I

Web servers are computers that let you share information over the Internet, or through intranets and extranets. The Web
Server role includes Internet Information Services (I1S) 10.0 with enhanced security, diagnostic and administration, a
Installation Type unified Web platform that integrates IS 10.0, ASP.NET, and Windows Communication Foundation.

Before You Begin

Server Selection

Server Roles
* The default installation for the Web Server (/15) role includes the installation of role services that enable you to serve

Features . L 5
static content, make minor customizations (such as default documents and HTTP errors), monitor and log server
AD DS activity, and configure static content compression.
DNS Server
We rver Role (Il

Role Services

Confirmation

Figure 60: Brief description of Web Server Role

Default roles will be installed, as shown in figure 61.
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-lh Add Roles and Features Wizard

Select role services
Before You Begin Select the role services to install for Web Server (/IS)

Installation Type Role services

4 Common HTTP Features

Server Selection

Server Roles

Confirmation

Custom Logging
Logging Tools
ODBC Logging
Request Monitor
Tracing
rformance
Static Come&(ompr&ssiom
[] Dynamic Content Compression
4 Security
Request Filtering
[] Basic Authentication
[] Centralized SSL Certificate Support
[] Client Certificate Mapping Authentication
[] Digest Authentication
[] 1S Client Certificate Mapping Authentication
[ IP and Domain Restrictions
[] URL Authorization
[] windows Authentication
[] Application Development
4 [] FTP Server
[] FTP Service
[] FTP Extensibility
4 Management Tools
1IS Management Console
[] 1S 6 Management Compatibility
[] 1S Management Scripts and Tools
[] Management Service

FeRiTs v Dgfau\t Document
|w| Directory Browsing
AD DS [W] HTTP Errors
Q /| Static Content
RhSeley [[] HTTP Redirection
Web S ] WebDAV Publishing
4 Health and Diagnostics
[W] HTTP Logging

= O

X

DESTINATION SERVER
[e———

Description

Web Server provides support for HTML
Web sites and optional support for
ASP.NET, ASP, and Web server extensions.
You can use the Web Server to host an
internal or external Web site or to provide
an environment for developers to create
Web-based applications.

Figure 61: Select role services to install Web Server

Figure 62 shows all the information regarding installing the selected roles, role ser-
vices, and server features. In this step, confirmation of the chosen installations and the

respective installation is made.
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s Add Roles and Features Wizard = [m] X
Confirm installation selections * —

Before You Begin To install the following roles, role services, or features on selected server, click Install

Installation Type [] Restart the destination server automatically if required

Server Selection Optional features (such as administration tools) might be displayed on this page because they have been selected
- r Roles automatically. If you do not want to install these optional features, click Previous to clear their check boxes.

Sel e

Features Active Directory Domain Services

AD DS DNS Server

DNS Server Group Policy Management

Web Server Role (IIS) Remote Server Administration Tools

Role Administration Tools
Role Services

= » AD DS and AD LDS Tools
% Active Directory module for Windows PowerShell

AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools
DNS Server Tools
SMB 1.0/CIFS File Sharing Support
SMB 1.0/CIFS Client
SMB 1.0/CIFS Server
Web Server (IIS)
Management Tools
1IS Management Console
Web Server

Common HTTP Features
Default Document

Directory Browsing

HTTP Errors

Static Content
Health and Diagnestics

HTTP Logging
Performance

Static Content Compression

Security
Reqguest Filtering

Figure 62: Confirm installation selections

4.3.6 Promote the Server to a Domain Controller

After the previously selected services are installed, it will be necessary to promote the
server to a Domain Controller (DC), as described below. When opening the server man-
ager, a yellow triangle will appear with an alert message in the top right corner next to
the flag icon, like the one in figure 63.

§, Post-deployment Configuration

server

Task Details

Figure 63: Promote the server to a Domain Controller

Following this warning message, a configuration window is shown to promote the
server to DC, as shown in figure 64. The DC deployment method will be chosen and
added to a domain in this step. In this case, the Bodum domain and the respective domain
credentials are requested to perform this operation. As already mentioned, some of this
information will not be shown due to confidentiality.
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[ Active Directory Domain Services Configuration Wizard - u] X

TARGET SERVER
Deployment Configuration

Select the deployment operation
® Add a domain controller to an existing domain
) Add a new domain to an existing forest
D) Add a new forest

Specify the demain information for this operation
Domain: . o

Supply the credentials to perform this operation

I

More about deployment configurations

Figure 64: Deployment configuration

As shown in figure 65, it is necessary to define the site where the server is and a
Directory Services Restore Mode (DSRM) password in case something goes wrong and
a reset is necessary. In this case, the server belongs to the Tokyo site.

Fis Active Directory Domain Services Configuration Wizard - O x

a 2 TARGET SERVER
Domain Controller Options

Specify domain controller capabilities and site information

| Domain Name System [DNS) server
Global Catalog (GC)
[ Read only domain controller (RODC)

Site name: Tokyo

Type the Directory Senvices Restore Mode (DSRM) password

Password:

Confirm password:

More about domain controller options

Figure 65: Domain controller Options

In this stage, the server from which the configurations will be replicated will be
shown, in this case, the primary domain controller of Bodum. Information in figure
66 regarding the primary domain controller is not possible to reveal.
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M=
fEu Active Directory Domain Services Configuration Wizard - o x

TARGET SERVER

Additional Options

! Deployment Configuration

Specify Install From Media (IFM) Options

Domain Cenroller Options

[ install from media

Specify additional replication options

Moare about additional options

[erer] | (o]

Figure 66: Additional options

Next, the path to the ADDS database will be defined. The data location will be defined
by default in this case and on the other servers. See figure 67.

=
[ Active Directory Domain Services Configuration Wizard - a X

TARGET SERVER

Paths

I Deployment Configuration

Specify the location of the AD DS database, log files, and SYSVOL

Domain Controller Options

Databese folder CAWindows\NTDS [=]
Log files folder: C\Windows\NTDS J
SYSVOL folder: C\Windows\SYSVOL =

< Previous Insta Cancel

Figure 67: Paths for the location of the AD DS database

At this point, all installation prerequisites will be verified as per figure 68. After
confirming that everything is as expected, the installation will go ahead.
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| =
i Active Directory Domain Services Configuration Wizard - o X
Prareni licitac Cherk TARGET SERVER
rrerequisites Lheck
| =
|

‘ @ All prerequisite checks passed successfully. Click ‘Install' to begin installation. Showmore X ‘

(R) View results
adapter, both IPvd and IPV6
1Pv6 Properties of the physic
should be done to all the ph
(DNS) operation.

A delegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DNS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DNS server in the parent zone to ensure reliable name resolution from outside the
domain "bodum.com”, Otherwise, no action is required.

@ Prerequisites Check Completed

@ Al prerequisite checks passed successfully. Click ‘Install’ to begin installation.

addresses should be assigned to b
vk adapter. Such static IP address(es) assignment
twork adapters for reliable Domain Name System

A If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous Ne Install Cancel

Figure 68: Prerequisites checks

4.3.7 Copying Data from the Legacy Server to the New Server

To copy the data from the old servers to the new ones, the tool used was the script robo-
copy. This script is a replication command for Windows that replicates files. The process
will be carried out through the Windows command prompt (CMD) with admin privileges.

As shown in figure 69, the script used is "ROBOCOPY "\\source server\source folder"
"\\destination server\destination folder" /MIR /SEC /LOG:c:\logs\filename log.txt" where
\MIR means that it will replicate the data and security/access of the files, the \SEC refers
to files that have some changes. This way, the data will be copied along with the respec-
tive accesses of each user and access group, thus avoiding the need to manually assign
accesses after copying the data to the new server, /LOG:c:\logs\filename.txt This log file
is generated with status information of copying files.

For more usage information run R

fMIR can DELETE il

>R

Figure 69: Copying data to the new server

Figure 70 shows the result of copying one of the folders copied by the script above.
This process is repeated as often as necessary until all the required information is copied
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to the new servers.

FAILED
U
0
0

Figure 70: Summary of the copy

Since part of this project consisted of the migration of six servers, the main actions
described in this chapter (Migration Process) were repeated six times, once for each
server, and everything went smoothly, although it took some time to perform the migra-
tions of all the servers everything went as expected. All the new servers are now online
running all the necessary services with the data that was imported from the old servers
without any loss of information. So we can say that the migration to the new servers was
a success.
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Chapter 5

Migration to the Cloud

This chapter proposes a possible solution for the future migration of the Bodum Servers
to the cloud, aiming to improve the company’s system and reduce operational costs. The
creation and configuration of all the necessary components to simulate the migration
scenario on AWS will be described as a step-by-step tutorial. To carry out this simulation
without monetary cost to the author, this project was submitted to a draw for a credit of
3008 carried out by AWS. This credit was given to the author for simulating on AWS.

Subsequently, meetings were scheduled with AWS experts. In the first phase, the
author explained the project’s objectives, both from a work and an academic perspective.
In the second phase, the AWS experts helped to draw up a plan to carry out a concise
simulation of the proposed improvement on AWS, figure 71 represents that plan. The
emails exchanged with AWS support, specifically with Olena Polishchuk, contributed to
the simulation plan described in this chapter, are in appendix A.

This plan consists of migrating all the existing services running on current servers
(AD DC, DNS, DHCP, IIS) through IaaS. Two instances will be created with the min-
imum processor and RAM requirements with the aim of being the cheapest possible
solution. The storage will not be touched since data is critical and must remain locally
according to the company’s policies. The services used in this simulation are VPC, Sub-
nets, Internet gateway, route table, and EC2 instance, as detailed below.
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Cloud Approach

Figure 71: Cloud Approach

A VPC will be created with two availability zones; in each of them, two sub-nets
will be created, one public and one private for each sub-net. Two EC2 instances will be
created, one for each availability zone. One will be allocated to availability zone 2A in a
public subnet and the other to Availability zone 2C in a private subnet. To simulate the
current scenario that the company has on-premises. Even in different sites with different
subnets, it is possible to communicate between them and between users. As you can see
in figure 71, communication between on-premises and the cloud will be done via VPN.

5.1 Create a VPC

First, log in to the AWS console. Then, as shown in figure 72, go to the menu "Service",
then "Networking & Content Delivery" and select "VPC". Next, a VPC dashboard will
be shown, as shown in 73, and on the left-hand side menu, go to "Your VPCs" and then
"Create VPC" figure 74
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4 @ ooy zESY

3 Welcome to AWS 3

Networking & Content Delivery

API Gateway
Build, Deploy and Manage AP

) Getting started with AWS [2

. : AWS App Mesh o)
| Analytics ot ot an comrol crosenices ;G( Learn the fundamentals and find valuable

[ Application Integration information to get the most out of AWS,

AR& VR AWS Cloud Map

Build a dynamic map of your cloud raining and certification [2

AWS Cost Management

©  Learnfrom AWS experts and advance your
Eocehs CloudFront o skills and knowledge.
Global Content Delvery Network
ly Business Applications
? o, 'S new e
Compute Direct Connect AL What's new with AWS? I3
etwork Connection to AWS g/~ Discover new AWS services, features, and
s edicated Network Connection to AW \/
= Regions

Customer Enablement ey

Database Improve your application’ availability and performance using the AWS Global
Network
Developer Tools q

End User Computing Route 53
Scalable DNS and Domain Name Registration
Front-end Web & Mobile
Game Development pid
Isolated Cloud Resources
Intemet of Things

Machine Leaming Amazon VPC IP Address Manager

Management & Govemance Managed IP address management service N
o cost and usage

Media Services

haven't configured AWS Cost Manager or you do not have permission

Migration & Transfer

Quantum Technologies
Go to AWS Cost Management
Robotics

Satellite
H Trusted Advisor info 3

Figure 72: Open VPC Set up

4 @ tondonv zesw

© New VPC Bxperience o

E== Service Health

Note: Your Instances wil Launch in the Europe region.

VPC dashboard Current Status Details

view [ H
EC2 Global View 2 Resources by Region G refresh Resources ©  Amazon EC2 - Europe Service is operating normally
Filter by VPC: View complete service health details

R You ae using the following Amazon VPC resources
Select a VPC v

VPCs Europe O NAT Gateways Europe O i
v Virtual private cloud et regions . Settings
F e Zones

Subnets Subets aone 0 | | VPC Peering Connections cuope 0 | Console Experiments

all regions See all regions

Route tables

Additional Information

Internet gateways

Europe O Europe O
Egress-only internet VPC Documentation
9 4 All VPC Resources
Carrier gateways net Gateways curope O curity Groups fuope 0 | Forums
DHCP Option Sets ll regions' i ns Report an Issue
Elastic IPs
, Egress-only Internet Gateways e Customer Gateways
Managed prefixlists Earessonly O | Customer O AWS Network Manager
Endpoints
AWS Network Manager centrally manages your Cloud WAN core network and your Transit Gateway
Endpoint services DHCP option sets cwrope 0 | | Virtual Private Gateways fuope 0| DETWOTK across AWS and on-premises locations. Learn more
NAT gateways See all regions See all regions
Get started with Network Manager
Elastic IPs. Europe O -Site VPN Connections. Europe O
v Security U regions Site-to-Site VPN Connections
Network ACLs
Amazon VPC enables you to use your own isolated resources within the AWS Cloud, and then connect
Security groups ["cPl“ nts eurcpe O Run ”“”‘«- Instances w0 0 | those resources directly to your own datacenter using industry-standard encrypted IPsec VPN

connections.

Reachability Analyzer Endpoint Services e
s

all regions

Network Access Analyzer

v DN firewall
Rule groups

Domain lists

¥ Network Firewall

Figure 73: Your VPC
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aws 3 earch for serv blog nd mc it London v
© rewvrcemeiene [ yourvpes wo (o] [ awon v | ST ©
Q 1 @\

Name v veciD v state v IPvaCIDR v IPVGCIDR v DHCP option set v Mainroute table

Select a VPC above

Figure 74: Create VPC

To create a VPC, it is necessary to fully fill in the form shown in figure 75 with the
desired settings. In this specific case, the VPC will be called ZIBS, and the IPv4 CIDR
will be 10.0.0.0/16. It is also possible to assign IPv6, but it will not be relevant for this
specific case. The Tenancy field will be set to “default” as the “dedicated” option is only
used if dedicated network hardware is required, a choice that requires special attention as
it has high costs.
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VPC Your VPCs Create VPC

Create VPC i

AVPCis an isolated portion of the AWS Cloud populated by AWS objects, such as Amazon EC2 instances.

VPC settings

Resources to create Info
Create only the VPC resource or the VPC and other networking resource:

VPConly VPC and more

Name tag - optional
Creates a tag with a key of 'Name' and a value that you specify.

zIBS

1Pv4 CIDR block Info
© 1Py CIDR manual input
IPAM-allocated IPv4 CIDR block

IPv4 CIDR
10.000/16

1PV CIDR block Info

O NolPv6 CIDR block
IPAM-allocated IPv6 CIDR block
Amazon-provided IPY6 CIDR block
1PV CIDR owned by me

Tenancy Info

Default v

Tags
Atag is alabel that you assign ta an AWS resource. Each tag cansists of a key and an aptional value. You can use tags to search and filter
your resources or track your AWS costs,

Key Value - optional
Q Name X Q ziBS X
Add new tag

can add 49 m

Figure 75: Create VPC

As figure 76 shows, the VPC is now created.

4 @ tondonv zms

© New VPC Experience ¢ © You successfully created vpc-O0ecaea2b62e4826 / ZIBS

VPC > YourVPCs > vpc-O0ecaea2b62e482f6

VPC dashboard

czclobatview b3 vpc-00ecaea2b62e482f6 / ZIBS Actions

Filter by VPC:
Select a VPC v
Details info
v Virtual private cloud
Yourvpes VPCID state DN hostnames DN resolution
Subnets Vpc-0ecacazb62e482f6 © Available Disabled Enabled
Route tables
Tenancy DHCP option set Main route table Main network ACL
Internet gateways Default dopt-03¢27fba1031ef916 rtb-00cdbBd06ad66eef acl-0ad83edd75b5dae72
Egress-only intemet
gateways Default VPC 1Pvé CIDR 1P6 pool 1Pv6 CIDR (Network border group)
Carier gateways Ne 10000716 - -
DHCP Option Sets Route 53 Resolver DN Firewall rule groups Owner ID

Elastic IPs - 666325634097

Managed prefix lists

Endpoints
Endpoint services CIDRs | Flowlogs | Tags
NAT gateways
Peering connections by
v Security e Sy e s aor Network Border Group Pool
Network ACLs et 10000716 _ -
Security groups >

¥ Network Analysis
Reachability Analyzer
Network Access Analyzer
v DNS firewall
Rule groups

Domain lists

¥ Network Firewall

Figure 76: Create VPC
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5.2 Create Subnets

As shown in figures 77 and 78, it is necessary to go to the menu "Subnets" and then
"Create Subnet".

4 @ tondnv zEsSY

@© New VPC Experience ¢ @ You successfully created vpc-O0ecaea2b62e482f6 / ZIBS

VPC > YourVPCs > vpc-O0ecaea2b62e482f6

VPC dashboard

fecbatvien 2 vpc-00ecaea2b62e482f6 / ZIBS [ actons v |

Filter by VPC:
Select a VPC v
Details info
¥ Virtual private cloud
Yourvecs veciD state DN hostnames DN resolution
Subnets =" VPC-00ecaea2b62e48216 © Available Disabled Enabled
Route tables
Tenancy DHCP option set Main route table Main network ACL
Internet gateways Default dopt-0327fba1031ef916 rtb-00cdb8d06ad66eef acl-0ad83edd75bsdae72
Egress-only internet
gateways Default VPC 1Pv4 CIDR 1PV6 pool 1Pv6 CIDR (Network border group)
Carrier gateways Ne 1000016 - -
DHCP Option Sets Route 53 Resolver DNS Firewall rule groups Owner ID
Elastic IPs - 666325634097
Managed prefix lsts
Endpoints
Endpoint services CIDRs | Flowlogs | Tags
NAT gateways
Peering connections O @
v Securi
ress type a letwork Border Group ool
Security Add cioR Network Border G Pool
Network ACLs
IPva 10.00.0/16 - -
Security groups >
¥ Network Analysis
Reachability Analyzer
Network Access Analyzer
v DN firewall
Rule groups
Domain lists
¥ Network Firewall
B i e settings 2 ©2022, Amazon Web Services, Inc. or tsafflates.  Privacy  Terms  Cookie preferences

Figure 77: Menu Subnets

L @ tondnv zesw

© newcogmies 5 i Subnets o ®
Q 1 @
VPC dashboard
EC2 Global View [ Name v Subnet ID v State v VPC v 1Pv4 CIDR v 1Pv6 CIDR v Available IPv4 addresses v

¥ Virtual private cloud
Your VPCs
Subnets
Route tables
Internet gateways
Egress-only internet
gateways
Carrier gateways
DHCP Option Sets
Elastic IPs

Managed prefix lists

Endpoints

Endpoint

Select a subnet
NAT gateways

Peering connections
v Security
Network ACLs
Security groups
¥ Network Analysis
Reachability Analyzer
Network Access Analyzer
v DN firewall
Rule groups

Domain lists

¥ Network Firewall

Figure 78: Create Subnet

As shown in figure 79, the first Subnet will now be configured. To be easy to identify
where the Subnet belongs, the name ZIBS_PUB_2A was assigned, that is, the name of
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the VPC plus "PUB" of public communication and the 2A from the Availability Zone to
which it belongs, the IPv4 CIDR will be 10.0.1.0/24, and the Availability Zone will be
EU-west-2a. If the form in figure 79 is carefully analyzed, it is possible to see that the
ending of the Subnet name is the same as the ending of the Availability Zone name. It is
not by chance but to facilitate identifying where each Subnet belongs.

VPC Subnets Create subnet

Create subnet i«

VPC

VPCID
Create subnets in thi

vpc-00ecaea2b62e482f6 (ZIBS) v
Associated VPC CIDRs
IPva CIDRs
10.0.0.0/16

Subnet settings

Specify the CIDR blocks and Availability Zone for the subnet

Subnet 1 of 1
Subnet name
Create a tag with a key of ‘Name' and a value that you specify

ZIBS_PUB_2A

Europe (London) / eu-west-2a v

1Pv4 CIDR block  Info

Q 100.1.0/24 X
v Tags - optional

Key Value - optional

Q Name X Q ZIBS_PUB_2A X
Add new tag
n add 49 more tags.

Figure 79: Configure Subnet

Now three more Subnets will be created; one will be ZIBS_PRIV_2A with IPv4
CIDR 10.0.2.0/24, another Subnet ZIBS_PUB_2C with IPv4 CIDR 10.0.30.0/24 and
another Subnet ZIBS_PRIV_2C with IPv4 CIDR 10.0.31.0/24. In short, we have two
Availability Zones with two Subnets in each of them, one private and the other public, as
shown in detail in figure 80.
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@ You have successfully created 1 subnet: subnet-04d97512¢1d668240 X

Subnets ) [~ |

Q 1 &
Name v SubnetiD v State v wec v IPv4CIDR v IP6..¥  Availa.. v Availability Zone A Aa
21B5_PRIV_2A subnet-0d04e7b1816ba332d © Available vpe-00ecaeazb62e482f6 | ZIBS 10,0.2.0/24 - 251 eu-west-2a euw
ZIBS_PUB_2A subnet-065616024da264fee @ Available vpc-00ecaea2b62e482f6 | ZIBS 10.0.1.0/24 - 251 eu-west-2a euw
2B5_PUB_2€ 4 subnet-0d84d6ddac224030F © Available vpe-00ecaea2b62e482f6 | ZIBS 10.0.30.0/24 - 251 eu-west-2c euw
21B5_PRIV_2C subnet-04d97512e14668240 © Available vpe-00ecaza2b62e482f6 | ZIBS 10031.0/24 = 251 eu-west-2c euw

Figure 80: All Subnets

5.3 Internet Gateway

For the VPC to communicate on the internet, it is necessary to create an Internet Gateway.
This process will be shown in figures 81 to 85. First, go to the "Internet Gateway" menu
and then "Create Gateway", as shown in figure 81.

Q / 1 ®
VPC dashboard
EC2 Global View [ Name v Internet gateway D v stte v vecio v Ouner v
Filter by VPC:
erby No internet gateways found in this Region
Select a VPC v

v Virtual private cloud

Your VPCs

DHCP Option Sets

Elastic IPs
Managed prefix lists

Endpoints

Endpoint services

NAT gateways Select an internet gateway above

Peering connections

v Security

Network ACLs

Figure 81: Create Internet Gateway

Now the Internet Gateway will be given a name, which in this case, was the same as
the VPC, for the sake of consistency.
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aws 851 Services | Q Search for

VPC Internet gateways Create internet gateway

Create internet gateway

An internet gateway is a virtual router that connects a VPC to the internet. To create a new internet gateway specify the name
for the gateway below.

Internet gateway settings

Name tag
Creates a tag with a key of 'Name’ and a value that you specify

zZIBS

Tags - optional
Atag is a label that you
your resources or track

Key Value - optional

Q. Name X Q ziBs X

You can add 49 mare tags.

Figure 82: Setup the name of the Internet Gateway

The Internet Gateway has been created, but it is now necessary to attach it to the VPC
created previously so that the VPC can communicate with the internet, as indicated by
the alert message with a green background at the top of the figure 83. To do so, follow
the "Attach to VPC" button as shown in figure 83.

@ The following internet gateway was created: igw-07e5cdae6c1c5739f - ZIBS. You can now attach to a VPC to enable the VPC to communicate with the internet. Attachtoa VPC DS

VPC > Intemet gateways > igw-07eScdae6clc5739f

igw-07e5cdae6c1c5739f / ZIBS

Details info
Internet gateway ID State VPCID Owner
igw-07eScdae6ccs739f © Detached - 666325634097

Q 1 (o}
Key Value
Name ziBS

Figure 83: Attached the Internet Gateway to the VPC

Now select which VPC the Internet Gateway will be attached to. In this case, there is
only one VPC, so the choice is obvious. When placing the cursor over the "Select VPC"
field, a drop-down menu appears, as shown in figure 84.
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aws I services | Q S

VPC Internet gateways Attach to VPC (igw-07e5cdaebe1c5739f)

Attach to VPC (igw-07e5cdae6bc1c5739f) e

VPC

Attach an internet gateway to a VPC to enable the VPC to communicate with the internet. Specify the VPC to attach below.

Available VPCs
Attach the internet gateway to this VPC

Q
vpc-00ecaea2b62e482f6 - ZIBS -+—
P AWS Command Line Interface command vpc-00ecaea?b62e482f6 - ZIBS

Cancel Attach internet gateway

Figure 84: Select the VPC to attache Internet Gateway

From figure 85, it is possible to confirm that the Internet Gateway was created and is
attached to the VPC.

© Intemet gateway igw-07eScdaec1e5739f successfully attached to vpc-O0ecaea2b62e48216 X

VPC Internet gateways igw-07e5cdae6cl c5739F
igw-07e5cdae6c1c5739f / ZIBS Actions v
Details info /
Internet gateway 1D State VPCID Owner
|gw—07e§(dazﬁ(l(5739f @/\tta(hed vpc-O0ecaea2b62e482f6 | ZIBS 666325634097

Q 1 @
Key Value
Name 78S

Figure 85: Confirm attachment

5.4 Route Tables

As shown in figure 86, there is already a Route Table created by default. It will not be
used for this specific case because two new Route Tables will be created, one public and
the other private, as shown in figures 87 and 88.
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© tew VPC Experience ¢ Route tables (1/1) info Create route table IR
a / 1 ®
VPC dashboard

EC2 Global View [2 Name v RoutetablelD v Explicitsubnetassociat...  Edge associations Main v veC v Ownerid v
Filter by VPC:

Y = rtb-00cdb8d06ad66eefs - - Yes VPpC- 2¢ 2f6 | 218S 4 ‘
Select o VPC v

¥ Virtual private cloud
Your VPCs
Subnets
Route tables

Internet gatev

Egre:
gateways
Carrier gateways

DHCP Option Sets

Endpoint services B =

Figure 86: Create Route Table

Now it is necessary to define the name of the Route Table and associate it with the
VPC. See figure 87 for the Public Route Table and figure 88 for the Private Route Table.

VPC Route tables Create route table

Create route table i

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN
connection

Route table settings

Name - optional
Create a tag with a key of 'Name' and a value that you specify

Public Route Table
VPC
The VPC to use for this route table.

vpc-00ecaea2b62e4826 (ZIBS) v

Key Value - optional

Q are X[ Q rubtc e Taie x
Add new tag

You can add 49 more tags.

Figure 87: Public Route Table
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aws, 22 Services | Q S

VPC Route tables Create route table

Create route table i

A route table specifies how packets are forwarded between the subnets within your VPC, the internet, and your VPN
connection

Route table settings

Name - optional
Create a tag with a key of 'Name' and a v.

alue that you specify

Private Route Table

VPC
The VPC to use for this route table

vpc-00ecaea2b62e4826 (ZIBS) v

Tags
Atag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and flter
your resources or track your AWS costs.

Key Value - optional

Q nare X [0 ravet e ote x
Add new tag

You can add 49 more tags.

Figure 88: Private Route Table

By default, when the Route Table is created, the routes are always local. That is,
communication is only local. For this case, it is necessary to edit the public route table,
which, as the name implies, will allow public communication, as shown in figures 89 and
90.

Route tables (1/3) o BT

Q 1 ]
-] / Name v Route table ID v Explicit subnet associat... Edge associations Main ¥ veC v Owner ID v
Public Route Table rtb-0757999f33dbd9fd = = No vpc-O0ecaea2b62e48216 | ZIBS 666325634097 ‘

- rtb-00cdb8d0Bad66eefs - - Yes vpc-00ecaea2b62e48216 | ZIBS 4097
Private Route Table rth-08340085e2b62de66 - - No vpc-00ec: |ziBs 7
- B = @

rtb-0757e999f33dbd9fd / Public Route Table

Details Routes Subnet associations Edge associations Route propagation Tags \

Roues 1)

Q Both v 1 15
Destination v Target v Status v Propagated v
10.0.0.0/16 local © Active No

Figure 89: Public Route Table
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VPC > Routetables > rtb-0757e990f33dbdofd > Edit routes
Edit routes
Destinat Target Status Propagated
10.000/16 Q local x| ©a No

x| [Qiawf

Q 0000/0
\ [ igw-07escdae6c1cs730 21BS)

Add route

Figure 90: Edit Public Route Table

Figure 91 shows how a new route allows public communication by assigning a des-
tination IP range. In this case, it will be 0.0.0.0/0, and the target will be the Internet

Gateway for going to the outside world.

Route tbls 1/ s [ e e

Q 1 (o}
= Name v Route table ID v Explicit subnet associat... Edge associations Main ¥ VPC v Owner ID v
Public Route Table rtb-0757999f33dbd9fd - - No vpc-00ecaea2h62e48216 | ZIBS 666325634097

- rtb-00cdb8d06ad66eef4 - - Yes vpc-00ec: b 482f6 | ZIBS 7

Private Route Table rth-08340085eab62de66 - - No vpc-00ecaea2b62e482f6 | ZIBS 5634097

- B E @
rth-0757e999f33dbdofd / Public Route Table
Details Routes Subnet associations Edge associations Route propagation Tags
Q Both v 1 ®

Destination v Target v Status v Propagated v
00.0.0/0 igw-07e5cdae6e1c5739f © Active No
10.00.0/16 local @ Active No

Figure 91: Private Route Table

Figure 92 is related to the Private Route Table. As we can see from the name, it
is private, so the communication will always be local since there is no defined route to
communicate with the outside world.
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R

Route tables (1/3) info

Q 1 @
-] Name v Route table ID v Explicit subnet associat... Edge associations Main v VPC v Owner ID v
Public Route Table rtb-0757e999f33dbdsfd - - No vpc-00ecaea2b62e48216 | ZIBS 666325634097
= rtb-00cdb8d06ad66eefs = = Yes vpc-00ecaea2b62e482f6 | ZIBS 666325634097
Private Route Table rth-08340085eab62de66 = = No vpc-00ecaea2b62e48216 | ZIBS 66325634
- E = @

rtb-08340085eab62de66 / Private Route Table

Details Routes Subnet associations Edge associations Route propagation Tags

Q Both v 1 (o]
Destination v Target v Status v Propagated v
10.0.0.0/16 local © Active No

Figure 92: Private Route Table

Next, associate the subnets with the route tables created because the subnets are still
associated with the default route table. This process is demonstrated by figures 93 and
94,

Route tables (1/3) infe

Q 1 &
B8 Name v Routetable ID v Explicit subnet associat... Edge associations Main v VPC v OwneriD v
public Route Table rth-0757e999f33dbdsfd - - No vpe-00ecaea2b62e48216 | ZIBS 666325634097
= rtb-00cdb8d0Gad6beet4 = = Ves vpc-00ecaca2b62e482f6 | ZIBS 666325634097
Private Route Table rtb-08340085eab62de66 = = No vpc-00ecaca2b62482f6 | ZIBS 666325634097

/

- =l
rtb-08340085eab62de66 / Private Route Ta)hy
Details Routes Subnet associations Edge associations Route propagation Tags \
Explicit subnet associations (0)
Q 1 ]
Subnet ID v 1Pv4 CIDR v 1Pv6 CIDR v

No subnet associations

You do not have any subnet associations.

Subnets without explicit associations (4)

The following subnets have not been explicitly associated with any route tables and are therefore associated with the main route table:

Q 1 @
Subnet ID v IPv4 CIDR v IPv6 CIDR v
subnet-0d04e7b1816ba332d / ZIBS_PRIV_2A 10.0.2.0/24 -
subnet-0d84d6ddac224039f / ZIBS_PUB_2C 10.0.30.0/24 =
subnet-065616024da264fee / ZIBS_PUB_2A 10.0.1.0/24 -
subnet-04d97512e1d668240 / ZIBS_PRIV_2C 10.0.31.0/24 -

Figure 93: Subnet association

Since the selected route table is private, it will be associated with the private subnets,
as shown in figure 94.
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VPC > Routetables > rtb-08340085eab62de66 > Edit subnet associations

Edit subnet associations

Change which subnets are associated with this route table.

Available subnets (2/4)

Q 1 @
e Name v Subnet ID v IPv4 CIDR v IPv6 CIDR v Route table ID v
[ 2IBS_PRIV_2A subnet-0d04e7b1816ba332d 10020/24 = Main (rtb-00cdbBd06ad66eefs) |
21BS_PUB_2C subnet-0d34d6ddac22403f 100300/24 = Main (rtb-00cdbBd06ad66eefs)
2IBS_PUB_2A subnet-065616024da264fee 10.0.1.0/24 - Main (rtb-00cdb8d06ad66eefd)
[ 21BS_PRIV_2C subnet-04d97512¢1d668240 10031.0/24 = Main (rtb-00cdb8d06ad6Geef4)

Selected subnets

subnet-04d97512¢14668240 / 185_PRIV_2C X | [ subnet-0404e7b1816ba332d / 2185_PRIV.2A X

Figure 94: Edit Subnet association

In figure 95, it is already possible to see two associated subnets in the private route
table. These subnets are now made private by being associated with the private route
table.

© You have successfully updated subnet associations for rtb-08340085eab62de66 / Private Route Table.

‘

Q 1 @
Name v Route table ID v Explicit subnet associat... Edge associations Main v VPC v Owner ID v
Public Route Table rtb-0757e999¢33 dbdofd - - No vpc-00ecaea2b62e48216 | ZIBS 666325634097
= rtb-00cdb8d06ad66eefs = = Ves vpc-00ecaea2b62e482f6 | ZIBS 666325634097
Private Route Table rtb-08340085eab62de66 2 subnets - No vpc-00ecaea2b62e482f6 | ZIBS 666325634097

Figure 95: Private Subnet association

The same is done for the Public Route table, but the associated subnets will be public,
as shown in figure 96.

© You have successfully updated subnet associations for rtb-0757e999f33dbd9fd / Public Route Table. X

Q 1 (o}
Name v Route tableID v Explicit subnet associat... Edge associations Main v VPC v OwnerID v
Public Route Table rth-0757e999f33dbd9fd 25ubnets w————— - No Vpc-00ecaea2b62e48216 | ZIBS 7
- rtb-00cdb8d06ad6Gecf4 = = Yes pc-00ecaea2b62e482f6 | ZIBS 7
Private Route Table rtb-08340085eab62de66 2 subnets - No vpc-00ecaea2b62e482f6 | ZIBS 666325634097

Figure 96: Public Subnet association

5.5 EC2 instance creation

To launch EC2 instances, go to "services", "compute" and "EC2", as shown in figure
97. Then, as shown in figure 97, "launch Instance". This is where the EC2 instance is
configured, as shown in figures 97 to 104. Two EC2 instances will be created; one will
be placed in a public subnet and the other in a private subnet. After the EC2 instances are
created, the communication between them will be shown next.
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5.5.1 Public EC2 instance

Within the services, select the "compute" menu and within it, select "EC2" and select
"Launch Instance" as shown in figure 97 and 98.

Recently visited

Compute

Favorites
All services AWS App Runner

Build and run production web applications at scale

Batch

Fully managed batch processing at any scale.

Analytics
] Application Integration
&) AR&VR

Virtual Servers in the Cloud
AWS Cost Management

= Blockchain EC2 Image Builder

§ . Amanaged service to automate build, customize and deploy OS images
il Business Applications

Elastic Beanstalk
Containers Run and Manage Web Apps

Customer Enablement

Lambda
Database Run Code without Thinking about Servers
Developer Tools . ;
Lightsail (2
E5 End User Computing Launch and Manage Virtual Private Servers

Front-end Web & Mobile
AWS Outposts

Game Development Run AWS Services On Prer

Internet of Things
Serverless Application Repository

Machine Learnin,
J Assemble, deploy, and share serverless applications within teams or publicy

Management & Governance
Media Services
& Migration & Transfer

Networking & Content
Delivery

Quantum Technologies
Robotics

7 Satellite

Figure 97: EC2 selection

@ New EC2 Experience x

Tell us what you think Resources EC2 Global view [3

EC2 Dashboard

EC2 Global View You are using the following Amazon EC2 resources in the Europe {(London) Region:
Events
Instances (running) 0 Dedicated Hosts 0 ElasticIPs 0
Tags
Limits Instances 0 Keypairs 0 Load balancers 0
¥ Instances Placement groups 0 Security groups 1| Snapshots 0
Instances
Volumes 0

Instance Types

Launch Templates
@ Easily size, configure, and deploy Microsoft SQL Server Always On availability groups on AWS using the AWS Launch Wizard for SQL Server. X
Spot Requests Learn more

Savings Plans

Reserved Instances

Dedicated Hosts Launch instance Service health AWS Health Dashboard [3
Capacity Reservations B T e T in the
Region Status
¥ Images
Europe (London) @ This service is operating
AMIs Launch instance 4 Migrate a server [4 normally
London) Region
¥ Elastic Block Store (Zohes)
Volumes
Zone name Zone ID
Snapshots Scheduled events
-west-2. 2-a22
Lifecycle Manager euwest-22 ez
Europe (London) eu-west-2b euw2-az3
v
Network & Security No scheduled events
Security Groups eu-west-2¢ euw2-az1
Flastic Ps Enable additional Zones
Placement Groups Migrate a server

Figure 98: Launch Instance
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Now the EC2 instance will be configured. as shown in figure 99, the instance will be
called "PT-Public", and the OS will be Windows server 2019 to be as accurate as possible
to the infrastructure Bodum’s.

@ You've been opted into the new launch experience. Find out more about this experience or send us feedback. You can still retu

EC2 > Instances > Launch an instance

Launch an instance o

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

Name r/

PT-Public Add additional tags

v Application and OS Images (Amazon Machine Image) info
oftw

plication server, and applications) required to
g for below

Q. Search our full catalog including 10005 of application and OS images

Recents Quick Start /

Amazon Ubuntu Windows Red Hat macos
Linux
— b
aws ubuntu® | BfMicrosoft || ¢ RedHat | 3
| Mac |
Amazon Machine Image (AM)
Microsoft Windows Server 2019 Base ~ ~———— Free tier eligible
ami-0fd22a016e4e785f1 (64-bit (x86)) A\
Virtualization: hwm _ENA enabled: true _ Root device type: ebs

Description
Microsoft Windows Server 2019 with Desktop Experience Locale English AMI provided by Amazon

Architecture AMIID

64-bit (x86) ami-0fd22a016e4e785f1

Figure 99: Setup instance

The type of instance chosen was "t2.micro" since this type of instance is "free tier
eligible" as shown in figure 100.

v Instance type info

Instance type /

t2.micro Free tier eligible

v Compare instance types

On-Demand V

v Key pair (login) info

You can use a ke pair to securely conriect to your instance. Ensure that you have access to the selected key pair before you launch
the instance.

Key pair name - required
v C  Create new key pair

For Windows instances, you use a key pair to decrypt the administrator password. You then use the decrypted password to connect to
your instance.

Figure 100: Instance type and Key pair

The key pair (login) is used to secure the connection to the instance; as the name im-
plies, it is a pair of keys, a private key and a public key, that serves as security credentials
to access the EC2 instance. The EC2 instance keeps the public key, and the private key is

72—



CHAPTER 5. MIGRATION TO THE CLOUD

controlled by the person who creates the instance. The private key decrypts the adminis-
trator password; after that, we can use a decrypted password to access the EC2 instance.
The following will show how to create a key pair. First, it is necessary to assign a name
to the key pair that will be created, and then it is essential to choose the file format of the
key. In this case, the format ".pem" will be selected as shown in figure 101.

Create key pair X

Key pairs allow you to connect to your instance securely.

Enter the name of the key pair below. When prompted, store the private ke in a secure
and accessible location on your computer. You will need it later to connect to your
instance. Learn more [}

Key pair name

| 718y

The name can include upto 255 ASCH characters. It can't inclule leading or trailing spaces.

Private key file format
O pem
For use with OpenSSH

ppk
For use with PUTTY

Figure 101: Create key pair

After creating the key pair, we go back to the instance configuration and, this time
to the networking setup as shown in figure 102. The network settings will be edited, as
shown in figure 103. Here is where the VPC and subnets that were previously created will
be associated with this instance. At this point, security groups, a set of firewall rules that
control the instances traffic, will be created and added to all network interfaces. Traffic
rules will be specified for communication with the instance in these groups.

v Network settings Getguidance —

Network Info

vpc-00ecaeazb62e482f6 | ZIBS

Subnet Info

subnet-0d04e7b1816ba332d | ZIBS_PRIV_2A

Auto-assign public IP Info
Disable

ules that control the traffic for your instance. Add rules to allow specific traffic to reach your

ri
A seto <
i
© Create security group Select existing security group

We'll create a new security group called 'launch-wizard-1' with the following rules:

o

Anywhere

the internet
example when creati

A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

Figure 102: Network settings

As we can see in the figure 103 this instance will be allocated to a public subnet
"ZIBS-PUB-2A" and for that reason, it will have the "Auto-Assign public ip" option
enabled. A security group will be created as well as the name "SecurityGroupA", and
this group, shown in figure 103, will allow all types of traffic on all protocols and ports
from any source
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¥ Network settings Get guidance

VPC - required Info /

vpc-00ecaea2b62e48216 (ZIBS) vy| C
10.0.0.0/16
Subnet Info
ZIBS_PUB_2A G Create new subnet
v @
Auto-assign public IP Info
Enable v

Firewall (security groups) Info
A group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

O Create security group Select existing security group

Security group name - required

SecurityGroupA

This security group will be added to all n
255 characters. Valid characters: a-2, A-Z,

ork interfaces. The name can't be edited after the security group is created. Max length is
9, spaces, and _-1/(#,@[1+=&:0/8"

Description - required Info

launch-wizard-1 created 2022-07-26T13:37:52.5892

Inbound security groups rules

¥ Security group rule 1 (AlL, All, 0.0.0.0/0)
Type info / Protocol Info Port range Info

Al traffic v All
Source type Infu/ Source Info Description - optional Info
Anywhere v e.g. SSH for admin desktop

A Rules with source of 0.0.0.0/0 allow all IP addresses to access your instance. We recommend setting X

security group rules to allow access from known IP addresses only.

Add security group rule

» Advanced network configuration

Figure 103: Network and security groups

As shown in figure 104, the storage configuration is the default setup as it is "Free tier
eligible". Some resources in AWS are cataloged as Free tier, meaning they are basic and
free resources usually used in tests. For this case, it is enough because the instance will
only have the services mentioned above running, so it doesn ‘t need more than 30GB of
storage.

v Configure storage info Advanced

x| 30 GiB | gp2 v | Root volume

‘ @ Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage X

Add new volume

The selected AMI contains more instance store volumes than the instance allows. Only the first 0 instance store

volumes from the AMI will be accessible from the instance

0 x File systems Edit

Figure 104: Setup storage

5.5.2 Private EC2 instance

Now the private EC2 instance will be configured. As shown in figure 105, the instance
will be called "PT-Private".
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EC2 > Instances > Launch an instance

Launch an instance o

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by
following the simple steps below.

Name and tags info

Name

PT-Private == Add additional tags

v Application and OS Images (Amazon Machine Image) o
ing systeem, applcation server, and applications) required to
at you are looking for below

An AMI is a template that contains the s
launch your instance. Search or Browse for AMs if

Q. Search our full catatog including 1000s of application and OS images

Recents |  Quick Start I
Amazon Ubuntu Windows Red Hat macos Q
Linux

> Browse more AMIs

aws ubuntu® | B=microsoft || & RedHat &
™

Amazon Machine Image (AMI)

Free tier eligible

Description

Microsoft Windows Server 2019 with Desktop Experience Locale English AMI provided by Amazon

Architecture AMIID

64-bit (x86) ami-0fd222016ede785f1

Figure 105: Launch private instance

The type of instance will be the same as "PT-Public" so "t2.micro" because this type
of instance is "free tier eligible" as shown in figure 106.

As shown in figure 106, the previously created key pair is offered as an option, which
will be used. There is no need to create a new one.

¥ Instance type info

t2.micro Free tier eligible
v Compare instance types

Key pair name - required

A C  Create new key pair
| a| }u:\-puc password to connect to
__ Proceed without a key pair (Not recommended) Default value
‘ 2B -—— ‘
Type: sa
con

Figure 106: Private instance type and Key pair

As we can observe in figure 107, the instance will be allocated to a private subnet
"ZIBS-PRIV-2C" and for that reason, it will have the "Auto-Assign public ip" option
disabled since it is on a private subnet it does not make sense to have this option enabled.
A security group will be created with the name "PrivateSecurityC". For this group shown
in figure 107, no security group rules are included. Later this security group will be
edited.
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v Network settings cet guidance

VPC - required info

vpc-00ecaea2b62e48216 (ZIBS) e
10.0.0.0/16

Subnet Info AN

vy C

subnet- 4668240 ZIBS_PRIV_2C @ Create new subnet
VPC: vpe 482f6  Oumer: 6 097 v
Availabil est-2c P address 251

Auto-assign publicIP Info

Disable < v

Firewall (security groups) Info
A urity group is a set of firewall rules that control the traffic for your instance. Add rules to allow specific traffic to reach your

© Create security group Select existing security group

Security group name - required

PrivateSecurityC <t

ork interfaces. The name can't be edited after the security group is created. Max length is
and @ st

Description - required Info

PrivateSecurityC

Inbound security groups rules

No security group rules are currently included in this template. Add a new rule to include it in the launch template.

Add security group rule

» Advanced network configuration

Figure 107: Private network settings

As shown in figure 108, the storage setup will be the same as the public instance, the
default configuration.

v Configure storage info Advanced

x| 30 GiB | gp2 v | Root volume

@ Free tier eligible customers can get up to 30 GB of EBS General Purpose (S5D) or Magnetic storage X

Add new volume

The selected AMI contains more instance store volumes than the instance allows. Only the first 0 instance store

volumes from the AMI will be accessible from the instance

0 xFile systems Edit

Figure 108: Instance storage

Now the security group "PrivateSecurityC" will be edited. As shown in figure 109,
select the instance "PT-Private" and the "security” menu. Under that, choose "Security
groups" and select "sg-06d6854c65{f7b7fc(PrivateSecurityC)"

As shown in 110, a new window is shown with some details of the security group
"PrivateSecurityC". Now select "Edit inbound rules", and we will be redirected to another
new window, as shown in figure 111 to add inbound rules to the security group.
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= Instances (1/2) info

Clear filters

G ) [ coment [ imtoncestate v | [ actons | [T I
1 @

B Name v Instance ID Instancestate v Instancetype v Status check Alarm status AvailabilityZone ¥ Public.. v  PubliclPvdad.. v  ElasticIP v IPveIPs v Monitor
PT-Private 1-081183378ch1f324d QRruming @Q  t2micro ©2/2checks passed Noalarms +  eu-west-2c - disabled
PT-Public 1-0155c99b495620cc @ruming ®Q  t2micro ©2/2checks passed Noalarms 4 eu-west-2a - 35.176.202.120 disabled

@

Instance: i-081183378cb1f324d (PT-Private)

Details | Security | Networking | Storage | Statuschecks | Monitoring | Tags

v Security details

1AM Role

Security groups

d

59-0646854c65f7b7fc (PrivateSecurityC)

¥ Inbound rules

Q

Security group rule ID

¥ Outbound rules

Q

Security group rule ID

sgr-05565feccf664e964

Port range

Port range

Al

Owner ID Launch t

666325634097 Tue Jul 26 2022 14:51:04 GMT+0100 (Western European Summer Time)

Protocol Source Security groups

No rules to display

Protocol Destination Security groups

Al 0.000/0 PrivateSecurityC

Figure 109: Security groups setup

EC2 > SecurityGroups > sg-06d6854c65{7b7fc - PrivateSecurityC

sg-06d6854c65ff7b7fc - PrivateSecurityC

Details

Security group name
9 PrivateSecurityC

9 666325634097

Security group ID Description
-06d6854¢65ff7b7fc PrivateSecurityC

VPCID

vpc-00ecaea2b62e4826 [

Inbound rules Outbound rules

Tags

@ You can now check network connectivity with Reachability Analyzer

Run Reachability Analyzer | X

Inbound rules

Q

Name v

Security group rule... ¥ IP version v Type v Protocol

v Portrange v

No security group rules found

[c]

~

Edit inbound rules

1

Description

@

Now an inbound rule will be added which, as shown in figure 111, allows all types of
traffic from the public subnet "ZIBS_PUB_2A". This, in theory, means that everything
inside the public subnet "ZIBS_PUB_2A" will be able to communicate over any protocol
with everything inside the private subnet "ZIBS_PRIV_2C". Some tests will be carried

Figure 110: Inbound rules

out to corroborate this statement.
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EC2 Security Groups 5g-06d6854¢65Ff7b7fc - PrivateSecurityC Edit inbound rules
Edit inbound rules

Inbound rules control the incoming traffic that's allowed to reach the instance.

Inbound rules isfo

Security group rule ID Type Info Protocol Info Portrange Info  Source Info Description - optional  Info

59-028c7d50093acfd83 X ~—

Add rule /

Figure 111: Edit inbound rules

5.5.3 Communication tests
Public EC2

Next, the communication tests between EC2 instances are explained. To perform a re-
mote connection to an EC2 instance, select the desired EC2 and click on "connect" as
shown in figure 112. Then a new window is shown as shown in figure 113.

Instances (1/2) info [ ][ connect

Availability Zone ¥ Public IPv4 DNS. ©  PubliclPva.. v ElasticlP v IPuGIPs

1813219820

Figure 112: Public instance connection9

Select the "RDP client" and proceed to the "Get password" field as shown in figure
113.

EC2 > Instances » i-0155¢99b4f95620cc > Connect to instance

Connect to instance  info
Connect to your instance -0155¢39b4f95620cc (PT-Public) using any of these options

Session Manager RDP client EC2 serial console

Instance ID
-0155¢99b495620cc (PT-Public)

Connection Type

© Connect using RDP client
Download a file to use with your RP client and retrieve:
your password.
Working with
SSM Agent [4

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

M Download remote desktop file

When prompted, connect to your instance using the following details;

Public IP User name
18.132.198.20 Administrator

password  Get password =

® If you've joined your instance to a directory, you can use your directory credentials to connect to your

instance.

Cancel

Figure 113: Get windows login password to public EC2
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The key pair will be used here, as shown in figure 114. Then we select "browse" to
upload the key pair. After uploading the key pair, we select "Decrypt password" to get
the administrator password to access the EC2.

EC2 » Instances > i-0155c99b4f95620cc > Get Windows password

Get Windows password info
Retrieve and decrypt the initial Windows administrator password for this instance.

To decrypt the password, you will need your key pair for this instance.

Key pair associated with this instance
78S

Browse to your key pair:

R

© zBs.pem
1674K8

Or copy and paste the contents of the key pair below:

——-BEGIN RSA PRIVATE KEY---—
MiEowIBAAKCAQEAWY JyQXDSENRCEAWC03 CefT2tadmBZF 2mkaczOpCxGIVTUjD
MePYDISAuvhch25y4siCo2ufQW03820ulvO9vhzTtarojVAVhOyOVDF7+ Dgdu6pJ
DDZCVpyMHCs7422Well26dr7EGZgHX3MKprd 16 +R1DDyJd5LHQeSBYsFwDyySwyj

1/IEBO+7XrNmqHy Y6 TaaWSK 28Y5CclCB2BWJefkX3U4X yBTKO/CfmBROYaZHqF5

8wWVmalLrpe+QtlyquyhyMQlgAM +wNQIBa0AZZ28DLVt5 ek dH52UpTmAT]csS 4i2Y
LnPtH1PGPFyQsDKU/7TFelAz2tJUiC3RewMObQIDAQABAGI BAAUdeEMWEGCU CBSA

qWBLHBP+YNOIHcanoGuZF TEOMEYLES/4/2s0ActQKI0OWYnQfDwtjUEM/ALKKoNS ¥ /

Cancel Decrypt password

Figure 114: Decrypt password to public EC2

As shown in figure 115, we already have the necessary information to connect re-
motely to the EC2 instance, namely, public IP, user name, and password. Now one should
select "Download remote desktop file" and an RDP file will be downloaded. In this case,
the RDP files will be opened through Microsoft Remote Desktop, a free tool from Mi-
crosoft themselves.
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@© Password Decryption Successful
The password for instance i-0155¢98b4f95620cc was successfully decrypted.

EC2 > Instances > i-0155c99b4f35620cc » Conmect to instance

Connect to instance  info

Connect to your instance i-0155c99b4f95620cc (PT-Public) using any of these options.

Session Manager RDP client EC2 serial console

nstance ID

-0155c99b4f95620cc (PT-Public)

Connection Type

© Connect using RDP client
Download a file to use with your RDP client and retrieve
your password.

SSM Agent [

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

M Download remote desktop file

When prompted, connect to your instance using the following details;

Public IP User name

18.132.198.20 Administrator
Password

peavgs -

® If you've joined your instance to a directory, you can use your directory credentials to connect to your

instance.

Cancel

Figure 115: Credentials to connect to public EC2

When the RDP connection is made, as shown in figure 116, enter the EC2 access
credentials. These credentials were previously generated, as shown in figure 115.

Figure 116: RDP connection to public EC2

In figure 117, it is possible to see that the connection from the author’s physical
machine to the public EC2 was successful.
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Figure 117: Successful RDP connection to public EC2

Private EC2

The process to initiate a remote connection to a private EC2 is identical to the connec-
tion between a public EC2. The difference is that remote access will have to be carried
out through the public EC2 instance as the private EC2 is in a private subnet that can
only be accessed from the public subnet, as defined in this chapter on subsection 5.4-
Route Tables through the setup of route tables. Therefore, if the remote connection is
performed by another machine that does not belong to the public subnet, there will be no
communication.

Private EC2 will be selected and then "connect" as in figure 118 and "RDP client"
will be chosen and "Get password" as shown in figure 119.

Instances (1/2) nfo Connect t E
a t

B Name /v Instance ID Instancestate v Instancetype ¥ Status check arm statu:

PT-Private i-081183378cb1324d © Runnin g @ t2.micro © 2/2 checks passed

Availability Zone v Public IPv4 DNS v PubliclPvd.. v  ElasticIP v IPv6IPs

PT-Public i-0155c99b4f95620cc © Running g @Q t2.micro © 2/2 checks passed  No alarms 18.132.198.20

Figure 118: Private instance connection

— 81—



CHAPTER 5. MIGRATION TO THE CLOUD

EC2 > Instances > i-081183378cb1f324d > Connect toinstance

Connect to instance  info
Connect to your instance i-081183378cb173244, (PT-Private) using any of these options

Session Manager RDP client EC2 serial console

Instance ID
1-081183378ch1f324d (PT-Private)

Connection Type

© Connect using RDP client
Download a file to use with your RDP client and retrieve
your passwor
Working with
SSM Agent [

You can connect to your Windows instance using a remote desktop client of your choice, and by downloading and
running the RDP shortcut file below:

[ Download remote desktop file

When prompted, connect to your instance using the following details:

Private IP User name
10031212 Administrator

rd

Password  Get password

® If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance.

Cancel

Figure 119: Get windows login password to private EC2

"Browse" will be selected, and since a key pair has already been created for the public
EC2, the same file will be used, as it s possible to see in figure 120.

Figure 120: Upload key pair

After uploading the key pair, "decrypt password" will be done the same way it was
for the public EC2 as shown in the figurel14. As shown in figure 121, credentials are
already available to access the private EC2 instance.
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Connect to instance  info
Connect to your instance i-081183378ch1£524d (PT-Private) using any of these options

Session Manager RDP client EC2 serial console

Instance ID

-081183378cb1f324d (PT-Private)

Working with

When prompted, connect to your instance using the following details;

Private IP User name
@ 10031212 Administrator

Passwor d
Ma0w;=NgoYzc IS

@® If you've joined your instance to a directory, you can use your directory credentials to connect to your
instance.

Cancel

Figure 121: Credentials to connect to private EC2

Inside the public EC2, a connection with private EC2 will be started through the
Remote Desktop Connection. The private IP of the private EC2 will be placed, as shown
in figure 122, and the connection between the two EC2s will be established. Before the
connection is established, the access credentials generated previously will be requested,
as seen above in figure 121.

Figure 122: RDP connection to private EC2

Thus, the connection established between the EC2 instances, as shown in figure 123,
is an RDP connection from the author’s machine to the public EC2 with the public 1P
18.132.198.20 and the private IP 10.0.1.191. It shows that this EC2 belongs to the public
subnet ZIBS_PUB_2A. In the same figure 123 there is another RDP connection from
public EC2 to private EC2 with the private IP 10.0.31.212, which means that it belongs
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to the private subnet ZIBS_PRIV_2C. This means that they are in different subnets and
availability zones and that communication between them is possible.

Figure 123: Successful RDP connection to private EC2

In figure 124, it is possible to analyze and confirm the IP range of each EC2 and in
which availability zone each instance is.
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Figure 124: Check IP and availability zones

Now we have an identical company architecture on a smaller scale. Analyzing figure
125 and comparing it with reality, we can look at the VPN as the company’s main net-
work. Inside it, we have Availability zones that we can consider as countries, and within
them, we have subnets that we can consider as Vlans where the EC2 instances are. We
can view them as servers and virtual machines.

Based on the company’s architect, this scenario assumes that there is public and pri-
vate communication. That is, everything that is published services will be within the
Sbunet ZIBS_PUB_2A or ZIBS_PUB_2C, the rest that does not require communication
with texterior is within the Sbunets ZIBS_PRIV_2A and ZIBS_PRIV_2C, respectively
to each country (Availability zones) that communicate with each other, and users will
communicate with each of them depending on the accesses assigned to each user.
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Availability e2 Availability Zone 2C
f Subnet: ZIBS_PUB_2A Subnet: ZIBS_PUB_2C

Other services/instances
EC2:PT_Public

Subnet: ZIBS_PRIV_2A

Subnet: ZIBS_PRIV_2C

‘Other services/instances

EC2:PT_Private

\

—

S P i e

172.16.0.0
172.16.1.0
172.16.2.0

oute Table
Route Table

10.0.0.0116 n 10.0.0.0116
Destin:

n Target
VPG 10.0.0.0/16

192.168.0.0/16

Local
VGW

192.168.0.0 192.168.0.0

On-Premises (My Office)

Figure 125: Simulation architecture

After the instances were communicating with each other, the company’s services were

replicated to one of the EC2 instances, in this case, the one that is public to facilitate the
process, as shown in figure 4.2.

With this process, a simulation in the AWS Cloud was built identical to the system
currently in the company on a smaller scale.
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& Al Sery
T ADDS

1% DHCP
& DNs
W File and Storage Services
fo s
LEARN MORE
ROLES AND SERVER GROUPS

i ADDS =

Figure 126: Services migrated to Cloud

5.6 Discussion

With this project, it became clear that the proposal made by the author contributes to
solving the processing waste issue. Although there is still some processing waste, it
is substantially less in the EC2 than in the physical server and less expensive, which
will discuss later. The EC2 will also impact the costs channeled to the company’s SI
infrastructure. This proposal will also make the work of the company’s IT team easier
because everything is centralized and managed more efficiently and effectively.

Figure 127 shows the performance comparison between the EC2 instance and the
physical server, where both have the same services and roles installed, and it is clear that
on the physical server, there is a considerable waste of processing since the processor is
at 0% usage against 21% usage on EC2. In figure 127 on the right side, it is possible to
see some usage spikes, but it is a residual thing. In a processor with this capacity, it is
insignificant.

The services on these servers require few resources, which is why the processing
waste is too high. The EC2 instance was created to reduce resources to avoid waste of
processing, and as it is possible to see in the figure 127 below, this purpose was achieved.
An EC2 with a substantially weaker processor than current physical servers and only 1
GB of RAM can perform the same tasks as existing physical servers.
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CPU
21% 240GHz CPU Intel(R) Xeon(R) CPU E5-2676 v3 @ 2.40GHz

O Memory
091068 0%

Ethernet
1.2 Mops R: 560 Kbps

21% 240 GHz

1
1
Yes 0% 278GH:
84 1044 87136 N/A

157 2856 89960

15:03:42:03 39032107

Figure 127: Performance compare

Regarding costs, an EC2 instance capable of running the company’s services and
roles has an annual cost of 237.97 USD (or 19.83 USD Monthly). This value was cal-
culated using a platform provided by AWS, which can be found at this link https://
calculator.aws/#/addService/ec2-enhancement. These calculations were based
on the EC2 used during this project. Below in figure 128 it is possible to see the calcu-
lated value. This value can be reduced by changing some payment options, as shown in
figure 129. In this case, the default option was chosen to facilitate the process.

My Estimate e

Estimate summary Info
Upfront cost Monthly cost Total 12 months cost

0.00 USD 19.83 USD 237.97 USD

includes upfront cost

My Estimate

Q

Service Name a  Upfrontcost v Monthly cost v Description ¥

Amazon EC2 4 0.00 USD 19.83 USD

Figure 128: EC2 costs
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pmenion | Ve e Total Manthly cost (USD)
1 Year All 2453 0.00
o 1 Year None 0.00 219
1 Year Partial 12.26 1.02
3 Year Partial 24.97 0.69
3 Year None 0.00 1.46
3 Year All 47.30 0.00

¥ Show calculations

Breakeven analysis

A cost-optimized strategy for your utilization is found by calculating the breakeven point when EC2 Instance Savings Plans instances are more cost effective to use than On-Demand Instances

EC2 Instance Savings Plans rate for t4g.nano in the Europe (London) for 1 Year term and No Upfront is 0.003 USD
Hours in the commitment: 365 days * 24 hours * 1 year = 8760.0000 hours

Total Commitment: 0.003 USD * 8760 hours = 26.2800 USD

Upfront: No Upfront (0% of 26.28) = 0.0000 USD

Hourly cost for EC2 Instance Savings Plans = (Total Commitment - Upfront cost)/Hours in the term: (26.28 - 0.00)/8760 = 0.0030 USD
Normalized EC2 Instance Savings Plans monthly price: (0.000000 USD / 12 months) + (0.003000 USD x 730 hours in a month) = 2.190000 USD
On-Demand hourly price: 0.004700 USD

Normalized On-Demand monthly price: 0.004700 USD x 730 hours in a month = 3.431000 USD

Breakeven percentage: 2.190000 USD / 3.431000 USD = 0.63829787234042553191

Breakeven point: 0.63829787234042553191 x 730 hours in month = 465.957447 hours

Utilization summary,

For instance utilization over the breakeven point, 465.957447 hours, it is more cost effective to choose EC2 Instance Savings Plans instances than On-Demand Instances.

1 EC2 Instance Savings Plans instances x 0.000000 upfront cost = 0.000000 USD
EC2 Instance Savings Plans instances (upfront): 0.000000 USD

1 instances x 730 hours in a month = 730 EC2 Instance Savings Plans instance hours per month
730 EC2 Instance Savings Plans instance hours per month x 0.003000 USD = 2.190000 USD

Normalized EC2 Instance Savings Plans instances (monthly): 2.190000 USD

0 On-Demand instance hours per month x 0.004700 USD = 0.000000 USD

On-Demand (monthly): 0.000000 USD

0.000000 USD On-Demand (monthly) + 2.190000 USD Normalized EC2 Instance Savings Plans instances (monthly) = 2.190000 USD
Total cost (monthly): 2.190000 USD

“Please note that you will pay an hourly commitment for Savings Plans and your usage will be accrued at a discounted rate against this commitment.

Figure 129: Cost calculation details

Simulations and tests are essential in any project since they give us data and informa-
tion of great value and serve as a learning tool for future projects. The simulations and
tests carried out in this project played a crucial role in understanding and predicting cer-
tain system behaviors. The simulation carried out in this project made a real comparison
between Cloud systems, AWS, and local on-premises systems. In this case, migrating
the company’s systems to the Cloud will bring cost reduction to the company. Still, the
company will gain advantages such as less maintenance, more availability, scalability,
and control.

The company currently has physical servers worldwide, which mainly need repairing
regarding availability, control, and maintenance. For example, suppose there is a problem
with a server. In that case, it is often necessary to contact support locally, which brings
costs to the company and access to information to one more entity for each country where
the company has servers. In this case, this is one of the significant disadvantages of on-
premises systems, such as the cost of acquiring hardware, acclimatization, energy, and
the physical space in the building and its surroundings.

The core of the company’s IT is located in Portugal and is responsible for handling all
the support. In this context, it makes sense to migrate the company’s infrastructure to the
Cloud because everything becomes centralized and allows to reduce costs, namely the
acquisition of hardware, physical space, and contracting local support. Furthermore, the
company would gain more flexibility in the system. For example, suppose it is necessary
to close or relocate one of the offices. In that case, it is possible to turn off the components
allocated to that office with some time and some clicks, and the company will no longer
be billed for these components. At the same time, this process becomes more complex
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and expensive on an on-premises system. If it is necessary to relocate an office from
Portugal, we can make the required changes, such as public IP, DNS, Vms, etc., and the
office will be up and ruining much faster than on-premises.

For example, while writing this document, the company is relocating its offices to
Switzerland. It has been an extensive struggle buying equipment, configuring it here
in Portugal, then sending it to Switzerland, sending someone to Switzerland to receive
the equipment, mounting them in place, and finishing with some configuration. It took
almost a month for the hardware to arrive at its destination. Furthermore, it is necessary
to send someone from the company’s IT team to assemble all the hardware and make the
connections and final configurations. If the company had the infrastructure in the Cloud,
this process would be simpler, faster, and cheaper. Based on the tests and simulations
carried out throughout this project, it would be possible to relocate the infrastructure of
the offices in Switzerland in less than a month and without having to go there. Only an
internet connection is needed on site. The rest could be done from Portugal, avoiding the
costs of sending hardware and acquiring it, travel, and on-site support in case of hardware
failures, hardware upgrades, and backups, among other costs.

From the above, it is clear that the company can benefit from migrating to the Cloud.
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Chapter 6

Conclusions and Future Work

6.1 Conclusions

This project comprises two essential components, academic and industrial, since it is a
real practical case. This project contributes to solving several problems related to the
performance and stability of Bodum.SA servers, which in turn impact users’ daily lives
through applications, and file sharing, among others. These servers were good in all
hardware and OS aspects.

New servers were purchased and placed on the respective sites, and the author suc-
cessfully migrated all services and data on all servers, thus leaving each site with a new
server in production. For the author, this migration was exciting because it was a continu-
ous process with a beginning, middle, and end. This process was very gratifying because
it is a real migration scenario with all the good and bad things it entails.

This project consisted of a complex migration to be carried out in some situations.
For instance, when the time zone was significantly different from the author’s location,
meetings and decisions on dates and times to make the necessary stops on the servers
to carry out specific tasks to affect the final user as little as possible were challenging
to manage. Since this migration process was carried out remotely, sometimes support
was needed on-site, which was also complicated by the time zone and the need for more
technical knowledge of the people in the places.

This project was a challenge and an achievement for the author, considering the di-
mension in terms of technology, human resources, and ethics. This project had a positive
impact on all sites in the technological sense, as it was an improvement to the technology
used to date, both in terms of use, as at the moment the users of each site no longer have
problems with the speed of applications, performance, and reliability.

This project was an added value for all those involved. The author enriched the knowl-
edge of IT, management, hierarchy, and responsibility. The company was left with the
migration done and everything working according to the defined needs and requirements.
However, more important, the company keeps the internal know-how. In addition to a
copy of this document, the company received a document with more technical details
that can be useful in the future, if necessary.

In addition to completing the migration, the author conducted a study and proposed to
improve the company’s infrastructure. A study is presented regarding a future migration
to the AWS Cloud. In addition, the author simulated a cloud scenario identical to the
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existing one at the moment (on a smaller scale), where it is shown through simulations
and real tests a possible migration path to the cloud and how to do it.

6.2 Future work

Looking at this project, the author believes that a good path for his work so far would be
to complete the migration to the AWS Cloud. Since through the study that was carried
out and the tests carried out, the company can reduce infrastructure costs and, at the same
time, gain more security, scalability, and reliability in the system. The author suggests
migrating to a hybrid cloud in which the network and processing infrastructure would be
migrated to the AWS Cloud. At the same time, all the company’s storage would continue
locally.

The proposed future work would have the best of both worlds. It would have the
network infrastructure and processing in the cloud, which brings advantages, as shown in
this document through the study carried out in the 5 chapter. The company would benefit
from more resources, scalability, and centralized management. Since the storage would
continue on-premises, the company is not concerned about having critical information
in the cloud. In this way, this proposal for future work will safeguard the company’s
interests, needs, and requirements.
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Appendix A

AWS expert contact

Figures 130 to 133, below, show the emails exchanged between the author and AWS
support.

After speaking to Olena Polishchuk on the phone, she sent an email so I could could
schedule two dates to discuss the content of this project.

1 will glaly provide AWS support.

Figure 130: AWS First Contact
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@ s AskanExpert
o

Thank you for booking a meeting with one of our AWS Experts — please see all details
below.

Date: Wednesday, 15th of June 2022
Time: 10:00 am (Central European Summer Time)
Location: We willcall you at 965149360

ical Google Calendar

Click here to cancel your appointment — this is also required if you need to correctichange

your phone number. Please then arrange a new appointment as required.

We look forward to talking to you!

Sincerely,

The AWS Team

Figure 131: Meeting with a AWS Expert

After I had talked a bit about this project, Olena Polishchuk asked for some details
about this project, as shown in the figure 133, in order to guide me through these stages.

AWS-ESTGV o Entraca

() G
o

HiMr. Gil,
“Thank you for speaking with me! | am Olena from Amazon Web Services (AWS), and | support customers on their cloud journey. The reason | reached out is to have a quick chat with you about your interest and how AWS can help.

How can our AWS team help?
‘Access to AWS Account Management team
Access to AWS Solution Archiects and Servico Specialsts
Complimentary and Subsidised Training
Proof of Concept (POC) Credits
‘Suggest on cost optmization and services
Engage the right partners if needed
Ifthis sounds helpful,briefly let me know what you are looking to accompiish or what services you aro curious about and | will gladly provide AWS support. What is your availabilty next woek for a 15-minute call?
Ifitis easler for you, you are also welcome to briefly outine your project to me in advance with the following quastions - It would be interesting to ind out more about your plans with AWS to beter understand your needs and to be able to help in the future when needed:
* Could you tell me a litle more about the project’s you are developing on AWS?
“ Which AWS services do you plan to utiize within this project?
* When do you plan to launch the project?
* Do you have a budget planned for your AWS spend for this specifc project (monthiy/annually)?
* Ave you facing any diffculties that prevent you from moving the project along?
* Who willdo the implementation?
* Could you share the AWS Account ID where you are hosting this project?
For other help you can use this link: htps://aws. amazor veloperiec

Looking forward to hearing from you!

Olena Polishchuk
Cloud Representaive
‘Amazon Web Servces - MRC

+49.892 019 569 00

S—-="7

Luca Gil Lopes
Toi

Hi Olena,
project consists of proposing improy the company's IT infrastructure.
So the company has several offices around the world. United States, Australia, Japan, Switzerland, United Kingdom ete... and in each of these places there s a physical server with windows server, and some services installed such as ADDS, DNS, DHCP.

The objective of my project

done, but | don't know If 'm doing It in the best way.

This project, in addition to helping the company, is being used as the final thesis of my master's degree in computer engineerin

‘The purpose of my thesis s to prove and show the advantages and disadvantages of a migration to A Ihave a concrete case in hand, | think it i a very important case study and | wil probably also take the opportunity to publish ut this matter.

If this project is approved for implementation, | will carry out the implementation.

1 think AWS team can help me carry out the tests in a more assertive way In order to obtain a solid proof of concept to be able to present both in the company and i the university and it would also be a welcome help to better understand the costs that an eventual implementation of this project could cost (monthly/annually).

Figure 132: Details about the project
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‘Your AWS Ask an Expert Meeting is confirmed

@ Vs AskanExpert
o

Thank you for booking a meeting with one of our AWS Experts — please see all details
below.

Date: Wednesday, 15th of June 2022
‘Time: 02:30 pm (Central European Summer Time)
Location: We will call you at 965149360

ical Google Calendar

Click here to cancel your appointment — this s also required if you need to correctichange

your phone number. Please then arrange a new appointment as required.

We look forward to talking to you!

Sincerely,

The AWS Team

Figure 133: Second meeting with AWS expert

In a second phase, the author had the support of AWS experts to help design a better
simulation plan for AWS simulation.
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Appendix B

Integrated Dell Remote Access
Controller

The Integrated Dell Remote Access Controller (iDRAC) is a tool that was developed by
Dell, in order to facilitate the life of the IT team in managing remote and local servers, se-
curely. iDRAC has several advantages, including streaming telemetry, scalable automa-
tion, security management, and simplified support. This tool uses a separate network
from the system where the IT team can connect each other via login to perform system
reboot actions even if the OS has crashed. The IT team can connect remotely through
the console available in the iDRAC to access the operating system. (This process was
carried out in the present project to access some servers as described in the chapter 4,
section 4.2).
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