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“Youcannot provide total security, so thequestion is not just abouthow
to prevent attacks, but how to survive them.”
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Abstract

The Intelligent Reflective Surface (IRS) is one of the key technologies that will increase the coverage of cellu-
lar networks and enhance their performance at a low cost. Moreover, the IRS will improve the performance of
the Channel-based Physical layer Authentication security mechanism. In this thesis, we propose an authentica-
tion scheme that takes advantage of the presence of the IRS in the IRS-assisted multiple input multiple output
(MIMO) system to improve the security performance of the system. The proposed cascaded channel estimation
authentication scheme has been developed and compared with a systematic channel estimation authentication
scheme. We consider a non-line of sight communicationbetween the transmitter and the receiver through the IRS.
We will also demonstrate the efficiency of the proposed scheme by comparing it with one of the commonly used
schemes. Moreover, we will formulate the optimal attack strategies to test the security of the proposed scheme.
The performance of the proposed scheme is evaluated, and the numerical results show the merit of the proposed
approach that can be adopted as a Physical layer authentication mechanism.

v



vi



Contents

Abstract v

List of figures viii

List of tables xi

Listing of acronyms xiii

1 Introduction 1

2 Cellular Network Security 3
2.1 Upper layer security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 5
2.2 Physical layer security . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

2.2.1 Channel-based authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . 10

3 Intelligent Reflective Surfaces 13
3.1 IRS architectures . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
3.2 IRS in cellular networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16
3.3 IRS-assisted cellular networks PLS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

4 Authenticationwith IRS 21
4.1 Channel Estimation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

4.1.1 IRS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
4.1.2 Cascaded Channel estimation proposed scheme . . . . . . . . . . . . . . . . . . 23

4.2 Channel-based authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
4.2.1 Authentication . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24
4.2.2 Distinguishability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

4.3 Attack Strategies . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26

5 Simulation results 31
5.1 Channel estimation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31
5.2 Attacks evaluation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

6 Conclusion 35

References 37

Acknowledgments 41

vii



viii



Listing of figures

2.1 Security goals, threats, services and mechanisms [1]. . . . . . . . . . . . . . . . . . . . . . 4
2.2 Mobile Network Security Zones Architecture. . . . . . . . . . . . . . . . . . . . . . . . . 4
2.3 GSMAKA protocol scheme [2]. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
2.4 UMTS AKA protocol scheme [2]. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6
2.5 LTE AKA protocol scheme [2]. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
2.6 5G AKA protocol scheme [3]. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8
2.7 Attacks in PHY layer [4]. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
2.8 Transmitter and receiver operation chain [5] . . . . . . . . . . . . . . . . . . . . . . . . . 11

3.1 A comparison of different IRS architectures with their pros and cons [5]. . . . . . . . . . . 14
3.2 The ultimate RIS architecture composed of different sub-surfaces for improved flexibility [5]. 15
3.3 IRS assisted wireless transmission model [6]. . . . . . . . . . . . . . . . . . . . . . . . . . 17
3.4 IRS-enhanced covert communication systems [7]. . . . . . . . . . . . . . . . . . . . . . . 19

4.1 An IRS-assistedMIMO communication system . . . . . . . . . . . . . . . . . . . . . . . 21

5.1 Accuracy Comparison between between the proposed scheme (prediction based) and the sys-
tematic scheme (reference signal based) . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

5.2 Comparison between different scenarios of attacks against the proposed scheme. Here ρ ( cor-
relation factor )= 0.9, 0.6, 0.4 and 0.1 respectfully . . . . . . . . . . . . . . . . . . . . . 33

ix



x



Listing of tables

2.1 Comparison of PHY layer’s security technique in wireless networks [4] . . . . . . . . . . . 10

xi



xii



Listing of acronyms

3GPP . . . . . . . . . . . . . 3rd Generation Partnership Project

IoT . . . . . . . . . . . . . . . Internet of Things

IoE . . . . . . . . . . . . . . . Internet of Everything

TCP . . . . . . . . . . . . . . Transmission Control Protocol

IP . . . . . . . . . . . . . . . . Internet Protocol

TCP/IP . . . . . . . . . . . Transmission Control Protocol/Internet Protocol

SIM . . . . . . . . . . . . . . Subscriber Identity Module

GSM . . . . . . . . . . . . . . Global System for Mobile communications

MAC . . . . . . . . . . . . . Message Authentication Code

Mac . . . . . . . . . . . . . . . Media Access Control

UE . . . . . . . . . . . . . . . User Equipment

4G . . . . . . . . . . . . . . . . Fourth Generation

LTE . . . . . . . . . . . . . . . Long-term Evolution

5G . . . . . . . . . . . . . . . . Fifth-generation

PHY . . . . . . . . . . . . . . Physical Layer

AFE . . . . . . . . . . . . . . Analog Front End

CSI . . . . . . . . . . . . . . . Channel State Information

RSSI . . . . . . . . . . . . . . Received Signal Strength Indicator

Node B . . . . . . . . . . . Radio Base Station Receiver

gNB . . . . . . . . . . . . . . Next Generation Node B

IRS . . . . . . . . . . . . . . . Intelligent Reflecting Surface

IDFT . . . . . . . . . . . . . Inverse Discrete Fourier Transform

DFT . . . . . . . . . . . . . . Discrete Fourier Transform

SISO . . . . . . . . . . . . . . Single Input Single Output

SIMO . . . . . . . . . . . . . Single Input Multiple Output

MISO . . . . . . . . . . . . . Multiple Input Single Output

MIMO . . . . . . . . . . . . Multiple Input Multiple Output

FA . . . . . . . . . . . . . . . . False Alarm

MD . . . . . . . . . . . . . . . Missed Detection

xiii



LRT . . . . . . . . . . . . . . Likelihood Ratio Test

GLRT . . . . . . . . . . . . General Likelihood Ratio Test

ML . . . . . . . . . . . . . . . Maximum Likelihood

PDF . . . . . . . . . . . . . . Probability Density Function

LLR . . . . . . . . . . . . . . Logarithm of the Likelihood Ratio

I.I.D . . . . . . . . . . . . . . Independent and Identically Distributed

CDF . . . . . . . . . . . . . . Cumulative Distribution Function

MMSE . . . . . . . . . . . . MinimumMean Square Error

FHSS . . . . . . . . . . . . . Frequency Hopping Spread Spectrum

DSSS . . . . . . . . . . . . . Direct Sequence Spread Spectrum

THSS . . . . . . . . . . . . . Time Hopping Spread Spectrum

SNR . . . . . . . . . . . . . . Signal-to-noise ratio

OSI . . . . . . . . . . . . . . . Open Systems Interconnection

AKA . . . . . . . . . . . . . . Authentication and key agreement

IMSI . . . . . . . . . . . . . . International Mobile Subscriber Identity

RAND . . . . . . . . . . . . Random challenge

SRES . . . . . . . . . . . . . Challenge expected response

SRES’ . . . . . . . . . . . . . Challenge response

UMTS . . . . . . . . . . . . Universal Mobile Telecommunications System

AUTN . . . . . . . . . . . . Authentication token

IK . . . . . . . . . . . . . . . . Integrity key

XMAC . . . . . . . . . . . . UEMAC

AMF . . . . . . . . . . . . . . Authentication management field

AuC . . . . . . . . . . . . . . Authentication center

EPS . . . . . . . . . . . . . . . Evolved Packet System

AV . . . . . . . . . . . . . . . . Authentication vector

ASME . . . . . . . . . . . . Access security management entity

USIM . . . . . . . . . . . . . User Services Identity Module

KDF . . . . . . . . . . . . . . key derivation function

NAS . . . . . . . . . . . . . . Non access stratum

AS . . . . . . . . . . . . . . . . Access stratum

RRC . . . . . . . . . . . . . Radio resource control

RES . . . . . . . . . . . . . . UE response

xiv



XRES . . . . . . . . . . . . . Expected response

eMBB . . . . . . . . . . . . . EnhancedMobile Broadband

mMTC . . . . . . . . . . . Massive Machine-Type Communications

URLLC . . . . . . . . . . . Ultra reliable and low latency communications

LOS . . . . . . . . . . . . . . line of sight

NLOS . . . . . . . . . . . . Non line of sight

mmWave . . . . . . . . . . Millimetre waves

RSS . . . . . . . . . . . . . . . Received signal strength

OFDM . . . . . . . . . . . . Orthogonal frequency-division multiplexing

THz . . . . . . . . . . . . . . TeraHertz

P2P . . . . . . . . . . . . . . . Peer-to-peer

SE . . . . . . . . . . . . . . . . Spectral efficiency

EE . . . . . . . . . . . . . . . . Energy efficiency

TA . . . . . . . . . . . . . . . Transmitter antenna

RA . . . . . . . . . . . . . . . Receiver antenna

MSE . . . . . . . . . . . . . . Mean-squared error

SEAF . . . . . . . . . . . . . Security Anchor Function

AUSF . . . . . . . . . . . . . Authentication Server Function

UDM . . . . . . . . . . . . . Unified Data Management

ARPF . . . . . . . . . . . . . Authentication Repository and Processing Function

SUPI . . . . . . . . . . . . . . Subscriber Permanent Identifier

SUCI . . . . . . . . . . . . . Subscription Concealed Identifier

xv



xvi



1
Introduction

The transformation toward the digital world relies on the cable-free concept. Cellular networks starting from 5G
are a suitable solution to replace cable networks, as 5G provides high data and low latency. The range of the 5G
frequencies are expanded from 410 MHz to 71 GHz, and the higher the frequency, the higher the data rate is
achieved. Short-range, obstruction, and object penetration are considered the most significant problems of high-
frequency signals. IRS is one of the key technologies that will not only increase the coverage of cellular networks
but also enhance its performance at a low cost. In this thesis, we will study the benefits of using IRS in cellular
networks from a security perspective. We will develop an authentication mechanism that will take advantage of
the IRS features.

In Chapter 2, we reviewed the cellular network security. Security rules in cellular networks are divided de-
pendingly on which nodes on the networks are communicating. We will briefly review the concept of security in
networks. We will study the security services provided in cellular networks. Cellular network security is divided
into upper layers security and physical layer security. Upper layers security relies on AKA protocol, which is re-
sponsible for authentication and key agreements. Different versions of AKA protocol have been used in GSM,
UMTS,LTE, and 5G.Wewill discuss the procedures ofAKAprotocol in all generations of cellular networks. One
of the important aspects is physical layer security is securing the wireless part of the network. We will list different
security mechanisms used in the physical layer. We focus on the channel-based authentication mechanism.

The IRS is discussed inChapter 3. Wewill startwith the hardware design of the IRS.Wewill study the different
architectures of the IRS. We make a comparison between different architectures to facilitate choosing the most
appropriate type for each cellular network implementation scenario. We will also study the advantages of using
the IRS in cellular networks. Wewill discuss, from a security perspective, how IRS-aided the physical layer security
solutions in protecting the communication content against eavesdroppers.

In Chapter 4, we consider our system model. Our system model is an IRS‐assisted MIMO system including
the transmitter, receiver, IRS, and attacker. We will develop a channel estimation scheme based on the IRS con-
figuration. Moreover, we will develop an authentication scheme in the framework of hypothesis testing. Also,
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we will apply two different attack strategies to evaluate the proposed authentication scheme. In the first strategy,
the attacker knows the configuration of the IRS while in the second strategy, the attacker does not know the
configuration of the IRS.

In Chapter 5, we will discuss the result of our simulation. We will evaluate the performance of the proposed
channel-based authentication scheme for the IRS-assisted MIMO system. The results will be divided into two
parts, the first one includes the investigation results of how accurate the proposed channel estimation schemewill
be for the cascaded channel from Alice (UE) to Bob (gNB) through the IRS. In the second part, the proposed
scheme will be evaluated against different attack strategies.
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2
Cellular Network Security

Information security has become one of the most highlighted topics in the telecommunication field since the
beginning of information transmission. Despite the effort of developing and implementingmechanisms to secure
transmissions in cellular networks, the risk of attacks and information leakage during transmission always exists
[8]. The digital revolution aims are connecting more things to the Internet from IoT to IoE through several
communication channels. The increasing number of connected things will lead to more temps of attacks and
threats. Thus, will drive to more sophisticated challenges to guarantee network security. To prevent the known
vulnerability frombeing exploited, the need to corporatewith new technologies and develop new security features
has become mandatory to restrain attackers from entering the network. Cellular network security is one of the
main vital topics, always under research and development.

The main security goals for any communication system are: confidentiality, integrity, availability, accountabil-
ity, and privacy [9]. Any activity that can threaten one of the mentioned security goals is considered an attack.
Security services are implemented by specific security mechanisms to prevent attacks and threats that might in-
timidate a security goal. Attacks may be performed on one or more security goals. The ontology of the goals,
threats, services, and mechanisms is described in fig. 2.1 [1].

There are different cellular network security zones with different roles and security aspects. As in fig. 2.2,
security zones can be categorized as internal and external. Zone 1 includes two different scenarios: 1) the com-
munication between the home core network and external mobile network. 2) the communication between the
home core network and the internet. Zone 2 refers to the communications between two nodes within the same
core network. Zone 3 refers to the communication between the base station and the core network since they are
geographically separated. Zone 4 refers to the wireless communication between the mobile network and the user
equipment (UE).

In this thesis, zone 4 security will be discussed. Zone 4 includes security services between the cellular network
and the user equipment, which is the wireless part of cellular networks. The authentication service will be the
main focus of the thesis work. An authentication service aims are constraining forgery and masquerading threats
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Figure 2.1: Security goals, threats, services and mechanisms [1].

Figure 2.2: Mobile Network Security Zones Architecture.
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to achieve the integrity goal of the network. An authentication security service allows the receiver to detect if the
message that had been received was forged. In the cellular network, there are various mechanisms for different
layers to achieve authentication service. On the other way, authentication services can relay on non-cryptographic
mechanisms in the physical layer and cryptographic mechanisms in the upper layer. Mechanisms used in upper
layers will be briefly discussed in section 2.1. More attentionwill be given to PLS in sections 2.2, 3.3, as it became a
priority in the scientific research community for the last few years dedicating more efforts and time to developing
security mechanisms at the physical layer.

2.1 Upper layer security
Upper layers refer here to all layers involved in data transmission between UE and cellular networks except the
physical layer. Authentication has to be the first security service to be performed when UE requests access to the
cellular network, however, authorization and further authentication might be requested from the UE to access
other services. The act of confirming the validity of users is known as authentication, and it is the first step toward
secure communication. Typically, the nodes agree on the same symmetric key after successful authentication to
encrypt the communication channel. As a result, authentication data such as challenge and response are typically
sent over the air in plain text, which adversaries can exploit. The AKA protocol is usually used to create mutual
authentication and session keys for secure communication across a wireless channel between the UE, the serving
node, and the authentication node, guaranteeing network access security. Although the serving node and the
authentication node belong to the same security zone (Zone 2 in fig. 2.2), security rules between the nodes are
being applied and the master key is not known to the serving node [10], [11].

AKA is a protocol suite defined to offer security features including authentication, integrity protection, and
confidentiality. However, not all mentioned features were activated in the first version of the AKA protocol in
GSM. The AKA protocol has been improved in parallel with each generation of the mobile network. The main
nodes that follow theAKAprotocol in all mobile network generations are UE, the serving node, and the authenti-
cationnode. These nodesmayhave different names in each generation or the node functions could be divided into
two independent nodes. UE and authentication nodes are always the same in all generations. The authentication
procedures cannot be established without the interaction of these two nodes.

In fig. 2.3 [2], GSM authentication is a one-way authentication mechanism that allows the UE to connect to
the cellular network. The algorithm uses a secret key K shared by the GSM authentication node and the UE. By
submitting its IMSI to the BS, the UE identifies itself to the cellular network. The IMSI is routed through the BS
to the authenticationnode. The authenticationnode retrieves the corresponding keyK from its database, which is
used in conjunction with the challengeRAND to construct a session keyKc = A8(RAND,K) and the expected
response to the challenge SRES = A3(RAND,K), where A8 and A3 are two hashing functions. The authenti-
cation node delivers the (RAND, SRES,Kc) authentication vector to the BS, which will be used to authenticate
the user. The UE generates as well the same session key Kc that has been generated by the authentication node;
since it has the same hash function installed in its SIM card. TheUE sends the SRES′ to the BS. The BS compares
the SRES′ with the other SRES received from the authentication node. If the two responses are matched, the UE
identity is verified, otherwise, the connection will be discarded.

In fig. 2.4 [2], Mutual authentication is introduced in UMTS networks, where the UE authenticates the cellu-
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Figure 2.3: GSM AKA protocol scheme [2].

lar network and the cellular network authenticates theUE.Thismutual authentication helps theUE to determine
whether or not the network it is connecting to is legitimate. When choosing encryption and integrity algorithms,
the AKA protocol uses integrity to ensure that the communication is not tampered with. With a few key differ-
ences, the authentication process follows many of the same network stages as the GSM standard. The authenti-
cation node sends both the AUTN and the IK. The AUTN token is transmitted to the UE, which processes the
RAND with the key K to validate the AUTN token by verifying the MAC section of the token sent from the
cellular network against theXMAC constructed with the keyK, sequence,AMF, andRAND. TheAMF token is
a subset of the AUTN token. The sequence is also validated by the UE to ensure that it falls within the specified
range. This verification allows the UE to trust the cellular network connection.

Figure 2.4: UMTS AKA protocol scheme [2].
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The AKA used in UMTS has evolved in LTE networks as shown in fig. 2.5 [2] . The process begins with the
BS forwarding an IMSI request to the authentication node. The modifications begin from the EPS AV vector,
which contains RAND, AUTN, XRES, and KASME. KASME replaces CK and IK that were used in UMTS. The
CK and IK values in theUSIM, as well as the identification of the serving network, are theKDF inputs to generate
KASME. The UE then validates theMAC and, in case of matching betweenMAC and XMAC, the UE responds
with the RES for the network to verify the authentication procedure by comparing it to XRES, similar to the
UMTS protocol. The KASME is being utilized to generate keys in a key hierarchy, which is a significant shift
in EPS.NAS, AS, and RRC are new different traffic kinds that will rely on different security keys that have been
derived from theKASME.

Figure 2.5: LTE AKA protocol scheme [2].

In fig. 2.6 [3], the UE, the SEAF, the AUSF, and the UDM/ARPF will be involved in the 5G-AKA authenti-
cation process. The SEAF will be included in the AMF and interacts with AUSF to get authentication data from
UDM. It accomplishes UE authentication for different access networks. The ARPF stores subscribers’ profiles
and the information that is related to security. At the beginning of the authentication process, the UE will send
its SUPI to the SEAF. Then, the SEAF will send the 5G-AIR (Authentication Initiation Request) to the AUSF.
5G-AIR contains SUCI or SUPI of the UE, the name of the serving network. This message also indicates that
the UE has 3GPP access or non-3GPP access. After receiving authentication information requests from AUSF,
UDM/ARPF generates AVs just like in the 4G system and then, transforms them into new AVs that are specific
to 5G systems. In the case of the UE’s successful authentication, the SEAF will send a 5G-AC (Authentication
Confirmation) message in the 5G-AKA process. These messages are useful but not enough in protecting the sys-
tem against some frauds like fraudulent Update Location requests for subscribers (a link is needed between the
authentication result and the location update procedure)

On the other hand, AKA stands for cryptographic techniques that use digital keys. The level of security is
determined by the computational difficulty. From a performance standpoint, it causes time delays and computa-
tional overhead [12]. Such a solution works when attackers have limited storage and computational capabilities;
however, this is not always the case for high-capacity machines like quantum computers. All of the authentica-
tion challenges and responses are sent in plain text. Furthermore, data performance is limited because some bits
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Figure 2.6: 5G AKA protocol scheme [3].

contain authentication rather than data. Attackers can listen in on them and obtain knowledge about the secret
key. As a result, as the authentication time increases, the information entropy of the secret key falls, resulting in a
high success rate of attacks [13].

2.2 Physical layer security

Frequency selection, signal detection, andmodulation are all managed and selected by the physical layer. Physical
layer security in wireless communication relies on advanced signal processing to control the air interface and does
not require encryption or decryption using keys, resulting in some obvious benefits such as minimal complexity,
low computational overhead, and low power consumption. The theoretical foundation for information security
in physical layer security transmission is based on Shannon’s notion of perfect secrecy from 1949 [14]. Shannon’s
absolute secrecy was established by ensuring that the key length is greater than or equal to the transferred data.
Themutual information between the transmitted information between two legitimate nodes and the information
received by the eavesdropper is used to measure the wiretap channel secrecy via the Wyner theorem [15]. On the
same hand, when the legal user’s channel condition is superior to the eavesdropper, the source and destination can
securely transfer information. Csiszar andKorner demonstrated that the possible secrecy capacity for anymemory-
less channel is equal to the difference between the channel capacity between the source and the destination and
the channel capacity between the source and the eavesdropper [16]. Physical layer attacks are divided into several
categories. As described in fig. 2.7 [4], the authors of [4] outline the ontology of the attacks. These attacks fall
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into two categories active attacks and passive attacks.
Interference and jamming are the most common active attacks. In essence, these two types of active attacks

work in the same way by broadcasting interference signals on specified frequency bands. The failure of the trans-
mitter is caused by jamming attacks that continue to occupy the channel. Interference attacks cause the receiver’s
failure by degrading the channel efficiency of the signal. The majority of jamming attempts are intended attacks,
and interference is caused not only by attackers but also by other users on the same channel.

Eavesdropping and traffic analysis are the two most common types of passive attacks. The two attacks are
caused via broadcast signals, which is a fundamental feature of wireless networks. Wireless communication’s
broadcast nature makes it harder to conceal transmitted signals from undesired recipients, while these legal or
unlawful users inside the transmission range analyze and use wireless broadcast signals. Eavesdropping on other
users’ communication information causes information exposure issues and is simple to accomplish owing to open
wireless channels. Traffic analysis attacks are based on determining changes in the flow of information in the net-
work. Some attacks are provoked by extracting information from the ongoing transmission. In wireless networks,
for example, an attacker can determine the position of the BS based on changes in channel conditions. In other
words, the attacker interferes with the base station, causing the wireless network to collapse.

Figure 2.7: Attacks in PHY layer [4].

There are several techniques that have been developed to securewireless networks against these types of attacks.
Thesemethods can be classified into three categories: spatial, frequency, and temporal domain. Directional anten-
nas and some advanced beam-forming technologies are examples of spatial domain approaches. The system can
achieve anti-interference and anti-jamming, as well as resist wiretapping, by using appropriate antenna technol-
ogy to avoid signal interference or by realizing channel parameter randomization. The most widely used physical
layer defense technology operates in the frequency domain, particularly the spread spectrum. It usually lowers
or eliminates carrier frequency band interference by utilizing the carrier frequency’s wide range and variability.
Spread spectrum works on the premise of modulating the transmitted signal with a pseudo-random sequence,
then demodulating the signal with the same pattern to retrieve the original signal. The SNR is increased during
this procedure, and the interference’s influence is reduced. In Time-domain, the main technique is channel cod-
ing. The inclusion of some check code in the channel coding can play an important function in rectifying the
transmission of information. The receiver can utilize these symbols to check whether transmission information
has an error or not and correct the error to reduce the influence of jamming attacks.

In table 2.1 [4], a comparison between different security techniques in the three domains is provided. It has
been noted the techniques using randomness have a high ability to resist eavesdroppings like random antennas,
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random parameters, and FHSS. An eavesdropper cannot effectively demodulate the proper information due to
the randomization of weighting factors, channel characteristics, and carrier frequency. A combination of differ-
ent techniques is necessary to reach a good probability of resistance against different types of attacks. Still, the
combination of different techniques will lead to more complexity. The complexity is referring to the required
storage spaces, computing capabilities, energy, or in some cases additional hardware units. Moreover, most of
these techniques are depending on the channel condition and cannot be used in bad channel conditions.

Table 2.1: Comparison of PHY layer’s security technique in wireless networks [4]

Secure
technique Type Technical

characteristics

Ability
to defend
against

eavesdropping
attacks

Ability
to defend
against
jamming
attacks

Ability
to defend
against

interference
attacks

Complexity

Directional
antenna

Increased receive
gain in

particular direction
of space

low Medium low low

Beam-forming Spatial
domain

Superimposed
multi-antenna

signal
Medium − Low High

Random
antennas

Increased channel
randomness Higher − − High

Artificial
noise

Increased channel
diversity High − − High

Random
parameters −

Increased signal
randomness Higher − − High

FHSS Frequency
domain

Fast hopping
of carrier
frequency

Higher High − Medium

DSSS Increased
bandwidth − Higher Medium Medium

Channel
coding

Time
domain

Powerful error
correction
capability

− − High Low

2.2.1 Channel-based authentication
The communication channel is the medium by which signals pass through from the transmitter to the receiver.
Typically, the signal is attenuated and noise is added to it during transmission. Many obstructions reflect radio
waves transmitted in wireless channels and multiple propagation paths result from these obstructions. Direct
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waves, diffractedwaves, and, reflectedwaves are the three types of receivedwaves with different time delays, phases,
amplitudes, and additive noise. They will create significant fading. The receiver will need to recover the original
signal by removing the channel’s distortion. The information that the receiver receives regarding the channel
characteristic is used to determine distortion and mitigate the effects of noise. The information provided can
be reliably recovered as long as the receiver can predict the channel’s effect on the transmitted signal. Channel
estimation is the technique of categorizing the transmitter signal channel [17].

The channel estimation is a method of obtaining an estimate of the impulse response as quickly as feasible in
order to recover the received signal. Fig. 2.8 [5] describes the position of channel estimation in a cellular network.
Different methods of modulation, demodulation, and, detection have an impact on channel estimation. The
modulationmodewith variable amplitude is always employed in communication networks tomaximize spectrum
efficiency [18]. In this case, the receiver first should determine the exact CSI and then demodulate the received
signal coherently. Estimating the channel is crucial. Regarding channel estimation technology, there are twomain
channel estimation approaches. The first is a training-sequence-based or pilot-based algorithm that can enable
both rapid acquisition and accurate tracking. The channel’s transmission efficiency is low as a result of the pilot
occupying time slots or bandwidths elsewhere [5]. The second is blind channel estimation, which is based on
the statistical feature of signal transmission. It has a high transmission efficiency and can save spectrum resources
however; it takes a long time to obtain a good estimate [19].

Figure 2.8: Transmitter and receiver operation chain [5]

The environment-dependent radiometric properties of a given transceiver pair, for instance, CSI or RSSI, are
used in channel-based physical layer authentication [20]. The channel impulse response is often indicated by the
CSI, whereas the RSS is normally defined by both the transmission power and the CSI. The CSI and RSS are
location-specific due to path loss and channel fading, which is the basis for the authentication schemes [21]. The
tracing of the dynamic properties of the channel linked with the sender (UE) and the receiver (BS) will ensure the
legitimate sender (UE) identity and validity. Assuming that the AKA protocol completes the first authentication
phase successfully as described in section 2.1, the receiver (BS) will begin comparing the estimated channel values
of the newly received signals with the previous signals. Any irregular change in the channel’s characteristics indi-
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cates that the signal received is not from a legitimate user. On the same hand, the attacker who is in a different
location than the legitimate user will have different CSI or RSS profiles as observed by the BS.

The authors of [22] introduced a channel-based authentication schema for time-invariant channels. This au-
thentication schemehas been developed in the framework of hypothesis testing that suitsMIMOsystems inmulti-
ple wiretap channels environment. Themodel has studied three different agents: legitimate transmitter, intended
receiver, and adversary. Each agent has access tomultiple flat fading channels. GLRT has been used to distinguish
the difference between the two hypotheses of the received signal at the intended receiver. Moreover, the assump-
tion that the adversary estimated the channel between the adversary and the intended receiver and the channel
between the adversary and the legitimate transmitter has been considered. Different attack strategies have been
performed considering the above assumption to maximize the probability of breaking the authentication scheme
and cracking the system to evaluate the developed scheme. Thementioned scheme showed good results in detect-
ing the unauthorized signals that have been received from the attackers.

Although channel-based authentication schemes can be used to detect identity-spoofing attacks or authenti-
cate/identify a particular user, they cannot achieve a 100 percent detection ratewithout raising false alarms. There
is always a trade-off between the detection rate and the false alarm rate in these schemes. Moreover, channel-based
authentication cannot be an independently utilized mechanism regarding that the BS will not have a first trusted
CSI without using AKA protocol.
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3
Intelligent Reflective Surfaces

The evolution of 5G technologies in the last decade enables the implementation of various applications through
eMBB, mMTC, and URLLC 5G network’s slices [23]. The demand for data rate and channel capacity has in-
creased. The use of high frequencies that support a high data rate has become a necessity. The range of the 5G
frequencies is expanded from 410 MHz to 71 GHz [24]. The plan includes achieving an upper range of fre-
quencies up to 114.25GHz. Short-range, obstruction, and object penetration are considered themost significant
problems of high-frequency signals. A promising solution for future wireless communication systems is the IRS
[25]. An IRS is a 2D reflecting meta-surface that consists of large numbers of sub-wavelength reflecting elements
(meta-atom). The IRS can tune the phase shift of all incoming signals to control the angle of reflection. The IRS
provides real-time manipulation to the wireless propagation environment. The use of an IRS-assisted 5G cellular
network will reduce the cost and energy consumption. IRS is remarkably compatible with other existing physical
layer wireless technologies as it focuses on signal propagation over wireless channels, whereas the other techniques
are primarily implemented at transceivers. There is a significant consistency between the low-complexity property
of physical layer security and the low-complexity hardware of IRS, which enhances the capability of integration
as an ideal technique guaranteeing a convinced level of secrecy in low-complexity or dynamic wireless networks
(e.g., IoT, IoE, D2Dnetworks). Furthermore, their incorporation is beneficial in a variety of URLLC application
scenarios due to their low complexity, which requires little signal processing time and thus helps reduce commu-
nication latency. The IRS will also hold more difficult competitions for attackers.

3.1 IRS architectures
There are different architectures of the IRS under development and examination. The studies included the differ-
ences of each IRS architecture design enumerating their pros and cons. Thiswould help to choose themost appro-
priate type for each cellular network implementation scenario [26]. The first comparison is between passive-IRS
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Figure 3.1: A comparison of different IRS architectures with their pros and cons [5].
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and active-IRS.Themaindifference is that the active-IRS amplifies thepower of the signal by its activeRF electron-
ics. The power amplification feature in active-IRS solves the multiplication path loss effect limitation problem in
passive-IRS. The second comparison is between relay-IRS and transmitter-type-IRS. The transmitter-type-IRS is
able to create virtual signal constellations for the incomingmodulated carrier signal. The transmitter-type-IRShas
twomain advantages over traditional systems. The first advantage is that the hardware implementation is simpler
by using an RF digital to analog converter with internal memory. The second advantage is that the multiplicative
path loss effect is delimited. The third comparison is between reflective-only-IRS and transmissive-reflective-IRS.
The reflective-only-IRS improves the signal condition only if the transmitter and the receiver are on the same side
of the IRS. The transmissive-reflective-IRS is able to reflect the incoming signal on the frontal side and retransmit
it from the backside. The transmissive-reflective-IRS will provide full 360-degree coverage. The fourth compar-
ison is between interconnected-IRS and standalone-IRS. The interconnected-IRS interacts with the transmitter
through a communication link; the transmitter provides guidance to the IRSwith the required phase shift and am-
plitude modification for the incoming signal. The main idea of the standalone IRS is to replace the information
coming from the transmitter through the communication link with an artificial intelligence algorithm; ending
the need for that communication link. An artificial intelligence algorithm will optimize the configuration of the
controller for the incoming signal in real time. Moreover, the integration between two or more IRS architectures
is still under research.

The main pros and cons of each IRS architecture have been highlighted in fig. 3.1 [5]. Moreover, the future
image of the upcoming IRS architecture is a combination of various architectures cons. The IRS architecture
combination might be settled by splitting the surface of the IRS into areas meanwhile each area retains its own
architecture as shown in fig. 3.2 [5]. The different implementations of the IRS architectures will not affect the
process of channel estimation that will be used for authentication. In this thesis, the combination of passive-IRS
and interconnected-IRS architecture has been implemented in IRS-assistedMIMOcellular networks to study the
impact of IRS presence during the channel estimation process.

Figure 3.2: The ultimate RIS architecture composed of different sub‐surfaces for improved flexibility [5].
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3.2 IRS in cellular networks

In cellular systems, the IRS is placed between the BS and UE with different use cases despite the best position
of the IRS is to be adjacent to the BS or the UE in order to avoid the multiplicative path loss effect, especially
with passive-IRS. The IRS enhances the communication rate in LOS andNLOS scenarios. The IRSmanipulates
the radio environment by tuning the meta-surface elements with low-noise amplification and does not require
either analog-to-digital converters or power amplifiers. Themeta-surface elements tuning is executed by the IRS’s
controller. The IRS’s controller is devoted to receiving and communicating the reconfiguration requests after that,
distributing thephase shift decisions to all the tunable elements. Asdiscussed in [7], differentworks studied several
use cases of IRS implementation in cellular networks. The case studies include varieties of systems: THz system,
OFDM system, mmWave system, Wide-band system under Beam Squint, and Sub-6 GHz Narrow Band system.
Moreover, different communication scenarios (SISO scenario, MISO/SIMO scenario, and MIMO scenario) are
considering single user andmultiple users in up-link and down-link with different characteristics, such as narrow-
band orwide-band transmissions, LOSorNLOS links, perfect or imperfectCSI, and differentmetrics to optimize
the overall systemperformance has been discussed aswell. As a result, an improvement in the performancemetrics
has been noted by implementing the IRS in the network including all use cases. In this thesis, the up-link signals
in IRS-assistedMIMO system cellular networks will be discussed.

The fact that the presence of the IRS in the cellular network improved the performance inspires a lot of sci-
entific research. Moreover, the development of different schemes has been done to enhance the performance of
the IRS in cellular networks. The implementation of IRS in P2P MIMO communication networks in LOS en-
vironments has been studied in [27], [28]. The improvement of the channel capacity using IRS-assisted MIMO
networks has been proven. An optimization scheme has been proposed to optimize the IRS configuration that
aims to maximize the channel capacity. The channel rank improvement ability of the IRS-assisted technology to
a P2PMIMO communication system has also been demonstrated using a specific optimization scheme [29].

In [6], an IRS-aided MIMO cellular network is proposed with M BS’ transmitter antennas, K UE’ receiver
antennas, and L IRS’ elements. IRS elements are co-located on an IRS array mounted on the same building posi-
tioned at the center of the disc, where IRS elements simultaneously serve the users as shown in fig. 3.3 [6]. The
mmWave network operates in a NLOS scenario, where there are obstacles blocking the direct link between BS
and all users. Moreover, a direct communication link between the BS and the IRS controller has been considered.
Stochastic geometry-based performance analysis has been performed considering Outage Probability, Ergodic
Rate, spectral efficiency, and energy efficiency. The explanation of how these parameters have been obtained in
the proposed system has been proved by the authors.

The numerical results of performance analysis proved important facts to be considered [6]. First, increasing
the number of IRS elements will significantly reduce the OP. Second, as the SNR increases, the OP decreases.
Third, the fading parameter of the IRS-user link has almost no effect on the OP, which mainly depends on the
channel between the BS and the IRS. Fourth, the ergodic rate can be significantly increased by employing more
IRS elements, which are capable of effectively enhancing the spatial diversity gain. Fifth, the increasing number
of TAs and IRS elements will lead to the network’s throughput increase. Note that no solution exists at the IRS
in the case of L < MK, hence the network’s SE is zero. Sixth, as the number of TAs, RAs, and IRS elements
increases, the network’s EE increases, since the increase in numbers of RAs, TAs, and IRS elements is capable of
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Figure 3.3: IRS assisted wireless transmission model [6].

17



increasing the spatial diversity gain.

3.3 IRS-assisted cellular networks PLS
IRS yields a significant improvement in wireless communication not only by improving signal quality but also by
improving security. IRS-aided physical layer security solutions can protect the communication content against
an eavesdropper. IRS is able to hide the existence of wireless transmission to preserve a user’s privacy against an
eavesdropper. The IRS’s ability to tune phase shifts and amplitudes guiding the signal toward the receiver makes
the legitimate channel better than the eavesdropper. With a periodically changeable configuration of the IRS,
eavesdroppers will not be able to select the correct channel. IRS can be also utilized to confuse eavesdroppers by
emitting artificial noise [30].

The advantage of using the IRS in wireless systems from the security point of view has been highlighted in fig.
3.4 [7]. The figure includes the effects of using the IRS against four types of attacks, explained before in section
2.2. Fig. 2a clarifies a baseline system model where the legitimate transmitter (Alice) intermittently transmits
data to both the intended receiver (Bob) and the adversary (Willie). The IRS can be used to accomplish signal
intensification at Bob and signal cancellation at Willie in this case. As a result, an enhanced transmission rate at
Bob and a lowprobability of detection atWilliemight both be achieved at the same time. Alice can also dowireless
power transfer or simultaneous wireless information and power transfer to supply energy to Bob in a wireless-
powered covert communication systemwhen Bob has RF energy harvesting capacity. The IRS can also be used to
assist wireless power transmission in addition to establishing cover communications. Fig. 2b clarifies a scenario in
which Alice uses mmWave for covert transmission, which is prone to obstructions due to high penetration losses
and poor diffraction of NLOS links. When a blockage exists between Alice and Bob, as demonstrated, deploying
an IRS with LOS links to both Alice and Bob can be used to mitigate the negative impact of the obstruction on
mmWave covert communication. Fig. 2c shows a scenario in which the baseline system is harmed by co-channel
interference, such as that caused by malicious jammers. To keep the signal hidden from Alice, the IRS can be
programmed to do interference cancellation at Bob and interference intensification at Willie. Legitimate users
may face an eavesdropping attack, as demonstrated in Fig. 2d, in addition to the harmful effects of co-channel
interference. To deal with the simultaneous attacks, signal cancellation at both the eavesdropper and Willie is
required [31].

The advantages of involving the IRS in the cellular network to enhance the physical layer security was first
demonstrated by considering a challenging scenario, where the quality of the main channel from a legitimate
transmitter (Alice) to an intended receiver (Bob) is lower than that of the eavesdropper’s channel from Alice to
an eavesdropper (Eve). According to the Csiszar-Korner theorem in secrecy capacity, the maximum achievable
secrecy capacity is the difference between the maximum capacity achieved in the channel between Alice and Bob,
which is called the main channel capacity, and the maximum capacity achieved in the channel between Alice and
Eve, which called eavesdropper’s channel capacity. In such a scenario without the aid of the IRS, secrecy capacity
is not achievable if each of the legitimate transceivers is equipped with a single antenna, since the main channel
capacity is lower than the eavesdropper’s channel capacity. The increasing numbers of IRS elements increase the
efficiency of the IRS in such a scenario [32].

Many works have been done on the development of the secure techniques that were used in a regular wireless
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Figure 3.4: IRS‐enhanced covert communication systems [7].
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network as explained in table 2.1. Thesenewworks developednew schemes tomaximize the advantage ofusing the
mentioned techniques in the presence of the IRS in the cellular network. The use of the beam-forming technique
in IRS-assisted MIMO systems, while an active eavesdropper is available in the network, has been experimented.
In this scenario, the eavesdropper performs an active pilot attack to corrupt the channel estimation at the base
station. An algorithm has been developed that designs beam-forming vectors, as well as the phase shifts at the
IRS, meanwhile, the active attacker is blinded [33]. Moreover, the study indicates that as long as the legitimate
andmalicious are statistically distinguishable in the presence of the IRS, eavesdroppers are significantly restrained
using the proposed technique for beam-forming and phase-shift tuning. Other algorithms have been proposed
to improve the IRS security against both jamming and eavesdropping attacks with uncompleted information,
exploring the joint active transmit and passive reflecting beam-forming optimization approach to maximize the
system attainable rate given transmit power and secrecy rate restrictions [34].

The targets of the attacks mentioned above are: first, distract the network by enforcing the legitimate receiver
to reject legitimatemessages (such as jamming, interference, etc..), and second, increase the probability that forged
messages could be accepted as legitimate by collecting any lack of information (for instance, eavesdropping, traffic
analysis, etc.). Although the work on the developed techniques to prevent these types of attacks archived great re-
sults, there is a probability that these attacks can successfully archive their targets. Eavesdropping attacks could be
an initiation for collecting information regarding specific channel communication to commence a forgery attack.
Channel-based authentication mechanisms mitigate forgery attacks. The presence of IRS in the cellular network
will alter the channel estimation scheme’ procedures that have been discussed in section 2.2 and necessarily alter
the channel-based authentication schemes that are used in regular cellular networks.

Many works have been done on channel estimation in cellular networks regarding the presence of the IRS in
cellular networks. In [35] a channel estimation for IRS-assisted MIMO systems has been developed considering
the UE possesses exclusively one antenna which is not the regular case in most 5G UE hardware. In [36], the
development of a two-stage algorithm has been explained which includes a sparse matrix factorization stage and
a matrix completion stage for channel estimation of IRS-assisted MIMO systems. Moreover, the evidence of the
proposed two-stagemethod’s accuracy has been proved despite the complexity of two-stage algorithm procedures.
However, the evaluation of the available channel-based authentication schemes against forgery attacks is not con-
sidered inmost of the publishedwork. In the next chapter, we propose a low-complex channel estimation scheme
and the evaluation of the proposed channel-based authentication scheme against different types of attacks.
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4
Authentication with IRS

Weconsider a simple casewhere there is no direct link between the gNB (intended receiver/BS) andUE (legitimate
transmitter). The IRS will enable the connection between them and will change the channel, since it affects the
phase shift and the attenuation of the signal.

Figure 4.1: An IRS‐assisted MIMO communication system
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In Fig. 4.1, we model our system as follows:

• Alice: The legitimate transmitting UE withK antennas.

• IRS: The reflecting surface withN elements.

• Bob: The intended receiving gNB withM antennas.

• Eve: The attacker withV antennas.

We have

• HHH: theM×N channel from the IRS to Bob

• GGG: theN× K channel from Alice to the IRS

• UUU: theV×N channel from the IRS to Eve.

4.1 Channel Estimation
For the IRS, the signal received by element n is reflected by the element with a complex gain φn. Let us define the
matrix of IRS configuration

Φ = diag(φ0, . . . ,φN−1) = diag(φ). (4.1)

Let
QQQ(A,I,B) = HHHΦGGG (4.2)

be the cascaded channel from Alice to Bob through the IRS.
When Alice transmits theK-size column vector signal XXX, the receivedM-size column vector signal at Bob is

YYY = QQQ(A,I,B)XXX+WWW, (4.3)

whereWWW is theM-size vector of additive white Gaussian noise (AWGN)with zeromean and variance σ2′ per entry.

4.1.1 IRS
As we have mentioned before, the IRS configuration affects the phase shift and the power attenuation. Each φn
in (4.1) is called the reflection coefficient and consists of two parts

φn = An(θn)ejθn , (4.4)

where An(θn) affects the amplitude of the signal and ejθn adjusts the phase shift, and θn ∈ [−π, π].
We notice here that the parts related to amplitude and phase shift adjustments both depends on θn. For the

amplitude part, from [37], we have

An(θn) = (1− Amin)

(

sin(θn −Ω) + 1
2

)υ

+ Amin, (4.5)
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where Amin, Ω and υ ⩾ 0. Amin is the minimum amplitude, Ω is the horizontal distance between −π/2, and υ
controls the steepness of the function curve. The three parameters are related to circuit design, manufacture, and
fabrication of the IRS elements, and are considered constant for all elements of the same IRS.

In the upcoming sections, we will also consider a simplified model whereAn(θn) = 1 and φn will depend only
on ejθn .

4.1.2 Cascaded Channel estimation proposed scheme
Channel estimation is a process tofigureout the characteristics of the cascaded channels that signals passed through.
Channel estimation is the base reference for authentication. The estimated cascaded channels reference is based
on a pilot signals sent fromAlice to Bob. The pilot signals are the pre-known signals to all users. letXXXp be aK×K
matrix of the K pilot vectors transmitted by Alice. Correspondingly, Bob will receive theM × K matrix YYY. By
multiplying both sides of (4.3) by XXX−1

p , we have

Q̂QQ(Φ) = YYYXXX−1
p = QQQ(A,I,B) +WWWXXX−1

p , (4.6)

where XXXp and YYY are known. Thus, (4.6) provides an estimate of the cascaded channel QQQ(A,I,B). Note that from
the estimate of the cascade, it is not possible to estimate channels HHH and GGG, thus whenever we change the IRS
configuration wemust re-estimate the cascade. Here we consider a procedure by which estimating the cascade for
a finite number of configurations, we can then infer the cascade for any other configurations.

Let FFF be theN×N Fourier matrix with entries

[FFF]m1,m2 = e−2πj m1m2
N

m1 = 0, 1, . . . ,N− 1

m2 = 0, 1, . . . ,N− 1
, (4.7)

By reshaping the Inverse Discrete Fourier Transform (IDFT) of vector φ, we define vector

β = [β0, . . . , βN−1]
T = FFF−1φ. (4.8)

Now, matrix Φ can be written as

Φ = diag

(N−1
∑

n=0

βnbbbn

)

, (4.9)

where bbbn is the n-th columns of matrix FFF.
We also have

Q̂QQn = HHHΦnGGG+WWWXXX−1
p = HHHdiag{bbbn}GGG+WWWXXX−1

p . (4.10)

From (4.6), the cascaded channel for any IRS configuration Φ can be written as the linear combination of
the cascaded channels with IRS configurations Φn = diag{bbbn} by coefficients given by the DFT of the vector φ.
Therefore, a channel estimation procedure maybe written as follows :

• estimate the cascaded channels Q̂QQ(Φn) from (4.6), when {Φn = diag{bbbn}},
for n = 0, 1, . . . ,N− 1.
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• For any configuration Φ = diag{φ}, the estimate of the cascaded channel for this IRS configuration is

Q̂QQ =

N−1
∑

n=0

βnQ̂QQn. (4.11)

4.2 Channel-based authentication
From security perspective, the use of IRS will improve the security of the system. One of security authentication
methods is the physical layer authentication using channel estimation. The use of IRS will increase the informa-
tion needed by the attacker Eve to estimate the cascaded channel between Bob and Alice and break the authenti-
cation system.

4.2.1 Authentication
The initial step for Alice is to establish a connection with Bob. There will be an upper layer authentication proce-
dure (AKA protocol) that we assume it’s already obtained. Alice will send to Bob a training sequence and form
(4.6), Bob will be able to estimate the channels, therefore Bob will build his own channel estimation code-book.
After, a random IRS configuration Φ

′

= diag{φ
′

}will be chosen. Bob will receive a new signal and estimate the
cascaded channel of the signal with two different procedures. From (4.6), Bob will estimate the exact cascaded
channel Q̂QQ

(A,I,B)
from the received signal and will be defined as

Q̂QQ
(A,I,B)

= QQQ(A,I,B) +WWWB. (4.12)

From (4.11), Bob will predict the channel of the received signal Q̂QQ using the channel estimation reference table.
Bob will compare the estimated cascaded channel Q̂QQ with the predicted channel Q̂QQ

(A,I,B)
. Bob should accept the

signals coming from Alice and reject any other received signals.
Eve’s aim is to know the IRS configuration and estimate the channel between her and Bob, her and Alice.

we will discuss different attack scenarios in attack strategies section. For now, we will focus on how can Bob
distinguish betweenAlice’s signals andunknown signals. Let’s assume that Evewill try to break the authentication
system by amatrixZZZwhich is a combination between the observed channels multiplied by another matrix aiming
to have Bob’s channel estimation of ZZZ equivalent to the cascaded channel between Alice and Bob Q̂QQ

(A,I,B)
.

4.2.2 Distinguishability

Let Q̂QQ be the channel estimated by Bob for the new received signal. The two hypotheses for Bob are :

• H0 : packet is from Alice,
Q̂QQ = Q̂QQ

(A,I,B)
+WWW

′′

, (4.13)
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• H1 : packet is not from Alice,
Q̂QQ = ZZZ+WWW

′′

. (4.14)

whereWWW
′′

is AWGNwith zero mean and variance σ2′′ per entry and ZZZ is the equivalent channel forged by Eve
at transmission t. We allow σ2′ ̸= σ2′′ because the channel estimation for Q̂QQ

(A,I,B)
and Q̂QQ could have different noise

levels on the estimates.

In the upcoming sections, we will highlight the single channel estimation, neglecting the transmission index t.

Generalized Likelihood Ratio Test

In order to decide between the hypothesisH0 andH1, a suitable testmust be applied as in [22]. Since there is noise
in channel estimation, no test is error free. The errors are divided in two types that canhappen : a) a false alarm (FA)
and b) a missed detection (MD). FA occurs when Bob rejects an incoming message fromAlice. MD occurs when
Bob accepts an incomingmessage fromEve. Moreover the idea of avoiding the two errors are conflicting. The test
that reduces the MD probability, for a given FA probability, is the likelihood ratio test (LRT). The LRT requires
the awareness of ZZZ. Considering that Eve will perform the best attack for a given test statistic operated by Alice,
Bob does not know neither the exact value nor the statistics of ZZZ. Therefore we utilize the General Likelihood
Ratio Test (GLRT), where the unknown vector ZZZ is replaced by it’s maximum likelihood (ML) estimate, which
is Q̂QQ from (4.14). Specifically , let fQ̂QQ|H0

(aaa) be the probability density function (PDF) of Q̂QQ under hypothesisH0.
Then it defined as

Ψ = log
1

fQ̂QQ|H0
(Q̂QQ)

. (4.15)

The LRT compare the LLR with a threshold θ > 0, i.e.,






Ψ ≤ θ : decide forH0

Ψ > θ : decide forH1
. (4.16)

Tobe able to obtain a closed formexpressionofΨ,wenote from (4.13) that under hypothesisH0, Q̂QQ isGaussian
distributed around Q̂QQ

(A,I,B)
with per-dimension variance σ2 = σ2′ + σ2′′ . Then we have

Ψ ∝
2
σ2

2(K×M)−1
∑

n=0

|Q̂QQn − Q̂QQ
(A,I,B)
n |2, (4.17)

where the proportionality stems from ignoring multiplicative constants. Be mindful that the test statistic (4.17)
is identical as promoted in [38], [39]. Even so, while in that case only a certain attack was considered bymodeling
ZZZ in (4.14) as a complex Gaussian vector with i.i.d. entries having zero mean and known variance, nowwe can see
that this test is the GLRT, even when no attacker strategy information is available, Moreover it has a much more
reliability.

By substituting (4.13) in (4.17), we obtain that under the hypothesis H1, Ψ is a central chi-square random
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variable with 2(K×M) degrees of freedom and non-centrality parameter

ζ =
2
σ2
∣

∣

∣

∣ZZZ− QQQ(A,I,B)∣
∣

∣

∣

2 (4.18)

Probabilities of False Alarm andMissed Detection

For the GLRT, FA occurs when Ψ|H0 > θ while MD occurs when Ψ|H1 < θ considering the statistics of Ψ
attained in the previous section, for given threshold θ and attack ZZZ, the FA probability PFA and MD probability
PMD(ζ) are

PFA = P[Ψ > θ|H0] = 1− Fx2,0(θ), (4.19a)

PMD(ζ) = P[Ψ < θ|H1] = Fx2,ζ(θ), (4.19b)

where Fx2,ζ(.) denotes the cumulative distribution function (CDF) of the chi-square random variable with
2(K ×M) degrees of freedom and non-centrality parameter ζ. By forcing a target PFA, the threshold is set from
(4.19a) as

θ = F−1
x2,0(1− PFA), (4.20a)

and in this case the MD probability can be written as

PMD(ζ) = Fx2,ζ
(

F−1
x2,0(1− PFA)

)

. (4.20b)

If we consider ZZZ and Q̂QQ
(A,I,B)

as a random variables, then also ζ and the MD probability (4.20b) must be con-
sidered random.

4.3 Attack Strategies
In this section, we consider the strategies adopted by Eve to break the authentication system. The generalized
attack strategy is that Eve find estimates of the channels a) from Alice to her Q̂QQ

(A,I,E)
and b) from bob to her

Q̂QQ
(B,I,E)

through the IRS. Then estimates the channelQQQ(A,I,B) from the estimates Q̂QQ
(A,I,E)

and Q̂QQ
(B,I,E)

. We define
ZZZ as the estimated version ofQQQ(A,I,B).

In the upcoming subsections, our goal is to obtain ZZZ that maximizes the probability of breaking the authenti-
cation system. We have two different cases to consider. Firstly we assume that, Eve either knows the IRS configu-
rations or not. Then we assume that, Eve either perform a single attack or multiple attacks.

We now consider that knows the IRS configuration Φ. Eve estimates of the cascaded channel from Alice to
her as

Q̂QQ
(A,I,E)

= UUUΦGGG+WWWAE, V× K (4.21a)
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where WWWAE has independent Gaussian entries with zero mean and variance σ2′′ . Eve estimates of the cascaded
channel from Bob to her as

Q̂QQ
(B,I,E)

= UUUΦHHHT +WWWBE, V×M (4.21b)

whereWWWBE has independent Gaussian entries with zero mean and variance σ2′′ .
We assume that the sizes of the three cascaded channels reciprocity, that can be obtained with time division

duplexing over the same frequency band, and defined the cross correlation matrices for the cascaded channel of
each two agents as

RRR(A,I,B) = E[vec(QQQ(A,I,B))vec(QQQ(A,I,B))H], KM× KM (4.22a)

RRR(B,I,E) = E[vec(QQQ(B,I,E))vec(QQQ(B,I,E))H], VM× VM (4.22b)

RRR(A,I,E) = E[vec(QQQ(A,I,E))vec(QQQ(A,I,E))H], KV× KV (4.22c)

and between the cross correlation matrices for two different cascaded channel of each two agents as

RRR((A,I,B),(A,I,E)) = E[vec(QQQ(A,I,B))vec(QQQ(A,I,E))H], KM× KV (4.23a)

RRR((A,I,E),(B,I,E)) = E[vec(QQQ(A,I,E))vec(QQQ(B,I,E))H], KV×MV (4.23b)

RRR((A,I,B),(B,I,E) = E[vec(QQQ(A,I,B))vec(QQQ(B,I,E))H], KM×MV (4.23c)

where vec converts any matrix to a column vector, by indexing the matrix by rows (top to bottom) and element of
each row from right to left. Therefor, for an R × Cmatrix XXX. We have (vec(XXX))i = (XXX)⌊ i

C ⌋,i mod C. Moreover,
we have

[vec(AAAΦBBB]i =
∑

ℓ

[AAA]⌊ i
C⌋,ℓ

φ
ℓ
[CCC]ℓ,i mod C. (4.24)

We have
[RRR(A,I,B)]i,j =

∑

l1

∑

l2

E
{

HHH⌊ i
K ⌋,l1

HHH∗
⌊

j
K ⌋,l2

φl1φ
∗
l2GGGl1,i mod KGGG∗

l2,j mod K

}

(4.25a)

[RRR(B,I,E)]i,j =
∑

l1

∑

l2

E
{

UUU⌊ i
M ⌋,l1UUU

∗
⌊

j
M ⌋,l2

φl1φ
∗
l2HHHi mod M,l1HHH

∗
j mod M,l2

}

(4.25b)

[RRR(A,I,E)]i,j =
∑

l1

∑

l2

E
{

UUU⌊ i
K ⌋,l1

UUU∗
⌊

j
K ⌋,l2

φl1φ
∗
l2GGGl1,i mod KGGG∗

l2,j mod K

}

(4.25c)

[RRR((A,I,B),(A,I,E))]i,j =
∑

l1

∑

l2

E
{

HHH⌊ i
K ⌋,l1

UUU∗
⌊

j
K ⌋,l2

φl1φ
∗
l2GGGl1,i mod KGGG∗

l2,j mod K

}

(4.25d)

[RRR((A,I,E),(B,I,E))]i,j =
∑

l1

∑

l2

E
{

UUU⌊ i
K ⌋,l1

UUU∗
⌊

j
M ⌋,l2

φl1φ
∗
l2GGGl1,i mod KHHH∗

j mod M,l2

}

(4.25e)
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[RRR((A,I,B),(B,I,E)]i,j =
∑

l1

∑

l2

E
{

HHH⌊ i
K ⌋,l1

UUU∗
⌊

j
M ⌋,l2

φl1φ
∗
l2GGGl1,i mod KHHH∗

j mod M,l2

}

(4.25f)

Let us assumeHHH andGGGwith independent entries (within eachmatrix and among the twomatrices), each entry
being Gaussian zero-mean with unitary variance. Moreover, let us assumeK = V and

UUU = ρGGGT +
√

1− ρ2UUU
′

(4.26)

where ρ is a coefficient factor entries of UUU
′

are independent from those of both GGG and HHH and entries of UUU′ are
independent Gaussian zero-mean with unitary variance.

From (4.17), we know that Bob will accept a message only if its corresponding channel estimate Q̂QQ lies inside
the sphere S (in the (K×M)-dimensional complex space (CK·M) centered around Q̂QQ

(A,I,B)
and having radius r =

√

θ
2σ2. the maximum probability of a successful attack is achieved by having ZZZ obtaining the highest probability

that the channel estimated by Bob lies in the sphere, i.e.,

ẐZZ = arg max
aaa∈CK·M

P
[

Q̂QQ ∈ S|ZZZ = aaa
]

. (4.27)

However, since Q̂QQ
(A,I,B)

is not known to Eve, the maximum probability of the attack success is achieved withML
estimate of Q̂QQ

(A,I,B)
based on observations Q̂QQ

(A,I,E)
and Q̂QQ

(B,I,E)
available to Eve. We will now follow the steps of

[37]. ForN large andN >> M,K,V, by invoking the law of large numbers, we can consider the random vector
b̂ =

[

vec(QQQ(A,I,B))T, vec(Q̂QQ
(A,I,E)

)T, vec(Q̂QQ
(B,I,E)

)T
]T as zero-mean Gaussian distributed with correlation matrix

RRR(I) =







RRR(A,I,B) + σ2′ IIIKM×KM RRR((A,I,B),(A,I,E)) RRR((A,I,B),(B,I,E))

RRR((A,I,B),(A,I,E))H RRR(A,I,E) + σ2′′IIIVM×VM RRR((A,I,E),(B,I,E))

RRR((A,I,B),(B,I,E))H RRR((A,I,E,(B,I,E))H RRR(B,I,E) + σ2′′IIIVK×VK






. (4.28)

From (4.25) we have

RRR(A,I,B) =

[

∑

l

|φl|
2

]

III (4.29a)

RRR(B,I,E) =

[

∑

l

|φl|
2

]

III (4.29b)

[RRR(A,I,E)]i,j =
∑

l1

∑

l2

φl1φ
∗
l2 |ρ|

2E{GGGl1,⌊ i
K ⌋
GGG∗

l2,⌊
j
K ⌋
GGGl1,i mod KGGG∗

l2,j mod K}

=















∑

l |φl|
2ρ2, if i = k1K+ k2, j = k2K+ k1

∑

l |φl|
2 if i = j

0 otherwise

(4.29c)

[RRR((A,I,B),(A,I,E))]i,j = 0 (4.29d)
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[RRR((A,I,E),(B,I,E))]i,j = 0 (4.29e)

[RRR((A,I,B),(B,I,E)]i,j =
∑

l

|φl|
2ρ∗E

{

HHH⌊ i
K ⌋,l

UUU∗
⌊

j
M ⌋,lGGGl,i mod KHHH∗

j mod M,l

}

=
∑

l

|φl|
2ρ∗E

{

HHH⌊ i
K ⌋,l

GGG∗
l,⌊ j

M ⌋
GGGl,i mod KHHH∗

j mod M,l

}

=







∑

l |φl|
2ρ∗ if i = k1K+ k2, j = k2M+ k1

0 otherwise

(4.29f)

By defining ÂAA(aaa) =
[

aaaT, vec(Q̂QQ
(A,I,E)T

), vec(Q̂QQ
(B,I,E)T

)
]T, the ML estimate of QQQ(A,I,B), given Q̂QQ

(A,I,E)
and

Q̂QQ
(B,I,E)

is

ẐZZ = arg max
aaa∈CK·M

P
[

ÂAA(aaa)|Q̂QQ
(A,I,E)

, Q̂QQ
(B,I,E)

]

= arg min
aaa∈CK·M

ÂAA
∗

(aaa)RRR(I)−1ÂAA(aaa).
(4.30)

Note that for the considered channelmodel, theMLestimator in (4.30) becomes the linearminimummean square
error (MMSE) estimator [40], which is optimal for the test statistic employed byBob (4.17). For the sake of clarity,
we partition SSS = RRR(I)−1 into blocks with sizes as in (4.28), i.e.,

SSS =







SSS11 SSS12 SSS13
SSSH12 SSS22 SSS23
SSSH13 SSSH23 SSS33






. (4.31)

By setting to zero the gradient of ÂAA
∗

(aaa)SSSÂAA(aaa)with respect to aaawe obtain

ẐZZ = −SSS−1
11
(

SSS12Q̂QQ
(A,I,E)

+ SSS13Q̂QQ
(E,I,B))

. (4.32)

Now, from (4.29) we observe that if |φl| = 1 for all configurations and all l, matrix RRR(I) does not depend on
the IRS configuration, and also SSSwill not depend on the IRS configuration. Still,ZZZ depends on the configuration
through Q̂QQ

(A,I,E)
and Q̂QQ

(E,I,B)

First Scenario

We assume that the attacker is able to observe the IRS configuration and estimate the channel between him and
Bob, him and Alice. Moreover, the attacker know the current configuration of the IRS. The attacker will be able
to perform the procedures that have been described from equation (4.21) to equation (4.32).
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Second Scenario

We still assume that attacker will be able to estimate the channel between him and Bob, him and Alice but he
will not be able to know the IRS configuration. Considering that the attacker know the structure of the IRS and
the number of it’s element. The attacker will compute the attack for each configuration and then it will take the
average of the attacks as

E(ẐZZ) = −SSS−1
11
(

SSS12E(Q̂QQ
(A,I,E)

) + SSS13E(Q̂QQ
(E,I,B)

)
)

(4.33)

and with our assumptions on the channels we have

E(ẐZZ) = 000 (4.34)

30



5
Simulation results

By numerical results, we have evaluated the performance of the proposed channel-based authentication scheme
for the IRS-assisted MIMO network. The results are divided into two segments, the first one includes the inves-
tigation results of the proposed channel estimation scheme accuracy for the cascaded channel from Alice (UE)
to Bob (gNB) through the IRS. In the second segment, the proposed scheme has been evaluated against differ-
ent attack strategies. Monte Carlo simulations have been conducted to endorse the correctness of the analytical
results.

5.1 Channel estimation

In fig. 5.1, the proposed scheme (4.10) for cascaded channel estimation has been analyzed using a systematic
channel estimation scheme (4.6) as a reference. It was noted that with low SNR values, the proposed scheme
channel estimation performance is more accurate. Also, we note that the MSE values of the proposed scheme
remained constant against all values of the SNR. Thus, we proved the fact that the proposed scheme is a partially
blinded predictable scheme that is not affected by the current level of noise or distortion of the channel. As the
SNR values exceeded zero, the accuracy of the systematic scheme results improved monotonically. Although the
systematic scheme results with high SNR are more accurate than the proposed scheme, the proposed scheme
results are still in the acceptable range. Considering that, in a high-frequency environment, a low SNR often
happened, and considering the trade-off between high accuracy and low complexity as well. Thus will lead to the
superiority of the proposed scheme.
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Figure 5.1: Accuracy Comparison between between the proposed scheme (prediction based) and the systematic scheme
(reference signal based)

5.2 Attacks evaluation
During the evaluation, we assumed different values for the correlation factor which represent the correlation be-
tween the channel between the attacker (Eve) and the IRS and the channel between the legitimate transmitter
(Alice) and the IRS (4.26).

In the first scenario, although the channel between the attacker (Eve) and the IRS was mostly identical to the
channel between Alice and the IRS, the proposed scheme could achieve a low probability of MD as shown in fig.
5.2. Moreover, a low probability MD has been noted with lower values of the correlation factor. The proposed
scheme showed a significantly low probability of both MD and FA even if the attacker has known the configu-
ration of the IRS under the condition of positioning the attacker’s antenna in a different position, managed by
the correlation factor, than the transmitter’s antenna. In the second scenario when the attacker does not know
the configuration of the IRS, the proposed scheme achieved the best security performance which was constantly
fixed within all values of the correlation factor. To conclude, the proposed scheme is robust against attacks even
if the attacker is placed in the same place of the transmitter unless the attackers do not know the configuration of
the IRS.
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Figure 5.2: Comparison between different scenarios of attacks against the proposed scheme. Here ρ ( correlation factor )
= 0.9, 0.6, 0.4 and 0.1 respectfully
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6
Conclusion

In this thesis, we have developed a Channel-based Physical layer security scheme to provide communication au-
thentication between Alice and Bob through the IRS with the precision channel estimation and assuming a gen-
eral model for the attack employed by Eve. In particular, we provided the optimal Eve strategies in the case of a
single attack, andwe performed an analytical computation of theMDprobability averaged over channel statistics.
Numerical results confirm themerit of the consideredmethod as it performswell against the attack strategy when
Eve does not know the IRS configuration for the channel between Alice and Bob.

All proposed authentication schemes are based on either upper layer cryptography mechanisms such as AKA
protocol or physical layer mechanisms such as the proposed scheme. Moreover, it is not possible to depend com-
pletely on only one of the two mechanisms. Integration of these two primitives is desirable to enhance security
in highly dynamic networks such as those planned in beyond-5G wireless networks. There are few papers on the
cross-layer protocol. For future work, we aim to develop a cross-layer authentication scheme integrating upper
layer authentication with physical layer authentication considering the advantages of IRS presence in the physical
layer part of the cross-layer protocol.
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