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Abstract

Generative models have been designed to discover and learn the latent structure of the input data in order to gen-
erate new samples based on the regularities discovered in the data. Starting from the first simplest models such as
theRestrictedBoltzmannMachines up to theVariationalAutoencoders andGenerativeAdversarialNetworks (or
GAN), these models have experienced a surprising development in generating data as similar to reality as possible.
The potential of these models, especially in Deep Learning, has led to the most disparate applications: genera-
tion of images, videos and music, image-to-image translations, text-to-image translation and conversion of low
resolution images to high resolution, to name a few.

In this thesis work, carried out during the internship period of theMaster’sDegree, themain focus is onGANs,
a generative model that makes use of the principles of supervised training through the use of two competing ”sub
models”: a generator, trained to produce new realistic samples, and a discriminator, which tries to distinguish
between real and generated data. Usually, when this model is employed, the focus is mainly on the role of the
generator used to produce new data. In this case, however, the idea is to use the discriminator as a binary classifier
in the context of Predictive Maintenance of a packaging machine. In other words, the discriminator obtained as
a result of GAN training is used to classify the state of the machine as either normal or critical. After an initial
pre-processing and exploration of the datasets, the results obtained are compared with other classifiers. Finally,
the limits and possible developments of this approach are discussed.

v



vi



Contents

Abstract v

List of figures ix

List of tables xi

Listing of acronyms xiii

1 Introduction 1

2 Predictive maintenance overview 3

3 Internship project 7
3.1 The company . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7
3.2 The task and the failure scenarios . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

4 Datasets exploration 11
4.1 Dataset description . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
4.2 Pre-processing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12
4.3 Dimensionality reduction techniques . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

4.3.1 Principal Component Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
4.3.2 t-distributed Stochastic Neighbor Embedding . . . . . . . . . . . . . . . . . . . 16

4.4 Clustering models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
4.4.1 K-Means . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19
4.4.2 Hierarchical Clustering . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22

5 Methods 27
5.1 Classification techniques . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

5.1.1 Logistic Regression . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
5.1.2 Support Vector Machine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 29
5.1.3 K-Nearest Neighbors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32
5.1.4 Decision Tree and Random Forest . . . . . . . . . . . . . . . . . . . . . . . . . 33

5.2 Deep Learning models . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34
5.2.1 Feed Forward Neural Network . . . . . . . . . . . . . . . . . . . . . . . . . . . 35
5.2.2 Generative Adversarial Network . . . . . . . . . . . . . . . . . . . . . . . . . . 35

6 Experiments and results 39
6.1 Implementation details . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39
6.2 Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
6.3 Generated samples . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43
6.4 Final comment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

vii



7 Conclusion 45

Appendix 47

References 55

Acknowledgments 57

viii



Listing of figures

2.1 Predictive maintenance roadmap represented by a stages of a pyramid chart [17]. . . . . . . . 4

3.1 ACTOR logo. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

4.1 Variable over time for each dataset. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13
4.2 Distribution of samples with respect to the variable status among the datasets. . . . . . . . 15
4.3 PCA and t-SNE of datasets 1, 2 and 3. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 17
4.4 Perfect homogeneity and completeness examples. On the left, there is a perfect homogeneity,

in fact in each cluster, represented by circles, the data points belong to the same class. How-
ever, there is not a perfect completeness because not all data points of the same class belong
to the same cluster. On the right, the opposite case is presented. There is perfect complete-
ness because all data points of the same class belong to the same cluster but there is no perfect
homogeneity because a cluster contains data points belonging to two classes [3]. . . . . . . . 18

4.5 Example of successive iterations of the K-means clustering algorithm with simulated data [8]. 21
4.6 Schematic representation of Agglomerative Hierarchical Clustering [4]. . . . . . . . . . . . 24

5.1 Schematic representation of 5-fold cross validation [20]. . . . . . . . . . . . . . . . . . . . 28
5.2 (a)Graphical representationof adatasetwith twodistinct classes in a two-dimensional space.(b)

Three perfect linear discriminative classifiers for our data.(c) Visualization of “margins” within
discriminative classifiers [20]. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

5.3 (a) With nonlinear data, a linear classifier cannot divide the classes.(b) Adding a third dimen-
sion to facilitate the division of classes.(c) Example of how a kernel SVM can fit the data [20]. 31

5.4 Example of K-Nearest Neighbors with k equal to 1 and 15 [8]. . . . . . . . . . . . . . . . . 32
5.5 Example of a binary Decision Tree for classifying animals [20]. . . . . . . . . . . . . . . . . 33
5.6 Schematic representation of a single hidden layer FFNN [8]. . . . . . . . . . . . . . . . . . 35
5.7 Schematic representation of the architecture of a GAN [5]. . . . . . . . . . . . . . . . . . . 36
5.8 Example of equilibrium between generator and discriminator. . . . . . . . . . . . . . . . . 37
5.9 Schematic representation of the discriminator during testing phase. . . . . . . . . . . . . . 38

6.1 Results of the best models selected with CV considering balanced validation accuracy. . . . . 41
6.2 Performance of the models on the test set over time. . . . . . . . . . . . . . . . . . . . . . 42
6.3 Two-dimensional PCA and t-SNE representations of the training set and some samples gener-

ated by the model. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

A.1 Dendrogram of dataset 1. The numbers in bold represent the number of the cluster in which
they have been inserted (see related table). . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

A.2 Dendrogram of dataset 2. The numbers in bold represent the number of the cluster in which
they have been inserted (see related table). . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

A.3 Dendrogram of dataset 3. The numbers in bold represent the number of the cluster in which
they have been inserted (see related table). . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

A.4 Generator and discriminator losses in the final training. . . . . . . . . . . . . . . . . . . . . 52
A.5 GAN confusion matrix on the test set. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

ix



A.6 Bestmodels (Logistic Regression, KNN,DecisionTree andRandomForest) confusionmatrix
on the test set. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

x



Listing of tables

3.1 Example report for the May 18th experiment. . . . . . . . . . . . . . . . . . . . . . . . . . 9

4.1 Summary table of the datasets. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
4.2 Summary table of the variables and their description. . . . . . . . . . . . . . . . . . . . . . 12
4.3 K-means clustering analysis dataset 1. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
4.4 K-means clustering analysis dataset 2. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
4.5 K-means clustering analysis dataset 3. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
4.6 Hierarchical Clustering analysis dataset 1. . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
4.7 Hierarchical Clustering analysis dataset 2. . . . . . . . . . . . . . . . . . . . . . . . . . . . 25
4.8 Hierarchical Clustering analysis dataset 3. . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

6.1 Summary of the sample division and failure scenarios. . . . . . . . . . . . . . . . . . . . . 39
6.2 List of hyperparameters of the classifiers. . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
6.3 List of hyperparameters of Feed Forward Neural Network and GAN (when not specified, the

hyperparameter refers to both the discriminator and the generator). . . . . . . . . . . . . . 41
6.4 Metrics of all models on the test set. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

A.1 Hyperparameters of classifiers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47
A.2 Hyperparameters of FFNN and GAN. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48
A.3 Hierarchical Clustering analysis dataset 1. . . . . . . . . . . . . . . . . . . . . . . . . . . . 49
A.4 Hierarchical Clustering analysis dataset 2. . . . . . . . . . . . . . . . . . . . . . . . . . . . 50
A.5 Hierarchical Clustering analysis dataset 3. . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

xi



xii



Listing of acronyms

ACT OR . . . . . . . . . . Analytics Control Technology Operations Research

Adam . . . . . . . . . . . . . Adaptive Moment Estimation

AdamW . . . . . . . . . . . Adaptive Moment EstimationWith DecoupledWeight Decay

CV . . . . . . . . . . . . . . . Cross Validation

DL . . . . . . . . . . . . . . . Deep Learning

FFNN . . . . . . . . . . . . Feed Forward Neural Network

GAN . . . . . . . . . . . . . Generative Adversarial Network

IG . . . . . . . . . . . . . . . . Information Gain

KNN . . . . . . . . . . . . . K-Nearest Neighbour

MCC . . . . . . . . . . . . . Matthews Correlation Coefficient

PCA . . . . . . . . . . . . . . Principal Component Analysis

PdM . . . . . . . . . . . . . . Predictive Maintenance

RBF . . . . . . . . . . . . . . Radial Basis Function

ReLU . . . . . . . . . . . . . Rectified Linear Unit

SVM . . . . . . . . . . . . . . Support Vector Machine

t-SNE . . . . . . . . . . . . . T-distributed stochastic neighbor embedding

xiii



xiv



1
Introduction

For some years now, the efforts in many research fields have been directed towards artificial intelligence models
thanks to their ability to manage large amounts of data. The industrial field is not an exception, in fact even in
this sector there has been a wide application of Machine Learning models and an important search for increas-
ingly complex models to achieve high levels of accuracy. Thanks to the increase in computing power in the last
few years, the focus has shifted more towards Deep Learning (DL) which has provided new state-of-the-art mod-
els in many fields including Computer Vision, Language Processing and Intrusion Detection System. Currently,
the industrial system is moving towards a fourth revolution called Industry 4.0 which uses a combination of soft-
ware, sensors and intelligent control units to improve production processes. These tools allow the automation of
functions for the constant monitoring of production through the analysis of the data collected [17].

As regards the project presented in this thesis, we want to offer an exploratory contribution to the use of a gen-
erative model of DL in the industrial field, in particular in PredictiveMaintenance (PdM). The model considered
is a Generative Adversarial Network (GAN) adapted to a classification task in the context of anomaly detection:
themodel aims to identify those observations that deviate from the normal dynamics of the data, that is when the
machine under investigation it is in a working state.

In Chapter 2, through a brief examination of the available literature, the framework of PdM is defined in
a general way. The focus is on supervised and unsupervised models typically used in this area. Subsequently,
attention is paid to some examples of adapting a GAN for PdM tasks.

Thenext chapter presents the project carriedout during the internshipperiod atAnalyticsControlTechnology
Operations Research (ACT OR), a math-technology company. After a brief description of the company and its
research areas, the PdM problem under study is defined through the description of the packaging machine, the
experiments conducted on it, the data collection and finally the objective of the project.

Chapter 4 provides a description of the datasets used and the pre-processing performed. It is an exploration
phase in which the fundamental choices to solve the problem in question are discussed. Next, two dimensionality
reduction techniques are applied to provide a visual representation of the data dynamics. The chapter concludes
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with the description of two clustering techniques applied to the single datasets. These models are intended to
provide a preliminary idea about the divisibility between the samples belonging to the normal and critical classes
without the use of a label.

Chapter 5 describes all the classification techniques used in this project. Themathematical foundations of the
classifiers and DL models are provided with particular attention to the architecture of the GAN and the ways in
which it is adapted to the classification task required in the project.

The implementation details, the hyperparameters and the final results of each model are presented and com-
pared inChapter 6. Inoneof theparagraphs the samples of thedatasets are comparedwith some samples generated
by the generator in order to offer an additional point of view to evaluate the performance of the GAN. Then, a fi-
nal comment is provided on the results obtained and on the advantages and disadvantages of using this generative
model for the task considered.

Finally, in Chapter 7, there is an overview of the limitations and the possible future developments to explore.
Among these we find the use of unsupervised or semi-supervised models, the use of different architectures for the
GAN and a proposal for an alarm reactivity system to be adopted directly on the machine.
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2
Predictive maintenance overview

With the increase in the amount of industrial data available, the interest in DL architectures for PdM has become
very common, especially in optimizingmaintenance tasks. Maintenance is defined by EN 13306 [18] as ”the com-
bination of all technical, administrative and managerial actions during the life cycle of an item intended to retain
it in, or restore it to, a state in which it can perform the required function”. This definition implies three types of
maintenance: improvement maintenance, which deals with improving reliability and safety maintaining the orig-
inal functionality, predictive maintenance, carried out before failure occurs, and finally corrective maintenance,
which deals with the replacement of damaged parts when the machine is not working [17].

In this project, the focus is on the implementation of a basic predictive maintenance system. This type of
system, as defined by Venkatasubramanian et al. [21], should have the following properties: ”quick detection
and diagnosis, isolability (distinguish among different failures), robustness, novelty identifiability, classification
error estimation, adaptability, explanation facility, minimal modelling requirements, real-time computation and
storage handling, multiple fault identifiability”. From a methodological point of view, however, PdM can be
classified and defined through three approaches: physicalmodel-based, data-driven and hybrid. The first, through
the use of systems’ knowledge, provides a mathematical description of the degradation level of the system. The
data-driven approach provides predictions on the state of the system through continuous monitoring. It makes
use of statistical methods and artificial intelligence, and is particularly suitable for complex systems, even if it
becomes difficult to correlate the result of these methods with the physical meaning. Finally, the last approach is a
combination of the two approaches. Data-drivenPdM, todaymainly based onDLmodels, is structured according
to the following incremental steps: anomaly detection, diagnosis, prognosis and mitigation [17].

As shown in Figure 2.1, at the base there is the anomaly detection, in this phase the purpose is to determine
whether the machine is working under normal conditions or not. There are three ways of approaching the prob-
lem depending on the Machine Learning task considered: the classification (class labels are available), one-class
classification (only one class label is available, typically non-failure data) and clustering (unlabelled data). Diagno-
sis consists in understanding the nature of the anomaly identified andwhether this can lead to a real failure or not.
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Figure 2.1: Predictive maintenance roadmap represented by a stages of a pyramid chart [17].

Once the anomaly has been identified and the diagnosis has been performed, the prognosis phase is responsible
for monitoring the evolution of the degradation of the machine state and estimating the remaining time or cycles
until a failure occurs. Finally, after the prediction of the remaining time, some actions are taken to mitigate the
failures. At this point, all necessary corrections are made to restore the normal state of the machine [17]. This
exploratory thesis project is based exclusively on anomaly detection.

From a practical point of view, the most commonly monitored components are bearings, blades, engines,
valves, gears and cutting tools, instead among the types of failures that can be identified it is possible to find imbal-
ance cracks, fatigue, abrasive and corrosion wear, rubbing, defects and leak detection. More rigorously, however,
Li and Gao [10] classifies the types of system failures into three categories: component failure, environmental
impact, human mistakes and procedure handling.

In order tomonitor the status of a system, different techniques and sources of information are used. Themost
common techniques include Mechanical Ultrasound, Vibration Analysis, Wear Particle Testing, Thermography,
Motor Signal Current Analysis and Nondestructive Testing, Torque, Voltage and Envelopes, Acoustic Emission
and Pressure or TemperatureMonitoring. Instead, on an informative level, there are the environmental and oper-
ational conditions. They represent the conditions under which a machine works. Environmental conditions are
represented by external conditions such as temperature, while operating conditions are technical specifications
of the process such as speed or position. Another source of information comes from the sensors of the machine.
These data are collected in the form of time series in order to facilitate the identification of patterns and trends
[17].

Regarding the use of a GAN in this specific area, there are not many papers in the literature. However, for this
thesis, papers relating to classification and anomaly detection have also been consulted. For example, Odena et al.
[12] provide the first adaptation of a GAN for a classification task through the implementation of an Auxiliary
Classifier GAN (or ACGAN). The peculiarity of this model lies in the loss function consisting of one part re-
sponsible for identifying the real samples and the other responsible for identifying the correct label. ACGANhas
beenwidely used in image generation and classification tasks, usually both the generator and the discriminator are
Convolutional Neural Networks. In the context of anomaly detection, however, the AnoGAN of Schlegl et al.
[16] has been one of the first models proposed. Themodel has the structure of a Deep Convolutional Generative

4



Adversarial Network (or DCGAN) [14] with the addition of an adaptation that allows mapping from samples
to latent space. Through this adaptation, the anomaly score is calculated, capable of identifying the anomalous
samples. A further development of this model is the Time series Anomaly detection with GAN (or TAnoGAN)
[2], a model for unsupervised anomaly detection in time series data. Finally, in the specific context of the time
series applied to the PdM framework, Liu et al. [11] propose a model based on long-short-termmemory (LSTM)
networks called LSTM-GAN. This particular implementation can solve the disadvantage of vanishing gradients
and the mode collapse typical of GANs. Furthermore, it is able to identify abnormal data. This PdM model in-
cludes a predictive model for anomaly detection and a maintenance decision model. The first predicts the state
of the machine and anticipates the possible faults of the machine. The second deals with organizing maintenance
personnel and offering a maintenance plan.

A standard GAN has been implemented for the project discussed here. This has been adapted to the PdM
classification task focusing mainly on the role of the discriminator, used in the testing phase as classifier that is
independent from the generator. It is important to specify that the model as a whole is trained as an anomaly
detection model as only samples belonging to the normal class are used. However, the discriminator, placed in
front of a new sample, attempts to classify it as a Feed-Forward Neural Network would do in a classification task.
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3
Internship project

This chapter presents the companywhere the internship has been carried out and the related project. In particular,
the data collection, the experiments conducted on the machine and the objective of the project are described.

3.1 The company

The project presented in the thesis has been developed during the 5-month internship period at ACT OR (Fig-
ure 3.1). ACT OR is a math-technology company founded in 1996, it is specialized in providing corporate
decision-making software and process control solutions. The company offers robust and innovative solutions
to cut costs, improve productivity and service levels, predict trends and behaviors, improve safety, support the
care of patients, reduce risks and manage crises. ACTORwork projects can be divided into five main areas:

1. Math-optimization: the company uses optimization tools to find solutions in areas such as calculating the
optimal routing of vehicles, estimating the optimal planning of resources or defining the optimal quantity
for the inventory.

2. Simulation: in this field discrete sequences of events are represented and studied with the use of discrete-
event-simulation models. These models are able to capture the behavior of complex systems present in
contexts such as supply chains, factories, distribution centers and warehouses.

3. Artificial intelligence: AI-based software solutions are offered through the implementation of Machine
Learning models for a wide range of problems ranging from consumer behavior prediction to robotics
and automation.

4. Forecasting: ACTOR implements demand-based forecasting methods to support decision-making in ar-
eas such asmanaging bookings on a particularwebsite, the energy requirement or failures formaintenance
purposes.
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Figure 3.1: ACT OR logo.

5. Process and control: this area deals with the design of plant control, automation and protection, in simu-
lation and dynamic control of industrial processes.

The project discussed here falls within the area of forecasting, in particular in the prediction of failures for
maintenance purposes.

3.2 The task and the failure scenarios
This project is the result of the collaboration between ACT OR and a company in the production of packaging
machines. The data collection has been carried out by mounting sensors on a packaging machine, an industrial
machine designed to vacuuma series of recipes or types of food, consisting of a conveyor belt and a sealing chamber
where the vacuum takes place.

The objective of the project is the implementation of a GAN for a binary classification task in the context of
PdM, in short, the model must be able to distinguish between the ”normal” and ”critical” state of the machine. It
already has an alarm system but only for severe problems. Furthermore, the time elapsed between the failure and
the alarm is very long. The main purpose of the model is to provide a better alarm system than the current one.

During the normal operation of the machine two tamperings were carried out in order to induce the critical
state and simulate two failure scenarios:

1. Vacuum pump wears out;

2. Valves wear out.

The data was collected when the machine was in a normal production state and after the induced failure. This
state has been labeled as ”critic”. The two failure scenarios were simulated by an expert by opening two different
taps, one for each experiment, that simulate the vacuum pump and valves wear out. The variables of the two
failure scenarios were both labeled as critic without distinction between the two situations because the aim of the
project is simply to identify the criticality. Future developments of the project will lead to the implementation of
models able to distinguish the types of criticalities. An example of a report on the experiment conducted onMay
18 is presented in Table 3.1.
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Hour Event Machine event Status Machine status
8:31 Start heating Energy consumption increases normal Preparing to run
8:56 Start of production The machine starts packing normal Running
12:00 Stop machine Experiment pauses NA Stopped
13:32 Start of production The machine starts packing normal Running
13:36 Tap open Cycle time is increased critical Running
14:16 Tap open Cycle time is increased critical Running
15:25 Tap open Cycle time is increased critical Running
15:53 Tap open Cycle time is increased critical Running
16:07 Tap open Cycle time is increased critical Running
16:47 Tap open Cycle time is increased critical Running
16:50 Machine’s alarm The machine stops critical Stopped in alarm

Table 3.1: Example report for the May 18th experiment.
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4
Datasets exploration

The chapter provides a detailed description of the datasets used and the pre-processing performed. Two dimen-
sionality reduction techniques were applied to each dataset with the aim of visualizing the data through only two
principal components. Furthermore, two clustering methods were implemented to identify the best number of
clusters to use to represent our datasets with unsupervised learning and to observe how the normal and critic
samples are divided among the clusters.

4.1 Dataset description
The company made four datasets available for the project, each with 34 variables but with a different number
of observations. The variables were detected every minute, in fact every minute corresponds to an observation.
The first dataset derives from the experiment that tried to simulate the failure scenario of valves wear out, while
the second and third datasets simulated the vacuum pump wear out. The fourth dataset contains only normal
samples. The details of the datasets are summarized in Table 4.1.

Among the 34 variables considered, one is a time variable, eight represent the data collected by the sensors
placed on the machine, twenty-four are variables added through transformations of the first eight (square of each

Date Dataset Samples Normal Critic Failure scenario
21-22-23th July 1 1523 1014 509 Valves wear out

18thMay 2 370 175 195 Vacuum pump wear out
19thMay 3 390 211 179 Vacuum pump wear out
26thMay 4 161 161 0 NA

Table 4.1: Summary table of the datasets.
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Variable name Description
Act_Temp1 Current mold temperature
Act_Speed Packaging cycles per minute
Act_L1Amp
Act_L2Amp
Act_L3Amp

3 phase actual current

CyCounter Cycle counter
Energy Total electricity consumption
Gas Total gas consumption

Table 4.2: Summary table of the variables and their description.

variable, delta with one-minute earlier and two minutes earlier variables) and one represents the binary target
variable statuswith normal and critic labels. A brief description of the eight variables is provided in Table 4.2

The behavior of each variable over time for each dataset is shown in Figure 4.1. The dashed line defines when
the tampering has been carried out. From the graphs it is possible to observe how in datasets 2 and 3 the variables
Act_Speed and CyCounter change immediately after tampering. For the other variables it is not possible to
identify an immediate change.

Finally, the bar graph (Figure 4.2) shows the number of samples for each dataset and how they are distributed
with respect to the variable status. It is possible to notice that the first dataset is unbalanced while the second and
third datasets have equally divided classes. In order to deal with the imbalance between classes, several metrics
have been taken into consideration in the evaluation of the models with particular reference to balanced accuracy.

4.2 Pre-processing

Much of the pre-processing has been done by the company, so only minimal adjustments have been made for the
classification task. The steps in this phase are the following:

1. first of all, the temporal variable has been removed and the normal and critic labels have been replaced
with 0 and 1 respectively;

2. subsequently a dataset has been created for training and validation with Cross Validation (CV). This step
has been performed by merging datasets 1, 2 and 4 for a total of 2054 samples. For all the models, exclud-
ing GAN, a simple merging has been done. Instead, for the GAN, two datasets have been created, one
containing all normal and another containing all critic samples. The details on the choice to carry out this
division will be presented in the section relating to the model;

3. then, the training data has been shuffled and normalized subtracting the mean and then dividing the dif-
ference by the standard deviation. Finally, dataset 3 has been used for testing.
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Figure 4.1: Variable over time for each dataset.
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Figure 4.1: Variable over time for each dataset (cont.)

The choice to divide the data for training and testing in this way depends on the experiments performed on the
machine and the objective of the project. In the training set we have a dataset for each type of experiment (dataset
1 and 2) and dataset 4 containing only normal samples. In this way the models can learn both criticality scenarios
simulated on the machine. Although it is a classification task, the time component has been taken into account.
In the test phase, a dataset that simulated a failure on a typical production daywas used. In this way it was possible
to see if the machine alarm was anticipated by the model. In other words, it would not have made sense to merge
all the datasets and make a division between training and testing considering the temporal nature of the task. A
limitation of the data provided by the company lies in not having a dataset for each type of failure scenario to test
the model. The test was carried out with only one type of experiment. Further project developments will have to
take this aspect into consideration.
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Figure 4.2: Distribution of samples with respect to the variable status among the datasets.

4.3 Dimensionality reduction techniques

In this part two techniques of dimensionality reduction are described and applied in order to visualize the distribu-
tion of normal and critic samples in a two-dimensional space. The goal is to understand if the use of DLmodels is
preferable to simple classifiers. In case the obtained clusters are clearly distinguishable, the use of complex models
such as a Neural Network or a GAN may not be necessary. Dataset 4 with all normal samples is excluded from
this part.

4.3.1 Principal Component Analysis
Principal component analysis (PCA) is a method used for visualization and dimensionality reduction [13] [9].
Considering the linear algebra behind the method, the goal is to identify a linear combination of the original
basis to filter out the noise and better re-express the dataset. In particular, if X represents the initial dataset and Y
its new representation, P is the orthonormal matrix that linearly transforms X into Y according to the equation
PX = Y. The matrix P, whose rows are the principal components of X, can be computed using the eigenvector
decomposition theorem. In other words, the rows of P are the eigenvectors of the covariance matrix of X. These
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new vectors are ordered according to the magnitude of their eigenvalues. From a statistical point of view, the
eigenvectors determine the directions of the new feature space, and the eigenvalues explain the variance of the
data along the new feature axes. Dimensionality reduction is obtained by considering only a small number of
eigenvectors of the P matrix, those with the highest eigenvalues. In this way the new matrix Y has a reduced
number of new independent features and ordered by explained variance.

Figure 4.3 shows the results obtained with the PCAwith the first two components (approximately 60% of the
variance explained) for each dataset. In the first dataset we do not have a clear distinction between classes, on the
contrary in the other two it is possible to identify two clusters, here the tampering seems to have easily identifiable
effects. Especially in the case of the vacuum pump wear out experiment (dataset 2 and 3), it seems possible to
obtain excellent results even using simple classifiers (e.g., Logistic Regression).

4.3.2 t-distributed Stochastic Neighbor Embedding

T-distributed stochastic neighbor embedding (t-SNE) is a nonlinear dimensionality reduction technique devel-
oped by Van der Maaten and Hinton [19] for visualizing high-dimensional data by giving each datapoint a loca-
tion in a two or three-dimensional map. It models each high-dimensional object in such a way that similar objects
are modeled by nearby points and dissimilar objects are modeled by distant points with high probability. In par-
ticular, this technique defines a joint probability distribution pij symmetric and proportional to the similarity
between the datapoints:

pij =
pj|i + pi|j

2n
,

where n is the number of samples and the joint probability pj|i is defined as

pj|i =
exp

(
−
∥∥xi − xj

∥∥2 /2σ2i )∑
k̸=i exp

(
−∥xi − xk∥2 /2σ2i

) .
xi and xj are datapoints and σi is the variance of the Gaussian that is centered on datapoint xi. Here, Euclidean

distances between points are converted to conditional probabilities to represent similarities. Then, in order to
map high-dimensional points in a low-dimensional space a second joint probability is defined as

qij =

(
1+

∥∥yi − yj
∥∥2)−1

∑
k̸=l

(
1+ ∥yk − yl∥2

)−1 ,

where yi and yj are two points of the space with low dimensionality. For this joint probability a Student’s t-
distribution is used with one degree of freedom instead of the Gaussian. This choice depends on the Student’s
t-distribution property of better modeling the dissimilarity between distant objects through its heavier tails.
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Figure 4.3: PCA and t‐SNE of datasets 1, 2 and 3.
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Finally, using the gradient descent, the position of the points in the low dimensional space is calculated by
minimizing the Kullback-Leibler divergence betweenQ and P distributions:

KL(P∥Q) =
∑
i

∑
j
pij log

pij
qij

.

In conclusion, the t-SNE produces a low-dimensional map that tends to preserve the similarities between the
points in the high-dimensional space. Applying this technique to the project’s datasets yielded the results in Fig-
ure 4.3. In dataset 1, t-SNE is able to isolate in a clear way some clusters.However, there is one cluster containing
the two overlapping classes, labeled as critic but with normal values. Probably, the samples labeled as critic just
after the tampering are very similar to the normal samples, this couldmean that the tampering does not have an im-
mediate effect on the variables. As in the previous case, with dataset 2 and 3, it is possible to identify two clusters,
so, the use of simple classifiers seems appropriate.

4.4 Clustering models
The main objective of this section is to identify what is the best number of clusters to represent our datasets with
unsupervised learning. Again, dataset 4 with all normal samples is excluded from this part. After the application
of unsupervised models, in order to evaluate how the normal and critic samples are divided, the clusters obtained
have been evaluated with the V-measuremetric using the labels of the status variable. V-measure is the weighted
harmonic mean of two metrics: homogeneity and completeness. The former is satisfied when clustering assigns
only those datapoints that are members of a single class to a single cluster, the latter, symmetrical to the former, is
satisfied when a clustering assigns all of those datapoints that are members of a single class to a single cluster [15].

In order to get an intuitive idea, the two diagrams in Figure 4.4 show an example of perfect homogeneity and
perfect completeness.

Figure 4.4: Perfect homogeneity and completeness examples. On the left, there is a perfect homogeneity, in fact in each
cluster, represented by circles, the data points belong to the same class. However, there is not a perfect completeness
because not all data points of the same class belong to the same cluster. On the right, the opposite case is presented.
There is perfect completeness because all data points of the same class belong to the same cluster but there is no perfect
homogeneity because a cluster contains data points belonging to two classes [3].
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In a more rigorous manner, as described by Rosenberg andHirschberg [15], ifN represents the data points,C
the classes,K the clusters and ack the number of data points belonging to the class c and cluster k, the homogeneity
is given by

h =

1 ifH(C,K) = 0

1− H(C|K)
H(C) else

,

where

H(C | K) = −
|K|∑
k=1

|C|∑
c=1

ack
N

log
ack∑|C|
c=1 ack

and

H(C) = −
|C|∑
c=1

∑|K|
k=1 ack
n

log
∑|K|

k=1 ack
n

.

The completeness is defined as

c =

1 ifH(K,C) = 0

1− H(K|C)
H(K) else

,

where

H(K | C) = −
|C|∑
c=1

|K|∑
k=1

ack
N

log
ack∑|K|
k=1 ack

and

H(K) = −
|K|∑
k=1

∑|C|
c=1 ack
n

log
∑|C|

c=1 ack
n

.

Finally, the V-measure is given by

Vβ =
(1+ β)× h× c
(β× h) + c

,

in which β is the weight ratio attributed to homogeneity versus completeness.

4.4.1 K-Means
K-means clustering is a method that exploits an iterative refinement technique and aims to partition the samples
into k clusters in which each observation belongs to the cluster with the nearest mean (cluster centroid), serving
as a prototype of the cluster. Inmore detail, Hastie et al. [8] describe this method starting by defining the squared
Euclidean distance as the dissimilarity measure:
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d (xi, xi′) =
p∑

j=1

(
xij − xi′j

)2
= ∥xi − xi′∥2 ,

then, the within-point scatter is defined by

W(C) =
1
2

K∑
k=1

∑
C(i)=k

∑
C(i′)=k

∥xi − xii∥2 =

K∑
k=1

Nk
∑

C(i)=k

∥xi − x̄k∥2 ,

where x̄k = (x̄1k, ..., x̄pk) is the mean vector associated with the kth cluster andNk =
∑N

i=1 I(C(i) = k). In
short, as definedbyHastie et al. [8], ”the criterion isminimized by assigning theNobservations to theK clusters in
such a way that within each cluster the average dissimilarity of the observations from the cluster mean, as defined
by the points in that cluster, is minimized”. The iterative algorithm to solve the problem

C∗ = min
C

K∑
k=1

Nk
∑

C(i)=k

∥xi − x̄k∥2

can be found by considering that for any set of observations S

x̄S = argmin
m

∑
i∈S

∥xi −m∥2 . (4.1)

Finally, we can find C∗ by solving the following optimization problem

min
C,{mk}K

1

K∑
k=1

Nk
∑

C(i)=k

∥xi −mk∥2 . (4.2)

The minimization of the problem can be obtained by applying an alternating optimization procedure given
by the algorithm Algorithm 4.1

Figure 4.5 shows some of the algorithm iterations for simulated data with three classes. The centroids are
depicted by “O”s and the straight lines show the partitioning of points. Each sector is the set of points closest to
each centroid.
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Algorithm 4.1 K-means Clustering [8].

1. For a given cluster assignmentC, the total cluster variance (4.2) isminimizedwith respect
to {m1, ...,mk} yielding the means of the currently assigned clusters (4.1).

2. Given a current set of means {m1, ...,mk}, (4.2) is minimized by assigning each observa-
tion to the closest (current) cluster mean. That is,

C(i) = argmin
1≤k≤K

∥xi −mk∥2 .

3. Steps 1 and 2 are iterated until the assignments do not change.

Figure 4.5: Example of successive iterations of the K‐means clustering algorithm with simulated data [8].
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Clusters V-measure
2 0.0006
3 0.0042
4 0.3964

Clusters/status 1 2 Total
0 (normal) 655 359 1014
1 (critic) 343 166 509

Clusters/status 1 2 3 Total
0 (normal) 654 327 33 1014
1 (critic) 343 161 5 509

Clusters/status 1 2 3 4 Total
0 (normal) 33 0 323 658 1014
1 (critic) 5 317 161 26 509

Table 4.3: K‐means clustering analysis dataset 1.

From the previous description it is clear that themost important hyperparameter is the number of clusters. For
the datasets of this project, although this hyperparameter can be selected using a heuristic called elbowmethod, all
possible clusterization with values from 2 to 10 have been evaluated. Below, there are the results with two, three
and the best number of clusters.

1. The clustering analysis of dataset 1 is represented by the Table 4.3.
There are no two clearly separated clusters. Best V-measure score is obtained with 4 clusters, theoretically
this could justify the implementation of more complex models.

2. The clustering analysis of dataset 2 is represented by the Table 4.4.
There is no clear division between clusters but with 4 clusters we have a good result, in particular with
cluster 2 and 5.

3. The clustering analysis of dataset 3 is represented by the Table 4.5.
With 3 clusters we have excellent results. It’s important to note that there is a cluster with only three
samples. In this case it is possible to talk about a clear distinction between classes.

4.4.2 Hierarchical Clustering
Hierarchical Clustering is a clusteringmethod that attempts to create a cluster hierarchy. There are two strategies:
agglomerative (bottom-up approach) and divisive (top-down approach). The approach used is the agglomerative
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Clusters V-measure
2 0.0841
3 0.1042
5 0.4842

Clusters/status 1 2 Total
0 (normal) 152 23 175
1 (critic) 194 1 195

Clusters/status 1 2 3 Total
0 (normal) 5 148 22 175
1 (critic) 1 194 0 195

Clusters/status 1 2 3 4 5 Total
0 (normal) 5 147 19 3 1 175
1 (critic) 1 41 0 0 153 195

Table 4.4: K‐means clustering analysis dataset 2.

Clusters V-measure
2 0.0129
3 0. 7091
4 0.6648

Clusters/status 1 2 Total
0 (normal) 3 208 211
1 (critic) 0 179 179

Clusters/status 1 2 3 Total
0 (normal) 3 208 0 211
1 (critic) 0 23 156 179

Clusters/status 1 2 3 4 Total
0 (normal) 11 198 2 0 211
1 (critic) 0 23 0 156 179

Table 4.5: K‐means clustering analysis dataset 3.
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Figure 4.6: Schematic representation of Agglomerative Hierarchical Clustering [4].

one in which each observation starts in its own cluster, then the pairs of clusters are progressively joined up in the
hierarchy (Figure 4.6).

In order to do this, a measure of dissimilarity between clusters called linkage must be defined. There are four
main types of linkage:

• Single linkage (SL):
dSL(G,H) = min

i∈G
i′∈H

dii′ ,

• Complete linkage (CL):
dCL(G,H) = max

i∈G
i′∈H

dii′ ,

• Group average (GA):

dGA(G,H) =
1

NGNH

∑
i∈G

∑
i′∈H

dii′ ,

• Ward (W):

dW(G,H) =
NG ×NH

NG +NH
∥mG −mH∥2 .

G andH represent two groups, dii′ is the pairwise observation dissimilarities where i belongs toG and i′ toH.
N is the number of points in a cluster andm represents the center of the cluster.

For the purposes of this project, to find the best combination of hyperparameters a Grid Search has been per-
formed with:

1. Number of clusters: range from 2 to 10;
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Clusters/status 1 2 3 4 Total
0 (normal) 0 38 322 654 1014
1 (critic) 315 5 161 28 509

Table 4.6: Hierarchical Clustering analysis dataset 1.

Clusters/status 1 2 3 4 5 Total
0 (normal) 5 4 147 18 1 175
1 (critic) 1 0 46 0 148 195

Table 4.7: Hierarchical Clustering analysis dataset 2.

Clusters/status 1 2 3 Total
0 (normal) 208 3 0 211
1 (critic) 21 0 158 179

Table 4.8: Hierarchical Clustering analysis dataset 3.

2. Distance type to compute the linkage: Euclidean andManhattan;

3. Linkage criterion to evaluate the distances between sets of observations: “Ward”, “Complete”, “Group
average” and “Single”.

In the Table 4.6, Table 4.7 and Table 4.8 the best results are presented.

1. The best hyperparameters for the clustering of dataset 1 are: 4 clusters, Euclidean distance and Ward
linkage criterion. The V-measure is 0.3898. The distribution of the samples in the clusters is shown in
Table 4.6. Also, in this case there are no two clearly separated clusters. Theoretically this could justify the
implementation of more complex models.

2. The best hyperparameters for the clustering of dataset 2 are: 5 clusters, Euclidean distance and Ward
linkage criterion. The V-measure is 0.4598. The distribution of the samples in the clusters is shown in
Table 4.7. The best number of clusters is still 5 but with a lower V-measure than that obtained with K-
means.

3. The best hyperparameters for the clustering of dataset 3 are: 3 clusters, Euclidean distance and Ward
linkage criterion. The V-measure is 0.7253. The distribution of the samples in the clusters is shown in
Table 4.8. As in the case of K-means, with this dataset we get the best results with a clear distinction
between classes.
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5
Methods

5.1 Classification techniques

The project task consists of a binary classification to determine the status of the packaging machine. Considering
the availability of the status label, the learning of the model is supervised. In a more formal way, let xi be the
feature vector of the ith samples and yi the respective target value. The feature vectors take values in X, a subset
of Rk, where k is the number of variables. Instead, the target values belong to Y, which in the case of a binary
classification, is a subset ofR2.Considering this formalism, the learning phase of themodel tries to find a function
f that associates each vector in X with its respective target value in Y. Obviously, f is unknown, so the goal of the
model becomes to find a function h, belonging to the hypotheses spaceH, which best approximates f

h ≈ f : X → Y

Once a class of models has been selected, to best adapt the model to the specific problem, it is necessary to
fine-tune the hyperparameters. Among the strategies to find the best combination of hyperparameters we find
the Grid Search and the Random Search. The first considers a list of values for each hyperparameter and tries to
find the best set of hyperparameters by trying all possible combinations. However, faced with a large number of
hyperparameters, this strategy becomes time prohibitive. In this case the Random Search becomes a valid alterna-
tive. Unlike the previous approach, this strategy randomly extracts only some of the possible combinations. This
is a particularly effective strategy when some hyperparameters are more important than others.

For the purposes of this project, a Random Search has been used for all models, with the exception of the
Decision Tree for which a Grid Search has been used. In the case of the GAN model, for computational cost
reasons, a manual selection of the hyperparameters has been made without applying a Grid or Random Search.

These strategies have been used in combination with a k-fold Cross Validation: a resampling procedure to
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Figure 5.1: Schematic representation of 5‐fold cross validation [20].

evaluate a model offering a less optimistic estimate of the model skill than a simple train/test split. In particular,
the dataset is divided into k groups, in turn each group is used as a validation set, while the other groups are used as
a training set. The ability of the model is evaluated by averaging the results obtained on the validation sets. For all
themodels implemented in this thesis, a 5-foldCV (Figure 5.1) has been used in order to have a good compromise
between computational cost and evaluation of the robustness.

Before defining the metrics used, it must be specified that the samples belonging to the normal class (labeled
with 0) are identified as actual negative, those belonging to the critic class (labeled with 1) are actual positive. The
possible outcomes for a binary classification task are the following:

• True Positives (TP): the model correctly predicts the positive class;
• True Negatives (TN): the model correctly predicts the negative class;
• False Positives (FP): the model incorrectly predicts the positive class;
• False Negatives (FN): the model incorrectly predicts the negative class.

Starting from these definitions, each model has been evaluated considering different metrics:

accuracy =
TP+ TN

TP+ FP+ TN+ FN
,

precision =
TP

TP+ FP
,

sensitivity/recall =
TP

TP+ FN
,

specificity =
TN

TN+ FP
,

balanced accuracy =
sensitivity + specificity

2
,

F1-score = 2× precision × sensitivity
precision + sensitivity

,
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Matthews Correlation Coefficient (MCC) =
TP× TN− FP× FN√

(TP+ FP)(TP+ FN)(TN+ FP)(TN+ FN)
.

However, the reference metric used in model selection was the balanced accuracy. This choice is due to the
fact that the classes are unbalanced. Using accuracy would have benefited the models inclined to predict the most
present class, leading to false positives, that is, classifying the critical samples as normal.

The following sections describe some classifiers used as a comparison for GAN model. Finally, the GAN ar-
chitecture and its adaptation to the classification task are described.

5.1.1 Logistic Regression

The basic model in a classification task is certainly the Logistic Regression. The concept behind this model begins
by defining the procedure behind a simple linear regression model

hθ (xi) = θTxi,

where, as defined above, xi defines the feature vector of sample i and θ the parameter vector. Now it is necessary
to define a decision rule for the binary classification task: if hθ(x) is larger than a certain threshold θ0, than the
model predicts class 1 as output, otherwise class 0. In order to obtain the Logistic Regressionmodel, the next step
is to apply the logistic function to the vector product hθ(x):

hθ (xi) =
1

1+ e−θTxi
.

The model output takes values in the interval [0, 1] and it can be interpreted as the probability of sample i to
belong to class 1. The learning phase for estimating the vector of parameters θ requires the definition of a loss
function. Typically, the Cross Entropy loss is used

J(θ) = − 1
n

n∑
i=1

yi · log (hθ (xi)) + (1− yi) · log (1− hθ (xi)) ,

therefore, the problem to be solved is the minimization of this loss function with respect to θ. In order to
minimize J(θ) different algorithms can be used, for example the Coordinate Descent algorithm or some variants
of the Gradient Descent such as the Stochastic Average Gradient Descent.

5.1.2 Support VectorMachine

The Support Vector Machines (SVM) are a class of supervised algorithms for both regression and classification.
Clearly, this paragraph will describe the application in the second case. In order to understand how the model
works, it is necessary to begin by providing a simple example of classification with two distinct classes in a two-
dimensional space as shown in Figure 5.2 (a).
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(a) (b) (c)

Figure 5.2: (a) Graphical representation of a dataset with two distinct classes in a two‐dimensional space.(b) Three perfect
linear discriminative classifiers for our data.(c) Visualization of “margins” within discriminative classifiers [20].

Although it is easy to find a model that can draw a hyperplane, in this case a straight line, between the two
classes, a problem arises: there are multiple lines that can divide the two classes (Figure 5.2 (b)). Therefore, a new
sample in the test set would be labeled with different labels depending on the dividing line considered, as in the
case of the red “X”. One way to overcome this limitation is to use Support Vector Machines. The idea is to use a
dividing line with a margin of a certain thickness from the closest points (Figure 5.2 (c)).

Hence, the original problemnowbecomes tofind the line thatmaximizes themargin. Formally, given a training
set T with two classes A = {xi : (xi, yi) ∈ T, yi = 1} and B = {xi : (xi, yi) ∈ T, yi = −1}, the separation
marginM of the hyperplane H =

{
x ∈ Rk : θTx+ θ0 = 0

}
is the minimum distance between samples in the

training set T and the hyperplaneH. Its value is

M (θ, θ0) = min
xi∈A∪B

{∣∣θTxi + θ0
∣∣

∥θ∥

}
.

It is important to note that only the data samples close to the hyperplane define the best separation margin.
These points are called support vectors, hence the name of the model.

At this point the problem can be written in this way

max
θ,θ0

M(θ, θ0)

s.t. θTxi + θ0 ≥ 1, xi ∈ A,

θTxi + θ0 ≤ −1, xi ∈ B.

This is a convex quadratic minimization problem with 1
2 ||θ||

2 as objective function.
So far, the case in which classes are linearly separable has been discussed, which is usually uncommon. Now,

wewill explore the case inwhich the classes are separable but not linearly, as in the example in the Figure 5.3 (a). In
order to solve this new problem, it is necessary to combine SVMwith the kernels: the data samples are projected
into higher-dimensional space through a kernel functionK defined as

K(xi, xj) = φ (xi)t φ(xj),
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where xi and xj are two samples and φ is the projection function. The following are themost used kernel types:

• Linear Kernel:
K
(
xi, xj

)
= xtixj;

• Polynomial Kernel:

K
(
xi, xj

)
=

(
γxtixj + r

)d
, γ > 0, r ≥ 0, d ∈ N, d ≥ 1;

• Gaussian Kernel, also known as Radial Basis Function (RBF):

K
(
xi, xj

)
= exp

(
−γ

∥∥xi − xj
∥∥2) , γ > 0;

• Sigmoid Kernel:
tanh

(
γ · xTi xj + r

)
, γ > 0.

γ represents the intensity of the kernel used, in fact for small values of γ, the model tends to behave like a linear
SVM, instead with large values the radius of the area of influence of the support vectors only includes the support
vector itself.

Figure 5.3 (b) and (c) show how an SVM with kernel is able to separate a non-linear dataset by increasing the
dimensionality.

(a) (b) (c)

Figure 5.3: (a) With nonlinear data, a linear classifier cannot divide the classes.(b) Adding a third dimension to facilitate the
division of classes.(c) Example of how a kernel SVM can fit the data [20].

In order to complete the description of this class of models, it is necessary to describe the more general case
in which the data samples are not separable even with the help of kernels. In this case the SVM is implemented
by adding a tunable factor, usually denoted by C, which ”softens” the margin allowing some data points to go
beyond the margin if this allows for a better fit. For large values of C, the margin is less permeable, on the other
hand, with small values, the margin can include some points. The newminimization problem becomes
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Figure 5.4: Example of K‐Nearest Neighbors with k equal to 1 and 15 [8].

min
θ,θ0,ξ

1
2
∥θ∥2 + C

n∑
i=1

ξi

s.t. θ⊤xi + θ0 ≥ 1− ξi, xi ∈ A,

θ⊤xi + θ0 ≤ −1+ ξi, xi ∈ B. (i = 1, . . . , n),

where ξi measures howmuch a data point can violate the margin.

5.1.3 K-Nearest Neighbors

Themodel classes seen so far require a parameter optimization process. K-NearestNeighbors (KNN) on the other
hand, falls into the class of non-parametric models in which there is no parameter estimation. With this class of
models given a query point xi, the k training points closest in distance to xi are searched, the label of xi is assigned
through the majority of the votes of the k neighbors. In this case, there are two hyperparameters to consider: the
distancemetric and the value of k. Regarding the former, among themainmetrics there are Euclidean,Manhattan,
Chebyshev and Minkowski. The number of neighbors, on the other hand, controls the degree of smoothing of
the decision boundary, in fact for small values of k many small areas are produced, while with large values a few
large areas. The Figure 5.4 shows an example of classification of a two-dimensional dataset with two values of k.

The main disadvantage of this class of models is to calculate a number of distances equal to the number of
data points in order to find the nearest k points. In this way, the computational cost can become unaffordable.
In order to overcome this limit, a non-exhaustive search of the closest neighbors is carried out through tree-based
search structures which offers an approximate solution.
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Figure 5.5: Example of a binary Decision Tree for classifying animals [20].

5.1.4 Decision Tree and Random Forest

DecisionTrees are another supervised non-parametricmodel that tries to predict the class of a target variable from
simple decision rules. These rules, which define the model, recursively partition the dataset through the values
assumed by the variables until a certain condition is satisfied. The assignment of the label of a new sample takes
place by making it go through the sequence of rules that define the model until it reaches the end of the Decision
Tree. At this point, the label assigned to the new sample is chosen through amajority voting system among all the
labels of the training samples that followed the same sequence of rules.

An example of a Decision Tree for classifying animals might be like the one shown in Figure 5.5.
A fundamental element in the implementation of the algorithm is the criterion by which the variables are

selected at each split step. One of themost common is Entropy, an index thatmeasures the degree of homogeneity
of a certain set:

Entropy(S) =
∑
c∈C

−p(c) · log2(p(c))

here, S represent the set of training sample, C is the set of classes in S, and p(c) is the fraction of elements in S
belonging to class c. In this case, Entropy is used to define how homogeneous the set of samples is with respect
to the target variable before the next split. In simple terms, we try to choose the decision rule that is best able to
classify the samples with respect the target variable. This is done through a quantity belonging to the information
theory, the Information Gain (IG). This quantity defines the change in Entropy of the set S when it is divided
through the variable a.

IG(S, a) = Entropy(S)− Entropy(S | a) = Entropy(S)−
∑
T∈T

p(T)Entropy(T),

where Entropy(S|a) is the Entropy computed as a weighted sum of T that is the list of subsets obtained after
the splitting. Here, p(T) indicates the fraction of data samples of S that after the split belongs to T. The idea
is to compare the information gain values for each variable, excluding the variables already used previously. The
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highest value obtained provides the variable to use to divide the current set.
Another quantity to define the choice of the variable to perform the splitting is the Gini Index:

Gini(S) = 1−
∑
c∈C

p(c)2.

The value assumed by this index is equal to zero when all the samples belong to the same class, that is in the
case of maximum homogeneity. On the other hand, when the classes are heterogeneous, the index value is greater
than zero.

In conclusion, Decision Trees provide several advantages, here are some of them:

• Easy interpretation possibility of being viewed.

• The cost in the forecast is logarithmic in the number of data points used to train the tree.

• It does not require large data preparation such as normalization and creation of dummy variables.

• It is possible to manage both numeric and categorical variables.

However, they also have some disadvantages:

• Decision Trees can create overly complex trees unable to generalize on new data, a problem called overfit-
ting. Some countermeasures reside in pruning, in setting the minimum number of samples required at a
leaf node or in setting the maximum depth of the tree.

• These models can be unstable. Small variations in the data can cause the model to generate completely
different trees. By using Decision Trees within an ensemble method this problem can be limited.

• In the case of unbalanced datasets, the model generates biased trees. In order to avoid this problem, it is
necessary to balance the dataset.

Asmentioned previously, ensemblemethods can be used to improve the performance of this model class. One
of these is Bootstrap Aggregating, also called Bagging. With this approach, B subsets are randomly extracted with
repetition from the training set and a Decision Tree is fitted on each of them. The final output is defined by the
value of the most frequent label among the B outputs obtained.

A development of this approach consists in the use of multiple Decision Trees but decorrelated to each other.
In short, the Decision Trees are fitted on the B subsets with the difference that in this case a random subset ofm
variables is used to fit the models. This approach is called Random Forest.

5.2 Deep Learning models

In the following section, two DL models will be described: a Feed Forward Neural Network and a Generative
AdversarialNetwork. For the firstmodel themain concepts will be described, while for the second amore detailed
description will be offered.
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Figure 5.6: Schematic representation of a single hidden layer FFNN [8].

5.2.1 Feed ForwardNeural Network
A Feed Forward Neural Network (FFNN) is the type of Neural Network with the simplest architecture. It has a
layered structure made up of small individual units called neurons. The learning occurs by alternating a forward
and a backward step.

The forward step begins with the first layer neurons taking the feature vector as input and producing the scalar
product towhich a differentiable function called activation function is applied. This is repeated for all subsequent
layers taking the output obtained from the previous layer. These layers are called hidden layers. The last layer,
called output layer, provides the final result.

The backward step takes place through a Gradient Descent Algorithm called Backpropagation. It updates the
weights of the Neural Network through the backward propagation of the final output error compared with the
ground truth. From this derives the name of the algorithm. The Figure 5.6 provides a schematic representation
of a FFNN.

5.2.2 Generative Adversarial Network
AGenerative Adversarial Network is a generative model introduced byGoodfellow et al. in 2014 [7] that exploits
the principles of supervised training through the use of two competing sub models. They are usually DLmodels,
and in the simplest case they are FFNN. One of the sub models, the generator, is trained to produce new realistic
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Figure 5.7: Schematic representation of the architecture of a GAN [5].

samples, while the other one, the discriminator, tries to distinguish between real (data) or fake (generated). The
model training occurs concurrently in a zero-sum game until an equilibrium state is reached where discriminator
provides correct outputs half the time and generator produces realistic samples.

The input of the generator, called latent space, is a vector randomly extracted from a Gaussian distribution of
fixed length, the output instead has the same dimensionality as the real samples. The input of the discriminator
is a sample, real from the data or generated by the generator, while the output is a binary class label of real or fake
(generated).

The Figure 5.7 shows the basic architecture of a Generative Adversarial Network.
Formally, to describe the learning process it is necessary to define some concepts. For what concerns the gener-

ator, pz(z) is noise distribution which provides the input to the generator which has the purpose of learning the
pg distribution on the x data. G is a differentiable function represented by a Neural Network with parameters θg.
So,G(z, θg) represents the mapping to data space.

The discriminator, also represented by a Neural Network and defined by D(x, θd), outputs a value that indi-
cates the probability that a sample is real or generated given a real or generated input.

The two models play a two-player minimax game with the following value function:

min
G

max
D

V(D,G) = Ex∼pdata (x)[logD(x)] + Ez∼pz(z)[log(1−D(G(z))).

The discriminatorD tries tomaximize the probability of assigning the correct label to both training examples x
and samples fromG(z), simultaneously the generatorG tries tominimize the probability thatD assigns the ”fake”
label toG(z).
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Figure 5.8: Example of equilibrium between generator and discriminator.

Given the nature of learning, it is possible to apply Backpropagation: θd parameters of discriminator D are
updated by ascending its stochastic gradient:

∇θd
1
m

m∑
i=1

[
logD

(
x(i)

)
+ log

(
1−D

(
G
(
z(i)

)))]
Instead, θg parameters of generatorG are updated by descending its stochastic gradient:

∇θg
1
m

m∑
i=1

log
(
1−D

(
G
(
z(i)

)))
The game ends when a state of equilibrium is reached, a saddle point with the achievement of the minimum

with respect the strategy of one player and the maximum with respect the strategy of the other one (Figure 5.8).
In other words, the generator produces samples very similar to the real data and the discriminator predicts ”real”
or ”fake” with probability 0.5.

It is interesting to note that to reach the state of equilibrium it is possible to train the discriminator and gen-
erator by modifying the weights by alternating one step for each model (at each epoch the weights of the two
networks are updated once), or to train one of the twomodels several times for each epoch (for example, train the
discriminator 3 times and the generator 1 time) [6].

Returning to the project, themodelmust be adapted to a classification task. The basic idea is to train themodel
only with normal samples in order to induce the discriminator to learn the distribution underlying the variables
of the standard operation of the machine. The generator has the task of generating realistic normal samples and
the discriminator must distinguish the generated samples from the real normal ones. After the training phase
the discriminator is detached from the model becoming a simple classifier. With a dataset containing normal and
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Figure 5.9: Schematic representation of the discriminator during testing phase.

critic samples, the classifier should identify as real the samples with normal dynamics and as fake (generated) those
belonging to a non-normal distribution, namely critic.

The Figure 5.7 represents a schematization of themodel during the training phase, while the Figure 5.9 during
the validation and testing phase.

It is good to remember that for this model the datasets were merged in order to obtain one dataset with all
normal and another with all critic. So, for the training and evaluation part, the CV was adapted to the model in
the following way: the training folds included only normal samples, instead the validation fold included all the
remaining normal samples in the “all normal dataset” and all critic ones. Finally, the test was carried out on dataset
3 as in the case of the other models.
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6
Experiments and results

In this chapter we will resume some implementation details of Chapter 4 on pre-processing and the hyperparam-
eters used in classifiers and DL models will be listed. One of the paragraphs will be dedicated to the samples
generated by the GAN. Although the project task does not put any focus on the generator, this part can offer
a further interpretative tool on the results obtained. Finally, a comparative and interpretative comment on the
results will be offered.

6.1 Implementation details

As mentioned above, the datasets provided by the company are four: three were used for training and validation
through CV, the fourth for testing, after the final training on the three initial datasets. A summary of the sample
division is provided in the following Table 6.1.

For all models, excluding the GAN, the dataset for training and validation is unique. For GAN, on the other
hand, two datasets were used, one with all normal, the other with all critic. The Table 6.2 and Table 6.3 list the

Normal Critic Failure scenario
Label 0 1 NA
Proportion 1561 (63,87%) 883 (36,13%) NA
Training and
validation set (CV) 1350 (65,73%) 704 (34,27%) Valves wear out and

Vacuum pump wear out
Test set 211 (54,10%) 179 (45,90%) Vacuum pump wear out

Table 6.1: Summary of the sample division and failure scenarios.
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Model Hyperparameter

Logistic Regression
inverse of regularization strength

norm of the penalty
maximum number of iterations

Support Vector Machine
kernel type

kernel coefficient γ
regularization parameter

K-Nearest Neighbors number of neighbors
distance metric

Decision Tree criterion to measure the quality of a split
splitter

Random Forest criterion to measure the quality of a split
number of trees

Table 6.2: List of hyperparameters of the classifiers.

tuning hyperparameters used in the Random Searches, with the exception of the Decision Tree and the GAN, in
which in the first case a Grid Search was used, while in the second a manual selection.

The values of the selected hyperparameters are shown in the Appendix.

6.2 Results

This paragraph shows the results of the models selected in the CV and those on dataset 3 used as a test set. In
order to carry out the final test, the best models were trained again on the dataset used for CV. It is important to
remember that the reference metric considered in the choice of the model is balanced accuracy.

The results of the best models selected with CV are shown in the barplot (Figure 6.1). All the models reach
good performances, however the GAN does not reach levels of balanced accuracy comparable with the other
models.

As for the test, the Table 6.4 shows how all the models are able to reach performances around 93% in balanced
accuracy, while GAN obtains a balanced accuracy around 65%. Furthermore, the high specificity indicates the
absence of false positives, namely false alarms. Very important aspect for an alarm system.

In order to better understand the results obtained from an alarm system perspective, it is necessary to consider
the output over time. From the horizontal (Figure 6.2)it is possible to see that all the models are able to predict
the alarm of the machine well in advance.

All the models are able to predict the alarm after a few minutes of tampering, the GAN shows less good and
stable results but as the machine approaches the alarm it identifies the critical situation.
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Model Hyperparameter

Feed Forward Neural Network

number of hidden layers
number of hidden neurons

epochs
type of activation function

optimizer
learning rate

L2 regularization coefficient
dropout probability

Generative Adversarial Network

number of hidden layers
number of hidden neurons

epochs
number of trainings of each model for each epoch

type of activation function
optimizer

learning rate
L2 regularization coefficient

dropout probability (only for discriminator)

Table 6.3: List of hyperparameters of Feed Forward Neural Network and GAN (when not specified, the hyperparameter refers
to both the discriminator and the generator).

Figure 6.1: Results of the best models selected with CV considering balanced validation accuracy.
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Model Bal. accuracy Accuracy F1 score Precision Recall Specificity MCC
LR 0.936 0.941 0.931 1.0 0.872 1.0 0.886
SVM 0.927 0.933 0.921 1.0 0.855 1.0 0.872
KNN 0.936 0.941 0.931 1.0 0.872 1.0 0.886
DT 0.936 0.941 0.932 0.994 0.877 0.995 0.886
RF 0.936 0.941 0.931 1.0 0.872 1.0 0.886

FFNN 0.930 0.936 0.924 1.0 0.860 1.0 0.877
GAN 0.646 0.674 0.455 0.981 0.296 0.995 0.420

Table 6.4: Metrics of all models on the test set.

Figure 6.2: Performance of the models on the test set over time.
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6.3 Generated samples
Another way to evaluate the ability of the GAN to adapt to the data is to evaluate the samples generated by the
generator. Although producing realistic samples is not the main purpose of the project, observing the quality of
the generated samples can be useful to understand the results obtained and the limitations of this model. The
Figure 6.3 represent the PCA with the two main components and the 2D t-SNE of the training data and some
samples generated through the generator.

Figure 6.3: Two‐dimensional PCA and t‐SNE representations of the training set and some samples generated by the model.

Although there is no clear distinction between the two classes, in both cases the generated samples are quite
close to normal ones. In the PCA it is possible to see how the samples tend to be very close to the largest cluster
with normal samples. However, the quality of the generated samples is not that high.

6.4 Final comment
The implementation of less complex and supervised models is preferable both in terms of performance and time.
However, as clustering and GAN have shown, unsupervised models can offer good performance just by monitor-
ing the machine without carrying out tampering-induced experiments. This results into savings for the company
and the possibility of collecting a substantial amount of data through simple monitoring.

Regarding the GAN, there are some interesting considerations. Usually, this model is not used for classifica-
tion, but it can be adapted for that purpose. In addition, it can be trained with normal data without performing
tampering-induced experiments. However, there are some disadvantages with this model:

• Selecting hyperparameters to find the balance between generator and discriminator may not be straight-
forward.

• It takes a long time to train compared to other models used in this project.

• Ideally, GANs are designed to be used with datasets with many variables and many samples (e.g., image
datasets). In this case, additional data would be needed to justify the use of a GAN.
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In conclusion, the idea of adapting a complex DL model such as a GAN can only be justified under suitable
conditions. In this particular case it would be appropriate to invest in more conventional statistical models such
as SVM or Random Forest. Finally, taking into account how data are collected for this kind of project, the use of
unsupervised and semi-supervisedmodels should be explored in order to limit the costs of experiments performed
on the machine.
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7
Conclusion

This thesis aims to provide an exploratory contribution to the use of a generative DL model in the context of
predictivemaintenance. Inparticular, themain task is to apply aGenerativeAdversarialNetwork to a classification
task for the identification of critical states in which there is a risk of damage to themachine during the production
process. So, the goal is to provide an alarm system capable of signaling the onset of a criticality with a certain
advance compared to the system of the machine. This can also be seen as an anomaly detection task since the
identification of these critical states occurs as a contrast to the samples belonging to the normal operating state of
the machine.

The data provided by the company did not require particular treatment before being processed. Most of the
choices made on the datasets concerned the ways in which they were combined and used for training and testing.
At an exploratory level, two dimensionality reduction techniques were used in order to visualize the distribution
of the samples. In this way it was possible to have a preliminary idea of whether or not to useDLmodels or simple
classifiers. This analysis anticipated the relative simplicity of the task, as confirmed by the use of unsupervised
models.

In view of these results, the GAN was compared with some classifiers that have shown significantly better
performance. Therefore, it seems that the available data does not justify the use of complex models, confirming
the fact that complex models do not necessarily perform better than simple ones.

However, decent results have also been obtained with GAN, demonstrating the possibility of adapting this
type of model to a PdM task like this one. Furthermore, considerations must also be made on how the data are
collected in the experiments conducted on the machine. Using a model that can only train with normal samples,
as in the case ofGAN, could provide a considerable advantage over supervisedmodels. The need to induce critical
issues has a cost both in terms of production and the risk of damage to the machine.

Regarding the limitations encountered in this project, they lie mainly in the datasets. Firstly, large datasets are
needed to justify the use of a DL model, in fact even with simple classifiers it is possible to obtain very satisfac-
tory results. Secondly, only one dataset is available on the valves wear out experiment. Another dataset from this
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experiment would be needed to be able to test the models on both experiments conducted. The tests presented
above were carried out exclusively with a dataset deriving from the vacuum pump wear out experiment. In the
future, unsupervised and semi-supervised models should be explored in more detail. Also, some variants of the
GAN should be explored, such as theWasserstein-GAN [1] or Auxiliary Classifier GAN, in order to improve the
performance of the generator, useful for creating new realistic normal samples. Regarding the critic samples, the
implemented models distinguish only between normal and critic, it would be very useful to distinguish between
types of criticalities (multiclass classification). A possible solution starting from theGANs could be to implement
a GAN for the normal/critic distinction and a supervised model that classifies the type of critic identified by the
GAN. It would also be interesting to compare the current time step classification approach with models for pre-
dicting subsequent steps, such as the Recurrent Neural Networks. Finally, the alarm reactivity system should be
implemented. Given the consecutive increase in criticality alerts close to the machine stop, one possibility could
be the triggering of the alarm after a certain number of consecutive alerts of the model.

In conclusion, further developments and experiments with sufficiently large datasets capable of justifying the
use of a Generative Adversarial Network are needed, but it seems possible to adapt this approach to the type of
task considered in this thesis.
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Appendix

Other implementation details and hyperparameters

This section provides some technical details regarding the implementation and hyperparameters of each model
selected during the evaluation phase through the CV.

The implemented code was entirely written in Python using the free online platform Google Colaboratory
based on Jupyter; these are notebooksmade up of cells containing text, images or code. One of the reasons behind
this choice for the implementation of the project lies in the ease of use, in fact it is not necessary to configure the
device to use the packages of Machine Learning and Deep Learning available on Python. Google Colaboratory
also offers a free GPU service, which is very useful in the context of Deep Learning.

The main libraries used in the project were: Numpy, Pandas, SciPy, Seaborn and Matplotlib, instead for
the implementation of themodels, Scikit-learn for the classifiers and PyThorc for the Deep Learningmodels.
Furthermore, some classes and auxiliary functions have been implemented to transform data, define, train and
carry out the CV of Deep Learning models (FFNN and GAN) and create some graphs.

The Table A.1 and Table A.2 show the hyperparameters selected for the classifiers, the FFNN and the GAN
through the CV.

Model Hyperparameter Value

Logistic Regression
inverse of regularization strength 4.237

norm of the penalty L1
maximum number of iterations 377

Support Vector Machine
kernel type RBF

kernel coefficient γ Scale
regularization parameter 0.991

K-Nearest Neighbors
number of neighbors 18

distance metric L1

Decision Tree
criterion to measure the quality of a split Gini

splitter Best

Random Forest
criterion to measure the quality of a split Entropy

number of trees 93

Table A.1: Hyperparameters of classifiers.
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Model Hyperparameter Value

Feed Forward Neural Network

number of hidden layers 2
number of hidden neurons 1024

epochs 50

type of activation function
LeakyReLU

(negative slope=0.2)
optimizer AdamW

learning rate 0.0017
L2 regularization coefficient 0

dropout probability 0.7

Generative Adversarial Network

(Discriminator)

number of hidden layers 4
number of hidden neurons 1024, 512, 256, 128

epochs 500
number of trainings of each

model for each epoch
6

type of activation function ReLU
optimizer Adam

learning rate 0.001
L2 regularization coefficient 0008

dropout probability 0.95

Generative Adversarial Network

(Generator)

number of hidden layers 4
number of hidden neurons 64, 128, 256, 512

epochs 500
number of trainings of each

model for each epoch
1

type of activation function
LeakyReLU

(negative slope=0.2)
optimizer AdamW

learning rate 0.0015
regularization coefficient 0.002

Table A.2: Hyperparameters of FFNN and GAN.
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Additional charts

Here are some charts, called dendrograms, obtained during the exploration of the dataset with Hierarchical Clus-
tering. Each dataset, with the exception of dataset 4, has its own dendrogram (Figure A.1, Figure A.2 and Fig-
ure A.3) and relative clustering table (Table A.3, Table A.4, Table A.5; tables already shown in subsection 4.4.2.).
In addition, the graph with the losses of the generator and discriminator (Figure A.4) and the confusion matrix
of GAN (Figure A.5) and best models (Figure A.6) on the test set are provided.

Clusters/status 1 2 3 4 Total
0 (normal) 0 38 322 654 1014
1 (critic) 315 5 161 28 509

Table A.3: Hierarchical Clustering analysis dataset 1.

Figure A.1: Dendrogram of dataset 1. The numbers in bold represent the number of the cluster in which they have been
inserted (see related table).
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Clusters/status 1 2 3 4 5 Total
0 (normal) 5 4 147 18 1 175
1 (critic) 1 0 46 0 148 195

Table A.4: Hierarchical Clustering analysis dataset 2.

Figure A.2: Dendrogram of dataset 2. The numbers in bold represent the number of the cluster in which they have been
inserted (see related table).

Clusters/status 1 2 3 Total
0 (normal) 208 3 0 211
1 (critic) 21 0 158 179

Table A.5: Hierarchical Clustering analysis dataset 3.
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Figure A.3: Dendrogram of dataset 3. The numbers in bold represent the number of the cluster in which they have been
inserted (see related table).
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Figure A.4: Generator and discriminator losses in the final training.
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Figure A.5: GAN confusion matrix on the test set.

Figure A.6: Best models (Logistic Regression, KNN, Decision Tree and Random Forest) confusion matrix on the test set.
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